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1. IIEJIH OCBOEHMS JTACUHUAIIMHBI «IPOTPAMMHO-ATITIAPATHBIE
CPEJICTBA COXPAHHOCTH MH®OPMAIIMOHHBIX CUCTEM H
PECYPCOB OPTAHMU3ALIMM»

Llensto JACTUITIIHHBL «ITporpaMMHO-aNmnapaTHbIC cpejcTBa COXPAHHOCTH
uH(OPMAIMOHHBIX CHCTEM H PeCypeoB» qBJISIETCS TEOPETHYECKas H MPaKTHHeCKast MOJArOTOBKA
CHICNMANUCTOB K JEATENLHOCTH, CBS3AHHON ¢ KOMIUICKCHBIM QHAJIA30M BOMOMKHBIX yrpo3
uH(OPMAIIMOHHBIM CHCTEMaM 1 pecypcam OpraHu3aluu, 3HaHHCM Mojiesieil  HapylIuTels
6e30acHOCTH, TOCTAHOBKOH KOHKPETHBIX 3a/1at oGecreuenns nHOPMALHOHHOH Oe30MacHOCTH
ABTOMATM3UPOBAHHBIX CHCTEM, 3HAHHEM CPCICTD i MeTONOB OOecrnedeHust COXpPaHHOCTH
uH(OPMAILIMOHHBIX CHCTEM U PECYPCOB (UCwuP).

2. MECTO AMCUMILTIMHBI B CTPYKTYPE OIIOIl BO

Juctumumaa  «[IporpaMMHO-anmapaTHbIc CpejcTBa COXPAHHOCTH yH(pOpPMaIHOHHBIX
CHCTEM M PECypCoB) OTHOCHTCH K 6a30B0if 4acTH.

Wsydenue e& Gasupyercs Ha CICIYIOIHX nucimuHax: «H(GOopMalnoHHbIC CHCTEMBL B
IKOHOMHKE», «DIJIEKTPOHHBIH noKyMeHT0060poT», «COBPEMEHHBIE MOJIEJIH  YIpaBjieHUs
UH(OPMALHOHHBIMU TEXHOTOTHAMIK.

Jucrunnuna  «ITporpaMMHO-annapaTHbIe cpejicTBa COXPAHHOCTH 1H(pOpPMAIMOHHBIX
cHcTeM M pecypcoBy obecredMBacT H3YUCHHC crenyommx aucrumuH:  «KOHKYpeHTHAA
paspeka B busHece», «ObecneueHne KOHOMHUECKOi 0€30MacHOCTH MPEAITPUITHS .

3anauu JIACTIUTUIMHBI «ITporpaMMHO-annapaTHbIe cpelcTsa COXPaHHOCTH
uH(QOPMALIHOHHBIX CHCTEM H PECYPCOBY - obecrneunThb:

e p3yyeHHE MOJENeH Yrpos W MOACIH HapymuTess yHMOPMALHOHHON 0e30MacHOCTH

UCuP;

e 03HAKOMJIEHHE C NTPAaBOBBIMH OCHOBAMH pH(OPMALMOHHOI (€3011aCHOCTH TIPH PEIICHITH
3ana4 obecrneueHns COXpaHHOCTH NCuP.

e W3yueHME METOJIOB W PELCHUH MO o6ecneuenuio coxpannocty MCuP;

e nOJydYeHHE TPAKTHYECKUX HABBIKOB HCIOJIL3OBAHMA Cpe/ICTB 3aIlUThl HHpOpMAIHH

NCuP;

e u3ydyeHHE METOJIOB aHajIM3a yrpos u ySI3BUMOCTEH, TPOCKTUPYEMBIX 1 IKCILIyaTHPYEMBIX

UCuP;

e TOJyYeHHEe HABBIKOB HCTIOJIL30BAHUA [IporpaMMHO-aNnapaTHbIX CpeACTB oGecrieuenws
6esonacHocti MCuP.

3. KOMIIETEHLIIMH OBYYAIOIIEIOCA, ®OPMUPYEMBIE B PE3VJIbTATE
OCBOEHMUS JUCLHMILINHbI

B riporecce 0CBOEHHs AMCLIUIIIHBL POPMUPYIOTCS CIEIYIONIHE KOMITETeH UM
e crocobHOCTHIO ~ paborarh ¢ pa3dYHBIMH MCTOYHUKAMHK  HMH(pOpPMALHH,
WH(OPMAIMOHHEIMA PECypcaMH U TEXHONOTUAMH, IPUMEHATH OCHOBHBIC METOJIBL,
CcrocoBbl ¥ CPEACTBA MONYYCHHs, XPAaHCHHs, MOUCKA, CHCTEMATH3ALHH, obpaboTku u
nepenaun uapopmanuu (OK-12);
B pesyJbTate OCBOECHHs TUCUMIIHHBL «[IpOrpaMMHO-aImapaTHble CpeNCTBa COXPAHHOCTH

MH(OPMALMOHHBIX CHCTEM H PECypCOB» o0yuaronmifcss A0/DKEH JEMOHCTPHPOBATEH CIEIYIOIINE
pe3yIbTaThl 00pa3oBaHMI:
1) 3HaTh:

e [IpOrpaMMHO-annaparHele CpeicTBa obecrieuennst WHGOPMAIIMOHHON O€30MACHOCTH B
OTEpAIIHOHHBIX CHCTEMAX, CUCTEMAX yIPaB/ICHHUA fazaMu JaHHBIX, KOMIBIOTEPHBIX CETAX
(OK-12);

2) YMETb:



e TPOBOIMTH BBHIOOP [pPOrpaMMHO-aNapaTHbiX CpelCTB oGecrneuenms HHPOPMALMOHHOH
6e301aCHOCTH TS HCTIONb30BaHUs MX B COCTABE ABTOMATH3MPOBAHHON CHCTEMBI C LICNIBIO

obecreuenus TpebyeMOro YPOBHs COXPaHHOCTH UC u P (OK-12);

e BHIOMpaTH M IPUMCHATH CpelCTBa sammtsl ICHP OT BPENOHOCHOrO MPOTpaMMHOTO

obecnieuenus (OK-12);
e  CpencTBa 3aIlUTHI MCuP 0T HeCaHKIHOHNPOBAHHOTO OCTYId (OK-12);

e pBpOMpaT, W NPUMEHATH  allapaTHRIC CpelCTBA  3AUIUTHI

HNCwuP,

CpenCTBa

KpUIITOrpadUyecKon 3aThl, HroMeTpHUECKHe CPEICTBA unertuurapu (OK-12).

3) BIIAJETE!

o  HABLIKAMY SKCIUIYaTALMH ¥ aAMUHHCTPHPOBAHUS B HaCTH, Kacalollencs pasrpaHuyuCHHs
jocTyna, ayreHTu(uKauiy 1 ayiuTa 6a3 NAHHBIX, JIOKATBHBIX KOMITBIOTEPHBIX ceteil,
IPOrpaMMHBIX CUCTEM C YHCTOM tpeGoBanuii no 00eCHeeHHIO uH(OpMATHOHHOM

6esomacHoctu (OK-12);
e HABLIKAMM  WCIOJB30BaHHs  IPOrpaMMHO-arapaTHbIX
6esomnacuoctu 1 coxpannocrn UC u P (OK-12).

cpescTB

4. CTPYKTYPA U COJIEPKAHUE JACHUILIAHBI
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Tema 1. HopmaTHBHO-NPaBOBbIC - - - 11
M TexHuueckue TpeboBaHUA K
nporpaMMHo-annapaTHbimM
cpencrsam COXPaHHOCTH
HH(OPMALMOHHBIX  cUCTEM M
pecypcos (MCuP) oprann3sauiim
Tema 2. TlporpaMmHbie CPE/CTBA 1 1 1 16 2/67%
o6ecreuenus coxpannocTi MCnP
cpejicTBaMu onepaLnoHHbIX
cHcTeMa W CHCTEM YMpaBieHH:A
Hazamu I@HHBIX
Tema 3. [TporpammMHo- | | l 12 2/67%
annapaTtHbie CPEACTBa 3alLUTHI
HUCuP oT
HECAHKIIMOHWPOBAHHOI0 10CTYNa
Tema 4. Cpeacrsa 3awntel UCuP 1 | l 12 2/67%
OT BPEJOHOCHOTO MPOrPaMMHOro
obecne4yeHuns
Tema 5. AnnapatHbie cpeactsa | 4 1|1 1 16 2/67%
3aLLUTBI HCuP, cpeacTaa
Kpuntorpaduueckoi  3aluThI,
OuoMETpHUECKHE cpencrsa
uaeHTHUKALKMH
Tema 6. KoMmniekcHble CHCTEMBbI 1 1 - 12 1/50%
obecneuehns coxpannoctn UCnP




Tema 7. OpraHu3alioHHO- - - - 12
rnpaBoBoe obecneuenune
COXPaHHOCTH HUCuP B
Poccuiickoit @enepauun
Tema 8. CoBpeMeHHbIE 11 - 10 1/50%
TeHJeHLHN PA3BUTHS TEXHOJIOTHIT
il CpeacTB obecneueHus
COXPaHHOCTH HCuP
opraHu3aLHu
Uroro 6 | 6 A 101 10/62,5% Dk3zamen (27)

COJEP’KAHHUE PA3JIEJIOB JUCHHUIIIAHBI

Ilepeuens TeM JEKIHOHHBIX 3AHATHIA

Tema 1. HopmMaTuBHO-TIPABOBBIC H TEXHHHUECKUE TpeGoBaHus K [POrpaMMHO-aInapaTHEIM
CpeicTBaM COXPaHHOCTH HH(POPMAIMOHHBIX CHCTEM 1 pecypcos (MCuP) opranusanmn

O61e NOJoXKeHHs TeopuH HH(POPMAIMOHHOM fesonmacuoctu. KiltoueBbIE MOHATHSA
IPOrpaMMHO-aNapaTHbIX CPEACTB 3alUTHI ungopmary M 6e30IaCHBIX “H(POPMALMOHHBIX
TEXHOJIOIHH.

Onpejenenye MecTa IPOrpaMMHO-ANMapaTHBIX CPEICTE 3alHTLI uHbopmarmu B 00LIeH
npobieme HHPOPMAIMOHHOI Ge301acHOCTH. VndopMaHOHHBIE PHCKH H CTATHCTHKA YIPO3 Ajid
uropmaruu. IloHsaTHe Oe30MACHOCTH pHpOpPMALMH M KOMIUIEKC Yrpo3 B OTHOUICHHH
o6opymoBaHys 10JIb30BATENS 1 BBIYMCIIUTEIBHOM CETH.

HecaHKIMOHMPOBAHHBIA [AOCTYII (HCM). Tlonutuka Oe30macHOCTH OpraHM3aldu H
ompeneneHne CyOBEKTa, MOTEHUHANLHO COBEPIIAIONIETO HECAHKLHOHUPOBAHHBIE JCHCTBUS.
CraTbi YrOJNOBHOTO KOZEKCA, MPeayCMaTpHBAIOIHE OTBETCTBEHHOCTD 3a KOMIIBIOTEPHBIC
npecTymieHus. IloKasateid  3allMLICHHOCTH  CPCACTB BBIYMCIIUTENILHON — TEXHHKH  OT
HecaHKI[MOHHUPOBAHHOTO JIOCTYIIA.

K TacChl 3alAIEHHOCTH ABTOMATH3MPOBaHHbIX cucTeM. CepTi(uKalis CPEACTB 3aUThI
unpopmaruy; 3agaun U TEXHOJIOTHS cepTH(HUKALMK MPOrPaMMHO-aNIapaTHbIX CPEACTB HA
COOTBETCTBHE TpeBoBaHusIM HH(OPMALMOHHOH Oe30MacHOCTH; OCHOBHbIC KATCrOpHH TpeboBaHuii
K [pOrpaMMHOM W MPOrpaMMHO-amiapaTHOW — pealu3allii  CpeCTB obecrieueHus
UH(OPMAMOHHOM Ge30MacHOCTH; POrPaMMHO- annapaTHple ChEACTBA 3aIuThl HHGOpMaLKU B
ceTsaX Mmepeauu JAaHHbIX.

CraHzapTsl ¥ peKOMEH/allkl B 00J1acTH nH(OPMAIMOHHOH Oe30MaCHOCTH. CymHocTb U
obiiiee COIEpIKAHNE KOMIUICKCHOH CHCTEMBI 00ecreyeHNs GezonacHoctd DBM u cereit Ha HX
OCHOBE C TMpPUMEHEHHEM MPOTPAMMHO- AanNapaTHpiX CPEACTB  3AINTEL uHpopmaLul B
MHOPMALMOHHBIX TEXHOJTOTHAX KOMMEPYCCKOH OpraHusaiiH. 3agaud ¥ METO0JIOTHYEeCKHE
OCHOBBI MCIIOJIB30BAaHHMs MPOTrPAMMHO- anmaparHbIX CPEACTB  3alllUThI uHpopMaulu B
kommbioTepax. TexHuyeckne TpeOOBaHUs CTAHIAPTOB K MPOrpaMMHO-alapaTHRM CpeacTBam
samThl  MHpOpMaImK. MekIyHapo/IHbli  CTAHAAPT KPHUTEPHCB  OLCHKH 0e30MmacHOCTH
undopmarmontex Texxonoruit n F'OCT P MCO/MDPK 15408-2002. OcHoBHBIE MTPHHLHUIIEI
CO3IaHMs IPOrPAMMHO-ANNAPATHBIX CPEJACTB 00eCTICUeHH S uH(pOPMALMOHHOH O€30MaCHOCTH.
KoHmemus jMcrerdepa jocryna. I[IporpaMmHO-anmapaTHbie  CPeACTBa,  pealusyloUne
oTHebHBIE  (YHKIMOHAIbHBIE TpeOoBaHMs 1O  3amuTe. VX npuHIMILL JACHCTBHS U
TeXHOJIOIMUeCKHe OCODEHHOCTH. BzauMopeicTBHe ¢ OOLIECHCTEMHBIMH — KOMIIOHCHTAMH
BLIUHCITUTENBHBIX CHCTEM

Tema 2. Ilporpammuble cpejcTBa obecrneueHHsi COXPAHHOCTH NCuP cpencrsamu
OIepalHOHHBIX CHCTEMA W CHCTEM YNpaBiicHNs 0a3aMu TaHHbIX

OCHOBHBIE KOMIOHEHTB TMOJCHCTEMBI 3allUThl ONEPAalHOHHBIX cucTeM. Daiinosas
CHCTEMA — KAK OCHOBA MOJICHCTEMbI 3aluThl. I1paBa J10cTyna K aneMeHTaM (GaiioBoi CHCTCMBL.
VYnpasiieHHe IpPOLIECCaMH. [Monutuka GesonacHocty. Ilonsitue momena. OcoGeHHOCTH
YCTAHOBIICHUS.  JOBEPUTENBHBIX — OTHOMmEHHH. KOHTPOTL  LETOCTHOCTH UH(pOpMALIMH.
UmutosaumTa uHdopmarun. Kpurnrorpa@uyeckie METO[bl KOHTPOJIS LCIOCTHOCTH. 3amura
uH(OPMALMHA HA MAIIHHHBIX HOCHTEJISIX. 3alMTa OCTATKOB uropmarnuu. [lonsaTre MEKCETEBBIX




skpaHoB. VX knaccupuKauus. OcHOBHbIC NpPUMEPB KOH(QUTYPAIHH 3alHIICHHBIX cereil ¢
HCIIONB3OBAHMEM  MEXKCEeTeBBIX  9KpaHoB.  Oco0eHHOCTH  CYLICCTBYIOLIHX cBOOOIHO-
pacnpoCTpaHsIeMbIX IPOrPaMMHBIX pea3aliii MeXKCETeBBIX KPaHOB. [TpoGembl obecreueHus
GesomacHOCTH MpH yAaiéHHoM joctyne. IIpoTOKObI ayTeHTHOUKALUH M HMACHTHQUKALMY
HoB3oBaTesell B KOMIBIOTEPHBIX CETAX. YTPo3bl 0€30MacHOCTH BJI: obmue 1 cnenupuIHbIC.
Tpebosanus 6e3onacuoctu b1 3amuTa OT HECAHKIIMOHMPOBAHHOTO JI0CTY . 3aIlHTa OT BBIBOJA.
Ilenoctrocts BJl. Aymut. 3anauu M CpEACTBA anMuUHECTpaTopa Ge3omacHocTH 0a3 JaHHBIX.
Knaccuduxanus Mojenei 6e3011acHOCTH. OcoBeHHOCTH TpUMEHeHHs Mojieneii 6e301acHoCTH B
CYB/. JIuckpelHOHHBIE (u3buparenbHbIE) M MAHIATHBIE (MOJIHOMOYHBIE) MOJIE/IH 6e30MacHOCTH.
BJl ¢ MHOTOYPOBHEBOH CEKPETHOCTBIO (MLS). OcHOBHbIE BHIbI W IPHYHHBI BO3SHHKHOBEHN
yrpos uenocraoctd CYBJ, croco6bl TpoTuBo/AeiicTBUs. OpraHu3alus paumopeiicTus CYB/ u
6azonoii OC. OCHOBHBIE MOHATHSA: CYOBEKThl H OOBEKTHI, PYIIIIBI [0JIL30BATENEH, IPUBUIICTHH,
pONTH H TIpejcTaBieHHs. SI3bIKOBbIE CPEICTBA Pa3TPaHHtCHHA joctyna. Buasl TpUBHIETHHA:
npuBHICrHd  O€30MaCHOCTH M JI0CTYIA. Kommenius ¥ peanu3alus MeXaHu3Ma pOJeH.
COOTHOLIEHHE TMpaB JIOCTyma, ONpENeAeMbIX OC u CVYBJl. Merku 0€30MaCHOCTH.
Vcnonb30BaHUe MpecTaBieHuit it odecneyenus KOH(HAEHIHATBHOCTH HH(pOPMALUHU B CYbA,
[Tof0TYETHOCTh ASHCTBUI MMOJB30BaTENlss W ayIHT CBSI3aHHBIX C 6e30MacHOCThIO COOBITHH.
Perucrpauust JAeHCTBHE M0IB30BATEIS. Ynpasiedue Hab0poM pPErHCTPUPYEMBIX coOBITHI.
AHAJM3 PEruCcTpanoHHol HHOPMALHH.

Tema 3. ITporpammHo-arnapaTHbie CPeACTBa 3allHThI M CuP oT HecaHKIIMOHHPOBAHHOTO
noctyna (HCJI)

[IprMeHEHne COBPEMEHHBIX CPEJICTB 3alIATBI OT HCJI. YcraHoBKka M peracrpanus B
cucreme 3ammThl. Co3faHue y4eTHBIX 3amuced. Peanusanus JMCKPEIMOHHOM U MaHIaTHOM
Moeleil pasrpaHudeHus jgocTyna. ObecnedeHue 3aMKHYTOCTH nporpaMMHoO# cpejibl. KoHTposib
HenocTHOCTH. Perucrpanus coObiThii. ['apaHTHpOBaHHOE y[MalCHHE JaHHBIX. JI ObecneueHue
3QIIUIIEHHOr0 MOKIIOUEH s ABTOHOMHOIO (HE BXOJSILIEro B COCTAB JIBC) xommeroTepa K
pecypcam KopriopatuHo# cetu. IIporpammio-arn rapaTHbli KOMIUTEKC MHpposanus Tpapuka [P.
MesKceTeBble 3alUTHBIE IKpaHbl. PYKOBOAALIMN JOKYMEHT, yCTaHABIUBAIOIINH KIIACCH(PHKAIIHIO
MEJKCETEBBIX IKPAHOB.

Tema 4. Cpencrsa 3aumtel MCuP o1 Bpe1oHOCHOTO NPOrpaMMHOTO obecrieueHus

IIpoGema ofecredenns TEXHOIOTHUCCKOH 6e30MacHOCTH IPOrPaMMHOr0 00eCreyeHHsL.
[MoHsiTie O BPeAOHOCHBIX Iporpammax. Kiaccnukaiius BpelOHOCHBIX MPOTpaMM Mo OCHOBHLIM
cBoiicTBaM U npusHakam. Kiaccudukauus nporpamm 1o CTereHn onacHoCTH A JI 3amuiiaeMoi
HH(OPMAIIUH 1 KOMIILIOTEPHOH CHCTEMBI. ANITOPUTMHYECKHE H POTPAMMHBIC 3aKJIA/IKH, MOTHBBI
3MOyMBIIITEHHbIX  AeficTBuil.  PacnpocTpaHEHHE — KOMIIBIOTEPHBIX  BUPYCOB. Cnam
(HECAHKIIMOHUPOBAHHBIE JJIEKTPOHHBIE [HCHMA). Knaccuukaiis KOMIIBIOTEPHBIX BHPYCOB.
JlecTpyKTHBHBIE (PYHKIMH BPEIOHOCHBIX mporpamM. MexaHu3Mbl BHPYCHOIO 3apaiKCHHA.
Crioco6Bl  BBISBACHHS AECTPYKTHBHOH akrtuBHOCTH mnporpamm. [lomste o  CHrHaType
BPEOHOCHOTO MPOrpaMMHOro Koja. [IpuHUKI aHTHBUPYCHOIO CKAaHMPOBAHMS. AHTHBHPYCHBIE
CKaHepbl, MOHUTOPBI M ceTeBble (uibTphl. KauecTso AHTUBUPYCHOMN MpOrpaMMel. 3aliuTa oT
pa3pylIAlONMX MPOrPaMMHBIX BO3jelCTBHil. 3amuTa NporpaMM OT HM3MCHEHHA H KOHTPOJL
LIEJIOCTHOCTH.

Tema 5. Annaparusie cpeactsa samuthl UCuP, cpejcrsa KpUnTOrpapuHeCKon 3auuThl,
GHOMETPUYECKHE CPE/ICTBA HACHTHPUKALINH

LInpposanue paitnos 1 obnacTell ONEpaTHBHOH MaMsTH, GOpMHpOBAHUE H NPOBEPKA
3JeKTPOHHON TM(POBOI MOAMHMCH B COOTBETCTBHHM C POCCHMCKHMH CTaHAapTaMH. OcHOBHBIE
(ynxun kpunTobubuotek. [InacTnkoBbIe KapThl — XapaKTePHBIH MPHMep aNMapaTHEIX CPEIICTB.
MHOrOYpOBHEBEIE CXEMbl YIPaBieHHs JocTyrnoM. J[Ba THna ayTeHTH(UKALMK: CTaTHYeCKas U
nuHaMuyeckas. VneHTHdUKalMOHHbIE KapTel. MneHTH(UKalMOHHBIE KApTOUYKH C MarHUTHOM
nonocoit. Kaprouku ¢ HMHTErpalIbHOM MHKPOCXeMOH W METal/IMYeCKUMH  KOHTAKTaMH.



MHUKPOTPOLECCOPHBIE HIIH HHTEICKTYAIbHBIC KapTOUKH. BEeCKOHTAKTHBIE KapTOUKH. Cpena
MCTIONB30BAHMST CMApPT-KapT B MEPCOHAIbHBIX KOMIIBIOTEPAX. ArnmapaTHblil K04 WM TOKEH.
[pouesypsl GHOMETPHYECKOTO OTO3HAHMS. YerpoiicTsa GuoMETpHUYECKO HaeHTH(UKALHNA U
ayTeHTH()UKALMH JUIs aBTOMATH3HPOBAHHBIX CHCTEM 1 BUJIBI KOHTPOJIS.

Tema 6. KoMIuieKcHbIe CHCTEMBI 00ecredeH s COXPaHHOCTH NUCuP

CucTeMHBIH [OIXOJ NpH KOMIUIEKCHOM CHCTEME obecnieuenusi coxpanxoctd MceuP.
O10BeKT 3amuThl. CHCTEMHOCTb M KOMIUIEKCHOCTh POT 3allHTE MCuP Yuer COBOKYMHOMH
3} (peKTHBHOCTH CHCTEMbI 3ALUATDL. MakpoCTpyKTypHbIE KOMIIOHEHTBI CHCTEMBI 3aAILIATEL HCuP.
®yukiHonanbaple cucTemsl.  ObecneunBalOMEe CHCTEMBL. TexHONMOrHYecKasi CoCTapjstonlas
cucrembt 3ammTsl UCHP. Ynpasnenue samuroi UCuP. HudopmaiinonHoe 00ecneueH e 3allHThl
HUCwuP.

ITepeyeHb TEM MPAKTHIECKHX pabor
Tema 1. HopMaTHBHO-IPABOBbIE M TEXHUYCCKHC TpeGoBaHUs K MpOrpamMMHO-annapaTHbM
CpeACTBAM COXPAHHOCTH HH(POPMANMOHHBIX CHCTEM H pecypcos (MCuP) opranusauuu
Tema 2. [Iporpammibie cpeacTBa obecrneueHns COXpaHHOCTH W CuP cpezcTBamu OrepalnOHHBIX
CHCTEM.
Tema 3. IlporpammHble cpejcTBa oOecreveHns COXPaHHOCTH WCuP cpencTBaMu CHCTEM
yrpasiieHus1 0azaMi JaHHbIX
Tema 4. [TporpaMMHO-annapaTHbie CPEACTBA 3aLHTLI MCuP oT HecaHKIIMOHHPOBAHHOTO AOCTYIIA
(HCI)
Tema 5. Cpenctsa 3auutsl ICuP oT Bpe10HOCHOr0 NPpOrpaMMHOTo obecrieueHUA
Tema 6. Anmapathbie cpezcrsa 3ammtsl UCnP
Tema 8. CpeacTsa KpHITOrpaduueCKOH 3aluThI NCuP
Tema 9. V3yueHue KOHUENLHA HHPOPMALHOHHOHN HezonacHocTH HH(OPMAITMOHHBIX CUCTEM
TIepCOHANBHBIX JAHHBIX Ha MPHMEpE [enapTaMenTa COLMANBLHOM 3aIUThl HACEICHHSI
aJMUHHCTpaliK BiaguMupckoil odnacTu

[Iepeuenn TeM Ja60PATOPHBIX padboT
JIaGoparopuast pabora Nel. 3arura 10KyMEHTOB MS Word
JlaGoparopuas pa6ota Ne2. 3aumta kuur MS Excel
Jla6oparopHast pabora Ne3. M3yuenue HMCKPCLHMOHHDIX (u30MpaTenbHbIX) W MaHIaTHBIX
(IMOHOMOYHBIX) MOJIeNel 6e30TaCHOCTH Ha IIPUMEpE AeHCTBYIOUIMX HHPOPMALHOHHBIX CHCTEM
JlaGoparopuas pabota Ne4. Hactpolika ypoBHE# j0cTya nonp3oBareneit K gainoBeiM pecypcam
CpeJICTBaMH ONEPALMOHHBIX CHCTEM
JlaGoparopuas pabora NeS. Hactpoiika npas roJib3oBaresneil HHPOPMAIMOHHON CHCTEMBI MPH
pabote ¢ 6azamu JaHHBIX
JlaGopatopHas pabora Ne6. Vcmonp3osaHue W OCHOBBI CO3JaHHMA 3AIHMICHHBIX KaHanoB
nepeiady JaHHBIX 115 MHOOPMALHOHHBIX CUCTEM
JlaGopatopusie pabora Ne7. Illndpoanue aitnos u obsacTel ONepaTHBHON TaMATH,
(opmupoBanue | MPOBEpKa IEKTPOHHOH udpoBoif moANMcH B COOTBETCTBUH C POCCHICKUMH
CTaHJapTaMu.
JlaGopatopuble pabora Ne8. O3HakomseHHE C OCHOBHBIMH [POrpPaMMHBIMH  CpCACTBAMH
obecrieueHnss COXPAHHOCTH HMH(OPMALMOHHBIX CHCTEM M PECYpPCOB, MPUMEHAEMbIMA B
rOCyIapCTBEHHBIX yupexaenusx PO
JIaGopatopusie pa6ota Ne9. OcHoBbl 0becneueHns COXpaHHOCTH UH(pOPMALIMOHHBIX CHCTEM U
PECYPCOB C IIPUMEHEHUEM 00JIaYHBIX TEXHOJIOTHH

5. OBPA30OBATEJIbHBIE TEXHOJIOT'UH

B mpolecce M3yHeHHMs AMCLMIUIHHBI MPENONAracTesi HCIoNb30BaHne HHHOBALMOHHBIX
HH(QOPMAIIHOHHBIX TEXHOJIOT Uil TIPernoiaBaHus:



3aHATHs [IPOBOJAATCS B ayIHTOPHSX, 0GOpY10BAHHBIX JIEKTPOHHBIMU MPOCKTOPAMH, HTO
[TO3BOJISIET COYETaTh AKTUBHLIE M MHTEPAKTHBHBIC (popMBI IPOBEJIEHUs 3aHSITHH, CONPOBOKIATE
UX JeMoHcTpanueii ciai10B Hiu roTOBBIX KOIHIT PUCYHKOB, KAK PasJaToOYHOro MaTepuara.

TO MO3BOJISIET AOBECTH Y/IEIbHBIH BEC 3auATHil B UHTEPAKTUBHOM (opme 10 BENHIHH OT
40 10 80 npoIEHTOB (B 3aBHCHMOCTH OT Pa3/IeioB JMCIMILTHHEI).

CTyHEeHTBI CO3IAI0T Pe3ePBHBIE KO BCEX (baiioB U UCTIONB3YIOT HX TIPH MOATOTOBKE K
3AHATHSIM B IOPSIKE CAMOCTOATEIBHOM paboTHI HA CBOEM KOMITBIOTEPE.

CTyIeHTHI HCMOJB3YIOT o01ee uH(OPMAIHOHHOE TPOCTPAHCTBO Ha JMCKAX JIOKaJILHOM
cetn kadeappl, 001auHOM JTUCKE TPYTIIBI H B COLMAJILHOM CEeTH /IS B3aUMOICHCTBUA B IPYIIIC 1
¢ TperoiaBaTeyeM.

6. OLIEHOYHBIE CPEJCTBA LIS TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH,
[IPOMEKYTOYHOU ATTECTALIMU U YEIEBHO—METO,I[V[‘IECKOE
OBECIIEYEHUE CAMOCTOSITEJIbHOU PABOTbDI CTYJIEHTOB

Texymuii KOHTPONb OCYIIECTBISETCH MO HTOraM BbIOTHCHNA CTyJIEHTaMH 3aJaHui,
OTBETOB Ha BOTIPOCKI, KOHTPOJIbHON PadOThL.
[TpoMeKyTouHas aTTeCTalys 10 pesylbTaTaM CeMecTpa Tio IUCLUIUIMHE TPOXOJUT B
dopme dK3amMena, KOTOpBIH BKIIoUaeT B ce0s OTBETBI HA TEOPETHHCCKUE BOIMPOCHI.
[IpuMepbI 3a1aHNIT 17151 TPOBEICHNA TEKYHIEro KOHTPOI

[Toustus coxpannoctd UC u P.
O6bekTHBHAs He0OX0IMMOCTh 00ecIe eH s COXPaHHOCTH NUC u P.
OOBeKTH IMUHUCTPHPOBAHHS.
Crpyxrypa UC.
Tlomennas opranuzauus UC.
Mopeii IOMEHOB.
CepBepHbIE CITyKOBI.
YyeTHBIE 3alMCH TTOJIB30BATENCH.
Cnyx6a yrpasjieHus KOHQUIypauusMi U U3MEHEHHAMH.
. Unentuduxanns KoHGUrypauni.
. KonTposib 3a KOH(pUTYpaLHSMA.
. AyuTbl/0630pb! KOH(HUTYpaltii.
. Cyx6a ynpaBiieHus 0€30M1aCHOCTBIO.
. AcniexTsl MHYOPMALIMOHHOM O€3011aCHOCTH.
. Yrposs UIC u P.
. Kitacchl pUCKOB.
. [IporpammHBIe cpejicTBa obecnedeHus MH(pOpPMAIIHOHHOH OE30TTaCHOCTH.
. Annaparsbie cpeicTBa oOecrneueHus MHPOPMAIIMOHHOH OE30MaCHOCTH.
. MeTop! 3a1#Thl KOMIBIOTEPHBIX CETeH OpraHu3aim.
. Mosenu ajiIMHHUCTPUPOBAHHUS CETH.
. Aynut UC.
. AnmapaTHO-porpaMMHBIe I171aT()OpPMbl AIMHHUCTPUPOBAHHUSL.
. TIporpaMMBI 31U TH JAHHBIX H PECYPCOB B MH(YOPMALHOHHBIX CHCTEMAX roCy4peKACHUH
PO.
24, DxcIulyaTanusi i COPOBOKICHHE CPECTB 3alIUThL ncC.
25. Ynpapnenue u 00C/IyKMBAHUE TEXHHYECKHX CPEJICTB 3aLLUTHI HUC.
26. CpeicTBa OINEPALIMOHHBIX CHCTEM, 00eCreunBalomIMe COXpaHHOCTE uH(pOPMaIMOHHBIX
pecypcoB.
27. Kypuammposanue kak Meton samutst MC.
28. PesepsHoe konmuposanue kak Metos samutsl UC.
29. Illu¢posanue ¢aiinos u obnacteit onepaTHBHON NAMATH
30. QopMHpOBaHHE M MPOBEPKA 3MEKTPOHHOH LHU(DPOBOI MOAMMCH B COOTBETCTBUH C
POCCHMCKUMH CTaHIapTaMH.
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1. OcHOBHBIE (PYHKIMH KPUITOOUOIHOTEK.

32. T1nacTHKOBBIE KApPThI — XapaKTEPHbI MpUMEp annapaTHbIX CPEACTB.

33. MHOrOypOBHEBBIE CXEMBI YIIPaBICHHSA T0CTYIIOM.

34. Jlpa Tuna ayTeHTHOHKALMA: CTATHYECKAs U JHHAMHHECKAs.

35. Upentudukannonsbe KapTel. MaentnhuramonHbie KapTouki ¢ MarHUTHOH I0JOCOH.
Kaproukn ¢ HHTErPaIbHOH MHUKPOCXEMOH M METAJIMYCCKUMH  KOHTaKTaMH.
MHKpOIPOLECCOPHBIE I HHTEIUICKTYalIbHbIE KAPTOUKH. BeckoHTaKTHbIE KAPTOYUKH.

36. Cpejia HCIIOJIb30BAHMA CMapT-KapT B [IEPCOHATIBHBIX KOMIILIOTEPAX.

37. AnrnapaTHbIA K109 HIIH TOKEH.

38. ITporesypsl GHOMETPHYECCKOrO ONO3HAHMS.

39. YerpoiictBa  OMOMETPHYECKOI uieHTHGUKAMKH U ayTeHTHdukanuy Ul
ABTOMATH3MPOBAHHBIX CHCTEM M BUJIBI KOHTPOJIS.

40. CucTeMHBIH TOAXOJ MPH KOMILUIEKCHOH cHCTeMe oOecreueHus COXpaHHOCTH UcuP.
O6bekT 3amuThl. CHCTEMHOCTB H KOMIIEKCHOCTb poT 3aiurte UCuP

41, Yuer coBokynHO# 3(Q()eKTHBHOCTH CHCTEMbI 3AIIHTBI.

42, MakpoCTpyKTYPHBIE KOMITOHEHTBI CHCTEMBI 3aLLIMTE] HCuP.

43, OyHKIMOHAILHBIE CHCTEMBL.

44, ObecrieunBaroOIMe CUCTEMBI.

45. TexHojoruyeckas cocrapnsomas cucreMsl 3amutsl MCuP.

46. Ynpasnenne 3amuroit UCuP.

47. Undopmanmontoe obecredenue sammursl UCnP.

Bon pPoOChI AJIsl MOJArOTOBKH K dK3aMCHY

1. HopMaTHBHO-NpaBOBbIE M TEXHHYECKUE TpeOOBaHMs K NPOrpaMMHO-arIapaTHbLIM
CPEICTBAM COXPAHHOCTH HH(OPMALHOHHBIX CHCTEM U PECYPCOB (MUCuP) opranuzanuu

2. O6ume MoJ0KeHHs TeOpHH MHPOPMAMOHHON O€30MacHOCTH.

G 3 KioueBble MOHATHS. [POrPAMMHO-AINAPATHBIX CPEICTB 3alUThl HH(POpPMAIUH 1
6e30macHbIX HHPOPMALTHOHHBIX TEXHOJIOTHH.

4. MeCTo MpOrpaMMHO-aNnapaTHbIX CPEACTB 3alIMThl HHPOpPMALUH B o0Orieil mpobieme
uH(pOpMaIOHHOH GEe30I1aCHOCTH.

3 NudopMallMOHHbIE PUCKH U CTATHCTHKA YTPO3 A HH(POPMALIMH.

6. [MousTHe 6€30MacHOCTH MH(POPMALMKM M KOMILUIEKC Yrpo3 B OTHOIIEHHH 00OpYZIOBaHHS
10JTb30BATEJISL U BBIYHCIMTEbHOH CETH.

if Hecanxmmonuposanssiit jgocryn (HCJ). Ilonutuka ©Oe30macHOCTH OpraHu3aliu H
olpe/ieiieHHe CyGheKTa, OTEHIHAIBHO COBEPIIAIONICTO HECAHKIIMOHIPOBAHHbIE ICHCTBHL.

8. CTaThH YroJIOBHOTO KOJEKCa, IPe1yCcMaTpUBAIOIIME OTBETCTBEHHOCTD 3a KOMIBIOTEPHDIC
NpecTyIIeHHus.

9. [Toxazarenu 3aIIULIEHHOCTH CpencTB BBIYHCIIMTEIbHOM TEXHUKH oT
HECAHKIIMOHUPOBAHHOI'O JOCTYTIa.

10. Krmacchl 3aliUIeHHOCTH aBTOMaTU3UPOBAHHBIX cucTeM. CepTu(uKanus CpecTB 3alnTh]
UHQOpMAIHH.

11.  OcHoBHble KaTeropuu TpeOGOBaHWH K HPOrPAMMHONW M IPOrpaMMHO-aNIapaTHOH
peanuzaruu cpecTs obecrnedeHnst MH(GOPMAMOHHOH Oe30MaCHOCTH.

12.  TlporpammuO- anmaparHble CPe/ICTBA 3aUThHl HH(POPMALKH B CETSAX MepeauH JaHHBIX.
13 CraHaapThl 4 peKOMeHIaluu B 061acTi HH(POPMAallMOHHOH D€30MacHOCTH.

14.  CymHocTh KOMILUIEKCHON cucTembl obOecrieuenns OesomacHoctd DBM u ceredt Ha uX

OCHOBE C TNPUMEHEHHEM IPOrpaMMHO- AalIapaTHBIX CPEACTB 3alluThl HMH(OpMauuu B
WH(POPMALIHOHHBIX TEXHOJIOTHSIX KOMMEPUECKOH OpraHu3alui.

15, 3ajaun ¥ METOA0JIOTMUECKHE OCHOBBI HCITOJIb30BAHMS TPOTPAMMHO- arapaTHbIX CPEJICTB
3aIIATH HHPOPMAIHH B KOMIIBIOTEPAX.

16. Texuuyeckue TpeGoBaHUS CTAHIAPTOB K MPOrPAMMHO-ANNAPaTHBIM CPEJCTBaM 3allHThI
MHpopMaLHH,

17 MexayHapoaHbI CcTaHJapT KpUTEpHeB OIEeHKH Oe3onacHOCTH HH(OPMALMOHHBIX
texnonoruii u [OCT P UCO/MDBK 15408-2002.



18.  TlporpaMmHoO-armaparHeie —CpeiCTBa, peaju3ylomue OTAETbHbIC (pyHKLMOHAIIBHBIE
TpeGoBaHus M0 3aLLUTE.

19.  IlporpamMHBIE CPENCTBA obecreuenns coxpannocti MCuP cpeacTsamu OnepalioHHbIX
cHCTEMA M CHCTeM yripaBieHus 0azaMu JaHHbIX
20.  OcHOBHbIE KOMIIOHEHTBI MOJCHCTEMBI 3alUTHI onepanuoHHbIX cucteM. ®aiinopas

clicTeMa — KaK OCHOBA IOJICHCTEMBI 3allluThL. [Ipasa 10CTyIa K snemenTam (aiyioBod CHCTEMBI.
[Monutuka OezomacHoctu. IloHsTHe IOMEHA. OcoBGEHHOCTH YCTAHOBJIEHHS [IOBEPHTEIBHBIX

OTHOILUEHHIA.

21.  Konrpoisib LENOCTHOCTH HH(pOpMALHH. MmuTo3a1uTa HH(QOPMALITH.
Kpunrorpaduyeckue MeTObI KOHTPOJIS HEJIOCTHOCTH.
22.  3amura uHPOpMALMHM HA MALIMHHBIX HOCHTEIIIX. 3ammTa OCTATKOB HH(pOpPMALUH.

[loustie 1 knaccuduKanms MEKCETEBBIX IKPAHOB. OcoBEeHHOCTH CYLIECTBYIONMX CBOOOIHO-
pacIpoCTpaHseMbIX MPOrpaMMHBIX peasiu3aLiiii MEXKCETEBBIX SKPAHOB.

23.  TlpoGiembl obecrieueHus Ge30MacHOCTH TpH  YHaJI€HHOM  JIOCTYTIE. [IpoTOKOJIEI
ayTeHTH(OUKALNA U HIECHTHQHKAIHY MOJb30BaTENEH B KOMIIBIOTEPHBIX CETAX.

24, Yrpossl GesonacHoctu BJL: ob1e ¥ crieupuIHbIC.

25.  TpebGopanus 0€30MaCHOCTH BJI. 3amurTa 0T HECaHKLIHOHMPOBAHHOTO J0CTYIIA. 3amura oT
ppiBoIa. Llenoctaocts BJI. Ayurt.

26. azaud M CpejcTBa aiMHHHUCTPATOpd GesomacHocTH 0a3 pamHbX. Knaccupukauus
monereit 6ezonacHoctTd. OCOOCHHOCTH NPUMEHEHHA moeneit 6esomacuoct 8 CYBJL.

217. JlicKperMoHHbIE (n3buparenbHbIE) 1 MaHAaTHBIC (TTIOTHOMOYHBIE) MOJIE/IH O€30ITaCHOCTH.
BJ1 ¢ MHOTOYPOBHEBO#H CEKPETHOCTBIO (MLS).

78, OCHOBHbIC BHABl W IPUYHHBI BO3HMKHOBEHHsS Yrpo3 MEIOCTHOCTH CYBJI, cnocobsl
npoTuBoeHcTBHs. Opranu3anus pranmoeiicraus CYBJL u 6asosoii OC.

29. [TomoTyeTHOCTD AeiicTBHil MTOMb30BaTENs U Ay IUT CBA3AHHBIX € 6e301acHOCThIO COOBITHH,
Perucrpanus AeHCTBUHN [10JIb30BATEILS.

30. VYrpasnenpe HabopoM — PErMCTPUPYEMbIX COOBITHI. AHAIU3  PErHCTPALHOHHOM
uH(pOpMaLMH.

31.  IIporpamMHO-anmapaTHele CPEACTBA 3alUThI MCuP oT HECAHKLIMOHUPOBAHHOI'O 10CTYyTIA
(HCID)

32,  IlpumeHeHHE COBPEMEHHBIX CPEICTB 3aLUTBI OT HCJI. YcraHoBKa W perucTpanus B
CHCTEME 3aLIHTHI.

33. Co3fgaHue yueTHBIX 3amuceil. Peanmsauus JMCKPELIMOHHOM M MaHJaTHOM Mojiese
pasrpaHHyYEeHHs JOCTYTIA.

34, KouTtpomb 1enocTHocTH. Perncrpanus cobpITHil. [apaHTHPOBAHHOE yAAJICHHE JAHHBIX.
35. ObecreueHie 3aMILEHHOr0 TTOAK/IIOUCHHS] aBTOHOMHOTO (He BXOJISIIEro B COCTAB JIBC)
KOMIIBIOTEpA K pecypcaM KopriopaTHBHOH CETH.

36.  TIporpamMMHO-anapaTHIi KOMIIEKC Mi(poBatus tpaduxa IP.

37. MesKceTeBble 3alMTHBIE OKpaHbl. PyKOBOLSUIMH  JIOKYMCHT, yCTaHABJINBAIOIIHA
Knaccu(pUKaImuo MEKCETEBBIX IKPAHOB.

38. Cpenctsa 3awuThl MCuP oT BpeOHOCHOTO ITPOrpaMMHOTO obecrneyeHus

39. [Ipo6iema obecreueH s TEXHONOrHICCKON 6€e30IMacHOCTH MPOrPaMMHOI0 O0eCmedeHus.

TMonsiTHE O BPEIOHOCHBIX rporpammax. Knacenpukaius BpeloHOCHBIX pOrpaMm Tio OCHOBHBIM
CBOICTBaM M ITPU3HAKAM.

40. Knaccuduxanuss KOMIBIOTEPHBIX BHPYCOB. JlecTpykTHBHBIE (YHKIHH BpPEJOHOCHBIX
nporpaMM. MexXaHH3Mbl BHPYCHOTO  3apaiKCHHMSL. Crioco0bl  BbIABJICHUSI  JIECTPYKTHBHOH
AKTHBHOCTH IIPOrpaMM.

41. [IpyHUMO aHTHBUPYCHOI'O CKaHHPOBaHHL. AHTHBHPYCHBIE CKaHephbl, MOHHUTODBI H
cereBblie GHILTPHL KayecTBo aHTHBHPYCHOH MPOrpaMMbl.

42.  3amuTa OT pa3pyLIAIOUIMX IPOrPAMMHBIX BO3JAEHCTBHI. 3aIMTa TPOTPAMM OT H3MCHEHHUS
M KOHTPOJIb LIEJIOCTHOCTH.

43.  AmmapatHele cpexctsa sammThl UCuP, cpenctsa KpunTorpaQUUecKod  3alluThl,
GHOMETpHYECKUE CPEJICTBA HIECHTU(DUKALHH



44.  1lludposanue (ailnos u oGnacteil onepaTHBHOH mamstd, GOPMHUPOBAHUE H IpoBEpKa
3NMEKTPOHHOMN U (POBOH MONMHCH B COOTBETCTBHHU C POCCHHCKHUMH CTaHIapTaMH.

45 OcHoOBHBIE QyHKIMH KpUITOOHOTHOTEK.

46. [11aCTHKOBBIE KAPThI KaK NpUMep armnapaTHbIX CpEICTB.

47. CpeJa UCIOJb30BaHMs CMApT-KAPT B [epCOHATbHBIX KOMIBIOTEPaX. AnmnapaTHbIH K104
WIT TOKEH.

48.  TIpoueypsl OHOMETPHHECKOTO OIO3HAHUS.

49.  YcrtpoiicTBa HHOMETPHIECKOH preatuuKain - M ayreHTHQUKALIMH UL
ABTOMATH3UPOBAHHBIX CUCTEM H BUJILI KOHTPOILS.

50.  KOMILIEKCHBIE CHCTEMbI 00€CIIeUERH s COXPAHHOCTH NCuP

51.  CucTeMHBIM MOAXOI MpH KOMILIEKCHOH cucTeMe OOecTieyeHHs COXpaHHOCTH HcuP.
OBBeKT 3alUTL YUeT COBOKYMHOMH 3 }eKTHBHOCTH CHCTEMB! 3alIUThL.

52.  MakpocTpyKTypHBIE KOMITOHECHTBI CHCTEMBI sanuthl UCuP.

53. DyHKIHOHAIBHBIE CHCTEMBL.

54,  OOGecneunBaroNe CHCTEMBL.

35 TexHOIOrHYecKas COCTABIIAIONIAs CHCTEMBI 3aLLHTEI UCuP.

56. VrpasiieHue 3aluTon NCuP.

57.  WupopMaldOHHOE 00ECTICHCHHUE 3alHTHI HUCwuP.

[IpuMep NPAKTHYECKOTO 3a1aHH5I

Tema: [IpakTHUECKOE HCIIOIL30BAHKE IPOTPAMMHBIX cpecTs obecneyeHns COXPaHHOCTH
uH(OPMALMOHHBIX PECYPCOB CPEACTBAMH OrepaloHHBIX CHCTEM.

3aganue: HacTpouTh YpPOBHH JOCTyHa K uH(OPMALIMOHHBIM pecypcam OpraHu3aiii,
XpaHAIMMCsl Ha JMCKax KOMIbIOTEPA, TaKuM o6pa3zoM, 4TOObI yJaCTHUKH ka0l pabouei
rpymiie! (OTAeNa) UMENH HeorpaHMUeHHBIH OCTYII K COOCTBEHHBIM pecypeaM, a K pecypcam BCex
OCTANBHBIX paGouux rpy (OT/AeI0B) HMEIlH YPOBCHb JI0CTYIIA «TONBKO YTCHHEY.

Jlnst ofHOM M3 TPyNI onp3oBaTeNeil CKphITh MHGOPMAIMOHHBIE PECYPChI OCTANBHLIX
TpyIIIL

Ykasanue: VCIIO/b30BATh MATEPHANIB! TEOPETHYECKUX 3aHSATHH 110 HACTPOIKE CPEJICTB
ONEpAlMOHHOW ~ CHCTEMBI Ul periaMeHTalliH ypOBHSI  JlOCTyIa nonb3oBaTenel K
HH(OPMALMOHHBIM PECYpCaM Ha JUCKE KOMIBIOTEPd mpy JIOKaTbHOM JIOCTYNE W JOCTYMNE IO
KOMITBIOTEPHOH CETH.
[lpumeuanue: THI ~ ONEPALMOHHOH  CHCTEMbL M pacrioioKeHne pPecypcoB  3a/acTes
IperoiaBaTeieM.

Zaganus JUIsE CAMOCTOSITE/IbHOIT padOTHI CTYACHTOB
3anaHus ISl CAMOCTOATENBHOM paboThl IPeAHA3HAUCHEI TS JIOMIOJIHUTE/ILHOTO H3YUEHH A

BOIIPOCOB M CHCTEM, PACCMATPHBACMbIX HA ayJHTOPHBIX 3aHSTHAX, @ TAKKE BKIIOYAIOT B Ccebsl

HEKOTOpHIE TEMbl, IOJNHOCTBIO H3Y4aeMbIC CTY/ICHTAMHU CaMOCTOSATENBHO 110  33JlaHMIO

npenojiaBaTess.

1. O3HAKOMHITBCS ¢ 3aKOHOIATENLCTBOM P® B 00/1acT NpaBoOBOTo obecnieuenns UC:

- ozmakomyenue c¢ ompeneiennem WC, nanHoM B denepansHom 3akone @3 - 149 «O6
prdopMary HHQOPMAIMOHHBIX TEXHOJIOTHAX M O 3aulUTe undopmanuny. CoCTaBUTh
KpaTKoe pe3foMe cTarteil 3akoHa NeNe 1,2, 13, 14, 16, 17.

- o3HaKOMIeHHE ¢ coaepkaHueM PeaepanbHOro 3akoH N 152-®3 "O mepcoHaNbHbIX AaHHbBIX".
CoCTaBUTh KPaTKOE Pe3toMe CTaTel 3aK0Ha, KacaroIuXCA nC.

2. U3yuutk npobiemy, Kakum obpa3oMm pelaeTcs Bornpoc 06 27eKTPOHHOH MOINNCH JOKYMEHTOB

JUIS CHCTEeM S7EKTPOHHOrO JOKyMEHTOODOpOTa. CocTaBHTh KpaTKoe COOOLICHHE M0 TeMe

«DJIeKTPOHHAs TIOANHCH B HHPOPMALIHOHHOH CHCTEME)

3. O KakHX OCHOBHBIX ACIIEKTaX ClieAyeT TOBOPHTH NpH MOCTPOCHUH CHCTEM KOPIOpaTHBHOM

uH(popMaHOHHOH Ge30macHoCTH?

4. JTns uero HeoOX0MUMO (OPMHUPOBATD MOTUTHKY uHpOpMaHOHHON 0e30MacHOCTH, U U3 KaKuX

OCHOBHBIX Pa3/IE/IOB OHA COCTOMT?

5. B kakoM cirydae MIC cunrtaercs 3amuIIeHHOMH?



6. Kakum o0Opa3zoM apXHTEKTypa UC wmoxer crocoberBoBaTh OOLICH uH(OpMALMOHHOM
6e30MacHOCTH U T10UeMY?

7 W3 Kakux 2IEMEHTOB COCTOUT TPEXyPOBHEBAsA MOJIE/b OLCHKH sammmennoctd MC?

8. M3yunTh KOMILIEKC Mep MO 3allMTE peCypeoB [1epCOHAILHOIO KOMIIBIOTEPA, peanu3yeMbli
Cpe/ICTBAMHU ONEPALMOHHON CHCTEMB Windows.

9. M3yunTh KOMILIEKC MEp IO 3allUTE PeCypeoB [epPCOHAIIBHOIO KOMIIBIOTEPa, peanu3yeMeli
Cpe/ICTBAMH OIEPALMOHHOH CHCTEME Linux.

10. KakoBbl OCHOBHBIE COBPEMEHHBIE TEHACHIIMH Pa3BHTH TeXHOJIOTHIA ¥ CpellcTB o0ecIieyeHus
coxpantocti UCuP opranusanni.

11. CoctaBuTh 0630p U PHBECTH KIacCH(PUKAIHIIO YCTPOHCTB GUOMETPUYECKOH HIEHTHPUKAIIIH
U ayTeHTHHUKAIMH, TPUMEHAEMBIX JUIA oBecrieyeH s COXpPaHHOCTH PECYPCOB OpraHu3aliini.

TemaTHKA KOHTPOJILHBIX pa0oT

Kontponbhas padora Nel. BeImosiHuTE knacciPUKaLMI0 MOJIeNIell HapyIuTeld 6e301acHOCTH U
BBIOPATH MOZIEIb, AEKBATHYIO JUIA 3a/JaHHOTO BU/A opraHu3aiuy (1o 3aaHuio MpenojaBaresis).
KouTponbhas pabota Ne2. BbimOIHATE KraccH(pUKALMIO MOJENeil yrpos 6e3onacHOCTH H
BHIGPATH MO/IENb, AJICKBATHYIO JUTsl 3aaHHOTO BH/AA opraHu3aiiy (110 3aaHKIo [perojiapaTesis).
Koutponshas padora Ne3. OnpenenuTh yrpossl Ha ypoBHE MPOrPaMMHbIX MPHIIOKCHHH
OpraHM3aLUy, BRIOPATh METOIbI H CPEICTBA YCTPaHCHIA JIAHHOIO Kjtacca yrpos.
KourponbHas pabora Ne4. Onpenenuts yrposbl Ha ypoBte (aiiioB ¥ marnox B KOMIIBIOTEPHO
CeTH OpraHM3aluH, BEIOpaTh METO/IbI M CPE/ICTBA YCTPAHCHHA IaHHOTO Kjracca yrpos.
KonrtponbHas pabora Ne5. Onpenenuth yrposbl Ha ypoBHE Y3JI0B KOMITBIOTEPHO# CETH
OpraHM3alAy U BEIOPATh METO/IbI M CPEACTBA yCTPaHCHHIA JTAHHOTO KJj1acca yrpos.
KomrtponbHas pabora Ne6. 3autira OT BHYTPEHHHX yIpos - pazpaboTaTh BHYTPEHHIOIO MOIUTHKY
fe30MacHOCTH M pa3rpaHHyeHue npas AOCTyId K wH(popmaluu.
Vikazagus: HeoOXOAMMO OMNpenesiuTh TPYIIb] nonb3oBareieil pa3pabarbiBaeMOi CHCTEMbBI H
HA3HAYHTL UM COOTBETCTBYIOLIME TPaBa JOCTYNa K MarnKkaM W MOALYJIAM CHCTEMbL, OIIpeJIeNINTh
TpeGoBaHus K MapOJIsM U HaCTOTE UX CMCHBI, & TAIOKE JipyTHe mapamMeTphl HCIOJB30BaHM HUC.
JlaHnble peKOMEHJIYETCsl TTPE/ICTaBUTh B (opme TabIHIL.
Kontposnbhas paGora Ne7. 3armura OT BHEUIHHX yIpO3 (6e30MacHOCTL KaHaloB, IPOTOKOIbL,
ayreHTH(HKaIHMS, MHPPOBAHHUE, Gezonacuast mepechLIka Kimouel u T.11.).
CocTaB IPOEKTHPYEMBIX MPOTPAMMHBIX M AINAapaTHIX CPEACTE MOJKeT OBITH O(opMIlEH B
BuJIe TaGIHIbL C COJepKanneM rpad:
eHOPMATHBHO-IPABOBBIE AKTHI OPraHU3aLii, CTaHAapThl (Me3K/LyHAPOIHBIE 1 OTEUECTBEHHBIC);
eQHTHBUPYCHBIC i AaHTUILINHOHCKHUE CPEICTBA;
e[IPOAKTHMBHAS 3aLMTA OT BHELIHHUX YTPO3 M 3alIHTa BHELIHETO HepUMETPA;
e3aI1IMTa OT CETEBBIX YIPO3;
e3aIIUTA OT MHCAIAEPCKUX YTPO3 H 3aIUTa MHPOPMAITHOHHBIX PECYPCOB;
e(pr3nuecKast 3auuTa HHGOpMaIuH.
Koutponsaas pabora Ne§. OGocHOBaHME BBIOOpA MOMMTUKK O€30MacHOCTH, a TAKKe TeX
WM MHBIX TPOrPaMMHBIX H alliapaTHBIX CPEMICTB, T/ A0DKHO OBITE!
¢0GOCHOBAHME OPraHU3aIMOHHO-IPABOBBIM METOJaM M MPOrpaMMHO-ariapaTHEM CpeacTBaM
(cpeacTBa JOJDKHBI OBITH KOHKPETHDIC, JTHLCH3HOHHDIE, € TpeGOBaHMAMH COOTBETCTBYIOIIMX
CTAHIapTOB);
e060CHOBAHHE pPA3IMYHBIM ACHEKTaM 3allMTBl  CHCTEMBL:  3allUTa 0a3el, pe3epBHOE
KOTMpOBAHKE, 3alUTa OT XHINCHHS NAHHBIX, 3allHTa OT TOPHH JAHHBIX, 3amuTa OT
HHCaiiAepCKHX YTPO3, yPOBHI WK cdeps! 3aiuThl (060CHOBaHHE pa3zpaGaThIBaEMOro peLICHHs
Ha TIpeJIMET YS3BUMOCTEii, B TOM YHCIe OUIMOKH KOZa, olMO0YHEIE IeHCTBHS MOJIB30BATEIL
«3alUTa OT JypaKay).
KonTtposbHas pabota Ne9. O630p cOBpEMEHHBIX yCTpOHCTB GHOMETPHYECKOH MACHTU(UKAIIIH 1
ayrentudukanun st VIC u BbIG0p CpeACTB /Ui KOHKPETHOTO BHAA opraHu3anuy (Mo 3aAaHHIo
[Ipero/1aBaTes).



7. YYEBHO-METOJAHNYECKOE U UHPOPMALIMOHHOE
OBECINEYEHUE JUCHUILIMHBI

a) OCHOBHasl JIUTepaTypa

1. UndopmaruonHas 6e301acHOCTE  3allUTa undopmanii [DNeKTPOHHEIH pecype] / Illanbrun
B.®. - M. : IMK TIIpecc, 2014. - http:ﬁwvwv.studentlibrary.rufbookf!SBN9?85940747680.htm]
2. Beejienne B HHMOPMALHOHHYIO 6€30MacHOCTh [DnexTponnsli pecype] : YuebHoe rocobue s
By30B / A.A. Mamok, B.C. T'op6aros, B.M. Kopones u Ap.; Tox pen. B.C. I'opbarosa. - M. :
Topstuas nmunust - Tenexom, 2011. - http:ffmvw.studemlibrary.ru/bookflSBNS’?S5991201605.htm
3. BusHec-Ge30MacHOCTD [D1eKTPOHHBIH pecype] / Kysuenos VL.H. - M. : Jlaukos 1 K, 2012. -
http:l/www.studentlibraly.ru/bookfISBN9785394014383.html

4. TexHHUECKHE, OpraHH3alHOHHBIC " KaJIpOBBIC ACTICKThI
yrpasienus nHHOPMALMOHHOH 6e30MacHOCThIO [DIEKTPOHHBIH pecype] : YueGHoe nocodue i
By30B / Munocnasckas H.I'., Cenaropos M.IO., Toncroit A.M. - Ber. 4, - M. : lopsiuast TMHUS -
Tenexom, 2013. - (Cepusa "Bompocbl ynpaBlCHHA uH(pOpMALHOHHOH He3zonacHOCTBIO"). -
http:ffwww.studentlibrary.rufbookf’lSBN9?85991 202749.html

6) momoJHUTENbHAS JIUTEpaTypa

L. OcHOBBI  ynpapjieHusi HHYOPMALHOHHOU Ge30IacHOCTBIO [ DJIEKTPOHHBIH  pecypc]
VyeGuoe nocobue mis By3os / Al Kypuio, H.[. Munocnasekas, M.IO. Cenaropos, A.J.
Toncroif, - Bem. 1. - M.: Dopsuas numms - Tenexom, 2013. - (Cepus "Bompocsl
yrpasjieHns HHGOPMAIHOHHOH 6e30MacHOCThIO"). -
http:ffwww.studentlibrary.rufbookfISBN9?85991 202718.html

2 Komrinekcibie (HHTErpupOBAHHbIE) CHCTEMbI 00€CTICUEHHS Ge30macHOCTH [DNeKTPOHHBIN
pecypc] / Bopona B.A., Tuxonos B.A. - Boimn. 7. - M. : Topsiuas nmust - Tenexom, 2013. - (Cepus
"OBecrneuenne 6e30nacHoCTH 00BEKTOB"). -
http://www.studentlibraly.1'u/b00k/ISBN978599 1202381.html

3.  Ayrentuduxauusa. Teopus M TpaKTHKaA obecrieuennss  Oe3omacHOro joctyna K
UH(pOPMAIMOHHBIM pecypcaM [DeKTpoHHbIH pecype] : Yuebnoe rnocodue i By3OB I AA.
Adanacses, J1.T. Benennes, A.A. BopoHIl0B 1 IIp.; ITox pex. A.A. lllenynanosa, C.JI. I'py3nesa,
10.C. Haxaepa. - 2-¢ m3m., crepeorun. - M. : Topauas auHms - Tenexom, 2012. -
http:;’/www.studentlibrary.ru!book/lSBN9?8599]2025?2.html

B) HHTEPHET-PECYPCHI

1. Cepsep uH(MOPMALHOHHBIX TEXHOJIOTHH: www.citforum.ru

2. YueGupiit uentp Softline: www.edu.softline.ru

3. MuTepHET — yHHBEPCHTET HHPOPMALMOHHDIX TeXHONOrHi Www.intuit.ru

r) MepUoIHYECKHE H3IaH s

1. WudopMalHOHHBIE TEXHOJIOTHHA - EskeMecsiqHbli TeOPeTHUECKHiT ¥ MPHKJIaAHON Hay4HO-
TexHU4YeCKHil xKypHan, V3narenscTBo «HoBbIE TEXHOIOTHHY, Mocksa (MMeeTcst B DIIEKTPOHHOM
oudnuorexe Bal'Y).

8. MATEPUAJIbHO-TEXHUYECKOE U UHOOPMAIIMOHHOE OBECHNEYEHHUE
JUCIHUTITIJINHBI

[Ipd wm3yyeHHH JMCLMIUIMHLL HEOOXOIUM SMEKTPOHHBIH MYNbTUMEAUAHBIA [POCKTOp U
KOMITBIOTEP IPENOIaBaTelIsl, JUIs BBITOMHEHHUs 1aD0OPATOPHBIX paboT HeOOXOMMBI [IEPCOHANILHbIE
KOMITBIOTEPHI CTYAEHTOB.
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