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1. HEJIX OCBOEHUA JUCIHUIIJIMHBI

Heabi0 ocBOeHUS] TUCHUIUIMHBI «3aIIUIICHHBIE WH()OPMAIMOHHBIE CHCTEMBD» SIBJISFOTCS
o0ecrieyeHne MOArOTOBKH CHEIHATNCTOB B cooTBeTcTBUU ¢ TpeboBanusmMu @I'OC BO u yyeGHOTrO
miaHa no crnenuansbHocTH 10.05.04 «MHDOpMaIMOHHO-aHATUTHYECKUE CHUCTEMBbI O€30MaCHOCTH.
[lenpfo OCBOGHUSI JUCIMIUIUHBI SBISCTCS O3HAKOMIJICHHE CIICIUAIMCTOB C COBPEMEHHBIM
TEOPETHYECKUM amnmnaparoM HWH(PpOpMaIMOHHON 0€301MacHOCTH, IPEICTABICHUE CBEICHUH 0 0a30BBIX
MOJICTISIX W aITOPUTMAaX, HCIONb3yeMbIX B yIpPaBIeHUH HH(POPMAIMOHHONW OE30MacHOCThIO B
WH()OPMAITMOHHBIX CHCTEMax, a TaKXe O IMPOIECCe TEOPETUKO-METOJOJOTHYECKOTO aHaIn3a
pa3IMYHBIX MEXaHU3MOB U CEPBHCOB 3aITUTHI HHPOPMAITUH.

B nmpomecce wm3ydeHHmss Kypca pemiaeTcs 3ajada  M3y4deHHWs ~ammapara  yrpaBJieHUs
uH(OPMAIIMOHHONH 0€30MacHOCThI0 B HMH(OPMAIMOHHBIX CHUCTEMaX, OCBOCHHE METOJOB aHaIn3a
MIPOrpaMMHO-TEXHUYECKHX CEPBUCOB MH(DOPMAITMOHHON 0€30MMacHOCTH.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII
Jucunmmna «3anuieHHple HHOOPMAIIMOHHBIE CUCTEMBD) OTHOCHTCS K BapHMAaTUBHOW YacCTH,
dbopMupyeMoil yuactHukamu obpa3zoBaTesbHbIX oTHOIIeHu, koA b1.B.01 cnermansuoctu 10.05.04
«HpopMaIMOHHO-aHATUTUYECKUE CUCTEMbI Oe3omacHoCTU». B yueOHOM miaHe npeaycMOTpeHbI
BUJbI YUEOHOH NEeSATENbHOCTH, OOECIEeUMBAIOIINE CUHTE3 TEOPETHUYECKUX JEKUUU, Tab0paTOpHBIX
pabor W camocCTOATeNbHOH paboThl CTyAeHTOoB. Kypc TECHO B3aMMOCBSI3aH C JIPYTHMHU
JTUCIUILIMHAMY JaHHOTO IHKJIA.

3. ITTAHUPYEMBIE PE3YJIbTATBI OBYUEHMUS 110 JUCIHUIIJIMHE
[Inanupyemble pe3ynbTaTbl OOy4Y€HHUs 10 AUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMH
pesynbratamu ocBoeHusi OIIOII (koMneTeHIMSAMHI U UHIMKATOPAMU JOCTHXKEHHUSI KOMIETSHIINN )

DopmMupyeMbIe [Tnanupyemsble pe3yabTaThl O0YUYCHHS MO TUCIUILINHE, B HaumenoBanue
KOMIIETCHIINT COOTBETCTBHH C MHIUKATOPOM JOCTHKEHHUSI KOMIIETECHITUU OILICHOYHOT'O
(xon, conepxanue WNuaukaTop Pesynprarel 00y4eHUs IO AUCIUTUTHHE cpeacTBa
KOMITETEHITHH ) TOCTIDKCHIS
KOMITIETCHIIMH
(00,
cooepoicanue
uHouKamopa
[IK-2.1.1 3naer: CpenctBa M METOABl XPAHEHUS W
nepenaun uHpopmarmm; Hopmatupayto 6a3y,
perIaMeHTUPYIOIIYIO CO3JaHHe H
JKCIUTYaTalHIo HNAC,; Hasznauenue Hu
KIJIACCU(PUKAIIIO MH(OPMAITMOHHBIX u
AHAJTUTUYECKUX CHUCTEM, CHUCTEM YTIPABIICHUS;
IK-2 Criocoben CtpyKTypy (bYHKIIMOHATEHON u
obecrnevnTs IpoBeIeHNE 00€eCIIeYNBaIOIIAX yacTel HNAC,;
MIPEAMPOEKTHOTO Creuugduyeckue 0COOEHHOCTH
o0cienoBaHMs (YHKIIMOHUPOBAHUS Moipa3AeeHuiH,
CITy)eOHOM MOJJISKANINX aBToMarh3anuy; MHCTpyKimun Tectosrie
JIeSITEIbHOCTH U 110 OpraHM3aIuu o0cae10BaHus BOTpOCE!
UHGOPMAITHOHHBIX aBTOMAaTU3UPYEMBIX TMOApa3aeIeHN; MeTo bl
noTpeOHOCTEH MPOBEJICHHST TPEIIPOSKTHOTO 00CIIeOBaHUS
aBTOMAaTU3HPYEMBIX npu  paspaborke MAC; HopmarusHble
nojpa3iejeHuin MpaBOBbIE  aKTBl B  OOJACTH  3aIUTHI
uHpopMalui; PyKoBosIIHE U METOIUYECCKUC
JIOKYMEHTBI yIIOJTHOMOYEHHBIX (heiepaibHbBIX
OpraHOB HUCIIOJIHUTEIHHOM BJIACTH IO 3aIIUTE
uHpopMmaiui; OpraHu3aliOHHBIE MEphI 10
3amuTe nHpopManun
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I1K-2.2

Ymeer: OnuceiBaTh (PYHKIIHMOHAIBHYIO YacTh
HUAC; IIpou3BoauTh CpaBHUTEIbHBIA aHAIU3
BapHMaHTOB  KOH(QUWTypamuid ©W  cOCTaBa
obecnieunBaromeit gactu MAC; IIpon3BoanuTh
(hopManHM3aIKIo MPEAMETHON 00JIACTH C LIETBIO
cosganua MAC; IlpousBoaute H3ydeHHE
CITyKeOHOU JIeATENbHOCTA aBTOMaTH3UPYEMBIX
nosipa3zeicHuit; BEISBISATE HHPOPMAIIMOHHBIC
MOTPEOHOCTH aBTOMATHU3UPYEMBIX
nonpazaeneHnii; CoCTaBIsATh TEXHHYECKOE
3amanue Ha paspabotky WMAC; T'otoButh
MPOSKTHYIO JIOKYMCHTAIIUI0 Ha CO3/aBacMbIe
HNAC

IK-2.3

Brnageer: HaBelkamu peanu3ali  THUIIOBBIX
METOAMK M3YYEHHUS CITy>KEOHOU NesTeTbHOCTH
ABTOMATU3HPYEMBIX o/ipa3aeieHu;
Hasbikamu U3yUYCHHS IPOLIECCOB
(bYHKINOHUPOBAHUS ABTOMAaTH3UPYEMBIX
noJpa3fiefieHuii B LEISAX ONpeAeNeHus HX
MH(POPMAITMOHHBIX TOTpeOHOCTel; Happikamu
MOJATrOTOBKU IIPOEKTOB HOPMAaTUBHO-
pacropsiIUTENbHBIX JOKYMEHTOB (IIPUKa30B,
yKa3aHW{, HWHCTPYKIMI) MO  BOIpocaM
coznanus U skcruryarauuu MAC

IIK-4 Cnocoben
IIPOBOJUTH
TECTUPOBAHHE CUCTEM
3aIUTH HHPOPMALTHH
aBTOMaTI/ISI/IpOBaHHBIX
CUCTEM

[1K-4.1

3HaeT  Ha3HaYeHWe M KiIaccu(pUKaLuio
WHQOPMAITUOHHBIX U AHAIUTHYECKHX CHCTEM,
CUCTEM yIpaBJICHUS; CTPYKTYpPHI
(YHKIIMOHANBHON 1 00ecrednBalomux yactei
HNAC; IIPUHLIUIIBI 3KCIUTyaTaluu u
COIPOBOXKACHUS HUAC; HOpPMaTHBHbIE
IPaBOBbIE  aKThl B  OOJIACTM  3AIUUTHI
MHPOPMAaLMK; OpPraHW3alMOHHbIE MEpbl II0
3ammTe  HMHPOPMALMHU;, PYKOBOASIIHE U
METOANYECKNE JOKYMEHTHl YIIOJIHOMOYEHHBIX
¢denepa’abHBIX ~ OPraHOB  MCIOJHUTEIBHOM
BJIACTH I10 3a1uTe HHGOpMaIUU

[1K-4.2

YMeeT HacTpauBaTh M OOCIIY)KMBAaTh CPEJICTB
3amuThl  WHGOpMAIMK Ha BCEX JTamax
km3HenHoro  mwkina  MAC; NIPUMEHSATH
3alUILEHHEIC MIPOTOKOJIBI, MEXKCETEBBIC
9KpaHbl, CPEJICTBA OOHAPYKEHUST BTOP)KEHUH B
KOMITBIOTEPHBIE CETH; UCIOJIh30BaTh CPEICTBA
3aIUTHI, MIPEIOCTaBIISIEMBIC CHCTEMaMU
yrpaBieHus 0a3aMu JaHHBIX

[1K-4.3

Bnaneer HaBBIKAMH HaCTpOUKH,
SKCIUTyaTallvH, o0cCiTy XKHBaHUS CPEenCTB
3amUThl  MHGpOpPMAIMM Ha BCEX dTamax
)ku3HeHHoro  1ukina  MAC; HaBBIKAMM
BOCCTAHOBJICHUsSI Pab0TOCIIOCOOHOCTH CPEJICTB
3amuthl nHGopmanmu MAC npu BHEIITATHBIX
CUTYaIUAX; HaBBIKAMHU IOJIOTOBKH MPOEKTOB
HOPMAaTHUBHO-PACIIOPSIUTEIBHBIX JOKYMEHTOB
(mpuKka3oB, yKa3aHWW, WHCTPYKLIWH) II0
BOIIPOCAM JKCIUTyaTallil CPEJCTB  3aIUTHI
unpopmanun UAC

TecToBbIe
BOIPOCHI
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4. OBBEM U CTPYKTYPA JTUCHUIIJIMHBI

TpynoeMKoCTh AUCHUIUTHHBI cocTaBisieT 19 3aueTHbIX equnu, 684 vaca

TemaTnueckuii njian
¢hopma o0yueHusi — ouHast

KonTakTHas pabota Dopmbl
oOyJaromxcs TEKYIIero
C MeJarorn4ecKuM KOHTPOJIA
« pabOTHUKOM 5 yCIeBaeMOCTH,
. g’“ x 3 | 3 E Gopma
e g & g g S = MIPOMEXYTOYHOU
Ne Hanmenosanue Tem u/nnm 3 3] = e Y .| 58 aTTeCTaINH
n/n pas3zienoB/TeM AUCUUILIHEI 2 5 = “ g § 3 g S | (no cemecmpam)
“l gl 5| £ £]5§ ¢
| 2| 8 S| 28| S
£ 2] :E
= o = =
s 8|8
RN I B

1 HH(popMalMoOHHEIE TEXHOJIOTHH 8 [|1-2 2 2 15
UH(OPMALMOHHBIC CUCTEMBI.

2 ITpumeps! HHGOPMALMOHHBIX 8 34 2 2 2 15
TEXHOJIOTUI ¥ HHPOPMALMOHHBIX
CHCTEM

3 [IpoekTrpoBanue u pa3paboTKa 8 5-6 2 2 2 15 PefiTuHT-KOHTPOIH
3aIUIICHHBIX HH)OPMAIIMOHHBIX Nel
TEXHOJIOTUH

4 TpeboBanms, IpeabABIICMEIC K 8 7-8 2 2 15
nH(pOpPMaAMOHHBIM (KOMIIBIOTEPHBIM)

CHCTEMaM B 3allIUIIEHHOM
HCIIOJTHEHUH

5 IMocTpoeHuE 3aMUIIEHHBIX 6a3 8 [9-10 | 2 2 2 15
JIAaHHBIX M UX OLEHKA 110 CTAaHJapTy
«OpanxeBast KHATay.

6 CoxepxaHue KJ1accoB 8 11-12| 2 2 15 PelTHHT-KOHTPOIH
3aITUICHHOCTH. Ne2

7 DYHKIMOHABHEIE TPEOOBAHUSI. 8 |13-14| 2 2 15

8 Bormpocs! rapanTuit u 8 |15-16| 2 2 2 15
3¢ (EKTHBHOCTH B €BPOIICHCKOM
craggapre ITSEC.

9 IMoaxon k 6e30macHOCTH 8 17-18| 2 2 2 15 PelTHHT-KOHTPOJIH
KOMIBIOTepHBIX cucteM B CC u Ne3
0a30Bble KOHLIETIIINH.

Bcero 3a 8 cemecTp: 252 18 18 171 | Ox3amen(45)

1 [NonsaTne MpohuIIA 3aNIUTHL. 9 1-2 4 4 4

2 Kiaccel B cucteme 001X 9 3-4 4 4 4
KPUTEPHUEB.

3 Kitaccsl 3aILUIIEHHOCTU B CUCTEME 9 5-6 4 4 2 4 PeiiTHHr-KOHTPOITH
00IIMX KpUTEPHEB. Nel

4 [TonsiTHe ayauTa NOJUTUKU 9 7-8 4 4 4
0€3011acHOCTH.

5 TapanTun 6e3011aCHOCTH 9 910 4 4 2 4
KOMITBIOTEPHBIX CUCTEM B CHCTEME
OOIINX KPUTEPHUEB..

6 [Tonarue rapanTun 6€30MaCHOCTH 9 11-12| 4 4 4 PelTuHI-KOHTPOIbL

Ne2

7 VpOoBHHM rapaHTHii 9 |13-14| 4 4 2 4

8 KaHaJis! yTeuky ¥ MX aHalu3 B 9 15-16| 4 4 2 4




CHCTEME OOIIUX KPUTEPHEB.

9 Buas! kaHamoB yTeuku HHOOPMAIHH

PelTuHIr-KOHTpOIBL
Ne3

Bcero 3a 9 cemectp:

36

36

3auer

1 BesomacHoe (hyHKIIMOHHPOBAHHUE B
CHCTEME OOIIUX KPUTEPHEB..

2 VYnpasneHne KOHQUTYpaIen

10

I

I

3 OcHOBHBIE YyTPO3BI 0€30I1aCHOCTH
HH(OPMALUK B KOMITBIOTEPHBIX
CHUCTEMaX.

10

I

I

PelTuHr-KOHTpOIBL
Nel

4 Moaenb yrpo3. AHaJIU3 KPUTHUYHBIX
TEXHOJIOTUH.

10

7-8

5 TpeboBanusi, IpebsBIIEMBbIE K
pa3paboTKe MOJIENIH yIpo3.

10

9-10

6 T'ocymapcTBeHHAs TONUTHKA B
obnactu 0e30IacHOCTH
KOMITBIOTEPHBIX CHCTEM.

10

11-12

PelTuHI-KOHTPOIbL
Ne2

7 CucTeMa JIMIICH3UPOBAHUS U
cepTu(UKAIMU CPEJICTB 3aLHUTHI

10

13-14

8 PazpaboTka nommTHk 6e30macHOCTH
JUTSL 3aLIMIIEHHBIX KOMIIBIOTEPHBIX
CHCTEM.

10

15-16

9 TpeboBanms, IpeabABIICMEIC K
pa3paboTKe MOJIUTHK OS30IIaCHOCTH.
JIMCKpenoOHHas 1 MHOT'OYPOBHEBas
HOJIUTHKA 0E30MaCHOCTH.

10

17-18

PelTuHIr-KOHTPOIBL
Ne3

Bcero 3a 10 cemecTp:

36

36

72

Ix3amen (36)

1 ITopsinok aTTecTanuu 3alUIIEHHBIX
KOMIIBIOTEPHBIX CHCTEM.

11

1-2

2 IlonsTue ATTECTAlUU 3alIUIITCHHBIX
KOMIIBIOTCPHBIX CUCTCM.

11

3-4

3 Konuenuus ynpasnenus UT-
monpasnenenueM (IT Service
Management. ITIL) — ocaoBa
KoHUenuuu ynpasnenus UT-
ciykOaMH.

11

PelTuHr-KOHTPOIBL
Nel

4 [opsinox BHeapenus: SLM-cucremsl.
Service Desk — 1enu, BO3MOKHOCTH,
peanuzaiuu. Microsoft Operations
Framework (MOF).

11

5 Craguu cozpanus 3UC:
¢dbopmuposanue TpedoBanuii k 3UC,

11

9-10

6 Pazpabotka xoruemnuu 3MC,
TEXHHYECKOE 3a7aHue, ICKU3HbIH
HPOEKT, TCXHHYECKHH MPOCKT,
pabouasi JOKyMEHTaLHsI

11

11-12

PeitftuHr-koHTpOIHL

No2

7 MeToabl 1 METOIUKH OLIEHKHA
kaugectBa 3UC.

11

13-14

8 TpeboBaHUS K SKCILTyaTallHOHHON
nokymenrtauuu 3UC.

11

15-16

9 [MopsAnok NpUEMKH 3alUIICHHBIX
3UC

11

17-18

PeliTuHr-KOHTpPOIBL
Ne3

Bcero 3a 11 cemecTp:

144

36

36

45

Jk3ameH (27)

Hamnuue B nucnuniaunne KII/KP

Her

HToro mo iucuuIInHe

684

126

126

324

Jk3ameH (45)
3auer

Ik3ameH (36)
Ix3ameH(27)




Conep:kanue JJeKIIMOHHBIX 3AHATHI 10 JUCIUIINHE

8 cemectp.

Pa3nen 1. ladopmanioHHbIe TEXHOJIOTUN ¥ MH()OPMAIIMOHHBIC CUCTEMBI
Tema 1. HWudopmanmoHHsie TeXHOJOTMHM W  WHGOOpPMAIMOHHBICE CHUCTEMBI. [Ipumepbl
WH(OPMAIIMOHHBIX TEXHOJOTHH M MH()OPMAIIMOHHBIX CHCTEM. THITBI KOMIBIOTEPHBIX CHCTEM, KaK
3JIeMEHTOB MH(POPMAIIMOHHBIX TEXHOJIOTHA.
Tema 2. OCHOBHBIE TNPUHIUIBI  YCHEMIHOTO  (PYHKIIMOHUPOBAHUS  WMH(OPMAIMOHHON
(xoMIbrOTepHOM) cucTembl. Llenb mpUHUMAaeMbIX PYKOBOACTBOM HPEINPHUATHS U TOJKHOCT-HBIMU
JUIAMH MEp M0 MOAJEpKKe WH(GOPMAIMOHHBIX TEXHOJOTHH MpHHITHS pemeHud. OCHOBHBIC
MPUHLIMITBI ¥ METO/IbI 3aIIUThl UH()OPMAIIMOHHBIX MPOIIECCOB B KOMIIBIOTEPHBIX CHCTEMAX.
Tema 3. [IpoekTupoBanue u pa3zpaboTKa 3aMIMIIEHHBIX HHPOPMAIIMOHHBIX TexHOOTH. [loHsATHE
3alUIICHHONM WHGOpMaMOHHONW TexHoJoruu. (OCHOBHBIE MOAXOHbI, HCHOJb3yeMble IPHU
MPOSKTUPOBAHUH 3ANTUIIICHHBIX WH()OPMAIIMOHHBIX TEXHOJIOTHH.
Tema 4. TpeOGoBaHus, mOpeabsBIsSeMble K HHPOPMAIMOHHBIM (KOMIIBIOTEPHBIM) CHCTEMaM B
3allMIIEHHOM MCIOJHEHUU. [ocydapCcTBEHHbIE CTaHAAapThl Ha pa3pabOTKy U CO3JaHUe
WH(GOPMALIMOHHBIX CHUCTeM B 3amuiieHHOM ucnonHeHud. CASE-TexHonoruum co3gaHus
uH(popmannonusix cucreM. Crannapt ITIL.
Tema 5. IlocTpoeHue rapaHTHPOBAHHO 3AIIUIICHHBIX 0a3 JaHHBIX M MX OIEHKA MO CTaHAAPTY
«OpamxeBas KHHTa». AMEPUKAHCKHIA CTaHAApT Mo 3amuTe uHpopMaruu «OpaHkeBas KHHATAY.
[TonsTre rapanTuu 3amuThl. Kputepuu oneHKH 3alUIIeHHOCTH 0a3 JaHHBIX.

Pa3znen 2. TpeGoBanus k 3ammure nHGopManuu

Tema 1. CogepxkaHue KJIacCOB 3alllMIIEHHOCTH. TpeOoBaHMs 1O 3amure HHGOPMAIUH,
IpEeIbsABISEMbIE B KAXKIOM KJacce 3alMIIEHHOCTH. [IpyMHIMIBI M METOAbl MOCTPOEHUs
rapaHTUPOBAHHO 3aLIMIIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

Tema 2. ®OynkuuoHanbHbIe TpeOoBaHus. Bompocsl rapanTtwii u 3QQEKTHBHOCTH B €BPOIEHCKOM
crangapte ITSEC. EBponeiickuii ctangapt no 3amute napopmaruu ITSEC.

Tema 3. IlonsTue rapaHTMM 3alIUTHl B COOTBETCTBUU C €BpOINEHCKUM cTaHaaptoMm. Kpurepuu
OLIEHKHU 3amuieHHocTH. CoaepikaHue KIacCcoB 3alluileHHOCTH. DyHKIMOHAIbHBIE TPeOOBAaHUS 110
3amuTe MHGOpMaIUK, NPEAbSBIIEMble B KaKIOM KJacce 3alUIIEHHOCTH. [IpMHIUIBI U METOJIbI
MOCTPOCHMS 3ALIUIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

Tema 4. [loaxox k 6e3omacHocTH KOMIBbIOTEpHBIX cucTteM B CC u 6a3oBbie KoHIENuu. [ToHsTHE
npoduis 3amuTel. OYHKIUH MOIACPKKH MOJTUTHKH 0€301aCHOCTH.

9 cemecTp.

Paznen 1. IloacucremMsl, KJIacchbl.
Tema 1. I'apantuu GezonacHocTu. TpeOoBaHUS MO 6€30MaCHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHIA.
Knaccer  3amumienHoctu. KoOMIOHEHTBI ToOJACHMCTEM TOAJMEPKKU TOTUTHKA  O€30MaCHOCTH.
CogepxaHue MOJIUTUKA OE30MaCHOCTH.
Tema 2. Knaccel B cucteme o0mux KpurepueB. Kiaccel 3alIuIEHHOCTH B CHCTEME OOIIUX
kputepueB. lloHATHe ayaWTa TOMUTHKK Oe30macHOCTH. TpeOoBaHHMS K MOJACHCTEMAM ayauTa.
[ToacucTemMbl MOATBEPKICHHS TIOJITTAHHOCTH OTIPABKH M MOJTYYEHHUS COOOIIEHNUS.
Tema 3. [Toncuctemsl pasrpanudenus aoctymna. [logcucreMbl HACHTH(PUKAIIUN U ayTEHTU (DUKAITIH.
[Toacuctemsl 3amuThl PyHKIMNA 3amuThl. [logcucTemMbl 3amuThl pecypcoB cucTeMbl. [loacucTemsr
3aIIUTHI CBS3U. TpeboBaHUs K MOJICHCTEMAM, MIPEIbIBIsEMbIC B K&KIOM KIIACCE 3aIIUIIEHHOCTH.
Tema 4. ['apanTun 0e30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM B CHCTeMe 00IuX Kputepuen. [lonstue
rapanTuu 0e30MacHOCTU. Y POBHU rapaHTUH.
Tema 5. lapanTnu TPOEKTUPOBAHUS 3AIIMINEHHBIX WHOOPMAIMOHHBIX CHUCTEM. [IpHHITUTIBI
obecrnievueHus rapanTuit 6e30macHocTd. MeToA0I0T s aHaTu3a TapaHTHil 0€30ITaCHOCTH.



Paszgea 2. Kanajbl yreuku nHpopManuu.
Tema 1. Kananbsl yTeuku M MX aHajau3 B cucTeMe OOLIMX KpUTepHeB. BuIbpl KaHAJIOB yTEUKU
uHpopmanuu.
Tema 2. Mecto KaHajoOB yTE€YKHM HH(OpPMAIMM B CUCTEME OOIIMX KpUTEpUEB OE30MacCHOCTH.
Mertonosorus aHanau3a KaHajIOB yT€UYKH HH(OPMALHH.
Tema 3. besomacHoe (yHKIIMOHUpOBAaHME B CHCTEME OOIIMX KPUTEPHEB. YIpaBICHHE
KoHpuryparuei.
Tema 4. be3omacHast yCTaHOBKa CHUCTEM 3alIMThl MH(OPMAIIMOHHBIX TEeXHOJOTHH. bezomachas
MOJIepHU3aLUs UH(POPMALIMOHHBIX TEXHOJIOTHI.

Cemectp A

Pa3pnen 1. Moaeau yrpos.
Tema 1. OcHoBHBIE Yrpo3bl 0e30macHOCTH MHGOpPMAIMU B KOMIIBIOTEPHBIX cuctemax. LleHHocTw,
OTIaCHOCTH, TIOTEPH, PUCKH, YTPO3bl B KOMITBIOTEPHBIX cucTeMax. OCHOBHBIE YIpo3bl HH()OPMAINH B
KOMIBIOTEpHBIX cucTemax. Crenudurka BO3HUKHOBEHHUS YTPO3 B OTKPBITHIX ceTsax. OcoOeHHOCTH
3amUThl HHQOPMAIMH Ha y3J1aX KOMITBIOTEPHOU CETH.
Tema 2. CucrteMHbI€ BOIIPOCHI 3aIUTHI IPOrPaMM U JTaHHBIX. AHAJIU3 PUCKOB. Moienb MPOTUBHUKA,
BO3MOXHOCTM MNPOTUBHUKA. [lapaymienbHblid aHanu3 LEJed U BO3MOXKHOCTEW 3JIOYMBIIUICHHUKA B
KOMIIBIOTEPHOM CETM W B CHUTYallMM IPU HAJIUYUM H30JUPOBAHHOTO KOMIIbIOTEpAa. OCHOBHBIE
KaTeropuu TpeOOBaHM K MPOTPaMMHON W MPOTPaMMHO-aNNapaTHON pealn3aluu CPeACTB 3aIlUThI
uHpopmanuu. TpeboBaHus K 3aIKTe aBTOMaTU3UpoBaHHbIX cucteM oT HC/I.
Tema 3. Mogenb yrpo3. AHaIW3 KPUTUYHBIX TEeXHOJOTUH. TpeOoBaHMs, NpPEAbSBISIEMbIE K
pa3paboTKe MOJENH yTPo3.
Tema 4. CtpykTypa Mojaenu yrpo3 Oe3omacHocTd MHMOpMaANuu. AHAIN3 KPUTHYHBIX TEXHOJOTHI
00paboTku nHpopmMaIuu.

Pa3pen 2. IloauTHka 0€301aCHOCTH.
Tema 1. ['ocynapcTBeHHas TIOJUTHKA B 00JacTH 0E30MACHOCTH KOMIBIOTEPHBIX cUcTeM. CHucreMa
JUIECH3UPOBaHUsA U cepTudukauud cpeactB 3amurtbl. CTpykTypel B P®, obecneunBaromiue
JUIEH3UPOBAaHNE U CEPTUPUKALIUIO CPE/ICTB 3ALUTHI.
Tema 2. HopmatuBHas 0a3a W OTBETCTBEHHOCTh 3a 3alIUTy WH(MOPMAIMU B KOMIIBIOTEPHBIX
cucreMax. PykoBomsmiume  gokymeHtel ®OCTOK  Poccum 1o  omeHke  3alIUIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHHUPOBAHHOIO JTOCTYIIA
Tema 3. Pa3paborka mnonmuTUK O€30MAaCHOCTH JJIsl 3AIIMIIEHHBIX KOMIIBIOTEPHBIX CHCTEM.
TpeGoBanusi, MpeabsBIsieMbIe K pa3paboTKe MOTUTUK OE30MaCHOCTH.
Tema 4. JluckpenroHHass ¥ MHOTOYpPOBHEBas TMOJMTHKA Oe3omacHocTd. [lomuTuka MaHIaTHOTO
noctyna. [Tonutrka 3amuThl 1eI0CTHOCTH HHPOPMAIMOHHBIX PECYPCOB.
Tema 5. Tlopsamok arrectanuy 3alIUIICHHBIX KOMITBIOTEPHBIX cucTeM. [loHsTHE aTTecTaruu
3allMILEHHBIX KOMIBIOTEPHBIX cucteM. PykoBogsmine nokyMeHTsl ®CTOK Poccun no arrecrauuu.
[Topsimok arrecTanuu.

Cemectp B

Pasnea 1. CoBpemennas crpykrypa ITIL.
Tema 1. [IpyHIUIIBI 1 METO/BI ATTECTALIMOHHBIX UCIIBITAHUI 3alIUIIEHHBIX KOMITBIOTEPHBIX CUCTEM
no TpeboBaHusAM Oe3omacHocTH. Cojliep)KaHHE 3TaloOB ATTECTAlMOHHBIX HCHbITaHUNA. KoHTpoib
3¢ (HEKTUBHOCTH 3AIIUTHBIX MEPOIPUITUN B CUCTEME aTTECTALIUH.
Tema 2. Konuenmus ynpasienus UT-nonpasnenennem (IT Service Management. ITIL) — ocHoBa
koHuenmuu ynpasinenus UT-coyxx6amu. CoBpemenHnas crpykrypa ITIL.
Tema 3. IlpeumymectBa BHenpenuss ITSM. busnec-opuentupoBanHoe ynpasieHue WT Ha
COBPEMEHHOM NPEANPUATHH.



Tema 4. Tlopsnox BHeapenuss SLM-cucremsl. Service Desk — menu, BO3MOXHOCTH, pead3aliu.
Microsoft Operations Framework (MOF).

Pa3pnen 2. 3amunenHbie HHPOPMALMOHHBIE CHCTEMBI.
Tema 1. Craguu coznpanus 3UC: @opmupoBanue TpedoBanuii k 3C, pazpadotka konmeniuu 3UC,
TEXHUYECKOE 3aJ[aHWe, SCKU3HBIA MPOEKT, TEXHHUUECKUU MPOEKT, pabodasl TOKyMEHTAIMs, BBOJ B
nericrue, arrectanus 3VC mo TpeboBanusam 6e3omacHocTH, conpoBoxaeHue 3MC.
Tema 2. Mertonst u Meromauku oneHku kadectBa 3MC. TpeOoBanwsi K OSKCILTyaTallMOHHON
noxkymenTanuu 3UC.
Tema 3. Ilopsnok npuemku 3anuiieHHbix 3MC, B TOM 4uciie NporpaMMHBIX U TEXHHYECKUX (B
YaCTHOCTH, KpUnrorpapuieckux) cpeiacts u cucteM 3amuThl nHdopmanuu ot HCJI. Ocobennoctu
skcruryataruu 3VC Ha 00BEKTe 3alUThI.

Coz[epmalme naﬁopaTopHMx 3aHSATHH M0 JUCUHUILIAHE

8 cemectp.
Pazpnen 1. Moaeau yrpos.

Tema Ne 1. CpaBHHUTENbHBIM aHaIW3 pa3IMYHbIX CTAHAAPTOB B OOJACTH  3alUThI
MH(POPMALMOHHBIX TEXHOJIOTHH C TOYKH 3peHHs 3(PPEKTHUBHOCTH NOCTMIKEHUS LENU TOCTPOCHHUS
3alMIIEHHBIX UHPOPMALMOHHBIX CUCTEM.

Conep:xanue J1adbopaTtopHoil padorTbl. V3yunTh cieayronime CTaHaapThl U MPOBECTH HX
CpaBHUTENbHBIN aHanu3: Kpurepun 6€300aCHOCTH KOMITBIOTEPHBIX CUCTEM MHUHHMCTEPCTBA 00OPOHBI
CIIIA («OpanxeBass kHHMra»). EBporeiickue KpuTepuu 0€30IacCHOCTH  HH(POPMAILIMOHHBIX
texHosoruil. PykoBomsamue poxkymeHtel @CTOK B 0065acTH MOCTPOEHMs 3AILMIIEHHBIX CHCTEM
o0pabotku nHpopmarmn. denepanbHbie KpUTEpUU 0€30MACHOCTH WH(POPMAIMOHHBIX TEXHOJIOTHH.
0630p cepun cranmaproB MCO/MDK 27000. CpaBHUTENbHBI aHaIU3 CTaHIApPTOB B O0JacTu
3alIUThl HH)OPMAIIHOHHBIX CHCTEM.

Tema Ne 2. Kiaccuduxanus 3alMIIEHHOCTH KOMIBIOTEPHOM CHUCTEMBI MO TpeOOBaHHSAM
0e30MmacHOCTH UH(OpPMALIMK B CUCTEME OOIINUX KPUTEPUEB

Coaep:xanue J1abopaTopHOi padoThI.

OmnumuTe ypoBeHb A (Kj1acc 6€30MacHOCTH) B CUCTEME OOIINX KpUTEpUEB?

Onumure ypoBeHb B (kitacc 6e30macHOCTH) B CHCTEME OOLTUX KpUTEPHEB?

Onummure ypoens C (ki1acc 6€3011acCHOCTH) B CUCTEME OOIIUX KPUTEPHUEB?

Onumure yposeHb D (kiacc 6€30MmMacHOCTH) B cUcTeMe 00X KpuTepreB?

Tema Ne 3. Ananu3 puckoB st UHGOPMALMOHHON CUCTEMBI IPEANPUATHS (OpraHu3alun) U
MOCTPOEHHUE MOJIENTU YIpo3 0€3011acCHOCTH

Conep:xanue jJadoparopHoii padorsl. M3yunts crienyronme nokymeHTsl: Knaccudukanms
U XapakTepucTHuKa yrpo3 wuHpopmanoHHoi Oe3omacHoctu MC. MeTtoauku W NporpaMMHbIN
MHCTPYMEHTApUH Ui aHajdu3a U OLEHKU PUCKOB MH(pOpMAIMOHHOHN Oe3omnacHocTU. [IporpamMmmMHubie
komriekcel MSAT u I'PU®. Merononoruss COBIT u mporpammusiii uactpymentapuit CORAS.
Metononorus OCTAVE. Metoasl ¥ nporpaMMHBIE MPOAYKTHI, UCTIONB3YEeMbIe B MEXITyHAPOTHOU
NpaKTUKEe JJIS aHaJIu3a U OLEHKH PUCKOB, YIPO3 U ySI3BUMOCTEH MH(POPMALMOHHON CUCTEMBI. YueT
yIPO3 U PUCKOB MPU MOCTPOEHUU 3aIULICHHON cucTeMbl 00paboTku uHopmanuu. OcobeHHOCTH
aHaM3a M OLIEHKM PHUCKOB HH(POPMALMOHHOM O€30MacHOCTM B MaJOM M CpeJHeM Ou3Hece.
VYrnpanenve HHIUIEHTaMU HHPOPMAITMOHHOM 0€30MMacHOCTH.

Tema Ne 4. [Topsigok cepTudUKAIMK CPECTB 3aLIUTHI MH(OpMaIK 11 pa3padoTunka C3U.

Conep:xanue j1adopaTopHoii padoThl. /[aiiTe onpeneneHNe MOHITHIO «CEPTUPUKAIIHS?
JaiiTe onpeneneHne MOHATUIO «CePTU(UKAT COOTBETCTBUA»? B kakoM mopsiake MpoBOAUTCS
cepruduxanusa? B kakom nopsake NpoBOJUTCS KOHTPOJIb cepTU(PUIIMPOBAHHBIX TpoaykToB? Kakue
CpeZCcTBa MoJyIekaT 0053aTEIbHON cepTH(UKAIIIH



9 cemecTp
Paznea 2. [lonutuka 6e3onacHoCTH.

TemaNe 1. ITopsok nuLEH3UPOBaHMs B 00JIaCTH CO3/1aHUS CPEJCTB 3AIUUTHI MH(DOpMaLUK U
3alIUIIEHHBIX HMH(OPMAIIMOHHBIX CHCTEM JJIsi PYKOBOJUTENS NPEANPHUATHS (OpraHu3aluu) —
COUCKaTeJIsl JIMLEH3UU

Coaepxxanue JaboparopHoii padorbl. Ilepeuncnure HOpMaTHUBHBIE IIPaBOBBIE AaKThI,
periaMeHTUPYIOLUE MPOLECC JIMUEH3UPOBaHUS IEATEIbHOCTH OpraHu3alui M0 OKa3aHUIO yCIyr B
obnactu nHpopManmoHHOU 6e3omacHocTH. Uto mpencrasiser coboit nunensusi? HazoBuTe oprassl
roCyJJapCTBEHHOI'O JIMIIEH3UPOBAHUSA M MX MOJHOMouusdA. Jlaiite o0liyr0 XapakTepUCTHKY CHCTEMBI
JULEH3UPOBAaHUS 110 O00ECHEUYEHUIO 3alIUThl CBEJIEHUM, COCTABISIOLIUX TOCYJapCTBEHHYIO TalHY.
HazoBure ¢yHKUMM OpraHoB, YIOJHOMOYEHHBIX Ha BEJCHHME JIMLIEH3UOHHOW JEATENIbHOCTH.
[TpuBenuTe nepeyeHb BUI0OB ACSITEIbHOCTH IIPEAIPUITHN, O IeKaMX uLieH3upoBanuio OCb.

Tema Ne 2. Pazpaborka mpoduis 3amiuThl U HOCTPOCHHE MOJIUTUK O€30MacHOCTH s
KOMIIBIOTEPHON CUCTEMBI NPEANPUATUS (OPraHU3aLUN)

Conep:xanue 1a00paTopHOii padoTHI.

Yro moapazymMeBaro 10| MOHITHEM «ITPOGUIIb 3aIIUTHD» ?

Kak npou3sBoadar pa3paboTky npoduiis 3aluThl 111 KOMIIBIOTEPHON CUCTEMBbI IPEANPUTHS?

Jaiite ompeneneHre NOHATHUIO «IIOJUTHKA O€30MaCHOCTU» JUIsl KOMIBIOTEPHON CHUCTEMBI
npeanpusTs?

Haznauenue «noauTuku 6€301MacHOCTH JIs1 KOMIIBIOTEPHON CUCTEMBI IPEANIPUATHS?

OcCHOBHBIE pa3Jelibl IOJIUTUKU 0€30IaCHOCT» [yl KOMIIBIOTEPHON CUCTEMBbI IPEANPUATHS?

Tema Ne 3. IIpoBeneHue arTeCTallMOHHBIX HCHBITAHUN KOMIIBIOTEPHBIX CHUCTEM B
3alIMILEHHOM UCIIOJHEHNH U Bbl1aya «ATTecTaTta COOTBETCTBHSDY

Conep:xanue 1a00paTopHOii paGoTHI.

OCHOBHbBIE IPUHIIMIIBI CUCTEMBbI aTTECTALUH.

Opranu3zaloHHasi CTPYKTypa CUCTEMBI aTTECTALIMU

ITopsmok nmpoBeeHus aTTecTaluu

[Topsiox KOHTPOJIA U Ha/A30pa 3a aTTeCTAlMel U SKCILTyaTaluell aTTeCTOBaHHbIX 00ObEKTOB

Yro Takoe arrecranus?

Urto nmpeacTaBisieT co0oit aTTecTaT COOTBETCTBUSA?

Tema Ne 4. OOnapyxenue y3noB kopnoparusHoit CETHU. ICMP ECHO REQUEST
(YTunuter FPING u NMAP)

Coaep:xanue J1adbopaTopHoOi padoThI.

[IpoBeppTe HaMU4KMe BCEX paCCMOTPEHHBIX YTUIIUT B CUCTEME:

linux:~# whereis nmap

nmap: /usr/bin/nmap /usr/lib/nmap /usr/share/nmap /usr/share/man/manl/nmap.1.gz

Hccnenyiite noacers nabopatopuu (KOMIIBIOTEPHOTO Kilacca, SKCIIepUMEHTaIbHON
YCTaHOBKH ), BBISIBUTE BCE aKTHBHBIC Y3JIbI cpencTBaMu yTuiaut fping, nmap, hping3 (o3nakomuThCs ¢
Ha3HAYCHHUEM ¥ OCHOBHBIMHU OMIHUSIMHU YTHINTBI NPING3 HEOOX0AUMO CaMOCTOSTENBHO:
http://www.hping.org);

CpaBHuTE BpeMsl CKAaHUPOBAHMSI BCETO JUana3oHa aJpecoB UCCIELyEMOM MOJCETH
pa3nmuuHbBIMU yTHIMTaMu: ping, fping, hping3, nmap (st NMap mpoBecTH CKaHUPOBAHUE TPEMSI
Pa3IMYHBIMH PEKUMAMHU YIIPaBJICHUS BpEMEHEM), Pe3yJIbTaThl OPOPMHUTE B BUJIE TAOJIUIIBI;

Hanummre nporpammy (bash, perl, ruby), mpousBosiiyro nepuoudeckyro mpoBepKy
JIOCTYITHOCTH HEKOTOPOT'O MHOXKECTBA Y3JIOB CETH (C UCIOIb30BaHUEM JIFOOON U3 PaCCMOTPEHHBIX
YTUJINT) U BBIBOJSIIIYIO COOOIIEHHE Ha CTAaHIaPTHOE YCTPOUCTBO (OTIPABIISAIONIYIO COOOIIEHNE Ha
HOYTY, aApec MOYThl YTOYHUTH Y IpEnojaBaressi) B Cllyyae HeJJOCTYITHOCTH KaKOro-I1uoo us3
Ha0JI0/Ta€MBIX Y3JIOB (MI€peueHb KOHTPOIUPYEMBIX Y3JI0B CETH HEOOXOAMMO BBIOMPATh U3
MOJIyYeHHOTO paHee ¢aiina).
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Cemectp A
Pasnea 3. CoBpemennas crpykrypa ITIL.

Tema Ne 1. OOHapyxeHue y3710B KopropatuBHoi cetu. WMuapopmanmnonneie ICMP
cooOmenus. Conep:xkanue JiaGopaTopHoid padorbl. Vccrneayiite mojacers naboparopuu
(KOMITBIOTEPHOTO KJ1acca, SKCIEPUMEHTAIbHON YCTAaHOBKH ), BBIIBUTE BCE aKTUBHBIE Y3JIbI CPEICTBOM
sarpocoB TimeStamp Request, Information Request, Netmask Request. BrisBute y3ibl ceTH, Ha
koTopbix 3ampockl ICMP Echo Request ¢unstpyrorcst; [ToBropute MCCleI0BaHKHE, HCIIOIB3YS BCE
paccMOTpeHHbIe B paboTe YTHIIUTHI, CpaBHUTE pe3ynbTarhl; CpaBHUTE peakuuio paznuunbix OC Ha
nHpopmarmonusie ICMP-3ampocsr.

Tema Ne 2. OGHapyskeHHe y3J10B KOPIIOPATUBHOM ceTH cpeactBamu nporokona TCP (TCP-
PING. Coaep:xanue jadopaTopHoii padoTsl. Vccienyiite moacersb 1a0opaTopuu (KOMITBIOTEPHOTO
KJacca, JKCIIEPUMEHTAIILHOW YCTaHOBKH), BBISIBUTE BCE aKTHBHBIC y3ibl metozoMm TCP Ping, c
ucnoip3oBanueM [CP-makeToB ¢ pa3inyHbIM codyeTaHueM (QuiaroB (C TEXHUKOW CKaHHUPOBAHUS
metogom TCP Ping cpexctBamu NMap 03HAKOMBTECh CaMOCTOATENbHO: http://nmap.org/man/ru/);
BeisiBuTe 37161 ceTH, Ha KoTopbix 3ampockl ICMP Echo Request ¢punbtpyrorcsi; CpaBHUTE peakiiuio
pasmuuabix OC nHa wHpopMmarumonnele ICMP 3ampockl. HeoOxomumo WCHONB30BaTh OJHY U3
PaccMOTPEHHBIX YTHIUT (Ha BbIOOp). Pe3ynbratel 3anecute B Tabnuiy; Mccaenyiite peakiuio y3ia
cetru Ha SYN-3ampocbl, CpaBHHTE OTBETHI OT OTKpPHITOro u 3akpbitoro CP-mopra. Bce
UccieI0BaHus HEOOX0AMMO IPOBECTH cpeacTBamMu hping3 u nmap.

Tema Ne 3. O6HapykeHue y3710B KOPIOPATUBHOU ceTu cpeacTBamu npotokosioB UDP (UDP-
PING), IP. Conep:xanue 1adopaTopHoii padoTbl. Vaentuduupyiite y3ibl ceTH, GUIBTPYIOIINE
coobmenus ICMP Echo Request (nuama3oH axpecoB y3JIOB CETH YTOYHUTH y IPENOJaBaTEs).
CkanupoBanue mpousBeaute meromom UPD Discovery cpeactBaMu pacCMOTPEHHBIX —YTHIIHT;
Uccnenyiite peakuuto y3na cet Ha UDP-3anpockl, cpaBHUTE OTBETHI OTKPHITOTO U 3aKkpeiToro UDP-
nopra. HMccnemoBanus mposenute ans  pazmuudHbix  OC; UpeHtuduuupyiTe y3ibl CeTH,
¢unbTpytomue cooduenus ICMP Echo Request, ucnonb3yiiTe paccMOTpEeHHBIE METOJIbI IPOTOKOJIA
IP; CpaBuute peakmuto paznuunbix OC Ha |P-makeTbl ¢ paccCMOTPEHHBIMHM THUIIAMU OIIMOOK B
3aroJioBKe.

Tema Ne 4. OOHapyxeHue y3J710B KOPIOPAaTUBHOM ceTu cpeacTtBamu nporokona ARP (ARP-
PING). Conep:xxanue JiaGopaTtopHoii padorbl. MaeHtuduiupyite y3asl ceTH, (QUIBTPYIOLIHE
coobmienust ICMP Echo Request (muama3oH aapecoB y3j0B CETH YTOYHUTH Yy TPENOJaBaTelis).
[MpousBenaure ckanupoBanue Metogom ARPING ¢ MOMOINIBI0 pacCMOTPEHHBIX yTWINT, Hamumrure
nporpammy (bash, perl, ruby), Tpou3BOASIIYIO MEPUOANIECKYIO TPOBEPKY HA MPEIMET MOSBICHHS
HOBOT'O YCTpPOWCTBA B CETH (C HEU3BECTHBIM paHEE ammapaTHbIM agpecoMm). Pe3ynbraTel IpOBEpPKU
JIOJKHBI BBIBOJUTHCS Ha CTaHIAPTHOE YCTPOMCTBO M COXPAHATHCS B (aiiie.

Cemectp B
Pa3gen 4. 3amumenHbie HHPOPMAIHOHHbIE CHCTEMBI.
Tema Ne 1. OcHoBHble cpeicTBa ompeaeneHus wMapuipytoB [P-maketoB - PING,

TRACEROUTE. Copep:xanue aadopatopHoii padorsl. [IpousBecTn TpacCHpOBKY METOAOM
Record Route g0 crnenyrommx y3noB cetu: cepBepoB DNS  yHuBepcurera, mnorpaHu4HOro
MaplipyTuzaropa yHuBepcuTeTa, Yyandex.ru, mail.ru, vkontakte.ru, elibrary.ru, google.com.
CocTaBUTh NEepevyeHb MPOMEKYTOUHBIX Y3JI0B Ha KaXJOM U3 IMyTed mpoxoxiaeHus IP-tpaduka c
ykazanueM IP-aapecoB ux untepderico. Pe3ynpTaThl 3aHECTH B TaOJIHILY.

Tema Ne 2. JlononnutensHble cpeacTBa onpenenenus mapupytos IP-ITAKETOB - NMAP,
TRACEMAP, MRT. Coaepxanue jnagoparopHoii padotrbl. [loctpoiite kapty mapmpyTtoB |IP-
nakeToB oT ofgHoro u3 APM noxanbHOW cetH 10 Hambosee BOCTPEOOBAaHHBIX (B OpraHU3aIMM)
pecypcoB HMHrepHer (He MeHee jecsiTH pecypcoB). CpeacTBamMu HporpaMMbl mtr HCCIeqyiTe
Ka4ecTBO KaHajla OT KOMIIBIOTEPOB JIAOOPATOPUH (JIOMAITHET0 KOMIIBIOTEPA) 0 MOMYJSPHBIX
pecypcoB MHTepHET (pecypcoB ceTu yHuBepcuTeTa). OTCienure n3MEeHEHUsI MapIIpyTOB 3a MEPUO]T



11

BpemeHu 60-180 MuUHYT (eciu TakoBble OyAyT NMPOUCXOAWTH). Bhimuimmre Bce anbTepHATUBHBIC
MapIUIPYTHI.

Tema Ne 3. Upentudukamus craryca TCP-moproB (TCP-CONNECT. SYN-SCAN).
Conep:xxanue jgadopaTopHoii padorsl. 1. HeoOxonumo oOHApYy»UTh BCE OTKpBIThIE MOpThl T CP
(22, 23, 80) cern mabGoparopuu (KOMIBIOTEPHOTO KiIacca, HKCHEPUMEHTAJIBHON YCTaHOBKH), C
ucnons3oBanueM (ynkmuu connect(). 2. Ilosropurte uccienosanue, npumenss mertox Half-open
SYN flag scanning. 3. CpaBHuTE BpeMsi CKAHUPOBAaHUS B IEPBOM U BTOpoM ciydae. 4. [ToBropure
UCCIIeIOBAHMS C MOMOIIBIO yTHAMTBI Ping3. CpaBHUTE pe3yJIbTAThI.

Tema Ne 4. Metozs! ckpeitoro ckanuposanus (STEALTH TCP SCANNING METHODS).
Conep:kanue JsadopatopHoii padorbl. Vcciepyiite orBer paznmnunbix OC Ha CKaHUPOBAHHUE
meronamu Stealth scanning. 3anecure B Tabuuiy (Tabm. 6) pe3yabTaThl JUIS Pa3IHMYHBIX METOIOB
ckaHupoBaHus u coctosHui TCP-nopTta (HOPT OTKPBIT, HOPT 3aKPbHIT, MOPT OTKPHIT U QUIBTPYETCS,
HOPT 3aKPBIT U PUIBTPYETCS).

Tema Ne 5. Unentudukanusi MPUKIAIHBIX CETEBBIX CIYKO METOJOM aHalin3a 0COOCHHOCTEH
peanmuzauuu (SMTP). Conepxxanue 1adbopaTopHoii padorsl. 1. YcraHnoBute Haubosiee MomyJisipHbIe
cBOOOIHO pacmpocTpaHseMble cepBepa dIeKTpoHHOH mouTel: Postfix, sendmail, gmail, exim4
(mepedeHb M BEPCUHU YTOUHUTH y MpernojaBaTelis). 2. DKCIEpUMEHTAIbHO UCCIeNyITe 0COOEHHOCTH
UX pabOTHI:

e 1iCCIIeIyiiTe OTBETHl HA CHHTAKCHYECKHU BEpHBIEC CTAaHIaPTHBIC KOMAHIbI;
e HicClIelyiiTe OTBETHl HA KOMAH/IbI C OIIMOKaMU;

enccienyite orBeTbl HA KOMaHAbl VRFY u EXPN;

e ricClIelyTe MOAJIEPIKKY MAJIOMCIIOIb3YEMBIX KOMAH/I.

3. BapuanTtel orBeTOB odopmute B BHae Tabmuubl. 4. [loaroroBbre mpoduinu Kaxaoro
uccrieayeMoro cepsepa. 5. [IpoBenure uccinenoBaHue MoYTOBBIX cepBepoB MHTEpHET / yHUBEpCUTETA
(ampeca yTOYHUTH y MPENOIABATENS) PACCMOTPEHHBIM METOIOM.6. CpaBHUTE MOTYUYCHHBIE JAHHBIE C
MOATOTOBJICHHBIMU TTpoduisiMu. Crenaiite npeanosioxkeHus B Bepcusx 110 ucciaeayeMbix cepBepoB.

5. OLIEHOYHBIE CPEJICTBA JJIS1 TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH,
MPOMEKYTOUYHOI ATTECTALIMY MO UTOTAM OCBOEHMS JUCHMITJINHBI
U YYEBHO-METO/UYECKOE OBECIIEYEHUE CAMOCTOSITEJIbHOM PABOTHI
CTYJIEHTOB

5.1. Tekyumuii KOHTPOJIb yCIIeBaeMOCTH
8 cemectp
Bonpocs! peiiTuHr-KoHTpOIs Nel

e Tunbl KOMOBIOTEPHBIX CUCTEM, KaK 3JIEMEHTOB HH()POPMAIIMOHHBIX TEXHOJIOTUH.

e OcCHOBHbIE MPUHLUIIBI YCIEIIHOTO (PYHKIIMOHUPOBAaHUS MH(POPMAIIMOHHON (KOMITBIOTEPHOIN)
CUCTEMBI.

e [lenp NpUHMMAEeMbIX PYKOBOJACTBOM MNPEANPUATUS M JODKHOCTHBIMHU JIMLIAMU MEp IO
NoJEPKKE MH()OPMALIMOHHBIX TEXHOJIOTUHN MPUHATHUS PELICHU.

e OcHOBHbIE NMPUHIUIBI U METOAB! 3AIIUTHI HH(OPMALIMOHHBIX MPOLECCOB B KOMIBIOTEPHBIX
CUCTEMAX.

e [lonsTHe 3aMIIIEHHON HHPOPMALIMOHHOMN TEXHOJIOTHH.

e  OCHOBHBIE TOJXO/Ibl, UCTIOIb3yEMBbIE ITPU MPOESKTUPOBAHUU 3ALTUILEHHBIX WH(OPMAITMOHHBIX
TEXHOJIOTUH.

e TpeOoBaHus, mnpeabsBiIsieMble K HHOOPMAIMOHHBIM (KOMIBIOTEpPHBIM) CHUCTEMaM B
3aIUIIEHHOM HCIIOJHEHUH.
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Bonpocs! peiiTHHr-KOHTPOJIs1 Ne2
TpeboBanust 1o 3amuTe WHPOPMAIUH, MPEIBIBISEMbIC B KaXIOM KJIacce 3allUIICHHOCTH.
[TpyHIMIIBL W METOABl TMOCTPOCHHUS TaAPAaHTHPOBAHHO 3AIIMINEHHBIX HWH(OPMAIMOHHBIX
CHUCTEM.
Bomnpocs rapantuii u 3pdexruBHOCTH B eBporerickom crannapte ITSEC.
EBponeiickuii crannapt no 3amure nuapopmanuu [TSEC.
[ToHsiTHEe TapaHTUX 3alIUTHl B COOTBETCTBUU ¢ eBporneiickum ctangaptom ITSEC.
Kputepun oneHKu 3aluIIeHHOCTH B COOTBETCTBUHU € eBpomneiickuMm cranmaproM [TSEC.
CopepxaHue KJIacCOB 3alIMILEHHOCTH B COOTBETCTBUU C eBporneiickum ctanaaproM ITSEC.
OyHKIHOHATBHBIE TPEOOBAHUS IO 3alUTe HH(POPMALINH, TIPEIBIBISEMbIC B KAXKIOM Ki1acce
3alIUIIEHHOCTH B COOTBETCTBUM C eBponeickuM cranaaptom [TSEC.
[TpuHIMIIBI 1 METOABI TOCTPOEHUS 3alIUIIEHHBIX NH(OPMAIIMOHHBIX CUCTEM.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
ITogcucremel pasrpaHu4eHus JOCTYIIA.
[ToncucreMbl HACHTHUDHUKAIMHA U Ay TCHTUDUKAIHH.
[Toncucremsr 3ammThl GyHKIMHA 3amuThl. [ToccTeMBI 3aIIUTHL PECYPCOB CUCTEMBI.
[TogcucTemsl 3aIIMTHI CBS3U.
TpeboBanust k mojcucTeMaM, NPEIbSIBISIEMbIE B KaX/10M KJIacce 3alUIIEHHOCTH.
["apanTiy 0e30naCHOCTH KOMIIBIOTEPHBIX CUCTEM B CUCTEME OOIIUX KPUTEPHUEB.
[TonsiTre rapanThy 0€30MaCHOCTH. Y POBHH rapaHTH.
["apanTiy NpOEKTUPOBAHUS 3ALIUILIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.
[Mpunnunel obecrnieueHus rapaHTuil Oe3omacHOCTH. MeETOHOJOTHsl aHajau3a TapaHTHi
0€30MacHOCTH.

9 cemecTp

Bonpocekl peidTuHr-kouTpoJas Nel
LleHHOCTH, ONTACHOCTH, HOTEPU, PUCKHU, YTPO3bl B KOMIIBIOTEPHBIX CUCTEMAX.
OcHOBHBIE YI'pO3bl HHPOPMALIMU B KOMITBIOTEPHBIX CUCTEMAX.
Crnenuduka BO3HUKHOBEHUS YIPO3 B OTKPHITHIX CETSX.
Oco6eHHOCTH 3aIIUThl HHPOPMALIMHU Ha y3J1aX KOMIBIOTEPHOH CETH.
CucreMHBIE BOIIPOCHI 3aIUTHI IPOrPaMM U JIaHHBIX.
Ananus puckoB. Mojienb NpOTUBHUKA, BO3MOKHOCTH MPOTUBHUKA.
[TapamtenpHbIN aHAINA3 LEJIEH U BO3MOYKHOCTEN 3JI0YMBIIIJIEHHUKA B KOMIIBIOTEPHOUN CETH U
B CUTYalll! IIPU HAJIMUUU U30JINPOBAHHOTO KOMIIBIOTEPA.

Bonpocsl peiiTHHr-KOHTPOJIsT Ne2
Cucrema NUIIEH3UPOBAHUS U CEPTUDUKAIINH CPEICTB 3aAIUTHI.
Crpyktypsl B PO, oGecnieunBaroniye JUIEH3UPOBAHUE U CEPTUDUKALINIO CPEJICTB 3alUTHI.
HopMmatuBHas 6a3a 1 OTBETCTBEHHOCTH 32 3alUTY HH(OPMAIIMU B KOMIIBIOTEPHBIX CHCTEMAX.
OcHoBHble pykoBopsmue aokymMeHTel @DOCTOK Poccun, mo oreHke 3alMIIeHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM OT HECAHKLIMOHUPOBAHHOIO JOCTYTA.
PazpaboTka moguTHK 0€30MaCHOCTH JUTS 3alUIEHHBIX KOMITBIOTEPHBIX CUCTEM.
TpeboBanust, npeabaBiIsieMble K pa3paboTKe MOTUTHK 0€301MacHOCTH.
JIMCKpeoHHast 1 MHOTOYPOBHEBAs MOJIUTHKA O€30MaCHOCTH.
[TonuTrka MaHJaTHOTO AOCTYyTA.
[TonuTHKa 3alUTHI IETOCTHOCTH HH(POPMAIIMOHHBIX PECYPCOB.
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Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
PykoBonsmue nokymentsl @CTIOK Poccun no arrecranuu.
Ilopsmox arrectauuu. IIpUHIMIIBI M METOJbl ATTECTALMOHHBIX HCIBITAHUN 3aIIMIIEHHBIX
KOMITBIOTEPHBIX CHCTEM 110 TPEOOBaHUSIM OE30IIaCHOCTH.
CopepxaHue 3TanoB aTTECTALIMOHHBIX UCTIBITAHUM.
KonTtpons 3¢ (heKTHBHOCTH 3aIMUTHBIX MEPOTIPUSATHIA B CHCTEME aTTECTAINH.
Konnenuus ynpasnenust UT-noapaznenennem (IT Service Management. ITIL) — ocnoBa
KoHuenuuu ynpasienus UT-ciyx6amu.
CoBpemenHnas ctpykrypa ITIL.
[IpeumymectBa BHeApeHus [TSM.
busnec-opuentupoBanHoe ynpasienue T Ha coBpeMeHHOM NpeAnpusTy.
[Mopsipok Bueapenuss SLM-cuctemsi.
Service Desk — 1einu, BO3MOKHOCTH, peai3ainy.

Cemectp A

Bomnpocel peliTUHr-KOHTpOJIsT Nel
I'ocynapcTBeHHbIE CTaHIapThl HAa pPa3pabOTKy M co3AaHuEe HH(GOPMALMOHHBIX CHCTEM B
3alIUIIEHHOM HCIIOJTHEHHH.
CASE-texHO0I0THN CO3JaHNsI HHPOPMALIMOHHBIX CHCTEM.
Cranpgapr ITIL.
[TocTpoeHune rapaHTUPOBAHHO 3AIIMIICHHBIX 0a3 JAaHHBIX M HX OLEHKa IO CTaHIapTy
«OpanxeBast KHUTa».
AmepukaHCKU# cTaHAapT no 3ammre nHpopMarun «OpaHkeBas KHUTA.
[ToHATHE TapaHTHH 3aLTUTHI.
Kputepun onieHKH 3alMIIEHHOCTH 0a3 TaHHBIX.
ConeprkaHue KJIaccoB 3aIIUIICHHOCTH.

Bonpocsl peiiTHHT-KOHTPOJIs1 Ne2
[Mogxon k 6e3omacHocTH KOMMBIOTEpHBIX cucTteM B CC u Ga3zoBwie KoHIenuuu. [loHsrue
npodus 3aIIUTHI.
OyHKIMH MOAEPKKH MONUTUKH Oe30macHOCTH. ["apanTum 06e30macHOCTH.
TpebGoBanus Mo 6e30macHOCTH HHGOPMAIIMOHHBIX TEXHOIOTHH. KiIacchl 3auiieHHOCTH.
KoMmoHeHTHI o/icucTeM MOICPKKH MOTUTHKNA 0€30MaCHOCTH.
ConeprxaHue TUITIOBOM MOJIUTUKU O€30MaCHOCTH.
Kinaccbl 3amuiieHHOCTH B cucTeMe oO0mmx kputepueB. l[loHsTHe ayauTa MOTUTHKA
0e30MacHOCTH.
TpeboBanust k mojcUCTEMaM ayIUTa.
[ToacucTemMbl TOATBEPKICHUS TTOATMHHOCTH OTIPABKHU U MOTYYSHHS COOOIICHHUS.

Bonpocs! peiiTHHT-KOHTPOJIsT Ne3
Kanane! yreuku u ux aHanus B cucTeMe OOLINX KpUTEPUEB.
Bunpel kananoB yteuku uH@OpManuu. MecTo KaHaJOB yTEUKU HHPOpPMAIMM B CHCTEME
00MIMX KpuTepueB 0€30MacHOCTH.
Mertoponorust aHaan3a KaHajaoB yTeUKH UH()OPMAIIHH.
be3zonacHoe QyHKIIMOHUpOBaHME B cCHCTEME OOLINX KPUTEPUEB.
VYnpasienue koHurypamueil. besomnacHas ycTaHOBKa CHCTEM 3alllUThl MH(POPMALMOHHBIX
TEXHOJIOTHI.
bezonachas MoaepHu3ays HHHOPMAIIMOHHBIX TEXHOJIOTHIA
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Cemectp B
Bonpocel peiiTUHr-KOHTPOJIsT Nel
e (OcHoOBHbIE KaTeropuu TpeOOBaHUN K MPOTPaMMHOM U MPOrpaMMHO-aIapaTHON pearn3alnuu
CPEICTB 3alUThl HHPOPMAIUH.
e TpebOoBanus K 3aUTE aBTOMAaTU3UPOBaHHBIX cucTeM oT HC/I.
e Mogaenb yrpo3. AHaJIU3 KPUTHYHBIX TEXHOJIOTHM.
e TpeboBaHus, mpeabsBIsieMble K pa3paboTKe MOJENIN yTPo3.
e CrpyKkTypa Mozenu yrpo3 6€301acHOCTH UHPOPMALIUH.
e AHanu3 KPUTUYHBIX TEXHOJOTUI 00pabOTKH HHPOPMALIHH.
e (Cucrema JIMLEH3UPOBAHUS U CEPTUDUKAIIMY CPEICTB 3ALIUTHI.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne2

e [lonsATHe arrecTalny 3alIMIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.

e PyxoBogsume nokymeHTsl ®CTIOK Poccun no arrecranuu.

e Jlopsnok arrecranuu. [IpUHIMIBI U METOABI aTTECTALMOHHBIX MCIBITAHUNM 3allUILECHHBIX
KOMIThIOTEPHBIX CUCTEM I10 TPEOOBAHUSAM O€301TaCHOCTH.

e Copaep)kaHue ATANOB aTTECTAIMOHHBIX UCIIBITAHUM.

e  KoHTposb 3pPEeKTHBHOCTH 3AIUTHBIX MEPOIIPUATHNA B CHCTEME aTTECTAIIUH.

o Konnenuus ynpasnenus UT-nogpasgenenuem (IT Service Management. ITIL) — ocnHoBa
KoHUenuu ynpasnenus UT-cioyx6amu.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
e Microsoft Operations Framework (MOF).
e Craguu co3nanusa 3UC: dopmupoBanue tpeboBanuit k 3UC, paspaborka xonuenuuu 3UC.
TexHnyeckoe 3a7jaHue, 3CKU3HBIM MPOEKT, TEXHUYECKUN IMPOEKT, paboyas AOKyMEHTalus,
BBOJ B I€HICTBHE.
Conposoxaenne 3MC.
Metoapl 1 MeTOaUKH OLleHKH KadecTBa 3MC.
TpeboBanus k skcIuTyaTanoHHoM qokymenTtauu 31C.
[Topsimox mpueMku 3amuiieHHbIX 3MC, B TOM uuclie NPOrpaMMHBIX M TEXHHYECKHUX (B
YaCTHOCTH, KPUIITOTpapUUeCKHX) CPEACTB U CUCTEM 3aIuuThl HHPpopmaruu ot HCJI.
e Oco6ennoctu skcruryaranuu 3VC Ha 00bEKTE 3alTUTHI.

5.2. HpOMe)KyTO‘-lHaH aTTeCcTanuyd 1o uToraM OCBOCHUSA JUCHUIIJIHMHBI

IIpumepHbIii NepeyeHb BONMPOCOB K IK3aMeHY 8 ceMecTp:
- Tunbl KOMIIBIOTEPHBIX CUCTEM, KaK 2JIEMEHTOB MHPOPMAIIMOHHBIX TEXHOJIOTUH.
- OcCHOBHBIE TNPHUHIMIIBI YCIEMIHOTO (YHKIMOHUPOBAHUS HH(MOPMALMOHHONW (KOMIBIOTEPHOM)
CHUCTEMBI.
- Ilenb npuHUMAEMBIX PYKOBOACTBOM IIPEANPUATHS U JTOJKHOCTHBIMU JIMLAMU MEp I10 MOIACPKKE
MH(OPMALOHHBIX TEXHOJIOTHI MPUHATHUS PELICHUH.
- OcCHOBHBIE TPUHIMIIBI U METOMAbI 3allUThl MH(OPMAIIMOHHBIX IPOLECCOB B KOMITBIOTEPHBIX
CHUCTEMaX.
- TlonsTHe 3anmieHHON HHYOPMAITHOHHON TEXHOJIOTHH.
- OcHOBHBIE TOAXO/bI, UCIHOJB3YEMBbIE MPU MPOSKTHPOBAHUM 3AIUIIEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTUH.
- TpeboBanus, npeabsBisieMble K HHOOPMAIIMOHHBIM (KOMITBIOTEPHBIM) CUCTEMaM B 3alUILICHHOM
VICITOJTHEHHH.
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- TocymapcTBeHHBIE CTaHIApThl Ha pPa3paboOTKy U co3/laHuEe HMH()OPMAIIMOHHBIX CHUCTEM B
3aIUIIEHHOM HCIIOJHEHUH.

- CASE-texHosnoruu co3zanus HHPOPMALMOHHBIX CUCTEM.

- Cranpapr ITIL.

- IlocTpoeHue rapaHTUPOBAHHO 3AIIMIICHHBIX 0a3 JAHHBIX U UX OLIEHKA MO cTaHaapTy «OpamxkeBas
KHUTa.

- AMepHuKaHCKHI cTaHnapt 1o 3amure nHpopmarmn «OpaHkeBasi KHUTay.

- IlonsTue rapaHTuy 3alUTHI.

- Kpurepuu onieHku 3amunieHHOCTH 06a3 TaHHBIX.

- CopepxaHue KJIacCOB 3aIMILIEHHOCTH.

- TpeOoBanus mo 3amwure HWHOOPMALUHK, MPEIbSABISEMbIE B KaXJIOM KJacce 3allUIIEHHOCTH.
[TpuHIUIBI 1 METO/IBI IOCTPOCHHUS TAPAHTUPOBAHHO 3AIIUIICHHBIX HHOOPMAIIHOHHBIX CUCTEM.

- Bomnpocsi rapanTuit u 3¢ dexkruBHOCTH B eBporeiickom cranaapte ITSEC.

EBponeiickuii crangapt no 3amute napopmarnuu ITSEC.

- llonsiTHe rapaHTHM 3alUTHl B COOTBETCTBUHM C eBponeickuM cranaaptoM ITSEC.

Kputepun oleHKkH 3allMIIEHHOCTH B COOTBETCTBMM C eBporedckuMm crangaptom [TSEC.
CopepxaHue KJIacCOB 3aIMILEHHOCTH B COOTBETCTBUU € eBpornelickum crangaprom [TSEC.

- OyHKIMOHAJIbHBIE TpeOOBaHUS MO 3alUTe MH(QOpPMAIMH, MPEAbIBIAEMbIE B KaXKIOM Kilacce
3alllMIIEHHOCTH B COOTBETCTBUH ¢ eBporneiickuM ctanaaptom [TSEC.

- IIpuHIMIBI 1 METOABI TOCTPOSHUS 3AIIUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.

- TMomxom k Oe3omacHOoCcTH KOMIBIOTEpHBIX cucteM B CC u 0a3oBble KoHIenuu. [loHsTue
npodUs 3aIUTHI.

- @YHKUUU NOAJIEPKKH IMOJIUTUKH O0e30n1acHOCTH. ['apaHTun 6€30MacHOCTH.

- TpeGoBanus mo 6e30macHOCTH UH(DOPMALIMOHHBIX TexHOoJorui. Kitacchl 3allMIIIeHHOCTH.

- KommnonenTts moacucteM noaaep>KK1 MOJIUTUKNA OE30MIaCHOCTH.

- CopepxaHue TUIIOBOM MOJIUTUKU OE30MIACHOCTH.

- Kunaccel 3ammmeHHoctd B cucteme oOmmx kputepueB. [loHsTHe ayauTa TOJUTHKU
0€30MacHOCTH.

- TpeOGoBaHus K TOJCUCTEMAM ayIUTA.

IIpumepHBIi IepeYeHb BONPOCOB K 3a4eTy 9 cemecTp
- Iloacuctembl NOATBEPKAEHUS MOUIMHHOCTH OTIPABKU U MOJIy4YE€HUsI COOOILIEHUSI.
- lloxcucremsl pasrpaHUYEHUs JOCTYTIA.
- Tloacuctemsl naeHTU(OUKAIMY U Ay TEeHTU(DUKALINH.
- Iloxacuctemsl 3amuThl GyHKIUHN 3amUThl. [logcucTeMbl 3alIUTHl PECYPCOB CUCTEMBI.
- IloxpcucTemsl 3alIUTHI CBA3H.
- Tpeboanus k noacucTeMam, NPeAbIBIIEMbIE B KaXKI0M KJ1acce 3alIUIIIEHHOCTH.
- Tapantun 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM B CUCTEME OOIINUX KPUTEPHUEB.
- Ilonsatue rapantuu 0€30MaCHOCTH. Y POBHHU TapaHTHUH.
- T'apantuu npoeKTUpPOBaHMS 3AIIUIICHHBIX HH)OPMALIMOHHBIX CHCTEM.
- IlpuHuuner oOecrneyeHus TapaHTuil Oe3omacHocTH. Mertomosnoruss aHanM3a TapaHTUR
0€30MacHOCTH.
- Kanansl yTeuku u ux aHainu3 B CUCTEME OOIIUX KPUTEPHUEB.
- Bunapl kananoB yreuku mHpopManuu. Mecto KaHalIOB yTeUKH MH(OpMaIMK B cUCTEME OOIIMX
KpUTEpPHEB OE30MaCHOCTH.
- Merogosnorus ananu3a KaHaJOB yT€UKH UHPOPMAIIUH.
- besomacHoe QpyHKIIMOHUPOBAaHUE B CUCTEME OOIIUX KPUTEPHUEB.
- VYmpaBnenue koHpurypammeit. bezomacHas ycTaHOBKAa CHCTEM 3aIlUThl HHGOPMAIMOHHBIX
TEXHOJIOTHM.
- bezomacnas monepHuzanus HHGOPMAITMOHHBIX TEXHOJIOTUI
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IIpuMepHbIii IepedyeHb BONPOCOB K IK3aMeHy cemecTp A
- IlenHocrtn, OMacHOCTH, NOTEPH, PUCKHU, YTPO3bI B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBHBIE YTpO3bl HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX.
- Cnenuduka BO3HUKHOBEHHUS YTPO3 B OTKPBITBIX CETSX.
- OcobeHHOCTH 3aIIUTHI HHPOPMALIUHU HA y3JIaX KOMIIBIOTEPHOM CETH.
- CucTeMHBIE BOIIPOCHI 3aIUTHI TPOTPAMM U JAHHBIX.
- AHanus puckoB. MoJienb NpOTUBHUKA, BO3MOXKHOCTH IIPOTUBHUKA.
- [IlapamutenbHblM aHANIM3 LEIE U BO3MOKHOCTEH 3JIOYMBILIUICHHUKA B KOMIIBIOTEPHOW CETH U B
CUTyalll! IIPU HAJIMYUU U30JIMPOBAHHOTO KOMIIBIOTEPA.
- OcHOBHBIE KaTeropuu TpeOOBaHUI K MPOrpaMMHON M MPOTrpaMMHO-aNIapaTHON peanu3anuu
CPEZCTB 3alUThl HH(OPMALIUH.
- TpeboBanus K 3ammTe aBTOMaTH3UpOoBaHHbIX cucteM oT HC/I.
- Mogaenb yrpo3. AHJIN3 KPUTUYHBIX TEXHOJIOTHM.
- TpeboBanus, npeabaBiIsieMble K pa3padoTKe MOJEIN YIpo3.
- Crpykrypa Mozenu yrpo3 6e301acHOCTH HHGOpMALIUU.
- AHanu3 KpUTUYHBIX TEXHOJIOIHH 00paboTKU MH(DOPMAIUH.
- Cucrema JIMIIEH3UPOBAHUS U CEPTH(PUKALINU CPEICTB 3AIIUTHL.
- Crpykrypsl B PO, obecnieunBaronue JUIEH3UPOBAHNE U CEPTUDUKALIMIO CPE/ICTB 3AIUTHI.
- HopmaruBHnas 6a3a 1 OTBETCTBEHHOCTb 32 3aIUTY HH(POPMAIIUH B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBuble pykoBomsamue gokyMeHTel @DOCTOK Poccum, 1o OLEHKe 3alIMILEHHOCTH
ABTOMAaTU3MPOBAHHBIX CUCTEM OT HECAHKLIMOHUPOBAHHOIO JTOCTYIIA.

IIpumepHBbIii IepeyeHb BONPOCOB K IK3aMeHy cemecTp B
- Pa3paboTka nonuTuk 6€300acHOCTH AJIS 3aIUUIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.
- TpeGoBanus, npexbsaBiIsIeMble K pa3pabOTKe MOJIUTUK OE30MaCHOCTH.
- JluckpenuoHHas © MHOTOYPOBHEBAs OJIUTHKA OE30MaCHOCTH.
- IlonuTuka MaHzaTHOrO 1OCTYyNA.
- TMomuTHka 3amuUTH ETOCTHOCTH HH()OPMAITHOHHBIX PECYPCOB.
- IloHATne aTTecTaluy 3alMIEHHBIX KOMIBIOTEPHBIX CUCTEM.
- PyxoBogsamue noxkymentsl ®CTOK Poccuu no arrectaruu.
- Tlopsgok arrecranuu. IIpuHUIMOBI ¥ METOABI ATTECTALIMOHHBIX MCHBITAHUHN 3aIMIEHHBIX
KOMITBIOTEPHBIX CUCTEM IO TPEOOBaHUSIM O€30MaCHOCTH.
- CopneprkaHue ATaoB aTTECTALlMOHHBIX MCTIBITAHUM.
- KonuTponb 3 pekTHBHOCTH 3aIIUTHBIX MEPONPUSATHI B CUCTEME aTTECTALlMH.
- Konnenuus ynpasnenuss UT-nogpaspenennem (IT Service Management. ITIL) — ocnHoBa
KoHuenuuu ynpasienus UT-ciyx6amu.
- Cospemennas ctpykrypa ITIL.
- IlpeumymectBa BHeapenus [TSM.
- busHec-opuenTupoBanHoe ynpasieHue UT Ha cOBpeMEHHOM IpEaIPUSITUH.
- Ilopsaok BHenpenust SLM-cucTeMsl.
- Service Desk — 11emu, BO3MOKHOCTH, peaTu3aliuu.
- Microsoft Operations Framework (MOF).
- Cramgun co3ganus 3UC: ¢opmupoBanue tpedoBanmii k 3UC, paszpaborka konuenuuu 3HUC.
TexHuyeckoe 3a/laHue, CKU3HBIM MPOEKT, TEXHUYECKUN MPOEKT, paboyasi JOKyMEHTalMs, BBOJ B
JICUCTBUE.
- Merons! 1 MeToanKH O1leHKN KadecTBa 3MC.
- TpeGoBanus K 3KCITyaTaliioHHOMK 1okyMmeHTanuu 3UC.
- Topsnok mpuemku 3ammmieHHbix 3MC, B TOM 4uclie NPOrpaMMHBIX M TEXHHUYECKUX (B
YaCTHOCTH, KPUNITOTpapUUECKHX) CPEACTB U cUCTeM 3aiiuThl nHpopmanuu ot HCJI.
- OcoGennoctu skcrutyaranu 3UC Ha 00BbEeKTe 3aIUTHI.
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5.3. CamocTosiTe1bHAsi paboTa 00y4aroImerocs.
IIpumepHbIe BONPOCHI U 32IaHUS IJIs1 CAMOCTOATEIbHO padoThl CTY1€eHTOB

8 cemecTp
ITIL — Komnonent «Ilogaepxka ycayr».
ITIL — Komnonent «IIpenocTtaBieHue ycayr».
ITIL — ocHoBa koHuenuuu ynpasiaeHuss UT-cimyxoamu.
Service Desk — 1ieni, BO3MOKHOCTH, peaTi3allim.
Aynut uadpactpykrypsl PUC/KAC.
AYTCOPCHHT.

9 cemecTp
Meromonorus Penetration Testing. Open Source Security Testing Methodology Manual
(OSSTMM).
Meromonorus Penetration Testing. Information Systems Security Assessment Framework
(ISSAF).
Merononorus Penetration Testing. Open Web Application Security Project (OWASP).
Mertononorust  Penetration Testing. Web Application Security Consortium Threat
Classification (WASC-TC).
Crangapt Penetration Testing. Penetration Testing Execution Standard (PTES).
Footprinting. Ienu, 3amauun Footprinting. Dramsr Footprinting u Reconnaissance.
Footprinting. OTKpBITbIE HCTOYHUKH U TACCUBHBIN COOP HHPOPMAITIH.
Footprinting. AkTuBHBIN cOOp MHPOPMALINH.
Footprinting. [Iporpammusie nHCTpyMeHTHI FOOtprinting u Reconnaissance.
CxkanupoBanue cetu. OOHapy)eHHE y3JI0B ceTU. MeTo/1bl ¥ IPOrpaMMHbIE CPECTBA.
CkanupoBanue ceti. OOHapyKeHUE OTKPBITHIX IOPTOB y3J1a CETU. METo/bl U IpOrpaMMHbIE
CpeacCTBa.
CkanupoBanne ceru. Tumbl ckanuposanus (Full Open Scan, Half-open Scan, Xmas Tree
Scan). OcoOeHHOCTH UCTIOJIb30BAHUS PACCMATPUBAEMbIX THIIOB CKAHHUPOBAHHSI.
CkanupoBanue cetd. Tunbl ckanupoBanus (FIN Scan, NULL Scan, ACK Scanning).
Oco0EHHOCTH UCIIOIb30BaHUS paccMaTpruBaACMBbIX TUIIOB CKaHUPOBAHUA.
CkanupoBanue cetd. Tumbl ckanupoBanus (UDP Scanning, ARP Scan). OcoGeHHocTH
HCIIOJIb30BAHUA paCCMATPUBACMBIX TUIIOB CKAHUPOBAHMU.

Cemectp A
Services fingerprinting. Metoasr Services fingerprinting.
Services fingerprinting. ITporpamMusie nHcTpyMeHTHI Services fingerprinting.
OS Fingerprinting. Metoasr OS Fingerprinting. Banner Grabbing.
OS Fingerprinting. Meroxsr OS Fingerprinting. TTaccuBHoe HcciieoBaHHE CTEKa B 3aj1ade
unentuduxauu OC.
OS Fingerprinting. Metronet OS Fingerprinting. AKTHBHOE HCCIIEIOBaHUE CTeKa B 3ajade
uaeatuduxaun OC.
Enumeration. Ilonsitue, memu wu 3amaun Enumeration. WMuBeHTapusammst pecypcoB OS
Windows. MeTozbl ¥ cpesicTBa.
Enumeration. Ilonstre, nemu u 3amaun Enumeration. WMuBenTapusanms pecypcoB OS
Linux/Unix. MeToas! u cpeacTBa.
Enumeration. [Tonsrtue, nienu u 3agaun Enumeration. MaBentapuzamms nocpeactsom SNMP.
Enumeration. [Tonsarue, nienu u 3agaun Enumeration. MlaBentapuzamnus LDAP.
Enumeration. IToustue, nenu u 3agaun Enumeration. Muasenrapusanus SMTP.
Sniffing. llenu u 3amaun ananu3za tpaduka. [[porpamMMHbIe HHCTPYMEHTHI aHAIHM3a TpaduKa.
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e Sniffing araku B kommyTupyemoii ceteBoii cpene. MAC Flooding. ARP Poisoning.
e Sniffing ataku B kommyTupyemoii cereBoit cpeae. MAC Spoofing.

Cemectp B
e Sniffing aTaku B KOMMYyTHpPYyeMOH CETeBOU cpene. MeToabl U cpeAcTBa 3amuThl oT Sniffing

aTak.

o Araku DOS. llenu u 3agaun atak DOS. Tunsr atak DOS.
SYN Attack/Flood. ICMP Flood Attack.

e Araku DOS. Service Request Floods.

[TporpaMMHBIE CpeiCcTBA ITPOBEIECHUS aTaK.

e Artaku DOS. Ping of Death. Teardrop. Smurf. Fraggle. [IporpamMHbIe cpeacTBa IPOBEICHUS

aTax.
Ataku Buffer Overflow. [Ipuniurmesr.
Ataku DDOS. OcobeHHOCTH peau3aliuy.

Ckanepsl ysa3BuMocTeil. Yszpumoctu b1,
CpenctBa ananuza 3amuineHHocTy bJI.

®donx  oneHouyHblx  MarepuanioB  (POM)  mis
c()OPMUPOBAHHOCTH KOMITCTEHIIUH OOYYarOMMXCs 10 JUCHHUILTUHE O(OPMIISETCS OTACIbHBIM

JAOKYMCHTOM.

BecnpoBoanbie cetu. Yrpossl u yszBumoctu Wireless Networks.
becnipoBonubie cetn. Aytentudukarus Wi-fi.
BecnpoBoaubie cetn. Ataku neayrentudukanuu (Deauthentication Attack).
Ckanepsl ysa3BumocTeil. UnenTudukanus ysi3BUMOCTEN B CETSX.

Ckanepsl ysa3Bumocteil. Yazsumoctu WEB npunoxeHui.
CpenctBa ananuza 3amuiieHHoctd WEB npuiosxenuii.

IIPpOBCACHUA aTTcCTallnuu YPOBH:A

6. YYHEBHO-METOANYECKOE U UTHOPOPMAIIMOHHOE OBECIIEYEHUE

JUCHUITIMHBI
6.1. Knuroo6ecneueHHOCTH
HaunmeHnoBanue nuteparypsl: aBTOp, HA3BaHUE, T'on KHUT'OOBECIIEYEHHOCTbD
BUO U3aaHUA, U3AaTCIIBCTBO U3JaHusA Hamuuue B 3JIEKTPOHHOM KaTaJiore
9bC
OcHoBHas nuTEparypa

Texuonorun obecneyeHus 6e30MacHOCTH 2021 https://biblioclub.ru/index.php?page=book&i
HH(POPMAIMOHHBIX CUCTEM: yueOHoe mocodue: [16+] / d=598988 (nara obpamenus: 18.09.2021)
A. JI. Mapyxaenko, JI. O. Mapyxinenko, M. A. Eppemos u
Ip. — Mocksa; bepiaun: Jupekr-Menua, 2021. — 210 c.—
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988
TonukoB, A. M. OCHOBBI IPOSKTUPOBAHUS 3AIIUIIEHHBIX 2016 https://biblioclub.ru/index.php?page=book&i
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KYPC JICKITHIA, d=480796 (nara obpamenus: 18.09.2021)
KOMIIBIOTEPHBII IPAKTUKYM, KOMIIBIOTEPHBIC
JabopaTopHble padOTHI M 3aJaHHE Ha CAMOCTOSATEIBHYIO
paboty / A. M. l'onmkos. — Tomck: TYCYP, 2016. — 396 c.
MboiiBoia, 3. BesomacHocTs cereit: yuebHOe mocobue: 2016 https://biblioclub.ru/index.php?page=book&i
[16+] / D. MoiiBona. — 2-e u3z., ucip. — Mocksa: d=429035 (nara oopamenus: 18.09.2021)
Harmmmonaneusiit OTkpeiTeiit YHEBEpCeHTeT «AHTYUTY,
2016. — 572 c.
Boga, B. B. OcHOBBI IPOEKTHPOBAHUS HHPOPMAIIHOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
CHCTEM M TEXHOJIOTHIA: yueOHoe mocobue: [16+] / d=499515 (mara obpamienus: 18.09.2021)
B. B. bosa, 10. A. KpaBuenko. — Poctos-Ha-/loHy;
Taranpor: FOxHbI# (enepansHblil yauBepcurer, 2018. —
106 c.— ISBN 978-5-9275-2717-5



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=499515
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Ienemenxo, B. C. MeHe)KMEHT HHIMIEHTOB 2017 https://biblioclub.ru/index.php?page=book&i
HHPOPMAMOHHON 0€30I1aCHOCTH 3aIMUIICHHBIX d=467139 (nara o6pamenus: 18.09.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIPABJICHU: yueOHOEe
nocobwue: [16+] / B. C. Ilenemenxo, C. B. 'oBopoga,
M. A. Jlanmra. — CraBpomons: CeBepo-KaBkasckuit
®Denepanpabiii yausepcuret (CKDY), 2017. — 86 c.

JlononHuTenpHas Mreparypa

MeTo/I0IOTHYECKHE OCHOBBI MOCTPOEHUS 3alMIIEHHBIX 2013 https://biblioclub.ru/index.php?page=book&i
AaBTOMATH3MPOBAHHBIX CHCTeM: yd4eOHoe Tmocobme / d=255851 (mara obpamienus: 18.09.2021)
A. B. lymxkun, O. B. Jlankun, C. B. Ilorexemkuit u 1p.;
Bopounexckuit roCcyAapCTBEHHBIN YHUBEPCUTET
MHXXEHEPHBIX TexHoJorui. — Boponex: BopoHnexckuil
TOCYZAapCTBCHHBIN YHUBEPCUTET HHKCHEPHBIX TEXHOIOTHH,
2013. — 258 c. — ISBN 978-5-89448-981-0

T'onukoB, A. M. Bamura  WHOpPMAIMH B 2015 https://biblioclub.ru/index.php?page=book&i
MH(QOKOMMYHHMKAIIIOHHBIX CHUCTEMaX WU CeTsIX: ydeOHoe d=480637 (mara obpamienus: 18.09.2021)
mocooue: [16+] / A. M. Tonukos; Tomckuit
FocynapcTBEHHBIN YHHBEPCHTET CHCTEM YIPABICHUS H
panuodnekrponuku (TYCYP). — Tomck, 2015. — 284 c.

Opranmzanust  6e3omacHoOil  paboTel  MHGOPMAIIMOHHBIX 2014 https://biblioclub.ru/index.php?page=book&i
CHCTEM: yueObHOoe  mocobme /  1O. 1O. I'pomos, d=277794 (nara obpamenus: 18.09.2021)
10. ®. MaptemsbsHoB, 0. K. Bykypako u np.; Tam6oBckuit
TOCYIapCTBCHHBIH TEXHUYECKUH yHHBepcHTeT. — TamOoB,
2014. - 132 c..

6.2. Ilepuoanyveckue u3TaHusl

e XKypuan  «Bompocel  3ammtel  umHpopMammm».  Pexum  goctyma:  http://i-
vimi.ru/editions/detail.php?SECTION _ID=155/;

e XKypunan "Information Security/lHdopmanmonnas O6e3onacHocTs". Pexum poctyna:
http://www.itsec.ru/insec-about.php.

e [keMecAYHBII  TEOPETUYECKMH W IPUKIAAHOM  HAyYHO-TEXHUYECKHM  JKypHAI
«Mudopmanmonnslie TexHoiaorum». Pexum nocryna http://novtex.ru/IT/.

e «Kypnan cereBbix pemenuit/LAN» -Pexxum nocryna: http://www.osp.ru/lan/current;

e DOnekTpoHHBIH XypHan «KopmopaTtuBHble ceTH mepenaud JIaHHBIX» -Pexum mpocryma:
http://www.delpress.ru/

6.3. UuTepHeT-pecypcebl

e (OOpa3oBarenbHblii cepBep kadeapst U3M.— Pexxum nocryna: http://edu.izi.visu.ru
o Uudopmarrionnas oopasoBarenbHas ceTb.- Pexxum gocryna: http://ien.izi.visu.ru
e BuyrpuBy3oBckue uznanus Bnl'Y.— Pexxum noctyna: http://e.lib.vlsu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCLHUIIJIMHBI

3aHsTHS TPOBOAATCS B cieayomux ayauropusx Bal'V (kopmyc Ne2) o agpecy r. Bnagumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JIekunoHHast ayAUTOPHS, KOJTUYECTBO CTyleHUYecKux MecT — 50, mromans 60 m2,
OCHAIlleHHe: MyJIbTUMeIuitHOe 00opyaoBaHue (nHTepakThBHas nocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045

ayn. 427a-2, mabopaTopusi CETeBBIX TEXHOJOTHH, KOJIMYECTBO CTYAEHYECKMX MecT — 14,
mIomaas 36 M2, OCHaIIEHHUE: KOMIBIOTEPHBIN Kitace ¢ 8 padbounmu craniusmu Core 2 Duo E8400 ¢
BbIX0JIoM B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzaropo Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, koMMmyTaTop
Cisco Catalyst Express 500 Series, mpoexktop BenQ MP 620 P, skpaH HacTeHHBIH pPYJIOHHBIH.
JlunensuoHHoe  mporpaMMmHoe — oOecmedeHue: — omepanuoHHas — cucremMa  Windows 7



https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://ien.izi.vlsu.ru/
http://e.lib.vlsu.ru/
http://e.lib.vlsu.ru/
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[Tpodeccuonanbuas, oducHbei maker npuioxeHuid Microsoft Office IlpodeccnonanbHbIil MTIOC
2007, GecruiaTHO pacmpocTpaHseMoe MporpaMMHOe oOecrieueHue: JIMHeHKka MHTETPUPOBAHHBIX CPET
pazpabotrku Visual Studio Express 2012, mporpammublii mpoaykt BupTyaim3anuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru nepenauu naHubix Cisco Packet Tracer 7.0, nnTerpupoBanHas
cpena pa3padbotku nporpammuoro obecrieyenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHII «KommiekcHas 3amura OOBEKTOB HH(POPMATH3AIUN», KOJIUYECTBO
CTyJIEHUECKMX MecT — 15, mmomanas 52 M2, OCHAIIEHHWE: KOMIBIOTEPHBIH Kiacc ¢ 7 pabodunmu
cranuusamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (mpoekTop Toshiba TLP X200, 3xpaH HACTEHHBIH PYJIOHHBIN ), TPUOOP
ST-031P «Ilupanps-P» MHOrOpyHKIIMOHAIBHBIA ITOMCKOBBIH, NpuOOp «YIIaH-2» TOUCKOBBIMH,
BHOpoakycTHuieckuii renepaTop myma «Conara AB 1M», umMurarop paboThl CpeACTB HEJIETAIBHOTO
chema uHpopMaruu, paborammux mno paguokanany «lllunoBauky, ananuzatop crekrpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHusi paboThI
cUCTeM MOOWIJIBHOW CBsi3u «Mo3aiika-3», yCTpPOWCTBO 3allUTHl TeJIC(POHHBIX TIEPETOBOPOB OT
npociaymuBanus  «I[Ipokpyct 2000», nuktodpon Edic MINI Hunter, noxatop «Pomgauk-2K»
HEJIMHEHHBIN, KOMIUIEKC MPOBEICHHUS aKyCTHUECKUX M BHOPOAKyCTHYECKHUX H3MepeHHi «CrpyT
MuHU-A», Bugeoperucrparop uudposoir Best DVR-405, reneparop Illyma «I'Hom-3»,yueOHo-
UCCJIEIOBATENLCKUN KOMIUIEKC «CBEpXIIUPOKOIOIOCHBIE OecrpoBOHbIE ceHCOpHBIe ceTr» (Nano
Xaos), ckanupytommii npuemMHuk «Icom IC-R1500», ananmzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOW aHTeHHOU. JIunensnonnoe nmporpammuoe obecredenue: Windows 8 IlpodeccuonanbHhas,
opucHeni maker mpuinoxkeHuit Microsoft Office Ilpodeccuonansupiii moc 2010, OecraTHO
pacmpocTpaHsieMoe NporpaMMHOE oOOecredeHue: JMHEeWKa WHTETPUPOBAHHBIX Cpel pa3padoTKu
Visual Studio Express 2012, uHcTpyMeHT uMHUTaLMOHHOr0 MoienupoBanus AnyLogic 7.2.0 Personal
Learning Edition, maTerpHpOoBaHHas cpeaa paspadoTku mnporpammuoro obdecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pafouyio nporpamMmy cocTasul: 3aseyioumit xapenpoit 31
a.1.6. Moraxos M.1O.

A
Peuensent: 3amecturens pykosogurens PALL 000 V !
«Mudollentpy x.1.1n. Beprunesckuii H.B v chy
IIporpamMma paccMOTpeHa B 0100peHa Ha 3aceI1anHH kadeapul PEH
Mpotoxon N 73 or 72 U5 27 roma ,f/‘
3amenyiouui kadeapoit 1.1.4H., npodeccop, /M.IO. Monaxop/
PaGouas mporpaMma paccMoTpena M onoGpena Ha yqﬁn&uewmecxon KOMHCCHH

Mporokon Ne 73 or £2 0523 rona
[Ipencenarens KOMHCCHH AT.H., Ipodeccop,

cnenmansHocty 10.05.04 «Mnd)opuannoano—anwe cHCTeMBl DE30macHoCTHY

/\//IfMloMggmg

JIMCT NEPEYTBEPAK/IEHUSA
PABOYEN MPOI' PAMMBI JUCHHTLIMHbBI

PaBouas nporpamma ozodpena na 20 /20 y4eOHbIi roa
[poroxon sacenanns kadeaps Ne or roaa

3aseyromui kapenpoit _AT.H.. npodeccop /M.IO. Mosaxop/
(@®HO, noxHes)

PaGouas nporpamma ojo0pena na 20 /20 yyeOnsH roa
[porokon 3acenanus xapeaps Ne or roaa

3apeyroummi xapeapoil JT.H.. npodeccop /M.IO. Monaxon/__
{®HO, noanucs)

PaGouas nporpamma ogoGpena na 20 /20 y4eGubii roa
[Nporoko 3acenanns kadeaps Ne or rona

3aseayiouit kadeapoit LT.H.. npodeccop /MLIO. Monaxos/__
(U0, noanses)

Pabouas nporpamma onobpena na 20 /20 yuebusiit roa

Tporokon 3acenanus kadeaps: Ne oT rojaa
Saseyromuii kadeapoi _A.T.H.. npodeccop /M.IO. Monaxon/__

(®OHO, noanuce)
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JIMCT PETUCTPALIIMA U3MEHEHUI
B pab0OvyI0 IPOrpaMMy AUCIUTLTIHbI
3awuwennvle ungopmayuonnsie cucmemol
00pa3oBaTeNbHON MPOrpaMMBbl CIIEHUATBHOCTH

10.05.04 «MudopmarimoHHO-aHATUTUYECKUE CUCTEMBI O€30TTaCHOCTH

Homep BHeceHbl H3MEHEHUSI B 4aCTH/Pa3Ielibl Hcnonuurenb OcHoBaHme
M3MCHCHIS paboueii TporpaMMbl dUO (HOMEp M AaTa MpOTOKOJIa
3aceaHus Kadeapsl)
1
2
3aBenyromuii kadeapoit /M.IO.Mosnaxos/

Tloonuce [0)5(0)]




