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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenpto ocBoeHUs AUCHUIUTUHBI «CTaHIapThl UH(GOPMAIIMOHHON OE30MacCHOCTHY SIBIISIOTCS
obecrieueHrne MOATOTOBKU CTYJIEHTOB B coOTBeTCTBHH ¢ TpeboBaHusmu ®I'OC BO 3++ u yuebHOTO
wiana no crnenuansHoctd 10.05.04 «MHpopMamoHHO-aHAINTHYECKUE CUCTEMBI 0e30macHoCcTY. B
mpolecce MOArOTOBKU oOecrieuynuBaeTcsi GOpMUPOBAHUE Y CTYIEHTOB OOOOIIEHHOTO MPEICTaBICHUS
00 akTyanbHOM, JCHCTByIOIIEH Ha TEKyIMd MOMEHT HOpMaTuBHOW ©6a30if B oOjacTu
nH(pOPMaLIMOHHON 6€30MaCHOCTH U ACUCTBYIOUINX CTAaHAAPTOB 10 HHPOPMAIIMOHHOM 0€30MacHOCTH.

3amaueit nucumuHbl «CTaHAapThl HHPOPMAITMOHHOW OE30MaCHOCTHY SIBIISETCS M3Y4YCHHE
IpoLeayp aTTecTalud 00beKTOB MH(pOpMaTU3alMU U MHPOPMALMOHHBIX CHCTEM; JTUIEH3UPOBAHUS
NEeSITeIbHOCTH B O0JlacTH  MH(OPMAIMOHHOW 0€30MacHOCTH; TPOBEACHHUS KaTerOPHUPOBAHUS
00BeKTOB MH(pOpMATH3AIMH, CIEIUAIBHBIX MPOBEPOK U oOcienoBaHuil; cepTuduKauuu B cdepe
3amUThl  MHPOpManuyd, (OPMHUPOBAHUSA CUCTEMbI 3aIIUTHl WH(GOpPMAIMM B COOTBETCTBHH C
JNEHCTBYIOIMMU CTaHAapTaMU B 00J1aCTH MH(POPMALIMOHHOM 0€30MacHOCTH.

B kxypce paccmarpuBaercss HOpMaTHBHAsA 0aza v MpaBONPUMEHEHHE (eIepaIbHbIX 3aKOHOB B
o0nacTu mpoBeJeHUS CepTU(PUKAIUY, JTUIICH3UPOBAHUSI U aTTeCTAalluu O0O0BEKTOB MH(pOpMATH3AUU
IpU JICATEIIBHOCTH, CBS3aHHOW C CEKPETHBIMH M KOH(HICHIMAIbHBIMH CBEACHUSMH. B Kypce
paccMaTpUBAIOTCS COBPEMEHHBIE JCUCTBYIOLINE MEXKIyHAPOJIHbIE M OTEYECTBEHHBIE CTAHIAPTHI B
obnactu  oOecrnieueHusi 3allUThl  MHPoOpManuu B  HMHPOpPMAIMOHHBIX cucreMax. Kypce
pelycCMaTpUBAET OBNIAJICHUE HAaBBIKAMU MPAKTUYECKON AESITENFHOCTU B 00JIACTH MPABONPUMEHEHUS
CYLIECTBYIOIIIEr0 3aKOHOAATEIbCTBA B 00JIACTH 3alIUTHI HH(POPMAIIUK OTPAHUIEHHOTO JOCTYIIA.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
Jucuunnuna «CrangapTel MHPOPMAIIMOHHON OE30MacHOCTHY» OTHOCHTCS K BapUaTHUBHOM
yactd, (GopMupyemMoil ydacTHHKaMH oOpa3oBarenbHbIX oTHomieHud bnoka Bl (kom B1.B.02). B
y4eOHOM IIJIaHEe MPEAyCMOTPEHBl BUIbl YUEOHOM MEATENBHOCTH, O0OECIeUYHBAIONINE CHUHTE3
TEOPETUYECKHUX JICKIIUH, MPAKTHYCCKUX 3aHSATHH W CaMOCTOSTEIBHOH paboThl cTyaeHTOB. Kypc
TECHO B3aMMOCBSI3aH C IPYTMMHU JUCUUIIMHAMU JAHHOTO LIUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JTUCHUIITINHE
[Inanupyembie pe3ynbTaThl OOyYeHUs] TO AUCIMIUIMHE, COOTHECEHHBIE C TUIAHHUPYEMBIMHU
pesynbratamu ocBoeHust OIIOII (koMneTeHIIUAMEI U UHINKATOPAMU JTOCTHKEHHUST KOMIIETSHIINN )

dopMupyemblie [Tnmarupyemsele pe3ynbTaThl O0OYUYESHHS IO TUCIUILTHHE, B HanmenoBanme
KOMIIETEHI[UHN COOTBETCTBUU C MHAMKATOPOM JOCTHKEHUSI KOMIIETEHIUH OLICHOYHOTO
(xom, comepkanue Nunuxarop Pesynbrarhl 00y4eHHUs 10 AUCIUTUIMHE cpencTaa
KOMITECTCHITHH ) JOCTHKEHHS
KOMIIETEHIUHY|
(x00,
codepacarue
UHOUKAMOpa)
I[1K-3.1.1 3HaTh OCHOBHBIE METOIbI OPTaHU3AIMOHHOTO

IIK-3 Criocoben N
obecrieueHnst THPOPMAIIMOHHON 06€30MacCHOCTH
00ecCIIeYnTh VAC

opranm3anuio padboT

MK-3.1.1 3HaTh HOPMATHBHBIE PABOBHIE AKTHI B 00JIACTH
10 BBITIOJTHEHUIO B
3alMThl HHGOpMAIH
MH(POPMALUOHHO-
N [IK-3.1.1 3HaTh PYKOBOJALINE U METOANUYECKUE
AHAIUTUYECKOMN TecroBeie
JIOKYMEHTBI YIIOTHOMOYEHHBIX (pefiepabHbIX
cucreme . BOIIPOCHI
. OpraHOB UCIIOJIHUTEIHHO BIACTH IO 3alUTE
TpeOOBaHUIA
WHPOPMAITUK;, OpraHU3aIIMOHHBIE MEPBI TIO
3aIUTHI b
3ammrTe nHopmamu
uHQOpMAaIH . pMall
[IK-3.1.1 3HaTh HaI[MOHANBHBIE, MEXKTOCYAAPCTBEHHBIE H
OrpaHUYEHHOTO
MEXTYHAPOTHBIE CTAHJIAPTHI B 00JIACTH 3aIUTHI
JOCTyma

UHPOPMaLIH
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IK-3.1.1

3HaTh OpraHmu3aIuio paboTel 1 HOPMATUBHBIC
MPaBOBEIC aKTHI M CTAHAAPTHI 10
JTUICH3NPOBAHUIO JIEATEIIFHOCTH B 00JIaCTH
o0ecrieueHus 3aIUThl TOCYIAPCTBEHHOM TalHbI

IK-3.1.1

3HaTh TEXHUYECKOH 3alUThI
KOH(QHICHINAIbHOW HH(OpMALIHH, 110
aTTecTarui 00BEKTOB MH(HOPMATH3AITUN 1
cepTUGHUKAIMK CPEACTB 3aITUTHI HH(OPMAITIHI

IK-3.1.1

YMeTh OpraHU30BBIBATh MPOIIECC TPUMCHEHUS
OTEUECTBCHHBIX U 3apyOCIKHBIX CTaHIAPTOB B
00y1acTH 3anTUTHl HHOOPMAITHH IS
MPOEKTUPOBaHUS, pa3pabOTKH U OIICHKH
3alUIIEHHOCTH KOMITIBIOTEPHBIX CUCTEM

IK-3.1.1

YMeTs GOopMyITHpOBaTh OCHOBHBIE TPEOOBAHUS
TIPY JIMIICH3UPOBAHUH JICITEIILHOCTH B 00JIaCTH
3alUThl THPOPMAIIUH, CepTH(OHUKAIIMH U
aTTeCTallMU 110 TPeOOBaHUAM 0€30MaCHOCTH
nHOopMaIuu

IIK-3.1.1

Brnagets HaBpIKamMu aHANH3a WHOPMAITHOHHOM
UHPPACTPYKTYpbl HHPOPMAIIMOHHOW CUCTEMBI U
ee 0E30IacHOCTH Ha MPEAMET €€ COOTBETCTBHS
TpeOOBaHUSIM HOPMATUBHO-PACTIOPSAUTETIHHBIM
JIOKYMEHTaM TrOCYJapCTBEHHBIX PETYISITOPOB

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI
TpymoeMKOCTh AMCIUIUTIHBI COCTABIISIET 3 3a4eTHBIX eanHuIbl, 108 yacos

TemMaTH4ecKuii IJIaH
dhopma o0yueHusi — ouHast

KonTakTHas pabora Dopmer
00yJaronuxcs TEKYIIero
C TeJJaroTHYECKUM KOHTPOJISI
= paboTHUKOM & yCIIEBaEMOCTH,
% = = = % thopma
= g = 5 % T « | TPOMEXYTOYHOMI
Ne HaumenoBanue TeM v/ § 5 E e S . % é ATTeCTALIAN
n/n paszaesnoB/TeM AMCLUIIIMHEI 5 = = o ; g § & & | (no cemecmpam)
5| 5| 8| 2|85 &
| 2| ¢ | 28/ 8
2 S| ¢g
E o = =
s 8|8
=R I B
1 | Pa3nexn 1. CrangapThl 4 1 2 2
nH(GOPMAITMOHHON 0€30MMaCHOCTH.
2 | Pazngen 2. Cranmapter Ub 4 2 2 2 3
bpuranckuit crannapt BS 7799.
Mexnyrapoaasiid ctaaaapt ISO
17799. crannapt ISO 15408
«O6mue kpurepun». CtaHgapT
COBIT.
3 | Pazmen 3. Cranmaptsl 1o 4 3 2 2
6e3onacHOCTH UH(POPMALMOHHBIX
TexHoJsioruil B Poccun.
4 | Pazaen 4. Onenka 6e30macHOCTH 4 4 2 2
HH(POPMALMOHHBIX TEXHOIOTUH
Ha ocHOBE «OOIMIMX KPUTEPHEBY.




Pa3nen 5. Ouenka ypoBHS
JoBepust PYHKIIMOHATLHOM
Oe3omacHoCcTH HH()OPMAITHOHHOM
TEXHOJIOTHH.

Pa3znen 6. MexayHapoaHbIit
CTaHJIaPT yIPaBICHUS
nH(pOpMAITMOHHON
6e3omacHocThio ISO 17799.

PelTuHr-KOHTpOIBL
Nel

Paznen 7. MexnyHapoaHbIi
CTaHJIaPT yIPaBICHUS
nH(pOpMaAITMOHHON
6e3omacHocthio ISO 17799.
Yactu 3-5.

Paszpnen 8. MexnayHapoaHblil
CTaHJIaPT yTIPABICHU
WHPOPMALTUOHHON
6e3onacHocTrio [SO 17799.
Yactu 6-7.

Pa3zpnen 9. MexayHapoaHblit
crangapt ynpasnenust b 1SO
17799. Yactu 8-10.

10

Pazpen 10. [Iporpammusie
CpeICTBa JUIsl TPOBECHHS ayIuTa
WHPOPMALTMOHHON 0€30MaCHOCTH.
Cucrema CRAMM.

11

Paszpen 11. [Iporpammusie
CpeICTBa JUIsl IPOBECHUS ayIuTa
WHPOPMALTMOHHON 0€30MaCHOCTH.
Cucrema KOHIOP.

12

Paspeua 12. Metonnka
MPOBENCHUS Ay JUTa
nH(OPMAITMOHHOM 0€30TIaCHOCTH
Ha PEANPUSITHH.

PelTuHIr-KOHTPOIBL
Ne2

13

Pasznen 13. Opranuzamus u
MpoBeIeHNsI padoT 10 ayIUTy.
ANTOpPUTM TIPOBEJICHUS ayanuTa
0€30IIaCHOCTH MPEIIPUATHS.

14

Pasnen 14. [IpaBoBast ocHOBa
CHUCTCMbI CTaHAApTHU3alluH,
JIUIICH3UPOBAHHS U
ceprudukaiun B PO.

15

Paznen 15. Arrecranust 00beKTOB
nH(bOpMAaITHH.

16

Paznen 16. Ceprudukanus B
o0J1acTH 3aluThl H”HQOpMAaIHH.

17

Pazmen 17. O030p OCHOBHBIX
HOPMATHBHBIX JOKYMEHTOB
TOCYJIAPCTBEHHBIX PETYJISITOPOB B
o0acT HHPOPMATMOHHON
0e301macHOCTH.

18

Pazaen 18. OTBETCTBEHHOCTH 3a
HapyIICHUS 3aKOHOIATEIIECTBA B
cdepe HapyIIeHHH
JUTCH3UPOBAHUS U
ceprudukanuu B PO.

PeldTuHI-KOHTPOIbL

Ne3

HTroro nmo AUCHUIIJINHE

108

36

36

Ix3amen 27
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CoaepxxaHue JeKINOHHBIX 3aHATHH 110 JUCHUIINHE
Pasznen 1. Cranmaptel nHbOpManroHHon Oe3omacHocTH. [Ipenmockuiku co3manus cranmaptoB Ub.
Cranpgapr «Kpurepun OLIEHKM HaJeKHOCTH KOMIIBIOTEpHBIX cucteM» (OpaHxeBas KHUTIA).
I"apmonusupoBanHbie kputepun EBponeiickux ctpad. ['epmanckuii ctangapt BS1.
Pazgen 2. Crappaptel uHpOpManuoHHoi Oe3omacHocTH. bputanckuii cranmapt BS  7799.
Mexnaynapoansiii  ctanmapt ISO 17799. Mexnaynapoansnii crangapt ISO 15408 «OO6mme
kputepun». Crangapt COBIT.
Paznen 3. Crangapthel o 6€301acHOCTH HH(GOPMAITMOHHBIX TEXHOJI0THH B Poccum.
Paznen 4. Ouenka 6e3onacHOCTH MH(POPMATMOHHBIX TEXHOJIOTHH Ha 0cHOBE «OOIIUX KPUTEPHEBY.
[Tpeanoceuiky BBeneHus MexayHapoaHoro crangapta ISO 1540883, OcHoOBHBbIE TOHATHS OOIIUX
KpUTEepHEeB. METOH0NOrUsa OICHKH Oe30MacHOCTH HWH(POPMALMOHHBIX TEXHOJOTHHA IO OO0IUM
KPUTEPUSM.
Paznen 5. Onenka ypoBHS jJoBepusi (YyHKIIMOHANBHOW 0€30MacHOCTH WHGOPMAIMOHHON
TexHoioruu. O030p KJIaCCOB U CEMENCTB OOIINX KPUTEPHUEB.
Pazgen 6. MexayHapoaHblii CTaHAapT yHpasieHus: HHPpopMarmonHoi 6e3onacHocThio ISO 17799.
Haznauenue crangapra ISO 17799 nns ynpasnenus unpopmannonHoi 6e3onacHocThio. [IpakTrka
NPOXOXKICHHUS ayauTa U momydeHus: ceprudpukara [ISO 17799. Yacts 1. [lomutuka 6€30MacHOCTH.
Yacte 2. OpranuzanoHHbIe MEPHI 110 00ecreueHr0 HH)OPMAIIMOHHON OE30TaCHOCTH.
Pazaen 7. MexayHapoaHblii CTaHAApT yHpaBieHus: HHPpOpMamonHoi O6e3onmacHocThio ISO 17799.
Yacte 3. Knaccudukanus pecypcoB u ux koHTposb. Yacts 4. bezonacHocThs nepconana. Yacts 5.
dusnueckas 6€301acHOCTb.
Pa3nen 8. MexxayHapoaHblil cTaHAApT yIpaBieHus nHdopMannoHHon Oe3omacHocThio ISO 17799.
Yactp 6. AIMUHUCTPUPOBAHHWE KOMIIBIOTEPHBIX CHUCTEM U BBIUMUCIUTENbHBIX ceTedl. Yacth 7.
YrpaBieHue I0CTYIIOM K CHCTEMaM.
Pazaen 9. MexayHapoaHbli CTaHAApT yHpaBieHus HHPOpMaMOoHHONW Oe3omacHocThio ISO 17799.
Yacte 8. Pazpaborka u compoBoxieHue uH(popMmanuoHHBIX cucteM. Yacts 9. IlnmanupoBanue
Oecriepeboiinoii padboTel oprarm3anuu. Yacte 10. CoOTBETCTBHE CHCTEMBI OCHOBHBIM TPEOOBAHHSIM.
Pa3znen 10. IIporpammubie cpeacTBa Uil MPOBEACHUSA ayauTa WH(DOPMALMOHHONW OE30MaCHOCTH.
AHanu3 BUJOB UCIOJIb3YEMBIX MPOrpaMMHBIX MpoaykToB. Cuctema CRAMM.
Pazgen 11. IIporpammuble cpelcTBa Ui NMPOBEICHHs ayJuTa HMH(MOPMAIMOHHOW 0e30MacHOCTH.
Cucrema KOHJIOP. Vcnionb3oBaHue ceTEBbIX CKAHEPOB.
Pazgen 12. Metoauka npoBeieHUs ayiuTa HHPOPMALMOHHOM 06e30macHOCTH Ha Mpeanpusatuu. Tpu
noaxoAa k mposenennto aynutra Ub. 3amaum u comepskanue paboT mpu npoBeneHuu aynuta UB.
IToaroroska npeanpusaTuii k nposenenuto ayaura Ub. Ilnanuposanue npouenypst ayaura Ub.
Pa3znen 13. Meroauka mpoBeneHUs ayauTa MHGOPMAlMOHHOM O€30MacHOCTH Ha MIPEIIpUSITHH.
Opranuzanus ¥ OpoBeAeHUs padoT MO ayaAuTy. ANTOpUTM IPOBEACHHUS ayAuTa Oe30MacHOCTH
npennpusTtus. Ilepeuenb n cucreMaTu3alus JaHHBIX, HEOOXOIUMBIX JUIsl IpoBenaeHus ayauta Ub.
BbipaboTka pekoMeHJalMii W MOArOTOBKA OTYETHBIX JOKYMEHTOB. OKOHOMHYECKas OLEHKa
obecnieuenus Ub.
Pazgen 14. IIpaBoBast 0OCHOBa CUCTEMbI CTaHIAPTU3ALMY, JTULEH3UPOBaHUS U cepTudukanuu B PO.
Jlunensupytromue opransl B 00JacTH 3amuThl HHGoOpManuu. JIuIeH3upoBaHue B 00JIaCTH 3alIUTHI
uHpOpMaLnH.
Paznen 15. Arrecrauust oObekToB uHGpopManuu. [IpoBeneHue cnenuaibHbIX MPOBEPOK,
CHelHaTbHBIX 00CIIE0OBAaHUH U CIIEHUAIBHBIX HCCIIEJOBAHUH.
Pa3nea 16. Ceptudukanus B 06JaCTH 3aIIUTHI HHOOPMALIUH.
Pazgen 17. O630p OCHOBHBIX HOPMAaTHUBHBIX JOKYMEHTOB I'OCYJapCTBEHHBIX PETYJISTOPOB B 001acTH
MH(}OPMallMOHHON 0€30M1aCHOCTH.
Pazgen 18. OTBeTCTBEHHOCTh 3a HapyULICHUs 3aKOHOJATENbCTBA B  cdepe HapylIeHUi
JUIEH3UpOBaHus U cepTudukanuu B PO.
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Conep:xaHue NPaKTHYECKUX 3aAHATHIA M0 JUCHUIIUHE
IpakTuyeckass padora Nel. [IpakTrika mpOXOXKIEHUS JHUIICH3UPOBAHUS NESITEIBHOCTH B 00JaCTH
obecneuenusa Ub
IIpakTuyeckast padora Ne2. [IpakTuka MPOXOXKACHUS CEPTHPHUKALMH JEATSILHOCTH B 00JIaCTH
obecneuenusa b
IIpakTuyeckasi padora Ne3. Mepbl OTBETCTBEHHOCTH 3a HApYIICHHUS B 00JIACTH JUIICH3UPOBAHUS U
ceprudukanmu npu odecnedyeHnr HHPOPMAITMOHHON OE€30MMaCHOCTH
IIpakTuyeckasi padora Ne4, [Topsiiok arrectanuy 00bEKTOB HHPOPMATHU3AIUH
IIpakTnyeckass padora NeS. M3ydyenue QopM u mopsaka 3amoONHEHUS JOKYMEHTAIMU I10
pe3ylibTaTaM aTTecTalui 00beKTOB HH(OpPMATH3AUH
IIpakTnyeckass padora Ne6. M3yuenue TpeOOBaHMI THIOBBIX HHCTPYKUHUH IO 0OECIECUYEHUIO
COXPAHHOCTH KOH(UICHIIUATbHON HHPOPMAIIUHU HA MIPEANIPUATHH
IIpakTnyeckas padora Ne7. M3yuyenue TpeOOBaHWN M PEKOMEHJAIMH 10 TEXHUYECKOH 3ammrTe
koHpuaeHnuanbHo wHpopMmamuu (CTP-K) -2001. Hzyuenue nokymenta OCTIK PO
P.2010.08.31.489. OO0 ytBepxnaeHun TpeOOBaHUN O 3amuUTe WHGOpPMALMHU, COJACpKALICHCS B
MH(OPMAILIMOHHBIX CHCTEMaX OOIETo MOIb30BaHUS
IIpakTnyeckas padora Ne8. M3yuenue noxymenta ®CTOK P® npukasz Nel7-2013 u mpukasa
Ne27-2017 o6 yrTBepkiaeHuun TpeOoBaHMi O 3ammTe UWHOOPMALKMK, HE COCTaBJISIOUICH
TOCYJIapCTBEHHYIO TaifHy, COJEpIKalleicsi B TOCYIapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMaX.
N3yuenue JIOKYMEHTa OCTOK P RD.1992.03.30.1. PyxoBopsmuii JOKYMEHT
ABTOMATH3UPOBAHHBIE CHCTEMBI. 3alIUTa OT HECAaHKIMOHMPOBAHHOTO JIOCTyNa K HWH(POpPMALUU
KJIaccU(UKalMs aBTOMAaTU3UPOBAHHBIX CUCTEM U TPEOOBAHUS M0 3aIIUTe HHPOPMAIUH.
IIpakTuyeckas padora Ne9. Nzyuenue nokymenra @CTOK P® RD.1992.03.30.4. PykoBoasiuit
JIOKYMEHT KOHIICTILIHSA 3alUThl CPEICTB BBIUMCIUTENFHON TEXHUKH U aBTOMAaTHU3WPOBAHHBIX CHCTEM
OT HECaHKIMOHHWPOBAHHOTO JocTyna K uHpopmanuu. M3ydenune TpeOOBaHHMII METOAMKH OLICHKU
yrpo3 6e3onacHoctu unpopmanuu ®CTIK Poccun (yrBepxkaena 05.02.2021).

5. OHEHOYHBIE CPEJACTBA /UIA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTAIIAU 110 U'TOI'AM OCBOEHMS IUCIHUTLINHBI
1 YYEBHO-METOJINWYECKOE OBECIIEYEHUE CAMOCTOSTEJIbHOM PABOTHI
CTYAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIEBAEMOCTH

Ilepeyens BOPOCOB K peTHHI-KOHTPOJI0 Nel
- Crangaptel uHpOpManMOHHON Oe3zonmacHocTH. Ilpenmoceuiku co3manus cranaaptoB  UB.
Cranmapt «Kpurepun OLEHKHM HaJEKHOCTH KOMIIBIOTEpHBIX cucteM» (OpaHkeBass KHHra).
I'apMoHM3UpOBaHHBIE KpUTEPUU EBPOINIEHCKUX CTpaH.
- Crangaptsl nHbOpMAITMOHHON Oe3omacHOCTH. ['epmanckuii crannapt BS1.
- Crannaptsl nHpopMaMOHHOM Oe3omacHocTu. bputanckuit crangapt BS 7799.
- Mexnynapoansiii crangapt ISO 17799.
- Mexaynaponusiii crangapt ISO 15408 «O6ume kputepun». Crangapt COBIT.
- Crangaptsl o 6e30macHOCTH HH(YOPMALIMOHHBIX TexHOoJorui B Poccun.
- OrmeHka 0e30MacHOCTH HWH(POPMALMOHHBIX TEXHOJIOTHH Ha ocHOBe «OOIMIMX KpPUTEPUEBY.
[Ipeanoceuiku BBeAeHHS MexayHapoaHoro crangapta [ISO 1540883, OcHOBHBIE TOHSTHS OOIIHMX
KpUTEepHeB. MeTOoA0N0orusl OLEHKH O0e30MacHOCTH HH(GOPMAIMOHHBIX TEXHOJOTHH IO 00IuM
KPUTEPUSM.
- Omenka ypoBHS noBepusi (YHKIIMOHAJIBHON 0€30macHOCTH WH(GOPMAITMOHHOW TEXHOJIOTHH.
O0630p KJIACCOB M ceMEICTB O0IIMX KPUTEPHUEB.
- MexnyHapoaHbI cTaHapT yhpaBieHus HHpopmanuoHHOW Oe3omacHocThio ISO  17799.
Haznauenue crannapra ISO 17799 misa ynpasnenus uadopMaoHHoi 6e3onacHocTbio. [IpakTuka
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NPOXOXKJCHUS ayauTa U nosydeHus: ceprudukara ISO 17799. Yacte 1. [HomuTtnka 6€30MacHOCTH.
Yactp 2. Opranu3aiiioHHbIE MEPHI 0 00ecTIeueHHI0 HH()OPMAITMOHHOM 0€30MMacHOCTH.

- MexayHapoIHBIN CTaHIAPT ynpasieHus nHpopMannoHHoi 6ezomacHoctrio ISO 17799. Yacts 3.
Knaccudukanust pecypcoB u ux KoHTposb. Yacte 4. besomacHocTe mepconana. Yacte 5.
dusnueckas 6€301acHOCTb.

- MexayHapoHbIi CTaHAAPT yrnpaBlieHuss HHGopMarmoHHoU 6e3omacHocThio ISO 17799. Yacts 6.
AJMUHUCTPUPOBAHNE KOMIIBIOTEPHBIX CHUCTEM U BBIYMCINTENbHBIX ceTed. YacTth 7. YmpaBieHnue
JIOCTYIIOM K CHCTEMaM.

IlepeyeHb BONPOCOB K PeHTHUHI-KOHTPOJIIO No2
- MexayHapoHbIi CTaHAApT yrnpaBiieHus: HHGopMaoHHON 6e3omacHocThio ISO 17799, Yacts 3.
Knaccudukanus pecypcoB m ux KoOHTpoib. Yacte 4. be3zomacHocTh mepconana. Yacte 5.
Oduznyeckasi 6€30MacHOCTb.
- MexayHapoIHBIl CTaHIAPT ynpasieHus nHpopManroHHoi 6ezomacHoctrio ISO 17799. YacTts 6.
AJIMUHHCTPUPOBAaHUE KOMIIBIOTEPHBIX CUCTEM M BBIYMCIWTENbHBIX ceTed. Yacts 7. YmpaBieHue
JIOCTYIIOM K CHCTEMaM.
- MexnyHapoaHbIi CTaHIapT yHpaBieHus nHGopMarmonHoi 6e3omnacHoctbio [ISO 17799. Yacts 8.
PaspaboTtka u conpoBoxneHne nHGoOpMaMoHHBIX cucteM. YacTs 9. [lnanupoBanue 6ecriepedoiHON
paboTtsl opranuzaiuu. Yacts 10. CoOTBETCTBHE CHCTEMbBI OCHOBHBIM TPEOOBaHUSIM.
- IlporpamMMHBIe CcpencTBa IJIsl TPOBENEHHS ayAuTa WHPOPMALMOHHOW Oe3omacHOCTH. AHAIHM3
BUJIOB UCIIOJIB3YEMBIX ITPOrpaMMHBIX poayKToB. Cuctema CRAMM.
- IlporpamMMHBIe cpencTBa Ui NMPOBEACHHS ayauTa WHGOpMAlMOHHON Oe3omacHocTH. Cucrema
KOH/OP.
- IlporpamMMHBICE CpeAcTBa s TpOBENEHHs ayauTa HMHDOPMAIMOHHOW  OE30MacHOCTH.
Hcnonp30BaHNE CETEBBIX CKAaHEPOB.
- Meroauka npoBeaeHUs ayAuTa HHPOPMAIIMOHHOM 0e30MacHOCTH Ha npeAnpustuu. Tpu noaxona
K nposeaenuto ayaura Ub.
- 3amaun u conepkaHue pabor mpu mnpoBeneHuu aynuta Wb. IloaroroBka mnpeampusTHili K
nposenennto ayaura Ub. [Inanuposanue npouenypsl ayaura Ub.
- Meronuka nmpoBeseHus ayauTa nHGOpMalMOHHOI Oe30macHOCTH Ha npeanpustuu. Opranuzanus
U TIPOBEACHUSI paboT MO ayJUTy.
- AuropuT™M MpoBeAeHUs ayauTa MH(OpMAnMOHHON Oe3omacHocTH npeanpusatusa. Ilepedens u
CUCTEeMaTH3alMsl TaHHbIX, HE0OX0AUMBIX /Ui npoBeaeHus ayauta Ub. BreipaGoTka pekoMenaanmii u
MOJrOTOBKA OTYETHBIX JJOKYMEHTOB. DKOHOMUYECKas olleHKa obecnieuenus U1b.
- IlpaBoBast ocHOBa cuCTEMBI CTaHAAPTU3ALIMY, JIMLIEH3UPOBAaHUS U cepTudukanuu B PO.

Ilepeyennb BOpocoB K peHTHHI-KOHTPOJII0 Ne3
- Meroauka mpoBeneHus ayauta MHGOPMALMOHHOW  O€30MacHOCTH HA  MPEINpPHUSITHH.
Opranuzanys ¥ NpoBeaeHHs padoT Mo ayIuTy.
- AuropuTM mnpoBeAeHHs ayauTa MHQOpMAIMOHHOW Oe3zomacHocTH npeanpusatus. llepedenn u
cucTeMaTH3alus JaHHbIX, HeOOXOAMMBIX s npoBeneHus ayauta b, BeipaboTka pekomeHnanuii u
MOJIFOTOBKA OTUETHBIX JIOKYMEHTOB. DKOHOMHYECKas olleHKa obecrnieueHus 1b.
- IIpaBoBast 0cHOBa CUCTEMBI CTaHIAPTU3AILIUH, JTULIEH3UPOBAHUS U cepTUdHKanuu B PO.
- Jluuensupyromue opraHel B o0OjacTH 3aumiuThl HHpOpMmanuu. JluneHsupoBaHue B oOnacTu
3alUThl HHOPMAIUH.
- Oprasu3zaiyoHHasi CTPYKTypa CUCTEMbl CEpTHU(HUKAIIMHM B 00JIACTH 3aIUThl KOH(PHUAESHIIMATHLHON
uH(pOpMaLIUH.
- Ilpu kakux opraHuzalMsx co3JaHbl cUCTeMbI cepTudukanuu B PO?
- Tlopsaok u TpeGoBaHUS NMPU OCYIIECTBICHUH CEPTU(PUKALNN CPEJCTB 3aIUTH HHPOPMAIIIH.
- B kakux ciyuasx cepTugHKaIys HOCUT 100pOBOJIbHBINA XapakTep?
- Kewm ycranasiuBatorcst GopMbl cepTHUPHUKaTa U 3HAKA COOTBETCTBHS?
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- Kakue Buabl AedTenbHOCTH, CBSI3aHHBIE C 3alIMTOM HMH(pOpPMAIMM Ha MPEANPHUATHN TOIJIEKAT
JIMLIEH3UPOBAHUIO cO CTOPOHBI DCTIK?

- Kakue Buapl AeqTenbHOCTH, CBSI3aHHBIE C 3alIMTON MH(GOpPMAIMM Ha MPEANPHATHN TOIJIEKAT
JIMLEH3UPOBaHUIO cO cTOpoHbl DCH?

- Arrecraimusi o0bexkTOoB uH(popMmanmu. lIpoBeneHHe CHENMANTbHBIX MPOBEPOK, CIHEHHATBHBIX
o0cre10BaHUH U clielUalbHBIX UCCIIeI0BAaHUM.

- Cepruduxanus B 001aCTH 3aUTHl HH)OPMAIIH.

- OO030p OCHOBHBIX HOPMATHUBHBIX JIOKYMEHTOB TOCYAAapCTBEHHBIX PEryJIATOpPOB B o001acTu
UH(POPMALIMOHHOHN 0€30MaCHOCTH.

- OTBeTCTBEHHOCTh 32 HApYyIIECHUS 3aKOHOAATENbCTBA B cdepe HapyIICHUH JUICH3UPOBAHUSA U
ceprudukanuu B PO.

5.2. IIpomeskyTOUHAsI aTTeCTALMS
IIpumepHBbIi epeYeHb BONPOCOB K IK3aMeHY

1. Crangaptel uHpoOpMannoHHOM Oe3zomacHoctu. Ilpenmocbuiku co3ganus crtangapros Ub.
Cranpgapt «Kputepuu OLIEHKHM HaJEXKHOCTU KOMIBIOTEPHbIX cucteM» (OpaHxeBas KHUTA).
["apmonu3upoBaHHble KpuTepuu EBponeiickux crpas.

Cranpaptsl nHOpMaIoHHOK O6e3onacHocTu. ['epmanckuii cranmapt BS1.

Crannaptel uHpopmanroHHoM 6e3onacHocTu. bputanckuii crannapt BS 7799.
Mexnynapoansiii crangapt [ISO 17799.

Mexnynapoansiii crangapt ISO 15408 «O0mue kpurepun». Cranmapt COBIT.

Cranmaptsl o 6e30macHOCTH HH(POPMAITMOHHBIX TeXHOJIOTHH B Poccun.

. Onenka 06e30macHOCTH MH(MOPMAIIMOHHBIX TEXHOJOTMH Ha OCHOBE «OOLIMX KPUTEPHEBY.
Hpeﬂnocmnxn BBEJICHMS MeXIyHapoaHoro ctanaapta SO 1540883.

8. OcHOBHbIE  TOHATHS ~ OOLMX  KpUTepHeB.  MeTOAONOrus  OLEHKH  0e30MacHOCTH
WH(POPMALMOHHBIX TEXHOJIOTUHN 0 OOIIUM KPUTEPHUSIM.

9. Ouenka ypoBHs JoBepusl (YHKUHMOHAJIBHON O€30macHOCTH HHGOPMALMOHHOM TEXHOJIOTUH.
0O030p KI1aCCOB U CEMENCTB OOIIKUX KPUTEPHUEB.

10. MexxayHapoHBI cTaHIapT yOpaBieHus HHpopManMoOHHON Oe3onmacHocThio ISO  17799.
Hasnauenue crannapra ISO 17799 nns ynpasnenus nadopmannoHHoi 6ezonacHocThio. [IpakTuka
NPOXOXKJEHUS ayauTa U noiydeHus ceptudukara [SO 17799. Yacts 1. [lonutuka 6€30MacHOCTH.
Yactp 2. OpranusanioHHble Mepbl 10 00ecredeHno HHPOPMAIIMOHHON 0€3011aCHOCTH.

11. MexayHapoHBIH cTaHAapT ynpasieHus uHdopMmairoHHoi 6e3omnacHocThio ISO 17799. YacTs
3. Knaccudukanus pecypcoB u ux koHTposib. Yacte 4. bezomacHocTs mepconana. Yacts 5.
dusnueckas 6€30MacHOCTb.

12. MexxayHapoIHBIN cTaHAApT ynpasieHus nHopMarmoHHOH 6e3omacHocThio ISO 17799. Yacts
6. AIMUHUCTPUPOBAHHE KOMIIBIOTEPHBIX CHCTEM U BBIUMCIUTENBHBIX ceTel. YacTh 7. YnpaBieHue
JIOCTYIIOM K CHCTEMaM.

13. MexayHapoiHbIi cTaHAapT ynpasieHus nHpopMmairoHHoi 6e3omnacHocThio ISO 17799. YacTs
8. Paszpaborka wu compoBoxaeHue uHPoOpManMOHHBIX cucteM. Yactes 9. IlmanupoBanue
Oecriepeboiinoit  pabotel  opranmzanmu. Yacte 10. CoOTBETCTBHE CHUCTEMBI OCHOBHBIM
TpeOOBaHUM.

14. TlporpamMMHBI€ CpeACTBa Ul MPOBEACHUS ayauTa MHPOPMALMOHHOM 0e30MmacHOCTH. AHaIM3
BUJIOB HCIIOJIb3YEMbIX TPOrpaMMHBIX TpoAyKToB. Cucrema CRAMM.

15. IlporpamMMHBIe cpelcTBa AJISl MPOBEACHUS ayauTa WH(OpMaIMOHHON Oe3omacHocTH. CHucrema
KOH/JOP.

16. IlporpaMMHBIe  cpencTBa Ui MPOBEACHHUS ayAuTa HHGOPMAIIMOHHONW O€30MacHOCTH.
Hcnonp30BaHnE CETEBBIX CKAHEPOB.

17. Meronuka mpoBeAeHUs ayAuTa HHPOPMALMOHHOM O€30MacHOCTH Ha NpeAnpusThud. Tpu
Moaxo/1a K mpoBeaeHuto ayaura 1b.

Noakown
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18. 3agaun u conepxkanue paboT mpu mnposereHun aynuta Wb. IloarotoBka mpeampustuil K
npoBenennto ayauta Ub. [Inanuposanue nponeaypsl ayauta Ub.

19. Meronuka TmpoBeAeHUs ayauTa HMH(DOpPMAIMOHHOW OE30MacHOCTH Ha  MPEIIpPUSTHH.
Opranu3anus ¥ npoBeaeHus padoT 1o ayIuTy.

20. AnropuTt™m TMpoBeACHHUs ayauTa WH(POPMALMOHHOW Oe3omacHocTH mpeanpustus. llepedens u
cucTeMaTH3alus JaHHbIX, HE0OXO0AUMBIX A npoBeneHus ayaura Mb. BeipaboTka pexoMenaanuit
Y TIOJITOTOBKA OTYETHBIX JOKYMEHTOB. DKOHOMHYECKAs OlleHKa oOecrieueHus 1b.

21. IIpaBoBast OCHOBa CHCTEMbI CTaHJApTH3ALMH, JIULEH3UPOBaHUA U cepTUdukanuu B PD.

22. JluueHsupyonme opraisl B o0jacTé 3amuThl uHpopMmanmu. JIumeHsupoBanue B 00JIaCTH
3alUThl HH(OPMALIHH.

23. Opranu3anoHHas CTPYKTypa CUCTEMbI cepTU(UKAUU B 00IaCTH 3aIIUTHl KOH(PUICHINATBHOMI
uHpopmanuu.

24. Tlpu KakuX OpraHU3alusix CO3AaHbl CUCTEMBI cepTuuKanuu B PO?

25. Topsiok u TpeOOBaHMS MIPH OCYIIECTBICHUH CEPTU(DHUKAIIMN CPEICTB 3alTUThI HHPOPMAIIUH.
26. B kakux cimyyasx cepTH(QHUKAIMSI HOCUT T00pPOBOJILHBINA XapakTep?

27. Kem ycranaBnuBaroTcsi popMbI cepTU(HKATa U 3HAKA COOTBETCTBHS?

28. Kakue BHIBI IEATENFHOCTH, CBSI3aHHBIE C 3alIUTON MH(MOpPMAIUMU Ha TPEANPHITHU MOAJICKAT
JULEH3UPOBAHUIO O cTOpoHbI DCTIK?

29. Kakue BHUIBI IEATENBHOCTH, CBSI3aHHBIE C 3alIUTON MH(MOPMAIUMU Ha TPEANPHITHU MOAJICKAT
JUUEH3UPOBAHUIO CO cTOpOHbI DCB?

30. Arrecrarusi 00bekToB mH(popmaruu. [IpoBeneHune crenuanbHBIX MPOBEPOK, CIEHUATBHBIX
o0cIieZIOBaHM U CrielUabHBIX UCCIEIOBAHUH.

31. Ceprudukanus B 001aCTH 3aIUTH HH)OPMAIIHH.

32. O0630p OCHOBHBIX HOPMATHUBHBIX JOKYMEHTOB TIOCYJapCTBEHHBIX pPEryJsiTOpoB B 00JacTU
MH(}OpPMaLlMOHHON O€3011aCHOCTH.

33. OTBETCTBEHHOCTh 3a HapyILIEHHs 3aKOHOJATeIbCTBA B cepe HapylIeHUH JIMIEH3UPOBAHUS U
cepruduxanuu B PO.

5.3. CamocTosiTe;ibHAsi paboTa 00y4aroIerocs.
IIpumepHBIE BONPOCHI U 331aHNUS I CAMOCTOATE/ILHOM PadOoThI CTYACHTOB
1. Uzyuenune «MHCTpyKIMU O MOpAIKE JOMyCKa JOJDKHOCTHBIX JIMIL U rpaxkiaH Poccuiickoit
@denepaui K TOCYAApCTBEHHOM TaiiHe» (yTBepk/eHa IMOCTaHOBJIEHHMEM IpaBHuTeldbcTBa Pd oT
06.02.2010 Ne63);
2. VI3yuenne  TpeOOBaHMM  TUNOBBIX  HMHCTPYKUMH 1O  OOECIEYEHUI0  COXPAHHOCTH
KOH(UIEHIMATBbHOW HH(OpMaLlUK Ha MPEANPUATUY;
3. U3yuenne  TpeOOBaHUI  TUNOBBIX  MHCTPYKIMA 1O  OOECHEYEHHIO  COXPAaHHOCTH
KOH(puAeHIIMAIbHON HH(OpMAIuU IpH €€ 00padOTKe Ha CPEICTBAX BHIYUCIUTEIILHON TEXHUKH,
4. N3yueHue nopsjaka arTectalii 00beKTOB HHPOPMaTU3AIUH;
5. U3yuenue Gopm u mopsaka 3amoJHEHHUS] JOKYMEHTAMH MO pe3yjbTaTaM aTTecTalii 0OBEKTOB
UHpOpMaTU3aIUHY;
6. V3yuyeHue nopsijaka NMpPOBEJEHUS OPraHM3aLMOHHBIX M TeXHHUYecKuX Meponpusatuil mo T3U nHa
ou;
7. CnenmasnbHble TpeOOBaHMS M PEKOMEHJAIMM [0 TEXHHUYECKOW 3aliuTe KOH(UIeHIMaNbHOM
unpopmanuu (CTP-K) -2001,;
8. NUsyuenne nokymenra PCTIK PD P 1994.11.25. IlonoxkeHue 1O aTTecTallul OOBEKTOB
uH(pOopMaTH3aluy o TpeOOBaHUAM 0€30MMacCHOCTH HH(OPMALINH;
9. Usyuenue nokymenta ®CTOK PD P 2010.08.31 489. O6 yrBepkaeHHH TpeOOBaHUI O 3aIIUTE
uH(popMalnu, coaepxaiencs B ”HGOPMaLMOHHBIX cHCTEMaX OOIIETo MOJIb30BaHUS;
10. Uzyuenue nokymenta @CTIK P®D npuxaz Nel7 ot 11.02.2013 06 yTBepkaenun TpedoBaHUM O
3amuTe HMHQOpPMAlMM, HE COCTaBJSIONIEM TOCyJapCTBEHHYIO TallHy, cojaep)Kaleics B
roCyJapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX;
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11. Usyuenne gpoxkymenta @OCTIK P® RD 1992.03.30 1. PykoBoasmmuii  AOKYMEHT
aBTOMATHU3MPOBAHHBIE CHCTEMBI. 3alUTa OT HECAHKIMOHMPOBAHHOIO JOCTyNa K HWH(OpMaluu
KJaccu(UKaus aBTOMaTU3UPOBAHHBIX CUCTEM U TPEOOBAHMS 110 3alUTE HHPOPMALINY;

12. Uzyuenue nokymenta ®CTOK P® RD 1992.03.30 3. PykoBonsmuii JOKYMEHT 3aliuTa OT
HECaHKIIMOHUPOBAHHOTO AOCTyNA K MH)OPMAIMH. TEPMUHBI 1 OIPEACTICHHS;

13. Uzyuenue nokymenra ®CTOK PD RD 1992.03.30 4. PykoBoasimuii JOKYMEHT KOHIICIIUS
3alIUTBl  CPEACTB  BBIUMCIUTENLHOW  TEXHUKM W aBTOMAaTH3MPOBAHHBIX  CHCTEM  OT
HECaHKIIMOHUPOBAHHOTO JOCTyNa K HHPOPMAIIHIH.

CranpapTuzanus. MexayHapoaHble CTAHAAPTHI

BS 7799-1:2005 — bpuranckuii crangapt BS 7799 nepmas ywacte. BS 7799 Part 1 — Code of
Practice for Information Security Management

BS 7799-2:2005 — bpuranckuii crangapt BS 7799 Bropas yacte cranmapra. BS 7799 Part 2 —
Information Security management — specification for information security management systems
(Crienmdukarss  CUCTEMbl  yIpaBieHUs  HMHGOPMAIMOHHON  0€30MacHOCTBIO)  OIpEIeIseT
cneuudukanuio CYUB. Bropas dwacTe craHaapTra HCIOJIB3YeTCS B KauyeCTBE KPHUTEPHEB IpU
npoBeaeHNH odunuanbHoi npoueaypsl ceprudukanuu CYUD opranuzanuu.

BS 7799-3:2006 — bpuranckuii crangapt BS 7799 tpetpst wacth crannmapra. HoBbli crangapT B
o0nacTu ynpaBieHUs! pUCKaMu WH()OPMALIMOHHON O€30MacCHOCTH

ISO/IEC 17799:2005 — «MHupopmarioHHble TeXHOJOTHH — TexHomoruu Oe30MmacHOCTH —
[IpakTHyeckue mpaBwia MEHEHKMEHTa HWHGOPMAIMOHHOW 0e30macHOCTH». MeXIyHapOoHbIN
cTaHmapT, 6asupyromuiics Ha BS 7799-1:2005.

ISO/IEC 27000 — CroBaph 1 ONpeaeacHuUs.

ISO/IEC 27001 — «MHupopmaiimoHHbIe TEXHOJOTHH — MeToapl o0ecredeHus 0e30MacHOCTH —
Cucrembl ynpaBieHus HH(pOpMaLMOHHOW Oe3omacHOCThi0 — TpeboBaHUsA». MeXTyHAPOIHBIH
cTanmapT, 6asupyromuiics Ha BS 7799-2:2005.

ISO/IEC 27002 — Ceiivac: ISO/IEC 17799:2005. «HpOpMAIMOHHBIE TeXHOIOIUH — TeXHOIOrHH
6e3onmacHoctn — [IpakTHueckue mpaBuiIa MEHEIPKMEHTa MHPOPMALMOHHOW Oe3omacHocTm». Jlara
Berxona — 2007 rox.

ISO/IEC 27005 — Ceituac: BS 7799-3:2006 — PykoBoacTBO 10 MeHeKMEHTY puckoB Ub.

German Information Security Agency. IT Baseline Protection Manual — Standard security
safeguards (PykoBocTBO 10 0a30BOMY YPOBHIO 3aIIUThl HHPOPMAITHOHHBIX TEXHOJIOTHIA).
I'ocynapcrBeHHble (HAMOHAIBbHBIE) CTAHAAPTHI PP

'OCT P 50922-2006 — 3ammra uapopmarur. OCHOBHBIE TEPMHUHBI H OTIPEIEICHUSI.

P 50.1.053-2005 — NHudopmannoHHble TeXHOIOTUH. OCHOBHBIE TEPMUHBI 1 ONpEeNIeHHs B 001acTH
TEXHUYECKOH 3auThl HH)OpPMAITIH.

I'OCT P 51188—98 — 3amura uHpopmanuu. VcnblTaHue NPOrpaMMHBIX CPEACTB HAa HaIU4Yue
KOMIIBIOTEPHBIX BUPYCOB. THUIIOBOE pyKOBOJICTBO.
I'OCT P 51275-2006 — 3aummra wuHdopmamuu. OObekT uHPOpMaTuzauu. DakTopsl,

BO3JIeHicTBYIOIIHME Ha HHPopMaruio. OOIIHe MOT0KEHUS.

I'OCT P UCO/MDBK 15408-1-2008 — HMudopmaimoHHass TEXHOJOTUs. MeTonbl U CpeacTBa
obOecnieueHus Oe3zonmacHocTH. Kpurepum oueHkn 0€30macHOCTH MH(POPMAIMOHHBIX TEXHOJIOTHUH.
Yacts 1. BBenenue u ob1mas MoJens.

I'OCT P HUCO/MDBK 15408-2-2008 — HWudopmanmoHHasi TEXHOJIOTHS. MeTonbl M CpeAcTBa
oOecrieuenus Oe3onacHocTH. Kpurepuu oueHkH O0€30MacHOCTH HH(GOPMAIMOHHBIX TEXHOJOTHH.
Yactp 2. @yHKIIMOHATIbHBIE TPEOOBAHUS O€30IaCHOCTH.

I'OCT P HUCO/MDBK 15408-3-2008 — HMudopmanmoHHass TEXHOJIOTUs. MeTonbl M CpeicTBa
obOecnieueHus Oe3zonmacHocTH. Kpurepum oueHkd 0€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTUH.
Yacts 3. TpeboBanus 1oBepusi K 6€30MaCHOCTH.

I'OCT P HUCO/MIK 17799 — «Undopmanmonnsie TexHonoruu. IlpakThyeckue mpaBuiia
yhnpaBieHuss HWHPOPMALMOHHON Oe3omacHOCThIO». IIpsiMoe mpUMEHEHHEe MEeXIyHAapOJHOro
cranaapra ¢ gononnerneM — ISO/IEC 17799:2005.
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I'OCT P UCO/M3K 27001 — «MudopmanrionHsie TeXHOI0oruu. MeTtosl 6e3onacHoctu. Cucrema
ynpasiieHus: 6e3onacHocThio HHPopMmaruu. TpedoBanusy». [IpsiMoe npumeHeHHEe MEXITyHAPOIHOTO
crangapra — ISO/IEC 27001:2005.

I'OCT P 51898-2002 — Acmiektsl 6e30macHOCTH. [IpaBriia BKIIOYEHUS B CTaHIAPTHI.
PykoBoasinue 10KyMeHTBI

P/l CBT. 3amura ot HCJI. Ilokazarenu 3ammumenHoctn oT HCJI xk wmHbOpmamuu - cOAEpKUT
OMKCAaHUE TIOKa3aTellel 3allUIIEHHOCTH HH()DOPMAIMOHHBIX CHCTEM H TpeOOBaHHS K Kiaccam
3aIUIIEHHOCTH.

Crangapt banmka Poccum CTO BP MBBC-1.0-2014 - Crampmapr banka Poccun: «OOGecnedenue
nH(popManMoOHHOW O€30MacHOCTH OpraHu3aluii OaHKOBCKOW cuctembl Poccuiickoit deneparuu.
OO0111e NoI0XKEHUS.

@®oH  oueHouHbIX MartepuaioB (POM) juiga  mpoBeleHUS — aTTECTAallMd  YPOBHS
Cc(OPMHUPOBAHHOCTH KOMIIETEHLUH OOYyYalolMXCsl MO0 JUCHMIUIMHE O(QOpPMIIAETCS OTAEIbHBIM
JIOKYMEHTOM.

6. YYHAEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYEHUE

JUCHUATLINHDBI
6.1. KuurootecneueHHOCTH
HaumeHnoBaHue nuteparypsl: aBTOp, Ha3BaHUE, BU Ton KHUT'OOBECIIEUEHHOCTD
W3JIaHUs, U3AaTEeIHCTBO U3IaHUSA

Hanuaue B anexTponHoM kartanore ObC

OcHoBHas nuTeparypa™

Asepuenkos, B. . Ayaut uapopMaimoHHOR 2016 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHocTH: yueOHOoe ocodue st By30B / =93245 (nata obpauenus: 25.08.2021)

B. U. ABepuenkoB. — 3-e m3x., crep. — Mocksa: @JIMHTA,
2016. — 269 c. ISBN 978-5-9765-1256-6.

Bekernosa, F0. M. MexyHapoaHbIE OCHOBBI U CTaHIAPTHI 2018 | https://biblioclub.ru/index.php?page=book&id
WHPOPMAIMOHHOW 6€30IacCHOCTH (PHHAHCOBO- =494850 (nara obpamenus: 27.08.2021)
9KOHOMHYECKUX CHCTEM: yueOHoe mocobne: [16+] /
1O. M. bekertnona, I'. O. Kpsuios, C. JI. Jlapuonosa. —
Mockga: ITpomereri, 2018. — 173 c.

Nieiinos, B. 5. UnpopmarionHast 6€301acHOCTD 2020 | https://biblioclub.ru/index.php?page=book&id
3amuTa HH(GOpPMAIINK: TEOPHUs u TpaKkTuka: [16+] / =571485 (nara obpamenus: 27.08.2021)

B. 1. NmeitnoB. — MockBa; bepmun: dupekt-Meaua, 2020.
—271 c. ISBN 978-5-4499-0496-6. — DOI 10.23681/571485

Iunos, A. K. Ypasienue nHHOPMAIHOHHOM 2018 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHocThIO: yueOHoe nocodue: [16+] / A. K. [1Iusos; =500065 (nara obpammenus: 27.08.2021)
HOxHsI# dhenepanbHblil yHUBEpCUTET, IHCTUTYT
KOMITBIOTEPHBIX TEXHOJIOTHH U NHPOPMAIIMOHHOMH
6e3omacHocTH. — PocToB-Ha-/lony; Taranpor: FOxHBIA
(enepampHbIit yHUBepcuTeT, 2018. — 121 ¢. ISBN 978-5-

9275-2742-7
Apsymansi, A. b. MexayHapoiHbIe CTaHAAPThI IPABOBOU 2020 | https://biblioclub.ru/index.php?page=book&id
3alATH MHPOPMALIMK U HHPOPMAIIMOHHBIX TEXHOJIOTHI: =612162 (nara oopamenus: 27.08.2021)

yaeOHoe mocobue: [16+] / A. b. ApsymansH ; FOxHBIiH
(enepanpHBIi yHUBepcHUTET. — PocToB-Ha-JloHy; Taraupor:
IOxHsI# penepanprbnii yausepcuret, 2020. — 140 c. ISBN
978-5-9275-3546-0

JononHuTtenpHasg auTeparypa

[enemenko, B. C. MeHe)KMEHT HHIMIEHTOB 2017 | https://biblioclub.ru/index.php?page=book&id
HH(POPMAIMOHHON 0€30IIaCHOCTH 3aIUIICHHBIX =467139 (nara obparenus: 27.08.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIIPaBJIECHUs: yuyeOHOe
nocobwue: [16+] / B. C. Ilenemenko, C. B. 'oBopoBa,
M. A. Jlanuna. — CtaBponouns: CeBepo-KaBkasckuit
®enepanbubiii yausepeuret (CKOY), 2017. — 86 c.



https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=494850
https://biblioclub.ru/index.php?page=book&id=494850
https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=612162
https://biblioclub.ru/index.php?page=book&id=612162
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
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Asepuenkos, B. Y. AyauT nHpopMaimoHHOR 2016 | https://biblioclub.ru/index.php?page=book&id
0e30MmacHOCTH: y4eOHOE TOCO0ne st By30B / =93245 (nara obopamenus: 27.08.2021)

B. 1. ABepuenkos. — 3-e m31., crep. — Mocksa: @JIMHTA,
2016. — 269 c. ISBN 978-5-9765-1256-6

Bproxomunknii, 10. A. BezonacHocTs HHOOPMAIIHOHHBIX 2020 | https://biblioclub.ru/index.php?page=book&id
TEXHOJIOTHH: yuebHoe mocodue: B 2 yacTsix: [16+] / =612167 (nata obpamenus: 27.08.2021)

1O. A. Bproxomunkwii ; FOxHBIH dheaepansHbIi
yHHUBepcuteT. — PoctoB-Ha-JloHy; Taranpor: KOxHbIi
tdenepanpHbiii yHUBepcuteT, 2020. — Y. 1. — 171 ¢. ISBN
978-5-9275-3571-2 (4. 1). - ISBN 978-5-9275-3526-2. —

CucteMbl 3alIUTHl HHGOPMALIUK B BEAYLINX 3apYOSIKHBIX 2016 | https://biblioclub.ru/index.php?page=book&id
cTpaHax: yueOHoe nocobue /st By3oB: [16+] / =93351 (nata obpamenus: 27.08.2021)

B. U. ABepuenkos, M. 1O. PritoB, I'. B. Konapamus,
M. B. Pynanosckuii. — 4-e u3n., ctep. — MockBa:
OJIMHTA, 2016. — 224 c. ISBN 978-5-9765-1274-0

6.2. Ilepuoauueckue u3aaHusi

1. DnextponHsli xkypHan «3ammta uHpopmaruu. Wucaitmy ISSN 2413-3582, Pexxum nocrtyna:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIi )ypHan «Crenrexuuka u CBs3by», Pexxum noctyna: http:/www.st-S.su/

3. DnekTpoHHBIA XKypHal «CHCTEMBbl OE30MAaCHOCTH CBS3M W TEICKOMMYHUKAIUI» —KOMITaHUS
«I'porex», Mocksa [Dnektponnsiit pecype] / URL: http://sccs.intelgr.com/

4. DneKTpOHHBIN HAyYHO-TEXHUYECKHI XypHal «CrienuanbHas TeXHUKa», MockBa [DIIeKTPOHHBIN
pecype] // URL: http://www.ess.ru/

5. Dnektponnsiii xxypHan «bJIW» (besomacunocts, [ocroBepHocts, Uudopmanus), C.-IletepOypr.
[Dnexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UnTepHeT-pecypcebl

1. OOO "Uzparenbckuit [om «MuTemnekTyanbHas mpecca» xypHan «MHTemmekTyanpHas
COOCTBEHHOCTb. ABTOpCKOE paBo u CMEKHBIE paBay. Pexum J0CTyma:
http://superpressa.ru/index.php?option=com_content&view=article&id=357&Itemid=111,

2.  Kypuan «lIpaBo uHTemnekryanbHOW coOcTBeHHOCTH» M3matenbckas rpymma «fOpucty», T.
Mocksa. Pexxum noctymna: http://pravois.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE JUCHUIIJIMHBI

3aHsTHs TPOBOAATCA B cienyromux ayauropusax Bal'y (kopmyc Ne2) no anpecy r. Bnaaumup,
yi1. benokoHcko#, 1. 3.

ayna. 408-2, JlekiimoHHass ayIuTOpHsi, KOJIMYECTBO CTyAeHUecKuX MecT — 50, miomans 60 m2,
OCHAIlleHUE: MyJIbTUMeIuitHOe 00opyaoBaHue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), noytOyk Lenovo Idea Pad B5045

ayn. 427a-2, naboparopusi CETEBBIX TEXHOJIOTHH, KOJIMYECTBO CTyJI€HUECKMX MmecT — 14,
wioniaap 36 M2, ocHallleHHe: KOMITbIOTEpHBIN Kiace ¢ 8 padounmu cranuusmu Core 2 Duo E8400 c
BbIXoJ0M B Internet, 3 mapmpyrtuzatopa Cisco 2800 Series, 6 mapmpytuzaropos Cisco 2621, 6
koMmmyTaTopoB Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, komMmyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaHn HacTEHHBIH pPYJIOHHBIH.
JlunensuonHoe  mporpamMmHoe — oOecmedyeHue: — omepanuoHHas — cuctema  Windows 7
[TpodeccuonanbHas, oducHelii naker npuioxkeHuit Microsoft Office Ilpodeccuonanbhblil mrOC
2007, OecruiaTHO pacHpocTpaHsieMoe IporpaMMHoOe oOecriedeHre: JIMHEeWKa HHTErPUPOBAHHBIX CPEJl
paspabotku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyanusauuu Oracle VM
VirtualBox 5.0.4, cumynstop cetu nepenaun ganHbeix Cisco Packet Tracer 7.0, uHTerpupoBaHHas
cpena pa3pabotku nporpamMmmuoro obdecrieuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VHI[ «KommnekcHas 3amuTta OO0BEKTOB HH(OpMaTHU3AMKM», KOJIUYECTBO
CTyACHYECKHX MecT — 15, mimomane 52 M2, OCHalleHHE: KOMIBIOTEPHBIN Kiacc ¢ 7 pabouyumu



https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=612167
https://biblioclub.ru/index.php?page=book&id=612167
https://biblioclub.ru/index.php?page=book&id=93351
https://biblioclub.ru/index.php?page=book&id=93351
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
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cranimsmMu Alliance Optima P4 ¢ Beixomom B Internet, xommyratop D-Link DGS-1100-16
MYyJIbTUMEANIHHBIA KOMITIEKT (mpoekTop Toshiba TLP X200, skpan HaCTEHHBIN PYJIOHHBIN), TPUOOP
ST-031P «IIupanps-P» MHOroQyHKIIMOHAIBHBIA TOUCKOBBIH, HpuOOp «YaH-2» IOUCKOBBIH,
BHOpoakycTrueckuii renepartop myma «Conata AB 1My, umutatop paboThl CpEJCTB HEJIETaTbHOTO
chema uHpopMaiuu, padboTaromux no paanokanany «llIumoBHUKY», aHanmu3arop cnektpa «GoodWill
GSP-827», maaukarop nonst «SEL SP-75 Black Hunter», yctpoiicTBo 6510krpoBaHUs pabOThl CUCTEM
MoOunbHOU  cBsizum  «Mo3aiika-3», YCTPOHCTBO 3amUThl  Tele(OHHBIX IEPErOBOPOB  OT
npocnymmBanus  «[Ipokpycr 2000», nuktopon Edic MINI Hunter, nokxatop «Pomauk-2K»
HEJIMHEWHBIN, KOMIUIEKC TPOBEACHHS aKyCTHUYECKUX W BHOpOAKycTHYeCKHX wu3MepeHuil «CrpyT
MUHH-A», Buueopeructpatop uudposoii Best DVR-405, reneparop Illyma «I['HOM-3»,yueOHoO-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIIMPOKONOIOCHBIE OeCpoBOAHbBIE ceHCOpHbIe ceTh» (Nano
Xaos), ckanupyromuii npueMHUK «Icom IC-R1500», anamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTUBHOU aHTeHHOU. JIurensnonHoe nporpamMmmuoe obecrneyenune: Windows 8 Ilpodeccnonanbhas,
obpucHbi maker npwiokeHudt Microsoft Office Ilpodeccrmonansubiii mmoc 2010, OGecruratHo
pacrpocTpaHsieMoe MporpaMMHOe OOeCIeYeHHe: JIMHEeHKa WHTETPUPOBAHHBIX Cpea pa3paboTKu
Visual Studio Express 2012, HHCTpYMEHT UMHTAIIMOHHOTO MozeaupoBanus AnyLogic 7.2.0 Personal
Learning Edition, mHTerpHpoBaHHas cpeaa pa3padboTku mporpammuoro odecredeHus IntelliJ IDEA
Community Edition 14.1.4.



Pabo4yio mporpaMmy COCTaBHil U3 AB.

[Tporpamma paccMOTpeHa M 0/100pena Ha 3ace, ’

Mporokon e 73 or 72 <3 rom i ;: /\/\/7

3asemyroumit kadeapoit 1.1.4.. npodeccop o W) /M.JO. Monaxos/_______
Paboyas nporpamMma paceMoTpena u ogobpeHa

Ha jaceaHMM Y4eOHO-METOIMYCCKOH KOMHCCHH cncmla.nwocm 10.05.04 «MupopMamoHHO-
AHATHTHYCCKHE CHCTEMBI Ge30NacHOCTHY

Mporokon Ne 73 or 72 €528 ropa

[NpesicesaTe/h KOMHCCHH JLT.H.. Npodeccop /M 10. Monaxos/
(oﬁb NOATHCH)

JIMCT NEPEYTBEPKJIEHUS
PABOYEN NMPOTPAMMBI JIMCHMTIIHHBI

Pafouas nporpamma osobpena na 20 /20 yueOHBIH roa

Ilporoxoxn 3acesanus Kadeapur Ne or roaa
3aseaytoumit kadeapoh LT.1.. npodeccop /M.IO. Monaxos/

PaGouas nporpamma og00pena na 20 /20 yueOHbIH roa
[Iporokon 3acenanus kadeapnt Ne or roga
3areyiommit kadeapoi A.T.H., npodeccop M.IO. Monaxos/

Pabouas nporpamma onobpena na 20 /20 yueOHbiit roa
[Tporoxon 3acenanus kadenps Ne or rona
3aseayroumii kadeapoit L.1.4.. npodeccop /M.IO. Monaxos/
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JUCT PETUCTPAIIMA UBMEHEHUM
B pabouyr0 IporpamMMy JHCIHTUTAHBI
Cmanoapmwl un@opmayuoHHol be30nacHocmu
00pa30BaTeIbHON IPOrPaMMBbI HAIIPABJICHHS IOATOTOBKA

10.05.04 «Undopmayuonno-anaiumuyecxkue cucmemovl Oe30nacHocmuy

Howmep Brecensr n3MeHEHUS B YaCTH/pa3aeibl Hcnonuurens OcHoBaHUe
HU3MEHEHUS paboueil mporpaMmsl [)5(0) (HOMeEp U JaTa MPOTOKOJIA
3acenanus kadeapbl)
1
2
3aBenyromnuii kadeapoit 1.T.H., mpodeccop /M.IO. MoHnaxos/

Tloonuce DOUO



