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1. HEJIX OCBOEHUSA JUCIUIIJINHbI

[lenbto ocBoeHust qucuuIuinHbl «IIporpaMMHo-annapaTHbIe CpeicTBa 3aIUUTHI HHPOPMALIUN
SBIISIIOTCSI 0OECTIEYeHHE MOATOTOBKH CTYJCHTOB B cooTBeTcTBHHU ¢ TpeboBanusmMu ®PI'OC BO 3++ u
yyeOHoro tuiaHa mo crneruanbHocTH 10.05.04  «MHpOpMannoHHO-aHATTUTUYECKHE CHUCTEMBI
Oe3omacHocTH». B mpomecce moAroTtoBkM oOecriednBaeTcsi (OPMUPOBAHHE Yy  CTYJEHTOB
npo¢eCCHOHATIBHBIX HAaBBIKOB 10 3KCIUTyaTallMd U OOCIY>KHBAaHUIO anmapaTypsl, 000pya0BaHUs U
IPOTPaMMHOTO 00ecreueHus], CBI3aHHbIX C: 0OecrieueHneM 0e30IMacHOCTH JaHHBIX; UG POBAHUEM U
3alIMTOM OT HECAaHKIMOHUPOBAHHOI'O JIOCTyNa; MPO(EeCCHOHAIBHBIX HABBIKOB BBIABICHUSA U
YHUUYTOXKECHUS KOMIBIOTEPHBIX BUPYCOB; MPOTHUBOJICHCTBHS HApYyIICHHUSIM CETEBOM 0€30IacHOCTH ¢
UCIIOJIb30BAaHUEM PA3JIMUYHBIX IMPOTPAMMHBIX M alllapaTHBIX CPEACTB 3alUThl; HABBIKOB PabOTHI CO
CIIELUAJIbHON TEXHUYECKOU JINTEPaTypOi.

3amauedt aucuumuimHbel  «IIporpamMMmHO-anmapatHele  CpeACTBAa  3aLIUThl  MH(OpMAIUK»
SBIISICTCS CO3J]aHME Y CTYJIEHTOB INPEACTABICHUS O MPUHIUIAX, METOAAX M CPEICTBAX BBISBICHUS
yrpo3 0e30MacHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, a TakXKe pa3BUTHE CIOCOOHOCTEH K
JIOTUYECKOMY M aJTOPUTMUYECKOMY MBILUIEHUIO U OCYLIECTBJIEHUIO IPOBEPKU 3aLIUILEHHOCTU
00BEKTOB HAa COOTBETCTBUE TPEOOBAHUSAM HOPMATHUBHBIX JTOKYMEHTOB. 3a7ayeil AUCLUIUINHBI TAKKe
SIBIISICTCS OBJIAJICHHE HAaBBIKAMH MPAKTUYECKOH JEATEIIEHOCTH B 00JIACTH MOJICITMPOBAHUS U aHAIIN3a
TEXHUYECKUX CPEACTB allapaTHOW M MPOrpaMMHOM 3alIUThl aBTOMAaTU3MPOBAHHBIX CUCTEM C
UCIIOJIb30BAHUEM CPEJICTB BBIUMCIMTEIBHOM TEXHUKH, YMEHHUE MCIOJIb30BaTh COOTBETCTBYIOIIEE
CHeLHaIU3UPOBAHHOE IPOrPaMMHOE 00eCIIeYeHHE.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
Huctummuaa «I[IporpamMMHoO-ammapaTHbple CpeACTBa 3alUThl HMH(DOpPMAIMU» OTHOCHTCS K
obs3arenbHOM yacth biioka B1 (kox B1.0.21). B yueOHOM 1uiaHe MpeayCMOTPEHBI BHIbI yueOHOU
JIeATETLHOCTH, 00ECIICUNBAIONINE CUHTE3 TEOPETHUECKUX JICKIMU, U JabopaTopHbix pabdot. Kypc
TECHO B3aUMOCBSI3aH C IPYTHMH JUCHUILUTUHAMU JaHHOTO ITUKIIA.

3. INTAHUPYEMBIE PE3YJIBTATbBI OBYYEHMUS 11O JUCIUIIJINHE
[Inanupyemble pe3yiabTaTbl OOyd€HHUs IO JAUCUUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMU

ezynbraraMu ocBoeHust OIIOIT (koMmeTeHIUsIMU 1 MHIUKATOPaMHU JOCTH)KEHUSI KOMITETEHITH )
dopmupyemblie [Tnanupyemble pe3ybTaThl 00yUSHHUS 110 TUCIUILINHE, B HaumeHnoBanue
KOMIICTCHIIUH COOTBETCTBHMH C MHJIMKATOPOM JOCTHKCHUS KOMIICTCHIIUU OIICHOYHOT'O
(xom, comeprxanue WNupukarop PesynbTarel 00y4eHHs 10 JUCIUATUIHE cpelncTBa
KOMITETEHITHH ) IOCTYDKEHIS
KOMIICTCHIINY]
(00,

cooepoicanue

UHOUKAMOPAQ)
OIIK-11 Cnocoben | OIIK-1.1.1 | 3HaTh nporpaMMHBIE U [IPOrPAMMHO-AIIapaTHbHIE
OCYIIECTBIIATh CpEeJICTBA 3aIIUTHI HHGOPMAITUH
cuHTe3 TexHosorui | OITK-1.1.2 3HaTh METO/IbI HACTPOMKH, OOCTYKHUBAHUS U
1 OCHOBHBIX BOCCTAHOBJICHHUS CPEJICTB 3aIUThI HHPOPMAIUH
KOMIIOHEHTOB Ha BCEX 3Tanax >kuzHeHHoro mukia MAC
Gynkunonansroii u | OI1K-1.2.1 YMETh NPUMEHSTH 3alIUILIECHHBIE IIPOTOKOJbI,
obecrieunBaromei MEKCETEBBIE IKPAHBI, CPEICTBA OOHAPYKEHHS
yacrei BTOP’KEHUH B KOMIIBIOTEPHBIE CETH Tecrosbie
CO3/1aBaEMbIX OIIK-1.2.2 YMeTh OCYLIECTBISATh MEPHI NPOTUBOACUCTBUS BOIIPOCHI
MH(POPMALMOHHO- HapyLICHUAM CETEBON 0€30I1aCHOCTH €
aHAJTUTUICCKUX HCIOJIb30BaHMUEM ITPOrPAMMHBIX M ITPOrPaMMHO-
CUCTEM, B TOM anmapaTHBIX CPEJICTB 3alUThl HHQOPMAITUU
qucIie BbIOOp OIIK-1.3.1 BnaneTs HaBbIKaMH HACTPOUKH, SKCILTyaTalllH,
MEPOIPHSTHIL 110 00CTyXKUBaHHSI CPEJICTB 3aIUTHI HH(OPMAITUHN Ha
3alIUTe BCeX dTamnax >kusHenHoro nukia MAC
uHQOpMaIH
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OIIK-13 Cnocoben | OIIK-13.1.1 | 3HaTh NporpaMMHbIC U IPOrpaMMHO-aIIapPaTHbIC
MPOU3BOJHUTH CpeICTBa 3aIUUTH HHOPMALIUT
HacTpPOWKY U OIIK-13.1.2 | 3HaTh METO/IbI HACTPOMKH, OOCTYKUBAHHS U
o0CITy>)KUBaHHE BOCCTaHOBJICHUS CPEJICTB 3aIUTHI HHOpMAIn
KOMITOHEHTOB Ha Bcex dTamnax ku3HeHHoro nukiaa MAC
obecneunBaromed | OIIK-13.2.1 | YMeTh HacTpauBaTh M 0OCIY>KMBATh CPEICTB
4acTH 3alUThl MHPOPMAITUH Ha BCEX ATAINaX
WH(POPMAITUOHHO- skn3HeHHoro nukia MAC
AHAJIMTUYECCKUX OI1K-13.2.2 | YMeTh BOCCTaHABIMBAThH CPEACTBA 3aIUTHI TecToBbIC
CHCTEM Ha BCEX unpopmaiuu MAC B mosiHOM 00beMe BOMPOCHI
dTamax JXU3HEHHOrO | OIIK-13.2.3 | YMeTh HCIOIb30BaTh CPEACTBA 3aIIUTHI,
HHKJIa, BCTPOCHHBIX MPENOCTAaBIISIEMbIE CUCTEMAaMU YIIPABICHUS
CPCACTB 3allIUThI 0a3zaMM JaHHBIX
uHpopMALHY, OIIK-13.3.1 | BiageTb HaBBIKAMH BOCCTAHOBJICHUS
BOCCTaHABITHBATE paboTOCTIOCOOHOCTH CPEACTB 3AIIUTHI
X uHpopmaruu MAC npu BHEIITATHBIX CUTYALMIX
paboTOCTIOCOOHOCTH
P BHEIITATHBIX
CUTYaIHUsIX
4. OBFBEM U CTPYKTYPA JUCHUIIJINHBI
Tpyn0oeMKOCTh JUCHUILTIHBI COCTABIISIET 6 3a4eTHHIX eTUHMUII, 216 yacoB
TemaTuveckuii JIaH
¢opma o0yueHusi — ouHas
KonTakTHas pabora Dopmer
00yJaronuxcs TEKYIIero
C TMeJarorHYeCKUM KOHTPOJISI
= paboTHUKOM % yCIIEBaEMOCTH,
ST | sl | B | oo
= g E 5 g T « | MIPOMEXYTOUHOMI
Ne HaumenoBanue TemM u/uim 3 3 E e S . = é ATTeCTALAN
n/m pasiesioB/TeM AUCIUITHHEI 2 = - = = g g é £ | (no cemecmpan)
°| g 5| E| 2|88 ¢
| 2| 8| 5| FE S
B
= o = =
|38 &
=R I B
1 | Beenenue (npeaMeT u 3a1a4u 7 1 2 - 6
MPOTrpaMMHO-aIMapaTHON
3alUTHI THPOPMAITUH, METOJTBI U
Cpe/CTBA 3aIUThl HHPOPMAIUH)
2 | Vs3BUMOCTb KOMITBIOTEPHBIX 7 2 - 4 6
CHCTEM.
3 | Unentuduxanms n 7 3 - 6
ayTeHTUDUKAIHS
4 | Cucrema pasrpaHudeHus gocryna | 7 4 - 4 6
K nHpOpMaLUH
5 | IIporokoJbt 7 5 - 6
WACHTHQHUKAINY/ Ay TCHTU(UKAIIT
6 | MeTonsl 1 cpeACcTBa 3alTUTHI 7 6 - 4 6 PelTHHT-KOHTPOIIb
[POTrPaMM OT KOMITBFOTEPHBIX Nel
BHPYCOB
7 | XapakTepucTuka cpe/iCTB 7 7 - 6
HeHTpanu3anuy KOMIIBIOTEPHBIX
BUPYCOB.




8 | OueHka aHTHBHPYCOB 7 8 2 - 4 6

9 | OOuras xapakTepucTHuKa 7 9 2 - 6
pOrpaMMHO-aImapaTHbIX
CPEJICTB 3aIUThI HH)OPMAIMH

10 | OOwas xapakTeprcTHKa 7 10 2 - 4 6
AIICKTPOHHBIX HACHTU(HHUKATOPOB
11 | 3ammra nporpamm oT 7 11 2 - 6
POTPaMMHBIX 3aKJIA/IOK.
12 | MeToab!l U CrIoCOOBI 3aIUTHI 7 12 2 - 4 6 PelTHHT-KOHTPOIIH
IpPOrpaMM OT UCCIIEOBAHUSL. Ne2
13 | 3amura nporpamMm oT 7 13 2 - 6
HECaHKIIMOHUPOBAHHOTO
KOIUPOBAHHUSIL.
14 | Cuctembl 0OHapy>KeHUS aTak U 7 14 2 - 4 7
BTOPKEHHMI.
15 | DnexTpoHHas uudpoBas MOANHUCH 7 15 2 - 8
(301D
16 | Pa3gexn 16. Apxurektypa [TAC3U | 7 16 2 - 4 8

(xoH(pHUTYpaIH CPENICTB 3AIIUTHL,
METO/bI pealnu3alny;
(yHKIMOHAT U 0OCOOCHHOCTH

HCIIOJTH30BAHUA).

17 | Pazgen 17. Keitnorreps! u npyrue | 7 17 2 - 8
anmapaTHbIC 3aKJIaIKU

18 | Pa3zgexn 18. HopmaTtuBHas 6aza 7 18 2 - 4 8 PeiTHHT-KOHTPOIIB
rOCY/IapCTBEHHBIX PETYJISITOPOB Ne3

Poccun u peiictByroue
CTaHJIAPThI B 00JIACTH
ucnoab3zoBanusa ITAC3U

Bcero 3a 7 cemecTp: 216 36 - 36 117 Jx3amen 27

Hroro no aucuuninHe 216 36 - 36 117 DKk3ameH 27

CoaeprxaHue JeKINOHHBIX 3aHATHH 10 JMCHUIINHE
Pazgen 1. Beenenue (mpeamer U 3a1a4M IPOrpaMMHO-aNINapaTHON 3alUThl HH(GOPMALUU; METObI U
CpeJCTBa 3alUThl HHGOPMALMU U MPEJOTBPAIICHNUS HECAHKIIMOHUPOBAHHOTO JocTyna). OCHOBHBIE
MIOHSITHS.
Pa3znen 2. Va3BUMOCTh KOMIIBIOTEpHBIX cucTeM. IlonuTuka Oe€30MacHOCTH B KOMITBIOTEPHBIX
cucremax. OreHKa 3allUIIeHHOCTH. AOCTpakTHbIE MOJeNu 3amuThl uHGopMauu Monens buoa;
Mogensb I'orena—Me3surepa ; Cazepnenackas moaens; Moaens Kiapka-Bunscona.
Pazgen 3. Hpentuduxaums u ayreHTHUKanus (MAeHTUUKALMS MoJb3oBarenel (CyOBbeKTOB
noctyna K agaHHbM). [lpouenypa wuneHtudukauuu u ayreHTudukauuud. OpHodakTopHas H
nByxdakTopHas uaeHTH(GUKauuu. buomerpuueckue MeToabl UACHTU(UKAUN U ayTEHTU(DHUKALHH.
TexHomoruM aBTOMAaTUUECKOU UICHTU(DUKAITUH.
Pazgen 4. Cucrema pasrpaHudeHus: JocTyna K MH(GOpManuu (apXUTEKTypa CUCTEMBI; KOHIIETILUS
MOCTPOCHUS CHUCTEM pasTpaHUUYEHUs] JOCTYIA; MOJENHM pa3rpaHUYeHHs] JIOCTyIa; HaJeXKHOCTh
CHCTEM pa3rpaHUYEHUs 10CTYIa).
Pa3znen 5. Ilportokonsl uaeHTudukanuu/ayTeHTUQUKAIUN (000OMIEHHBIH aNrOpUTM, Ha OCHOBE
anmroputMa  RSA, cxembl @eiire-®Ouara-Illamupa, Onb-T'amansa, Hoppa). IIpoToxosl
uneHTH(UKAIMK C HyJeBoi mepenaye 3Hanuid. [Ipotokonsr Kerberos, S/Key (RFC 1760), PAP u
CHAP, OpenID, Windows Live ID, LDAP, OpenLDAP.
Pa3nes 6. Metoasl U cpelcTBa 3alIUTHI IPOrPaMM OT KOMIIBIOTEPHBIX BUPYCOB (XapaKTepUCTHUKA U
KJIaccu(UKaLUs KOMITBIOTEPHBIX BUPYCOB.
Pazgen 7. XapakrtepucTHKa CpEICTB HEUTpaJIM3alMU KOMIIBIOTEPHBIX BHUPYCOB. TEXHOJOTHH
oOHapy’KeHHs BUPYCOB, aHTUBHPYCHbIE KOMILJIEKCHI.
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Pazgen 8. Onenka aHTUBUpPYCOB; TpeOOBaHUS K CpelAcTBaM aHTUBUpPYcHOHM 3amutsl OPCTOK
Poccun. Knaccudukanys MeTo10B 3aIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

Pazgen 9. OOmas xapakTepUCTHKa IMPOTPAMMHO-AMIAPATHBIX CPEJICTB 3allUThl HH(OpMAIHU
(xmaccudukaysi CpeACTB 3alIMTHI; TOCYJIAPCTBEHHBIH peecTp CepTUPUIUPOBAHHBIX CPEICTB
3amuThel HHGOpManmK; Kpatkas xapaktepuctuka cpeactsa 3amutel C3U Secret Net, [IAK Kpunros,
Honeypot Manager, Kb SearchInform, Secret Disk u 1.1.)

Pazgen 10. OOmias xapakTepuCTHKa SJIEKTPOHHBIX HACHTHUHKATOPOB (uaeHtudukatopsl eToken,
JaCarta, Maxim (iButton), Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenseLock, LOCK u
T.J.).

Pazgen 11. 3ammra nporpaMM OT HpOrpaMMHBIX 3akianok. CrocoObl BHEAPECHHS 3aKJaJoK.
Knaccugukanuss HenekIapupOBaHHBIX BO3MOXKHOCTEH mporpamMMHOro oOecrneueHus. MeToabl
BCKPBITHSI HEJEKJIapUPOBAaHHBIX BO3MOKHOCTEH. [loaxonpl BhisBIEHUS A€PEKTOB B MPOTrPaMMHOM
o0ecrieueHnH, BO3MOKHbIE METO/IbI 3AIUTHI.

Pa3zaen 12. Meroasl U crmocoObl 3alIMTHl TIpOorpamMM OT HcciienoBanus. Kimaccudukamus cpencts
UCCJIE0BaHMsI porpamMM. MeTo/1bl 3allUThl IPOTPaMM OT UCCIIEI0OBAHUS.

Pa3nen 13. 3amura nporpamMm OT HECAaHKIIMOHHUPOBAHHOTO KOMUPOBaHUS. MeTOIbI, 3aTpyAHSIIOINE
CUMTBHIBAaHUE CKOMUPOBAHHOW uH(oOpManuu. MeTroapl, MPENATCTBYIOIIME HUCIOJIb30BAHUIO
ckonupoBaHHOW nH(popmanyu. OcHOBHBIE (DYHKUIUU CPEICTB 3alIUTHl OT KomupoBaHus. OCHOBHBIE
METO/Ibl 3allUThl OT KOMUPOBaHUsA. MeToAbl MPOTHUBOACUCTBUS TUHAMUYECKUM CIOCO0AM CHATHS
3alIUTHl IPOrPaMM OT KOMTUPOBAHUSI.

Paznen 14. Cuctembl oOHapy>KeHHs aTak M CHCTEMbl OOHapy>keHUs BTopskeHuil. Kiaccudukamms.
MeTtop1 00HApYKEHUSI CUTHATYP U METOABI OOHAPYKEHHSI aHOMAIIUH.

Pa3znen 15. Dnexrponnas mudposas noxamuck (DLII). [Morstue DIIII, oCHOBHBIE aNTOPUTMBI
peanuzanuu LTI

Pazgen 16. Apxurextypa IIAC3U (xoHdurypamuum CpeicTB 3alluThl; METOABI pPEATN3alny;
(GYHKIIMOHAT ¥ OCOOCHHOCTH UCIIOJIb30BAHMS ).

Paznen 17. Keiinorrepsl u JApyrue ammapaTHble 3aKJIajJKd Ha OCHOBE MHKPOIIPOIECCOPOB U
MUKPOKOHTPOJUIEPOB, KIAacCH(PUKAIMs, BO3SMOKHOCTH M METOJbI MpoTuBoAekcTBUA. [Iporpammuo-
anmnaparHble 3aKJaAKd Uil MOOMIBHBIX ceredl. [IporpamMMHo-anmapaTHble CpEICTBA 3alllUThI
MOOUJTBHBIX CETEH.

Pa3nea 18. HopmatuBHas 6a3a rocy1apcTBEHHBIX peryisiTopoB Poccuu u aeiicTByromye cTaHaapThl
B oOnactu ucrnonb3oBanus [TAC3U.

Copepxanne NpaKTHYECKUX/JIA00PATOPHBIX 3aHATHI MO JUCHHUILIMHE
JlabopaTopHbie padoThI:
JlaGopatopHnas pa6ora 1. Pa3pabotka 1O pasrpanndeHuns NOJIHOMOYMMA MOJIb30BaTeNeH
JlabopaTopnasi padoTa 2. 3amura nporpaMMHOT0 00€CTIeUeHUsI OT U3MEHEHUS U KOITUPOBAHUSI.
JlaGopatopnas paGora 3. Pa3paboTka M mporpamMMHas pealu3alus KpUNTOrpapuuecKux
AJITOPUTMOB.
JlaGopatopnas pabora 4. M3yuenue crnoco6oB (GopMUPOBaHUS NEKTPOHHONU UPPOBON MOAIHCH
(BUIT) Ha ocroBe Kpunrollpo CSP 3.9 R2 / Kpuntollpo CSP 4.0 - myis Windows 10
JlaGopaTopnas pabora S. M3yuenue crnoco6oB (GopMUPOBaHUS NEKTPOHHONU IUPPOBON MOAIKMCH
(BLIT) na ocroBe ViPNet CSP 4.2 - st Windows 10
JlaGopaTtopnas pabGora 6. OpraHuzanus 3alUIIEHHOro oOMeHa uHH(popMalMeld Ha OCHOBE
HCIIOJIb30BaHus MporpaMMsl PGP
JlabopaTopHasi padora 7. Opranu3anus 3allMIleHHOro KaHaia ¢ nomouibio VPN
JladopaTopnasi padora 8. [IporpammMHuas peanu3anusi 3aIUThI TPOTPaAMM C TTIOMOIIBIO SJIEKTPOHHBIX
kiroueil tuna «HASP HL Pro»
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5. OHEHOYHBIE CPEJACTBA JJIAA TEKYIIETI'O KOHTPOJISA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTALIMU 110 UTOI'AM OCBOEHUS TUCITATLIIMHBI
1 YYEBHO-METOJUYECKOE OBECIIEYEHUE CAMOCTOSTEJIBHOM PABOTHI
CTYAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIeBaeMOCTH
IlepeyeHb BOPOCOB K PEHTHHI-KOHTPOJIIO Nel
OcHOBHBIE 331a4H TPOrPAMMHO-AMNIAPATHON 3alIUTHl HHPOPMALIUU
OCHOBHBIE METOJIBI M CPEJICTBA 3aIUThl HH(MOopMaruu ¢ momorisio [TAC3U
OcHOBHBIE METObI IPEIOTBPALIEHUS] HECAHKIIMOHUPOBAHHOTO JI0CTyIIa
[TonuTrka 6€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMaX
VS3BUMOCTh KOMITBIOTEPHBIX cucTeM. OleHKa 3alUIIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
AbOcTpakTHBIE MoOJenu 3amuTbl uHpopmauuu Mogens buba; Monens [orena—Mesurepa;

Cazepanenjickas Mojienb; Monenbs Knapka-Bunbcona

Wnentuduxamms noas3oBareiei (CyObeKTOB JOCTyNa K JAHHBIM).
buomerpuyeckue MeToabl HACHTU(PUKAIIMN U ayTeHTU(DUKAIINH.

TexHomorun aBTOMaTUYECKON UICHTU(DUKAITUN

[TpoTokoubl uaeHTHGUKAIIH/ayTeHTUDUKAIIH (0000IIEHHBIN aITOpUTM).
[Tporoxomnsl uaeHTHUGUKaMK/ayTeHTuuKanuy (Ha ocHoBe ainroputMa RSA).
[TpoTokounbl naenTudukanun/ayrenTudukanym (cxema @eiire-Ouata-lllamupa).
[TpoTokomnsl uaeHTHUGUKaMK/ayTeHTuuKanuu (cxema ib-1"amans).
[TpoTokounsl naenTudukanum/ayreaTudukanim (cxema [lnoppa).

[TpoToxoibl UASHTHU(PHUKAIIMY C HYJIEBOU Mepeaueii 3HaHuM.

IlepeyeHb BONPOCOB K PeiiTHHI-KOHTPOJIIO Ne2
ITporokon Kerberos.
[Tpotokouner S/Key (RFC 1760), PAP u CHAP.
ITporokosnsr OpenID, Windows Live ID.
[Tporoxonsl LDAP, OpenLDAP.
Enunas cuctema nneHtTugukanuu u ayreHTugukanuu PO.
Cucrema pa3rpaHn4eHus A0CcTyna K HH(OpMaIHH.
MeTo/1b1 3aIIMTHI TPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB
CpeacTtBa 3a1uThl IPOrpaMM OT KOMITBIOTEPHBIX BUPYCOB
XapakTepHucTuKa U KiacCU(pUKaIUs KOMIBIOTEPHBIX BUPYCOB
XapakTepuCTUKA CPEICTB HEUTpaTu3alii KOMIIBIOTEPHBIX BUPYCOB. TexHOI0rnu oOHapy KeHHs

BHPYCOB, AHTUBUPYCHBIE KOMILJICKCBHI.

OrnieHka aHTUBUPYCOB; TpeOoBaHUs K cpefcTBaM aHTuBUpycHOi 3anutel @CTIK Poccun.

KJ'IaCCI/I(l)I/IKaI_II/IH METOJOB 3alllUThl OT KOMIIBIOTCPHBIX BUPYCOB

OO61ast xapakTepyCcTUKa MPOrpaMMHO-aNapaTHIX CPECTB 3alUThl HHPOPMAaLUH

(kyaccudukanys CpeacTB 3aLIUThI; TOCYIapCTBEHHBIN peecTp cepTU(UIUPOBAHHBIX CPEICTB
3alUThl HH(OpPMALIUN)

O6ma;1 XapPaAKTCPUCTUKA DJICKTPOHHBIX I/II[eHTI/I(i)I/IKaTOpOB (KHaCCH(bHKaHHH, Ha3HAa4YCHUC,

XapaKTEPUCTHKH)

3ammTa nporpaMM OT MPOTrpaMMHBIX 3aKkiIa oK. CriocoObl BHEAPEHUS 3aKIa/I0K.
Knaccudukanus HepekIapipoBaHHBIX BO3MOXKHOCTEN IPOrpaMMHOT0 0OecTieyeHUsl.
MeToab! BCKpBITHS HEIEKJIapuPOBAaHHBIX BO3MOXKHOCTEH MPOTPaMMHOT0 00eCeueHHs.

Ilepeyennb BOPOCOB K pEHTHHI-KOHTPOJIIO Ne3
[Toaxomp! BbIsBIEHUS 1€(DEKTOB B IPOrPAaMMHOM 00€CII€UeHUH, BO3MOYKHBIE METO/IbI 3AIIUTHI.
Knaccudukanus cpecTB Uccie0BaHUs TPOTrPaMM
MeTo/1b1 3aIIUTEI TPOTPAMM OT UCCIIEIOBAHUS.



MeToapl, 3aTpyJHSIOINE CYUTHIBAHUE CKOTMPOBAHHONW MHPOPMALIUH.

Metobl, IPEnATCTBYIOLIME UCTIONIb30BAHUIO CKOITMPOBAaHHON HH(OPMAIUH.

OcHoBHBIE (DYHKIIMU CPEACTB 3aIIUTHI OT KOMUPOBAHHUS.

Metonbl NPOTUBOJACHCTBUSA AMHAMUYECKUM CIIOCOOAM CHATHUS  3alUThl  [IPOrpamm

KOIIMPOBAHUS.

Cuctembl 0OHapyKEHHUs aTak U CUCTeMbl OOHapy keHHs BTopxeHui. Kitaccuduxanus.
Mertonbl 0OHapyKEeHUsl CUTHATYp B ccTeMaX OOHapyKEHUs BTOPKEHUH

MeTto1b1 00HapY’KEHUSI aHOMAJINI B cUCTeMax 0OHAPYKEHUSI BTOPKEHUM

[Tousitue DI, Buabt O11, ocHOBHBIE anropuT™bl peanuzanuu I1IT

[Tonsitue ynocrosepsroumx 1eatpos (Y1), tpedoBanus xk Y1I

Keiinorreppl u Japyrue amnmapaTHble 3aKJIaJKH Ha OCHOBE MHKPOIPOLECCOPOB

MHUKPOKOHTPOJIIEPOB, KJIacCH(PUKALNs, BO3SMOKHOCTHA U METOJIbI TPOTHBOACHUCTBUS

ook wndE

[IporpaMMHo-arinapaTHbie 3aKJIaJAK1 17151 MOOMIIbHBIX ceTei
[TporpaMMHoO-arapaTHeie CpeACTBA 3aIIUTH MOOMIIBHBIX CETEH
TpebGoBanMs MEKIYHAPOIHBIX CTAHIAPTOB B 00acTu ucnonb3oBanus [TAC3U

oT

u

HopmaTtuBhasi 6a3a rocyaapcTBeHHBIX peryistopoB Poccun mo npumenenuto [TAC3U s
s3amutel AUC

5.2. [IpomeskyTOYHAs aTTeCTALMS
IIpumepHBIii NepevYeHb BONPOCOB K IK3aMeHy

OcHOBHBIE 331a4H MPOTPAMMHO-AINIAPATHON 3aIIUTHl HHPOPMAIIUN
OCHOBHBIE METOJIBI M CPEJICTBA 3aIUThl HH(MOpMaIuu ¢ momonisio [TAC3U
OCHOBHBIE METO/IbI TIPEIOTBPAIICHHUSI HECAHKITMOHUPOBAHHOTO JTOCTYTIA
[TonuTrka 6€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMaX
YA3BUMOCTb KOMITBIOTEPHBIX cucTeM. O1ieHKa 3aIUIIEHHOCTA B KOMITBIOTEPHBIX CUCTEMAaX
AOcTpakTHBIE MOJIeNH 3aUTh HHGopMaruu Monens buba; Moaens ['orena—Me3surepa;

Ca3epJI€HZICKa$I Mozeinb; Monens Knapka-Bunbcona

7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.

26.

Wnentudukanus noiap3oBareneil (Cy0ObeKTOB AOCTYyMA K IaHHBIM).
bruomerpuyeckre METOAb! MACHTH(PHUKAINN U ayTEHTH(PHKAINH.

TexHOJI0rMM aBTOMAaTHYECKOW NACHTU(DHUKALIMU

[TpoToxosbl naeHTHPUKAUK/ayTeHTUUKALNUU (000OIIEHHBIN allTOPUTM).
[TpoTokounbl naeHTUpUKAMK/ayTeHTUDUKAIMY (Ha OCHOBE anroputMa RSA).
[Tporoxosnsl naeHTHGUKanuu/ayrenTudukannuu (cxema Oeiire-Ouara-lllamupa).
[TpoTokounbl naeHTUUKAMK/ayTeHTUDUKAIMK (cXema Dib-I amains).
[Tporoxosnsl naeHTHpUKanuu/ayrenTudukanuu (cxema llnoppa).
[TpoTokobl HAEHTU(UKALIMY C HYJIEBOH neperadyeil 3HaHUMH.

ITporoxon Kerberos.

[Tporoxonsl S/Key (RFC 1760), PAP u CHAP.

[Tpotokoser OpenID, Windows Live ID.

ITporoxonsr LDAP, OpenLDAP.

Enunas cuctema uneHtTugukanuu u ayreHTugukanuu PO.

Cucrema pa3rpaHudeHus 10CcTyna K HH(OpMaIHH.

MeTo/b1 3a1UThI TPOrPaMM OT KOMITBIOTEPHBIX BUPYCOB

CpeacTBa 3auThl IPOrpaMM OT KOMITBIOTEPHBIX BUPYCOB

XapakTepHucTuKa U KilacCU(pUKaIus KOMIBIOTEPHBIX BUPYCOB

XapakTepuCTUKA CPEICTB HEUTpalu3alui KOMIBIOTEPHBIX BUPYCOB. TeXHOJIOTHMH 0OHApPYKEHUS
BHUPYCOB, aHTUBUPYCHbBIE KOMILJIEKCHI.

OrneHka aHTUBUPYCOB; TpeOOBaHMA K cpeacTBaM aHTUBHpYcHOU 3ammTel PCTIK Poccuu.

Knaccudukanuys MeTo10B 3aIIUTHI OT KOMIBIOTEPHBIX BUPYCOB

27. OO0mas xapakTepucTUKa MPOrpaMMHO-aNIapaTHbIX CPEACTB 3alUTHI HH(POpMALIUU
(kmaccuduKanys CpeaCTB 3alIUTHI; TOCYIaPCTBEHHBIN peecTp cepTU(UIIMPOBAHHBIX CPE/ICTB
3alUTH UH)OpMAIIH)
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28. OO0mas xapakTepuCTUKa JIEKTPOHHBIX HACHTH(PHUKATOPOB (KiIaccudukanus, Ha3HAYCHHUE,
XapPaKTEPUCTUKH )

29. 3ammTa mporpamMm OT IPOTPaMMHBIX 3akiIa oK. CriocoObl BHEIPEHUS 3aKIIaI0K.

30. Knaccudukamus HeeKIapupOBaHHBIX BO3MOXKHOCTEH IPOrpaMMHOT0 00eCTieyeHUs!.

31. MeToapl BCKPBITHS HEACKJIAPUPOBAHHBIX BO3ZMOKHOCTEH MPOrpaMMHOT0 00ecIieueHusl.
32. Iloaxonpl BeIsiBIeHUS 1e()EKTOB B IPOrPaMMHOM 00€CTIeYeHIH, BO3MOKHbBIE METObI 3aLUTHI.
33. Kiaccuduxanus cpeacTB UCCIeA0BaHUS IPOrPaMM

34. Metozpl 3alIUTHl IPOrPaMM OT HUCCIICOBAHMUS.

35. MeTtopl, 3aTpyJHSIOIINE CYUTHIBAHHE CKOMTMPOBAHHONW HHPOPMALIUH.

36. Metozpl, NpensTCTBYIOIINE UCIIOIB30BAHUIO0 CKOMTUPOBAHHOM HH(OpMALIUH.

37. OcHoBHbIE (QYHKIIH CPEICTB 3AIIUTHI OT KOTUPOBAHHUS.

38. Metozabl IPOTUBOAECHCTBUS AMHAMUYECKUM CIIOCOOaM CHSITHUS 3alIUTHI IPOTpamMM OT
KOIMPOBAHUSI.

39. Cucrtembl 0OHApYKEHHUS aTaK M CHCTEMbI OOHapy)eHUs1 BTopkeHui. Kimaccudukarms.
40. Metoasl OOHApYKEHHS CUTHATYpP B CUCTEMax OOHapy>KEHUS! BTOP>KEHHHA

41. Metozasl oOHapyKEHHSI AHOMAJIHI B CUCTEMaxX 0OHapYKEHUS! BTOPKEHHIA

42. Tlonstue DUIIL, Buast OI1, ocHOBHBIC anropuT™Mbl peam3anuu D11

43. Tlonsarue ynocroBepstonux neHTpoB (Y1), tpedoBanus k V1]

44, Keinorrepsl U Ipyrue anmaparHbie 3aKJIaJIKU Ha OCHOBE MUKPOIIPOLIECCOPOB U
MUKPOKOHTPOJUIEPOB, KJIacCU(PUKALIKS, BOZMOKHOCTH U METO/IbI IPOTUBOCHCTBHS

45. [IporpamMHO-anmapaTHbIC 3aKIaAKU )11 MOOMJIBHBIX CETEH

46. IlporpamMmmHO-anmapaTHbIe CPEICTBA 3aIUTHl MOOUITBHBIX CeTel

47. TpeOGoBaHUsI MEKAYHAPOIHBIX CTAaHAAPTOB B 00snacTu ucnoin3oBanus [IAC3U

48. HopmatuBHas 6a3a rocygapcTBEHHBIX peryistopoB Poccuu no npumenenuto [TAC3U mst
sammtel AUC

5.3. CamocTosiTe;ibHasi paboTa 00y4aroImerocs.
[IpumepHbIe BONPOCHI U 33/1aHNUS IJI1 CAMOCTOSITEJIbLHOI PadoThI CTY1eHTOB
- Wnentudukanus noip3zoBareneil (CyObeKTOB JOCTyNa K AaHHBIM). bruoMeTpuueckue MpuU3HAKH,
KOTOPBIC MOTYT OBITh MCITOJIb30BAHBI IPHU HICHTU(UKAIIHH.
- TexHomormii  aBromMatuueckoil  uneHTudukanuu.  IlTpuxoBble  KOIbl  (CUMBOIUKH).
Pannouactornast unentudukanus.
- Cucrema pasrpaHuyeHus goctyma K wuHpopmanuu. @DyHKIHOHANbHbIE OnMoku. KoHnenmms
MOCTPOEHUS.
- MexaHu3mbl ympaBieHHs JOCTynoM (MOJENH pasrpaHUYeHus JocTyna). JuckpenuoHHOe
yIOpaBI€HUE TOCTYIIOM.
- MexaHu3MBbl yIIpaBiIeHUs AOCTYNOM (MOJAENH pasrpaHUueHus 1ocTyna). MaHaaTHOe yIpaBlieHUE
JOCTYTIOM.
- MexaHuU3MBbl YIIpaBlIeHUS JTOCTYNMOM (MOJENU pasTpaHUueHUsl JOCTymna). YMpaBieHHE AOCTYIIOM
Ha OCHOBE pOJIEH.
- HapexHocth cucreM pasrpaHuueHus jgoctyna. VHTeHCHMBHOCTh OTKa3zoB. CpenHee Bpems
BOCCTAHOBJICHHSI CHCTEMBI 3allIMTHI MTOCIIE 0TKA3a.
- Meroast npegorBpamienus yredek u3 KC. Kmaccudukanus sayrpenanx UT-yrpos.
- Metonas! npenoTtBpaiieHus yredek n3 KC. 3akoHHBIN epexBaT JaHHBIX.
- Meroas npegotBpamenus yredek u3 KC. O6o6menHsIi mporiecc Beioopa cuctem DLP.
- MeToasl U CpeacTBa 3aIIUTHI MPOTPAaMM OT KOMITBIOTEPHBIX BUPYcoB. OOIasi XxapaKTepUCTHKA U
KJIacCHU(pUKaIH.
- MeToasl U CpeacTBa 3alIUTHl MPOTPaMM OT KOMIBIOTEPHBIX BHpPYcOB. OO0Ias XapakTepHUCTHKa
CPE/ICTB HEUTpATN3aIlii KOMIBIOTEPHBIX BUPYCOB. METOIBI 3alITUTHI OT KOMITBIOTEPHBIX BUPYCOB.
- Metoasl 3ammThl mporpaMMm OT uccienoBaHus. Cdepa mpumeHeHHS. KOMIOHEHTHI CHCTEMBI
3aITUTHI U UX (QYHKITUH.
- CrmocoOBI 3aITUThI MPOTPAMM OT HCCIIEIOBaHUs. 4-€ Ki1acca CIocOO0B 3aIIUThI



@DoH/I  OLEHOYHBIX  MaTepHAJIOB

(OOM)

IUTSt

MPOBEJICHUSI ~ aTTECTAllMd  YPOBHS

c()OPMUPOBAHHOCTH KOMITETEHIIUH OOYYaIOMMXCs 1O JUCHHUILTUHE O(OPMIISETCS OTACIbHBIM

JOKYMCHTOM.

6. YY4EBHO-METOJUYECKOE U UHOOPMALIMOHHOE OBECIEYEHUE
TACIHATITAHBI

6.1. Kuurood0ecneyeHHOCTH

HanmeHnoBaHue nuTepaTyphl: aBTOP, HA3BAHUE, BUIL
W3JaHUS, U31aTEIbCTBO

Ton

KHHUT'OOBECITEHEHHOCTD

W3JaHKS

Hamane B snexTpornom kartamore ObC

OcHoBHasl TUTEpaTypa

*

[IporpamMmHO-anmapaTHEIE CPEICTBA 3ALUTHI
MHPOPMAMOHHBIX CHCTEM: ydeOHoe ocobue : [16+] /
10. 0. I'pomos, O. I'. sanoga, K. B. Crapony60B,

A. A. KagpikoB. — Tam60B : TamGoBCcKuiA
rocyIapCTBeHHBIN TexHuueckuil yausepcuret (TTTY),
2017. — 194 c. ISBN 978-5-8265-1737-6.

2017

https://biblioclub.ru/index.php?page=book&id
=499013 (mara obpamenus: 25.08.2021)

TexHonorun odecriedeHust 6€30NaCHOCTH
MH(OPMALMOHHBIX CUCTEM : yuyeOHoe rmocodue: [16+] /
A. JI. Mapyxaenko, JI. O. Mapyxienko, M. A. Eppemos
u ap. — Mocksa ; bepnun : Jupekr-Menua, 2021. — 210 ¢
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988

2021

https://biblioclub.ru/index.php?page=book&id
=598988 (nara obparmienus: 25.08.2021)

T'omukoB, A. M. OCHOBBI IPOEKTUPOBAHUS 3aIIULIIEHHBIX
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KYPC JICKITHIA,
KOMITBIOTEPHBIA MIPAKTUKyM, KOMIIBIOTCPHEIC
nmabopaTopHbIE PaOOTHI U 3aIaHHIE HA CAMOCTOATEIHEHYTO
paboty / A. M. T'onukoB. — Tomck: TYCVYP, 2016. — 396¢

2016

https://biblioclub.ru/index.php?page=book&id
=480796 (mara obpamenus: 25.08.2021)

TexHomornyM 3anIUTH! HHYOPMALMH B KOMITBIOTEPHBIX
cersix / H. A. Pynenxkos, A. B. IIponerapckuid,

E. B. CmupHoBa, A. M. CypoBoB. — 2-¢ U3., UCIIp. —
Mocksa : HaninoHanbHbIM OTKpPBITHIH Y HUBEpCUTET
«MHTYUTy, 2016. — 369 c.

2016

https://biblioclub.ru/index.php?page=book&id
=428820 (nara obparmienus: 25.08.2021)

Honozos, H. JI. IIporpammHbie cpecTBa 3allIUThI
undopmanuu: koucnekr sexuuid / H. JI. Jlonozos,

T. A. T'ynprsaeBa ; HoBocuOupckuii rocynapcTBEHHBIH
TEeXHUYECKNH yHHBepcuTeT. — HoBocHOMpCK :
HoBocubupckwii TocyJapCTBEHHBIH TEXHUYECKUI
yHuBepcureT, 2015. — 63 ¢. ISBN 978-5-7782-2753-8

2015

https://biblioclub.ru/index.php?page=book&id
=438307 (nara obparenus: 25.08.2021)

HOHOHHHTCHBH&H JIATEpAT

pa

Benoyc, A. Y. OcHoBbI kKHOEpPOE30MIaCHOCTH: CTAHAAPTHI, 2021 https://biblioclub.ru/index.php?page=book&id
KOHIICTIIIIH, METOMBI U CpeACTBa obecreueHus : [16+] / =617523 (nara oopamenus: 25.08.2021)

A. . Benoyc, B. A. Conogyxa. — Mocksa : Texaocdepa,

2021. — 482 c. ISBN 978-5-94836-612-8.

Benoyc, A. 1. TIporpaMMHbI€ U aImapaTHbIC TPOSHBI — 2019 https://biblioclub.ru/index.php?page=book&id
CIOCOOBI BHEJIPEHHS ¥ METOJIbI IPOTHBOICHCTBUSI: =597000 (nara obpamenus: 25.08.2021)
nepBast TeXHUYECKast SHIUKIIONE/Hs : B 2 KHUTax /

A. . benoyc, B. A. Cononyxa, C. B. IlIBegoB. — Mockaa:

Texnocdepa, 2019. — Kuura 1. — 1318 c. ISBN 978-5-

94836-524-4

MbpiiBonn, O. besonacHocTh cereil : yuebHOE ocobue : 2016 https://biblioclub.ru/index.php?page=book&id
[16+] /2. MbiiBona. — 2-e u3a., uctp. — Mockga : =429035 (nara obpamenus: 25.08.2021)
Hanuonanensiit OtkpeiTeiit YHuBepcuteT « AHTYUTY,

2016.— 572 c.

Baceins, E. A. CucreMHOe aJMUHUCTPUPOBAHUE U 2018 https://biblioclub.ru/index.php?page=book&id

nH(popManmoHHas 6€30MacHOCTh: yuebHoe mocobue:
[16+] /E. A. Bacens. — HoBocubupck: HoBocubupckmii
TOCyIapCTBEHHBIN TeXHUYECKNH yHUBepcureT, 2018. 79¢.
ISBN 978-5-7782-3484-0. — TekcT : 3I€KTPOHHBIN.

=575325 (nara obpamenust: 25.08.2021)



https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
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6.2. [lepuoanyeckue U3IaHUA

1. DnekTponHblii xypHan «3ammrta uHbopmarmu. Mucaiay ISSN 2413-3582, Pexum mocrtyrma:
http://inside-zi.ru/pages/about.html
2. DnektponusIi )kypHai «Crenrexuuka u Csasby, Pexxum goctyna: http:/www.st-s.su/

3. DnexTpoHHBIM *)ypHan «CucTembl O€30MaCHOCTH CBSA3M U TEIEKOMMYHMKAIUI» —KOMITAHUS
«I'potex», Mocksa [Dnektponusiit pecype] / URL: http://sccs.intelgr.com/

4., DNeKTPOHHBIN HAyYHO-TEXHHUECKHUH KXypHal «CrernuanbHas TeXHuka», MockBa [DJIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnekrponnsiii xypHan «bJIM» (be3zomacHocth, [locTtoBepnocts, UHpopmanus), C.-IlerepOypr.
[Dnexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UnTepHeT-pecypchbl

1. Caiir ®CTDK Poccun [Inexrponnsiii pecypc] / URL: https://fstec.ru/

2. Caiit «I'pynma CT» r. Cankr-IlerepOypr [Dnekrponnsiii pecype] / URL: http://spymarket.com/

3. Caiitr «I'pynnma xommanuii «Mackom»» Tr.MockBa [DnektpoHHsiii pecypc] // URL:
http://www.mascom.ru/ (nata oopamenus: 13.06.2018).

4. Caiit 3A0 HIIL] ®upma "HEJIK" r. Mocksa [Dnextponnsiii pecypc] // URL: https://www.nelk.ru/
5. Caiir «HIIO 3ammra wuHpopMmamum» 1. MockBa [Dnekrponnbiii pecype] //  URL:
http://www.sinf.ru/

6. Caiir xomnanmum «lIpomunpopm3amuray 1. MockBa  [DmekrponHbli pecype] // URL:
http://www.profinfo.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

3aHATUSA TPOBOJATCS B ciieAyrommx ayautopusix Bal'V (kopmyc Ne2) no anpecy r. Bragumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JlekumoHHas ayIuTOpHsi, KOJIMYECTBO CTyAeHUecKuX MecT — 50, miomans 60 M2,
OCHAIIIEHUE: MYyJIbTUMeInitHOe 00opyaoBanue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045

ayna. 427a-2, mabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYyJEHYECKUX MecT — 14,
wiomaab 36 M2, ocHallleHHe: KOMITBIOTepHBIN Kinacce ¢ 8§ pabounmu cranuusmu Core 2 Duo E8400 ¢
BbIX0JI0M B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzaropo Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTaropa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaH HaCTEHHBIH pPYJIOHHBIMH.
JlunieH3MOHHOE  mporpaMMHOe  oOecrieyeHue: — omepauuoHHas — cuctema  Windows 7
[Tpodeccuonanvhas, oducHbil naker npuioxeHuil Microsoft Office IlpodeccronanbHblil UTIOC
2007, 6ecruiaTHO pacHpocTpaHseMoe IporpaMMHOe oOecrieueHne: JIMHEeKa HHTErpUPOBAaHHBIX CPell
pa3zpabotku Visual Studio Express 2012, mporpammHbiii npoaykT Buptyanuszauuu Oracle VM
VirtualBox 5.0.4, cumynsarop cetu nepenaun aaHHbix Cisco Packet Tracer 7.0, uHTerpupoBaHHas
cpena pazpabotku mporpammuoro obdecreuenus IntelliJ] IDEA Community Edition 15.0.3.

ayn. 4276-2, YHL «KowmmuiekcHas 3ammura OOBEKTOB HMH(OpMaTH3alUKW», KOJIUYECTBO
CTyJEHYEeCKHX MecT — 15, muomane 52 M2, ocHallleHHE: KOMIBIOTEPHBIM Kiacc ¢ 7 pabounmu
crannusiva  Alliance Optima P4 ¢ Beixogom B Internet, kommyrarop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpan HaCTeHHBIN PYJIOHHBIH), TPUOOP
ST-031P «IIupanps-P» MHOroyHKIIMOHAIBHBIA TOUCKOBBIN, HpuOOp «YaH-2» TOUCKOBBIH,
BUOpoakycTHueckuil reneparop myma «Conata AB 1M», umuratop paboThl CpeICTB HEJIETaTbHOTO
cbeMa nHpopmanuu, padorarouux mno paguokanany «llunosHuk», ananuzatop cnekrpa «GoodWill
GSP-827», uanukatop moist «SEL SP-75 Black Hunter», yctpoiicTBo Gi1okupoBaHus pabOTHI CHCTEM
MOOWIBHOW  cBsi3M  «Mo3aiika-3», yCTpOHCTBO  3allUThl  TeNe()OHHBIX IEPErOBOPOB  OT
npocnymmBanus «[Ipokpyct 2000», nuktopon Edic MINI Hunter, noxatop «Pomauk-2K»
HEJIMHEHHBIM, KOMIUIEKC NPOBENCHHUS aKyCTHUYECKMX M BHOPOAKyCTHYECKMX H3MepeHud «Crnpyt
MuHU-A», Buaeoperucrparop uudponoit Best DVR-405, reneparop llyma «['HOM-3»,yueOHO-


http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
http://www.sinf.ru/
http://www.profinfo.ru/
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UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIINPOKOMOIOCHBIE OeCpOBOAHbBIE ceHCOpHbIe ceTh» (Nano
Xaos), ckanupyromuii npueMHuK «Icom IC-R1500», anamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTUBHOUM aHTeHHOU. JluneH3nonnoe nporpammuoe obecrieuenne: Windows 8 IIpodeccrnonanpHas,
obucHbi maker npwiokeHudt Microsoft Office Ilpodeccrmonansubiii mmroc 2010, OGecruratHo
pacrpocTpaHsieMoe MporpaMMHOe OOeCIeYeHHe: JIMHEeHKa WHTETPUPOBAHHBIX Cpea pa3paboTKu
Visual Studio Express 2012, HHCTpyMEHT HMUTAIIMOHHOTO MozeaupoBanus AnyLogic 7.2.0 Personal
Learning Edition, naTerpupoBanHas cpena pa3padoTku nmporpammuoro obdecrieuenus IntelliJ IDEA
Community Edition 14.1.4.



VA
PaBouyio mporpaMMy COCTaBiIl aouent kapeapst U3M Teanunii A.B.
/éuo. JOMKHOCTS, NOANHCE )

Peuensent
(npejcTaBHTeIb paboronarens) PALL 000
«Mugollentp» THII H

[NporpaMma paccMoTpena # 0100peHa Ha 3acelanHH bl U3H

Iporoxon Ne 73 or 0523 roaa /\//1

3asenyroumi kadenpoi A.1.H., npodeccop /M.IO. Monaxop/_
(®HO, mw

PaGogas nporpaMMa paccMoTpena u 0100pena

HA 3aceNaHWH Y4eOHO-METOJHYCCKOH KOMHCCHH CHCHHATLHOCTH 10.05.04 «HMudopMaAUHOHHO-
AHATHTHYECKHE CHCTEMEI Ge30NACHOCTH) D\ Pa!
TMporokon Ne 7. 3 ot #290523 rona \\\\—/\/~77
IIpeacesarens KOMHCCHH A.T.H., [podeccop /M.10. Monaxos/_
(Oﬁé.ﬁnoum NoANKCs)
JIMCT NEPEYTBEPKJIEHHA

PABOYEH IMPOrPAMMBI JTHCHHILIHHBI

PaGoyas mporpamma oioGpesa Ha 20 /20 yueOHbI# roa

Mporokon 3acenanns kadeapn Ne or roja
aseayronmit kapeapoi L1.1.. npodeccop /M.IO. Monaxon/_

PaBouas nporpamma oj00pena rna 20 /20 yueGubiit roj
Ipotokon 3acenanus kadeaps Ne oT rojga
Jaseayromuit kadeapoi 1.1.H.. npodeccop /M.IQ. Monaxos/_

PaGouas nporpamma oxobpena na 20 /20 y4eOHwI#H roaa
[porokon 3acenanus kapeaps Ne or rojaa
Saseayronmaii kadeapoi A.T.H. p /M.IO. MoHaxos/_
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JUCT PETUCTPAIIMA UBMEHEHUWI

B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
IIpoepammno-annapamuule cpedcmsa 3auumol UHGoOpMayuu

00pa3oBaTeNbHOM MPOrPaMMBI CTICIIUATILHOCTH

10.05.04 «MHpOpMaIIMOHHO-aHATTUTHIECKHIE CUCTEMbI 0€30ITaCHOCTHY

Howmep
M3MEHEHUS

BHeceHbl I3MEHEHHUS B YaCTH/Pa3aeiibl
paboueil mporpaMmsl

WUcnomaurens
DdUO

OcHoBaHue
(HOMeEp U JaTa MPOTOKOJIA
3acenanus kadeapbl)

3aBenyromnuii kadeapoit 1.T.H., mpodeccop

/M.IO. MoHnaxos/_

Toonucw QU0




