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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenssMu  OCBOEHHSI JAUCHUIUIMHBI «METOIbl M CpEeACTBA KPUNTOTPAPUUECKOW 3aIlUThI
UHpOpMaLUNY SIBIAIOTCS OOecleyeHue MOArOTOBKM CTYAEHTOB B COOTBETCTBMM C TpPeOOBAHUIMHU
@I'OC BO 3++ u yuyebOnoro ruiana o cneruaigbHocT 10.05.04 «MHbopManMoOHHO-aHATUTHYECKHE
CHCTEMBbl O€30I1aCHOCTH», 03HAKOMJICHHE CTYIEHTOB C OCHOBAaMM TEOPUM ABOMYHOIO KOJUPOBAHU,
QITOPUTMAMH  CXKATHsA, TOMEXOYCTOHYMBOTO KoaupoBaHus. Jlucumrmummna «MeToasl W CpeacTBa
KpUnrorpaguueckon 3amuTel HHPOPMALMU» pacCMaTPUBACTCA KAaK TEOpeTHYecKas U NPUKIIaJHas
TUCLMIUIMHA, JAloIias MpeACTaBIeHUs 00 OCHOBHBIX MAaTeMAaTHYECKUX M aJITOPUTMUYECKHX
HOJX0/1aX, IPUMEHAEMBIX JJIs XpaHEHUs, [1epeadu, UCIpaBIeHusl HHPOPMALUH, IPEICTABICHHON B
JBOWYHBIX  Kojaax. JluCHMIIIMHA ~ TOCBAIEHA  HM3YYCHMIO  OCHOB  KpunTorpadpuu U
KPUNTOrpaUUecKoro aHaiau3a, NPUMEHSIEMbIX K 3aluTe HHPOpPMAaLUMUd B HHPOPMALMOHHBIX
cucreMax OOyuaemble 3HAKOMATCS C TOHSATHEM IMIU(PPOB, CUMMETPHYHOW M ACHMMETPUYHOMN
KpUNTOrpaduu, 3J1eKTPOHHOHN MOANUCHIO, XEIIMPOBAHUEM U IPYTMMU MaTEeMaTHYECKUMU 00bEKTaMHU
kpunrorpadguu. M3ydaroTcsi COOTBETCTBYIOLIME KpPUITOrpaduyeckue CTaHIAPThI, MPHUMEHSEMbIE
cerojHs B 3amuTe nHPopmanuu B Poccun u 3a pyodexom. IlogpobHo paccmarpuBaroTcs: CTaHAAPTHI
RSA, DES, GOST1989, u apyrue. Taxkxe yneneHO BHUMaHHE MEPCIEKTUBHBIM HAIPaBICHUSIM B
Kpunrorpadguu: Kpunrorpapuueckue MNPOTOKOIbl C pasrylalleHneM M 0e3 pasriallieHHs, TeopHs
QITOPUTMUYECKOH CIIOKHOCTH W OJHOCTOPOHHUX (YHKIMH, CXEMBbl pasJelieHHs CeKpera |
HEKOTOpbIEe UX MPUIIOKEHHUS B 337a4aX UACHTU(PHUKALUN U ayTEeHTU(PHUKALIUN

3amauamMul Kypca JUCUUIUIAHBI SBIISIOTCS . O3HAKOMJICHHE C OCHOBAMHU MaTeMaTHYECKON TEOpUU
KPHUIITOJIOTUH; NTPUOOPETEHNE HABBIKOB B MPAKTHMUYECKOM HCIIOJIb30BAaHUH, IIOCTAHOBKE U PELICHUU
3amad  mmdpoBaHus MHPOPMALMHU; TIOHUMAHWE CYTH HMH(DOPMAIMOHHBIX IPOIECCOB B
KPUNTOrpaUUECKUX CHUCTEMax; IMPUMEHEHHE KOMIIBIOTEPOB AJIS pelIeHMs 3ahad MHu(pOoBaHUS U
nemupoBaHusi; pa3padoTKa W HCIIOJB30BAaHME MATEMAaTHUYECKUX W BBIYMCIUTEIBHBIX MOJIENEH
nporeccoB  WM(poBaHUs UHPOpMALMM, MX ONTHUMM3alMsg U BbBIpaOOTKA  HampaBiIeHUMN
COBEPILICHCTBOBAHMS.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII
JucuuruinHa «MeTozbl U CpeicTBa KPUNTOTpapuuecKon 3aluThl HHPOPMAIIUN) OTHOCUTCS K
o0s13aTenbHOM YacTu oOpazoBarenbHOW Tporpammbl, koa b1.0.12 mo cmenmansHocT 10.05.04
«MHpopMaIMOHHO-aHATTUTUYECKHE CHCTEeMbl Oe3omacHOCcTH». B ydueOHOM IIaHe mpenycMOTpEeHbI
BUJIbl YUEOHOHN IesATeNIbHOCTH, OOECIEeUMBAIOLINE CUHTE3 TEOPETUYECKUX JIEKIHU, J1ab0opaTOPHBIX
paboT M CcaMOCTOATENbHOM paboThl cTyaeHToB. Kypc TecHO B3auMOCBsI3aH C  JpYyTUMHU
JUCLUIUIMHAMY JIAHHOTO IUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATHI OBYUYEHMUS MO JUCHUITJINHE
[Inanupyemble pe3ynbTaThl OOy4YeHHS 1O AUCHUUIUIMHE, COOTHECEHHbIE C IJIaHHUPYEMBIMHU
pesyabratamMu ocBoeHus1 OITOIT (koMImeTeHIIMSIMU U UHAMKATOPaMH JTOCTHKEHUSI KOMITETCHIIH )

dopmupyemble [Inmanupyemsble pe3ysbTaTbl 00y4eHHs IO AUCLUILIMHE, B HaumenoBanune
KOMIIETCHIIUU COOTBETCTBHH C MHAWKATOPOM JIOCTH)KEHHSI KOMIIETCHIIMT OLIEHOYHOTO
(xox, conepxanne | MuaukaTop PesynbTarel 00y4YeHHUs IO TUCIUTUINHE cpencraa
KOMITETCHITHH ) JIOCTYOKEHHS
KOMITETEHLIN Y|
(x00,
codepaicanue
uUHOUKaAmopa
OIIK-3 Criocoben 3HaTh OCHOBHBIE TOHATHUS TEOPHH UHPOPMAIH
Ha OCHOBaHHH OIIK-3.1.1 | (sHTpOMUS, B3auMHas HHPOpMALHS, HCTOUHUKH
COBOKYITHOCTH co001IeHNH, KaHAJIBI CBSI3U, KOJBI) B(;[HeCJ;EHEP
CYIIECTBYOIIUX 3HATh MOHATHE MPOITYCKHON CIIOCOOHOCTH KaHaia POCEL
MaTeMaTUYECKUX OIIK-3.1.2 | cBs3m, IPSIMYIO ¥ OOPATHYIO TEOPEMBI KOJIUPOBAHUS
METOJIOB (Oe3 moxazaTenbCcTBA)
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paspabaThIBaTh,
000CHOBBIBATE U
pealln30BbIBATh
TPOIIEe Y PhI
peleHus 3a1a4
npodecCHOHAIBEHO
H IeATCIbHOCTH

OIIK-3.1.3

3HaTh OCHOBHBIE METO/IbI ONITHMAJIEHOTO KOJXUPOBAHHS
UCTOYHUKOB nHpopmaruu (ko1 Xaddmana) u
MOMEX0YCTOHYMBOTO KOJMPOBAHNS KAHAJIOB CBSI3H
(TTMHEHHBIC KO/IBI, IUKINYECKHE KOBI, KO
X5MMUHTa)

OIIK-3.2.1

YMETh BBIYHCIIATH TEOPETUKO-UH(POPMAITUOHHBIC
XapaKTepUCTUKN UCTOYHHKOB COOOINECHHUI 1 KAHAIOB
CBSI3U (QHTPOTIHS, B3aUMHAasT HH(OPMAITHH,
MPOITYCKHAasl CTIOCOOHOCTH)

OIIK-3.3.1

BrnaneTs o0mmMu npobiemMbl KpUIITOJIOTHH, B chepe
NPUMEHEHHUS COOTBETCTBYIOIINX 3a/1a9, BO3HUKAIOIINX
MIPY TIOCTPOCHUH WHPOPMAIIOHHBIX CHCTEM
Pa3IMYHOrO HA3HAUCHHMS, a TAK)KE KPUTECPUHU
MH()OPMAIMOHHBIX OIEHOK (PYHKIMOHMUPOBAHMS STHX
CHCTEM

OIIK-9 Cnocoben
UCTIOJIb30BaTh
cpencTsa
KpHUnrorpaduieck
O} 3aIUTHI
nHpOpPMAITUH TTPU
pelIeHn: 3a1a49
npodecCHOHAIBLHO
U IesTeNnbHOCTU

OIIK-9.1.1

3HaTh OCHOBHBIC ITOHATHUS U 3aJa4du KpI/IHTOFpa(bI/II/I,
MATEMATHYCCKHUEC MOJCIIN KpI/IHTOFpa(bI/I‘ICCKI/IX CHCTEM

OIIK-9.1.2

3HaTh OCHOBHBIC BUBI CPEACTB KpUITOTpadhuIecKoi
3amuThl nHGopmarwn (CK3U), Bkimtoyas 0109HBIE T
MOTOYHBIE CUCTEMBI MNP POBAHUS,
KpUNTOrpauueCKUe CUCTEMBI C OTKPBITHIM KITIOUOM,
KpunTorpadudeckue xem-pyHKIHA 1
KpunrorpaduuecKue MpoTOKOIIbI

OIIK-9.1.3

3HaTh HAIlMOHANILHEIC CTAaHAAPTH Poccuiickoit
®denepanyu B 001aCTH KPAIITOTPAPHIECKON 3aITUTHI
nHDOPMAITHH B cPepbl X TPUMEHEHHUS

OIIK-9.1.4

3HaTh OCHOBHBIE MOJIOKEHUSI (OCHOBOIIOIAratoIine
TEOpPEMBbI) KPUIITOJIIOTHH, BHITEKAIOIINE U3 TEOPUH
CUMMETPUYHBIX U aCCHMETPHYHBIX
KpUnTorpadu4ecKuX NOAX0/I0B, a TAKKe
WHQOPMALTMOHHBIE KPUTEPHH OLIEHOK
(YHKIMOHUPOBAHUS KPUNTOTpaQUIECKUX CHUCTEM

OIlK-9.1.5

3HaTh OCHOBHBIE KpUNTOrpad)uIecKrue METOIHI,
AJTOPUTMBI, IPOTOKOJIBI, HCIIOIb3YEMBIE JUIS 3ALUThI
WHQOPMAIIUK B aBTOMATU3UPOBAHHBIX CUCTEMAaX

OIIK-9.2.1

YMeTh pa3pabarhiBaTh M PACCUUTATh XapaKTEPUCTHKH
KpUNTorpaduuecKoi 3amnTsl HHHOPMAOHHBIX
CHCTEM B 3aBHCHMOCTH OT Ha3HAYEHHUS ITHX CHCTEM
(xonmuyecTBO MHPOPMALINH, CKOPOCTb Nepeaadn
MH(POPMaLUH, TPOIYCKHYIO CIIOCOOHOCThH KaHAIOB
CBsI3U, TpeOyeMbli 00BEM MaMSITH | Jp.)

OIIK-9.2.2

YMeTh NpUMEHSATh COBPEMEHHBIE TEXHOIOTUN
KkpunTorpaduu B 3a1a4ax 00paboTku nHopMauu

OIIK-9.2.3

YMeTh NpUMEHATh MAaTEMATUUECKUE MOJEIH [T
onenku crorikoctu CK3U

OIlK-9.2.4

Ywmets ucnionb3oBate CK3U B aBTOMaTH3MPOBAaHHBIX
CUCTEMAX

OIlK-9.3.1

BrnaneTs o0muMu npobiemMbl KpUITOJIOTHH, B chepe
MPUMEHEHUS] COOTBETCTBYIOIINX 32]1a4, BOSHUKAIOIINX
MIPY TIOCTPOCHUH WHPOPMAITHOHHBIX CHCTEM
Pa3IMYHOrO HA3HAUCHHMS, a TAKKE KPUTEPUHU
WHPOPMAIMOHHBIX OLIEHOK (D)YHKIIMOHUPOBAHUS ITUX
cUCTEM

TecToBbIC
Bonpocsl, KP




4. OPBEM U CTPYKTYPA JUCHUIIJINHBI
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TpynoeMKocTh TUCHUIUTHHBI cocTaBisieT 11 3aueTHbIx enuamil, 396 4acoB

Temarnueckuii nian
¢opma o0yueHust — ouHasA

Ne
/11

HanMmenoBauue teM w/vinu
pasmenoB/TeM TUCIUILTAHBI

Cemectp
Henens cemectpa

KonrakTHas pabora

oOyJaronuxcs
C TeJJarOTHYECKUM
pabOTHHKOM

Jleximn

[MpakTHvecKue 3aHATHSI
JlabopartopHsie pabOTHI

6 hopme npaxmuueckotl

n0020MoBKU

CaMocTosTenbpHas
pabora

Dopmbl
TEKYIIEro
KOHTpPOJIA

YCIIEBaEMOCTH,
dhopma
MIPOMEKYTOUHON
aTTecTaluu
(no cemecmpam)

Beenenue. OCHOBHEIE 3aJ1a9u
kpuntonorun.  Kpunrtorpadus u
KpunTorpaduueckuii aHanus3

I

OTKpBITBII M 3aKPBITBIH  TEKCTHI,
KJIFOY, OCHOBHBIE CBOMCTBa (DYHKIMH
i poBaHus U engpoBaHus.

Cummerpuunble  mudpsl.  ['pynmst
MOJICTAHOBOK M TEPECTaHOBOK.
UYuctere mmdpsl. Hudper Bmkenepa
u Beprama.

Peittunr-
KOHTpoJb Nel

OpHopa3oBelii  OmOKHOT. Teopema
[[lerHoHa 00 aOCONIOTHO CTOHKOM
mmdpe.. [IpobGreMsl cHMMETPHIHOM
KpUIITOTpadHH.

Xem - ¢yskmuu. Xem - QyHKIWH,
YCTOHYMBBIE B C€1a0OM ¥ CHIBHOM
CMBICIIE TI0 OTHOILICHUIO K MOHUCKY
KOJIM3HHA.

4 |9-10

bnounsle Hludper. Cranpaptsl DES,
GOST1989. TIlorouynbie  WHUPPHI.
Crangapt AS.

4 |11-12

PeiiTunr-
KOHTpOJIb Ne2

kpunrorpadus.
AJTOPUTMUYECKOU
CI105XKHOCTh

AcuMmMeTpudHas
Knaccsr
CJIO’KHOCTH.
MaTeMaTHYeCcKHX 3a/1ad.

4 |13-14

3agaun (axropuzanuu "
JUCKpeTHOro Jorapudma. PyHKIMA
Diinepa. RSA. DJIeKTpOHHAs
TIOJIITHCD.

4 |15-16

Kpunrorpaduaeckue MIPOTOKOJIBI.
IIpoTOKON aHOHUMHBIX BBIYMCIECHUH.
CxeMmsbl pazzenexnus ceKkpera.
Kpunrorpadgus Ha SIIHNTHYECKHX
KPHUBBIX

4 |17-18

PeiiTunr-
KOHTpOJIb Ne3

Bcero 3a 4 cemecTp:

36

36

36

3auer

1

Yucteie mm¢psl. Hudpsr Buxenepa
u BepHama.

5 | 1-2

2

Mpuannn Kepxxoddea.

5 | 34

3

Xem - ¢yHKImH. Xem - (yHKIWH,
ycrolunBbele B cilabOM M CHIBHOM
CMBICIE IO OTHOLIEHHIO K TOUCKY

Petitunr-
KOHTpoJb Nel




KOJIJIM3UH. [Tapamokc o  gHsAX
POKICHHUS
4 Brounste [Hudpsr. 5 7-81 4 4 9
5 Crangapt GOST1989. Ilotounsie 5 |9-10| 4 4 9
um¢pel. Cranmapr AS.
6 CnoXXHOCTh MaTEMaTHUECKHX 3ajau. 5 |11-12] 4 4 9 Pevitunr-
KOHTpOJIb Ne2
7 [Ipob6memsr CUMMETPHYHON )
Kpurrorpaguu. 5 [13-14 4 4 9
8 Crannaptel DES 5 115-16| 4 4 9
9 OnHocTOpOHHHE QYHKIIMU 5 (17-18 4 4 9 Petitunr-
KOHTpOJIb Ne3
Bcero 3a 5 cemectp: 180 36 36 81 Ix3ameH(27)
1 Kpunrorpaduieckue npoTOKONIBL. 6 1-2 4 4 1
2 IIpoTOoKON aHOHUMHBIX BBIUUCIECHUN. 6 3-4 4 4 1
3 Kpurnrorpadust Ha 3UIMOTHYECKUX Peiitunr-
KpHUBBIX 6 |56 4 4 ! KOHTpoJIb Nel
4 DNeKTPOHHAS TIOJIITUCH. 6 7-8 4 4 1
5 Oynkuus Ditnepa. RSA. 6 |9-10| 4 4 1
6 3agaun (hakTOpU3aUU u PeiiTunr-
JUCKPETHOTO Jiorapudma. 6 |11-121 4 4 1 KOHTPOJIb Ne2
7 CxeMbl pa3JiesieHus CEKpeTa 6 1(13-14| 4 4 1
8 Hpuamwm Kepxxodcea 6 |[15-16] 4 4 1
9 Mpumepst uwdpos. [Hudp Iesaps, Peiitunr-
Honu6us 6 |17-18 4 4 . KOHTpOJIb Ne3
Bcero 3a 6 cemecTp 108 36 36 9 Ik3ameHn(27)
Hanuuue B nucuuminne KII/KP Ectb(5)
Hroro no nucuuninxe 3auer
Jx3ameH(27)
396 108 108 126 KypcoBasn
padorta
Jx3ameH(27)

Conepmaﬂue JEeKIMOHHBIX 3aHATHI M0 IUCHUILJINHE

Tembl Jexkunii 4 cemectp:
Paznen 1. Beenenue. Cranaaptsl ¥ GyHKIMHU KpunTorpadpuu

Tema 1. Bseoenue. OcnosHuvle 3a0auu kpunmonozuu. Kpunmoepagus u kpunmoepaghuueckuti
ananus. OcHOBHBIe 3amaud  kpunrtorpaguu: ObecriedeHne KOHOUAECHIMATBHOCTH JaHHBIX
(mpenoTBpallleHne HECAHKIMOHWPOBAHHOIO JOCTyNna K JaHHbIM). OOecrnedeHue IeIOCTHOCTH
JAHHBIX— TapaHTUX TOTO, YTO INpH Meperadye WM XpaHEHUHU JaHHble He ObUIM MOAM(DULIMPOBAHBI
M0JIb30BaTEJIEM, HE UMEIOIIMM Ha 3TO IpaBa. ObecneueHue ayTeHTU(UKALUH.

Tema 2. Omkpvimvlli U 3aKpulmbli MEKCMbyl, KII0Y, OCHOGHblE CE0UCMEa QYHKYUU
wugposanus u Odewugposanus. OCHOBHOM 1enbio npumeHeHUss SSL cepTudukaToB sBISETCS
mudpoBaHue JaHHBIX, IEpelaBaéMbIX Ha CepBep OT KIMEHTa M KIUMEHTy OT cepsepa. /s
obecrieyeHnss 0€30MTACHOCTH TaKOTO COCIWHEHHSI COBPEMEHHBIE Opay3ephbl HCHOJIB3YIOT alTOPUTM
TLS, ocHoBanHbli Ha cepTudukarax ¢opmara X.509. JlaHHBIA aNrOpuT™M TNPUMEHSET
acCUMeTpu4Hoe MudpoBaHHe, YTOOBI CO3/1aTh KJIHOY CECCHHM ISl CHMMEPTUYHOrO MIM(POBAHUS.
[Tocnennee wucmonb3yercss HEMOCPEJACTBEHHO JUISL Mepelaud JaHHbIX I0Ce YCTaHOBJICHUS
3aIIUIIEHHOTO COCTNHEHNSI.

Tema 3. Cummempuunvie wugpul. I pynnsi noOcmano6ox u nepecmanogox. Yucmoie wiugpoi.
Hlugper Buscenepa u Bepnama. VI3ydnTh anropuTMbl CHMMETPUYHOTO MK(poBaHUs UHPOpPMAIUH
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DES u I'OCT 28147-89. I103HaKOMUTBCSI C KPUTEPUSMH OLIEHKH CBOWCTB JIABUHHOTO A(deKTa.
CrannapTsl U GyHKIUUA KpUnTorpadun

Tema 4. Oonopaszosviti 6noknom. Teopema I[llennona 06 abcomomHo cmouxom uwiugpe..
Ilpobnemvr  cummempuunou  kpunmoepaguu. lupp Bepuama (aunrm. Vernam  cipher) —
cucTeMa CMHMMETpUYHOro ImudpoBanusi, nzodperéunas B 1917 rony ['mnbeprom Bepuamom [Iudp
ABIISIETCS. PA3HOBUAHOCTBIO KPUIITOCUCTEMBI OJIHOPA30BbIX OJIOKHOTOB. B HEM ncnonb3yercs OyneBa
byHKIUS  «uckmovaromee  wim». ludp Beprama sBOsSeTCS NPUMEPOM  CHCTEMBI  C
a0COJIIOTHOM KpUNTOrpaduieckoil cToikocThio. [Ipn 3TOM OH cuuTaeTcs OJHOHW M3 MPOCTEHUITUX
KPUTITOCUCTEM

Tema 5. Xew - ¢pynkyuu. Xewt - ¢pynxyuu, ycmouuugvle 8 ciabom u CUIbHOM CMbICIe NO
OmHOUWleHU0 K noucky koaausuti. VI3yunts npunuunsl padotel «Crypton Wordy», «Crypton Excely,
MNOHATH MpoUenypbl MMUGPOBaHUS/ISMINPPOBAHUS  AJIEKTPOHHBIX JIOKYMEHTOB, IOCTaHOBKHU
anekTpoHHON 1HdpoBoit moamucu (DLIII): 1. [Ipoeputs Hammume kimoya Novex Stealth B mopte
LPT na 3agHeli maHenu cHCTEMHOTro 0Jioka. BeImomHUTh HacTpoiKy amydsitopa Crypton 2. OTKPBITH
nporpammy MS Word. 3. Co3narh HOBBI 3JIEKTPOHHBIA JOKYMEHT WM OTKPBITH JIHOOOH
umeronuiics. Co3aars 3amUIEHHBINA JOKyMeHT U octaButh DI 4. O3nakomuThes ¢ padortoit [10
mactep Kioded mudpoBanus S. O3HAKOMHUTBCS C TPOTPAaMMON TECTHPOBAaHUS (PYHKUIUH
npunoxkenus Crypton API 6. [TonyunTs HaBbiku padoThl ¢ Crypton Disk

Paznen 2. Buabl mudpoBanusi ¥ NPOTOKOJI0B.

Tema 1. Brounvie lugpovi. Cmanoapmer DES, GOSTI1989. Ilomounvie wiugpoi. Cmanoapm
A5. V3yunth U peanu3oBaTh peKUMbl pabOTHl OJIOYHBIX MHU(POB U CXEMBI KPATHOTO MIHU(PPOBAHUSL
JUIE CUMMETpHYHBIX anroputMmoB mmdposanus DES u 'OCT28147-89. Pexumamu mudpoBaHus
HA3bIBAIOT PA3JIMYHBIE AITOPUTMBI 00paOOTKHU JaHHBIX, IOCTPOCHHBIE HA OCHOBE 0a30BOTO pexuMa
ECB. Kpunrorpadguueckas CTOMKOCTh ITHX alTOPUTMOB ONPEICNSETCS B OCHOBHOM CTOMKOCTBIO
6a3oBoro pexuma. OnHako, OCOOEHHOCTH pa3IMYHBIX PEKUMOB IIH(POBAHUS TO3BOJIIOT
UCTIOJIB30BaTh OJOYHBIN MH(P A peIIeHUs pa3IuyHbIX KPUITOTpapHUECKUX 3a1a4

Tema 2. Acummempuunas xpunmoepagus. Knaccol aneopummuyeckou CLOMCHOCHU.
Cnoocnocms mamemamuveckux 3aday. VI3yuyuTb MaTeMaTHUYECKUE OCHOBBI KpPUITOrpapUUECKUX
METOAOB 3allUThl WH(POpPMAlUK; OCHOBHBIE AJITOPUTMBI CHMMETPHUYHOTO M aACHUMMETPUYHOTO
mU(pPOBaHUs JAHHBIX; OCHOBBI OPTaHU3AlUU CTPYKTYPbl KPUIITOCUCTEM

Tema 3. Kpunmocpaghuueckue npomokonwvl. Ilpomoxon amnonummuvix eviuucieruu. Cxembvl
pasoenenus cexkpema. Kpunmoepagua mna onrunmuueckux Kpuewvix. Kpunrorpapuyeckuit
nporoko (anri. Cryptographic  protocol) — 3710  aOCTpakTHBIH WIH  KOHKPETHBIH MIPOTOKO,
BKJIIOUAIOLIUI HAO0Op KpUnrorpapuueckux aaropurMoB. B ocHOBe MpoTokosia JeKUT Habop MpaBuil,
pErIaMeHTUPYIONUX HCIIOJIb30BaHHE KpHUNTOrpaduyeckux mpeodpa3oBaHU U aJIrOpUTMOB B
MH(OPMaLMOHHBIX Mpolieccax. OYHKIUU, BUJIBI.

TeMbl Jekuu S cemecTp:
Pa3nes 1. Cranpaprhl 1 QyHKIMH KpunrTorpadpuun

Tema 1. Yucmore wughpol. [lugpor Busicenepa u Bepnama. ndp Bmwkenepa (¢p. Chiffre de
Vigenére) — wmeron mnonuandaBUTHOrO mMppoBaHus OYKBEHHOTO TEKCTa C HCIOIb30BAHUEM
KIIFOYEBOr0 CJIOBa. DTOT METOJ sBIsETCS IpocToi (opmoit MHoroandasutHoil 3amensl. [udp
Buwxenepa uzoOperancs MHOrokpatHo. Brepsbie 3T0T Metoz omnucan /xoBanu barrtucra bemnnaco
(utan. Giovan Battista Bellaso) B xuure La cifra del. Sig. Giovan Battista Bellaso B 1553 romy
onHako B XIX Beke momyunn ums brneza Buxkenepa, ¢panitysckoro auriomara. MeTos npoct amis
MOHMMAHUA U pealIn3allii, OH SIBJISIETCS] HETOCTYITHBIM ISl IPOCTHIX METO/I0B KPUIITOAHATIN3a. XOTA
mudp JEerko MOHATh W PeaJu30BaTh, HA MPOTSDKEHHUH TPEX CTOJIETHH OH MPOTHUBOCTOSUT BCEM
MIOTBITKAM €0 CJIOMaTh; 4yeM | 3apadotan ums le chiffre indéchiffrable (bp. nepazeadannviii wugp).
MHorue 101U MbITAIUCh Pean30BaTh CXeMBbI MHU(POBAaHUS, KOTOPHIE MO CYTH ABISUIUCH MIUPpPaMu
Buxenepa.


https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/1917_%D0%B3%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D1%80%D0%BD%D0%B0%D0%BC,_%D0%93%D0%B8%D0%BB%D0%B1%D0%B5%D1%80%D1%82
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D0%BB%D1%8E%D1%87%D0%B0%D1%8E%D1%89%D0%B5%D0%B5_%D0%B8%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D1%82%D0%BE%D0%B9%D0%BA%D0%BE%D1%81%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%82%D0%B0%D0%BB%D1%8C%D1%8F%D0%BD%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%92%D0%B8%D0%B6%D0%B5%D0%BD%D0%B5%D1%80,_%D0%91%D0%BB%D0%B5%D0%B7
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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Tema 2. Ipunyun Keprxoghgpca. [TprHIMT Kepkroddca — MIPABHIIO
pa3paboTKu KpUNTOrpaUUECKUX CUCTEM, COTJIACHO KOTOPOMY B 3aCEKPEYCHHOM BHUJE AEPKHUTCA
TOJILKO OTpeNeNEHHBI HA0Op MapaMeTpoB ajlrOpuTMa, Ha3bIBAEMBIM KIIIOUOM, a CaM aJIrOpUTM
mppPOBaHUs T0JKEH ObITh OTKPBITHIM. J[pyruMu ci0BaMu, MpU OLIEHKE HAAEKHOCTU MIH(PPOBAHUSL
HEOO0X0IMMO MpeIosaraTb, 4YTo MPOTUBHUK 3HAET 00 MCMONb3yeMoil cucteMe mugppoBaHus BcE,
Kpome npumeHsiembix kintoue. [llupoko nmpumensiercs B kpunrorpaduu. Briepbie JaHHBIN TPUHLIUT
chopmymmposan B XIX Beke royutanackuii kpunrorpad Orroct Kepkrogdce

Tema 3. Xew - ¢pynkyuu. Xewt - ¢pynxyuu, ycmouuugvle 8 ciabom u CUIbHOM CMbICIe NO
omuowlenuro Kk noucky koaausuti. Ilapadokc o OHax poowcoenus. VI3yduTb TPUHIMINBI pabOTHI
«Crypton Wordy», «Crypton Excel», monsats nponeaypsl mudpoBanus/ e poBaHus dIEKTPOHHBIX
JOKYMEHTOB, TOCTAaHOBKH 3JIEKTPOHHOH 1udpoBoii moanucu (DLIII): 1. [IpoBeputs Hanuuue Kiroua
Novex Stealth B mopre LPT nHa 3amHeld maHenmu cuCTeMHOro OJioKa. BBIMOIHUTH HACTPOUMKY
amymsitopa Crypton 2. Otkpeite iporpammy MS Word. 3. Co3naTh HOBBIM AJIEKTPOHHBIN TOKYMEHT
WM OTKPBITh JTH000W umeromuiics. Co3marh 3anuiiéHHbIA JOKYMEHT W moctaButh OIIIL. 4.
Osznakomuthess ¢ paboroit 1O mactep kimrouedt mmdpoBanuss 5. O3HAKOMUTBCS C MPOTPAMMOI
tectupoBanus ¢pyHkiuil npunoxenus Crypton API 6. [Toxyuuts HaBbiku paboTsl ¢ Crypton Disk

Tema 4. Dnexmponnas noonuce. VI3yunts npuHmunsl padotsl «Crypton Wordy, «Crypton
Excel», monsats nponeaypsl mudpoBanus/aemudpoBaHusl MEKTPOHHBIX JOKYMEHTOB, MOCTAaHOBKHU
atekTpoHHON 1dpoBoit moamucu (DLIT): 1. [Ipoeputs Hammuue kiroua Novex Stealth B mopre
LPT na 3anHeil naHenu cucteMHOro 610ka. BeImoaHuTh HacTpoiiky smysstopa Crypton 2. OTKpBITh
nporpammy MS Word. 3. Co3parh HOBBIM 53JEKTPOHHBIM JOKYMEHT WM OTKPBITH JIHOOOH
umeronuiics. Co3aars 3amMIEHHBINA JOKyMeHT U noctaButTh DIIII. 4. O3Hakomuthes ¢ padotoit [10
mactep Kiouded mudpoBanus S. O3HAKOMHUTBCS C TPOTPAMMON TECTHPOBAaHUS (PYHKUIUH
npunoxkenus: Crypton API 6. ITonyuuts HaBbiku paboTsl ¢ Crypton Disk

Tema 5. @yuxyus Oiinepa. RSA. TlonmydeHwe HaBBIKOB CO3JaHUS 3alIU(POBAHHOTO
COOO0IIIeHHUs TPH MOMOIIH anropuTMa mudppoBanus RSA

Paznen 2. Buabl mudpoBanusi ¥ NPOTOKOJIOB.

Tema 1 IIpobremvi CUMMEMPUYHOT Kpunmoepaghuu. CummeTpUdHbIC
KPHUIITOCHCTEMBI (TaK)Ke CHMMETPUYHOE MIHPPOBAaHHE, CAMMETpUYHbIE IU(pPsI) (aHri. Symmetric-
key algorithm) — Crocoo i poBaHus, B KOTOPOM

Ui mudpoBaHus U JemudpoBaHus IPUMEHAETCST OJMH U TOT XK€ Kpumnrtorpadpudeckuit kimod. o
M300peTeHNs CXeMbl ACHMMETPUYHOTO IMHU(POBAHUS €IUMHCTBEHHBIM CYIIECTBOBABIIMM CIOCOOOM
SBJISUIOCH CUMMeETpHuHOe ImHdpoBanue. Kitou aaroputma JOKEH COXpaHATHCA B TaliHE 00eMMHU
CTOPOHAMH, JIOJDKHBI OCYIIECTBISTHCS MEphl IO 3alllUTe JOCTyla K KaHaly, Ha BCEM IYTH
CJIEZIOBAaHUS] KPHUITOTPAMMBI, WJIM CTOPOHAMHU B3aUMOJCHCTBUS IMOCPEICTBOM KpUNTOOOBEKTOB,
COO0O0ILIeHUH, ecu JaHHBIA KaHall B3auMozeicTBus noa rpudom "He 11 MCmonb30BaHus TPETbUMU
aunaMu'. AlropuT™ mupoBaHus BEIOUpAETCss CTOPOHAMH J0 Havyajia 0OMeHa COOOIIEHUSIMHU.

Tema 2. Cummempuynas Kpunmoepagusi. CUMMeETpUYHAs
kpuntorpadus (WM KpunTorpaguyeckue CHUCTEMbI ¢ OTKPBITHIM KIIFOUOM) - KpunTorpadudeckas
cxema, GyHKITIU KOTOPOW 3aKITI0YAI0TCS B obecrieyeHnn
BO3MOXXHOCTH MIU(DPOBAHUS U/UITU DTIEKTPOHHOM 1 poBoi MIOJIITUCH, npu KOTOpOi

OJIMH KJII0Y (OTKPBITBIM) HCIOJIb3YETCsA JUIS IIM(PPOBaHUS COOOIIEHMS] WIM TPOBEpPKU LU(POBOM
MOJNKNCH, a BTOPOW (3aKpBITHIA, HA3bIBAEMBIH TaKXKe CEKPETHbIM) KIIOY HCIOJB3YeTCs Ui
pacudpoBaHus cOOOIIEHUH U 171 co3anust UppoBoil moanucu. CeKpeTHbIN U OTKPBITHINA KIIIOUN
nojyyareiast CBsi3aHbl MEXJIy COOOM OJHOHANpaBICHHOW (QyHKUMEH TakuM 00pa3oM, 4YTO
BBIUMCJIEHHE OTKPBITOTO KJI0Ya M3 CEKPETHOrO OCYIIECTBISIETCA 3a IMOJMHOMMAIBLHOE BpeMs, a
BBIUNCJIEHHE CEKPETHOTO KJII0Ya IO M3BECTHOMY OTKPBITOMY SIBJISIETCS BBIYHUCIUTEIBHO CII0KHOMN
3ajaueid. B ganHbIl pa3gen kpunrorpaguu oObIYHO BKIIOYAIOT U aJrOPUTMbI OOMEHa KIIF0YaMH, TaK
KaK OHHM OCHOBBIBAIOTCS HA TEX K€ MaTEMaTHUECKUX MPUHLIMINAX. M3yunTh MaTeMaTHUYECKHE OCHOBBI
KpUNTOrpauueckux MeTOJOB 3alluThl MH(MOPMAlMHM;, OCHOBHBIE AJTOPUTMbI CHUMMETPUYHOTO U
ACUMMETPUYHOTO MHU(POBAHMS JaHHBIX; OCHOBBI OPraHU3aIMU CTPYKTYPbl KPUIITOCUCTEM


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81_%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%BC_%D0%BA%D0%BB%D1%8E%D1%87%D0%BE%D0%BC
http://cryptowiki.net/index.php?title=%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
http://cryptowiki.net/index.php?title=%D0%A6%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
http://cryptowiki.net/index.php?title=%D0%9A%D0%BB%D1%8E%D1%87%D0%B8_%D0%B2_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%B8
http://cryptowiki.net/index.php?title=%D0%9E%D0%B4%D0%BD%D0%BE%D0%BD%D0%B0%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
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Tema 3. Cmanoapmer DES. DES (anrn. Data Encryption Standard) — anroput™m s
cuMMeTpu4HOro ImudpoBaHus, pazpadoranHbii Gupmoit IBM u yTBepKAEHHBIM MPaBUTEIHCTBOM
CIIOA B 1977 rony kxak odwurmanbHbiii cranaapt (FIPS 46-3). B ocHoBe ainroputma JIKHT CETh
Oetictens ¢ 16 nukinamu (payHaamMu) ¥ KJIFOYOM, UMEIOIINUM JTMHY 56 OuT. Pazmep kitoua: 56 out +
8 mpoBepouHbIX. Pazmep Omoka: 64 6ut. Tumn: Cers ®eiictens. Yucno paynnos: 16

Tembl Jexkunii 6 cemectp:
Pasznes 1. BBenenue. Cranaaprsl 1 GYHKIUM KpUnTorpaduu

Tema 1. Kpunmoepaguueckue npomoxonvi. Kpunrtorpadguueckuid mpoTOKON (aHTIL
Cryptographic protocol) — 510 abGCTpakTHBIH WM KOHKPETHBIM IPOTOKOJ, BKIIFOYAFOIIUI
Ha0Op KpUNTOrpapuyecKux alropuTMOB. B OCHOBE ITPOTOKOJIA JIGKUT  HAOOp MIpaBHJI,
pErIaMEHTHPYIONUX ~ HMCIIOJIb30BaHHE KPUIITOTpaguUeCKuX NpeoOpa3oBaHuii W allTOPUTMOB B
UH(POPMALMOHHBIX MPOLIECCaXx.

Tema 2. Ilpomoxon anonummuwix eéviuucaenuti. SSL (anri. Secure Sockets Layer — ypoBeHb
3alIMIIEHHBIX COKETOB) — KPUNTOTpauyecKkuii  MpOTOKOJ, KOTOpBIA  ToapasymeBaeT Oolee
0e30macHyo cBsi3b. OH UCIOJIB3YET ACHMMETPUYHYIO KPUIITOTPa(HIO ISl Ay TCHTU(DUKAIIUK KITFOUeH
oOMeHa, CHMMETpHUYHOE [MU(POBAaHUE I  COXPAHCHHS  KOH(MUICHIMAIBLHOCTH,  KOJBI
ayTeHTH(HUKAIUU COOOIICHHUIA JJIs LEJIOCTHOCTH COOOmeHuH. [IpOTOKOI MIMPOKO HCIOIB30BAJICS
Ui 0OMEHa MIHOBEHHBIMH COOOIICHHSMHU W mepenaud rojioca uepes IP (anri. Voice over IP —
VoIP) B Takux MNpWIOKEHUAX, Kak dJEKTpPOHHas mouTa, uHTepHEeT-pakc u ap. B 2014 romy
npasutenabcTBo CIIIA coobmuno o6 ya3BUMOCTH B Tekymieil Bepcuu mpotokonall. SSL nomken
ObITh MCKIIOUEH U3 paboThl B moab3y TLS (cm. CVE-2014-3566). SSL u3HauanbHO pa3paboTaH
xommnanueit Netscape  Communications aiist  go0GaBienust nporokosa HTTPS B cBoii  BeO-
opay3ep Netscape Navigator. Briocieacrsuu Ha ocHoBaHuH mpoTokoia SSL 3.0 Gbut pa3paboraH u
npunsaT cragaapt RFC, momyunsmmit umst TLS.

Tema 3. Kpunmoepaghus ua saiunmudeckux Kpugvlx. DIUTMINTHYECKAs Kpunrorpapus —
pasgen kpunrorpaduu, KOTOPBIH H3y4aeT acCUMMETPHYHBIE KPUIITOCUCTEMBI, OCHOBAHHBIC
HA JUTMNTHYCCKUX  KPUBBIX HaJl KOHCYHBIMH TOJSAMH. ... VICIob30BaHUE SJUIMNTHYSCKUX
KPHUBBIX JUI CO3/IaHUSI KPHUIITOCUCTEM OBUIO HE3aBUCHMO JPYTr OT Jpyra mpemiokeHo Humom
Ko6muuem u Buktopom Musiepom B 1985 roay.

Tema 4. 3adauu  gaxkmopusayuu u  OuckpemHoeo  noeapugma. JluckperHoe
norapudpmupoBanre (DLOG) — 3amaua oOpamieHuss (yHKIMH B HEKOTOPOH KOHEYHOM
MYJBTHIUIMKATUBHOW Tpymme. Hawmbomee dwacTto 3amady JAWCKPETHOTO JIOTapu(pMHUPOBAHUS
paccMaTpuBaOT B MYJBTUILTUKATUBHOM TPYIINE KOJNbIA BBIYETOB MJIM KOHEYHOTO MO, a TaKKe B
TpyMIe TOYEK MUIUNTAYECKONH KPUBOW HaJ KOHEYHBIM ToJeM. OQQEKTUBHBIC alTOPUTMBI IS
pelIeHHs 3aJa4u IUCKPETHOTO Jorapu(MUpPOBaHUS B OOIIEM ClTyyae HEU3BECTHBI.

Tema 5. Cxemvl  pazoenenuss  cekpema. Cxema  pasmeneHusi  Cekpera -
KpunTorpaduueckas cxema, MO3BOJSIONIAS PA3/ICIUTh CEKPET MEXKIY yYaCTHUKAMHU TPYIIIbI, TpU
TOM  KaXIbld  yYaCTHHK  TIOJIy4aeT  JIOJO CEKpeTa, a  HMCXOIHBIN CEKPET CTHPACTCH.
Bocco3nate cekpeT MOXET onpesielieHHas KOAJUIHS yYaCTHUKOB

Pa3nea 2. Buabl mugpoBanus U NpoTOKOJIOB.

Tema 1 Ipunyun Keprxogpgca. [MpviHIMT Kepkroddca — MIPaBUIIO
pa3paboTKN KPUNTOrpaUIECKUX CUCTEM, COTJIACHO KOTOPOMY B 3aCEKPEUYEHHOM BHUJAE JEPKHUTCA
TOJILKO OIPENeNIEHHBIH HA0Op MMapaMeTpoB ajlrOpuUTMa, Ha3bIBAEMBIH KIIFOUOM, a caM aJIrOpUTM
mudpoBaHus TOHKEH OBITh OTKPBITHIM. J[pyrUMH CIIOBaMHM, MPHU OLIEHKe HaJ&KHOCTH MHU(POBAHUS
HEOOXOIMMO TpeIoaraTb, 4YT0 MPOTUBHUK 3HAET 00 MCIOIB3yeMOW cucTeMe Iu(ppoBaHUS BCE,
KpoMe npuMeHsieMbIx kimroueil. [llupoko npumensiercst B kpunrorpaduu. BriepBbie JaHHBIM MPUHLIUT
chopmynuposain B XIX Beke romnanackuii kpunrorpad Orioct Kepkroddce

Tema 2. Ilpumepvr wugppos. lugp Lezaps, Ionubus. Uudp Lesaps -- 3o Bug mudpa
MIOJICTAHOBKH, B KOTOPOM Ka)KIbIii CHMBOJI B OTKPBITOM TEKCTE 3aMEHsIETCsl OyKBOM, HaXOISIIeHCs Ha
HEKOTOPOE MOCTOSIHHOE YHCIIO MO3UIIMI JIeBee WU MpaBee Hero B andasute. Hanpumep, B mmdpe co


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D1%8C_%D0%A4%D0%B5%D0%B9%D1%81%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%BE%D0%BA%D0%B5%D1%82_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D1%8B%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/IP
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/VoIP
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/SSL#cite_note-1
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/Netscape_Communications
https://ru.wikipedia.org/wiki/HTTPS
https://ru.wikipedia.org/wiki/Netscape_Navigator
https://ru.wikipedia.org/wiki/RFC#%D0%A1%D0%BE%D0%B4%D0%B5%D1%80%D0%B6%D0%B8%D0%BC%D0%BE%D0%B5_RFC
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%80%D0%B0%D1%82%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D1%83%D0%BF%D0%BF%D0%B0_(%D0%BC%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0_%D0%BA%D0%BE%D0%BB%D1%8C%D1%86%D0%B0_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BB%D1%8C%D1%86%D0%BE_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%BB%D0%B8%D0%BF%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D0%BA%D1%80%D0%B8%D0%B2%D0%B0%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
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cauroM 3, A Obiia Obl 3ameneHa Ha I, b craner JI, u Tak nanee. llugp Ha3BaH B 4eCTh PUMCKOTO
nmneparopa ['as FOnusa Lle3zapsi, ucnonab30BaBIIEr0 €ro il CEKPETHOW NEPENUCKH CO CBOMMH
rerepanamu. lllar mmdpoBanus, BeimonHsemblid mmdpom Lle3aps, "yacTo BKiIIOYaeTcss Kak 4acTh
OoJiee CIOXKHBIX CXEM, TaKUX Kak mudp Birkenepa, u Bce elie UMeeT COBPEMEHHOE MPHUIIOKEHHE B
cucreme ROT13. Kak u Bce MonoanpaButHsle mudpsel, mudp Llesaps gerko B3nambIBaeTCs U HE
MMEET NPAaKTUYECKU HUKAKOIO IPUMEHEHNUs Ha MPAKTHKE.

Conep:kanue J1a00paATOPHBIX 3aHATHH M0 IUCIUIJIMHE

TeMmbl 1a00paTOpHBbIX padoT 4 cemecTp:
Jlabopamopnasa paooma Nel. Tema 1: Accumempuunas kpunmozpagus.
Jlabopamopnasa paboma Ne2. Tema 2: @ynkyuu Jiinepa. RSA.
Jlabopamopuasn paboma Ne3. Tema 3: Cmanoapmur DES.
Jlabopamopnas paboma Ned. Tema 4: brounvie wiughpot.

TeMbl 1a00paTOPHBIX PadoT 5 cemecTp:
Jlabopamopnasa paooma Nel. Tema 1: Hlughp 1lezapsa.
Jabopamopunaa  paboma Ne2. Tema 2: Ilugposanue paitnos. Hemvipe
Kpunmonpumumuea.
Jlabopamopnas paboma Ne3. Tema 3: Muozopaynooeoe wiughposanue.
Jlabopamopnas paooma Ned. Tema 4: Kpunmozpaghuueckue mecmot (NIST).

Tembl J1a6opaTopHbIX padoT 6 cemecTp:
Pasznea 1. 'enepauus kiaroueii.
Jlabopamopnasa paooma Nel. Tema 1: Xow-pynkyus. Inekmponnas noonucs.
Jlabopamopnaa  paboma No2, Tema 2: T'enepamop ncegoocnyuaiHvix
nocneoogamenbHocmelil.
Jlabopamopnasa paboma Ne3. Tema 3: I'enepayus knroueii.
Jlabopamopnas paboma Ned. Tema 4: Apugpmemura ¢ OTUHHBIMU YETbIMU.

5. OHEHOYHBIE CPEJACTBA JJA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
IMPOMEXYTOYHOM ATTECTAIIMHA IO UTOT'AM OCBOEHU A JUCIATLTAHBI
U YYEBHO-METOJUYECKOE OBECIIEYEHUE CAMOCTOSTEJIbHOMN PABOTHI
CTYJAEHTOB
5.1. Tekyuuii KOHTPOJIb yCIIEBAEMOCTH
Bonpocs! peiiTuHr-kouTpoas Nel ais cemecrtpa 4:
e OcHoBHbIE 337aun KpunTorpaduu u kpunroananusa. [lonstue kpunronpeodpazoBanus. Kparkas
CIpaBKa M0 UCTOPUU BO3HUKHOBEHUS U Pa3BUTHUS, U COBPEMEHHOMY KpUIITOrpaduu.
e [loHsATHE HECUMMETPUN MAaTEMATUYECKUX ONEPALUNA U TPYAOEMKOCTb 3JIEMEHTAPHBIX
MaTE€MaTUYECKUX ONEPALMIA.
e [loHsTHE KPUNITOCHCTEMBI.
e TUNBI KPUITOCUCTEM.
e KpunTocucTemsl ¢ OTKPBITHIM KIHYOM

Bonpoce! peiiTHHI-KOHTPOJIsA Ne2 st cemecTpa 4:
OcHOBHBIE MAaTEMATUYECKUE TIOHATHUS JJI1 KOHEYHOT'O TI0JIs, XapaKTEPUCTUKA MOJIS.
B03M0XHOCTH TOCTPOEHUSI KOHEYHOT'O MOJIS ¢ HEOOXOJMMBIM YHCIIOM 3JIEMEHTOB.
MynbTUIIIIMKATUBHAS TPYIINa KOHEYHOTOo noJisi. O6pasyromiue. JJuckpeTHslit torapudm
[Topsiiok MHOTOWIEHA HaJl KOHEYHBIM IIOJIEM.
KoHcTpyKIKsS KOHEYHOT O MO U3 PN 3JIEMEHTOB.
[IceBnocayyaitHble TOCIEA0BATENBHOCTH U UX PUMEHEHUE B KpUIITOTpaduu.
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Bonpocekl peiiTuHr-kouTposs Ne3 niist cemecrpa 4:
IIceBnocmyuaiiHble Mocae10BaTEIbHOCTH U UX IPUMEHEHUE B KpunTorpapuu.
Anrebpa mocnen0BaTeIbHOCTEH Hal KOHEYHBIM TTOJIEM.
JInHeliHbIE peKyppPEHTHBIE MTOCIIEN0BATEIbHOCTH Ha/l KOHEYHBIM I10JIEM.
AHHYJIMPYIOIINE MHOTOUJIEHBI.
Peructp cnBura.
OKCIOHEHIUAJIbHBIN OTKPBITHIN KIIIOU.

Bonpocs! peiiTuHr-kouTpoas Nel ais cemecrpa S:
e (CBolicTBa pEeUICHUI JTUHENHOIO PEKYPPEHTHOTO YpaBHEHUSI.
e CyMMBI ¢ XapaKTepaMmH.
e MakcuManbHbIe JINHEHHBIE PEKYPPEHTHBIE ITOCIIEJOBATEIbHOCTH KAK IICEBIOCITyYaliHbIE
IIOCJIEI0BATENBHOCTH.

Bonpocs! peiiTuHr-kKoHTpOIsa Ne2 st cemecrtpa S:
AHHYJIUPYIOIIME MHOTOUJICHBI.
Peructp cnBura.
DKCMOHEHIIUATBHBIN OTKPBITHINA KITFOY.
Brruucnenue auckpeTHoro orapudma.
UYucno nosiBnennii HaOopoB (GUKCHPOBAHHOH JJIMHBI HA TIOJTHOM IIEPHOAE PEKYPPEHTHOM
IIOCJIEI0BATEIIbHOCTH.

Bonpocs! peiiTuHr-kouTpoasa Ne3 nis cemecrpa S:
e JlucKpeTHble OTOOPAKEHUS U PU3HAKY XaOTUYHOCTH YHCIIOBBIX PSIOB.
e Mero/bI KpUNTOTpadguK Ha OCHOBE COPTUPOBKU AETEPMUHUPOBAHO-XaOTUIECKHUX PSIOB.
e Metoab! KpunTorpaduu Ha OCHOBE MapHBIX CPABHEHUN YHMCEN B AETEPMUHUPOBAHO-XA0TUYECKUX
YHCIJIOBBIX pAJaX.
e Creranorpagus.

Bonpocs! peiiTuHr-kouTpoasa Nel ais cemecrpa 6:
o JloHsaTHe 251eKTpOHHOM noanucu. Heo0XoaAMMOCTh 3JIeKTPOHHON MOANKCH B KPUIITOCUCTEMAX C
OTKPBITHIM KJIFOUOM.
e MaremaTnuueckas TCOPpHs I'pyIIl KaK OCHOBA COBPEMCHHBIX KPUIITOCUCTEM.
e JluckpeTHble 0TOOpa)KeHHsI U PU3HAKU XaOTUYHOCTH YUCIIOBBIX PSJIOB.
e AHHYJIUPYIOIIUE MHOTOWIEHBI.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne2 17151 ceMecTpa 6:
Anrebpa nocnen0BaTeIbHOCTEH Hal KOHEUHBIM TOJIEM.
JIunHelHble peKyppeHTHBIE IOCIEA0BATENBHOCTH HAJl KOHEYHBIM ITOJIEM.
KoHCTpyKIIMs KOHEYHOTO TOJIS U3 PN DJIEMEHTOB.
CBolicTBa pelIeHU IMHEHHOTO PEKYPPEHTHOIO YpaBHEHUS.
CyMMBI C XapaKkTepaMH.
MaxkcuManbHble JINHEHHBIE PEKYPPEHTHBIE MOCIEeI0BATEIbHOCTH KaK MICeBAOCTyYaiiHbIe
MIOCJIE0BATENBHOCTH.
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Bonpocs! peiiTuHr-koHTpOasa Ne3 niist cemecrtpa 6:
e OILEHKH U KPUTEPUH CIOKHOCTH aIrOPUTMOB KpHUIITOTrpaduu.
e KpunroaHains u alropuTMHUUECKUE HEPa3peIlIUMble IPOOIEMBI.
e OcoOEeHHOCTH Xa0TUYECKUX CUCTEM.
e BpluncineHue AMCKPETHOr o Jorapugma.
e UYycno nosBieHn HaOOpoB (PUKCUPOBAHHON JJIMHBI HA IOJHOM IEPUOJE PEKYPPEHTHOM
II0CJIEI0BATENBHOCTH.

5.2. HpOMe)KyTO‘lHaﬂ aTrrecranusd 1o uToraM OCBOCHUA JUCHUIIJIHHBI

IIpumepHBbIii IepeyeHb BONIPOCOB K 3a4yeTy 4 cemMecTp
e OcHoBHBIE 321241 KpunTorpaguu u kpunroananusa. [lonstue kpunronpeodpazoBanus. Kparkas
CIpaBKa 10 UCTOPUU BO3HUKHOBEHMSI U Pa3BUTHUS, U COBPEMEHHOMY KpuUnTorpapumu.
e [lonATHE HECUMMETPUN MAaTEMATUYECKUX ONEPALUN U TPYAOEMKOCTb 2JIEMEHTAPHBIX
MaTeMaTUYECKUX ONEPALUi.
e [loHsATHE KPUIITOCUCTEMBI.
e TUIBI KPUIITOCUCTEM.
e KpunTocucremsl ¢ OTKPBITHIM KIHYOM
e JloHsaTHE 351eKTPOHHOM noanucu. Heo0XoauMOCTh 371€KTPOHHOM MOANUCH B KPUIITOCHCTEMAX C
OTKPBITBIM KIIFOUOM.
Maremarnueckast TeOpus IPyII KaKk OCHOBA COBPEMEHHBIX KPUIITOCUCTEM.
OcHOBHbBIE MAaTEMATUYECKUE TIOHATHUS ISl KOHEYHOI'O I0JIs, XapaKTEPUCTUKA MOJIS.
CaolicTBa peleHU IUHEHHOTO PEKYPPEHTHOIO ypaBHEHUSI.
CyMMBI ¢ XapakTepamH.
MaxkcuManbHble JIMHEHHBIE PEKYPPEHTHBIE I10CIIEI0BATEIBHOCTH KaK IICEBIOCITYYaiHbIE
IIOCJIEI0BATEIIbHOCTH.
JluckperHble 0TOOpaKeHUs U IPU3HAKU XaOTUUYHOCTH YHCIIOBBIX PSIJIOB.
AHHYJIUPYIOIIME MHOTOUJICHBI.
AHHYJIHPYIOIIME MHOTOUJICHBI.
Peructp cnBura.
OKCIOHEHIMAJIBHBIN OTKPBITHIM KIIFOU.
Beruucienue quckperHoro jgorapudma.
Yucno nosiBieHnit HA60pPOB (PUKCUPOBAHHOM JUTMHBI Ha TOJIHOM MEPUOJIE PEKYPPEHTHON
IIOCJIEI0BATEIbHOCTH.

IIpumepHBbIii NepedYeHb BONMPOCOB K IK3aMeHY S ceMecTp
e B03MOXHOCTh IOCTPOEHUSI KOHEUHOTO MOJISI ¢ HEOOXOJUMBIM YHCIIOM 3JIEMEHTOB.
e MynbpTHIUIMKaTUBHAS TpyNIa KOHEYHOro nosst. O6pasytromue. J{uckpeTHslil torapupm
e ['pynmnbl nepecTaHOBOK U MOJICTAHOBOK B Kpuntorpaduu. /[BoiicTBeHHOCTh. Teopema o
COXPAaHEHUHU SHTPONHHU JUIsl ITU(POB MOJACTAHOBKU U MIEPECTAHOBKH.
Omnpenenenne kpuntorpadguueckux cucreM no lllennony. [Ipumeps! mmdpos no LllenHony.
[Mudp Buxokenepa (I'ammuposanue). B3nom 'ammupoBanusi.
[Mudp Bepnama. OgHopa3oBslii 6;10KkHOT. Teopema 00 aOCoIIOTHO CTOHKOM Hmnpe.
Knaccsl cnoxHOCTH anropuTMoB U 3aj1ad. [Ipumepsr.
OpnHocTopoHHMM (PyHKUMU. 3aaun-KaHIUAATHl B OJHOCTOPOHHUH (DYHKIIHU.
dyHkMu Ditepa u ee cBoricTBa. Teopema JDitniepa u teopema depma.
®dakTopu3anys Lea0ro Yucia.
[Topsiiok MHOTOWIEHA HaJl KOHEYHBIM IIOJIEM.
KoHCTpyKIIMs KOHEYHOTO TOJIS U3 PN DJIEMEHTOB.
[IceBnocmyuaiiHble MoCae10BaTEILHOCTH U UX IPUMEHEHUE B KpUNTOrpaduH.
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Anrebpa mociie1oBaTeIbHOCTEH Ha/l KOHEUHBIM TTOJIEM.

Jlunelinbie peKyppeHTHBIE MTOCIEI0BATEILHOCTH Ha/l KOHEUHBIM MOJIEM.
KoHcTpyKIiHs KOHEUHOTO TOJISE U3 PN JIEMEHTOB.

[IceBnocayuaitHbie TOCTIEAOBATEIPHOCTH M UX MIPUMEHEHUE B KPUIITOTpaduu.
Anrebpa mocneaoBaTeIbHOCTEH Hal KOHSYHBIM TTOJIEM.

Jlunelinbie peKyppeHTHBIE MTOCIEI0BATEILHOCTH Ha/l KOHEUHBIM MOJIEM.
AHHYJTUPYIOIINE MHOTOYJICHBI.

Peructp cnpura.

DKCIMOHECHIIMATbHBIA OTKPBITHIN KIIFOY.

Brruucnenue TucKpeTHoOro Jorapudma.

Yuciio nosiBjeHU HaOOPOB (PMKCUPOBAHHOM JUIMHBI Ha TIOJIHOM MIEPHOJIE PEKYPPEHTHOM

nOoCICA0BATCIBbHOCTH.

IIpumepHBbIii IepeyeHb BONPOCOB K IK3aMeHY 6 cemecTp

CaolicTBa peleHU IUHEHHOrO PEKYPPEHTHOIO ypaBHEHUSI.
CyMMBI ¢ XapaKkTepamH.
MaxkcuManbHble JIMHEHHBIE PEKYPPEHTHBIE I10CIIEI0BATEIBHOCTH KaK IICEBAOCITYYaiiHbIE

noCICaA0BAaTCIBbHOCTH.

JluckperHble 0TOOpa)keHUs U IPU3HAKU XaOTUYHOCTU YUCIIOBBIX PSAJIOB.
Mertoap! kpuntorpaduu Ha OCHOBE COPTHPOBKH JIETEPMHUHUPOBAHO-XAO0THUECKUX PSJIOB.
Mertoap! kpuntorpaduu Ha OCHOBE MAPHBIX CPABHEHHH YHCEN B JETEPMUHUPOBAHO-Xa0THYECKHIX

YHUCJIOBBIX psAaax.

Creranorpadus.

O1LeHKH U KPUTEPUHU CIIOKHOCTH aJITOPUTMOB KPUITOTpaduH.

Kpunroananus u anropuTMu4eckrue Hepa3pernMble IPOOIIeMBI.

Oco0eHHOCTH Xa0TUYECKUX CUCTEM.

JuckpetHbIit Torapudm B KOHEUHBIX ToJsiX. [Iporokon Auddu-Xemmana.

Anroputm RSA.

DneKTpOHHas MOJNMUCH B aCCUMETPUUHBIX CXeMax U ee cBoiicTBa. C xem QyHKIUIMHU U 6€3.
Xem QyHKIMH U uX cBoicTBa. Kpunrorpapuueckue xem-gyHKINN.

Kpunrorpaduueckre npoToKoIbI.

WuTepanonduys MHOrowieHaMH. Teopema o CylecTBOBaHUHU U €JUHCTBEHHOCTH MHOTOUJIECHA.

Cxema paznenenus cexkpera [llammupa.

OnektpoHHble neHbru. Heorcnexnpaemocts. Cxema llayma-Ilenepcana.
Crangaptel DES 1 I'OCT briounbix mmgpoB. ApXUTEKTYpHBIH U CPAaBHUTEIbHBIA aHAIIN3

mudpos.

bnounsie mmdpel. Pexxumel pabot 6104HBIX MIH(POB.
[TorokoBbIe MIUQPHI.
Kpunrorpaduueckue monenu 6e3onacHOCTH. Mozienb CUMMETPUYHOTO MIMPPOBaHUS,

ACCUMCTPHUYHOT'O U MOICIIb I[OJ'ICB'E[O.

5.3. CamocTosiTe;1bHasi padoTa 00y4aromerocs.
IIpumepHbIe TEMBbI KypcoBOii padoThl 5 cemecTp

1
2.
3.
4
5

[TporpammMHas peanuzanus mWU(POB 3aMEHBI.

[TporpamMmHas peanuzanus HUPPOB NEPECTAHOBKU.

[Tporpammuas peanuzanus mugpa [lneridepa.

[TporpammHas peanuzanus mudpa Xusia.

Pa3paboTtka mmdpa, OCHOBAHHOTO Ha KOMIO3MILIMHU IIH(pa 3aMEHbI U NEPECTAaHOBKH, C OLIEHKOM

€ro KpUITOCTOMKOCTH.

6.

Amnanu3s kpunrocroiikoctu 0ounbix kpunrocuctem (OCT 28147-89, DES, IDEA, AES).
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7. ANTOpUTM 3JIEKTPOHHOHN IIM(PPOBOI MOANMCH Ha OCHOBE PELICHUsI CUCTEMbI CPaBHEHHIH.

8. Amnanm3 MEeTOJO0B COKpAIEHUS JUTMHBI SJICKTPOHHOU TU(PPOBOI TOMUCH.

9. ANTOopUTMBI KOJUIEKTUBHOHN 3JIEKTPOHHOH HU(POBOM MOIIHCH.

10. AnropuT™Mbl KOMITO3UIIMOHHOMN AJIEKTPOHHOM ITU(POBOM IO ITUCH.

11. CpaBHUTENBHBIN aHAINU3 COBPEMEHHBIX MPOTPAMMHBIX, TPOrPAMMHO-AINIAPATHBIX U allapaTHBIX
CpEeACTB KpUNTOrpapuuecKon 3auThl HHGOpMALIUU.

12. PazpaboTka cxeMbl KpHUNTOrpauyeckoro TreHepaTropa, OCHOBAHHOTO Ha KOMOWHUPOBaHHU
LFSR-renepatopoB, ¢ OIEHKOH €ro KayecTBa.

13. Pa3paboTka cxeMbl KpUNTOrpauuecKkoro TeHepaTopa, OCHOBAHHOTO Ha KOMOMHHPOBAHHUH
KOHI'PY?HTHBIX T€HEPaTOPOB, C OLIEHKOH €ro KayecTna.

14. Onenka kayecTBa KpUNTOrpauIecKux reHepaTopoB, OCHOBAHHBIX Ha anroputmax @uboHaqyyu.
15. Anroputmsl cienoii anexkTporHoi nudposoi noamucu. (CJIMBKA)

16. CpaBHUTENBHBIN aHAIN3 ATOPUTMOB (POPMUPOBAHUS XAII-(PYHKIUH.

17. CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

18. CpaBHUTENBHBIH aHATN3 KPUNITOTPA(QUIECKUX IPOTOKOJIOB PACIIPEACIICHUS KITIOUYCH.

Bonpocs! u 3aaHus 1Jisi CAaMOCTOATEIbHOI padoThI CTY1eHTOB 4 ceMecTp:
e Kaxkue 0CHOBHBIE MOJIeNTH IU(POBBIX aBTOMATOB UCIIONB3YIOTCS B KpunTorpapuu?
e OcoOenHoctd  (DYHKIIMOHMPOBAHUS M B3aUMOJCHCTBUS  IU(POBBIX  aBTOMAaTOB B
KPUNTOTpaQUIECKUX CHCTEMAX.
e OnHOMEpHBIE U MHOTOMEPHBIE IUCKPETHBIE OTOOPaYKEHHSI, TPUMEPHI;
e MeTo/1pI MUHIMH3ALUU U UX COTTOCTABUTEIIbHBINA aHATH3?
e CI0XXHOCTh AITOPUTMOB KpunTorpadun. Kpurepun u oneHku;

Bonpocskl 1 3agaHus VISl CAMOCTOSITEILHO PadoThI CTY1€HTOB 5 cemecTp:

o AHFOpI/ITMBI, YHUBCPCAIBHLIC AJITOPUTMHUYCCKUC CUCTEMBI, JOCTOMHCTBA U HCJOCTATKH,
e (OCHOBHBIE IIOHITHUS U OMnpeaciICHUs, SKBUBAJICHTHOCTL aJITOPUTMOB.
o BpeMeHHaﬂ 1 CMKOCTHAas CJIIOKHOCTb aJITOPUTMOB.
e (Oco0EeHHOCTH MHOTOSIIEPHBIX TPOIIECCOPOB.
e (ComocTaBUTENLHBIA aHATIN3
Bonpocs! n 3aaHust 1UIsi CaMOCTOATEIbHOM padoThl CTYAeHTOB 6 ceMecTp:
e (OCHOBHBIE COOTHOIIIEHHSA 3aTpar naMiaT U BpEMCHHU.
e ABTOMATEI Ha OCHOBE AUCKPETHOT'O OTO6pa)KeHI/ISI HopeHL{a, JOCTOMHCTBA U HCAOCTATKU,
e ABromarsl Ha ocHOBe oToOpaxkeHuil TentMap n XeHoHa, conocTaBUTEIbHBIN aHAIN3.
e (ComocTaBUTENLHBIA aHATIN3 AJITOPUTMOB KPpUIITOAHAIN3a, OLICHKHU CIIOKHOCTH;
e [lepcriekTUBBI KPUNITOAHANIN3A U aJITOPUTMUYECKU HEPA3PEIINMbI IPOOIEMBI.
6. YU EBHO-METOJINYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHHUE
JUCHUITIUHBI
6.1. Kuuroo6ecneueHHOCTH
HaunmenoBanue iurepaTypbl: aBTOp, Ha3BaHUE, I'on KHUT'OOBECITEHEHHOCTD
BUJI U3aHUA, U31aTCJIBCTBO NU3JaHUs Hajmmume B AIEKTPOHHOM KaTajore
9bC
OcHoBHas TUTEpaTypa
Kotog, 1O. A. Kpunrorpapuueckue METO Il 3aIIUTHI 2017 https://biblioclub.ru/index.php?page=book&i
nHpopManuu: cTannapTabie mrudpsl. HIudpsl ¢ OTKPHITEIM d=574782 (nara oopamenus: 14.09.2021)
kmodoM : [16+] / FO. A. Koros. — HoBocubupck:
HoBocubupckuii rocyaapcTBeHHBIN TEXHUYECKHUN
yauBepcureT, 2017. — 67 c.— ISBN 978-5-7782-3411-6



https://biblioclub.ru/index.php?page=book&id=574782
https://biblioclub.ru/index.php?page=book&id=574782

14

Maiictpenko, H. B. OcHOBBI Teopyn HHGOPMAIMU 1 2018 https://biblioclub.ru/index.php?page=book&i
Kpunrorpaduu: yaeOHOE 3JCKTPOHHOE U3daHue / d=570354 (nara o6pamenus: 14.09.2021)
H. B. Maiictperko, A. B. Maiictpenko. — Tam0o0B:

TamO0BCKHIf TOCYIapCTBEHHBIA TEXHIUSCKUH YHUBEPCUTET
(TI'TY), 2018. — 81 c. — ISBN 978-5-8265-1950-9

dopoyszan, b. A. MaremaTnka kpurrorpaduu 1 TeOpHst 2016 https://biblioclub.ru/index.php?page=book&i
mudposanust: yueOHoe mocobue: [16+] / b. A. @opoysaH. d=428998 (mara obpamienus: 14.09.2021)
— 2-e w311., ucnp. — Mocksa: HanimonanbHe1i OTKPBITHIHA
Yuusepcurer «MHTYUT», 2016. — 511 c. — ISBN 978-5-

9963-0242-0
Jlanonuna, O. P. Kpunrorpadgudyecknue 0CHOBBI 2016 https://biblioclub.ru/index.php?page=book&i
6e3omacHocTu: yueoHoe nocodue: [16+] / O. P. Jlanonuna. d=429092 (nara obpamienus: 14.09.2021)

— MockBa: HarionanbHb1it OTKPBITHI Y HUBEPCUTET
«MHTYUT», 2016. — 244 c.— ISBN 5-9556-00020-5

Koros, 10. A. Tlpunoxenust mudpos: Kpunroanamus: [16+] 2019 https://biblioclub.ru/index.php?page=book&i
/ 1O. A. KotoB; HoBocnOupckuii rocy1apCTBEHHBIH d=575479 (mara obpamenus: 14.09.2021)
TEeXHUYECKUH YHUBepcUTeT. — HoBoCHOHMpCK:

HoBocubupckwii TocyJapCTBEHHBIN TEXHIUECKUI
yHuBepcuteT, 2019. — 76 c. — ISBN 978-5-7782-3902-9

JononHuTenpHas qureparypa

Kuay®6, JI. B. TeopeTHKO-YHCIEHHBIE METO/IBI B 2011 https://biblioclub.ru/index.php?page=book&i
kpunrorpaduu: yaebHoe nocodue / JI. B. Kuayo0, d=229582 (nara obpamenus: 14.09.2021)
E. A. HoBukos, 10. A. IllutoB; Cubupckuii GpenepanbHbIi
yauBepcureT. — KpacHosipck: Cubupckuii penepanbHbIN
yauBepcureT (COVY), 2011. — 160 c. — ISBN 978-5-7638-

2113-7
ArpanoBckuii, A. B. Ilpaktiueckas kpunrorpadus: 2009 https://biblioclub.ru/index.php?page=book&i
ANTOPUTMBI U HIX TIpOrpaMMupoBanue: [16+] / d=117663 (nara obpamenus: 14.09.2021)

A. B. Arpanosckuii, P. A. Xaau. — Mocksa: COJIOH-
ITPECC, 2009. — 256 ¢. — ISBN 5-98003-002-6

6.2. [lepuoanyeckune U3IaHUA

1. XKypnan «Bormpocs! 3aumtsl nHGopmanuu». Pexxum pocryna: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;

2. Xypnan "Information Security/Undopmarimonnas 6ezonacHocTs". Pexum nocryna:
http://www.itsec.ru/insec-about.php.

6.3. UuTepHeT-pecypcebl

1. O6pa3zoBatenbHblil cepep kadenpbl U3U.— Pesxum noctyna: http://edu.izi.visu.ru

2. VadopmarmonHas obpa3zoBarenbHas ceTb.- Pexxum mocryma: http://ien.izi.vlsu.ru

3. Buytpuy3oBckue uznanus Bal'Y.— Pexum noctyna: http://e.lib.vlsu.ru/

4. UHTYUT. HanmoHansHbIi OTKPBITHIN YHUBEpCUTET.— Pexkum goctyma: http://www.intuit.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIHEYHEHUE JUCHUIIJIMHBI

3aHsTUs TPOBOAATCA B cienyromux aynuropusax Bal'V (kopmyc Ne2) mo agpecy r. Binagumup,
yi1. benokoHcko#, 1. 3.
aya. 408-2, JIeKunoHHasE ayIUTOpHUs, KOJIMYECTBO CTyaeH4Yecknx mecT — S50, mromanas 60 m2,

OCHAIIIeHHE: MYJIbTUMEINHOE 00opyaoBaHue (MHTepakTHBHAsA qocka Hitachi FX-77WD, npoekTtop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045.

ayn. 427a-2, naGopaTopus CETEBBIX TEXHOJOTHH, KOJINYECTBO CTY/IEHUECKUX MECT — 14, miomaas
36 M2, ocHalIeHHe: KOMITBIOTEPHBIN Ki1acc ¢ 8 pabounmu cranuusmu Core 2 Duo E8400 ¢ Beixomom
B Internet, 3 mapmpyTtuzaropa Cisco 2800 Series, 6 mapuipytuzatopoB Cisco 2621, 6 KoMMyTaTopoB
Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, kommyTatop Cisco Catalyst
Express 500 Series, mpoekrop BenQ MP 620 P, skpaH HacTeHHbI pynoHHBIN. JIuleH3nOHHOE
nporpaMMHoe obecriedeHue: onepanuonHas cuctema Windows 7 IlpodeccronanbHas, opUCHBIN



https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=117663
https://biblioclub.ru/index.php?page=book&id=117663
http://i-vimi.ru/editions/detail.php?SECTION_ID=155/
http://i-vimi.ru/editions/detail.php?SECTION_ID=155/
http://www.intuit.ru/
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naker npunoxenuid  Microsoft  Office  IIpodeccuonaneupiii  mmoc 2007,  OecrmaTHO
pacrpocTpaHsieMoe MporpaMMHOE oOecIeueHue: JIMHEHKa HHTETPUPOBAHHBIX Cpel pa3paboTKu
Visual Studio Express 2012, nporpamMmmubiid ipoaykT BupTyanm3anuu Oracle VM VirtualBox 5.0.4,
cumynaTop cetu nepenaun naHHbIX Cisco Packet Tracer 7.0, mHTerpupoBaHHas cpena pa3padoTKu
nporpammuoro odecnieuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHII «KommekcHas 3amura OOBEKTOB HMHGOPMATH3ALUNW», KOJUYECTBO
CTyJIEHUECKMX MecT — 15, mmomanas 52 M2, OCHAIIEHHWE: KOMIBIOTEPHBIH Kiacc ¢ 7 pabodunmu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyrtatop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (mpoekTop Toshiba TLP X200, 3xpaH HACTEHHBIH PYJIOHHBIN ), TPUOOP
ST-031P «Ilupanps-P» MHOrOpyHKIIMOHAIBHBIA ITOMCKOBBIH, NpuOOp «YIIaH-2» TOUCKOBBIMH,
BUOpoakycTHieckuii renepaTop myma «Conata AB 1My, umutatop paboThl CPEJCTB HEJIECTATBHOTO
chema uHpopMaruu, paborammux mno paguokanany «lllunoBauky, ananuzatop crekrpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHus pabOThI
CUCTEeM MOOUIBHOUN cBsi3u «Mo3zaiika-3», YCTpPOHCTBO 3alllUThl TENEe(POHHBIX MEPEroBOPOB OT
npociaymuBanus  «I[Ipokpyct 2000», nuktodpon Edic MINI Hunter, noxatop «Pomgauk-2K»
HEJIMHEHHBIN, KOMIUIEKC IMPOBEICHUS AaKyCTHUYECKHX M BHOPOAKyCTHYECKHUX H3MepeHHi «CrpyT
MuHU-A», Buaeoperucrparop uudposoir Best DVR-405, reneparop Illyma «I'Hom-3»,yueGHo-
UCCJIEIOBATENLCKUN KOMIUIEKC «CBEpXIIUPOKOIOIOCHBIE OecrpoBOHbIE ceHCOpHBIe ceTr» (Nano
Xaos), ckanupytommii npuemMHuk «Ilcom IC-R1500», ananmzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOHM aHTeHHOU. JluneH3snonHoe nporpammuoe obecrieuenne: Windows 8 IIpodeccrnonanbhas,
opucHeni maker mpuinoxkeHuit Microsoft Office Ilpodeccuonansupiii moc 2010, OecraTHO
pacmpocTpaHsieMoe MpOorpaMMHOE oOOecredeHue: JIMHEHKa HHTETPUPOBAHHBIX Cpell pa3paboTKu
Visual Studio Express 2012, uHcTpyMeHT HMHTAIMOHHOTO MozenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, maTerpHpOoBaHHas cpeaa paspadoTku mnporpammuoro obdecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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PaBouyio MPOrpaMMy COCTABHI: JOUEHT Kadeapst W3M k.dp-m.1. Anexcannpos A.B !@
g g

Penenzent: 3amecturens pykosogurens PALL 000 //771 ‘%
«MUndollentp» k.1.H. Beprunesckuit H.B {

[MporpavMma paccMoTpeHa i 0o0pena Ha

Mporokoa Ne 77 or 72 U573 ropa J\/\/\A
3anewlonmﬁxa¢ezmoﬁnrn npoeccop /M.1O. Monaxos/
Paboyas mporpamMma paccMOTpeHa H onobpena na me;mmm y4eOHO-METO/IHICCKOH KOMHCCHH
cnennansgocta 10.05.04 «MudopmainosHo- ecxuc cucremel Ge3onacHocT»

fpotokon Ne_ 73 or 720523 rona
[pezceaTens KOMUCCHH LT H., Tpodeccop /M.IO. Moraxos/

JIUCT wzmnmmnmm
PABOYEM NMPOTPAMMBI JIHCHHITIHHbBI

PaBouas nporpamma ofoGpena Ha 20 /20 y4eOnsii roj
INpoTokos 3acenanns kadeapsi Ne or rojaa

Jaseyiommuit kadeapoit AT.H.. npodeccop /MLIO. Monaxon/
(®UHO, noamucs)

PaGouas nporpamma ogoGpena wa 20 /20 yyeOHRIH roj
INpoTokon 3acejanus Kadeaput No or roaa

3aseayionmit kadeapol 1.0, npodeccop /MLIO. Monaxos/
(®HO, noanucs)

PaGouas nporpamma oaobpena sa 20 /20 yueOHbIA roa
IMportoxon 3aceanns Kapeapst Ne or roaa

Japenyomuii kadenpoii AT.H.. npodeccop /M.IO. Mouaxos/
(®HO, noanwcs)

PaGoyas nporpamma ogobpena ua 20 /20 yyebumit roja

[porokon 3acejanns kadeaphl Ne or roaa
3apeaylomuii kadeapoi L1 .H., npodeccop /M.IO. Mouaxos/__

(®HO, noanucs)
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pabouyI0 IpOrpamMMy JAHCIHILUTAHEI
Memoowbl u cpedcmea Kpunmozpaguueckou 3auumsl UHGOpMayuU
00pa3oBaTeNbHOM MPOrpaMMBbI CIICIUATTBHOCTH

10.05.04 «MHpOpMaIIMOHHO-aHATTUTUIECKHIE CUCTEMbI 0€30ITaCHOCTHY

Howmep BreceHs! n3MEHEHUS B 9aCcTH/pa3Ieibl Hcnonuurens OcHoBanme
U3MEHEHUS paboueil mporpaMmsl 014(0) (HOMep 1 AaTa mpOTOKONIA
3acenanusi Kadepbl)
1
2
3aBenyronuii kageapoit /M.IO. Monaxos/

Tloonuce DPUO



