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1. HEJIX OCBOEHUS JUCIUIIJINHbI

Leab0 ocBOeHHS] AMCHMIVIMHBI «3alIMIICHHbIE WH(MOPMAIIMOHHBIE CHUCTEMBI» SIBISIOTCS
o0ecrieyeHre MOATOTOBKU CIEIHAIMCTOB B cOOTBeTCTBUU ¢ TpeboBanusmMu ®I'OC BO u yuebHoro
mwiana no crermuanbHocT 10.05.04 «MHDOpMaMOHHO-aHATMTUYECKUE CHCTEMBI O€30TacHOCTH.
Llenbto OCBOEHHS JUCHMIUIMHBL SBJISETCS O3HAKOMJICHME CIIELUMAIMCTOB C COBPEMEHHBIM
TEOPETUYCCKUM arapaToM WHHOPMAIMOHHON 0e30MacHOCTH, TPECTaBIICHUE CBEICHUN O 0a30BBIX
MOJENSAX W QIrOpUTMaX, HCHOJIb3YEMbIX B YIIPaBICHUU HH(POPMALIMOHHOW O€30MaCHOCTHIO B
MH(POPMAIIMOHHBIX CHCTEMax, a TaKKe O TMPOLECCe TEOPETUKO-METOI0JIOTHIECKOTO aHaln3a
Pa3IMYHBIX MEXaHMU3MOB U CEPBHCOB 3alIUTHI HH()OPMAIHH.

B nmpouecce wu3ydeHus Kypca pemiaercs 3ajjaua M3yd€HHs ~anmapara  ynpaBJeHHUS
nH(pOpMallMOHHON 0€30MacHOCThI0O B HMH(OPMALIMOHHBIX CUCTEMaX, OCBOCHHE METOJOB aHalu3a
MIPOrpaMMHO-TEXHUYECKUX CEPBUCOB MH(OPMALIMOHHON OE€30M1aCHOCTH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JucuumimHa «3aiuineHHbie HHQOPMAIIMOHHBIE CHCTEMBI» OTHOCHUTCS K BapUATUBHOW YACTH,
dbopMupyeMO#l ydacTHUKaMH 00pa3oBaTebHBIX oTHOIICHH, ko1 b1.B.01 crmermansrocTr 10.05.04
«MHbOpMaAIMOHHO-aHATTUTHYECKHE CHCTEMBI 0€301acHOCTHY. B y4eOHOM IuTaHe MperycCMOTPEHBI
BHJIBI yICOHOH JIEATEIBHOCTH, OOSCICUMBAIOIINE CHHTE3 TCOPETHUSCKUX JICKIHW, JTaOOPATOPHBIX
paboT W caMOCTOATENbHOW paboThl CTymeHTOB. Kypc TEeCHO B3aWMMOCBSI3aH C JIPYTUMHU
JTUCIMILTAHAMH JIAHHOTO ITHKIIA.

3. IJTJAHUPYEMBIE PE3YJIbTATbBI OBYUYEHMUS MO JUCHUIIJINHE
[Inanupyemble pe3ynbTaThl OOy4deHHs] 1O AWCUUIUIMHE, COOTHECEHHbIE C IUJIaHUPYEMbIMU
pesynbTaTtamu ocBoeHus1 OITOIT (KoMIeTeHIMAMU 1 HHAUKATOPaMH JOCTHKEHHUST KOMITCTCHITH )

dopMupyemble [Inanupyemsbie pe3ynbpTaThl 00y4eHUs O JUCIUIIINHE, B HaunmeHnoBanue
KOMIIETEHIIUU COOTBETCTBUH C MHIMKATOPOM JOCTHKEHHS] KOMIIETCHIIUN OLIEHOYHOI'0
(xox, coxepxanne MNunukaTtop Pe3synbrater 00y4deHus O AUCIUTUINHE cpencTBa
KOMIIETCHIINHN) JOCTHKEHUS
KOMIIETEHIIUH
(x00,
cooeparcaHue
uHouKamopa

K-2.1.1 3HaTh HOPMATUBHYIO 0a3y,
PErIaMeHTHPYIOLIYIO CO3/[aHue U
skcruryatarwio MAC

[K-2.1.2 3HaTh Ha3HAYECHUE U KIIACCU(DUKAITUIO
MH()OPMAITOHHBIX U aHAJTUTHYECKUX CHCTEM,
CHCTEM YIpaBIICHUS

IK-2.1.3 3HaTh HOPMATHBHEIE ITPABOBHIE AKTHI B
IK-2 CriocoBet o0JracTy 3anmThl HHpOpMauu
D [IK-2.1.4 3HaTh OPraHU3aHMOHHBIE MEPHI IO 3aIUTE
nHhopMaIn
(YHKIIMOHUpPOBaHHE TecroBble
[1IK-2.1.5 3HaTh PYKOBOJSAILIUE U METOOUYECKUE
CPEZCTB 3aIUThI BOTIPOCHI

JOKYMEHTBI YIIOJTHOMOYEHHBIX (herepaibHbIX
OPraHOB UCIIOJIHUTENbHON BJIACTH IO 3aIINUTE
uHhopMaIn

[K-2.2.1 YMers HacTpauBaTh U 0OCTYKHUBATh CPEICTB
3alUThl MHPOPMALMH Ha BCEX 3Tanax
sku3HeHHoro nukina MAC

[1K-2.2.2 YMeTb OCyIIECTBIATh MEPBI TPOTUBOJACHCTBHSA
HapyILIEHUSIM CETeBOH 0€30I1aCHOCTH C
UCIIOJIb30BAHUEM IIPOTPAMMHBIX U
POrpaMMHO-aNMapaTHBIX CPEJICTB 3aLUTHI
uHbOpMaILUH

nHpopMarumn B
WH()OPMAIMOHHO-
aHAJIUTHYECKON CUCTEME
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[K-2.3.1

Bnaners HaBbIKaMU HACTPOMKH,
JKCILTyaTalliH, 00CITy)KUBaHUS CPEICTB
3aIUThI HHPOPMAIIMK Ha BCEX 3Tarax
skusHeHHoro nukia MAC

[K-2.3.2

Brnaners HaBbIKaMH BOCCTaHOBJICHUS

PpaboTocrocoOHOCTH CPEICTB 3alUTHI
unpopmarun MAC npu BHEIITATHBIX
CUTYalUsX

IIK-4 Cnocoben
MPOBOJIUTH
TECTUPOBAHHE CHCTEM
3aIUTH HHPOPMAITIN
ABTOMATH3UPOBaHHBIX
CHCTeM

K-4.1.1

3HaTh HA3HAYCHUE U KJIACCU(DHUKAIUIO
UH(OPMAITMOHHBIX M AHATUTUICCKUX CUCTEM,
CHCTEM YIIpaBJICHUS

IK-4.1.2

3HaThH HOPMATHUBHLIC IIPABOBLIC aKThI B
00JIaCTH 3alIUTHI UHPOPMAIHH

IK-4.1.3

3HATh OpraHU3aI[IOHHBIC MEPHI TI0 3aIIUTE
uHpOpMaIUH

[IK-4.1.4

3HATh PYKOBOJSIIME U METOJMYECKHE
JOKYMEHTBI YIIOJTHOMOYEHHBIX (heiepaibHbIX
OPraHOB UCIIONIHUTENBHOW BJIACTH MO 3aIUTE
uHpOpMaIUH

[IK-4.1.5

3HATh CTPYKTYpPHl QYHKIIMOHATBHOW 1
oOecreunBaronmx yacreir MAC

I1K-4.1.6

3HaTH IIPUHOUIIBI OKCILTyaTaluu U
conpoBoxkieHnsi MAC

IK-4.2.1

YMerp HacTpanBaTh U OOCTYKUBATH CPENICTB
3aUTH HHPOPMALMH HA BCEX ATANAx
xu3HeHHoro nukiaa MAC

I1K-4.2.2

YMeTh NIpUMEHS T 3aIUIIeHHBIEC TIPOTOKOIIBL,
MEXCETEBbIC IKPAHBI, CPEJICTBA OOHAPYKECHUS
BTOPKEHUH B KOMIIBIOTEPHBIE CETH

I1K-4.2.3

YMeTh HCITOJIb30BaTh CPEACTBA 3aIUTHI,
MPEIOCTaBIIsIeMbIC CHCTEMAaMH YIIPABICHUS
0Oa3aMu JaHHBIX

I1K-4.3.1

Brnaners HaBbIKaMU HACTPOMKH,
SKCILTyaTalllH, 00CITy>KHBaHUS CPEACTB
3aImuUTH HPOPMAIMH Ha BCEX JTamax
skn3HeHHoro 1ukia MAC

[1K-4.3.2

Brnaners HaBBIKAMH BOCCTaHOBJICHUS

paboTOCIOCOOHOCTH CPEACTB 3aIIUTHI
nHpopmarmn MAC ripu BHEIITaTHRIX
CUTYalUsAX

[1K-4.3.3

Brraners HaBBIKAMHU ITOTOTOBKU TIPOEKTOB
HOPMaTHBHO-PACHOPSANTEIBHBIX TOKYMEHTOB
(mprKa30B, yKa3aHU, MHCTPYKIIHA) TIO
BOIIPOCAM IKCILTYaTalMU CPEICTB 3alIUTHI
unopmaru MAC

TecroBbie
BOIIPOCHI

4. OBFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoemMKocTh MUCIUILTHHEI cocTaBisieT 19 3adeTHbix eaunmil, 684 yaca
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TemaTnueckuii mjiaaH
opMa 00y4eHHs — OYHas
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1 WudopmanmoHHbIe TEXHOIOTHU 1 8 [1-2 4 4 15
MH(OPMALIMOHHBIE CHCTEMBI.

2 [Tpumepbl nHGOPMAIIMOHHBIX 8 3-4 4 4 2 15
TEXHOJIOTHHA ¥ HHPOPMAIMOHHBIX
CHCTEM

3 [IpoekTrpoBaHue U pa3padboTKa 8 5-6 4 4 2 15 PeliTuHr-KOHTp OB
3alHUIIEHHBIX HH(POPMAIIMOHHBIX Nel
TEXHOJIOT Ui

4 TpeGoBanusl, MPEAbIBISEMBIE K 8 [|7-8 |4 4 15
UH(OPMALIMOHHBIM (KOMITBIOTEPHBIM )

CHCTEMaM B 3aIIIICHHOM
HCHOJIHEHHU

5 IMocTpoeHute 3alHIIEHHbIX 0a3 8 [9-10 |4 4 2 15
JAHHBIX U MX OLIEHKA IO CTAaHAapTy
«OpankeBasi KHUTay.

6 ConepxaHue KI1accoB 8 11-12| 4 4 15 PeliTuHr-KOHTP OB
3aIIUIIEHHOCTH. Ne2

7 DYHKIMOHATBHBIC TPEOOBAHHSL. 8 |13-14| 4 4 15

8 Bompocsl rapanTwii u 8 |15-16| 4 4 2 15
3¢ PEKTUBHOCTH B €BPOIEHCKOM
crargapre [TSEC.

9 TTonxon x 6e3onacHOCTH 8 17-18| 4 4 2 15 PeiTuHr-KOHTpOIIH
KoMIbIOTepHBIX cucteM B CC u Ne3
0a30BBIE KOHIIEIIINH.

Bcero 3a 8 cemectp: 252 36 36 135 Ik3amen(45)

1 [MoHsiTre TPOQUIS 3aLHTHI. 9 1-2 4 4 4

2 Knaccel B cucreme o0mmx 9 3-4 4 4 4
KPHUTEPHUEB.

3 Kunaccel 3a1uieHHoCcTH B CUCTEME 9 5-6 4 4 2 4 PeliTuHI-KOHTPONIB
00X KPUTEPHEB. Nel

4 IlonsiTve aynura NOJIUTUKU 9 7-8 4 4 4
0€30MacHOCTH.

5 TapanTun 6e30macHOCTH 9 19-10 | 4 4 2 4
KOMIBIOTEPHBIX CHCTEM B CHCTEME
00X KPUTEPHEB..

6 [onsTHe TapanTHN 6€30MaCHOCTH 9 11-12| 4 4 4 PelituHT-KOHTP OB

Ne2

7 YpoBHHM TapaHTHi 9 13-14| 4 4 2 4

8 KaHaJpl yTeuky 1 X aHaIu3 B 9 |15-16| 4 4 2 4
cucTeMe O0IMMX KPUTEPHEB.

9 Buner kananoB yreuku nadopmammu | 9 17-18| 4 4 4 PeliTuHr-KOHTp OB

Ne3

Bcero 3a 9 cemecTp: 108 36 36 36 3auer




BesonacHoe QyHKIIMOHMPOBAHUE B
crcTeMe OOITNX KPUTEPHUEB. .

10

1-2

VYnpasienne KoHUTypannei

10

34

I

oo

OcHOBHBIE YTPO3BI OE€30MTaCHOCTH
nH(pOpMaNUH B KOMITBIOTEPHBIX
CHCTEMax.

10

5-6

PeliTuHr-KOHTp OB
Nel

Monenb yrpo3. AHaIU3 KPUTUIHBIX
TEXHOIOT M.

10

TpeboBaHusI, MPEIBIBIAEMBIE K
pa3paboTKe MOJETH YTPO3.

10

9-10

T'ocymapcTBeHHast OMTUTHKA B
obacTu 6€301acCHOCTH
KOMITBIOTEPHBIX CHCTEM.

10

11-12

PelTuHT-KOHTPOIH
Ne2

Cucrema JHIIEH3UPOBAHUS U
cepTH(UKAINU CPEJICTB 3AIIUTHL.

10

13-14

Pa3pa60T1<a MOJIUTUK OE30MaCHOCTH
JUTA 3alIUIIEHHBIX KOMITBIOTEPHBIX
CUCTCM.

10

15-16

TpeboBanusi, MPeIbIBIAEMBIE K
pa3paboTKe MOTUTUK OE€30ITaCHOCTH.
HI/ICerHI/IOHHaH u MHOFprOBHeBaSI
MTOJINTHKA OE30IIaCHOCTH.

10

17-18

PelTuHT-KOHTPOITH
Ne3

Bcer

0 3a 10 cemecTp:

180

36

36

72

Ox3ameHn (36)

HOpﬂllOK aTTECTAlUHU 3alIUIIICHHBIX
KOMITIBIOTCPHBIX CUCTEM.

11

TlonsiTHe aTTeCTAlMM 3AITUIIICHHBIX
KOMIIBIOTCPHBIX CUCTEM.

11

34

Konuemnus ynpasnenus UT-
noapaznenenuem (IT Service
Management. ITIL) — ocHoBa
KoHUenuuu ynpasiyenus UT-
ciryx0amu.

11

5-6

PeliTuHr-KOHTP OB
Nel

[opsnok BHenpenuss SLM-cHCTEMBIL.
Service Desk — 1enu, BO3MOYKHOCTH,
peanuzanuu. Microsoft Operations
Framework (MOF).

11

7-8

Craguu cozganus 3UC:
(dopmupoanue TpedoBanuii k 3UC,

11

9-10

Pazpaborka konnemniuu 3UC,
TEXHUYECKOE 3a/1aHNe, SCKU3HBIH
MPOEKT, TEXHHYECKHUH TTPOEKT,
pabodasi JOKyMeHTaIus

11

11-12

PeliTuHI-KOHTP OB
Ne2

Meronsl 1 METOOUKH OLEHKHU
kauectBa 3UC.

11

13-14

8

TpebGoBaHUs K SKCILTYaTaITMOHHON
nokymenTaru 3VC.

11

15-16

9

[Nopsnox mpueMKy 3aIUIEHHBIX
3UC

11

17-18

PeliTuHI-KOHTPONIB
Ne3

Bcer

0 3a 11 cemecTp:

144

36

36

45

Ox3amen (27)

Haanuune B muciumianue KIT/KP

Her

HToro nmo AMcuHIJINHE

684

144

144

288

Ox3amen (45)
3auer

Ox3amen (36)
Ik3amen(27)
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C()}Iepmafme JeKIMOHHBIX 3aHATHM 10 U CHUILINHE

8 cemecTp.

Pazgen 1. UadopmanmoHHbie TEXHOJIOTHH U HH()OPMAIIHOHHBIE CUCTEMbI
Tema 1. HWubopmanmoHHBIE TEXHOJOTMM W HWHGOpPMAIMOHHBIE  CHCTeMBbl.  [Ipumepsl
MH(GOPMAIIMOHHBIX TEXHOJIOTHA U MH()OPMAIIMOHHBIX CHUCTEM. THIBI KOMITBIOTEPHBIX CHCTEM, Kak
AIIEMEHTOB UH(POPMALMOHHBIX TEXHOJIOTHH.
Tema 2. OcHOBHbIE TPHUHUUIBI  YCIEUIHOTO  (YHKIHMOHHUPOBAHUS  WH(MOPMAIMOHHOM
(komnbrOTEpHOH) cucTemsbl. Llenb nmpuHMMAaeMbIX PYKOBOJCTBOM IPENNPHUATUS U JIOJKHOCT-HBIMU
JUIAMU Mep MO MOJJIEPKKE HH(OPMALMOHHBIX TEXHOJOIMM MNpUHATHS peleHui. OCHOBHbIE
MPUHIIMUIBI K METOBI 3aIIUThI HHPOPMAIIMOHHBIX TPOLECCOB B KOMIIBIOTEPHBIX CUCTEMAX.
Tema 3. [IpoexkTupoBanue u pa3paboTKa 3alIMIIEHHBIX UHPOPMAIMOHHBIX TexHoJoTHi. [loHsTHE
3alIMIIEHHON HMH(OPMAalMOHHONW TexHOoJoruu. (OCHOBHBIE MOJAXOJbl, HCHOJb3yEMbIE IPHU
MIPOEKTUPOBAHUHU 3aILUIIEHHBIX HH()OPMALIMOHHBIX TEXHOJIOTHI.
Tema 4. TpeOoBaHus, npeabsBiIsieMble K HHOOPMAIMOHHBIM (KOMIIBIOTEPHBIM) CHUCTEMaM B
3alMIIEHHOM HCNOJHEHUWU. locylnapcTBeHHbIE CTaHAApThl Ha pa3pabOTKy U CO3JaHHe
MHQOPMAITMOHHBIX CHUCTEeM B 3ammuineHHoM wucnogHeHuu. CASE-texHonmorun  co3mgaHus
nHpopmanmonueix cucreM. Cranmapt [TIL.
Tema 5. IlocTpoeHne TapaHTUPOBAHHO 3ANTUIICHHBIX 0a3 JAHHBIX M WX OIEHKA MO CTaHIAPTy
«OpanxeBasi KHUTa». AMEpPHUKAaHCKUN cTaHAapT Mo 3amure uHpopmanuu «OpaHKeBas KHUTA.
[TonsiTre rapantuu 3amuThl. Kpurepuu oneHKM 3alUIIeHHOCTH 0a3 JaHHBIX.

Pa3znesa 2. TpeGoBanus k 3amure nHGopManuu

Tema 1. CopaepxaHue KIacCOB 3allMIICHHOCTH. TpeOoBaHMs TO 3ammre WHGOPMAIHH,
MpenbsBIAsSEMblE B KaXKJIOM Kiacce 3allUIIeHHOCTH. [IpMHIMIBI ¥ MeTOAbl TOCTPOEHUs
rapaHTUPOBAHHO 3AIUIICHHBIX HHPOPMAIIMOHHBIX CUCTEM.

Tema 2. OynkunoHanbHbIe TpeOoBaHusA. Bompockl rapanTuii u 3h(GEKTUBHOCTH B €BPOIECHCKOM
crangapre ITSEC. EBponetickuii cranmapt no 3ammre napopmanuu [TSEC.

Tema 3. [loHdaTue rapaHTUM 3alIUThl B COOTBETCTBUHU C E€BPOINECUCKHMM CTaHAapToM. Kpurepuu
olleHKH 3anuiieHHocTd. Colepkanue KiaccoB 3amuiieHHoCTH. DyHKIIMOHAIbHBIE TPeOOBaHUS 1O
3amuTe MHGOpMaAUK, MPEAbIBIIEMbIE B KaXKIOM KIacce 3allMIIEHHOCTU. [IpHHIUIBI U MeTObI
MOCTPOCHHUS 3AIUIICHHBIX HH()OPMALIMOHHBIX CUCTEM.

Tema 4. [Togxon k 6e3omacHOoCcTH KOMIBIOTepHBIX cucteM B CC u 0azoBwie kKoHIEMuu. [loHsTue
npoduiis 3amuThl. OYHKIUY MOJIEPKKU TOTUTHKU 0€30M1aCHOCTH.

9 cemecTp.

Pazpen 1. Iloacucremsbl, KJaacchl.
Tema 1. I'apanTun GezonacHocTu. TpeboBaHus 1Mo 6€30MaCHOCTH WHMOOPMAITMOHHBIX TEXHOJIOTHIA.
Kmaccer  3amumienHocTd. KOMIOHEHTBI TOJCHCTEM  TMOJJICPKKH  TMOJUTHKHA — OE30MaCHOCTH.
CopepxaHue MOTUTUKHA O€30MaCHOCTH.
Tema 2. Knaccel B cucreme oO0mux kputepueB. Kiacchl 3alIMIIEHHOCTH B CHUCTEME OOIIMX
kputepueB. [loHsThe ayauta mnonuTHKK Oe3omacHocTU. TpeboBaHUsS K MOACHCTEMaM ayauTa.
[ToacucreMbl MOATBEPKACHUS MOITMHHOCTH OTIPABKHU U MOTYUYEHUS COOOIICHHUS.
Tema 3. [loncuctemsl pasrpannuenus aoctyna. [logcucreMbl HASHTH(PUKAIUY U ayTEHTH(PUKAIIUH.
[Toacucremsr 3amuThl GyHKIUNA 3amuThl. [logcucTeMbl 3amuThl pecypcoB cucteMsbl. [lomcuctemsl
3aIUTHI CBSI3U. TpeOoBaHUS K TIOJICUCTEMAM, MIPEAbSIBISEMbIC B KOXKIOM KJIacce 3allUIICHHOCTH.
Tema 4. 'apanTrn 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM B CHUCTeMe o0mux Kputepuen. [loHsaTHE
rapanTuu 0e30MacHOCTH. Y POBHU TapaHTHIA.
Tema 5. TapanTum mNPOEKTUPOBAHMS 3AIIMIIECHHBIX WH(GOPMAIMOHHBIX CHCTEM. [IpUHIMIIBI
obecrnieueHus rapanTuit 6e3omnacHocTu. MeTo0I0T s aHau3a TapaHTHil 0€30MTaCHOCTH.



Paznen 2. Kanaasbl yreukn nngopmanum.
Tema 1. Kananbl yreukn W WX aHalIM3 B CHCTEME OOLIMX KPUTEPHEB. BUAbI KaHAJIOB YTEUKH
uHpOpMaIuu.
Tema 2. Mecto KaHajoB yTeukd HH(OPMAIMM B CUCTEME OOIIMX KpPUTEpUEB O€30MaCHOCTH.
Mertoponorus aHajM3a KaHaJIOB yTEUYKH WH(OPMAIIHH.
Tema 3. besomacHoe (yHKIMOHMpOBaHME B CHCTEME OOIIUX KpPUTEpUEB. YIpaBICHUE
KOH(UTypanuen.
Tema 4. BesomacHas ycTaHOBKa CHUCTEM 3alIMThl HWHGOPMAIMOHHBIX TEXHOJOTHWHA. be3omacHas
MoOJiepHU3aLUsl UHPOPMALIMOHHBIX TEXHOIOTHH.

Cemectp A

Paszges 1. Moaesn yrpos.
Tema 1. OcHoBHBIE Yrpo3bl 0e30macHOCTH MHGOpPMAIMK B KOMIIBIOTEPHBIX cucTteMax. LleHHocTw,
OMAaCHOCTH, TIOTEPU, PUCKHU, YTPO3bl B KOMIIBIOTEPHBIX cucTeMax. OCHOBHBIE yrpo3bl HH(OPMAILINY B
KOMITbIOTEpHBIX cucTeMax. Crenn@urka BO3HUKHOBEHHUS Yrpo3 B OTKPBITHIX ceTsX. OcoOEeHHOCTH
3aIUThl HHQOPMALIMK Ha y37aX KOMIIbIOTEPHOU CeTH.
Tema 2. CrucreMHBIE BOIIPOCH! 3aIMTHI TPOTPaMM U JTaHHBIX. AHAIN3 pUCKOB. Moienp MPOTUBHUKA,
BO3MOKHOCTH TPOTUBHHUKA. [lapamienpHbIil aHanM3 LelIed M BO3MOYKHOCTEM 3JI0YMBIIUICHHUKA B
KOMITBIOTEPHOW CETM W B CHUTyallUM NpU HaJUYUU H30JMPOBAHHOTO KommbioTepa. OCHOBHBIE
KaTeropuu TpeOOBaHUM K MPOrpaMMHOI M MpOTpaMMHO-aNMapaTHON pealn3ally CPe/ICTB 3allUThI
nHpopmaruu. TpeboBaHMs K 3alIUTE aBTOMATU3UPOBaHHBIX cucteMm oT HC/I.
Tema 3. Mogens yrpo3. AHaluW3 KPUTUYHBIX TeXHOJIOTUHA. TpeOoBaHUS, NpeIbSBISIEMblEe K
pa3paboTKe MOJEIIH YTPO3.
Tema 4. Ctpykrypa mMojaenu yrpo3 0e3omacHOCTH WHMOpMaIuu. AHAIN3 KPUTUIHBIX TEXHOJOTHI
00paboTku nHpopmaIuu.

Pazpen 2. IloauTuka 0€301aCHOCTH.
Tema 1. I'ocymapcTBeHHas MOJUTHKA B 00JacCTH 0€30MACHOCTH KOMIBIOTEPHBIX cucteM. Cucrema
JUIEH3UPOBAHUS M cepTHuUKanuu cpeAcTB 3amuTbl. Ctpykrypel B P®, obecneunBarommue
JIUIIEH3UPOBAHKE M CEPTUDUKAITUIO CPEACTB 3alTUTHI.
Tema 2. HopmaTtuBHas 0a3a W OTBETCTBEHHOCTh 3a 3alIuTy HHGOPMAIMH B KOMIBIOTEPHBIX
cucremax. PykoBomsmue  gokymeHtel ®OCTOK  Poccum 1o oOleHKe  3allUIEHHOCTH
ABTOMAaTHU3UPOBAHHBIX CHCTEM OT HECAaHKIIMOHHUPOBAHHOTO JOCTYyIa
Tema 3. PazpaboTka mnoguTHK O€30MACHOCTH IS 3alIUIICHHBIX KOMIIBIOTEPHBIX CHCTEM.
TpebGoBanusi, MpeabsIBIIEMBIE K Pa3pab0TKe MOJIUTHK OE301TaCHOCTH.
Tema 4. JluckpenuoHHas W MHOTOYpPOBHEBas MojuTHKa Oe3omacHocTH. [lonmuThka MaHIaTHOTO
nocrymna. [Tonutrka 3amuThl eI0CTHOCTH HH(POPMAITMOHHBIX PECYPCOB.
Tema 5. Ilopsmok arrectanuy 3allUIICHHBIX KOMITBIOTEPHBIX cucTeM. I[loHsATHE aTTecTanuu
3aIlMILEHHBIX KOMIBIOTEpHBIX cucteM. PykoBogsiue nokymeHTsl ®CTIOK Poccun no arrecrauuu.
[Topsimok aTTecTaruu.

Cemectp B

Pa3nen 1. CoBpemennas crpykrypa ITIL.
Tema 1. IIpyHINIIBI 1 METO/BI ATTECTALIMOHHBIX UCIBITAHUN 3AIMIEHHBIX KOMIIBIOTEPHBIX CUCTEM
no TpeboBaHusM Oe3omacHocTH. Cojep)kaHHe ATAllOB AaTTECTALMOHHBIX HcHbITaHUA. KoHTpousb
3pPEKTUBHOCTH 3aLIUTHBIX MEPONIPUSATHI B CUCTEME aTTECTaLHH.
Tema 2. Konuenmus ynpasnenuss UT-nonpasnenenuem (IT Service Management. ITIL) — ocHoBa
koH1enuuu ynpasinenus UT-cinyx6amu. CoBpemennas ctpykrypa ITIL.
Tema 3. IlpeumymecrBa BHenpenuss ITSM. busHec-opueHTupoBanHoe ympasienue WT Ha
COBPEMEHHOM IIPEIIPUATUN.
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Tema 4. Ilopsnox Baenpenust SLM-cuctemsl. Service Desk — menu, BO3MOKHOCTH, peau3allyH.
Microsoft Operations Framework (MOF).

Paznen 2. 3amumennbie HHGOPMAIMOHHbIE CHCTEMBI.
Tema 1. Cramuu co3znanus 3MIC: @opmupoBanue tpedboBanuii k 3VC, pa3padborka xonmenmuu 3UC,
TEXHUYECKOE 3a/laHue, SCKU3HBIM NMPOEKT, TEXHUYECKHH MPOEKT, pabodas NOKYMEHTAIus, BBOJ B
neiicrsue, arrectauust 3UC no tpedboBanusM 6e3omacHocTH, conpopoxaenue 3UC.
Tema 2. Metonsl u metoguku oneHku kauyectBa 3MC. TpebGoBaHusl K SKCILTyaTallMOHHOU
nokymenTaiuu 3UC.
Tema 3. [lopsinok npuemku 3amumeHasix 3C, B ToM 4uciie MpOrpaMMHBIX U TEXHUYECKHX (B
YaCTHOCTH, KpUNTOrpadudecKkux) cpeacTB u cucteM 3anutsl nuHpopmanuu ot HCJ. OcobernHoctu
skcruryataruu 3MC Ha 00beKTe 3alTuThlI.

Conep:xanue JJaDOPaATOPHBIX 3aAHATHI M0 TUCHUILIIUHE

8 cemectp.
Paszgea 1. Mopgesn yrpos.

Tema Ne 1. CpaBHUTENbHBI aHaAINW3 pa3IUMYHBIX CTaHAAPTOB B 0OOJACTH 3alllUTHI
MH()OPMAIMOHHBIX TEXHOJIOTHA C TOYKH 3pCHHS PPEKTUBHOCTH JTOCTHKCHHS IEIH TTOCTPOCHHS
3aIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM.

Conep:xxanue jadopaTopHoii padorbl. VM3yunTs crienyroniue CTaHAAPTHI W MPOBECTH HX
CpaBHHUTEIbHBIA aHaN3: Kputepun 06€301MacHOCTH KOMIBIOTEPHBIX CHCTEM MHUHHUCTEPCTBA 00OPOHBI
CIIA («OpamxeBass KHHTa»). EBpomeiickne Kputepun O€30MacHOCTH  HMH(POPMAITMOHHBIX
texHosioruit. PykoBomsme noxkymeHTsl @CTOK B 00y1acTH MOCTPOCHMS 3alIUIIEHHBIX CHCTEM
00paboTkn mHpopmaruu. denepabHbIe KPUTEPHH 0€30MaCHOCTH WH(POPMAIIMOHHBIX TEXHOJOTHM.
0630p cepun crangaproB MCO/MDBK 27000. CpaBHUTENbHBIM aHaIU3 CTAHIAPTOB B 00JacTH
3alUThl UHQOPMALIMOHHBIX CUCTEM.

Tema Ne 2. Knaccudukarnus 3aniuiieHHOCTH KOMIIBIOTEPHON CHUCTEMBI MO TPEOOBAHUSM
6e30MmacHOCTH UH(POpPMALIK B CUCTEME OOIINX KPUTEPHUEB

Conep:xanue JadopaTopHoil padoThI.

Onumure ypoBeHb A (Ki1acc 6€301aCHOCTH) B CHCTEME OOIIMX KpUTEPUEB?

Onumure ypoBeHb B (kiacc 6€301macHOCTH) B cCUCTEME OOIUX KpUTEPUEB?

Onumute ypoBeHb C (Kimacc 6€301MacHOCTH) B CUCTEME OOITUX KpUTEPUEB?

Onumure ypoBeHb D (kimacc 6€301acHOCTH) B CHCTEME OOIIMX KpUTEPUEB?

Tema Ne 3. Ananu3 puckoB Juisi UHGOPMALMOHHON CHCTEMBI MPEANPHUATHS (OPTaHU3aluN) U
MIOCTPOCHHUE MOJIETH YTPO3 6€3011aCHOCTH

Coaep:xkanue jadopatopHoii padorsl. M3yuuts cienyromue nokymeHTol: Kinaccudukanms
U XapakTepucTuka yrpo3 uHdpopMmanuonHoit OezomacHoctu HMC. Metoauku ¥ NpOrpamMMHBIN
WHCTPYMEHTApUi Ui aHallu3a U OLEHKU PUCKOB MH(pOpMalMOHHON Ge3omacHoCTH. [Iporpammubie
koMmiiekcel MSAT u I'PU®. Merononoruss COBIT u mporpammusiii uncrpymentapuit CORAS.
Merononorus OCTAVE. Metonsl 1 nporpaMMHbIe MPOIYKThI, UCIOJNb3yeMblEe B MEXIyHApPOIHOMN
MIpaKTUKE A7l aHallM3a U OLIEHKH PUCKOB, YTPO3 U YSI3BUMOCTEH MHPOPMAIIMOHHOW CUCTEMBI. YUeT
yrpo3 U PUCKOB MPU MOCTPOCHUH 3AIIMIIEHHONW cucTeMbl 00paboTku uHpopmauu. OcobeHHOCTH
aHallM3a W OIIGHKH PHUCKOB HH(POPMAIIMOHHOW O€30MacHOCTH B MajOM W CpeaHeM Ou3Hece.
VYnpaprieHnue HHIMAEHTaMU HHPOPMAITMOHHOM 0€30MacHOCTH.

Tema Ne 4. TTopsinok cepTudukamnmu cpecTB 3amuThl HHGopMaluu s pazpadorunka C3U.

Coaep:xanue J1abopaTopHoii padotsbl. [laiiTe onpeneneHe MOHATHIO «CePTUHUKAIUS) ?
Jaiite onpenenenne NOHITUIO «CePTU(HUKAT COOTBETCTBU»? B KakoM mopsike mpoOBOAUTCS
ceprudukanus? B kakom mopsaKe MpOBOIUTCS KOHTPOJIb CepTU(PUIIMPOBAHHBIX TPOAyKTOB? Kakue
CpeICTBa MOJUIeKAT 00s3aTeIbHON cepTudukanmm
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Paznen 2. IloauTnka 0€301aCHOCTH.

TemaNe 1. TTopsaoK JTHIIEH3UPOBAHKS B 00JIACTH CO3JAHUS CPEICTB 3aIMUTH HHPOPMAIIUU U
3aIUIICHHBIX MH(POPMAIMOHHBIX CHCTEM IS PYKOBOJMTENS MPEANPHUATHS (OpraHu3anuu) —
COMCKATes JIULEH3UU

Conepxanue jaadopaTtopHoii padotbl. [lepeuncrnure HOpPMATHUBHBIE TIPABOBBIC AKTHI,
perIaMeHTUPYIOIIUE MPOIECC JTUIEH3UPOBAHUSA JICATEILHOCTH OPraHM3aluil M0 OKa3aHWIO YCIYyT B
obnactu mHpOpMaMOHHON Oe3omacHOCTH. UTo mpeacraBiser coboit mmnen3us? HasoBute opranbl
roCyJapCTBEHHOTO JIMIICH3UPOBAHUS M MX TMoJIHOMOYHs. J[aiiTe oOIIyr0 XapaKTepUCTUKY CHUCTEMBI
JULEH3UPOBAHMS 0 OOECIICUCHUIO 3aIUThl CBEACHHM, COCTABJISIONIMX TOCYAAPCTBEHHYIO TaWHY.
HazoBute ¢dyHKIMM OpraHoB, YHNOJHOMOYEHHBIX Ha BEJIEHUE JUIEH3MOHHOW JeATEIbHOCTH.
[IpuBeauTe nepeueHs BUIOB IEATEIBHOCTH NMPEANPUATHH, Moanexamux aunensupoBanuio OCh.

Tema Ne 2. PazpaboTka mpoduiist 3aliuThl U IMOCTPOEHHE MOJIUTUK OE30MacHOCTH JUIsS
KOMITBIOTEPHON CUCTEMBI IPEANpUATHs (OpraHU3allun)

Conepxanue 1a060paTopHOii padoThI.

UYrto nosipazyMeBaro Mo MOHATHEM «IIPO(UIb 3alIUTHI»?

Kax mpouzBoasT pazpaboTky npo@uist 3alUThl Ui KOMITBIOTEPHON CHCTEMBI IPEATPUSITHS ?

JlaiiTe ompenenieHUe TOHSTHIO «IOJUTHKAa O€30MacCHOCTH» Il KOMITBIOTEPHON CHCTEMBI
NpeAnpUsITUS?

Haznavenue «moauTuku 6€30MacCHOCTHY ISl KOMITBIOTEPHON CUCTEMBI MPETPUSATHS?

OCHOBHBIE pPa3/IENbl «ITOJTUTUKHA OE€30MTACHOCTH» JIJIST KOMITBIOTEPHOU CHUCTEMBI TTPEATIPUSITHS ?

Tema Ne 3. IIpoBeneHue aTTECTAIMOHHBIX MCHBITAHUI KOMIIBIOTEPHBIX CHCTEM B
3aIUIIIEHHOM HCIIOJIHEHUU U Bbllaya « ATTeCTaTa COOTBETCTBUS»

Conep:xanue jJadopaTopHoOil padoThI.

OcHOBHbBIE IPUHLHUITBI CHCTEMBI ATTECTALIUH.

OpranuzannoHHasi CTPYKTypa CUCTEMbI aTTECTAllUN

[Topsinox mpoBeeHMs aTTeCTAllUH

[Topsimok KOHTPOJIS M HAA30PA 32 ATTECTAIMEH M SKCIUTyaTaleil aTTECTOBAHHBIX 0OBEKTOB

Yo Takoe arrecrauus’?

Uro npencrasisier coboil aTTecTaT cCOOTBETCTBUA?

Tema Ne 4. OOGuapyxenue y3noB koprnopatuBHoir CETU. ICMP ECHO REQUEST
(Ytunuter FPING 1 NMAP)

Conep:xanue jJadopaTopHoil padoThI.

[IpoBepbTe HaJIMYME BCEX PACCMOTPEHHBIX YTHIIUT B CUCTEME:

linux:~# whereis nmap

nmap: /usr/bin/nmap /usr/lib/nmap /usr/share/nmap /usr/share/man/manl/nmap.1.gz

Uccnenyiite nmoacers 1ab0opaTtopuu (KOMIBIOTEPHOTO KJIACcCa, SKCIIEPUMEHTAIBHOM
YCTaHOBKH), BBISIBUTE BCE aKTHBHBIC y3JIbI cpeacTBamu yruiuT fping, nmap, hping3 (o3nakomuthes ¢
Ha3HAYCHHUEM U OCHOBHBIMH OMIIMSMH YTHIATHI hPing3 HE0OX0IMMO CaMOCTOSATEIbHO:
http://www.hping.org);

CpaBHHTE BpeMsi CKAHUPOBAHHUS BCETO IMANA30HA aJIPECOB UCCIIEAYEMOM TOICETH
pa3nmuuHBIMHU yTHIIMTaMu: ping, fping, hping3, nmap (s NMap npoBecTH CKaHUPOBAHUE TPEMSI
Pa3TUYHBIMU PEeXKUMaMH YIIPABICHHUS BPEMEHEM ), pe3yNIbTaThl 0(popMUTEe B BUJIE TAOIUIIBI;

Hanummte nmporpammy (bash, perl, ruby), mpou3Boasinyto nepruouyecKkyro mpoBepKy
JOCTYITHOCTH HEKOTOPOTO MHOXKECTBA y3JIOB CETH (C HCIOIB30BAaHUEM JFO00M U3 PACCMOTPEHHBIX
YTUIUT) U BBIBOJAIIYIO COOOIIEHIE HAa CTAaHAAPTHOE YCTPONUCTBO (OTIPABISIONIYIO0 COOOIICHHE Ha
MOYTY, aJpec MOUTHl YTOYHHUTH Y MPENoaaBaTessi) B Caydae HeJJOCTYITHOCTH KaKoTro-I1ubo 13
HaOII0JTaeMBIX y3TI0B (MIEpEYeHb KOHTPOIUPYEMBIX Y3JIOB CETH HEOOXOAMMO BHIOUPATh U3
MOJIyUEHHOTO paHee Qaiina).
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Cemectp A
Pa3nen 3. CoBpemennas crpykrypa ITIL.

Tema Ne 1. OOnapyxenue y310B KoprnopatuBHoW cetu. Mudopmanuonnsie ICMP
coobumienus. Copep:xkanue JaGopatopHoii padorbl. Vccienyiite moacers jgabopaTopuu
(KOMITBIOTEPHOTO KJIacca, SKCIIEPUMEHTAIbHOW YCTAaHOBKH ), BBISIBUTE BCE aKTUBHBIE Y3JIbI CPEICTBOM
3arpocoB TimeStamp Request, Information Request, Netmask Request. BrisBute y3ibl ceTH, Ha
koTopeix 3anpockl ICMP Echo Request ¢punbrpyrores; [ToBTopuTe MccienoBaHue, UCIONb3Ys BCE
paccMOTpeHHbIE B pabOTe yTUIIUTHI, CPaBHUTE pe3yibTarhl; CpaBHUTE peakiuto pasnnyHbix OC Ha
nHpopmannonnsie |CMP-3anpockr.

Tema Ne 2. OGHapyxeHUE y3J710B KOPHOpAaTUBHOU ceTu cpeactBamu npotokosia TCP (TCP-
PING. Conepxanue JadopaTopHoii padoThl. Vccienyiite moaceTs 1abopaTopuu (KOMITBIOTEPHOTO
KJjacca, SKCIIEPUMEHTAIbHOW YCTaHOBKH), BBISIBUTE BCE aKTHBHBIC y3ibl mertogom TCP Ping, ¢
ucrnonp3oBanueM [ CP-TlakeToB ¢ pa3inuyHBIM couyeTaHueM (aaroB (C TEXHUKOW CKaHUPOBAHHS
metrogom TCP Ping cpexcTBamMu NMap 03HAKOMBTECh CaMOCTOSATENBHO: http://nmap.org/man/ru/);
BerisiBuTe y3761 ceTH, Ha KOTOpbix 3ampockl ICMP Echo Request ¢unbstpytorcs; CpaBHUTE peakiinio
pazmuuabix OC nHa wHpopmarnmonnbie ICMP 3ampockl. HeoOxomumo uCHONB30BaTh OJHY W3
paccCMOTpEHHBIX YTUIUT (Ha BBIOOD). Pe3ynbTaThl 3anecute B Tabnwuily; Mccnenyiite peakiuio y3ia
cetu Ha SYN-3ampochl, CpaBHUTE OTBETHI OT OTKpPBITOTO u 3akpbitoro TCP-mopra. Bce
HCCIIeIOBAaHUS HEOOXOAMMO MPOBECTH cpeacTBamu hping3 u nmap.

Tema Ne 3. OGHapyxeHHUE y3J0B KOPHIOPATUBHOU ceTu cpeacTBamu npoTokosioB UDP (UDP-
PING), IP. Conep:kanue j1abopaTopHoii pa6oTbl. MneHTuGunupyiite y3iasl ceTH, QHILTPYIOIIHE
coobmenuss ICMP Echo Request (muama3oH aapecoB Y3j0B CETH YTOUHHUTH Y MPENOaBaTesis).
CkanupoBanue mpousseaute merogom UPD Discovery cpeactBaMu pacCMOTPEHHBIX —YTHIIUT,
Uccnenyiite peakuuio y3ma cet Ha UDP-3ampockl, cpaBHUTE OTBETHI OTKPHITOTO U 3aKkpeiToro UDP-
nopta. HccnemoBanust mnpoBenute s pasnuuabix  OC;  Wnpentudumupyiite y37ael  ceTH,
bueTpyromue coodrrenuss ICMP Echo Request, ucronb3yiite paccMOTpeHHBIE METO/IBI IIPOTOKOJIA
IP; CpaBuure peakmuio pazmuudabix OC Ha |P-makeThl ¢ pacCMOTPEHHBIMH THITAMH OIIMOOK B
3aroJIoBKe.

Tema Ne 4. OGHapykeHHE y3J10B KOPIIOPATUBHOM ceTH cpeacTBamu mpotokosia ARP (ARP-
PING). Copaep:xanmue JadGoparopHoii padorbl. MpeHtuduuupyiite y3iasl ceTH, (QHILTPYIOIIHE
coobmieans ICMP Echo Request (muama3oH aapecoB y3JI0B CETH yTOYHHUTH y IPENOJAaBaTelis).
[MpousBenute ckanupoBanue MetozoM ARPING ¢ MOMOIIBIO PaCCMOTPEHHBIX YTHWINT, Hamumiure
nporpammy (bash, perl, ruby), npousBosIy0 MEPUOTUUECKYIO TIPOBEPKY Ha MPEAMET MOSIBICHUS
HOBOT'O YCTPOWCTBA B CE€TU (C HEM3BECTHBIM paHee allapaTHBIM ajpecoM). Pe3ynbTaThl MpOBEPKU
JIOJI’KHBI BBIBOJIMTHCS HA CTAaHAAPTHOE YCTPOMCTBO M COXpaHAThCS B dailie.

Cemectp B
Pa3znen 4. 3ammmennbie MHPOPMALMOHHbIE CHCTEMBbI.

Tema Ne 1. OcHoBHble cpencTBa ompeaeneHuss wmapuipyroB [P-makeroB - PING,
TRACEROUTE. Copnepxanue nadopatopHoii padorbl. I[IpomsBecTu TpaccCUpOBKY METOJIOM
Record Route 1o craenyrommx y3moB cetu: cepBepoB DNS yHuBepcuTera, mHOrpaHHYHOIO
MapuipyTu3atopa yHuBepcutera, Yyandex.ru, mail.ru, vkontakte.ru, elibrary.ru, google.com.
CocTaBUTh NEpevyeHb MPOMEKYTOUHBIX Y3JIOB Ha KaXXIOM U3 IyTeil mpoxoxkaeHus |P-tpaduka c
ykazanueM |P-anpeco ux nnrtepgeiicoB. Pe3ynbraTel 3aHecTH B TaOiMILy.

Tema Ne 2. JlononnutensHble cpeacTBa omnpenenenus mapupyros IP-ITAKETOB - NMAP,
TRACEMAP, MRT. Coaepxanune nadoparopHoii padorsl. [loctpoiite kapty MmapmipyroB |P-
nakeToB oT ogHoro u3 APM noxaneHOW cetw 10 Hambosiee BOCTPeOOBAHHBIX (B OpraHU3aIMH)
pecypcoB HutepHer (He MeHee aecatu pecypcoB). CpelncTBamu MporpamMMmbl mtr HCCIenynTe
Ka4ecTBO KaHaJlla OT KOMIIBIOTEPOB J1a0OpaTopuy (JIOMAIIHEr0 KOMIBIOTEpa) 10 MOMYISPHBIX
pecypcoB MHTepHeT (pecypcoB ceTu yHHBepcuTeTa). OTCleanTe N3MEHEHHsI MapUIpyTOB 3a MEPUOT
BpemeHn 60-180 MuHyT (eciu TakoBble OyAyT NMPOUCXOAWTH). Beimuinure Bce anbTepHATUBHBIC

MapIIpyTHI.
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Tema Ne 3. Unentudukauumsi craryca TCP-noproB (TCP-CONNECT. SYN-SCAN).
Copep:xanue JadopatopHoii padorbl. 1. HeoOxoaumo oOHapyXHUTh Bce OTKpbIThIE MOpThl TCP
(22, 23, 80) ceru nabopaTopuu (KOMITBIOTEPHOTO KJIacca, IKCICPUMEHTAIBHON YCTaHOBKH), C
ucrosnb3oBanueM ¢yakuuu connect(). 2. Ioeropure uccnenoBanue, npumenss merox Half-open
SYN flag scanning. 3. CpaBHuTE BpeMsi CKAaHHPOBAHHUS B IMEPBOM U BTOpoM ciydae. 4. [loBropute
UCCJICIOBAHUS C TIOMOIIBIO YTHiuThl hping3. CpaBHUTE Pe3yIbTATHI.

Tema Ne 4. Metogs! ckpeitoro ckanupoBanust (STEALTH TCP SCANNING METHODS).
Conep:xanue Jabdopatopnoii padorbl. Vccnemyiite otBer paznuunbix OC Ha ckaHUpOBaHUE
meronamu Stealth scanning. 3anecute B Tabnmiyy (Tabn. 6) pe3yabTaThl JJsl Pa3IUYHBIX METOJOB
ckaHupoBaHus u coctossHuil TCP-nopTa (MopT OTKPHIT, HOPT 3aKPHIT, MOPT OTKPHIT U (PUIBTPYETCS,
MOPT 3aKPBIT U QUIBTPYETCH).

Tema Ne 5. Vnentudukanus OpuKIaJHbIX CETEBBIX CIYXO METO/IOM aHajan3a 0CoOOEHHOCTEN
peanuzanuu (SMTP). Coaep:kanue 1adopaTopHoii padoTsl. 1. YcranoBute Hanbosee NOMyIspHbIE
CBOOOJIHO pacrpocTpaHseMble cepBepa 3yeKTpoHHOM mouThl: POstfix, sendmail, gmail, exim4
(mepevyeHb U BEpCUU YTOUHUTH y IpenojaBaTenis). 2. DKCIepPUMEHTAIbHO HCCIeIyHTe 0COOEHHOCTH
uX paboThI:

® IICCIIe/TyiiTe OTBETHI HA CHHTAKCHUECKU BEPHBIE CTaHAapTHBIC KOMaH/IbI,
e licCTIeIyiTe OTBETHI HA KOMaH/IbI C OIMOKaMU;

eccienyire orBeThl HA KoMaHAbl VRFY u EXPN;

® HICCIIE/TyITE TIOIEPIKKY MaJOUCIIONh3yeMbIX KOMaH/I.

3. Bapuantel otBeTOoB OodopmuTe B BuAe TaOiuibl. 4. [loarotoBeTe mpoduiam KakIoro
ucciexyemoro cepsepa. 5. [lpoBenure nccienoBanue noYToBbIX cepBepoB MHTepHET / yHUBEpcUTETA
(ampeca yTOYHHTH y NPENOJaBaTeis) paCCMOTPEHHBIM METOI0M.6. CpaBHHUTE NOJY4YE€HHbIE JAHHBIE C
MOATrOTOBICHHBIME Mpoduisimu. Caemaiite npeanooxeHus B Bepcusax 110 ucciaeayeMbIx cepBepoB.

5. OHEHOYHBIE CPEJACTBA JIs1 TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MPOMEXYTOYHOM ATTECTAIIAU 110 UTOI'AM OCBOEHUSA JIUCIHUAILIMHBI
U YYEBHO-METO/AYECKOE OBECIIEYUEHUE CAMOCTOSATEJIBHOM PABOTHI
CTYJAEHTOB

5.1. Tekyuuii KOHTPOJIb YCIIeBaeMOCTH
8 cemecTp
Bonpocel peiiTUHr-KOHTpOJIsa Nel

e Tumbl KOMIOBIOTEPHBIX CUCTEM, KaK 3JIEMEHTOB HH()OPMAIIMOHHBIX TEXHOJIOTUH.

e OCHOBHbIE MPUHIUIBI YCIIEITHOTO (PYHKIIMOHUPOBAHUS MHPOPMAITMOHHOMN (KOMIIBIOTEPHOI)
CUCTEMBI.

e llenp mpUHHMAaeMBIX PYKOBOJICTBOM TMPEANPUSATHS U JODKHOCTHBIMHU JIMIIAMH MeEp II0
MoJJIep>KKe NH(POPMALIMOHHBIX TEXHOJIOTUIN MPUHATHS PELICHHH.

e (OCHOBHbIE MPHUHIIMIBI U METOABI 3AIIUTH WH(DOPMAIMOHHBIX MPOIECCOB B KOMITBIOTEPHBIX
CUCTEMAX.

o [lonsTue 3amuIeHHON HHHOPMAIMOHHON TEXHOJIOTHUH.

e (OCHOBHBIE TIOJIXOJIbI, UCTIONB3YEMbIE MTPH MPOEKTUPOBAHNH 3ALTUIICHHBIX WH()OPMAIIHOHHBIX
TEXHOJIOTHil.

e TpeGoBanusa, mpenbsiBiasieMble K HWHPOPMAIMOHHBIM (KOMIIBIOTEPHBIM) CHCTEMaM B
3aIUIIIEHHOM UCTIOJTHEHHH.

Bonpocskl peiiTHHr-KOHTPOIs1 Ne2
e TpeOoBaHus Mo 3amuTe WHPOPMALUU, MPEIbIBISEMbIE B KaXJI0M KJacce 3aIlHUIIeHHOCTH.
[IpyuHUIMOBI W METOJBl MOCTPOEHHS TapaHTUPOBAHHO 3AIIMIIECHHBIX WH(MOPMAIMOHHBIX
CHUCTEM.
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Bomnpocs! rapantuii u 3¢pdexruBroctu B eBporneiickom cranaapre ITSEC.

EBponeiickuii crangapt no 3amute nHpopmamnuu [TSEC.

[TonsiTHE rapaHTUX 3aIUTHI B COOTBETCTBUHU ¢ eBponelickuM ctanaaptoM ITSEC.

Kputepun oneHKu 3alMIIEHHOCTH B COOTBETCTBUM C eBpomneiickum crangaprom ITSEC.
CopepxaHue KJIacCcOB 3aIIMIIEHHOCTH B COOTBETCTBUU ¢ eBponeiickuM crangaptom ITSEC.
OyHKIIMOHANBHBIE TPEOOBAHUS IO 3aUIUTE MHPOPMAIUH, IPEAbIBISEMbIC B KaX/IOM Kilacce
3alMIIEHHOCTH B COOTBETCTBUH ¢ eBponeiickuM cranaaproM ITSEC.

[TpuHIIMTIBI 1 METOTBI TIOCTPOCHHUS 3AIIMIICHHBIX HH()OPMAITHOHHBIX CUCTEM.

Bonpocekl peiiTHHr-KOHTPOIsA Ne3
[Toncucremsl pasrpaHryYeHus JOCTYIIA.
[loacucreMbl HASHTU(PUKAUN U ayTEHTU(QUKALINH.
[loacucremsl 3amuThl PyHKIUH 3aUTHI. [loCHCTEMBI 3aIUTHI PECYPCOB CHCTEMBI.
[Toncucremsbl 3aUTHI CBSI3H.
TpeboBanus k noacucreMaM, NpeabsIBISIEMbIE B KQXK/I0M KJlacce 3alUIIEHHOCTH.
IMapanTim 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM B CHCTEME OOIIUX KPUTEPHUEB.
[TonsiTie rapanTun 6€30MacCHOCTU. Y POBHU rapaHTHH.
[MapanTiy NpoeKTUPOBAHUS 3aLIUILIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.
[Ipunnumer obecrieueHuss TapaHTH 0€30MacHOCTH. METOoNIOTHST aHaiuM3a TapaHTHI
0€30I1aCHOCTH.

9 cemecTp

Bonpocekl pedTuHr-koHTpoas Nel
[lenHOCTH, OTACHOCTHU, TIOTEPH, PUCKH, YTPO3bI B KOMIILIOTEPHBIX CHCTEMAX.
OcHOBHBIE yIPO3bl HHPOPMAIIUHA B KOMITBIOTEPHBIX CUCTEMAX.
Crnennduka BOSHUKHOBEHHS YI'PO3 B OTKPBITHIX CETSX.
Ocob6eHHOoCTH 3amKTh HH(DOPMAITUY Ha y3J1aX KOMITBIOTEPHOU CETH.
CucTteMHBIEC BOIIPOCHI 3AIIUTHI IPOTPAMM H JIaHHBIX.
AHanu3 puckoB. Mojiennb MPOTUBHHUKA, BO3MOYKHOCTH ITPOTHBHUKA.
[TapannenpHblid aHAIM3 1EJIEH U BO3MOKHOCTEHN 3JI0YMBIIIJICHHUKA B KOMIIBIOTEPHOM CETH U
B CHTYaIluu MIPU HAJMYWU W30JMPOBAHHOTO KOMITBIOTEPA.

Bonpoch! peiiTHHT-KOHTPOIs Ne2
CucTeMa JIMIIEH3UPOBAHMS U CEPTHU(PHUKAIIMN CPEICTB 3aIUTHL
CrpykTypsl B PO, obecrieurBaroiuye JUICH3UPOBAHUE U CEPTUDUKAIIIIO CPEIICTB 3aIUTHI.
HopmatuBHas 6a3a u OTBETCTBEHHOCTb 32 3aIUTY HHPOPMAIIUU B KOMIIBIOTCPHBIX CUCTEMAaX.
OcHoBuble pykoBojsamme nokyMeHTel @OCTOK Poccun, 1o OIleHKE 3allUIIEHHOCTH
ABTOMATH3UPOBAHHBIX CUCTEM OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.
Pa3paboTka monuTuk 6€30MaCHOCTH IS 3aIIUIEHHBIX KOMIBIOTEPHBIX CUCTEM.
TpeGoBanusi, mpeabsBIsieMble K pa3paboTKe MOTUTHK 0€30MaCHOCTH.
JluckpenoHHas 1 MHOTOYpOBHEBAs OJUTHKA 0€30MaCHOCTH.
[TonuTrka MaHIATHOTO JAOCTYIIA.
[TonuTrka 3aMUThI ETOCTHOCTH HH(GOPMAIMOHHBIX PECYPCOB.

Bonpocsk! peiiTHHr-KoHTpOIsA Ne3
PykoBogsamme nokymentsl @CTIK Poccun o arrecranum.
[Mopsimox arrectanuu. IIpuHIMOBI U METOABl ATTECTALIMOHHBIX HMCIBITAHUM 3alllMIIEHHBIX
KOMITBIOTEPHBIX CHCTEM IO TpeOOBaHUSM 0€30MIaCHOCTH.
CopeprxkaHue 3TarnoB aTTeCTAlMOHHBIX UCTIBITAaHU.
KouTpons a3 pekTuBHOCTH 3aMTUTHBIX MEPOTIPUSTHI B CCTEME aTTeCTaI|H.
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Konuenmus ynpasnenus UT-nmonpaznenenuem (IT Service Management. ITIL) — ocHoBa
KoHI1enuuu ynpasienus UT-cinyx6amu.

CoBpemennas crpykrypa ITIL.

[IpeumymectBa BHeapenus ITSM.

busnec-opuentupoBanHoe ynpasiaenue M'T Ha coBpeMEHHOM pEeApPUATHH.

[Topsinox BHeapenuss SLM-cucremsl.

Service Desk — 11enii, BO3MOKHOCTH, pean3aliim.

Cemectp A

Bonpocs! peidTHHT-KOHTpOJIsE Nel
lNocynapcTBeHHBIE CTaHAAPTBI HAa Pa3pabOTKy W Co3/aHue WH()OPMAIMOHHBIX CHUCTEM B
3alUIICHHOM UCTIOJHEHHH.
CASE-TexHonmoruu co3nanus HHPOPMAITUOHHBIX CUCTEM.
Crangapr ITIL.
[TocTpoeHune rapaHTHMpOBAaHHO 3alIMUICHHBIX 0a3 JaHHBIX M HX OIEHKa MO CTaHJapTy
«OpanxeBasi KHUTa.
AMepuKaHCKUH cTaHaapT 1o 3amurte nHpopmanun «OpaHkeBas KHATay.
[TonsiTHE rapaHTUX 3aIIUTHI.
Kputepuu o1ieHKy 3aMIIIEHHOCTH 0633 TaHHBIX.
ConeprxaHne KIaccoB 3alIUIIEHHOCTH.

Bonpochl peiiTUHr-KOHTpPOJIsT Ne2
[Toxxon k Ge3omacHOCTH KOMIBbIOTEpHBIX cucteM B CC m 0a3oBbie koHuenuuu. [loHsrue
po IS 3alUTHI.
DYHKIUY TTOAACPKKA TMOJTUTHKN 0€30MacHOCTH. ['apaHTH 6€30MacHOCTH.
TpeboBanus o 6e30macHOCTH HHHOPMAITMOHHBIX TEXHOJIOTHH. Kitacchl 3alMImeHHOCTH.
KoMnoHeHTHI oICUCTeM MOIACPIKKH MMOJTUTUKHA O€301TacCHOCTH.
ConeprkaHue TUIIOBOM MOJTMTHKH OE30TTaCHOCTH.
Kiacchl  3ammimeHHOCTH B cHCTeMe oOmmux KputepueB. [loHATHE aynuTa MOJIUTHKA
0€30I1aCHOCTH.
TpeGoBanus K OICHCTEMaM ayauTa.
[ToacucTeMbl MOATBEPKACHUS TIOITTUHHOCTH OTIIPABKH M IMOJYyYEHHUS COOOIICHHUS.

Bonpoch! peiiTHHr-KoHTpOJIs Ne3
Kananb! yreuku u ux aHanus B cCTeMe OOIINX KPUTEPHUEB.
Bunel kananoB yreuku uHpopmanuu. MecTo KaHaIOB yT€YKM HHPOpPMAIUM B CHCTEME
00IKX KPUTEPHEB O€30MACHOCTH.
MerToo10r1s aHaIM3a KaHAJIOB YTEYKU MHPOPMAIUH.
bezomnacHoe pyHKIIMOHUPOBAaHUE B CUCTEME OOITUX KPUTEPUEB.
VYnpasnenue koHduryparueit. besomnacHas ycTaHOBKa CHUCTEM 3allUThl UH(POPMAITMOHHBIX
TEXHOJIOTUH.
besonachas mMoaepHU3aIus HHPOPMAITHOHHBIX TEXHOJIOT U

Cemectp B
Bonpocsk! peiiTuHr-koHTpOIs Nel
OCHOBHBIE KaTeropuH TpeOOBaHHUI K MPOrpaMMHOM U MPOrpaMMHO-allapaTHOW peanu3auuu
CPEeACTB 3alUThl HH(OPMAIHH.
TpeboBanus k 3amuTe aBTOMaTH3UpoBaHHbIX cucteM oT HC/I.
Mopnens yrpo3. AHaJIN3 KPUTUYHBIX TEXHOJIOT UL,
TpeboBanus, npeabaBiIsieMble K pa3paboTKe MOJIENIN YIpo3.
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e CtpykTypa MoJeNHu yrpo3 0e30macHOCTH HH(POPMALIUH.
¢ AHaJiU3 KPUTHYHBIX TEXHOJIOTUI 00paboTKH HH(POpMAIHH.
e Cucrema JTUICH3UPOBAHUSA U CEPTU(DUKALIUK CPEJICTB 3AILUTHI.

Bonpocskl peiiTHHr-KOHTPOIs1 No2

e JloHsTHe aTTeCTalMU 3aLIUILIEHHBIX KOMIIBIOTEPHBIX CUCTEM.

e PykoBogsuue nokymenTsl @CTOK Poccnn no arrecranuu.

e Jlopsnok arrectanuu. [IpuHIMIBI M METOABI ATTECTALMOHHBIX MCIBITAHUN 3alUIIEHHBIX
KOMITIBIOTEPHBIX CUCTEM IO TPEOOBAaHUSAM O€3011aCHOCTH.

e (CoxepxaHHe ATANOB aTTECTAIIMOHHBIX HUCTIBITAHUM.

e KoHTposb 3¢(eKTUBHOCTH 3AIUTHBIX MEPOIIPUSITUN B CUCTEME ATTECTALIMH.

o Konnenmus ynpasnenus UT-nmonpaznenenuem (IT Service Management. ITIL) — ocHoBa
koHuenuuu ynpasiaeHus UT-coyxbamu.

Bonpocs! peiiTuHr-koHTpOIs Ne3
e Microsoft Operations Framework (MOF).
e Cramuu cosnanus 3UC: popmupoBanue tpedoBanuii k 3UC, pazpabortka xonuenuuu 3UC.
Texnuueckoe 3afaHue, 3CKU3HBIA MPOEKT, TEXHUYECKHIH MPOEKT, pabouas TOKyMEHTalus,
BBOJI B JICHCTBHE.
Conposoxnenue 3UC.
Metoapl 1 METOINKH OIleHKH KadecTBa 3MC.
TpebGoBanus K SKCIITyaTanimoOHHON qokymeHTaruu 3UC.
[Topsimox mpuemkn 3amuiieHHbIX 3MC, B TOM Yucie TpOrpaMMHBIX M TEXHHUYECKHX (B
YaCTHOCTH, KPUITOrpaUIECKUX) CPEACTB U cucTeM 3amuThl nHpopmarwu ot HCJI.
e Ocob6ennoctu 3kcruryatanuu 3C Ha 00BEKTE 3alTUTHI.

5.2. IIlpomMe:kyTOUHASI aTTeCTANMS 110 HTOraM OCBOEHHUS THCIHIIINHBI

IIpuMepHBbIii NepeyeHb BONMPOCOB K IK3aMeHYy 8 cemecTp:
- Tunbl KOMIBIOTEPHBIX CUCTEM, KaK 2JIEMEHTOB HH(POPMAIIMOHHBIX TEXHOIOTHIA.
- OcHOBHBIE NPUHLHUIBI YCIEUIHOTO (PYHKIMOHUPOBAHUS HWH(POPMAIIMOHHON (KOMIBIOTEPHOM)
CUCTEMBI.
- Lenp mpuHUMaeMbIX PYKOBOJCTBOM MPEANPUATHS U JOJDKHOCTHBIMH JIMIIAMU MEp MO0 TOAECPIKKE
MH(OPMALIMOHHBIX TEXHOJOTUH MPUHSATHUS PELIICHHH.
- OcHOBHBIC TPUHLMIIBI M METOJABI 3alIUThl MHPOPMAIMOHHBIX MPOILECCOB B KOMIIBIOTEPHBIX
CUCTEeMaXx.
- IlonsTre 3amuieHHON HHPOPMAITHOHHON TEXHOIOTHH.
- OcHOBHBIE TMOAXOMbI, UCHOJb3yeMbIE€ IMPU MPOECKTUPOBAHUH 3alIUIIEHHBIX HWH()OPMAILIMOHHBIX
TEXHOJIOTUM.
- TpebGoBanus, npeabsaBiseMble K HHGOPMAIIMOHHBIM (KOMITBIOTEPHBIM) CUCTEMAaM B 3al[UILIEHHOM
UCTIOJHEHU M.
- TocymapcTBeHHBIE CTaHIapThl Ha pPa3pabOTKy M co3AaHuEe HH(POPMAIMOHHBIX CHCTEM B
3alUIEHHOM HCIIOJHEHHH.
- CASE-texHonoruu co3nanus HHPOPMALMOHHBIX CUCTEM.
- Cranpapr ITIL.
- TlocTpoeHue rapaHTUPOBAHHO 3alUIIEHHBIX 0a3 JaHHBIX U UX OLIEHKA M0 cTaHaapTy «OpaHxkeBas
KHUTa».
- AMepHKaHCKMI CTaHIapT 1o 3amure nHopMmaru «OpaHKeBask KHUTa.
- TloHsATHE rapaHTHUU 3aILUTHI.
- Kpurepun onieHKH 3aIMIIEHHOCTH 0a3 JaHHBIX.
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- CopxepxaHue KIacCOB 3alUILEHHOCTH.

- TpebGoBanus mo 3amurte HHGOPMAIUH, IMPEIBSIBISEMbIE B KaXJIOM KJIAacce 3alIMIICHHOCTH.
[TpuHIMTIBI 1 METOIBI IOCTPOCHUS TAPAHTUPOBAHHO 3AINUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM.

- Bompocsl rapanTuii u 3¢ pexTruBHOCTH B eBporeiickom crangapte [TSEC.

- EBpomneiickuii cranaapt no 3amure nHpopmanuu [ITSEC.

- IloHsTHEe rapaHTUX 3aIIUTHI B COOTBETCTBUHU ¢ eBporelickum crangaprom ITSEC.

- Kputepun ouLeHKHM 3alMIIEHHOCTH B COOTBETCTBHM C eBpomnelckuMm cra"aaprom I[TSEC.
CopepxaHue KJIacCcOB 3alMIIEHHOCTH B COOTBETCTBUHU ¢ eBpornerickuM cranaaptom [TSEC.

- @yHKIHOHANBHBIE TPeOOBAaHWS MO 3alUTe WH(GOPMAIWHU, TPEABSIBISEMbIE B KaKIOM Kiacce
3alMIIEHHOCTH B COOTBETCTBUH ¢ eBponeiickuM crannaproM ITSEC.

- IIpuHUIMIBI 1 METOABI MOCTPOEHUS 3ALIUILIEHHBIX HHPOPMAIITMOHHBIX CUCTEM.

- Ilomxonm k Oe3omacHocTH KOoMIbOTEpHBIX cucteM B CC u 0azoBbie koHIeniuu. [lonsatue
pOQUIIs 3alIUTHI.

- @YHKUMH NOAJIEPKKH MOJIUTUKH 0e3011acHOCTHU. ['apaHTun 6e30MacHOCTH.

- TpeGoBanus no 6e3omacHoCTH HH(POPMALIMOHHBIX TeXHOIOrui. Kitaccel 3aluIieHHOCTH.

- KoMmnoHeHTsI mojcucTeM MoAAEp>KKU MOJUTUKUA OE30TTaCHOCTH.

- CopnepxaHue TUTIOBOU MOJUTHKHA O0€30MTaCHOCTH.

- Knacesl 3ammmieHHoct B cucteMe oOmmx kputepueB. I[loHstue aymura MOJUTUKU
0€30I1aCHOCTH.

- TpeOGoBaHus K MOJCHCTEMAM ayIUTa.

IIpuMepHBIil nepedYeHb BONPOCOB K 3a4eTy 9 cemectp
- IloncucTembl MOATBEPKACHHS TOTAHHOCTH OTIPABKU U TTOJTYICHHUS COOOIIECHUSI.
- IloacucreMsl pa3rpaHMYEeHUS JOCTYIIA.
- Iloncucrembl nneHTUPUKAIUYA U ayTCHTH(PUKAITIH.
- IToncucremsl 3amuTsl PyHKIMMA 3aTUThL. [l0ACHCTEMBI 3aIIUTHI PECYPCOB CUCTEMBI.
- IlomcucTeMsl 3alTUTHI CBSI3H.
- TpebGoBanHus K OJACHCTEMAM, MPEIBSIBISIEMbIC B KAKIOM KJIACCE 3alTUIIICHHOCTH.
- TI'apanTum 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM B CUCTEME OOIINX KPUTCPUEB.
- Ilonsarue rapanTuu 6€30MaCHOCTH. Y POBHH rapaHTH.
- TI'apanTum mpoeKTUPOBAHUS 3AMUIIEHHBIX HH()OPMAITMOHHBIX CUCTEM.
- Ilpunnumer obecrieueHuss rapaHTHH 0€30MaCHOCTH. METOMOJIOTHS aHauW3a TapaHTHH
0€30I1aCHOCTH.
- Kananbl yTeuku ¥ UX aHAU3 B CUCTEME OOIIUX KPUTEPHEB.
- Bugsl kaHanoB yreuku uHpopManuu. MecTto KaHAJIOB yTeYKHM MH(GOPMALMK B CUCTEME OOIIMX
KpUTepHueB 0€3011aCHOCTH.
- Merogonorus aHanu3a KaHaJOB yTeYKU WH(OPMALIUU.
- besonacHoe GpyHKIIMOHHpPOBaHHE B CUCTEME OOIIUX KPUTEPHEB.
- VYmpanenue koHpurypauuei. be3omacHas ycTaHOBKa CHUCTEM 3allUThl HH(OPMAIMOHHBIX
TEXHOJIOTHH.
- besonacnas moaepHu3anus UHOOPMAIIMOHHBIX TEXHOJIOTUH

IIpumepHBIi IepeYeHb BONMPOCOB K IK3aMEHY cemMecTp A
- IlenHoctH, OIaCHOCTH, IOTEPH, PUCKH, YTPO3bI B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBHBIE Yrpo3bl HHPOPMALIUU B KOMIBIOTEPHBIX CUCTEMAX.
- Cnenudurka BO3HUKHOBEHHUS YIPO3 B OTKPBITHIX CETAX.
- OcobeHHoCTH 3aIUTHl HHPOPMALIMHU Ha y371aX KOMIIBIOTEPHOH CeTH.
- CucreMHBbI€ BOIIPOCHI 3alLIUTHI IPOrPAMM U JAHHBIX.
- Ananu3 puckoB. MoJenb NpOTUBHUKA, BO3MO>KHOCTH ITPOTUBHHUKA.
- [IlapamienbHblil aHanM3 LEIEH U BO3MOKHOCTEH 3JIOYMBIIJICHHUKA B KOMIIBIOTEPHOU CETH U B
CUTYyallUH IPU HAJMYUHU U30JIMPOBAHHOIO KOMIIBIOTEDA.
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- OcHoOBHBIE KaTeropuu TpeOOBaHUU K MPOTPAMMHON M MPOTrpaMMHO-ANMIApaTHON peanu3anuu
CPEeACTB 3alIUThl HH()OPMAIHH.

- TpebGoBanus k 3amuTe aBTOMaTH3MpoBaHHbIX cucteMm oT HC/I.

- Mogenb yrpo3. AHanu3 KPUTUYHBIX TEXHOJIOTUH.

- TpeOoBanwus, MpeabIBIIEMbIC K pa3pabOTKe MOJICIH YTPO3.

- CrpyKTypa MOJeNH yrpo3 0€301MacHOCTH HHPOPMAIIHH.

- AHanu3 KpUTHUYHBIX TEXHOJIOTHI 00pabOTKN HHPOPMAIIH.

- CucreMa IUIEH3UPOBAHMS U CEPTH(PHUKAIINN CPEICTB 3aIIUTHL

- Crpykrypsl B PO, oGecnieunBaroiiye JIMIEH3UPOBAHUE U CEPTUPUKAIINIO CPEJCTB 3aILUTHI.

- HopmaruHas 6a3a 1 OTBETCTBEHHOCTb 32 3alIUTy HH()OPMAIH B KOMITBIOTEPHBIX CHCTEMAaX.

- OcHoBabie pykoBomsmue AokymeHTel ®OCTOK Poccum, 1m0 OIleHKE 3alUIEHHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

IIpuMepHBbIii NepeyeHb BOMPOCOB K IK3aMeHy cemecTp B
- Pa3zpaboTka moauTHK 6€30TMaCHOCTH /ISl 3AIIUIEHHBIX KOMITBIOTEPHBIX CUCTEM.
- TpeboBanus, npeabsBisieMble K pa3pabOTKe MOJIUTUK 0€301aCHOCTH.
- JluckpernmoHHas 1 MHOTOYPOBHEBAs TOJUTHKA 0€30MacHOCTH.
- IlonutHka MaHAATHOTO JOCTYMA.
- TlonwTHka 3aMUTHI ETOCTHOCTH HH(POPMAIIMOHHBIX PECYPCOB.
- TlonsTme aTTecTanuy 3aMUIIEHHBIX KOMITBIOTEPHBIX CHCTEM.
- PykoBomsanme nokymentsl @CTOK Poccun no arrecranuu.
- Tlopsmox arrectaruu. [IpuHIUIIBI W METOABI ATTECTAIIMOHHBIX WCIHBITAHUN 3allUIIEHHBIX
KOMIBIOTEPHBIX CUCTEM IO TPeOOBAaHUAM O€30MTaCHOCTH.
- CopneprkaHue 3TarnoB aTTeCTAlMOHHBIX UCIIBITAHU.
- KonTtposb 3peKTUBHOCTH 3aIIUTHBIX MEPOIIPUATUI B CUCTEME aTTECTALIUU.
- Konnermmms ympasnenus WT-nonpaszmenenumem (IT Service Management. ITIL) — ocHoBa
KoHIenmuu ynpasieHus: UT-coyxb6amu.
- Cospemennas crpykrypa ITIL.
- IlpeumymectBa BHeapenus [TSM.
- busnec-opuentupoBanHoe yrpasienue T Ha cOBpeMEHHOM MpeANpUsTUH.
- Ilopsnok Buenpenust SLM-cuctemsl.
- Service Desk — mesu, BO3MOXHOCTH, peaH3alru.
- Microsoft Operations Framework (MOF).
- Cramuu cozmanus 3UC: dopmupoBanue tpeboBanuii k 3UC, pazpaborka xonuenuuu 3UC.
Texnuueckoe 3aaHue, 3CKU3HBIA MPOEKT, TEXHUYECKUI MPOEKT, paboyas JOKYMEHTAallUs, BBOJ B
JIEVCTBUE.
- Meroab! u metoauku oneHku kauectBa 3UC.
- TpeboBanus k skcryaTaiuoHHoi gokymentauuu 3MC.
- Tlopsgox mnpuemku 3amumieHHbix 3MC, B TOM 4YHcle NPOTPaMMHBIX M TEXHHUYECKUX (B
YaCTHOCTH, KPUNITOTpapUIECKUX) CPEACTB U CUCTeM 3aiuThl nHpopmanuu ot HCJI.
- Oco6ennoctu 3kcrutyaranuu 3MC Ha 00bEKTe 3alUTHI.

5.3. CamocTosiTe/IbHAsA paboTa 00y4Yaromerocs.
IIpuMepHbIe BONPOCHI U 321aHUSA VIS CAMOCTOSITEJIbHON PadoThI CTY1eHTOB

8 cemecTp
ITIL — Kommonent «llogaepxka yciayry».
ITIL — Kommonent «lIpegocraBneHue ycmyry.
ITIL — ocHoBa konnenuuu ynpasienus UT-cayx0amu.
Service Desk — 1ienu, BO3MOKHOCTH, peaIn3alnm.
Aymut undpactpykrypst PUC/KAC.
AyTCOpCHHT.
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9 cemecTp
Merononorust Penetration Testing. Open Source Security Testing Methodology Manual
(OSSTMM).
Mertononorust Penetration Testing. Information Systems Security Assessment Framework
(ISSAF).
Merononorust Penetration Testing. Open Web Application Security Project (OWASP).
Mertonosnoruss Penetration Testing. Web Application Security Consortium Threat
Classification (WASC-TC).
Cranmapt Penetration Testing. Penetration Testing Execution Standard (PTES).
Footprinting. Ilenu, 3amaun Footprinting. Dtamsr Footprinting u Reconnaissance.
Footprinting. OTKpBITbIE ICTOYHUKH U NTACCUBHBIN cOOp MHPOpPMAITIH.
Footprinting. AkTuBHBIN cO0p HHPOPMALIHH.
Footprinting. IIporpamMubie mHCTpYMeHTHI FOOtprinting u Reconnaissance.
CkanupoBanue cetu. OOHapyXeHHe Y3J0B ceTU. MeToIbl ¥ IPOTpaMMHbBIE CPEJICTBA.
CkanupoBanue cetd. OOHapyKeHUE OTKPBITHIX MOPTOB y3Jia ceTU. MeToAbl U MporpaMMHbIE
CpencTBa.
CxanupoBanue cetu. Tumbl ckanupoBanus (Full Open Scan, Half-open Scan, Xmas Tree
Scan). OcoOeHHOCTH HCTIOIb30BaHUS PACCMATPHUBAEMbBIX THITIOB CKAHUPOBAHHUSI.
CkanupoBanue cetu. Tunbl ckanupoBanus (FIN Scan, NULL Scan, ACK Scanning).
Oco0EHHOCTH HCTIOIB30BaHMS PACCMATPUBAEMBIX TUIIOB CKAHUPOBAHUSI.
CkanupoBanue cetd. Tunbl ckanupoBanusi (UDP Scanning, ARP Scan). OcoGennoctun
HCII0JIB30BaHU paCCMaTpPpUBACMBIX TUIIOB CKAHUPOBAHUAA.

Cemectp A
Services fingerprinting. Mertoasr Services fingerprinting.
Services fingerprinting. ITporpamMusie uHCTpYMEHTHI Services fingerprinting.
OS Fingerprinting. Meroasr OS Fingerprinting. Banner Grabbing.
OS Fingerprinting. Meroasr OS Fingerprinting. ITaccuBHOe HCcaeIOBaHME CTEKa B 3aj1aye
unentuduxaun OC.
OS Fingerprinting. Meroasr OS Fingerprinting. AKTHBHOE HCCIIEIOBaHHE CTE€Ka B 3ajaye
unentuduxaun OC.
Enumeration. Ilonstue, nenu u 3amaun Enumeration. MuHBenTapusauus pecypcoB OS
Windows. MeTtojsl 1 cpecCTBa.
Enumeration. Ilonstue, nenu u 3amaun Enumeration. MuBenTapusauus pecypcoB OS
Linux/Unix. MeToibl ¥ CpeicTBa.
Enumeration. [Tonsrue, nenu u 3anaun Enumeration. MaBenTapuzanus mocpeacrsom SNMP.
Enumeration. [Tonstue, uenu u 3agaun Enumeration. MuBenTapuzarus LDAP.
Enumeration. [Tonstue, nemu u 3agaun Enumeration. aBentapuzanus SMTP.
Sniffing. Llenu u 3agaun ananusa tpaduka. [IporpaMMHbIe HHCTPYMEHTHI aHaIMU3a Tpaduka.
Sniffing aTaku B kommyTtupyemoit cereBoii cpene. MAC Flooding. ARP Poisoning.
Sniffing aTaku B koMMyTupyemoit cereBoii cpene. MAC Spoofing.

Cemectp B
Sniffing aTaku B koMMyTHUpyeMoOil ceTeBoi cpene. MeToabl U cpeAcTBa 3amuThl OT Sniffing
aTax.
Ataku DOS. Ilenu u 3agaun arak DOS. Tunsr atak DOS.
Ataku DOS. Service Request Floods. SYN Attack/Flood. ICMP Flood Attack.
[IporpamMmmHbIe cpeacTBa MPOBEACHUS aTaK.
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Artaku DOS. Ping of Death. Teardrop. Smurf. Fraggle. [IporpamMHbie cpeicTBa NMpoOBEACHHS

aTax.
e Araxu Buffer Overflow. [Tpunuuns.
e Artaku DDOS. OcoOeHHOCTH peann3aliim.
e becnpoBoanbie cet. Yrpo3sl u yszsumoctu Wireless Networks.
e becnpoBoanbie cetn. Ayrentudukamus Wi-fi.
e becnpoBoanbie cetn. Ataku neayrentudukanuu (Deauthentication Attack).
e Ckanepsl ys3BuMocTeil. neHTruuKkanus ya3BUMOCTEN B CETSX.
e Ckanepsl ysa3Bumocteit. Yszsumoctu b/,
e (Cpencrsa ananu3za 3amnuimeHsHoctu b1,
e Ckanepsl ys3BuMocTei. Ysa3pumoctu WEB npusioxeHuid.
e (pencrsa ananuza 3amunieHHoctd WEB npunosxeHuit.

®onx  onenouyHslx MarepuasioB (OOM) s mpoBeneHHs

aTTECTAllMM  YPOBHSA

c(hOpMUPOBAHHOCTH KOMIETCHIMI OOyJalOIMMUXCA 10 JUCHUIUIMHE O(QOPMIISETCS OTACTbHBIM

JIOKYMEHTOM.

6. YU EBHO-METOANYECKOE U TH®POPMALIMOHHOE OBECIIEYEHUE

JACIHUITINHBI
6.1. Knuroo0ecne4eHHOCTH
HaunmeHnoBanue nmutepaTyphl: aBTOpP, Ha3BaHUE, l'on KHUT'OOBECITEHEHHOCTD
BUJI U3JaHUS, N31aTEIILCTBO U3JaHUs Hasnune B 51EKTPOHHOM KaTaore
OBbC
OcCHOBHas JIUTEpaATYpa
TexHomoruu odecreyeHus: 6€30MacCHOCTH 2021 https://biblioclub.ru/index.php?page=book&i
nH(pOPMALMOHHBIX cUCTeM: yueOHoe nocodue: [16+] / d=598988 (nata obpamienus: 18.09.2021)
A. JI. Mapyxunienko, JI. O. Mapyxnenko, M. A. Edpemos u
ap. — Mockga; beprmun: dupexr-Menua, 2021. —210 c.—
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988
T'onrkoB, A. M. OCHOBBI TIPOEKTHPOBAHHUS 3aIUIICHHBIX 2016 https://biblioclub.ru/index.php?page=book&i
TEJIEKOMM YHUKAIUOHHBIX CUCTEM: KYPC JIEKIINH, d=480796 (mata obpamienus: 18.09.2021)
KOMIIBIOTEPHBII MPaKTUKYM, KOMIIBIOTEPHBIE
nabopaTopHbIe pabOThI U 3aJJaHNE HA CAMOCTOSATEIbHYIO
padory / A. M. T'onukos. — Tomck: TYCVYP, 2016. — 396 c.
MbiiBona, D. BesomacHocTs cereii: yuebHOe mocobwe: 2016 https://biblioclub.ru/index.php?page=book &i
[16+] /3. MbiiBona. — 2-e u3 ., ucnp. — Mocksa: d=429035 (mata obpamienus: 18.09.2021)
Harmmonansnerit OTkpeiTeiit Y HUBepeuteT « AHTYUTY,
2016. - 572 c.
Bbosa, B. B. OCHOBBI TIPOEKTHPOBaHUS HH)OPMAITHOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
CHCTEM U TEXHOJOTHiA: ydeOHoe mocobue: [16+]/ d=499515 (mata obpamienus: 18.09.2021)
B. B. boga, 10. A. KpaBuenko. — PoctoB-Ha-/loHy;
Taranpor: FOxHsrit PpenepanbHeii yauBepcurert, 2018. —
106 c.— ISBN 978-5-9275-2717-5
Ienemenko, B. C. MeHeDKMEHT MHITHICHTOB 2017 https://biblioclub.ru/index.php?page=book &i
nH(pOpMAIMOHHOM 6E30MaCHOCTH 3aIIUIIEHHBIX d=467139 (nata obpamenus: 18.09.2021)
aBTOMaTHU3UPOBAHHBIX CUCTEM YIIPaBJICHUS: ydeOHOE
mocobwue: [16+]/ B. C. [lenemenxo, C. B. 'oBoposa,
M. A. Jlartuaa. — CraBpomons: CeBepo-Kaskazckuit
Denepanpublii yausepeureT (CKOY), 2017. — 86 c.
I[OHOHHI/ITGHBHEUI JIUTCpaTrypa

MeTonoIorHYeckie OCHOBBI TOCTPOCHHS —3alHIICHHBIX 2013 https://biblioclub.ru/index.php?page=book &i
aBTOMATU3MPOBAHHBIX CHCTEM: ydeOHoe mocobue / d=255851 (mara obpamenus: 18.09.2021)
A. B. lymkun, O. B. Jlankun, C. B. Ilorexenkuit u mp.;
Boponexckuii roCy1apCTBEHHBIN YHHMBEPCUTET
MH)KEHEPHBIX TexHojoruil. — Boponex: BopoHexckuit



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=255851
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TOCYIapCTBEHHBIH YHUBEPCUTET MHKEHEPHBIX TEXHOJIOTHH,
2013. —258 c. — ISBN 978-5-89448-981-0

T'onuKoB, A. M. Bammra  uHbOpMAUH B 2015 https://biblioclub.ru/index.php?page=book&i
MHQOKOMMYHHKAIIMOHHBIX CHUCTEMax M CeTsaX: ydeOHoe d=480637 (mata obpamenus: 18.09.2021)
rmocooue: [16+] / A. M. Tonukos; Tomckmit
TocynapcTBEHHBIN YHUBEPCHTET CHCTEM YIPABJICHHS M
paguosnekrporuku (TYCVYP). — Tomck, 2015. — 284 c.

Opranmszanus  Oe3omacHON  paboThl  UH()OPMAIMOHHBIX 2014 https://biblioclub.ru/index.php?page=book&i
CHCTEM: yuyebHOoe  mocobme /  FO. IO.I'pomos, d=277794 (nata obpamenus: 18.09.2021)
10. ®. Mapremsbsnos, 0. K. Bykypako u ap.; TamOoBckuii
rOCYJapCTBEHHBIH TEXHHYECCKHH yHHBepcuTeT. — TamOoB,
2014.—132¢..

6.2. [lepnoanyeckue u3TaHus

o Kypnan «Bompockl  3alIUTHI uHpopMaIum. Pexum  moctyma: http://i-
vimi.ru/editions/detail. php?SECTION_ID=155/;

e Xypnan "Information Security/Ilnpopmanuonnas Oe3omacHocTh". Pexum nocryma:
http://www.itsec.ru/insec-about.php.

e [keMecAYHBII  TEOPETMYECKMH W NPUKIAJHOM  HAyYHO-TEXHUYECKHUH  KypHal
«UHpopmanrionnblie TexHoaorum». Pexxum nocrymna http://novtex.ru/IT/.

e «Kypnan cereBbix pemenuit/LAN» -Pexxum mocryma: http://www.osp.ru/lan/current;

e DJIeKTpOHHBIN XypHan «KopropaTuBHbIE ceTH Nepenadd JaHHbIX» -Pexum pocryma:
http://www.delpress.ru/

6.3. UHTepHeET-pecypchl

e (OO6pazoBarenbHbIil cepep kadeapsl U3U.— Pexxum noctyma: http://edu.izi.visu.ru
e ludopmarmonnas obpa3zoBaresbHas ceTh.- Pexxum moctyma: http://ien.izi.visu.ru
e Buyrpusysosckue nznanust Bal'Y.— Pexwum noctyna: http://e.lib.visu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITIMHBI

3aHATHS IPOBOATCA B cienyromux ayautopusx Bal'V (kopryc Ne2) no agpecy r. Bnagumup,
yi. benokoHckoH, 1. 3.

aya. 408-2, JIekuroHHas ayAuTOpPHs, KOJUYECTBO cTyJeHYeckux mect — 50, mmomanas 60 m2,
OCHAIlleHHe: MyJIbTUMeAnitHOe obopynoBanue (nHTepakTuBHas nocka Hitachi FX-77WD, npoekrop
BenQ MX 503 DLP 2700ANSI XGA), HoyrOyk Lenovo Idea Pad B5045
ayn. 427a-2, nmaboparopusi CETEBBIX TEXHOJOTMH, KOJMYECTBO CTyAEHYECKHX MecT — 14,
momasas 36 M2, oCHaIIEHHE: KOMITBIOTEPHBIN Kitace ¢ 8 pabounmu crannusimMu Core 2 Duo E8400 c
BbIX0ZIoM B Internet, 3 mapmpyrtuzaropa Cisco 2800 Series, 6 mapupyrtuzatopoB Cisco 2621, 6
kommytatopoB Cisco Catalyst 2960 Series, 3 kommyratopa Cisco Catalyst 2950 Series, koMMmyTaTop
Cisco Catalyst Express 500 Series, mpoektop BenQ MP 620 P, skpaH HacTEHHbIH pyIOHHBII.
JIuneH3MoHHOE  TporpaMMHOe  oOecreyeHue:  omepaunuoHHas — cuctema  Windows 7
IIpodeccuonansHast, opucHelii nmaker npunoxenuit Microsoft Office Ilpodeccnonanpblil miItOC
2007, 6ecriaTHO pacmpocTpaHseMoe NporpaMMHOe oOecrieueHne: JMHEeHKa HHTETPUPOBAHHBIX CPel
paspabotku Visual Studio Express 2012, mporpammublii npoiykT BupTyanusaimuu Oracle VM
VirtualBox 5.0.4, cumynsatop cetu nepemnaun ganHbix Cisco Packet Tracer 7.0, unTerpupoBaHHas
cpena pa3pabotku nporpamMmmHoro obdecrniedenus IntelliJ IDEA Community Edition 15.0.3.
ayn. 4276-2, VYHI «KommiekcHas 3ammra oOOBEKTOB HMH(OpMaTH3allUKW», KOJIUYECTBO
CTyIEHYEeCKUX MecT — 15, muomans 52 M2, ocHalleHue: KOMIIBIOTEPHBIA Kiacc ¢ 7 pabouuMu
cranimsamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16



https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://ien.izi.vlsu.ru/
http://e.lib.vlsu.ru/
http://e.lib.vlsu.ru/
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MYyJIbTUMEIUHHBIN KOMIUIEKT (rpoekTop Toshiba TLP X200, skpan HacCTEHHBIH pYIOHHBIN), TPpHOOP
ST-031P «IIupanps-P» MHOro(pyHKIMOHAIBHBIA TOMCKOBBIM, NpUOOp «YIaH-2» TOUCKOBBIH,
BUOpoaKycTuyeckuii reneparop myma «Conata AB 1M», umutarop paboTbl CpeaCTB HENETaIbHOTO
chema uHopMaIuu, padoTarmux no paguokanany «llumoBauky, anamu3atop crekrpa «GoodWill
GSP-827», wnmukatop monst «SEL SP-75 Black Hunter», ycrpoiicTBo On0kupoBaHus pabOTHI
cucTeM MOOWIBHON cBsi3u «Mo3aiika-3», YCTPOMCTBO 3alIUTHl TeNe()OHHBIX IEPETOBOPOB OT
npocnymmBanus  «I[Ipokpyct 2000», mukrodpon Edic MINI Hunter, moxatop «Pomgamk-2K»
HEJIIMHEHHBIN, KOMIUIEKC MPOBEICHHUS aKyCTHYECKHMX W BHOPOAKyCTHUECKHMX u3MepeHwil «Cnpyt
MUHU-A», BuJeopeructpatop uudposoit Best DVR-405, renepatop Ilyma «I'Hom-3»,yueOHo-
HCCIIEIOBATENIbCKUM KoMILIEKC «CBEpXIIMPOKONONIOCHBIE OeCpoBO/IHbIE CeHCOpHbIe ceTn» (Nano
Xaos), ckanupyromuii npueMHuK «lcom IC-R1500», ananuzarop cereit Wi-Fi Fluke AirCheck c
aKTUBHOW aHTeHHOW. JIunensnonnoe nmporpammuoe odecredenue: Windows 8 Ipodeccronanbhas,
opucHbli maker mnpuioxxkeHuid Microsoft Office Ilpodeccuonanpupiii ioc 2010, OGecrmatHo
pacnpocTpaHseMoe MpOrpaMMHOE oOOecliedeHHe: JIMHEeWKa WHTETPUPOBAHHBIX Cpell pa3paboTKU
Visual Studio Express 2012, uHCTpyMEHT UMHUTAaMOHHOTO MoenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, uaTerpupoBanHas cpefa pa3padboTku nporpammuoro ooecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pa6ouyio nporpaMMmy cOCTaBHII: 3aBeytomui kapenpon U3U ] it
1.7.H. MonaxoB M.IO. w x\ e’

Penersent: 3amecturens pykooautens PALL OOO Y 4 /
«Andollentp» k.1.H. Beprunesckuit HB__ -~ | /o«

IIporpaMma paccMoTpeHa u 000peHa Ha 3acenaHud kapenpsr U3U
NI\

{1 29 N/ 99 ; 5]
[Tpotokos Ne /// or X°¢ [t AL _roma |\ /\/ “
3aBemyrommii kadeapoii 1.1.H., mpodeccop \“ L st /M.IO. Monaxos/

VY

PaGouasi mporpaMma paccMOTpeHa M 0f00peHa Ha 3ace/laHuM y4eOHO-METONMYECKOH KOMHCCHH
cneruanbaoctd 10.05.04 « MHGOpMAHOHHO-aHATHTAYECKHE CHCTEMBI O€30TIaCHOCTH Y

\

[TpoToxon Ne A/ [ ot L PC A roaa \‘ % // }
[Ipesicenaresb KOMHCCHH 1.T.H., Ipodeccop \ .LI} / il /M.1O. Monaxos/

JIMCT NIEPEYTBEPX/JIEHUS
PABOYEM IMTPOI'PAMMBI JUCHHUIIIMHBI

Pa6oyas nporpamma ogo6pena Ha 20 /20 y4eOHBIN roj
[Tporoko: 3acenanus kadeaps Ne oT roja
3aBeayromuil kadeapoi A.T.H.. mpodeccop /M.IO. Monaxos/

(®UO, noanuck)

Pa6ouas nporpamma ogodpena Ha 20 /20 y4eOHbIN IO/
ITportokou 3acenanus Kadeapbr Ne oT roja
3aBenyromui kapeapoi A.T.H.. mpodeccop /M.IO. Monaxos/

(®UO, noanuck)

Pa6ouas nporpamma ono6pena Ha 20 /20 y4eOHBIN roj
[Iporokoun 3acenanust kadeapnbr Ne oT roja
3aseayromuit kapeapoi A.T.H.. mpodeccop /M.IO. MoHaxos/

(®UO, noanucs)

PaGouas mporpamMma onodpena Ha 20 /20 y4eOHBIN IO
ITpoTtokon 3acenanus kadeapbr Ne oT roaa
3aBenyromui kapeapoit 1.T.H.. mpodeccop /M.IO. Monaxos/

(®PHO, nmoamnuce)
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JUCT PETUCTPAIIMMA UBMEHEHUI
B pabouyt0 MpOrpaMMy IUCIUTUIMHbI
3awuwennvle ungopmayuonnvie cucmemul
00pa3oBaTeIbHON MPOrpaMMbl CIIELIUATBHOCTH

10.05.04 «MadpopMalimOHHO-aHATUTHIECKHE CHCTEMBI O€30TIACHOCTH

Homep BHeceHbI H3MEHEHUS B YaCTH/pa3iesbl Hcnonuurens OcHoBaHue
HA3MEHECHU paboueii mporpaMMel 015(0) (HOMEp U AaTa MPOTOKOJA
3acenanusi Kadenpsi)
1
2
3aBemyronuii kageapoi /M.IO.Monaxos/

Ioonuce DUO




