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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenbi0 OCBOGHUS AUCIUILTUHBI « Y IpaBlieHHe HH(POPMAIIMOHHON 0€301aCHOCTBIOY SBIISIOTCS
obecrieueHre TOATOTOBKH CIEIUATUCTOB B COOTBETCTBUU C TpeboBanusmMu PI'OC BO 3++ u
yuebHoro turaHa mo crenuansHocTH  10.05.04  «MHpOpMAIMOHHO-aHATUTHYECKUE CHCTEMBI
6e3omacHocT». B mpomecce moaroroBku obecreuuBaercss (OPMUPOBAHME Yy  CTYJICHTOB
000011IeHHOTO TIPECTaBICHNU 00 OCHOBHBIX PUHIUIIAX U BO3MOXKHOCTSIX 00ECTICYCHHS yIIPaBICHUS
nH(pOpMaIMOHHOM 0€30MaCHOCTHIO HAa OOBEKTE 3AIIUTHI.

B xone ocBoeHMs IUCUUMIUIMHBI IPOBOAMTCS O3HAKOMIIEHHWE CTYJEHTOB C MEXaHU3MaMu
CO3JIaHUsI CUCTEMBI YIIPaBICHHUs MH(GOPMALIMOHHON 0€30MacHOCThIO, KOHTPOJIA 3a paboTON CpeicTB
yopasinenuss (CYUDB) na mnpennpustun. PaccMaTpuBaeTcs MOHMTOPUHI U OLEHKAa PHUCKOB
ynpaBieHus: HHPOpMaMOHHON 6€3011aCHOCTHIO.

3amadeil TUCIUIUIHHEI « Y TIpaBiieHne NHPOPMAITMOHHON 0€30MIaCHOCTHIOY SBIISIETCS OCBOCHUE
IOPUHIUIOB peaTu3ald U OCHOBHBIX MOJIXOAOB K ONTHMAJIbHOMY YIPABICHUIO DPa3IU4YHBIMU
MeXaHM3MaMH HH(POPMAIIMOHHONW O€30IMacHOCTH B  aBTOMATHU3MPOBAHHBIX HH(POPMALMOHHBIX
cucremax (AMC). B npouecce 0CBOEHUS JUCHMIUIMHBI U3y4YarOTCsl CIIEAYIOIINE BOIPOCH: OCHOBHbBIE
PYKOBOJSAIINE JOKYMEHTHl M TOKa3zaTenu S(P(GEKTUBHOCTH CHCTEMBI 3alluThl HH(GOpPMAINU;
KOMIUIEKCHBIH Toaxox K obecnedenuto Mb; nemu, crparermu M NOJUTHKA HMH(OPMAIMOHHOMN
0€30I1aCHOCTH; OPTaHU3alMOHHBIEC ACTIEKTH HH()OPMAIIMOHHON 0€30MacHOCTH; (DYHKIIMH yIIPaBICHUS
UH(POPMALIMOHHOM 0€30MacHOCThIO; TMPOLECCHBI MOAXOA Ul YHpaBieHHUs HH(OPMAIIMOHHON
0€30MacCHOCThIO; CHCTEMAa OTBETCTBEHHOCTHM B o0jacTu HMH(OPMalMOHHONM 0€30M1acHOCTH;
OLICHMBAaHHE pHUCKa B MH(DOPMAIIMOHHBIX CHCTEMAaxX HAa OCHOBE OOBEKTHBHBIX OLIGHOK JIJIs
MOBBIIIEHUS TOCTOBEPHOCTH TPU pacueTe SKCIEPTHBIX OLEHOK; OObEKTUBHAS CTOMMOCTHAsI OLIEHKa
npejcKa3aHus BeJIMYMHBI yiiepOa oT HapymeHui 6ezonacHocty MP; onenuBanue 3¢dexkruBHOCTH
WHBECTUIUI U ONTHUMAJIbHBIA BBIOOP CPEICTB U KOMIUIEKCHOW CHCTEMBI 3aIIUTHl MH(POPMALUH,
ONTUMAJIbHBIA BBIOOP CPEJICTB KOMIUIEKCHOM CHUCTEMBI 3alIUThl HH(OPMALMKA OT BO3MOXKHBIX YIpo3
UH(POPMALMOHHON 0€30IacHOCTH; KOHILICMIIHMS MPOBEICHUS MEHEKMEHTa PUCKA HA TPEANPHITHH,
IpOorpaMMHBIE CpEJCTBAa JJS IPOBEAEHUS ayAuTa HMHGOPMAlLMOHHON O0e30MacHOCTH; KOHLEMUUs
IIOCTPOEHHUS CUCTEMBbI 0€30IIaCHOCTHU MPEANPUATHS; OCOOCHHOCTH IPUMEHEHHUS CPEICTB 3AIIUTHI IS
oOecrieyeHHss 0€30MAaCHOCTH CUCTEMbI 3JEKTPOHHOIO JIOKyMEHTOOOOpOTa; MpPaBOBbIE OCHOBBI
JESTEIBHOCTH CITyObl 0€30IaCHOCTU MPEAIPUATHS; METOIMKA TPOEKTUPOBAHUS OpraHU3aI[MIOHHOM
CTPYKTYpBI CITy>KObl 0€30MaCHOCTH; OpraHM3alus CIyXObl 3alUThl MH(OpMAIMM; YIpaBIeHHUE
CITy>k0011 0€301acHOCTH MPEINPUATHs, paboTa ¢ KaJpaMu; TPEOOBAHUS K CHEIIHAIMCTAM I10 3alUTe
UH(pOpMalLMK, OpraHu3aiys 00yueHHs! CIIEIMAINCTOB 110 3aIUTe HH(OPMAIIHH.

3amaueil AUCIUIUIMHBI TAKXKe SBIISIETCS OBJIa/ICHHE HaBBIKAMH MPAKTHYECKOW NESTETHHOCTH B
001acTH MOJENUPOBAaHUS M aHalU3a TEXHUYECKUX CPEACTB YIpaBiIeHHUS HH(YOpMAIMOHHON
6e3omacHocThio B AVIC u cimyx60if 0e30macHOCTH Ha MPEANPUSATHH C HCIOJb30BAaHUEM CPENCTB
BBIYUCIUTENILHOW TEXHMKH, YMEHHE UCIOJIb30BaTh COOTBETCTBYIOIIEE CIEHUATN3UPOBAHHOE
pOrpaMMHOE 0OecTieueHue.

2. MECTO JUCIHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuruimHa «OCHOBBI ympaBieHUus: HMH(GOPMAIMOHHOM O0€30MacHOCTbIO» OTHOCUTCS K
JUCIUIUIMHAM BapuUaTUBHOM 4YacTu, (opMHpyeMol ydacTHUKaMHM OOpa30BaTEIbHBIX OTHOLICHHH
brnoka Bl (xox B1.B.03). B yueOHOM mulaHe NpEeAyCMOTPEHBI BUABI Y4EOHOW IEATENBHOCTH,
0o0ecreunBaroIue CHHTE3 TEOPETUUYECKUX JICKIUH, TMPAKTUYCCKUX 3aHATHA W CaMOCTOSTEIhHOMN
paboThl cTyIeHTOB. Kypc TECHO B3aUMOCBS3aH C IPYTUMU JAUCHUILIMHAMY JTaHHOTO IHKIIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUITJINHE
[Tnanupyembie pe3ynbTaThl OOyYEHHs] TO JUCIMIUIMHE, COOTHECEHHBIE C TUIAHHPYEMBIMHU
pesyabTatamu ocBoeHus: OIIOII (koMneTeHIMAMY U UHANKATOPAMH JTOCTUKEHUSI KOMITETEHIIN )
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dopmupyembie
KOMIIETEHIIUNA

(xoq, conmeprxanue
KOMITETEHITUH )

[Tmannpyemsbie pe3yabTaThl OOYUEHHS [0 TUCIUILTHHE, B
COOTBETCTBHUH C MHJIUKATOPOM JOCTHKEHHUS KOMIIETCHIIUU

Nupuxarop
JIOCTHKEHUS
KOMITETEHIINY|
(00,
codepaicanue
UHOUKAMOPQ)

PCSYJ'H)TBTLI 06yqu1/I$1 IO JUCHUIIIIMHE

HaumenoBaHue
OILIEHOYHOT'O
cpencTBa

TecToBBIE BOIIPOCHI
I1K-3 Crnocoben
obecreynTh
OpTaHM3aINIO0 PA0OT
IO BBITIOJIHCHHUIO B
WHPOPMATMOHHO-
AHAIUTUYECKOM
crcreMe TpeOOBaHHUH
3aIUTHl HHpOPMAIUN
OTPaHUYEHHOTO
JocTyIa

[K-3.1.1

3HaTh MEXaHU3MbI HH(POPMAIIMOHHON 0€3011aCHOCTH
U TUIOBBIE NTPOLECCH] YIIPABICHUS 3TUMU
MeXaHH3MaMU B HHPOPMaIMOHHOH cuctemMe

[1K-3.1.2

3HaTh UCTOYHUKHU U KJIacCH(UKAINS YyIPo3
nH(OopMaMOHHOI 6e30IIacHOCTH; MOJIENIN
HapymuTessi B MHQOPMallMOHHBIX CHCTEMaX;

I1K-3.1.3

3HaTh NPUHLUIEI (POPMHUPOBAHUS TOJTUTUKU
HHPOPMAINOHHON OE€30MTaCHOCTH B
MH(OPMALMOHHBIX CHCTEMaX

[IK-3.1.4

3HaTh METOJIBI ATTECTAINY YPOBHS 3AIIUIIEHHOCTH
WHPOPMAIMOHHBIX CHCTEM; OCHOBHBIC METOIBI
ynpasieHus. HH)OPMAIIMOHHOH 0€30MacHOCTHIO

IK-3.1.5

3HaTh OCHOBHBIC PUHLUITEI OpPraHU3aHU
TEXHUYECKOTr0, MPOrPAMMHOT0 M HHPOPMAITHOHHOTO
obecrieueH st 3alUIICHHBIX HHOOPMAHOHHBIX
cHCTEM

I1K-3.1.6

3HaTh NPUHLUIBI (yHKIMOHHUPOBAHUS
aBTOMAaTU3UPOBAHHBIX CUCTEM MOAJECPIKKH
JIOKYMEHT0000poTa U MX 0€30MacCHOCTH

IK-3.1.7

3HAaTh OCHOBHBIC CPECTBA U CIIOCOOBI 00eCICUCHHMS
HH(OPMAHOHHOM 0€30MaCHOCTH, MPUHIIUAIIBI
MOCTPOEHHSI CHCTEM 3alUThl HHHOPMALIH

IK-3.2.1

YMeTh KiaccupUIMPOBaTh 3aIUIAEMYIO
WHPOPMALINIO TI0 BUIAM TallHBI ¥ CTETICHSIM
KOH(HICHIIHATHHOCTH

[K-3.2.2

YMeTh CTPOUTH CHCTEMBI 00ECTICUEHUS
nH(pOpMaMOHHOI 6€30IIaCHOCTH B Pa3INYHbBIX
YCIOBUSIX (pyHKIMOHUPOBAHHS 3aIUIAEMBIX
MH(OpPMAMOHHBIX CHCTEM

[1K-3.2.3

Ywmers KnaccupumnupoBats 1 OIICHUBATh YTPO3HI
HHPOPMALMOHHONW 6€30ITaCHOCTH ATl 00BEKTa
nHPOPMATH3AIIH

[K-3.2.4

YMers pa3zpabaTbiBaTh MOJIENHN YIPO3 U
HapyumTeneid HHPOPMaIOHHOW 0€3011acCHOCTH
HHPOPMALMOHHBIX CUCTEM

IK-3.2.5

‘YMeTh pa3padaThiBaTh YaCTHBIE TIOJIUTHKH
nHPOPMALMOHHON 6€30IacHOCTH HH(OPMAIOHHBIX
cHCTEM; KOHTPOJIUPOBATh 3G (HEKTHUBHOCTD
MNPUHATBIX MEp 10 Pealn3aliy YacTHBIX HOJIUTHK
HHPOPMAIMOHHON 6€30MacHOCTH HH(POPMAIOHHBIX
cHcTeM

[1K-3.2.6

YMeTh olleHNBaTh HHPOPMAIIMOHHBIC PHCKH B
MH(OPMALMOHHBIX cUCTEMaXx; pa3pabaThIBaTh
MPEJIOKEHHS] IO COBEPIIEHCTBOBAHUIO CUCTEMBI
yIpaBJieHus] THPOPMAIIMOHHON 6e30MacHOCTHIO
MHPOPMALMOHHBIX CHCTEM

IK-3.2.7

YMeTh cOCTaBIsITh aHAJIUTHYECKHE 0030PbI 10
BOTpocaM obecriedeHust HHHOPMAIIMOHHOM
6e301macHOCTH HH(POPMAIIMOHHBIX CHCTEM;
000CHOBBIBATH IIPUHIIUIIBI OpTraHu3alun
TEXHUYCCKOTO, IPOTPAMMHOT0 1 I/IH(bOpMaI_H/IOHHOFO
obecrieueHust

KP
TecToBble BOIPOCHI




4

I1K-3.3.1

Biagers HaBbIKaM# (QOPMUPOBAHHS KOMILICKCA MEP
(TIPUHIIKIIOB, TIPABHIL, TIPOLIEAYP, IPAKTHUECKUX
MIPUEMOB, METOJIOB, CPEACTB) A 3amuThl B MAC
HH(POPMALIMU OTPAHMYCHHOTO JOCTyIIa

I1K-3.3.2

Brnanets HaBBIKaMU yNIPaBICHUS MPOLECCOM
pa3paboTKu MOZETEeH yrpo3 U MoAeIeld HapyITHTEIS
6€301MacHOCTH KOMITBIOTEPHBIX CHCTEM

I1K-3.3.3

BnaneTts HaBbIKaMU OpraHuzanuu rnpouecca
pa3pa60TI<I/1 YaCTHBIX MOJIUTHK 0€30I1aCHOCTH
KOMIBIOTCPHBIX CUCTEM, B TOM YHCJIC IMOJIUTUK
yapaBJ€HUA OOCTYIIOM U I/IH(l)OpMaHI/IOHHI)IMI/I
IIOTOKaMH

[1K-3.3.4

Branets MeTonamu ynpasieHust ”HGOpMaMOHHON
0e301acHOCTHI0 MH()OPMALMOHHBIX CUCTEM;
METO/IaMH OIEHKU HH(OPMAIIOHHBIX PHCKOB

I1K-3.3.5

Biagers MeToIaMu OpraHU3aly ¥ YIIPaBICHUS
JIESTeTTFHOCTRIO CITYK0 3amnTH HHPOpPMAINH Ha
HpeIIPHATHH

I1K-3.3.6

Bragers HaBBIKaMU yTIpaBIeHUS HHPOPMATHOHHON
0€30I1acCHOCTHIO IPOCTHIX OOBEKTOB

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoemkocTs qucturinHb coctapiser 10 3aueTHbix enuHuibl, 360 yacoB

Temarnueckunii mian
¢opma o0yueHusi — ouHas

/1

HanMmenoBaune teM n/uim
pasiesioB/TeM AUCIUITHHEI

Cemectp

Henens cemectpa

KonTakTHas padoTa
00yJaronuxcs
C MMeIarOrHYECKUM
pabOTHUKOM

Jlexun
JlaboparopHbie pabOTHI
6 hopme npaxmuueckotul

n0020MoeKuU

CaMocTosTenpHas

pabota

Dopmsbl
TEKYIIETO
KOHTPOJISI

yCIIeBa€MOCTH,
dhopma
MIPOMEKYTOYHOMI
aTTecTalnuu
(no cemecmpam)

Pazpea 1. ITapagurma cucreMbl
yIpaBlieHus HHPOPMaIMOHHOM
0€30I1aCHOCTEIO.

™1 TIpakTudeckue 3aHATUS

Paznean 2. IIporeccHplil TOAX0I B
yHpaBiIeHUH HHPOPMAITHOHHOM
0€30I1aCHOCTBIO.

Paznen 4. OuenuBanue prucka B
MH()OPMAIMOHHBIX CUCTEMaX Ha
OCHOBE OOBEKTUBHBIX OLIEHOK ISl
TTOBBIIICHUA JOCTOBEPHOCTH IIPU
pacdere HKCIIEPTHBIX OIIEHOK.

Paspes 4. Anroputm™m pacuera
00BEKTUBHON BEPOSATHOCTH
peanuzanuii HeOIarompUATHBIX
COOBITHI B KOMITBIOTEPHON
cucTeMe




Pa3znen 5. OO0nexTuBHAS
CTOMMOCTHASI OIICHKA
MpeCKa3aHus BEIMYMHBI yIepoa
0T HapymeHn# 6e3onacHocty MP.

Paznen 6. Anroput™m Quibtpa
Kanmana. Ciy4aii B3auMHo-
KOPPEIUPOBAHHBIX [IIyMOB
JUHAMHUKHU U U3MEPUTES

PelTuHr-KOHTpOIBL
Nel

Pa3nen 7. OnenuBanue
3(h(HEeKTUBHOCTH WHBECTUIIUN U
ONTHUMAJIBHBIN BEIOOP CPEACTB IS
KOMILIEKCHOM CHCTEMEI 3aI[UTEI
nHpOpPMALIUH.

Pa3znen 8. OnTuMansHEIN BEIOOD
CPEICTB KOMIIJIEKCHON CHCTEMBI
3alIUTH THPOPMAIIUH OT
BO3MOXHBIX yrpos Ub.

Paznen 9. OntumanbsHbIA BEIOOD
CPEACTB KOMIUIEKCHOW CHCTEMBbI
3alIATH THPOPMAIUH OT
BO3MOXKHBIX yrpo3 Ub. MeTtonuka
peleHus 3a0a4n.

10

Pasnen 10. Merononorus
MEHEDKMEHTa pUCKa.

11

Pazngen 11. Konnennusa
MIPOBEICHIS] MEHEPKMEHTA PUCKA
Ha OPEAIPHUITHH.

12

Paznen 12. Metonuka
MPOBEACHUS ayaAnTa
nH(OPMAITMOHHOM 0€30TTaCHOCTH
Ha NPEANPUATUH.

PelTuHr-KOHTPOIBL
Ne2

13

Pasznen 13. Opranuzamus u
npoBeieHust pabot o ayaury Ub
Ha IPEANpPUATHH.

14

Pa3nmen 14. BeipaGoTka
pEKOMEH AU U TOATOTOBKA
OTYETHBIX JJOKYMEHTOB ayIuTa
Wb Ha npeanpusiTuu.

15

Paznen 15. [Iporpammusie
CpeICTBa JUIS IPOBE/ICHHS ayIuTa
rH(GOPMAIMOHHOM 0€30MaCHOCTH

16

Paznen 16. [Iporpammusie
CpeZACTBa JUIs IPOBEICHHS aynTa
nH(OPMAITMOHHON 0€301TaCHOCTH.
Cucrema CRAMM.

17

Paznen 17. [Iporpammusie
CpeAcTBa JUIs MPOBEICHUS ayuTa
nHPOPMALMOHHON 0€30MaCHOCTH.
Cucrema KOHZIOP.

18

Paznen 18. [Iporpammasie
CpeAcTBa JUIs MPOBEICHUS ayauTa
nHPOPMALMOHHON 0€30MaCHOCTH.
Hcnonbs3oBaHue CETEBBIX
CKaHEpOB.

PeliTuHr-KOHTpOIBL
Ne3

Bcero 3a 9 cemectp:

144

36

36

36

Ik3ameH 36




19

Paszpen 1. Konuenmus
MTOCTPOCHUS CUCTEMBI
0€30IaCHOCTH TTPEATPHUSITHS.

20

Paznen 2. KonnenryanbHble
MOJICTTH KOMIIOHEHTOB CUCTEMbI
0€30aCHOCTH MPEIIPHUSITHS.

21

Pa3pen 3. OcobenHocTu
MIPUMEHEHHUS CPEACTB 3alUThI JJIs
obecrieueHns 6€30MacHOCTH
CHCTEMBI 3JICKTPOHHOTO
nmokymMeHToobopota (CO/1).

22

Pa3nen 4. Koarpoib
1IeJ0CTHOCTH 00beKkTOB COJI.

23

Pa3pen 5. 3amura JaHHBIX B
00JTaYHBIX CHCTEMax PabOTHI C
ANIEKTPOHHBIMH JJOKYMCHTaMHU
CO/I.

24

Paspeu 6. IIpaBoBbIE OCHOBBI
NESITENbHOCTH CITYKOBI
0e3011acHOCTH MPEIPUSITHS.

Peittunr-koHTpOIH

Nel

25

Pa3pnen 7. OpranuszaimoHHoe
MPOCKTHUPOBAHUE JACATEILHOCTH
ciryk0bI Oe30macHOCTH
NPEANPUATHSL.

26

Paspea 8. Meronuka
MIPOEKTHPOBAHUS
OpPraHU3aLMOHHON CTPYKTYpPbI
CHCTEMBI YIIPABJICHHUSL.

27

Paznen 9. CtpykTypa 1 GyHKIIHH
ciryk0bI Oe30macHOCTH
OPEINPHUSITHS.

28

Paznen 10. [TocTtpoenue
CTPYKTYPHOU CXEMBI YIIpaBICHUS
ciry k0011 6e30macHOCTH
MPEIIPHUSITHS.

10

29

Paznen 11. [loapasnenenus
ciryk0bI Oe301macHOCTH
PEINPHUSITHS.

11

30

Pazpmen 12. Opranusaius ciayx 05l
3aIIUThl HHPOPMALIUH.

12

PelTuHr-KOHTPOIBL
Ne2

31

Pa3zpen 13. OpranuzaioHHo-
TexHuueckue meponpusitusi C3U.

13

32

Paznen 14. PykoBoaurens
CITyKOBI 3aIUTHI HUHPOPMAIIHH,
ero npasa U 00s3aHHOCTH.

14

33

Paznen 15. Yopaenenue ciyx00ii
6€301acHOCTH TPEAIPUATHS
(CBID).

15

34

Pa3pgen 16. O0ecrieuenue
JEeSTETLHOCTH CITYKOBI
0€30I1aCHOCTH.

16

35

Pasnen 17. [lon6op, paccTaHoBKa
1 o0ydeHHe COTPYTHUKOB
CITy>KOBI 3aIUTHl UHPOPMALIUH.

17




36 | Pazmen 18. TpeGoBanus k A | 18 2 2 6 PefTHHT-KOHTPOIIb
CTCIHATUCTAM T10 3aIUTES Ne3
nHpOpMaIuu.

Bcero 3a cemectp «A»: 216 36 36 108 9x3amen 36
Hannuwne B mucuummne KIT/KP JA
Hroro no mucuuruimHe 360 72 72 144 Ox3amen 36
Jx3ameH 36
KypcosBas
padora

Coaeprxanue JeKINOHHBIX 3aHATHH 110 JMCHUIINHE
Cemectp 9
Pazgen 1. [Ilapagurma cuctembl ynpasieHHs HH(GOpPMAIMOHHOM Oe3omacHOCThIO. Pornb
nH(popMmanmoHHoM O0e3o0macHoCTH, Kak nporecca. [lukn [lyxapra—/lemunra.
Pazgen 2. [IlpomeccHelii mOIXOA B  YHOpPaBICHWHM HWHPOPMALMOHHOM  OE30MAaCHOCTHIO.
JIOKyMEHTUPOBAaHHOCTb CHUCTEMBI yIPaBJICHUS MH(POPMALIMOHHOM 0€3011aCHOCTBIO.
OpraHu3anvoOHHO-TEXHUYECKHEe  TpeOOBaHMA  CHCTEMBl  yNpaBICHUS  HMH(OPMAIIMOHHOMN
0€30MacHOCTHIO.
Pa3nen 4. OnenuBanue pucka B MHGOPMAIMOHHBIX CHCTEMAaX HA OCHOBE OOBEKTUBHBIX OLIEHOK IS
MOBBILICHUS IOCTOBEPHOCTH IIPU PACUYETE IKCIIEPTHBIX OLEHOK.
Pa3nen 4. Anroputm pacuera 00bEKTUBHOM BEPOSITHOCTH peain3aluil HeOIaronpusTHEIX COOBITUH B
KOMIIBIOTEPHON CUCTEME
Pa3znesn 5. OObekTUBHAs CTOMMOCTHAs OIIEHKA Ipe/CKa3aHUs BEIUYMHBI yiiepOa OT HapylleHui
6e3omacuoctu UP. I'pynmbl koHTpomnel 6e30macHocTr
Pa3gen 6. Anroput™m ¢unbsrpa Kanmmana. Cinydail B3aMMHO-KOPPETHUPOBAHHBIX IIYMOB JTWHAMHUKH U
WU3MEpUTEIIS
Paznen 7. OnenuBanue 3(QQPEKTUBHOCTH HHBECTUIUNA W ONTHMAJIBHBIA BBIOOD CPEACTB IS
KOMIUICKCHOH CHCTEMBl 3allUThl HMHQOpPMaluU. AHaIM3 3aILUIIEHHOCTH HH()OPMAIMOHHBIX
peCypcoB NPEAIPUATHS.
Pazgen 8. OnTtumanbHbIl BBIOOp CpEICTB KOMIUIEKCHOM CHCTEMBbI 3alllUThl MHGOpPMALUU OT
BO3MOXKHBIX yTpo3 HHPOpMaloHHOM 0e3onacHocTH. [locTaHoBKa 3a1a4u.
Pazgen 9. OnTtumanbHbIl BBIOOp CpEICTB KOMIUIEKCHOM CHCTEMBbI 3alllUThl MHGOpPMAlUU OT
BO3MOXKHBIX YTPO3 HHPOPMAIIMOHHOM O0e30nmacHOCTH. MeToiuKa penieHns 3a/1auH.
Pa3zpean 10. Merononorus MeHemxMeHTa pucka. (OCHOBHbBIE NOHSTHS YIPaBICHHS PUCKOM Ha
npennpusTiy. [IpuHINIIBI yIpaBIeHus: pUCKOM Ha MPEIIpUSTHH.
Pazpesn 11. Konuenuus mnpoBeneHuss MEHEKMEHTa pucKa Ha mnpeanpuaruu. [Ipouecc puck-
MEHE/IP)KMEHTA Ha MPEANPUSATHH.
Pazgen 12. Metoauka npoBeieHUs ayiuTa HHPOPMALMOHHOM 06e30macHOCTH Ha Mpeanpusatuu. Tpu
noaxoaa k mposenenuto aynuta Ub. 3amaunm u comepskanue paboT mpu npoBeneHuu aynuta UB.
IToaroroska npeanpusaTuil k nposeneHuro ayaura Ub. Ilnanuposanue npouenypst ayaura Ub.
Pa3znen 13. Opranuzauusa u npoefeHus pador no ayaury Wb Ha mpenmpustun. Anroputm
NpoBeeHUsT ayauTa Oe30macHOCTH mnpeanpusatusa. IlepeyeHb W cuUcTeMaTu3alusl JaHHBIX,
HeoOXOUMBIX s ipoBeaeHus ayauta b Ha npennpusrun.
Pa3zgen 14. BripaboTka pexoMeHIanMid M IOATOTOBKA OTYETHHIX JOKyMeHTOB aynuta Wb Ha
npeanpusITHi. DKOHOMHUYEcKas olleHKa obecrnieuenus Vb npennpustus.
Pazgen 15. I[lporpammuble cpeiacTBa Ui MPOBEJACHHUSA ayauTa WHGOPMAIMOHHON Oe30macHOCTH
CpaBHUTENBHBIN aHATTU3 BUJOB UCIIOJIb3YEMbIX TPOrPaMMHBIX TPOAYKTOB.
Pazgen 16. IIporpammubie cpelncTBa Ui NMPOBEACHHS ayJuTa HMH(POPMAIMOHHOW 0€30MacHOCTH.
Cucrema CRAMM.
Pazgen 17. Ilporpammubie cpencTBa Ui NMPOBENEHHs ayauTa WH(POPMALMOHHOM OE30MacCHOCTH.
Cuctema KOH/IOP.
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Pazgen 18. Ilporpammubie cpencTBa Ui MPOBEACHHS ayJuTa HH(POPMAIMOHHOW 0e30macHOCTH.
Hcnonp30BaHuE CETEBBIX CKAHEPOB.

Cemectp «A»

Pazgen 1. KoHuenus mOCTPOCHUSI CUCTEMBI 0€30MacCHOCTH MPEANPHUATHS. 3aluTa HHPOPMaLUU B
cucreMe 0e30MacCHOCTHU MPEANPUSTHUS.

Pazgen 2. KonuenTyanbHble MOJIETH KOMIIOHEHTOB CHUCTEMbI O€30MaCHOCTH TMPEANIPHSTHS.
[TprHIUIBI TOCTPOEHUS CUCTEMBI 0€30IaCHOCTU MPEATPHUATHS.

Pa3nen 3. OcOOCHHOCTH MPUMEHEHHS CPEICTB 3alIUTHI JJIsi 0OecriedeHus] OE30MaCHOCTH CHUCTEMBI
3JIEKTPOHHOrO0 TokyMeHTooOopoTa (CO/I). CpeacrBa 3amuThl HHPOpMALUU. YIIpaBlIeHHE TOCTYIIOM
B 3amuiieHnon COJI.

Paznen 4. Konrpons nemoctHoctr 00bekToB COJI. Kpunrorpadguyeckue cpencrBa W METOIBI
3amMThl MHQOpPMAMK M TMEpCcOHANbHBIX JaHHBIX B COJI. MexcereBoe 5SKpaHHUPOBaHHE U
aHTUBMpYCHas 3aluTa i odecrnieueHus o6e3onacHoctr CO/I.

Pa3nen 5. 3amuTa MaHHBIX B 00JAYHBIX CHCTEMax pabOThI C ANEKTPOHHBIMU JokymMeHTamu CDO]I.
be3onacHOCTh MOOWJIBHBIX YCTPOWMCTB, NpuMeHseMmblx B CDJI. 3ammura NaHHBIX Ha CETEBOM H
TPaHCIIOPTHOM YPOBHE.

Pazgen 6. IlpaBoBble OCHOBBI  JEATEIBHOCTH  CIYKObl ~ 0€30MAaCHOCTH  HPEANPHATHS.
Opraau3anuoHHO-(QYHKIIMOHAIBHBIE JTOKYMEHTBHl CHCTEMBbI O€30IacHOCTH Mpeanpuatus. Bumbl
HOPMATUBHBIX JIOKYMEHTOB. JIMIIEH3UpOBaHME BUAOB JIEATEIBHOCTH CIYXKObl 0€30MacHOCTH
npeanpusTus. PekomMeHmanmmu 1o pa3pabOTKe YCTaBHBIX JOKYMEHTOB CIyXObl 0e€30macHOCTH
HOPEIIPUATHSL.

Pazaen 7. Opranu3anoHHOE MPOSKTUPOBAHKE NESTEIHLHOCTH CITY>KOBI O€30MACHOCTH MPEATIPHSTHSI.
OCHOBBI OPraHM3allMOHHOIO INPOCKTUPOBAHUSA CUCTEM YINpaBiIeHUsA. MeToauka NpOEeKTUPOBaHUS
(YHKIIMOHAJIBHOTO CO/IEP KAHUS YIIPABIEHYECKON e TENbHOCTH.

Pazgen 8. Meroauka NPOEKTUPOBaHUSA OPraHU3ALMOHHOW CTPYKTYPbl CHCTEMBbI YIpaBJICHUS.
Metoauka opopMIIEHHS] OCHOBHBIX JOKYMEHTOB OPTaHU3AI[MOHHOTO TIPOEKTA CHCTEMBI YIIPABIICHHSL.
Pazgen 9. Crpykrypa u ¢yHkuum ciyx0bl Oe3onmacHoctu npeanpustus. CocraB  ciryKObl
6e3omacHocTH npeanpusaTHs. OCHOBHBIE ()YHKIIUHU CITY>KOBI 0€30ITaCHOCTH TPEATIPHSITHS.

Pazgen 10. [ToctpoeHne CTpyKTYpHOI cXxeMbl yIpaBiIeHUs CITyK00i 0€30acCHOCTH MPeATPHUATHS.
Paznen 11. Ilompaznenenus ciayxObl Oe3omacHoctu mnpennpustus. [loapasnenenus pexuMa u
oxpanbl. IlogpasneneHne WHPOPMALMOHHO-AHATUTUYECKON NEATEIBHOCTH. PeXMMHO-CEKpeTHOe
nonpaszenenue. [logpasnenenre nHKEHEPHO-TEXHUUECKON 3alUThI.

Pazgen 12. Opranuzanus ciryx0s! 3amutsl nHGopmanuu. Coznanue C3U. Ctpykrypa C3U.

Pa3nea 13. OpranuzannonHo-texuuyeckue meponpustus C3U.

Pazgen 14. PykoBoauTenb ciy>kObl 3aliuThl MH(OpPMAIMK, €ro mpaBa M 00s3aHHOCTH. MeToJuka
pa3paboTKU JOHKHOCTHBIX MHCTPYKIMM JUIsl CIIEHUAIMCTOB 110 3alUTe UH(POpMaLUH.

Pazgen 15. Ynpasnenue ciyx0oii 6e3onacHoctu npeanpustust (CBIT). Meroas! ynpasnenus CBII.
®yuknuu npouecco yrpasnenus CIIb. [Ipunnune! ynpasnenus: CBII.

Pazgen 16. OGecrieueHue AeATENBHOCTH CIY>KObI 0€30MacHOCTU. YIIpaBiieHHE O0e30MacHOCThIO
HOPEINPUATHS B KPUSHUCHBIX CUTYalIHSIX.

Pazgen 17. IlonGop, paccraHOBKa M 00y4YE€HUE COTPYIHUKOB CITY>KOBI 3alIUThl HH(popMau. Poib
NepcoHasla B cucTeMe 3auuThl nHpopmanuu. Ponb mepcoHana B cucTeMe 3aluThl MH(OpMALUU.
Ha6op u ot60p nepconana B CBIL

Pa3znen 18. TpeGoBanusa k cnenuanuctam mno 3amure uHpopmanuu. OpraHuzanus o0O0y4YeHHS
CHELMAINCTOB MO 3ammre HHpopMmauuu. TpeGoBaHMS K HAYaJIBHUKY CIYXObl 0€301MacHOCTH
npennpustus. HoBble moaxoAsl K KagpoBOMy 00ecledeHHI0 CiIyXObl HH(GOpMalHOHHON
0€30I1aCHOCTH MPEIIPUATHSL.
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Conep:xaHue NPaKTHYECKUX 3aAHATHIA M0 JUCHUIIUHE

TeMbl npakTHYeCKHX 3aHATHII 9 cemecTp

IIpakTuyeckoe 3anaTue Nel. VM3ydenne mapamMmeTpoB HHOOPMAITMOHHBIX CUCTEM U TIOKa3aTesen
Ka4yecTBa CHCTEM 3aIUThl HH(POPMAIIUH MPEeIIPUATHS. 3HAKOMCTBO C BO3MOKHOCTSIMHU
nporpamMmmMHoOTro KoMriekca Microsoft Security Assessment Tool (MSAT).

IIpakTyeckoe 3ansaTue Ne2. Opranuzanus u nposenenue 3xcneptussl AUC npennpusitust.
MeTobl SKCIIEPTHBIX OLEHOK.

IIpakTyeckoe 3ansaTue Ne3. Opranuzanus u nposenenue 3xcneptussl AUC npennpusitust.
HeueTtkne MHOXecTBa 1 HeueTkue yucia. Heuerkue mepsl.

IIpakTyeckoe 3ansaTue Ned. AyuT crerneHu cooTBeTcTBUs napameTpoB C3U TpeboBanusaM
CTaHJapTOB 0€30IaCHOCTH.

IIpakTuyeckoe 3ansaTue Ne5. Meroauka onenku nokazaresneit kauectsa C3U npeanpusitus.
IIpakTuyeckoe 3ansaTue Ne6. Meroauka orneHkn yrpos 6ezonacunoctu uapopmaruu PCTOK
Poccun.

IIpakTudeckoe 3anaTue Ne7. baza nannbeix yrpos 6ezonacuoctu uadpopmaruun @CTIOK Poccun.
IpakTnyeckoe 3ansTue Ne§. Pacuer mokaszarenell kKauecTBa CUCTEMBI 3aIIUTHI HHPOPMALIUU HA
puMepe KoMmmepueckoro npeanpusatusd. Yacrts 1.

IpakTnyeckoe 3ansaTue Ne9. Pacuer mokaszarenell KauecTBa CUCTEMBI 3aIIUTHI UHPOPMALIUU HA
IpUMepe KOMMEPUYECKOro npeanpusatus. Yacts 2.

TeMbl NPAKTUHYECKUX 3AHIATHI ceMeCTp «A»

IpakTnyeckoe 3ansaTue Nel. PazpaboTka mososxeHust o ciayx0e 6e30MacHOCTH MPEAIPUSTHS
(YcraB ciyx0b1 0€3011acHOCTH).

IIpakTnyeckoe 3ansaTue Ne2. Pazpabotka nmomoxxkenus «O 3amuTe nHPOPMALUN OTPaHUUYEHHOTO
JIOCTyTIa OT €€ YTEUKH 10 TEXHUYECKUM KaHallaM».

IpakTnyeckoe 3ansaTue Ne3. PazpaboTka nmonoxxenus «O moapa3aeIeHny HHKEHEPHO-
TEXHUYECKOH 3aIuThl HHPOPMALIUN».

IIpakTnyeckoe 3ansTue Ned. PazpaboTka nmonosxxenus «O moapa3aeeHny OXpaHbl U PEKAMAY.
IIpakTnyeckoe 3ansaTue NeS. PazpaboTka nnctpykimu «O0 oCyecTBICHUN KOHTPOIbHO-
IPOIYCKHOTO ¥ 00BEKTOBOTO PEXKUMA HA OOBEKTEN.

IIpakTnueckoe 3ansiTue Ne6. PazpaboTka nosnoxxeHus: «O MOCTOSHHO AEHCTBYIOLIEH SKCIEPTHON
KOMHCCHH T10 3alIUTe KOHPUACHIINAIBHONU HHPOpMAITUNY.

IIpakTnyeckoe 3ansiTue Ne7. PazpaboTka HHCTPYKIMHU (TIOJI0KEHUS, PYKOBOJICTBA) O 3aIIUTE
nMH(pOpMally OTPAHUYEHHOTO JJOCTyNa Ha O0OBEKTE.

IIpakTnyeckoe 3ansiTue Ne§. PazpaboTka MHCTPYKIMH (TIOJ0KEHUS, pyKOBOJICTBA) IO 3aIUTE
MH(pOpMalLlK OTPAHUYEHHOIO JJOCTYTa MPH €€ 00paboTKe C MOMOILBIO CPEACTB BHIYUCIUTENBHOMN
TEXHUKU Ha OOBEKTE.

IpakTnyeckoe 3ansaTue Ne9. PazpaboTka 1MoyIo>KeHHs O BBEICHUH PEKUMa KOMMEPUYECKOH TalfHBI
Ha NPEANPUATHH.

5. OHEHOYHBIE CPEJACTBA JJIsl TEKYHIEI'O KOHTPOJISI YCIIEBAEMOCTAN,
MPOMEXYTOYHOM ATTECTAIIMHA MO UTOI'AM OCBOEHUSA JJUCHUTJIAHBI
U YYEBHO-METOJNWYECKOE OBECIIEYEHUE CAMOCTOSTEJIbHOM PABOTHI
CTYIAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIEBAEMOCTH
Cemectp 9
Ilepeyens BOPOCOB K peiTHHI-KOHTPOII0 Nel
- Ilapaaurma cucteMsl ynpaBieHus: HHQOPMaIMOHHON 6€30aCHOCTHIO.
- Ponp nundopmarnmonnoii 6e3omnacHocty, kak nporecca. [lukn [lyxapra—/emunra.
- IlpoueccHblif MOAXO0 B YIIPaBICHUH HHPOPMALIMOHHOMN 6€301MacHOCTBIO.
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- JIOKyMEHTHUPOBAaHHOCTb CUCTEMBI yIpaBiIeHUsI HH)OPMAIIMOHHON 0€30I1aCHOCTHIO.

- OpraHu3alMOHHO-TEXHUYECKHE TPEOOBaHMsI CUCTEMBI yIIPaBIE€HUS MH()OPMATMOHHON
0€30MaCHOCTHIO.

- OrneHuBaHue pucka B HHGOPMALIMOHHBIX CUCTEMaX Ha OCHOBE OObEKTUBHBIX OLEHOK IS
MOBBIIICHUA JOCTOBCPHOCTHU IIPU PACUCTC SKCIICPTHLIX OLICHOK.

- Auroput™ pacdera 0ObEKTUBHOW BEPOSATHOCTH peaan3alii HeOIaronpusITHEIX COOBITHI B
KOMIIBIOTEPHOU CHCTEME

- OOBeKTUBHAsI CTOMMOCTHAs OLICHKA IIPEJICKAa3aHusl BEJIMUMHBI ylepOa OT HapyIleHH
oe3omacuoctu UP. I'pynmbel koHTpoOIel 6e30macHocTr

- Hcnonb3oBanue anroput™a ¢puinbTpa Kaamana ams OleHKH BETHYMHBI yiepOa OT HapyIIeHHi
6e3onacoctu P. Ciydail B3aMMHO-KOPPEIMPOBAHHBIX IIYMOB TUHAMUKH U U3MEPUTEIS

- OnenuBanue 3()(HheKTUBHOCTH MHBECTHIIMK ¥ ONTUMAJIBHBIN BEIOOp CPEACTB AJIsi KOMILIEKCHON
CHCTEMBI 3allUThl HH(OPMALIUH.

- AHanu3 3aiMIeHHOCTH UHPOPMAITMOHHBIX PECYPCOB MPEATPUATHS.

- OnTuManbHbIA BBIOOP CPEACTB KOMIUIEKCHOM CHCTEMBbl 3alUThl MH(POPMALUU OT BO3MOXKHBIX
yrpo3 nHpopMannoHHo# 6e3omacHocTH. [TocTraHOBKA 3a7aun.

Ilepeuennb BONPoOCOB K peHTHHI-KOHTPOJIIO Ne2
- OnenuBanue 3((HheKTUBHOCTH MHBECTHIIMK M ONMTUMANIBHBIA BEIOOp CPEICTB ISl KOMILJIEKCHOM
CHCTEMBI 3allUThl HH(OPMALIUH.
- AHanmu3 3aUIIeHHOCTH HH(POPMAITMOHHBIX PECYPCOB MPEATIPHSTHS.
- OntuManbHbIi BEIOOp CPeACTB KOMIJIEKCHON CHUCTEMBI 3aIUThl HHPOPMALIUU OT BO3MOXKHBIX
yrpo3 nHpopManrnoHHoi# 6e3omacHocTH. [TocTraHOBKA 3a7a4n.
- OntuMmanbHbIi BEIOOp CPEICTB KOMITJIEKCHOM CUCTEMBbI 3aIUThl MHPOPMALIMU OT BO3ZMOKHBIX
yrpo3 nHPOPMAMOHHOH Ge30macHoCTH. MeToANKa PeleHHs 3aJa4u.
- Merononorus MeHemKMeHTa pucka. OCHOBHBIE IIOHATHUS YIIPABICHNS PUCKOM Ha NPEANPUATHH.
[TpyHLMIIBI YIIpaBJI€HUSI PUCKOM Ha HPEIIPUSTUN.
- Konnennus npoBeneHns MEHEIKMEHTA pUCKa Ha npeanpusatuu. IIponece puck-MeHeIKMEHTa Ha
IIPEIIPUATHH.
- Meroauka nmpoBeaeHus ayauTa HHGOPMAallMOHHON 6€30MacHOCTH Ha peanpustuu. Tpu noaxona
K nposeaeHuro ayaura Ub.
- 3anmaum u cozaepkaHue padoT npu nposeaeHuu ayauta Mb.
- IloaroroBka npeanpusaTuil K nposeaeHuto ayaura Mb.
- IImanupoBanue npouenypst aynura b Ha npennpustun.
- Opranuzanus 1 nposeaeHus padot no ayaury UMb Ha npeanpustuu.
- Ajxroput™m nmpoBeneHus ayauTa OezonacHocTH npeanpustud. [lepeuens u cucremaTu3anus
JaHHBIX, HEOOXOIMMBIX AJis TpoBeaeHus ayauta b Ha npennpusitun.

Ilepeyennb BOpocoB K peHTHHI-KOHTPOJII0 Ne3
- IloaroroBka npennpusaTuil K nposeaeHuto ayaura Mb.
- IImanupoBanue npouenypst aynura b Ha npennpustun.
- Opranuzanus 1 nposeneHus pador no ayaury UMb Ha npeanpusitun.
- AsropuT™ npoBeneHHs ayauTa 0e30macHoCT npeanpustus. [lepeueHs u cucremarusanus
JAaHHBIX, HEOOXOIMMBIX AJis IpoBeaeHus ayauta b Ha npennpusituu.
- BripaboTka pekoMeHAalMi ¥ MOATOTOBKA OTUETHBIX JOKYMEHTOB aynuTa b Ha npeanpustuu.
OxoHoMHUUYecKas oneHka odecnieuenus b npennpustus.
- IlporpamMMHBbIe cpeAcTBa AJisl MPOBEIEHHS ayiuTa HH(OPMAIIMOHHON 0€301MacHOCTH
CpaBHUTENBHBIN aHATIN3 BUJIOB UCITOJIB3YEMBIX TPOTPAMMHBIX ITPOITYKTOB.

- IlporpaMMHBbIe cpeacTBa AJIs MPOBEICHH ayuTa nH(popMaMOHHOH Oe3omacHocTH. CrcTemMa
CRAMM.
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- IlporpamMMHBIe cpeAcTBa IS MPOBeIEHH ayuTa nH(OopMaIMoHHOH Oe3omacHocTH. CrcremMa
KOHIOP.
- Hcnonb30BaHue ceTeBBIX CKAaHEPOB JUISI TPOBEACHUS ayJUTa HHPOPMALMOHHOM OE30MaCHOCTH.

Cemectp «A»

IlepeyeHb BOPOCOB K PEHTHHI-KOHTPOJIIO Nel
- Konuermnmus noctpoeHus cucteMbl 0€30MacHOCTH MPEANPHUATHS. 3auTa HHOOPMAIH B CUCTEME
0€30MacHOCTH MPEATPUATHSL.
- KoHuentyanbHble MOJI€IM KOMIIOHEHTOB CUCTEMBI O€30I1aCHOCTH MIPEATIPUATHSL.
- IIpuHIMIBI HOCTPOEHUS CUCTEMBI 0€30MTACHOCTH MPETPHUITHSL.
- Oco0eHHOCTH MPUMEHEHHUS CPEJICTB 3aIUTHI Ui 00ecredeHnsi 0€30MaCHOCTH CHCTEMBbI
AJIEKTPOHHOTO JOoKyMeHTooOopoTa (CD/I).
- CpencrtBa 3anuThl HHGOPMAIIUU JJIS YIIPABICHUE JOCTYIIOM B 3amuiieHHoi CO/I.
- Kontpons nenocruoctu 0o6pektoB CI/I.
- Kpunrorpaduueckue cpenctsa 1 METOAbI 3alIUTHI THGOPMAIIUU U IIEPCOHATBHBIX JaHHBIX B
CO /1. MexcereBoe SKpaHUPOBAHKE U aHTUBUPYCHAS 3aIuTa 11 ooecnieuenus: 6ezonacHoctu CI/I.
- 3ammuTa JaHHBIX B 00JaYHBIX CUCTEMAaxX pabOThI C ANEKTPOHHBIMU AokyMeHTamu CO/I.
- be3omacHoCTh MOOMIIBHBIX YCTPOUCTB, MpuMeHsieMbIXx B CO/]. 3amuTa qaHHBIX HA CETEBOM H
TPAHCIIOPTHOM YPOBHE.
- IIpaBoBble OCHOBBI JESATEIBHOCTH CIY>KOBI Oe30MmacHOCTH NpeanpusaTis. OpraHu3aoHHO-
(yHKIIMOHAJIbHBIE JOKYMEHTBI CIIyKObI 0€3011aCHOCTU IPEIIPUSITHUSL.
- Bubl HOpMAaTUBHBIX JOKYMEHTOB CITy>KOBbI 0€30MaCHOCTH MPEANPUSATHUS.
- JIuneH3upoBaHUE BUAOB JAESITEIBHOCTU CIIYKObl 0€30I1aCHOCTH MPEIIPUSITUS.

Ilepeyennb BONPOCOB K peHTHHI-KOHTPOJIIO Ne2
- Pexomenmanuu no pa3paboTKe yCTaBHBIX IOKYMEHTOB CITy:KOBbI 0€30aCHOCTH PEAIPHUSITHS.
- OpraHu3annoHHOE IPOEKTUPOBAHUE AEATEIHOCTHU CITY>KObI 0€30IaCHOCTH MPEANIPUSTHUS.
OCHOBBI OPraHU3aLMOHHOTO POEKTUPOBAHUS CUCTEM YIIPABICHUS.
- Meronuka npoeKTUpOBaHU GYHKLUOHAIBHOIO CO/IEPKaHMsl YIPABICHYECKON 1EATEIIbHOCTH.
- Meroauka NpoeKTUPOBAHUS OPTaHU3ALMOHHON CTPYKTYPhl CUCTEMBI YIIPABICHUSI.
- Meronuka opopmieHHs OCHOBHBIX JOKYMEHTOB OpPraHU3allMOHHOTO MPOEKTa CUCTEMBbI
yIpaBIeHUS.
- Crpykrypa u pyHKuHU cinyxk0b1 0e3omacHocTy mpeanpusitus. CoctaB ciryk0bl 0€30MaCHOCTH
npennpusaTis. OCHOBHbIE QYHKIUU CITy>KObl 0€301aCHOCTH MPEAIPUSITHUS.
- ITlocTpoeHue CTpYKTYpHOM CXeMbI yIpaBIeHUs CIy>K00H 0€30MacHOCTH MPEANPUSITHUS.
- OcHoBHBIE NOApa3eneH sl CIyKO0bl 0€30M1aCHOCTH MPeTPUATHS.
- @OYyHKIUH NOAPA3/IEICHHs PeKUMA U OXPAHBI.
- @yHKUIUM ojipa3AeieHnss THPOPMALMOHHO-aHAIUTHYECKOH JesITeIbHOCTH.
- @YHKIUHU pEeKUMHO-CEKPETHOTO MOPAa3/IeICHUS.
- @yHKIUH NOAPA3JIEICHNS HHKEHEPHO-TEXHUUECKOM 3alIUTHI.

Ilepeyennb BOPOCOB K PEHTHHI-KOHTPOJIIO Ne3
- Opranusanus ciayx0sl 3amuTsl nHpopmarmu. Cosnanue C3U. Ctpykrypa C3U.
- OpranuzanuoHHo-TexHuueckue Meporpusatus C3U.
- PykoBomutens ciayxObl 32U THI HH(OPMAIIMH, €TO MTPaBa U 00SI3aHHOCTH.
- Meroauka pa3paboTKU JOHKHOCTHBIX MHCTPYKIMH JUIsI CIIEUATMCTOB 10 3aluTe UH(POpMaLIUHU.
- Ynpasnenue ciayx6oi 6e3onacnoctu npeanpusatust (ChIT). Metonst ynpasnenust CBIL.
- ®ynkuuu npoueccos ynpasienus CIIb. [Ipuanuns! ynpasienust CBII.
- Oo0ecrnieueHue nesSTEIBHOCTH CITy>KObl 0€30MIaCHOCTH MPEANPUATHS. YTIpaBieHne 6€301aCHOCThIO
OPENPUSATHS B KPU3UCHBIX CUTYalUsX.
- Iloxbop, paccTaHOBKa M 00yYEHHE COTPYIHUKOB CIY>KOBI 3aITUTHI HHPOPMAIIUH.
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- Ponb nepconana B cucreme 3amutsl HHGpopmanuu. Habop u ot6op nepconana B CBIL

- TpeboBaHus K crieUaIuCcTaM 10 3aimuTe nHpopMmanuu. OpraHu3ans o0ydeHHs CIeIHaINCTOB
10 3aIuTe HHPOPMAIUH.

- TpeOGoBaHus K HAYAIBHUKY CITY>KOBI O€30MAaCHOCTH MpeanpusaTHs. HoBbIE OAXO0IBI K KaJIPOBOMY
o0ecrevyeHnto cyKObl HHPOPMAITMOHHON 0€301IaCHOCTH TIPS IITPHUSITHSL.

5.2. IlpoMekyTOUHAS aTTeCTALUS
Cemectp 9
IIpumepHBbIii IepeYeHb BONPOCOB K IK3aMeHY
. Ilapangurma cucreMsl ynpasieHUs: HHQOpPMaMOHHON 6€3011aCHOCTHIO.
. Ponb nndopmanmonnoit 6e3omnacHoctu, kak mnpouecca. [uxn Llyxapra—/lemunra.
. IIpoueccHblil MOAXO0/ B yIIPaBICHUH HHPOPMALMOHHOMN 6€3011aCHOCTBIO.
. JIOKyMEHTHPOBaHHOCTb CHCTEMBI YIIpaBJIeHHs HH(POPMAIIMOHHON 0€301MacHOCTHIO.
. OpraHn3anMOHHO-TEXHUYECKUE  TpeOOBaHUS  CHCTEMbl  yIpaBIE€HUA  HHGOPMALMOHHOM
0€30I1aCHOCTBIO.
6. OueHuBaHue pucKka B HMH(OPMAIMOHHBIX CHCTEMAaxX Ha OCHOBE OOBEKTHBHBIX OLICHOK JUIs
MOBBILICHUS IOCTOBEPHOCTH IPU PacueTe 3KCIEPTHBIX OLIEHOK.
7. Anroput™m pacueta OOBEKTHBHOH BEpOATHOCTH peaju3aluii HeOIaronpusTHBIX COOBITUH B
KOMITBIOTEPHOU CHCTEME
8. OOBbEeKTHBHAsE CTOMMOCTHasi OLIEHKAa IIpeAcKa3aHus BeJIWYMHBI yiuepda OT HapylleHHi
6e3onacuoctu UP. I'pynmbl KoHTpoIiel 6€301acHOCTH
9. Ucnonp3oBanue anropurMa ¢uibTpa KanMmaHa Ui OLIEHKH BEJIMYMHBI yuiepOa OT HapylleHHit
6e3onacHoctu MP. Ciiyuaii B3aMMHO-KOPPEIMPOBAHHBIX ITYMOB IUHAMUKH U U3MEPUTEIIS
10. OnenuBanue 3(pPeKTUBHOCTH MHBECTULUIN U ONTUMAJIbHBIA BBIOOpP CPEACTB Ul KOMIUIEKCHON
CHCTEMBI 3alUTHI HH(OPMAIIHH.
11. Ananu3 3alMIIeHHOCTH MH(MOPMALIMOHHBIX PECYPCOB MPEANPUSITHUS.
12. OnTtumanbHBIA BHIOOpP CPENCTB KOMIUIEKCHOW CHCTEMBI 3aIIMTHI MHPOPMAIIMU OT BO3MOXKHBIX
yrpo3 uHpopmMannoHHoi 6e3onacHocTH. [TocraHOBKA 3a1aun.
13. OnTtumanbHBIA BEIOOpP CPENCTB KOMIUIEKCHOW CHCTEMBI 3aIIMTHI MH(MOPMAIIUM OT BO3MOKHBIX
yrpo3 nHGOpMalMOHHOH Ge30macHoCTH. MeToAMKa peleHHs 3aJauu.
14. Merononorust MeHeKMeHTa prucka. OCHOBHBIE MOHATHUS YIPABIECHUS PUCKOM Ha MPEANPUSTHH.
[TpyHIMIIBI yIIpaBJIEHUsI PUCKOM Ha IPEAIPUATUN.
15. KoHnuenuusi npoBeneHuss MEHEKMEHTa pucka Ha npeanpustuu. [Ipolece puck-mMeHemKMeHTa
Ha NPEANPUATHH.
16. Meronuka mpoBeleHHs ayauTa WHPOPMAIMOHHOW O€30MacHOCTH Ha NPEANpUSTHH. 1pu
oaxo/1a K nposeneHuro ayaura Mb.
17. 3apaum u copepxanue padboT npu nposeaeHun ayaurta Ub.
18. IloaroroBka mpeanpusTHii kK npoBeaeHuto ayaura 1b.
19. IlnmanupoBanue npornenyps! ayaura b Ha nmpeanpusTim.
20. Opranusauus u nposeneHus padot no aynuty Wb Ha npeanpustuu.
21. ANTOpUTM TpOBENEHHUS ayauTa OE30MacHOCTH NpeAnpusTHs. llepedeHb W cHUcTeMaTH3aIUsL
JAHHBIX, HEOOXOMMBIX JJIs MpoBeaeHus ayuTta b Ha npennpustum.
22. BpIpaboTka peKOMEHIANi 1 TIOJrOTOBKA OTYETHBIX JOKYMEHTOB aynuta b Ha mpeanpustuu.
OKoHOMHUYecKas olileHka obecrieuenus: Ub npeanpustus.
23. IlporpammHBIE cpeacTBa Ui TPOBENEHHS ayauTa HWH()OPMAIMOHHOW  O€301TacHOCTH
CpaBHUTENBHBIN aHAIU3 BUJOB UCIIOJIB3YEMBIX IPOIrPAMMHBIX IIPOAYKTOB.
24. TlporpamMMHBIE CpeICTBa ISl MPOBEACHHS ayauTa wH(popMarmonHol Oe3omacHocTh. Cucrema
CRAMM.
25. TIporpammHbIe CpeicTBa AJsi MPOBEACHUS ayauTa HMH(popMarmoHHol Oe3omacHocTu. Cucrema
KOH/JOP.
26. Vcnonbp3oBaHUE CETEBBIX CKAHEPOB JJIS POBEACHUS ayTuTa HH(POPMAIIMOHHOMN 0€3011acHOCTH.

O wN -
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Cemectp «A»

IIpumepHBbIii IepeYeHb BOMPOCOB K IK3aMeHY
1. Konuenuus mocTpoeHusi CUCTEMbI 0€30MaCHOCTH MPEANPHUATHS. 3aluTa HHPOPMAIIUN B CUCTEME
0€30MacHOCTH MPEATPUITHSL.
2. KoHuentyaibHble MOJEIIN KOMIIOHEHTOB CUCTEMbI 0€30M1aCHOCTH MPEIPUATHS.
3. IlpuHIMIIBI HOCTPOEHUS CUCTEMBI 0€30MAaCHOCTU MPEITPUSITHS.
4. OcoOEHHOCTH TIPUMEHEHHUS CpPEICTB 3aIlMTHl Ui oOecreueHuss Oe30MacHOCTH CHCTEMBI
3JIEKTPOHHOTO JIoKyMeHToo0opoTa (CO/I).
5. Cpencrta 3ammThl HHGOPMALIMK IS YIIPABICHHUE JOCTYNIOM B 3amuinenHoi CO/I.
6. Kontpousb nemoctHoctn 00bekTOB CO/I.
7. Kpunrorpagudeckue cpeacTBa MU METOABI 3alIUThl MHGOPMAIMM U TMEPCOHATIBHBIX JAHHBIX B
CO/1. MexcereBoe SKpaHUPOBAHUE U aHTUBUPYCHAS 3aIuTa 11 ooecnedenus 6ezonacHoctr CO/I.
8. 3amuTa 1aHHBIX B 00JIAYHBIX CUCTEMaX PabOTHI C NEKTPOHHBIMH JokyMeHTaMu CO/1.
9. be3onacHOCTh MOOWMJIBHBIX YCTPOMCTB, mpuMeHsembix B COJI. 3ammura JaHHBIX Ha CETEBOM U
TPAHCIIOPTHOM YPOBHE.
10. IIpaBoBBIE OCHOBBI [EATEIBHOCTU CIYKObl Oe3omacHoCTH mnpeAnpuarus. OpraHU3alMOHHO-
(GyHKIMOHATIbHBIE JOKYMEHTBI CIIyKObI 0€3011aCHOCTU IPEAIPUSITHUS.
11. Buabl HOpMATUBHBIX TOKYMEHTOB CIIy>KObI 0€30MaCHOCTH MPEIIPUITHSL.
12. JluneH3upoBaHUE BUOB JESTSIBHOCTH CITY>KOBI OE30ITACHOCTH MPEATPHUSITHS.
13. PexomeHpanuu no pa3paboTKe yCTaBHBIX JOKYMEHTOB CIIyKObl 0€30MaCHOCTH MPEIIPUITHUS.
14. OpraHu3allioHHOE TNPOEKTUPOBAHUE JAEATEIbHOCTU CIIyXObl O€30MaCHOCTH MPEANPUSATHUS.
OCHOBBI OPraHU3aIIIOHHOTO MPOSKTUPOBAHUS CUCTEM yIPABICHUS.
15. Meroanka npoeKTHPOBaHUs (PYHKIIMOHATIBHOTO CO/ICPIKAaHMS YIIPABICHYECKON IEATEIIEHOCTH.
16. Meroarka NpOEKTUPOBAHUS OPTaHU3ALMOHHON CTPYKTYPbl CUCTEMBI YIIPaBICHUSI.
17. Meronuka oOQOpPMIICHHS OCHOBHBIX JIOKYMEHTOB OpPTaHM3AallMOHHOTO TIIPOEKTA CHCTEMBI
yOpaBIeHUS.
18. Crpykrypa u ¢yHKIMU ciyx)O0bl Oe3omacHoCTH npennpuarusi. CocTaB Ciry>kObl 0€30MaCHOCTH
npennpusaTs. OcHOBHbIE QYHKIIUU CITY>KObI 0€30MaCHOCTH MPEAIPUSITHSI.
19. TlocTpoeHue CTPYKTYPHOH CXEMBI YIIPABICHUS CIIYK00i 0€3011aCHOCTH IPEIPUSITHS.
20. OcHOBHBIE MOAPA3ICICHUS CITY>KOBI O€30MACHOCTH MPEATPHUSITHS.
21. ®yHKOWM MOApa3eNICHHs PEKUMA U OXPAHBI.
22. ®yHKUMU noapaszzeneHus nHPOPMaIlMOHHO-aHATUTUIECKOH J1eTeNbHOCTH.
23. OYHKIUU PEeKUMHO-CEKPETHOTO MOIPa3/IeICHHUS.
24. ®OyHKUUU NOApa3eNeHUs HHXEHEPHO-TEXHUYECKOH 3allUThI.
25. Opraam3anus ciryk0s1 3amuTtel nHGopmanuu. Cozganne C3U. Ctpykrypa C3U.
26. OpraHu3aiMoHHO-TexHUYeckue MeporpusaTus C3U.
27. PyxoBoauTens ciryKObI 3alIUTHI HH(OPMAIIHH, €TO TTPaBa U 00SI3aHHOCTH.
28. Mertoauka pa3pabOoTKH JTOJKHOCTHBIX HHCTPYKLUH JUIsl CIIEIMATIMCTOB T10 3aluTe HHPOPMAaIHH.
29. VYmnpasnenue ciyx60# 6ezonacnoctu npeanpustus (CBIT). Meronsr ynpasnenus CBIL.
30. ®ynxkuu npoueccos ynpasienus CIIb. [Ipunnunst ynpasienus CBIL
31. OOecriedeHne  JAEATENBHOCTH  CIYKObI ~ O€30MacCHOCTH  NPEANPHITHA.  YTpaBICHUE
0€30I1aCHOCTbBIO MPENPUATHS B KPUZUCHBIX CUTYaAIUSX.
32. Tlombop, paccTaHOBKA U OOYYECHHE COTPYTHUKOB CITYKOBI 3aIIIUTH HHPOPMAIIHH.
33. Ponb nepconana B cucreme 3amuThl HHPopmanuu. Habop u ot6op nepconana B CBIL
34. TpeOGoBaHUs K CHENMAIMCTaM MO0 3amuTe HHPopManuu. Opranu3anus 00y4IeHHUs CIIEIHATHUCTOB
0 3aIMTe HHPOPMAITUH.
TpeGoBaHus K HaUaIbHUKY CITY>KObI O€30MacHOCTH npeanpusTHs. HoBble moaxoab! K KaJpoBOMY
o0ecrnevyeHnIo cyK0bl HH(POPMAITMOHHON 0€30MaCHOCTH MPEITPHUSITHSL.
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5.3. CamocTosiTe1bHasi padoTa 00y4aroImerocs.
IIpumepHasi TeMa KypcoBoii padoThl (110 BADHAHTAM)
KoMmmiiekcHasi oneHka coctossHusi nHpopmaunoHHoil 0ezonacHoctu AUC npennpustust (mo
BapuanTam). B Tom uncne: popMupoBaHue nepedHs 3amuuaeMon nHGOpMalUy Ha MPeanpUsITHH
(mo BapmaHTam); (GopMHpPOBAHUE MATPHUIILI M MOJEIH JIOCTyNa K YIPaBJICHUIO HH()OPMAIIMOHHON
Oe3omacHocThlo; Kiaccudukamuss AMWC npennpustus; ompeelieHHe Kiacca 3allUIEHHOCTH
WH(OPMAIIMOHHON CHCTEMBI MPEANPUATUS; GOPMUPOBAHNE MOJIEIH HAPYIIUTEIST HHPOPMAITMOHHOM
o6ezonacHoctt B AMC Ha mnpennpusiTUd; COCTaBIECHWE dYacTHOW wmoxaenu yrpo3 mias AMC
npeanpusTis (IO BapuaHTaM) COTJACHO METOJUKE OLEHKH Yrpo3 0e30macHOCTH HH(OpMaIuu
OCTOK Poccun (yrBepxknmena 05.02.2021); dopmupoBanue mnonutukd Wb B opranmsanuu;
MPOBE/ICHUE OIICHKH PHUCKOB HHPOPMALMOHHOM O€30MaCHOCTH MPEIIPUSATHSL.

Cemectp 9

IIpumepHbIe BONPOCHI U 32IaHMS IJIs1 CAMOCTOATEIbHOI PadoThI CTY/IEHTOB

- OcHoBHbIE 00BEKTHI HH(POIOTHUECKOM MoeHn oObekTa Ilepeuens Hanbomee pacpocTpaHeHHBIX
yrpo3. OCHOBHBIE KOMIIOHEHThI MOJIENIN YI'PO3 OpraHU3aluu.

- OCHOBHblE HCTOYHHMKM BO3HHKHOBEHHUS yIpo3. BO03MOXHOCTM KOHKYpPEHTOB, KIHEHTOB,
IIOCETUTENIEH U XaKEpOB B KaYECTBE NMOTEHIIMAIBHBIX 3J0YMBIIUIEHHUKOB. Llenn aqMuHUCTpaTopoB,
IPOTrPaMMHUCTOB, ONIEPATOPOB, PYKOBOAUTEIIEH, TEXHUYECKOTI'O IEPCOHANA, COTPYAHUKOB, YBOJIEHHBIX
¢ paboTHI B KauecTBe MOTEHIMATBHBIX HapymuTeneii b

- Mogenu OleHKH BEPOATHOCTH OCYLIECTBIEHUS yIpo3bl. OCHOBHbIE METPUKH, UCIOIb3yEMbIE IS
OLIEHKU BEPOSITHOCTH OCYIIECTBIICHHS YTPpo3bl. CIIOCOOBI MpeaynpekICHHIsI BO3MOKHBIX YTPO3.

- Cnoco6bl oOHapyxeHust yrpo3. CrnocoObl IpeceueHMsl WM JIOKaau3aluu yrpos. JledcTBus
croco0a JTMKBUIAIUH TTOCIEICTBUM.

- 3amuTHble JeicTBUA Npu  peanu3anuu crnoco6oB 3W. Tpu rpynmbsl  MEpONnpHUATHH IO
TEXHUUYECKOH 3amure uHpopmanuu. OCHOBHbIE OPraHU3ALMOHHBIE MEPOIPUITHS [0 TEXHUYECKOMN
3anuTe HHPOpPMaLUK.

- Pomp pykoBomuTens opraHu3aMM B IPOLECCE YMPABICHUS pPHUCKaMU WH(POPMALMOHHON
6e3omacHocTd. Posp HavanbHMKa oTaAena (ymnpaBiieHHs) HH(OPMAIMOHHONW O0€3011aCHOCTH B
MpoIiecce YMpPaBJICHUS pUCKaMu HHGOPMAIIMOHHONW O€30MacHOCTH. ITallbl Mpolecca yIpaBiIeHUs
pHUCKaMHU.

- Ortan BeIOOpa aHAIM3UPYEMbIX OOBEKTOB M YPOBHS JETaJM3allMM UX PAacCMOTPEHHUs Ipolecca
ynpasieHus puckamu. OCHOBHBIE IIarM aHAJIN3a YIPO3 B NIPOLELYpE YIIPABJICHUS PUCKAMHU.

- Dram OLEHKHM PHUCKOB B MpPOLEAype YINpaBlIeHUs pUCKaMH. ODTal BbIOOpa 3alllUTHBIX MEp B
NpoLEeAype YIpPaBIEHUS PUCKAMU. ODTal pead3allid U TMPOBEPKH BBHIOPAHHBIX MEp 3allUThl B
IIPOLEAYPE YIPABIECHUS PUCKAMH.

- Bo3MoxHOCTH B mpoliecce OorpaHuYeHus (HeWTpaau3auuu) pucka. Bo3moxHOCTH B mporecce
nepeaspecanuu pucka. OneHka s3koHoMuueckoil a¢pextuBHocTH. [nan peanuszannuu KOHTpMED.

- TpakroBka u cmnocoObl BblYMCICHUS pUCKOB. IlpencraBieHne pucKoB B BHUIE JepeBa
ySI3BUMOCTEH, yTpO3 U KOHTPMEP.

Cemectp «A»

IIpumepHbIe BONPOCHI U 3a/1aHNUS VI CAMOCTOSAITEJIbHOM PadoThl CTYA€HTOB

- Cayx6a 3amuThl HHQOPMaLMK KaK COCTaBHAs YacTh CUCTEMBI 3alllUThl U KaK OpraH yNpaBJiIeHUS
3anuToi nHpopmary. KoHuenus mocTpoeHust CUCTEMbI 0€3011aCHOCTH MPEPUATHS;

- IlpaBoBble OCHOBBI JESATENBHOCTH CIyXObl Oe30macHOCTH mpennpusaTus. OpraHu3aluoOHHO-
(YHKIMOHAJBHBIE JIOKYMEHTBl CHUCTEMbl O€30MacHOCTH MpeanpusaTHs. Buisl HOpMaTHBHBIX
JIOKYMEHTOB;

- OpraHuzaloHHbIE 3aJaud  CIyXObl 3amuThl HHGopMaruu. DyHKIMH CIyXKObl 3aIIUTHI
uH(popMaLnu;
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- B3aumocBs3p OpraHM3alMOHHBIX, TEXHOJOTUYECKHUX, KOOPAMHAIMOHHBIX 3a4ad U (QyHKIHA
CIYKOBI 3amuThl MHGopManuu. DakTopbl, BIUSIONIME HA 33Jaud U (PYHKIIUU CIY>KOBI 3aIUTHI
uHpOpMaLnu;

- CrpykrypHas cxema ciyXObl 3amuThl uHpopManuu. JlOKHOCTHOM COCTaB COTPYAHHUKOB
CIy>KObl 3amMThl MHGOpPMAaUWU. BHUIBI M TUOBI OPraHU3AIMOHHBIX CTPYKTYP CIYKOBI 3aIHUTHI
nHpopmanuu;

- 3apmauu, GyHKINH, IPaBa U OTBETCTBEHHOCTh COTPYAHUKOB CITY>KOBI 3aIIUTH HH(POPMAITUH;

- Tlopsaok coznanus ciysk0bl 3alIUTHI HHGOPMAIUY;

- Ctpykrypa U coliep:kaHue TOJIOKEHUS O CITyk)0e 3auThl HH(HOPMAIIUH;

- Oprasuszanysi B3auMOJCHUCTBUS CIIY>KOBI 3alIUTHI MH(DOPMAIMU M MOApa3ACICHUNA W BHEIIHUX
CITY’K0 3aIuThl HHPOPMAIIHH,

- TpeGoBanusi, MpenbsBIIEMbIe K COTPYIHUKAM CIyXObl 3amuThl nHpopMmanud. OcoOeHHOCTH
nmoadopa KajapoB IS CITyKOBbI 3aIIUTHl HHGOPMAITUH;

- ®opMbl NOBBIMICHHUS KBATU(HUKAIIMH IEPCOHATA U TIOATOTOBKA KaJPOBOTO PE3EPBa;

- OcobeHHOCTH JEeATENBHOCTH COTPYJHUKOB CHYy>KObl 3amuThl umH(popmauuu. Pacnpenenenue
00s13aHHOCTEN MEXKy COTPYIHUKAMM CIYKObI 3alIUTHl HTHPOpPMALUY;

- Crpyktypa U coAepkaHHE JIOJDKHOCTHBIX WHCTPYKIHUHA COTPYAHHUKOB CIY>KOBI 3alllUTHI
uH(popMaLuu;

- Ilpunuunsl ynpaBieHus ciyx00ii 3amuTel nHGopMannu. CucteMa METO/10B yIpaBICHHUS;

- Bugapl mumanupoBanus U ux Ha3HaueHue. ColepikaHue U CTPYKTypa IUIaHOB,

- Oprasusanys 1 TeXHOJIOTHs IUTaHuPOBaHMsL. MeToabl U (OpMBI KOHTPOJISI BBITIOTHEHUS TJIAHOB;

- Meroab! onieHk# 3 (HEKTUBHOCTH M KaueCcTBa CIIyKObI 3aIIUTH HHPOPMAIIHH;

- Bribop o0opynoBaHUS M TEXHHYECKUX CPEACTB Ui OCHALICHHS PAab0YMX MECT COTPYIHUKOB
cirykObI 0€30MaCHOCTU U 00ecTeueHus UX AesITebHOCTH;

- Opranuzanysi B3auMOJICHCTBHS M COTPYAHHYECTBA CIYXKObl O€30MACHOCTH NPEANPHITHS C
CUJIOBBIMH CTPYKTYpPaMH PEruoHa;

- HampaBnenus pa3BUTHS METOIOB U CPEICTB 0€30TIACHOCTH MPEATIPHUSITHS

@®oHn  oueHouHbIX MartepuaioB (POM) Ui mpoBeleHUS — aTTeCTallMd  YPOBHS
c(OPMHPOBAHHOCTH KOMIIETEHLIUH OOYyYalOLIUXCS MO JTUCHUIUIMHE O(QOpPMIIIETCS OTAEIbHBIM

JIOKYMEHTOM.

6. YYHEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYEHUE

JUCHUATLINHDBI
6.1. KuurooGecneyeHHOCTh
HaumeHnoBaHue nuTepaTyphbl: aBTOp, Ha3BaHUE, BUJT Ton KHUI'OOBECIIEUEHHOCTD
W3/1aHNs, U3/1aTeIbECTBO W31aHH

o Hanuuue B anekrponnom katanore 9bC

OcHoBHas nuTeparypa™

Yekynaesa, E. H. Yrpasnenue nadopmManuoHHoO#M! 2020 | https://biblioclub.ru/index.php?page=book&id
0e30macHOCTRIO: yaeOHoe mocooue: [16+] / =612591 (nara obpamenus: 25.08.2021)

E. H. Yekynaesa, E. C. Ky6amesa; [ToBomkckuit
TOCYJAapCTBEHHBIN TEXHOJIOTHYECKHH YHUBEPCUTET. —
Woukap-Ona: [ToBOIKCKHiT FOCY 1apCTBEHHBIIA
TexHoJoruueckuit yausepeurert, 2020. — 156 c. ISBN 978-
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lunos, A. K. Ypasienue nHGOPMAIHOHHOM 2018 | https://biblioclub.ru/index.php?page=book&id
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9275-2742-7



https://biblioclub.ru/index.php?page=book&id=612591
https://biblioclub.ru/index.php?page=book&id=612591
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=500065

16

A0aeHoB, A. CoBpeMeHHbIE CHCTEMBI YIIPABICHHS 2017 | https://biblioclub.ru/index.php?page=book&id
nHPOPMAMOHHOK 0€30MMacHOCThIO: YueOHOe mocobue: =574594 (nara obpammenus: 25.08.2021)
[16+] / A. A6nenos, I'. [Iponosa, B. TpymmuH;
HoBocubnpckwii TocyJapCTBEHHBIN TEXHUUECKUI
yHuBepcureT. — HoBocnbupck: HoBocnbupckmii

TOCyapCTBEHHBIN TEXHUYECKUH yHUBEepcHUTeT, 2017. — 48
c. ISBN 978-5-7782-3236-5
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YHUBEpCHUTET, IH)KeHepHO-TEXHOJIOTHYECKast aKaIeMHsl. —
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109 c.ISBN 978-5-9275-2327-5
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B. 1. ABepuenkos. — 3-e m3x., crep. — Mocksa: ®JIMHTA,
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Asepuenkos, B. U. Cirysx0a 3aimnThl HHGOPMAITHH: 2016 | https://biblioclub.ru/index.php?page=book&id
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2016. — 186 c. ISBN 978-5-9765-1271-9

3arunaiinos, 0. H. Teopus uHpOpMaoHHOM 2015 | https://biblioclub.ru/index.php?page=book&id
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cucreM: yueonoe nocobue / 10. 10. I'pomos, =277794 (nara obpamenus: 27.08.2021)
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TOCYZAapCTBEHHBIN TEXHMUYECKUH YHUBEpCUTET. — TaMO0B:
TamOoBCKHIf TOCYIapCTBEHHBIA TEXHIUCCKUH YHUBEPCUTET
(Tr'TY), 2014. — 132 c.
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6.2. [lepuoanyeckune U3IaHUsA

1. DnextponHbIit xypHan «3amurta uHpopMmarmu. Mucaiimy ISSN 2413-3582, Pexum poctyna:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIH x)ypHaI «Crenrexanka u CBsa3by, Pexxum gocryma: http:/ www.st-S.su/

3. DnexTpoHHBI KypHaT «CUCTEeMBI OE30MACHOCTH CBS3M W TEJIIEKOMMYHHKAIUI» —KOMITAHUS
«I'potex», Mocksa [ dnextponHsiii pecypce] / URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIH Hay4YHO-TEXHUYECKUH kypHall «CrnenuanbHas TeXHUKa», MockBa [DIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnextponnslit xypHan «bJI1» (besonacHocts, JlocTtoBepHocTs, Unpopmanus), C.-IlerepOypr.
[Onexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UuTepHeT-pecypcehl

1. Caiit «I'pynmma CT» 1. Cankr-IlerepOypr [Dnexkrpounsiii pecypc] / URL: http://spymarket.com/

2. Caiit «I'pynna kommanuii «Mackom»» T1.MockBa [OnektpoHHblii pecype] //  URL:
http://www.mascom.ru/ (mata oopamenus: 13.06.2018).

3. Caiit 3A0 HIIL ®upma "HEJIK" r. Mocksa [Onextponnsiii pecypc] // URL: https://www.nelk.ru/



https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=276557
https://biblioclub.ru/index.php?page=book&id=276557
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://www.studentlibrary.ru/book/ISBN9785940745747.html
http://www.studentlibrary.ru/book/ISBN9785940745747.html
https://biblioclub.ru/index.php?page=book&id=575023
https://biblioclub.ru/index.php?page=book&id=575023
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
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4. Canit «HIIO 3amura wuHpopmanum» T. MockBa [DOnekrponnsii pecypc] // URL:
http://www.sinf.ru/

5. Caiir xomnanmm «lIpomunpopm3amuray 1. MockBa  [DnektponHsiii pecype| // URL:
http://www.profinfo.ru/

6. Caiit komnanuu «Croptenb» . MockBa [Qnektponnsiii pecypce] / URL: http://www.suritel.ru/

7. 3A0 11D «DnBupa» MockoBckas 00i1. T. JXKenesHomopoxkuslid [DnekTpoHHbiii pecype] // URL:
http://www.elvira.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCHUIIJIMHbI

3aHATHS MPOBOAATCS B cienyromux ayautopusax Bal'Y (kopmyc Ne2) mo aapecy r. Bmagumup,
yi1. benokonckoii, 1. 3.

ayz. 408-2, JIekuuoHHasi ayauTOpHs, KOJUYECTBO CTyJIeHUYecKuXx MecT — 50, miomans 60 M2,
OCHAIllCHUE: MYyJIbTUMeIUITHOE 000pynoBanue (MHTepakTHBHAs nocka Hitachi FX-77WD, npoekrop
BenQ MX 503 DLP 2700ANSI XGA), nHoytOyk Lenovo Idea Pad B5045

aya. 427a-2, nabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYJIEHYECKUX MecT — 14,
wionaap 36 M2, ocHallleHHe: KOMITbIOTEpHBIN Kiace ¢ 8 padounmu cranuusmu Core 2 Duo E8400 c
BbIX0oioM B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzatopo Cisco 2621, 6
kommyTatopoB Cisco Catalyst 2960 Series, 3 kommyTaTtopa Cisco Catalyst 2950 Series, kKoMMyTaTop
Cisco Catalyst Express 500 Series, npoexktop BenQ MP 620 P, skpaH HacTEHHBIH pYyJTOHHBIN.
JlueH3noHHOE  TporpaMMHOE  o0ecrieueHwe: — omepanuoHHass — cuctema  Windows 7
[Tpodeccuonanbuas, oducHbli maker npuioxenuid Microsoft Office IlpodeccrnonanbHbIil TUTFOC
2007, 6ecriaTHO pacmpoCTpaHsIeMOe POrpaMMHOE OOeCTIeYeHHE: IMHEeHKa HHTETPUPOBAHHBIX CPeJ
pa3paboTtku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyanuzauumu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru mepenaun manHbeix Cisco Packet Tracer 7.0, uHTErpupOoBaHHAs
cpena paspadbotku nporpammuoro odecnedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHL «KowmmiekcHas 3ammra OOBEKTOB HH(OpMATH3AIHUKW», KOJIUYECTBO
CTyJIEHYEeCKHX MecT — 15, mmomans 52 M2, ocHalleHHE: KOMIBIOTEPHBIM Kiacc ¢ 7 pabounmu
crannusamu  Alliance Optima P4 ¢ Beixomom B Internet, kommyrtarop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpaH HaCTeHHBIN PYJIOHHBI), IPUOOP
ST-031P «Ilupanbs-P» MHOTOQYHKIIMOHATBHBIM TOWCKOBBINA, MPUOOpP «YIaH-2» TIOMCKOBBIH,
BUOpoakycTHueckuil reneparop uryma «Conara AB 1My, umMutatop paboThl CPeICTB HENETalbHOTO
chemMa uHpopMaluu, padboTaromux mno paguokanany «lllunoBauky, anHanmuzatop cnekrpa «GoodWill
GSP-827», unnukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo 6i10KupoBaHus pabOThI CUCTEM
MOOWJIBHOW  CBsi3u  «Mo3aiika-3», yCTpOWCTBO 3allUTHl  TeNEe(MOHHBIX IEPEroBOPOB  OT
npocinymuBanus «lIpokpycer 2000», nukropon Edic MINI Hunter, nokatop «Pogauk-2K»
HEIIMHEHHBIN, KOMIUIEKC TNPOBENCHHUS aKyCTHUYECKHX M BHOPOAKyCTHUYECKMX HW3MepeHui «Crpyt
MUHH-A», Buaeopeructparop mudposoir Best DVR-405, reneparop Hlyma «I'HOM-3»,yueOHO-
MCCJIEIOBATEIbCKUNA KOMIUIEKC «CBEpXIIMPOKONOIOCHBIE OECpOBO/IHbIE CeHCOpHble ceTh» (Nano
Xaos), ckanupyromuii npueMHuk «lcom IC-R1500», anamuzatop cereit Wi-Fi Fluke AirCheck c
aKTHUBHOM aHTeHHOW. JIutien3nonnoe nporpammuoe odecrieuenue: Windows 8 Ilpodeccuonanbhas,
opucHelii maker npunoxeHuil Microsoft Office Ilpodeccuonansubiii mmoc 2010, GecrniaTtHo
pacmpocTpaHsieMoe MpOorpaMMHOE oOOecrieueHue: JMHEeMKa HWHTErPUPOBAHHBIX Cpel pa3paboTKu
Visual Studio Express 2012, uHCTpyMeHT UMUTaIMOHHOTO MozaenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, uaTerpupoBanHas cpema pa3padoTku nmporpamMmmHoro odecreuenus IntelliJ IDEA
Community Edition 14.1.4.


http://www.sinf.ru/
http://www.profinfo.ru/
http://www.suritel.ru/
http://www.elvira.ru/
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Pa6o4yio mporpamMmy COCTaBHUII e nouenT kadeapsr U3U TenpHbii A.B.
(d>ﬁ6, JOJKHOCTb, NO/IMHCH)

PenieH3eHT 4

(mpeacTaBHTENb paboTtonarens) - 3aMecTHTENb PYKOBOJUTEIS PAIL 000

«udollenTp» ﬂ , K.T.H. Beprunesckuii H.B.
% ;‘) 7 / (MecTo pabotel, gomKHOCTE, PHUO, noanuce)
[ fr v”

[Tporpamma paccMOTpEHa H ono6peHa Ha 3acenanmu kadeapsl U3n

[TpoTokon Ne 74 9 or J2OEAR roma | \1\

3aBenyromuii kadeapoi 1.1.H., npodeccop \ /M.IO. Monaxos/

(DUQ, rgarfucs)

Pa6oyas mporpamMma pacCMOTpeHa B 0100peHa

Ha 73ace/laHud  y4eOHO-METOAUYECKOM KOMI/ICC}/IPI cnenmansHocTd  10.05.04  «MudopmanmonHo-

AHAJIMTHYECKHE CHCTEMBI 0€30IIaCHOCTH 1A

IIpoTokos Ne 7% or A8 06.AL rona l\k\

IIpencenaress KOMUCCHHU JL.T.H., Ipodeccop \ \ e /M.JO. Monaxos/
(%I/IO, JOJKHOCT, TOJIMKCH)

JIMCT NEPEYTBEPXKJIEHUA
PABOYEM IMPOI'PAMMBI JUCHUTIIIMHBI

Pa6ouyas nmporpamma ogobpena Ha 20 /20 y4ueOHBbIH roja

I[Tporokon 3acenanus kadeapbl Ne oT roja

3aBeayromui Kageapoi

Pa6oyas nmporpamMma o106pena Ha 20 /20 yueOHBbIN roja

[Iporokon 3acenanus kapeapsl Ne oT roja

3apeayromui kadeapoi

PaGouas nmporpamma ono6pena Ha 20 /20 y4eOHBIH roja

[TpoTokou 3acenanus kapeapsl Ne oT roja

3aBenyromui kadeapoi
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JUCT PETUCTPAIIMA UBMEHEHUWI
B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
HAUMEHOBAHUE
00pa3oBaTeNbHOM MPOrpaMMbl HAIIPaBJICHUS IOATOTOBKHU K00 U HaumeHnosanue OII, HaTIpaBIE€HHOCTD:

HaumMeHo8anue (YKasams ypo8eHs n0020MOGKIL)

Howmep Brecensr n3MeHEHUS B YaCTH/pa3aeibl Hcnonuurens OcHoBaHUe
HU3MEHEHUS paboueil mporpaMmbl OUO (HOMeEp U JaTa MPOTOKOJIA
3acenanus kadeapbl)
1
2
3aBenyronuii kageapoit /

Toonucw QU0




