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1. HEJIX OCBOEHUS JUCIUIIJINHbI

Lenbto ocBoenus nuctuiuinHabl «[IporpamMmmHo-anmapaTHbIe CpeACTBa 3aIIUTHI HHPOPMALIUN»
ABIISIIOTCST 0OecTeyeHne MOATOTOBKU CTYJEHTOB B cooTBeTCTBHH € TpeboBanusmu ®I'OC BO 3++ u
yuebnoro tuiana mno crnenuansHocTH  10.05.04  «MHpOpMaMOHHO-aHAIMTHYECKUE CHCTEMBI
OezomacHocTH». B mpomecce moaroToBku obecneuuBaeTcss (OPMHUPOBAaHHE Yy  CTYAEHTOB
npo(hecCHOHATBPHBIX HABBIKOB 10 JKCIUTYaTallud W OOCIY)KMBAaHUIO ammaparypbl, 000pylIOBaHHUS U
MIPOTPaAMMHOTO 00€eCIIeUeHUs, CBSI3aHHBIX C: 00ecreueHueM 0e30TMacHOCTH JaHHBIX; ITHU(PPOBAaHUEM U
3a0IUTOM OT HECAHKIMOHWPOBAHHOTO JIOCTYINa; NpPO(ECCHOHAIBHBIX HABBIKOB BBISBICHUS U
YHUYTOXEHHUS KOMITBIOTEPHBIX BUPYCOB; NMPOTHUBOJICHCTBHS HAPYIICHUSAM CETEBOH 0OE30MacHOCTH C
WCIIOJIb30BAHMUEM PA3IIUYHBIX MPOTPAMMHBIX H allapaTHBIX CPEJICTB 3alIUThHI; HABBIKOB PabOTHI CO
CIELMAJIbHON TEXHUYECKON JIUTEPATYPOH.

3amaueit muctumuuHbBl - «[IporpaMMHO-anmapaTHble  CpPEACTBAa  3alUTHl  MH(POPMAITUI
SBIISICTCSL CO3/IaHME Y CTYIEHTOB TPEACTABICHUS O MPHUHIIUIIAX, METOAAX U CPENICTBAX BBISBICHUS
yrpo3 0€30IacHOCTH AaBTOMAaTH3MPOBAaHHBIX CHUCTEM, a TaKXKe pasBUTHE CIOCOOHOCTEH K
JIOTUYECKOMY W QJITOPUTMHUYECKOMY MBIIIICHHIO W OCYIIECTBICHUIO TPOBEPKH 3aIIUIICHHOCTH
00BEKTOB Ha COOTBETCTBHE TPEOOBAHUSIM HOPMATHUBHBIX JOKYMEHTOB. 3afadeil JUCIUIUIMHBI TaKKe
SIBIISICTCSI OBJIA/ICHUE HABBIKAMU MPAKTUYECKOH AEATEIEHOCTH B 00JIACTH MOJICITMPOBAHUS U aHAIIN3a
TEXHUYECKUX CpEACTB alllapaTHOW ¥ TPOTrPaMMHON 3allUThl aBTOMATH3HMPOBAHHBIX CHUCTEM C
WCTIOJIb30BAHUEM CPEJICTB BBIYMCIUTEIHHON TEXHUKH, YMEHHE HCIIOJIh30BATh COOTBETCTBYIOIIEE
CTIEIATIM3UPOBAHHOE ITPOTPAMMHOE 0OeCTIeUeHHE.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOI
JuctmuimHa «[IporpaMMHO-anmapaTHble CpEICTBAa 3allMThl WHPOPMAIUW» OTHOCHTCS K
obs3arenpHoM vactu bioka Bl (kox B1.0.21). B yueOHOM miiaHe mpeaxycMOTPEHBI BHIBI yaeOHOM
NESITETFHOCTH, 00ECIICUNBAIOIINE CUHTE3 TEOPETHUECKHX JICKIUH, U JabopaTtopHbx pabor. Kypc
TECHO B3aWMOCBSI3aH C IPYTUMU JUCIUILUTHHAMA JaHHOTO IHKIIA.

3. INTAHUPYEMBIE PE3YJIbTATBI ObYYEHUA 110 JUCIUIIJINHE
[Inanupyemble pe3yapTaTbl OOy4eHHUS IO JUCLUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMU

pe3ynbraramu ocBoeHust OITOIT (koMITeTeHIMSIMU M MHAMKATOPAMH JTOCTHYKEHHS KOMIIETECHITHN)
dopmupyemsie [Inanupyemsie pe3yabTaThl 00y4eHHUs IO AUCIUILUIMHE, B HaumenoBanue
KOMITETCHIIUU COOTBETCTBUHU C HHAUKATOPOM JOCTHKEHHUSI KOMIETEHLIUU OLIEHOYHOTO
(xox, conepxanue WnauxaTop Pe3ynbpTaTel 00y4ueHus M0 TUCUUILUINHE cpeacrsa
KOMIIETEHITHH ) JIOCTHKEHUS
KOMITETeHLU Y|
(00,
cooeparcanue
UHOUKAMOPQ)
OIIK-11 Crnocoben | OIIK-1.1.1 | 3HaTh mporpaMMHBIE U IPOTPAMMHO-AIIAPATHHIE
OCYLIECTBIIATh CpEACTBA 3aILUTHI HH(OPMALIIH
cuHTe3 TexHonorni | OIMK-1.1.2 3HaTh METOBI HACTPOUKH, OOCITYKUBaHUS U
1 OCHOBHBIX BOCCTAHOBJICHHSI CPEACTB 3aIUTHI HH(popMayn
KOMIIOHEHTOB Ha Bcex 3Tanax >xu3HeHHoro nukna MAC
¢dbyakronanpHOl 1 | OIMK-1.2.1 YMeTh NPUMEHSTH 3alIUIIEHHBIE TPOTOKOJIBI,
obecrednBaloIeit MEKCETEBbIE IKPAHBI, CPECTBA OOHAPYKEHUS
JacTen BTOP>KEHUH B KOMIIBIOTEPHBIE CETH Tecrosrbie
CO3/1aBaEMBIX OIIK-1.2.2 | YMeTb OCyIIECTBISATh MEPHI IPOTHBOACHCTBUS BONPOCHI
MH(pOpMaIMOHHO- HapyILIEHUSIM CETEBOM 0€30MaCHOCTH C
AQHAJTUTHIECKUX UCIIOJIb30BAHMEM ITPOTPAMMHBIX U IPOrPaMMHO-
CHCTEM, B TOM anmapaTHbIX CPEACTB 3aIUTHI HHQOpMaLUU
4KCIe BHIOOP OIIK-1.3.1 Bnaners HaBbIKaMH HACTPOUKH, SKCILTyaTallH,
MEPONPHUSATHIL 11O 00CITyXKHBaHHS CPEIICTB 3aIUTHl HH(OPMALIUK Ha
3amuTe BCEX ATanax >ku3HeHHoro nukina MAC
uH(popMaLuH
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OIIK-13 Cnocoben | OIIK-13.1.1 | 3HaTh mporpaMMHBIC U TPOrpaMMHO-aMNapaTHbIE
MPOU3BOANTH CpE/CTBA 3aIIUTHI HH(OPMALIUH
HaCTpOMKy U OIIK-13.1.2 | 3HaTh METO/ABI HACTPOUKH, OOCITY>KUBAHUS
o0cnmyXrBaHHE BOCCTAHOBJICHHS CPEICTB 3alIMTHI HH()OpMaLuu
KOMITIOHEHTOB Ha BCeX JTamnax »ku3HenHoro rukina MAC
obecneunBaromeii | OIIK-13.2.1 | YMeTs HacTpauBaTh M 0OCITYKHBAThH CPEACTB
4acTu 3alIUTHI MHPOpMAIMY Ha BCEX dTanax
WH(POPMAITMOHHO- sku3HeHHoro 1ukina UAC
AHATUTUYCCKUX OI1K-13.2.2 | YMerb BOCCTaHABIMBAThL CPEIICTBA 3AIUTHI TecToBEIe
CHCTEM Ha BCEX undopmaiu MAC B moaHoM o0beMe BOMPOCH!
STamnax XU3HCHHOro | OI1K-13.2.3 | YMeTh UCIOIBb30BaTh CPECTBA 3AIUTHI,
LHKJIa, BCTPOCHHBIX MPEAOCTABJISIEMbIE CUCTEMAaMU YIIPABJIECHUS
CPEACTB 3allUThI 0OasaMH JaHHBIX
uH(popmanu, OIIK-13.3.1 | Bimaners HaBBIKAMHA BOCCTAHOBJIEHHS
BOCCTaHABIMBATD PpaboTOCIIOCOOHOCTH CPEICTB 3aIUThI
ux uHpopmauu MAC npu BHEIITATHBIX CUTYAIHSIX
paboTOCIIOCOOHOCTH
MIPH BHEIITATHBIX
CHUTYaIIUX
4. OFBEM U CTPYKTYPA IUCHUIIJINHBI
Tpya0eMKOCTh TUCITUTLTHHBI COCTABIIACT 6 3a4eTHBIX equHUI], 216 JacoB
TemaTnueckuii niian
opMa 00y4eHHsI — OUHaA
KonrtakTHas padbora DopMbI
o0 yJarommxcst TEKYIIETO
C MeIarorMYecKuM KOHTPOJIS
< pabOTHHUKOM 5 YCIIEBaeMOCTH,
ST T s 2]z | F | topw
gl 2 = 5 | g 5 « | IPOMEKYTOUHOM
Ne HaunmenoBanue TeM n/uiu 3 5 c% e S .| B é aTTeCTAINH
n/n pa3zienoB/TeM AUCHUILINHEI (q)z) = = & = S § g g | (no cemecmpanm)
o ) )
T 2] ¢ &S89
E| & 3%
S S| %
1 | Beenenwue (mpeaMer U 3aaqu 7 1 2 - 6
NpOrpaMMHO-aIapaTHON
3aIUTH HHPOPMALIUH, METOIBI U
CpPEeJCTBA 3aIIUTHI HHPOPMAIIHN)
2 | YA3BUMOCTH KOMITBIOTEPHBIX 7 2 2 - 4 6
CHCTEM.
3 | Uneatuduxanms u 7 3 2 - 6
ayTeHTHUUKAIUS
4 | Cucrema pasrpanuyenus poctyna | /7 4 2 - 4 6
K HH(OpMaIuu
5 | [Iporokost 7 5 2 - 6
naeHTHguKanuu/ ayTeHTuUKaum
6 | Meroap! u cpencTBa 3amuThl 7 6 2 - 4 6 PeldTHHT-KOHTP OJTh
[POrpamMM OT KOMIBIOTEPHBIX Nel
BHPYCOB
7 | XapakrepucTuKa CpeacTB 7 7 2 - 6
HEUTpann3aluyu KOMIBIOTEPHBIX
BHPYCOB.




8 | Ouenka aHTUBHPYCOB 7 8 2 - 4 6

9 | OOmas xapakTepucTHKa 7 9 2 - 6
MPOrpaMMHO-aMapaTHRIX
CPEJICTB 3aIUTH HHOPMAITHH

10 | OGmas xapakTepruCcTHKA 7 10 2 - 4 6
JJIEKTPOHHBIX HJICHTU(HHUKATOPOB
11 | 3amuTa nporpaMm OT 7 11 2 - 6
MPOrPaMMHBIX 3aKJIJIOK.
12 | Merozas! ¥ CIIOCOOBI 3alIUTHI 7 12 2 - 4 6 PeliTuHr-KOHTpOIH
IIPOrpaMM OT UCCIIEIOBAHHSL. Ne2
13 | 3amuTa nporpamMm OT 7 13 2 - 6
HECaHKIMOHUPOBAHHOTO
KOIMHPOBAHMSI.
14 | Cucrembl oOHapy>KEHHS aTak U 7 14 2 - 4 7
BTOP>KEHUH.
15 | DnexTponHas nuppoBas MOIMICH 7 15 2 - 8
(SUID)
16 | Paznmen 16. Apxurekrypa [IAC3U | 7 16 2 - 4 8

(koH(pUTYpaITUU CPEICTB 3aIUTHI,
METOJIBI peaji3aliiiy;
(hyHKITOHAT 1 0COOEHHOCTH

HCTIONIB30BAHUS).

17 | Pa3nen 17. Keitnorrepst u apyrue | 7 17 2 - 8
anmapaTHbIC 3aKJIa 1K1

18 | Pasgen 18. HopmaruBHas 6a3a 7 18 2 - 4 8 PeliTHHI-KOHTPOJIb
roCyJapCTBEHHBIX PEryIATOPOB Ne3

Poccuu u geiictByronue
CTaHIApPTHI B 00JIACTH
ncnons3oBanus [IAC3U

Bcero 3a 7 cemecTp: 216 36 - 36 117 Ox3amen 27

Hroro nmo aucumniImHe 216 36 - 36 117 Jk3ameH 27

Conep:kaHue JJeKIHMOHHBIX 3AHSTHI 10 JUCHHUIINHE
Paznen 1. Beegenue (mpeamer U 3a1a4l MpOrpaMMHO-aMNapaTHOM 3allUThl HH(POPMALUK; METOIBI U
CpeacTBa 3aluThl HH(GOPMALMU U MPEJOTBPAIICHNs HECAaHKIIMOHUPOBAHHOTO JlocTyna). OCHOBHbBIE
MOHATHUA.
Pa3znen 2. VYa3BUMOCTh KOMIbBIOTEpHBIX cucTeM. [lonmuThka 06€30MacHOCTH B KOMIIBIOTEPHBIX
cucremax. OneHka 3alUIIeHHOCTH. AOCTpakTHbIe MOAeNnu 3amuThl uHpopmanuu Moxens buba;
Mogens ['orena—Mesurepa ; CazepiieHackas Mojeinb; Mojaenbs Knapka-Bunbcona.
Paznen 3. Upentuduxanms u ayreHTudukanus (uaeHTUUKAIMS TMO0JIb30BaTene (CyObeKTOB
noctyna k jaHHeIM). [lpouenypa uneHtudukanuu u ayreHtuduxanuu. OnHodakTopHas u
nByxdakTtopHas uaeHTHHUKauu. buomerpuueckue MeToapl HASHTU(DUKALUNA U ayTeHTU(UKALINU.
TexHoa0rNMKM aBTOMaTHYECKOW UAECHTHU(PHUKALINH.
Pazgen 4. Cucrema pasrpaHuyeHHs AOCTyNa K MHQOpMaLUU (apXUTEKTypa CHUCTEMBbI; KOHIIETILUSI
IIOCTPOCHUSI CHUCTEM pa3TpaHUUEHUs JOCTYNa; MOJAEIU pasrpaHUUYEHUs JOCTYINa; HAAEKHOCTb
CHCTEM pa3rpaHUuEHUs JIOCTYNa).
Pazgen 5. IIpotokonsl uaeHTH(UKanuu/ayreHTH(GUKaIUU (000OIIEHHBI alrOpUTM, Ha OCHOBE
anroputMa  RSA, cxembl @eiire-Ouara-lllamupa, Onp-I'amans, [Ixoppa). IIpoToxoss
uACHTUUKAIIMKA ¢ HylIeBoW nepenadein 3Hanui. [Iporokonsr Kerberos, S/Key (RFC 1760), PAP u
CHAP, OpenlID, Windows Live ID, LDAP, OpenLDAP.
Pa3pes 6. MeTopl 1 cpeacTBa 3alUTHI IPOTpaMM OT KOMIIBIOTEPHBIX BUPYCOB (XapaKTEpUCTHKA U
KJ1accu(UKaIUs KOMITbIOTEPHBIX BUPYCOB.
Paspnen 7. XapakrepucTHKa CpEACTB HEUTpANM3alUU KOMIBIOTEPHBIX BUPYCOB. TeXHOJIOrMH
oOHapyXeHHs BUPYCOB, aHTUBUPYCHbBIE KOMITJIEKCHI.
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Paznen 8. Ouenka aHTUBHpYCOB; TpeOoBaHUs K cpeacTBam aHTHBUpycHOM 3amutbl OCTOK
Poccun. Knaccudukanus MeTo10B 3alIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

Pazgen 9. OOmas xapakTepuCTHKa MPOTrPaMMHO-AMIAPATHBIX CPEICTB 3allUThl HH(OpPMAIH
(xmaccudukanys CpeacTB 3allUThl; TOCYIApPCTBEHHBIM peecTp CepTU(HUIMPOBAHHBIX CPEICTB
3amuThl HHPOpPMAIMK; KpaTkas xapakrepuctrka cpenctsa 3amutel C3U Secret Net, [IAK Kpuntos,
Honeypot Manager, KUB SearchInform, Secret Disk u 1.71.)

Pazgen 10. O0mas xapakTepuCTHKa AJIEKTPOHHBIX HACHTU(HUKATOpoB (uaeHTudukaTopsl eToken,
JaCarta, Maxim (iButton), Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenseLock, LOCK u
T.J.).

Pazpgen 11. 3amura mporpaMMm OT MPOTPaMMHBIX 3akianok. CrocoObl BHEAPEHHS 3aKIaJoK.
Knaccudukanuss HenexkiaapupoBaHHBIX BO3MOXKHOCTEM mporpamMmHoro obecrneueHus. MeTosl
BCKPBITUSl HEJEKIAPHUPOBAHHBIX BO3MOKHOCTEH. [1oaXx0apl BRIABIECHUS Ne(PEKTOB B MPOTrPaMMHOM
o0ecreueHny, BO3MOKHbBIE METOIbI 3aIIUTHI.

Pa3znean 12. Meroapl U cnocoObl 3alMThl MporpaMMm OT uccienoBanus. Kiaccudukaius cpencts
HCCIIEeI0OBaHUS porpaMM. MeTo/1bl 3aIUThl TPOTPaMM OT MCCIIEI0BAHUS.

Pa3pen 13. 3amura nporpaMM OT HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHUS. MeTOIbl, 3aTpyAHSIONINE
CUMTHIBAHWE CKOMUPOBaHHON wHMopMarmu. MeTonpl, TPEMATCTBYIOIINAE HCIIOIb30BaHHIO
cKonupoBaHHOM MH(popmanuu. OcHOBHBIE (DYHKIIMU CPEJCTB 3alIUTHl OT KOMUpoBaHusa. OCHOBHbBIE
METOJbl 3alIUTHI OT KOMUpPOBaHHS. MeTOJbl TPOTHBOACHCTBHS TUHAMHYECKHM CII0OCOOaM CHSTHS
3alIUTHI POTPAMM OT KOITUPOBAHHSL.

Pa3nen 14. Cucrembl oOHapy)XeHHsI aTaK U CUCTEMbl OOHapykeHus BTopskeHui. Knaccudukanus.
MeTo1b1 0OHApYXEHUSI CUTHATYP U METOIbl OOHAPY>KEHHSI aHOMAJIHUH.

Pa3znen 15. Dnextponnas mmdpoBas noamuchk (DLII). Ilonstue DIII, ocHOBHBIE aITOPUTMBI
peanuzanuu O

Pa3nen 16. Apxurekrypa [TAC3U (xoHburypamuu CpeiacTB 3alluThl, METOABl peaTU3alllu;
(hyHKIIMOHAT ¥ OCOOEHHOCTH MCTIOJIB30BAHMS).

Paznen 17. Keinmorrepsl W Jpyrue anmapaTHbIe 3akjiaJKM Ha OCHOBE MHMKPOIPOIIECCOPOB H
MUKPOKOHTPOJIIEPOB, KiacCUpUKaAIUs, BO3SMOKHOCTH M METOJbI MpoTuBOAeHcTBUA. [IporpammHo-
anmnapaTHble 3aKJIaAKd Uil MOOWUNbHBIX ceredl. [IporpaMmHO-anmapaTHble CpeICTBa 3alllUThI
MOOUJIBHBIX CETEH.

Pa3nen 18. HopmaruBHas 6a3a rocyapcTBEHHBIX peryasaTopoB Poccuu u eHCTBYIOIMNUE CTaHAAPThI
B o6nacTu ucnonb3oanus [TAC3U.

Conep:kanue NPaKTHYECKUX/J1A00PATOPHBIX 3AHATHI 110 JUCHUIINHE
JlaGopaTopHble padoThbI:
JlabopaTopnas padora 1. Pazpabotka [10 pasrpannueHus: HOJTHOMOYHIA MOJIb30BaTEeH
JlabopaTopHasi pa6ora 2. 3auuTa NporpaMMHOTr0 00ecredeHrs OT U3MEHEHUS U KOMTUPOBAHUSL.
JlabopaTtopnasi pabora 3. Pa3paboTka u mnporpammHas peaju3anus KpUNTorpaguueckux
aJIrOpPUTMOB.
JlabopaTopHasi padora 4. V3yyenue croco6oB GopmMupoBaHus dMEKTPOHHON ITUGPOBOI MOAIUCH
(QUIT) Ha ocroe Kpunrtollpo CSP 3.9 R2 / Kpunrollpo CSP 4.0 - nnst Windows 10
JlaGopatopuas padorta 5. 3yuenue cnoco6oB (GopMUpoOBaHMs IEKTPOHHONW LU(GPOBON MOIIHCH
(DBUIT) Ha ocHoBe ViPNet CSP 4.2 - mis Windows 10
JlaGopaTtopHas paGora 6. OpraHu3zanus 3alUIIeHHOro oOMeHa HHpopMalueld Ha OCHOBE
UCI0JIb30BaHus porpaMmMel PGP
JlabopaTopHas padora 7. Opranuzanus 3aliMIIeHHOr0 KaHaja ¢ moMomiso VPN
JlabopaTopnas pa6ora 8. [IporpaMMHas peanuzanus 3alUThl IPOrPaMM C IIOMOIIBIO AIEKTPOHHBIX
kimouert Tuna «HASP HL Pro»
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5. OEHOYHBIE CPEJICTBA JJIAA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMN,
IMPOMEXYTOYHOMN ATTECTAIIMM 11O UTOTAM OCBOEHU S TUCITATLIAHBI
U YYEBHO-METOIWYECKOE OBECIIEYEHUE CAMOCTOSTEJIbBHOM PABOTHI
CTYJAEHTOB

5.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
IIepeyenb BONIPOCOB K peldTHHI-KOHTPOJII0 Nel
- OcHOBHBIE 33/1a4H MTPOTPAMMHO-AIMIIAPATHON 3aIIUTHI HHPOPMALIUU
- OcHOBHBIEC METO/IBI M CPECTBA 3alUTHI HH(pOopManuu ¢ nmomoibsio [TAC3U
- OcHOBHBIE METO/IbI ITPEIOTBPALICHUS] HECAHKIIMIOHUPOBAHHOTO JIOCTYIa
- Ilonutuka 6€30MaCHOCTH B KOMIIbIOTEPHBIX CUCTEMAX
- VY43BUMOCTh KOMIBIOTEPHBIX cucTeM. OlleHKa 3alllMIIIEHHOCTH B KOMITBIOTEPHBIX CUCTEMAaX
- AOcTpakTHble Mojenu 3amuTel uUHGopMauuu Mogens buba; Mognens ['orena—Mesurepa;
Cazepnennckas mozaens; Monens Kiiapka-Bunbscona
- Wpentuduxanus noabzoBatenel (CyObeKTOB IOCTYTA K JaHHBIM).
- buomerpuueckue MeTobpl HACHTU(DUKALIMY U ayTEHTU(UKALINH.
- TexHoJIOTMM aBTOMATHYECKOUN MACHTUPUKAITUN
- IIporoxoisbl uneHTHGUKaLMK/ayTeHTUUKAIUN (0000IIEHHBIN allTOPUTM).
- IIportoxosbl uaeHTHGUKALMK/ayTeHTUGUKAMHU (Ha OcCHOBE airoputMa RSA).
- IIporoxosbl unenTHuuKanuu/ayreaTudukanuu (cxema deiire-Ouara-1llamupa).
- IIportokosibl uaeHTHUGUKALMK/ayTeHTUPUKAUK (cxema Dib-1"amas).
- IIpotoxosbl uaeHTHGUKau/ayrenTudukanuu (cxema [lIHoppa).
- IIpoToxosibl uACHTHU(UKAMK C HYJIEBOH TIepenadeii 3HaHUM.

IlepeyeHb BONPOCOB K PEHTHHI-KOHTPOIIO No2
- IIpotokon Kerberos.
- IIpotokonsr S/Key (RFC 1760), PAP u CHAP.
- IIporoxosast OpenlD, Windows Live ID.
- IIporokossr LDAP, OpenLDAP.
- Enunas cucrema uaeHTudukanuu u ayreHTUGUKaImu PO.
- Cucrema pasrpaHuyeHHs IOCTyNa K HHPOpMAIUH.
- Meroapl 3alIUTHI IPOTpamMM OT KOMIIbIOTEPHBIX BUPYCOB
- CpencTsa 3aiIUThl IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB
- XapakrepucTuka U KiaccupuKalus KOMIbIOTEPHBIX BUPYCOB
- XapakTepHucTHUKa CPeACTB HEUTpaIU3allMi KOMITBIOTEPHBIX BUPYCOB. TeXHOIOTHH OOHAPYKEHHS
BHUPYCOB, aHTUBUPYCHBIE KOMILIECKCHI.
- Orenka aHTUBHPYCOB; TpeOOBaHUs K cpeacTBam anTuBupycHo 3amutel DCTOK Poccun.
Knaccudukarus METo10B 3alIUTHI OT KOMIIBIOTEPHBIX BUPYCOB
- OOmras xapakTepuCTHKa IPOrPaMMHO-aNMapaTHBIX CPENICTB 3aIUThI HH(OpMALIUU
(xmaccudukanus CpeCTB 3alIUThI, TOCYAaPCTBEHHBIN peecTp cepTUDUIIUPOBAHHBIX CPEJICTB
3alIUThl UH(pOpMAaIHK)
- OOmas xapaKTepuCTHKA IIEKTPOHHBIX UIEHTHU(PUKATOPOB (KiIaccuuKkalys, Ha3HaueHHe,
XapaKTePUCTHKH )
- 3ammTa nporpaMm oT MPOTrPaMMHBIX 3aKi1aoK. CriocoObl BHEPEHUs 3aKIa0K.
- Knaccudukanus HenekmapupoBaHHBIX BO3MOKHOCTEH MPOTpaMMHOTO 00eCTIeYeHHUS.
- Meroapl BCKPBITUS HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH MPOTPaMMHOTO 00eCTIeueHUSI.

Ilepeyenb BONPOCOB K PeTHHI-KOHTPOIIO Ne3
[Tonxomap! BeIsIBICHUS Ae(DEKTOB B MPOrPaMMHOM 00€CIIEUeHUH, BOZMOKHBIE METO/IbI 3allIUTHI.
Knaccugukamus cpencTs ucciaeI0BaHus IporpaMM
MeTo 1l 3alUThl IPOrPAMM OT UCCIIEI0BAHUS.



MerTopl, 3aTpYAHSIONINE CYUTHIBAHHE CKOTMPOBAaHHON MH(POpMAIUHL.

MeTopl, MPENATCTBYIOMINE UCTIOIb30BAHUIO CKOTTMPOBAHHON HH(pOpManuu.

OcHOBHBIE (DYHKIIUHU CPEJICTB 3AIIUTHI OT KOITMPOBAHUSI.

Metoapl TPOTUBOJACHCTBUA JUHAMHUYECKUM CIIOCO0AM CHSATHS 3allUTHl MPOrpaMM  OT
KOIUPOBAHUS.

CucteMbl 0OHApYKEHUS aTak U CHCTEMBI OOHapyXeHHs BTopkeHni. Kitaccuduxanusi.

Metomapl 0OHApY)KEHUSI CHTHATYP B CHCTeMaX OOHapYKEHUS! BTOPKEHUH

Metonapl 00HApY)KEHHUSI aHOMAJIMI B CHCTEMaX OOHAPY)KEHUST BTOP)KEHUI

[onstue DI, Buast O11, ocHOBHBIE anropuT™bl peanuzanuu SLI1

[Tonsarue ynocroepsitomux 1eHTpoB (YLI), tpeboBanus k V1]

Kefindrreper wu apyrue anmapaTHblE 3aKIaJKd HAa OCHOBE MHKPOIIPOILIECCOPOB  H
MHUKPOKOHTPOJIIEPOB, KJIacCU(UKALINSL, BO3MOKHOCTH U METO/IbI IPOTUBOACHCTBHS

[IporpamMmMmHo-anmapaTHbI€ 3aKJIAIKU A1 MOOUIIBHBIX CeTel

[IporpamMmMmHo-anmnapaTHble CpECTBA 3aIIUThl MOOMIIBHBIX CETEH

TpebGoBaHus MEXIyHAPOJHBIX CTaHAAPTOB B 001acTu ucnoiaszoBanus [IIAC3U

HopmaruBhas 6a3a rocymgapcTBeHHBIX perynstopoB Poccum mno npumenenuto ITAC3U s
3amuTel AVC

5.2. IIpomMe:kyTOYHAs aTTeCTAIUS
IIpumepHBbIii NepedyeHb BONPOCOB K IK3aMeHy

OcHoBHBIE 337]aul TPOrPaMMHO-AMIapaTHOM 3alUThl HHPOPMAIUH
OcHOBHBIE METO/IBI U CPEICTBA 3aIUTHI HHPopManuu ¢ nomoinbio [TAC3U
OcHOBHBIE METO/IbI MTPENOTBPALICHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIa
[Tonutuka 6€30MaCHOCTH B KOMITbIOTEPHBIX CHCTEMAaX
VY3BUMOCTh KOMIIBIOTEPHBIX cucTeM. OleHKa 3alUIIIEHHOCTH B KOMITBIOTEPHBIX CUCTEMAax
AOcTpakTHBIE MOAeNHN 3amuThl HHGopManuu Moaenp buba; Monens ['orena—Me3swurepa;
CasepneHzLCKaﬂ Mozenb; Moaens Knapka-Bunbcona
7. Wnentuduxanus nmonpzoBaresne (CyObEKTOB OCTyIA K JAHHBIM).
8. buomerpuyeckue MeToAbl HACHTU(UKALNN U ayTeHTH(PUKAIUH.
9. TexHonorun aBTOMaTU4YECKON UIEHTUDUKAIUN
10. ITpotokomsr uneHTUpHUKaIK/ayTeHTHGUKAIN (0000IEHHBIN AJITOPUTM).
11. ITpotokomsl uneHTUGHUKaIMK/ayTeHTUGUKAIMK (Ha OCHOBE ainroputMa RSA).
12. TIpotokomasl unentudukanuu/ayreHTudukanuu (cxema delire-Ouara-Illamupa).
13. IIpotokomsr uneHTUGHUKaMu/ayTeHTUGUKAIIH (cXeMa Dib-1"amars).
14. TIpotokons! uaeHtudukanun/ayrentuduxanmu (cxema [luoppa).
15. TIpoTokonsl uACHTU(UKALIMY C HYIEBOU Mepenadeit 3HaHUi.
16. ITporokon Kerberos.
17. TIpotokonst S/Key (RFC 1760), PAP u CHAP.
18. IIporoxkomnst OpenlD, Windows Live ID.
19. IIpotokonst LDAP, OpenLDAP.
20. Enunas cuctema uaeHTHPHUKAIUU U ayTeHTUuukanu PO.
21. Cucrema pa3rpaHuueHHs JOCTyna K MH(QOpMAaIHIH.
22. Metompl 3alIUTHl IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB
23. CpencTBa 3alIUThI TPOTPaMM OT KOMITBIOTEPHBIX BUPYCOB
24. XapakTepHCTHKa U KJIacCU(UKALNUSI KOMITBIOTEPHBIX BUPYCOB
25. XapakTepHCcTHKa CPEACTB HEUTpaIU3aIH KOMITBIOTEPHBIX BUPYCOB. TEXHOIOTHH OOHAPYKEHUS
BHUPYCOB, aHTUBUPYCHBIE KOMILICKCHI.
26. OreHka aHTUBUPYCOB; TpeOoBaHUs K cpeacTBam aHTuBupycHo# 3amutel DCTOK Poccun.
Knaccudukarus METOI0B 3alIUTH OT KOMIIBIOTEPHBIX BUPYCOB
27. OOmias xapakTepuCTHKa MPOrPaMMHO-aNNapaTHBIX CPEICTB 3Tl HH(pOpMAaIK
(xmaccudukanms CpeCTB 3aIIUTHI, TOCYAaPCTBEHHBIN peecTp CepTUDHUIIUPOBAHHBIX CPEJICTB
3aIUThl H(HOPMALIUH)

ok wnE
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28. OOmas XxapakTepUCTHKA 3JIEKTPOHHBIX UACHTU(PHUKATOPOB (KiIaccudukanus, Ha3HaYCHNUE,
XapaKTEPUCTHUKH)

29. 3amuTa nMporpamm OT MPOTPaMMHBIX 3akia0K. CriocoObl BHEAPEHUS 3aKIIaI0K.

30. Knaccudukanus HeeKIapupoBaHHBIX BO3MOXKHOCTEH TPOTPaMMHOTO 00CCIICUSHHUSI.

31. MeTtopl BCKPBITHS HEACKIAPUPOBAHHBIX BO3MOXHOCTEH MPOrPaMMHOTO 00ECTICUSHHSL.
32. Toaxonp! BeIABICHHUS Je(PEKTOB B IIPOTPAMMHOM 00ECIIEYEHUH, BOBMOKHBIE METObI 3aIUTHL.
33. Knaccudukanusi cpeacTB HCCIEIOBAHUS ITPOTPAMM

34. MeTo/pl 3alIUTHI TPOTPAMM OT UCCIIEIOBAHMSL.

35. Metoqpl, 3aTpYyAHSIONINE CYUTHIBAHIE CKOTTMPOBAHHON MH(DOPMAITUH.

36. MeTopl, MPEMSTCTBYIOUINE UCIIOIH30BAHNIO CKOTTMPOBAHHOW HH(POPMALINH.

37. OcHOBHBIE (PYHKIIMU CPEICTB 3aLIUTHI OT KOMTUPOBAHHUS.

38. MeToapl IPOTUBOACHCTBHS TUHAMUYECKHM CIIOCO0aM CHSTHS 3aIUTHI IPOTPAMM OT
KOITUPOBAHUSI.

39. Cucrembl 0OHapyXEHHS aTaK U CUCTEMbI OOHapyKeHUs BTopykeHw. Kimaccudukarms.
40. Metop1 0OOHApYXEHHS CUTHATYpP B CUCTEMax OOHapY)KEHUSI BTOP)KEHUI

41. Metoapl 0OHapYyXKEHHsI aHOMaJIM B cUCTEMaxX 0OHapyXEHUs BTOPKEHHUH

42. Tonstue D11, Bumsr D11, ocHOBHBIE anropuT™Mbl peam3armu D1ITT

43. TlonsTtue ymoctoBepstonux 1eHTpoB (YII), TpedoBanus k Y1

44. Keitnorrepsl U Ipyrue anmapaTHbIe 3aKIaIKd Ha OCHOBE MHKPOIIPOIIECCOPOB U
MHUKPOKOHTPOJUIEPOB, Ki1acCU(UKaLKs, BO3MOKHOCTH U METO/IbI IPOTUBOICHCTBUS

45. IIporpaMMHoO-anmapaTHble 3aKJIaAKH ISl MOOMIJIBHBIX CeTel

46. TIporpamMmMHO-ammmapaTHbIe CPEJCTBA 3alIUThl MOOMIIBHBIX CeTel

47. TpebGoBaHUs MEXIYHAPOIHBIX CTAHIAPTOB B 00sacTH ucnoyib3oBanus [TAC3U

48. HopmaruBHas 6a3a rocynapCTBEHHBIX peryasiTopoB Poccun mo mpumenenuto [TAC3U mist
samutel AUC

5.3. CamocTosiTe/ibHasi paboTa 00y4aroIIerocs.
IIpumepHbIe BONPOCHI M 3aaHMS JJIs1 CAMOCTOATEIbHO PadoThI CTY/IEHTOB
- HWpentuduxanus noibpzoBaTenell (CyObeKTOB AOCTyNa K JaHHBIM). buomerpuueckue mpu3HaKw,
KOTOpbIE MOTYT OBITh MCIIOJIb30BAaHbI MPU UACHTU(PUKAIIIH.
- Texuomorumii  aBromaruueckoil — uaeHtudukamuu.  IlTpuxoBble  KOIbl  (CUMBOJUKH).
PannouactorHas uaeHTUQUKAIMS.
- Cucrema pasrpanuueHus jgoctyna kK uHpopmauuu. @DyHKUuMOHaIbHbIE Onoku. Konuemmwms
MIOCTPOCHHUS.
- MexaHu3mbl ympaBiieHHS JOCTYNIOM (MOJENW pasrpaHUueHusi AocTyma). JluckpernuonHoe
YIPABICHHUE JIOCTYIIOM.
- MexaHu3Mbl ynpaBlieHuUs: JOCTYNOM (MOJAETH pa3rpaHUyeHHs JocTyna). MaHAaTHOe yrpaBieHHE
JOCTYIIOM.
- MexaHu3mbl ynpaBieHUs! TOCTYIOM (MOJENU pasrpaHUyYEHUs JOCTyIa). YMpaBieHHE AOCTYIOM
Ha OCHOBE POJICH.
- Hapexnoctes cucreMm pasrpaHudeHus goctyna. WHTEHCHBHOCTH OTKa3oB. C(CpenHee Bpems
BOCCTAHOBJICHUSI CUCTEMBI 3aIIUTHI IIOCJIE OTKa3a.
- Mertonasl npenoTBpamienus yreuek u3z KC. Knaccudukanus sayrpennux UT-yrpos.
- Meroas! npenotBpamienHus yreuek u3 KC. 3akoHHBIN niepexBar JaHHBIX.
- Mertonsl npenoTBpamnienus yreuek u3 KC. O6o0miennslit mpoiiecc Beioopa cucrtem DLP.
- MeTtoasl U cpeacTBa 3alIUTHI IPOTPAMM OT KOMITBIOTEPHBIX BHpPYcoB. OOIas XxapakKTepuCTHKA U
KJaccuukanus.
- MeToasl U CpeacTBa 3allUTHl IPOTPaMM OT KOMIBIOTEPHBIX BHpPYcoB. OOIIas xapaKTepUCTHKA
CPEIICTB HEUTpaNu3ali KOMIIBIOTEPHBIX BUPYCOB. METO bl 3alIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.
- Metoasl 3ammTel mporpamMMm oT uccienoBaHus. Cdepa npumeHeHHs. KOMIOHEHTBHI CHCTEMBI
3aIUTHI U UX (QYHKITHH.
- CrocoOBlI 3aIUTRI MPOTPAMM OT UCCIIEIOBaHUs. 4-¢ Kiacca CoCO0O0B 3aIlUThI



@OHJT OLEHOYHBIX  MAaTEpHUalIOB

(POM)

JUIA

IMPOBCACHUA aTTeCTaluu YPOBHA

c(OPMHUPOBAHHOCTH KOMIIETEHIIMH OOYYarOIIUXCS TO0 AUCHUILIUHE O(OPMIISETCS OTACTbHBIM

JOKYMEHTOM.

6. VYAEBHO-METOJUYECKOE U THOPOPMALIMOHHOE OBECITEYEHHE
JUCLUIIINHBI

6.1. KHuroo0ecne4eHHOCTH

HaumenoBanue JINTEpATYphbl: aBTOP, HA3BaHUEC, BU/]
n3gaHuvsa, u3aaTciIbCTBO

Ton

KHUT'OOBECIIEYHEHHOCTbD

W3TaHNS

Hanuuue B snexTponHoM katanore ObC

OcHoOBHasi TUTEpaTypa

*

[IporpamMmHO-anmapaTHbIe CPEICTBA 3AIIUTHI
WH(POPMAIMOHHBIX CUCTEM: yueOHOe mocodue : [16+] /
10. 10. I'pomos, O. I'. lBanoga, K. B. Crapony06os,

A. A. Kagpikos. — TamboB : TamOoBCKHiA
rocynapcTBeHHbIi TexHndeckuii yausepeurer (TI'TVY),
2017. — 194 c. ISBN 978-5-8265-1737-6.

2017

https://biblioclub.ru/index.php?page=book&id
=499013 (marta obparenus: 25.08.2021)

TexHonmorun odecriedeHus: 0€30MaCHOCTH
UH(OPMALMOHHBIX CUCTEM : ydeOHOe mocooue: [16+]/
A. JI. Mapyxunenko, JI. O. Mapyxnenko, M. A. Edpemos
u 1ip. — Mocksa ; bepnun : upexr-Menua, 2021. —210 ¢
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988

2021

https://biblioclub.ru/index.php?page=book &id
=598988 (marta obparenus: 25.08.2021)

I'onmukoB, A. M. OCHOBBI TPOEKTUPOBAHMS 3AIIUIIIEHHBIX
TENIEKOMM yHUKAIIHOHHBIX CHCTEM: KypC JISKIUA,
KOMIIBIOTEPHBIN MPAaKTUKYM, KOMIIBIOTEPHBIE
nabopaTopHbie paboThI M 33JJaHUE HA CAMOCTOSITEIBHYIO
padory / A. M. T'onukos. — Tomck: TYCVYP, 2016. — 396¢

2016

https://biblioclub.ru/index.php?page=book&id
=480796 (nara obpamtenus: 25.08.2021)

TexHonoruyu 3amuThl HUHGOPMALUH B KOMITBIOTEPHBIX
cersix / H. A. Pynenkos, A. B. [Iponerapckwuid,

E. B. Cmupnosa, A. M. CypoBoB. — 2-¢ u3[1., Ucnp. —
Mocksa : HanmonanbHbIi OTKPBITEIN Y HUBEPCUTET
«MHTYUT», 2016. — 369 c.

2016

https://biblioclub.ru/index.php?page=book&id
=428820 (nara obpamtenus: 25.08.2021)

Hono3os, H. JI. [IporpaMMHbIe cpencTBa 3aIUThI
uHpopmanuu: korcnekr sekiuii / H. JI. Jlono3os,

T. A. I'ynabrsieBa ; HoBocuOupckuii rocynapcTBeHHbII
TEeXHUYeCKUil yHuBepcuTeT. — HoBocuOmpeK :
HoBocuOupckuii rocyaapcTBeHHbBIN TeXHUYECKUN
yuauBepcuret, 2015. — 63 c. ISBN 978-5-7782-2753-8

2015

https://biblioclub.ru/index.php?page=book&id
=438307 (marta obparenus: 25.08.2021)

I[OHOHHI/ITCHLH&S[ JuTepar

a

Bemoyc, A. . OcHOBBI KnOepOe30acHOCTH: CTaHIaPTH, 2021 https://biblioclub.ru/index.php?page=book&id
KOHLISTIIIUH, METOIbI U CPeCTBa obecredeHus : [16+] / =617523 (narta obparenus: 25.08.2021)

A. U. benoyc, B. A. Conoxyxa. — Mocksa : Texaocdepa,

2021. — 482 c. ISBN 978-5-94836-612-8.

Bemoyc, A. W. TIporpaMMHbIe 1 anmapaTHbie TPOSHBI — 2019 https://biblioclub.ru/index.php?page=book&id
CHOCOOBI BHEIPEHHST U METOJIbI TIPOTHBOACHUCTBHS: =597000 (marta obparenus: 25.08.2021)
TiepBast TEXHUYECKAs SHITUKIONEIUS | B 2 KHATaX /

A. U. Benoyc, B. A. Cononyxa, C. B. IlIsenoB. — Mockaa:

Texnocdepa, 2019. — Kanra 1. — 1318 c. ISBN 978-5-

94836-524-4

MbiiBomna, O. Be3omacHoCTs cereli : yaeGHOE TTocoOwHe : 2016 https://biblioclub.ru/index.php?page=book&id
[16+] /3. MbiiBona. — 2-e u3 ., uctp. — Mocksa : =429035 (nara obparenus: 25.08.2021)
Harmmonansnerit OTkpeiTeiit Y HUBepeuTeT « AHTYUTY,

2016. — 572 c.

baceins, E. A. CucreMHOe aIMUHUCTPHPOBAHHE U 2018 https://biblioclub.ru/index.php?page=book&id

nH}popManmoHHas 6€30I1acHOCTh: yaebHoe mocodue:
[16+]/E. A. Baceins. — HoBocubupck: HoBocubupckmii
rOCyIapCTBEHHBIN TeXHUYecKuil yHuBepcuret, 2018. 79c.
ISBN 978-5-7782-3484-0. — TekcT : 3JIEKTPOHHBIH.

=575325 (mata obpamenns: 25.08.2021)



https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
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6.2. Ilepuoanyeckune u3IaHUA

1. Dnexrponnsii xypHan «3amurta uHpopmarmu. HMucaiigy ISSN 2413-3582, Pexum poctyna:
http://inside-zi.ru/pages/about.html
2. DnextpoHHbIN )KypHa! «Crienrexunka u CBs3by, Pexxum nocryma: http://www.st-S.su/

3. OnekTpoHHBIH XypHaT «CHCTeMBbl 0€301aCHOCTH CBS3M M TEIEKOMMYHHKALUN» —KOMITaHUS
«['potex», Mockaa [Dnektponnsiii pecypc] / URL: http://sccs.intelgr.com/

4. DNEeKTpOHHBIN HAay4YHO-TEXHHUYECKUH XypHan «CrnenuaibHas TeXHUKa», MockBa [DIeKTPOHHBIN
pecypce] // URL: http://www.ess.ru/

5. Dnexrponnsiii xypHan «bJIW» (bezonmacnocts, JlocroBepHocts, MubopMmarms), C.-IlerepOypr.
[DnexTponnsiit pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. NuTepHeT-pecypcsl

1. Caiit ®CTOK Poccuu [Dnexrponnsiit pecypc] / URL: https://fstec.ru/

2. Caiit «I'pynma CT» r. Cankrt-IletepOypr [Daexrponnsriii pecypc] / URL: http://spymarket.com/
3. Caiit «I'pynma xommanuii «Mackom»» T.MockBa [Dnekrponnsiii pecypc] // URL:
http://www.mascom.ru/ (mata obpamenus: 13.06.2018).

4. Caiit 3A0 HIIL] ®upma "HEJIK" r. Mocksa [Dnextponnsiii pecype] // URL: https://www.nelk.ru/
5. Caititr «HIIO 3amura wuHbopMmarmm» 1. MockBa [DnektponHbrii pecypc] //  URL:
http://www.sinf.ru/

6. Caiit xommanmu «lIpomuHdpopmM3ammTay T. MockBa  [DmektponHblii pecypc] // URL:
http://www.profinfo.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUITJIMHBI

3aHATHS MPOBOAATCS B cieaytonux ayauropusax Bal'y (kopmyc Ne2) mo aapecy r. Bnagumup,
yi. benokoHckoi, 1. 3.

aya. 408-2, JIekuMoHHasi ayAUTOPHs, KOJUYECTBO CTyJIeHUEeCKUX MecT — S50, romans 60 M2,
OCHaIIIeHHE: MYyJIbTUMEeIuiHOE 00opyaoBaHue (MHTepakTuBHas qocka Hitachi FX-77WD, mpoekTtop
BenQ MX 503 DLP 2700ANSI XGA), nHoyroyk Lenovo Idea Pad B5045

ayn. 427a-2, mabopaTtopusi CETEBBIX TEXHOJOTHUM, KOJUYECTBO CTYACHUYECKHMX MecT — 14,
momasas 36 M2, ocHaIIeHHE: KOMIBIOTEPHBIN Kiacc ¢ 8 pabounmu ctaniusmu Core 2 Duo E8400 ¢
BbIX0JIoM B Internet, 3 mapmpyruzatopa Cisco 2800 Series, 6 mapmpyruzaropo Cisco 2621, 6
kommyraTopoB Cisco Catalyst 2960 Series, 3 kommyraropa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaH HaCTEHHBIH pPYJIOHHBIMH.
JlunieH3snoHHOE  mporpamMmHoe  oOecriedueHue: — omepanMoHHas — cucrema  Windows 7
[Ipodeccuonanbhas, odpucHelii maker npunoxeHuit Microsoft Office [Ipodeccuonanbubiii TUIIOC
2007, 6ecriaTHO pacIpOCTpaHIeMOe MPOrpaMMHOE oOecrieueHue: JUHEeKa MHTErPUPOBAHHBIX Cpel
paspabotku Visual Studio Express 2012, mporpammusbliii npoaykt BupTyanuzaimuu Oracle VM
VirtualBox 5.0.4, cumynsarop cetu nepemaun nanueix Cisco Packet Tracer 7.0, untrerpupoBaHHas
cpena pazpabotku nporpammuoro odecneuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHII «KommuekcHas 3amuTa OOBEKTOB HH(MOpMATH3ALUU», KOJIUUYECTBO
CTyIeHYeCKUX MecT — 15, muomane 52 M2, OCHallleHHe: KOMIIBIOTEPHBIM Kiacc ¢ 7 paboyumu
crannusiva  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16
MyJIbTUMEIUHHBIN KoMIuIekT (mpoektop Toshiba TLP X200, sxpan HacTeHHBIH pYIOHHBIN), TPHOOP
ST-031P «IIupanps-P» MHOroQyHKIMOHAIBHBIA MHOUCKOBBIH, NpUOOp «YnaH-2)» TOUCKOBBIH,
BUOpoakycTuueckuil reneparop myma «Conara AB 1My, umuratop paboThl CpPeJCTB HENEraabHOTO
cbeMa uHpopmalmu, padoraronux mno paguokanany «lllunosauk», ananuzatop cnekrpa «GoodWill
GSP-827», unnukartop nons «SEL SP-75 Black Hunter», yctpoiicTBo GiokupoBaHus pabOThl CUCTEM
MOOWIBbHOM  cBsi3M  «Mo3zaiika-3», yCTpOWCTBO  3aIIMUTBl  TEIEPOHHBIX IEPETOBOPOB  OT
npocnymuBanust «lIpokpyer 2000», nukropon Edic MINI Hunter, noxarop «Pogauk-2K»
HEJIMHEHHBIN, KOMIUIEKC MPOBEIEHHs] aKyCTMYECKMX M BHOpOaKyCTHUECKHX u3MepeHuil «Crpyt
MUHHU-A», Buaeopeructparop uudposoir Best DVR-405, reneparop Llyma «I'HOM-3»,yueOHO-


http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
http://www.sinf.ru/
http://www.profinfo.ru/
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MCCIIEI0BATENILCKUI KOMITIEKC «CBEpXIIMPOKOTIONIOCHBIE OeCpoBOHBIE ceHCOpHBIE ceTu» (Nano
Xaos), cxkanupyromuii npueMHuk «Icom IC-R1500», anamuzarop cereir Wi-Fi Fluke AirCheck ¢
aKTUBHOUM aHTeHHOU. JlunieH3nonnoe nporpammuoe obecredenne: Windows 8 [IpodeccronanpHas,
oducHerii maker mnpunoxkeHuit Microsoft Office Ilpodeccuonansubiii moc 2010, OGecruiaTHO
pacrpocTpaHseMoe TMporpaMMHOE OOecreueHne: JIMHEHKa WHTETPUPOBAHHBIX Cpea pa3paboTKH
Visual Studio Express 2012, HHCTpYMEHT UMHTAIIMOHHOTO MojeupoBanus AnyLogic 7.2.0 Personal

Learning Edition, mHTerprpOoBaHHas cpema pa3padoTku mporpammHoro oodecreueHus IntelliJ] IDEA
Community Edition 14.1.4.
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noueHT kadbenpst U3U Tensnbiii A.B.

Pabouyio nporpammy cocTaBHI 2
(®HO, I0mKHOCTB, TIOANUCH )

Peniensent ,

(mpeacTaBUTENb paboronarens) 3amecTUTEID PYKOBOIMTES PAIL 000

«HUudollenTp» /a k.T.H. Beprunesckuit H.B.
/[ tec ] (mecto paGoTl, aomkHOCTb, ®UO, noanucs)

[Tporpamma paccMoTpeHa U 000peHa Ha 3acelaHuu Kadeapbl U3u

AL

[Tporokon Ne 7 / // oT Q { DE 2R rojaa
3apenyroiuii kadeapoii 1.1.H.. npodeccop

o~
/M.IO. MoHaxoBs/

\
(®UO, noamycs)

PaGouast nporpaMMa paccMOTpeHa U o1obpeHa
Ha 3ace/laHMM yueOHO-MeToauYeckoi KoMuccuu crenuainbHoctd 10.05.04 «MHGOpMaonHo-
AHAJIUTHYECKUE CUCTEMBI O€3011aCHOCTHY \

P 4

|
)

\ pr
[Ipotokon Ne A4 or X J.UC A2 rona \\\\\ /\/\//

[Ipencenarenb KOMUCCHH A.T.H.. Ipodeccop /M.IO. Monaxos/

((bl/fdfﬁém)KHOCTb. MO/IHUCH )

JIMCT NEPEYTBEPXKJIEHUS
PABOYEM NMPOTPAMMBI JJUCITUTTIIUHBI

Pabouas nporpamma ogo6pena Ha 20 /20 y4eOHBbIH roa

ITpoTokon 3acenanus kadeapsr No oT roja

3aBeayrouui kageapou A.1.H.. npodeccop /M.IO. Monaxos/
Pabouas nporpamma oo6pena Ha 20 /20 y4eOHBIN roj

IIporokoun 3acenanus kapeaps Ne oT roga

3aBenyroumit kadeapoi A.T.H.. mpodeccop /M.YO. Monaxos/
Pabouas nporpamma oo6pena Ha 20 /20 y4eOHBbIN roga

[IpoTtokoun 3acenanus kadeapbr Ne oT rozia

3aBenyroumi kadeapoi 1.1.H.. mpodeccop /M.IO. Monaxos/
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JUCT PETUCTPAIIMMA UBSMEHEHUI

B pab04yI0 MPOrpaMMy JUCIUIUIAHBI
Ilpoepammmno-annapamuvle cpeocmea 3auumaol UHGOpMayuu

o0pa3oBaTenbLHON MPOrpaMMBbI CIIEITUATBHOCTH

10.05.04 «MupopMaIIOHHO-aHATUTUYECKUE CUCTEMBI 0€30MacCHOCTI

Homep BHeceHbI H3MEHEHUS B UaCTH/pa3ieibl Hcnonuurens OcHoBaHue
HU3MEHECHU paboueii mporpaMMel 015(0) (HOMEp U JaTa MPOTOKOJA
3acenanusi Kadenpsi)
1
2

3aBenyromuii kadenpoit A.1.H., mpodeccop

/M.IO. Monaxos/_

Ioonuce DUO




