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1. HEJIX OCBOEHUA JUCIHUIIJIMHBI

Heabi0 ocBOeHUS] TUCHUIUIMHBI «3aIIUIICHHBIE WH()OPMAIMOHHBIE CHCTEMBD» SIBJISFOTCS
o0ecrieyeHne MOArOTOBKH CHEIHATNCTOB B cooTBeTcTBUU ¢ TpeboBanusmMu @I'OC BO u yyeGHOTrO
miaHa no crnenuansbHocTH 10.05.04 «MHDOpMaIMOHHO-aHATUTHYECKUE CHUCTEMBbI O€30MaCHOCTH.
[lenpfo OCBOGHUS JUCIMIUIUHBI SBIISCTCS O3HAKOMIJICHHE CIICIUAIMCTOB C COBPEMEHHBIM
TEOPETHYECKUM amnmnaparoM HWH(PpOpMaIMOHHON 0€301MacHOCTH, IPEICTABICHUE CBEICHUH 0 0a30BBIX
MOJICTISIX W aITOPUTMAaX, HCIONb3yeMbIX B yIpPaBIeHUH HH(POPMAIMOHHONW OE30MacHOCThIO B
WH()OPMAITMOHHBIX CHCTEMax, a TaKXe O IMPOIECCe TEOPETUKO-METOJOJOTHYECKOTO aHaIn3a
pa3IMYHBIX MEXaHU3MOB U CEPBHCOB 3aITUTHI HHPOPMAITUH.

B nmpomecce wm3ydeHHMss Kypca pemiaeTcs 3ajada  M3y4deHHUs ~anmapara  yrpaBJieHUs
uH(OPMAIIMOHHONH 0€30MacHOCThI0 B HMH(OPMAIMOHHBIX CHUCTEMaX, OCBOCHHE METOJOB aHaIn3a
MIPOrpaMMHO-TEXHUYECKHX CEPBUCOB MH(DOPMAITMOHHON 0€30MMacHOCTH.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII
Jucunmmna «3anuieHHple HHOOPMAIIMOHHBIE CUCTEMBD) OTHOCHTCS K BapHMAaTUBHOW YacCTH,
dbopmupyeMoil yuacTHUKaMu oOpa3oBarelbHbIX oTHOmeHu, koa b1.B.01 cnenumansroctu 10.05.04
«HpopMaIMOHHO-aHATUTUYECKUE CUCTEMbI Oe3omacHoCTU». B yueOHOM miaHe npeaycMOTpeHbI
BUJbI YUEOHOH NEeSATENbHOCTH, OOECIEeUMBAIOIINE CUHTE3 TEOPETHUYECKUX JEKUUU, Tab0paTOpHBIX
pabor W camocCTOATeNbHOH paboThl CTyAeHTOoB. Kypc TECHO B3aMMOCBSI3aH C JIPYTHMHU
JTUCIUILIMHAMY JaHHOTO IHKJIA.

3. ITTAHUPYEMBIE PE3YJIbTATBI OBYUEHMUS 110 JUCIHUIIJIMHE
[Inanupyemble pe3ynbTaTbl OOy4Y€HHUs 10 AUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMH
pesynbratamu ocBoeHusi OIIOII (koMneTeHIMSAMHI U UHIMKATOPAMU JOCTHXKEHHUSI KOMIETSHIINN )

dopmupyembie [Tnanupyemsble pe3yabTaThl O0YUYCHHS MO TUCIUILINHE, B HaumenoBanue
KOMIICTEHIIUHA COOTBETCTBUHU C MHAUKATOPOM JOCTHIKEHUS KOMIIETEHLIMU OLICHOYHOTO
(xom, comepxanme WNunukatop Pesynprarel 00y4eHUs IO AUCIUTUTHHE cpencraa
KOMITETEHITHH ) TOCTIDKCHIS
KOMIICTEHIIUHA
(00,
cooepoicanue
uHouKamopa

[IK-2.1.1 3HaTh HOPMAaTHUBHYIO 0a3sy,
pErIaMeHTHUPYIOIIYIO CO3/IaHHE U
skcmuryataruio MAC

IK-2.1.2 3HaTh HA3HAYCHUE U KJIACCU(DUKAITUIO
WH(POPMAITMOHHBIX U aHATUTHYECKUX CHUCTEM,
CHUCTEM YTpaBJICHUs

[K-2.1.3 3HaTh HOpMATUBHBIE IPABOBBIE aKTHI B
HK-2 Crioco6e obnactu 3amuTel HHGOpMaUK
-2 Cn H
06CCICTHTE [1K-2.1.4 3HaTh OPraHU3AUOHHBIE MEPHI O 3AIIUTE
HHpOpMaIIH
(YHKITMOHUPOBAHHUE TecToBbIE
T1K-2.1.5 3HaTh PYKOBOJISIINE U METOTNIECKUC
CPEJICTB 3aIHUThI BOIPOCEI

JIOKYMEHTHI YIIOJTHOMOYEHHBIX (pefiepanbHbIX
OpraHOB MCIIOJIHUTEIBHOM BIACTH 110 3aLIUTE
uHpOpMAIUH

IK-2.2.1 YMeTh HacTpauBaTh U OOCITYKHUBATh CPEJICTB
3alIMThHl HTHPOPMAIMK Ha BCEX 3Tanax
sku3HeHHoro nukna MAC

[K-2.2.2 YMeTh OCyMIECTBIATH MEPHI TPOTUBOIEHCTBUS
HapyIICHNSM CETeBOI 0€30MacHOCTH C
MCTIOJIb30BaHUEM NPOIPAMMHBIX
MPOTPaMMHO-AIIAPATHBIX CPEJICTB 3AIUTHI
UHpOpMAIIH

UHQOpMAIUH B
MH(POPMALLOHHO-
AHAINTUYECKOHN cHCTEME
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IK-2.3.1

Brnanets HaBbIKaMK HACTPOMKH,
SKCIUTyaTallu, 00CITy>KHBaHUS CPEICTB
3amuTHl HHGOPMAITIH Ha BCEX 3Tarax
skn3HeHHoro nukia MAC

[1K-2.3.2

Biiagets HaBbIKaMK BOCCTAaHOBIICHUS

paboTOCTIOCOOHOCTH CPEACTB 3AIINUTHI
nHpopmaruu MAC ripu BHEIITaTHBIX
CUTYAIIHSX

IIK-4 Cnocoben
IIPOBOJUTH
TECTUPOBaHHE CHCTEM
3amUTHl HHGOPMAITIH
ABTOMAaTH3WPOBAHHBIX
CUCTEM

[K-4.1.1

3HaTh HA3HAYCHUE U KJIACCUDUKAITUIO
WH(POPMAITUOHHBIX M aHATUTUYCCKUX CHCTEM,
CHCTEM YIpaBICHHS

I1K-4.1.2

3HaTh HOPMATHUBHBIE IIPABOBBIE AKTHI B
o0acTH 3auThl HHpOpMaIMU

[1K-4.1.3

3HaTh OpraHU3aAIMOHHBIE MEPHI IO 3aIUTE
nHOopMaIuu

[1K-4.1.4

3HATh PYKOBOJISIINE H METOTUUCCKHUE
JIOKYMEHTBI YIIOJTHOMOUYEHHBIX (DeiepatbHbIX
OpraHOB UCTIOJIHUTEIHHOM BIACTH MO 3aIUTE
nHOopMaIuu

[1K-4.1.5

3HaTh CTPYKTYpPHI QYHKIIMOHATIBHOHN 1
obecrieyuBaromx yacreit UAC

[1K-4.1.6

3HATh MPHUHIUIIBI SKCIUTyaTallud U
comnpoBoxaeHuss MAC

[K-4.2.1

YMeTh HacTpauBaTh U 0OCITYKUBATh CPEJCTB
3alUThl THPOPMAIIMK Ha BCEX 3Tanax
sxn3HeHHoro ukia MAC

[1K-4.2.2

YMeTh NpUMEHATH 3alUILIECHHbBIE TIPOTOKOJIBI,
MEXKCETEBBIE SKPaHBI, CPEIICTBA O0OHAPYKEHHS
BTOP’KEHHH B KOMIIBIOTEPHBIE CETH

[1K-4.2.3

YMeTh UCTIOIb30BaTh CPEICTBA 3AIHTHI,
HpeI[OCTaBHHeMBIC CUCTCMaAMHU praBJIeHI/ISI
0a3zaMu JaHHBIX

[1K-4.3.1

Bnagets HaBbIKaMU HACTPOUKH,
SKCIUTyaTalllH, 00CITy)KHBaHUS CPEICTB
3alUThl THPOPMAIIMK Ha BCEX 3Tanax
sknsuennoro mukina MAC

I1K-4.3.2

Brnanets HaBBIKAMH BOCCTAHOBJICHUS

paboTOCTIOCOOHOCTH CPEACTB 3AIINUTHI
napopmarur MAC npu BHEIITaTHBIX
CUTYalHsAX

I1K-4.3.3

Brnaners HaBBIKaMH ITOJTOTOBKH POEKTOB
HOPMaTHUBHO-PACTIOPAIUTEIHHBIX TJOKYMEHTOB
(mpuKa3oB, yKa3aHWi, HHCTPYKIIHIA) TIO
BOIPOCAM 3KCIUTyaTalliH CPEACTB 3aIUThI
uHpopmarun MAC

TecToBbIe
BOIPOCHI

TpynoeMKoCTh TUCHUILTHHBI cocTaBisieT 19 3aueTHpix enunmi, 684 yaca

4. OFBEM U CTPYKTYPA JUCHUIIJINHBI
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TemaTHyecKUi mJiaH
(hopma o0yueHust — ouHasi

KonrakTHas pabora DopMbI
oOyJaronuxcs TEKYIIero
C MIeIarOrM4eCKUM KOHTPOJIA
« pabOTHUKOM 5 yCIIEBaEMOCTH,
LT el a1 L e,
8 2 = 5 g 5 < | IPOMEXYTOYHOU
Ne HaumeHoBanue TeM u/unm 3 g = S e || & o aTTecTalnuu
n/n Pa3aeNnoB/TeM TMCIMILTMHBI 5) = - § = g g g % (no cemecmpam)
13 = 3 2 Q| &
S| E| B £ %5z
Tl s B g2 3%°
= g | =8
S S|

1 HubopmanimoHHbIC TEXHOJIOTHA U 8 1-2 4 4 16
nH(pOpMalMOHHBIE CUCTEMBI.

2 [Tpumeps! HHPOPMAIIMOHHBIX 8 3-4 4 4 2 16
TEXHOJIOTUI U MHPOPMAIIMOHHBIX
cucTeM

3 IIpoexTupoBanue u pazpaboTka 8 5-6 4 4 2 16 PelTuHT-KOHTPOIb
3aIIMIIEHHBIX HHPOPMAIIMOHHBIX Nel
TEXHOJIOTUI

4 Tpe6oBanusl, MPeabIBIIEMEIE K 8 7-8 4 4 16
HHPOPMAINOHHBIM (KOMITBIOTEPHBIM)

CHCTEMaM B 3aIHILIEHHOM
UCIIONTHCHUH

5 IMocTpoeHwe 3aIUIEHHbIX 6a3 8 [9-10 | 4 4 2 16
JaHHBIX U UX OILICHKA 110 CTAaHIAPTY
«OpamxeBas KHHTa.

6 ConeprkaHne KI1accoB 8 11-12| 4 4 16 PefiTuHT-KOHTPOIH
3aIIMIICHHOCTH. Ne2

7 DyHKUMOHAIbHBIE TPEOOBAHMUS. 8 13-14| 4 4 16

8 Bonpockl rapanTuii 1 8 15-16| 4 4 2 16
3¢ (EKTHBHOCTH B €BPOIICHCKOM
cragaapte ITSEC.

9 TTonxon x 6e30omacHOCTH 8 17-18| 4 4 2 16 PelTuHr-KOHTPOIBL
KOMITbIOTEpHBIX cucteM B CC u Ne3
0a30BbIe KOHICTILIHH.

Bcero 3a 8 cemecTp: 252 36 36 144 | Dk3amen (36)

1 [Mousitre MpoGUIIS 3aIUTHIL. 9 1-2 4 4 4

2 Kiaccel B cucreMe 001mx 9 3-4 4 4 4
KPHUTEPHUEB.

3 Kiaccel 3anuineHHOCTH B CUCTEME 9 5-6 4 4 2 4 PelTHHT-KOHTPOJIH
OOIIHMX KPUTCPHUECB. Nel

4 ITonaTue ayauTa NOJUTUKHU 9 7-8 4 4 4
0€30IaCHOCTH.

5 TapanTuu 6€30MacHOCTH 9 910 |4 4 2 4
KOMITBIOTEPHBIX CUCTEM B CHCTEME
00IIMX KPUTEPHEB..

6 [MonsTue rapanTuu 6€30MaCHOCTH 9 [11-12|4 4 4 PelTHHT-KOHTPOIb

Ne2

7 YpoBHU rapaHTHii 9 13-14| 4 4 2 4

8 Kanais! yTeuky v MX aHaIu3 B 9 |15-16| 4 4 2 4
CHCTEME OOIIUX KPUTEPHEB.

9 Bunas! kananoB yreuku nHpopmanun | 9 17-18| 4 4 4 PelTuHIr-KOHTPOIbL

Ne3

Bcero 3a 9 cemectp: 108 36 36 36 3auer




besonacuoe (GyHKIIMOHUPOBAHHUE B
CHCTEME OOIIUX KPUTEPHEB..

10

1-2

VYnpasneHne KOHQUTYpaIen

10

34

I

I

I

I

OcHOBHBIE YyTPO3BI 0€30I1aCHOCTH
HH(OPMALUK B KOMITBIOTEPHBIX
CHUCTEMaX.

10

5-6

I

I

I

I

PelTuHIr-KOHTpOIBL
Nel

Moaenb yrpo3. AHaJIU3 KPUTUYHBIX
TEXHOJIOTUH.

10

TpeboBanusi, IpebsBIIEMBbIE K
pa3paboTKe MOJIENIH yIpo3.

10

9-10

T'ocymapcTBeHHas TONIUTHKA B
obnactu 0e30IacHOCTH
KOMITBIOTEPHBIX CHCTEM.

10

11-12

PelTuHI-KOHTPOIbL
Ne2

Cuctema JIMOCH3UPOBAHUS U
CepTI/Iq)I/IKaHI/II/I CpCACTB 3allIUThI.

10

13-14

Pa3paboTka nonuTHk 6e30macHOCTH
JULSL 3QIUIIEHHBIX KOMIIBIOTEPHBIX
CHCTEM.

10

15-16

TpeboBanwust, TpebIBIIEMBIE K
pa3paboTKe MOTUTHK OE30ITaCHOCTH.
JIMCKpeOHHAs 1 MHOTOYpPOBHEBAsI
TIOJIMTHKA 0E3011acHOCTH.

10

17-18

PelTuHIr-KOHTPOIBL
Ne3

Bcero 3a 10 cemecTp:

180

36

36

36

36

Ix3amen (36)

1

HOpHZ[OK aTTCCTAallUU 3alllUIIICHHBIX
KOMIIBKIOTCPHBIX CUCTCM.

11

2

IlonsTue ATTECTAlUU 3alIUIITCHHBIX
KOMIIBIOTCPHBIX CUCTCM.

11

3-4

Konuenuus ynpasnenus UT-
monpasnenenueM (IT Service
Management. ITIL) — ocaoBa
KoHUenuuu ynpasnenus UT-
CITY)KOAMH.

11

5-6

PelTuHr-KOHTPOIBL
Nel

opsinox BHeapenuss SLM-cucremsl.
Service Desk — 1enu, BO3MOKHOCTH,
peanuzauu. Microsoft Operations
Framework (MOF).

11

7-8

Craguu coznanus 3UC:
¢dbopmuposanue TpedoBanuii k 3UC,

11

9-10

Pazpabotka xoruemnuu 3MC,
TEXHHYECKOE 3a7aHue, ICKU3HbIH
HPOEKT, TCXHHYECKHH MPOCKT,
pabouasi JOKyMEHTaLHsI

11

11-12

PeitftuHr-koHTpOIHL

No2

MeToapl B METOAUKH OLIEHKHU
kaugectBa 3UC.

11

13-14

8

TpeboBaHUS K SKCILTyaTallHOHHON
Jokymenrauuu 3UC.

11

15-16

9

[Mopsmox MpUEeMKH 3alUIIEeHHBIX
3UC

11

17-18

PelTuHr-KOHTPOIBL
Ne3

Bcero 3a 11 cemecTp:

144

36

36

45

Jk3ameH (27)

Hannuune B nucuumianne KII/KP

Her

HToro mo iucuuIInHe

684

144

36

144

261

Jk3ameH (36)
3auer

Ik3amen (36)
Ok3ameH (27)
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Conepmanne JEeKIMOHHBIX 3aHATHI M0 TUCHUILJIAHE

8 cemecTp.

Pa3nea 1. MndopmanrionHble TEXHOJIOTUN U MH(OOPMAaLMOHHBIE CUCTEMBbI
Tema 1. HWudopmanuoHHBIE TEXHOJOTMM U  HMHGOPMAIMOHHBIE cHCTeMBbl.  [Ipumepsl
MH(OPMALIMOHHBIX TEXHOJOTHH M MH()OPMALMOHHBIX CHCTEM. THIIBI KOMIBIOTEPHBIX CHUCTEM, Kak
AJIEMEHTOB HH(POPMAITMOHHBIX TEXHOJIOTHA.
Tema 2. OcHOBHblE MNPUHIUIBl  YCIEIIHOTO  (PYHKIMOHUPOBaHUS  MHGOPMAIMOHHON
(xoMBbIOTEpHOM) cucTeMbl. Llenb mpUHUMAEeMbIX PYKOBOACTBOM MPEINPHUSTHSI U JTOKHOCT-HBIMHU
JUIAMH Mep M0 MOAJIEp’KKe HH(GOPMALMOHHBIX TEXHOJOTMM MpuHSATHS pemieHuil. OCHOBHbBIE
TIPUHIIAITE K METOJIBI 3aIUTH HHPOPMAIIMOHHBIX MPOIIECCOB B KOMIBIOTEPHBIX CHCTEMAaX.
Tema 3. [IpoekTupoBanue M pa3pabOTKa 3aIIMUIIEHHBIX MHPOPMAIMOHHBIX TexXHOJIOTHH. [loHsATHE
3amuIIeHHoN  nHpopManuoHHOW  TexHOMOTUH. (OCHOBHBIC TOJXOMABI, HCIOJIB3YEeMbIC TIpU
MPOEKTUPOBAHUHU 3AIUIIECHHBIX HHPOPMAIIMOHHBIX TEXHOIOTHI.
Tema 4. TpeOoBanus, NpeAbsBISEMble K HHPOPMAIMOHHBIM (KOMITBIOTEPHBIM) CHUCTEMaM B
3alUIIEHHOM HUCIoJHeHUU. [ocymapcTBeHHBbIEe CTaHOApThl Ha pa3padOTKy H  CO3JaHHE
WHQOPMAIIMOHHBIX CHUCTEM B 3amuiieHHoM wucnosHennn. CASE-texHonoruun  co3manus
uHpopmannonusix cucrteM. Ctannapt [TIL.
Tema 5. IlocTpoeHue TapaHTUPOBAHHO 3ALIUIICHHBIX 0a3 JAHHBIX M MX OILEHKA MO CTaHAAPTY
«OpanxeBasi KHUra». AMEPUKAHCKHMI cTaHgapT mo 3amuTe uHbopMmaruu «OpaHkeBas KHUTAY.
[TonsiTue rapanTun 3amMThl. KpuTepun OLIEHKHU 3alIUIIIEHHOCTH 0a3 JIaHHbIX.

Pa3nea 2. TpeGoBanus k 3amurte uHpopmanun

Tema 1. CogepkaHue KIIacCOB 3alIMIICHHOCTH. TpeGoBaHWs 1O 3amuTe WHGOpPMAINH,
OpebsBiIsieMble B KKAOM Kiacce 3alUIIEeHHOCTH. [IpuHIMIBI M METOABl IMOCTPOEHUS
rapaHTHPOBAHHO 3AUIMIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.

Tema 2. OyHkuuoHanbHble TpeOoBaHMs. Borpocsl rapantuii 1 3QpQEeKTUBHOCTH B eBpomeiickoM
crangapre ITSEC. EBponeiickuii crangapt o 3amute napopmarmu I[TSEC.

Tema 3. IloHATue rapaHTHU 3alIMTBl B COOTBETCTBHM C €BpoOIeickuM craHaaproM. Kpurtepuun
oleHKH 3amunieHHocTH. ConepKaHue KJIacCcoB 3alUIIeHHOCTH. DyHKINMOHATIbHBIE TPEOOBAHUS IO
3amTe MHGOpMALKHU, NPEAbIBISIEMble B KaKIOM Kjacce 3aIlMIIEHHOCTU. [IpMHIMIIBI U METOAbI
MOCTPOCHHS 3AIUIIEHHBIX HHPOPMAIIMOHHBIX CHCTEM.

Tema 4. IToaxon x Ge3zomacHocTH KoMmmbloTepHbIX cucteM B CC u 6a3oBble KoHuenuu. [lonstue
npodwis 3amuTel. OYHKIUH MTOIEPKKH IMOJUTHKH 0€30ITacCHOCTH.

9 cemecTp.

Pa3nen 1. Iloacucremsl, Kjaacchbl.
Tema 1. I'apantun Oe3onacHoctu. TpeOoBaHUS 10 0€30MaCHOCTH MH(OPMALMOHHBIX TEXHOJIOTHH.
Knaccel  3ammmenHoctd. KoMmoOHEHTHI mojacucTeM MOJAECPKKM —THOJIMTUKA — 0€30MacHOCTH.
ConeprkaHue MOJTUTHKHA 0€3011aCHOCTH.
Tema 2. Knaccel B cucreme o0mmx KpuTepueB. Kiacchl 3alMIEHHOCTH B CHUCTEME OOIIMX
kputepueB. [loHsTHEe ayauTa TOMUTHKH Oe30macHOCTH. TpeOoBaHUS K TOJCHCTEMAaM ayaWTa.
[Toacucrembl TOATBEPKICHUS TTOATMHHOCTH OTIPABKU U MOJTYYEHHUS COOOIIECHUS.
Tema 3. [Toncucremsl pasrpannuenus aoctymna. [logcucreMbl HASHTUPUKAUMN U ayTEHTU(UKALINH.
[Toacucremsl 3amuThl GpyHKIME 3ammThl. [logcucTemsl 3amuThl pecypcoB cucteMsbl. [loacuctemsl
3alIUTHI CBS3H. TpeOoBaHMs K MOICUCTEMAM, MTPEIBIBIISIEMbIC B KQXKIOM KJlacce 3allIUIICHHOCTH.
Tema 4. ['apanTun 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM B CHCTEMe oOLuX KpuTepueB. [lonsTue
rapaHTuu 0€30MacHOCTU. YPOBHU rapaHTHH.
Tema 5. TlapanTun NPOEKTHPOBAHUS 3AUIMIIEHHBIX HH(POPMAIMOHHBIX CcHUCTeM. [IpuHIUIBI
obecrieueHus rapaHTHii 6e30macHOCTH. MeTOM0I0THS aHaIu3a TapaHTHil 0€301MacHOCTH.



Pasnea 2. Kanaasl yreukn nngopmanun.
Tema 1. Kananbl yTeukn W HMX aHAIW3 B CHCTEME OOIIMX KpPUTEpHEB. Buabl KaHAIOB yTEUKH
uHpOpMaLnu.
Tema 2. MecTto KaHajioOB yTeukd HHQOpPMAIMM B CHCTEME OOIIUX KpUTEpHEB O€30MacHOCTH.
MeTtoonorus aHanu3a KaHAJIOB YTEYKH WH(GOPMAITUH.
Tema 3. be3zonacHoe (YHKIMOHUPOBAHHWE B CHUCTeMe OOLIMX KpUTEpueB. YIpaBicHHE
KOH(HTypanuen.
Tema 4. be3zonacHas ycTaHOBKAa CHCTEM 3allUThl MH(POPMAIIMOHHBIX TEXHOJIOTHH. be3omacHas
MOJIepHH3aIMsl THPOPMAITUOHHBIX TEXHOIOTHIA.

Cemectp A

Pazgea 1. Moaesu yrpos.
Tema 1. OcHOBHBIE yrpo3bl 0€30MacHOCTH WH(POPMALMU B KOMIBIOTEPHBIX cUcTeMax. LleHHOCTH,
OIaCHOCTH, MOTEPH, PUCKHU, YTPO3bl B KOMIIBIOTEPHBIX cucTeMax. OCHOBHbIE YIpo3bl HH(OPMAINH B
KOMITBIOTEPHBIX cucTemax. Crnennduka BOZHUKHOBEHHS YTPO3 B OTKPBITHIX ceTsX. OcoOeHHOCTH
3alUThl HH(GOPMALMK Ha y3J1aX KOMIIBIOTEPHOU CETH.
Tema 2. CructemMHBIE BOIPOCHI 3alIUTHI IPOTPAaMM | TaHHBIX. AHAJIN3 PUCKOB. MoieTh MPOTHBHUKA,
BO3MOXKHOCTH NpoTUBHUKA. [lapannensHblii aHamu3 Leneil U BO3MOXKHOCTEH 3JI0YMBILIUIEHHHKA B
KOMITBIOTEPHON CETH W B CHUTyallMd TpPH HATWYUU H30JUPOBAHHOTO KoOMIbIoTepa. OCHOBHBIE
KaTeropuu TpeOOBaHUM K MPOrpaMMHON M IPOTrpaMMHO-alIapaTHOM pealu3alyu CPeACTB 3allUThl
uHpopmanuu. TpeboBanus K 3amuTe aBToMaTu3upoBaHHbix cucteM ot HC/I.
Tema 3. Mogens yrpo3. AHanM3 KpUTHUHBIX TexHosnoruil. TpeOoBaHMs, HpeabsBIseMblE K
pa3paboTKe MOJACIIH YIPO3.
Tema 4. CtpykTypa Mozenu yrpo3 0€30macHOCTH MH(pOpMalMU. AHAJIN3 KPUTHUYHBIX TEXHOJIOTMH
00paboTkn nHpOpMAITHH.

Pa3nen 2. IlontuTnka 60€30MacHOCTH.
Tema 1. ['ocynapcTBeHHass MOJUTHKA B 00JaCTH 0OE€30MACHOCTH KOMIBIOTEPHBIX cucTeM. Cucrema
JTULEH3UpOBaHUs H ceprudukanuu cpeAactB 3amutbl. CTpykTypel B P®, obecneunBaromue
JTUIEH3UPOBaHNE U CEPTUPUKAIINIO CPEICTB 3aAIUTHI.
Tema 2. HopmatuBHas 0a3a M OTBETCTBEHHOCTh 3a 3alIUTy HH(OPMAlMU B KOMIBIOTEPHBIX
cucreMax. PykoBomsmme  gokymeHTel @OCTOK  Poccunm 1o OLEHKE — 3alllMIIEHHOCTH
ABTOMATU3UPOBAHHBIX CHCTEM OT HECAaHKIIMOHHUPOBAHHOTO JIOCTYyTIA
Tema 3. Pa3paboTka monmuTUK O€30MACHOCTH 7S 3aAIIMIIEHHBIX KOMIBIOTEPHBIX CHCTEM.
TpeboBanusi, MpeabsBIsieMble K pa3pab0oTKe NOJUTUK OE30MaCHOCTH.
Tema 4. JluckperioHHass U MHOTOYpPOBHEBas MONUTHKA Oe3zomacHOCTH. [lomuThka MaHIaTHOTO
noctyna. [TonuTrka 3amuThl 1eT0CTHOCTH MH(GOPMAIIMOHHBIX PECYPCOB.
Tema 5. llopanok arrecranuy 3alUMIIEHHBIX KOMIIBIOTEPHBIX cucTeM. l[loHATHE aTTectanuu
3alMIIEHHBIX KOMIBIOTEPHBIX cucteM. PykoBomsmine nokymeHTsl ®CTOK Poccum mo arrecranuu.
[Topsinok arrecranuu.

Cemectp B

Paznen 1. CoBpemennas crpykrypa ITIL.
Tema 1. IIpuHIMIEI 1 METO/BI ATTECTALIMOHHBIX UCIIBITAHUN 3AIMIIEHHBIX KOMIIBIOTEPHBIX CUCTEM
no TpeboBaHusiM Oe3zomacHocTu. ColepikaHHWe 3TANoOB aTTECTAMOHHBIX HcHbITaHUN. KoHTpoib
3P PEKTUBHOCTH 3aLIUTHBIX MEPOIIPUATUI B CUCTEME aTTECTAIUH.
Tema 2. Konuenuus ynpasnenus UT-noapaznenenuem (IT Service Management. ITIL) — ocHoBa
koHuenuuu ynpasienus UT-ciyx6amu. CoBpemennas ctpykrypa ITIL.
Tema 3. IlpenmmymiectBa BHenpenus [TSM. busnec-opuentupoBanHoe ynpasienue WT Ha
COBPEMEHHOM IPEATIPUATHH.
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Tema 4. Ilopsnok Baenpenust SLM-cuctemsl. Service Desk — 1enu, BO3MOXXHOCTH, peau3allyH.
Microsoft Operations Framework (MOF).

Pa3znea 2. 3amuneHnbie HHPOPMALMOHHbIE CHCTEMBbI.
Tema 1. Cranuu co3nanus 3MIC: ®opmupoBanue TpedboBanuii k 3MC, paspadborka korunenmuu 3UC,
TEXHUYECKOE 3aJ[aHKe, SCKU3HBIA MPOEKT, TEeXHUYECKUH MPOEeKT, padodas TOKyMEHTallus, BBOJ B
neiicteue, arrecranus 3UC no TpeboBanusiM 6e3omacHocTH, corpoBoxaenue 3UC.
Tema 2. Meroasl u Metoauku oneHkd kadectBa 3MC. TpeOGoBaHUsS K OSKCIUTyaTallMOHHOMN
nokymentauuu 3UC.
Tema 3. Ilopsnok npuemku 3amumieHHbx 3MC, B TOM 4Ymclie MpOrpaMMHBIX U TEXHHYECKUX (B
YaCTHOCTH, KpUNITOrpaguueckux) cpeAcTB u cucteM 3ammtel nHpopMmaiuu ot HCJ[. OcobeHHocTu
skcruryatanuu 3MC Ha 00beKTe 3aluThl.

Conep:kanue J1a00paTOPHBIX 3aHATHH M0 AUCHUIIMHE

8 cemecrp.
Paspnen 1. Moaesn yrpos.

Tema Ne 1. CpaBHUTENbHBIM aHAJIW3 pPA3IUYHBIX CTAHAAPTOB B 00JACTH 3alllUThI
MH(OPMALIMOHHBIX TEXHOJIOTHA C TOYKU 3peHHs] IP(PEKTUBHOCTH JOCTHUKEHHS LENH MOCTPOCHHUS
3alUIIEHHBIX HHPOPMAIIMOHHBIX CHCTEM.

Conep:xanue JadopaTtopHoil padorbl. V3yuuTh ciieqyromue CTaHAApThl U MPOBECTH HX
CpaBHUTENBHBINA aHanu3: Kpurepunu 6€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM MHUHHCTEPCTBA 00OPOHBI
CIIA («OpanxeBass kHHra»). EBporeiickue KpuTepud 0€30MacHOCTH  HH(POPMAIIMOHHBIX
TexHojoruil. PykoBomsmue moxkymeHTel @CTOK B 00macTét MOCTPOEHUS 3alIUIICHHBIX CHCTEM
o0OpaboTtku uHpopmaiuu. PenepanbHble KpUTEpUU 0€30MACHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTUH.
0030p cepun cranmaproB UCO/MDK 27000. CpaBHUTENBHBIH aHAIU3 CTAHIAPTOB B O0JIACTH
3alUThl UHHOPMALIMOHHBIX CUCTEM.

Tema Ne 2. Knaccuduranus 3a0iMIIeHHOCTH KOMIIBIOTEPHON CHCTEMBI 1O TPeOOBaHHIM
0e30MmacHOCTH UH(POPMALIMH B CUCTEME OOIIUX KPUTEPUEB

Conep:xanue 1a00paTopHOii paGoTHI.

Onummure ypoBeHb A (ki1acc 0€30MacHOCTH) B cUCTEME OOIINX KpUuTepreB?

Onumure ypoBeHb B (ki1acc 6€301acHOCTH) B CUCTEME OOLIUX KPUTEPHUEB?

Onummre ypoBes C (ki1acc 6€30MacHOCTH) B CUCTEME OOLITUX KpUTEPHUEB?

Onumute ypoBeHb D (kitacc 6€30macHOCTH) B CHCTEME OOIINX KpUTEpUEB?

Tema Ne 3. Ananu3 puckoB At HH(GOPMAIIMOHHON CUCTEMBI IPEANPHUATHS (OpraHU3aluu) U
MIOCTPOECHUE MOJIEIH YIpo3 OE€30MaCHOCTH

Copep:xanue jadopatopHoii padorbl. M3yunts crnenyronire 1okyMeHThl: Knaccugukarus
U XapakTepucThka yrpo3 uH(opmanmonHoil Oe3omacHoctu MC. MeTonuku W TpOrpaMMHBIN
MHCTPYMEHTApHI JUIs aHaiM3a M OLEHKH PUCKOB MH(OpMarmoHHoi Ge3omacHocTH. [Iporpammubie
komruiekcel MSAT u I'PU®. Mertononoruss COBIT u mporpammusiii nactpymentapuii CORAS.
Metononoruss OCTAVE. Metoasl U nmporpaMMHbIE MPOAYKTHI, MCIOJIb3yeMbIE B MEXTYyHApPOAHOMN
IPaKTHKE JJIsl aHAJIM3a U OLEHKU PUCKOB, YTPO3 U ySI3BUMOCTEN MH(DOPMALIMOHHONW CUCTEMBI. YUeT
yIrpo3 M PUCKOB MPH MOCTPOSHUHU 3alUIIEHHON cucTeMbl o0paboTku uHpopmaruu. OcobeHHOCTH
aHaJlIM3a U OILIEHKM PHUCKOB HMH(POPMAIIMOHHON O0€30IacHOCTH B MajoOM U CpeJHeM Ou3Hece.
VYnpasieHrue HHIKUACHTaMH HH()OPMAIIMOHHOM 0€30MacHOCTH.

Tema Ne 4. [Topsinok ceprudukanyu cpeicTB 3auThl HHGopManuu s pazpadorunka C3U.

Copep:xanue JadopaTtopHoii padotsl. [laiiTe onpenenenue NoHATHIO «cepTUPUKALIN»?
JaiiTe onpeeneHne MOHITHIO «CEPTUPHUKAT COOTBETCTBU»? B KakoM MOpsIIKE MPOBOIUTCS
ceprudukanys? B kakoM nopsake NpoBOJUTCS KOHTPOJIb cepTU(UIMPOBAHHBIX poaykToB? Kakue
CpeJCTBa MOJyIekKaT 00s3aTeIbHON cepTuduKanu
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9 cemecTp
Paspnen 2. IlomuTuka 6€30aCHOCTH.

TemaNe 1. [Topsok IULIEH3UPOBAHKS B 00JaCTH CO3/IaHUS CPEICTB 3AIIUTHI HH(POPMAIH U
3alUIICHHBIX HHQOPMAIIMOHHBIX CHUCTEM [UIsl PYKOBOAMTENS MPEANpHUSATHS (OpraHu3aluf) —
coMcCKaTes JIMLEH3UU

Conep:kanue JiadopaTtopHoil padorbl. llepeunciuTe HOpMaTUBHBIE IPABOBBIE AaKThI,
perJaMeHTUPYIOIINE MPOLIECC JTULEH3UPOBAHUS JIEATEIBHOCTH OpraHU3alMil M0 OKa3aHMUIO YCIYyT B
obnactu nHdopmannoHHoi 6e3onacHocTu. Uto npencrasiser coboil nuuensus? HazoBute oprassl
roCy/apCTBEHHOTO JIMIIEH3UPOBAHUS M UX MOJIHOMOYMs. [laliTe 00lIyr0 XapaKTEpUCTUKY CHCTEMBI
JUIEH3UPOBAHUS 10 00ECNEUYEeHUIO 3alIUThl CBEJICHUM, COCTaBISIOLUINX TOCYJAapCTBEHHYIO TalHY.
HazoBure (GyHKIIMHM OpPraHoB, YIOJHOMOYEHHBIX HAa BEICHUE JIMIICH3MOHHOW JESTEIBHOCTH.
[TpuBenute nepeyeHb BUAOB ACSITEILHOCTU MPEANPUATHHA, Moanexamux JunensupoBanuio OChb.

Tema Ne 2. PazpaboTka mpodwis 3amuThl U MOCTPOCHHE TMOJIUTUK O€30MacHOCTH s
KOMIIBIOTEPHON CUCTEMBbI MPEANpUaTUs (OpraHu3alum)

Coaepixanue J1abopaTopHoi padoThbl.

Uro noapa3yMeBaro 1moj MOHSATHEM «ITPO(UITH 3aIIUTHI?

Kak npou3BoasT pa3paboTKy MpoQuIs 3aUThI 1)1 KOMIBIOTEPHONU CUCTEMBI TIPSIPUSTHS?

JlaiiTe ormpenereHre MOHATHUIO «IOJIUTHKA OE30MaCHOCTU» JUISI KOMIBIOTEPHON CHUCTEMBI
IpeIpUITHS?

Haznauenue «monuTuky 6€30MacHOCTH ISl KOMIIBIOTEPHON CHCTEMBI PEANPUITHS?

OCHOBHBIE pa3/IeIibl KIOJUTHKHA 0€30MTaCHOCTHY JIJISl KOMITBIOTEPHOU CHCTEMBI IIPEIPUSATUS?

Tema Ne 3. IlpoBeneHue aTTECTAIMOHHBIX MCHBITAHUN KOMIBIOTEPHBIX CHUCTEM B
3alMIIIEHHOM MCIIOJIHCHUH U BbIJIaya « ATTeCTaTa COOTBETCTBUS»

Conep:xanue 1a00paTopHOii padoTHI.

OCHOBHBIE PUHIIUITBI CUCTEMBI aTTECTAINH.

Opranu3zalinoHHasi CTPYKTypa CUCTEMBI aTTeCTallun

[lopsok npoBeaeHMsI aTTeCTalluK

[Topsmox KOHTPOJIA U Ha/A30pa 3a aTTEeCTAIlUell U HKCILTyaTalueil aTTeCTOBAaHHBIX 0ObEKTOB

Uro Takoe arrecranus’?

Uro npencrasnser co0oil aTTecTaT COOTBETCTBUA?

Tema Ne 4. OOnapyxenue y3noB kopnoparuBHoit CETHU. ICMP ECHO REQUEST
(Ytunuter FPING u NMAP)

Conep:xanue j1a00paTopHOii paGoThI.

[IpoBepbTe HAJIMUKE BCEX PACCMOTPEHHBIX YTUJIHUT B CUCTEME:

linux:~# whereis nmap

nmap: /usr/bin/nmap /usr/lib/nmap /usr/share/nmap /usr/share/man/manl/nmap.1.g9z

Uccnenyiite noacers nabopaTopuu (KOMIBIOTEPHOTO KJIacca, SKCIEPUMEHTAIbHON
YCTAaHOBKH), BBIIBUTE BCE aKTHBHBIE Y3IIbI cpencTBaMu yTuiut fping, nmap, hping3 (o3nakomuthest ¢
Ha3HAYECHUEM W OCHOBHBIMH OIIUAMH YTHIUTHI NPINg3 HEOOX0IMMO CaMOCTOSATEIILHO:
http://www.hping.org);

CpaBHuTe BpeMs CKaHHPOBAaHMSI BCETO JUana3zoHa aJpecoB UCCIIEyeMOl MOJCETH
pasnuuHBIME yTHIMTaMu: ping, fping, hping3, nmap (a1 nmap npoBecTH CKaHUPOBAHKUE TPEMSI
Pa3IMYHBIMU PEKUMAMH YIIPABJIECHUSI BPEMEHEM), PE3YJIbTaThl OPOPMUTE B BHJIC TAOIHIIHI;

Hanumure nmporpammy (bash, perl, ruby), npou3ssoasiiyto nepuoanveckyro mpoBepKy
JIOCTYITHOCTH HEKOTOPOT'O MHOKECTBA Y3JIOB CETH (C HCIOIb30BAaHUEM JIFO00M U3 PaCCMOTPEHHBIX
YTHIIUT) U BRIBOJSIIYIO COOOIIEHNE HAa CTAaHAaPTHOE YCTPOUCTBO (OTIPABISIONIYIO COOOIIICHHE Ha
MOYTY, aApec MOYThl YTOYHHUTH Y MPENoJIaBaTelsl) B CIydae HeJOCTYITHOCTH KaKoro-iubo u3
HAOII0TaEMBIX Y3II0B (TIepeueHb KOHTPOIUPYEMBIX Y3JI0B CETH HEOOXOAMMO BBIOUPATh U3
MOJIYYEHHOTO paHee (aiina).
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Cemectp A
Paszgea 3. CoBpemennas crpykrypa ITIL.

Tema Ne 1. OOnapyxkeHue y3710B KoprnopatuBHou cetn. HWupopmanmonusie ICMP
coobmienusi. Copep:kanue JgadopaTtopHoii pa6orbl. lccnenyiite moaceTs J1abopatopuu
(KOMIIBIOTEPHOTO KJ1acca, SKCIIEPUMEHTAIbHONW YCTAaHOBKH ), BBISIBUTE BCE aKTUBHBIC Y3IIbI CPEIACTBOM
sarpocoB TimeStamp Request, Information Request, Netmask Request. BrisBute y3isl ceTH, Ha
kotopsix 3amnpockl ICMP Echo Request ¢uibrpyrores; [loBropute HcclieoBaHUE, HCIOIb3Ys BCE
paccMOTpEeHHbIE B paboTe YTUIIUTHI, CpaBHUTE pe3yibTaThl; CpaBHUTE peakuuio paznuunbix OC Ha
unpopmannonnsie ICMP-3anpocsr.

Tema Ne 2. O6HapyxeHHE y370B KOPHOpaTUBHOU ceTu cpeacTBamu npotokona TCP (TCP-
PING. Conep:xanue J1abopaTopHoii padoTbl. Vccienyiite moacers 1abopaTopuu (KOMITBIOTEPHOTO
KJacca, SKCIIEPHMMEHTAIbHOM YCTaHOBKH), BBISBHTE BCE aKTHBHBIE y3ibl meromom TCP Ping, ¢
ucnonb3oBaHueM 1 CP-makeToB ¢ pasnuuHbIM codeTaHueM (uaroB (C TEXHUKOW CKaHUPOBAHUS
merogom TCP Ping cpeactBamu NMap 03HAKOMBTECh CaMOCTOATENBHO: http://nmap.org/man/ru/);
BrisBuTe y3ibl ceTd, Ha KOoTopbix 3anpockl ICMP Echo Request ¢punbtpyrotes; CpaBHUTE PEaKIIHiO
pasnmuunabix OC Ha wuHbpopmanuwonnsle ICMP 3ampocel. Heobxoawmo uCIonbp30BaTh OJIHY W3
paccMOTpeHHBIX YTHIUT (Ha BeIOOp). Pesynbrarel 3anecure B Tabnuiyy; Mccnenyiite peakiuio y3na
cetu Ha SYN-3ampochl, CpaBHHTE OTBETHI OT OTKpPHITOro M 3akpeitoro [|CP-mopra. Bce
UCCIIeIOBaHHs HEOOXOAMMO IPOBECTH cpeacTBamMu hping3 u nmap.

Tema Ne 3. O6HapysxeHuUe y3JI0B KOPIIOPATUBHOM ceTH cpeacTBamu npotokonoB UDP (UDP-
PING), IP. Conep:xanue jabopaTtopHoii padorbl. Maentuduiupyiite y3ibl cetd, GUIbTPYONIIUE
coobmenus ICMP Echo Request (auama3oH aapecoB y3/I0B CETH YTOYHHTH y IPENOJaBaTENs).
CkanupoBanue mnpousseaute merogqom UPD Discovery cpenctBamMu pacCMOTPEHHBIX YTHIIMT;
Uccnenyiite peakuto y3na cetd Ha UDP-3anpocsl, cpaBHHTE OTBETHI OTKPHITOrO U 3akpbiToro UDP-
nopra. HMccnenoBanus mnposenute ansa  paznuudHblx  OC; Upentudguuupyiite y3ibl ceTH,
dunsTpytomue coodmenuss ICMP Echo Request, ucrosb3yiiTe paccMOTpEeHHBIE METO/IBI IPOTOKOJIA
IP; CpaBuute peaknuto pasznuuHbix OC Ha |P-makeTbl ¢ paccCMOTPEHHBIMM THUIIAMU OHIMOOK B
3aroJioBKe.

Tema Ne 4. OGHapykeHue y3J0B KOPIOPATUBHOM ceTu cpeacTBamu nmporokoia ARP (ARP-
PING). Conep:xanue J1abopaTtopHoii padorTbl. VaeHTuduuupyiite y3ibsl ceTd, (HIBTPYHOLIHE
coobmenus ICMP Echo Request (nuama3oH axpecoB y3JIOB CETH YTOYHHUTH y MPENOaBaTes).
[Ipoussenure ckanupoBanue merogaom ARPING ¢ moMoOmIbI0 paccMOTPEHHBIX YTHIHMT; Hanwuimre
nporpammy (bash, perl, ruby), npou3Bosiy0 NEPUOAMYESCKYIO TIPOBEPKY HA MPEIMET MOSBICHUS
HOBOI'O YCTPOMCTBa B CeTH (C HEM3BECTHBIM paHee ammapaTHbIM ajapecoM). Pe3ynbraTel mpoBepKu
JIOJDKHBI BEIBOJMTHCS HAa CTAHIAPTHOE YCTPOMCTBO M COXPAHATHCS B (paiiie.

Cemectp B
Pasnen 4. 3amumenHbie HHPOPMAIMOHHBIE CHCTEMBI.
Tema Ne 1. OcHoBHBIE cpencTBa ompeaeneHus wMapupytoB [P-maketoB - PING,

TRACEROUTE. Copep:xanune naadopatopHoii padorsl. IIpousBecTH TpaccUpOBKY METOAOM
Record Route mo crmemyrommx y310B cetu: cepBepoB DNS yHuBepcurera, TOTPaHHYHOTO
MapuipyTu3atopa yHuBepcutera, Yyandex.ru, mail.ru, vkontakte.ru, elibrary.ru, google.com.
CocTaBuTh nepeyeHb MPOMEXKYTOUHBIX Y3JI0B Ha KaxJA0M U3 myTed mpoxoxaeHus |IP-tpaduka c
ykazanueM IP-anpecoB nx unrtepdeiicos. Pe3ynbTarsl 3aHecTH B TabHILy.

Tema Ne 2. JlononHurensHble cpenctBa onpezaenenus MapupytoB [P-ITAKETOB - NMAP,
TRACEMAP, MRT. Coaepxanune snadoparopHoii padorbl. [loctpoiite kapTy MmapmpyTtoB |IP-
nakeroB oT ojgHoro u3 APM nokanpHO#l cetn no Haubosiee BOCTpEOOBaHHBIX (B OpraHM3alllf)
pecypcoB HMHTepHeT (He MeHee JeciaTH pecypcoB). CpeacTBamMu IporpaMMbl mir HcciaenyiTe
KayecTBO KaHaJa OT KOMIIBIOTEpOB J1adopaTopuu (JOMAIIHEr0 KOMIIBIOTEPA) 0 TMOIMYJSPHBIX
pecypcoB MHTepHeT (pecypcoB ceTu yHUBepcuTera). OTciaenuTe M3MEHEHHs MapUIpyToOB 3a MEPUOJ
BpemeHu 60-180 MuHYT (eciau TakoBble OyayT NMPOMCXOJIWTH). Brimummre Bce albTepHATHUBHBIE
MapuIpyThI.
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Tema Ne 3. Unpentudukarmus craryca TCP-moproB (TCP-CONNECT. SYN-SCAN).
Conep:xxanue nadopaTtopHoii padorsl. 1. HeoOxonumo oOHApYyUTh BCe OTKpBIThIE MopThl T CP
(22, 23, 80) cern mabGoparopuu (KOMIBIOTEPHOTO KJIacca, HKCHEPUMEHTAJIBHON YCTaHOBKH), C
ucrons3oBanueM (ynkmuu connect(). 2. Tlosropure uccienosanue, npumenss merox Half-open
SYN flag scanning. 3. CpaBHuTE BpeMsi CKAHUPOBaHUS B IEPBOM U BTOpoM ciydae. 4. [ToBropure
UCCIIeIOBAHMSI C MOMOIIBI0 yTHAMTBI PIing3. CpaBHUTE pe3yJIbTAThI.

Tema Ne 4. Metozs! ckpeitoro ckanuposanus (STEALTH TCP SCANNING METHODS).
Conep:kanue sadoparopHoii padorbl. Mccnepyiite orBer paznmnunbix OC Ha CKaHUPOBAHHUE
meronamu Stealth scanning. 3anecure B Tabuuiy (Tabm. 6) pe3yabTaThl JUIS Pa3IHYHBIX METOIOB
ckaHupoBaHus u coctosHuid TCP-nopTta (HOPT OTKPBIT, HOPT 3aKPbIT, MOPT OTKPHIT U QUIBTPYETCS,
HOPT 3aKPBIT U PUIBTPYETCS).

Tema Ne 5. Unentudukanusi MPUKIATHBIX CETEBBIX CIIYKO METOJOM aHalin3a 0COOCHHOCTEH
peanmuzauuu (SMTP). Conepxxanue 1adbopaTopHoii padorsl. 1. YcraHoBuTe Haubosiee MomyJisipHbIe
cBOOOIHO pacmpocTpaHseMble cepBepa 3JIeKTpoHHOH mouThl: Postfix, sendmail, gmail, exim4
(mepeyeHb ¥ BEPCUU YTOYHHTH Y MPEToAaBatesis). 2. DKCIePUMEHTAIBHO UCCIIEAYHTe 0COOCHHOCTH
UX pabOTHI:

e 1iCClIelyiiTe OTBETHl HA CHHTAKCHYECKH BEpHBIC CTAaHIaPTHBIC KOMAH/IbI;
e 1icClIelyiiTe OTBETHI HA KOMAH/IbI C OIUOKaMU;

enccienyire orBeTbl HA KOMaHAbl VRFY u EXPN;

e ricClelyTe MOAJIEPIKKY MAJIOMCIIOIb3YEMBIX KOMAH/I.

3. Bapuantel orBeToB odopmute B BHae Tabmuubl. 4. [loaroroBbre mpoduinu Kaxmaoro
uccieayeMoro cepsepa. 5. [IpoBenure uccinenoBanme MoYTOBBIX cepBepoB MHTEpHET / yHUBEpCUTETA
(ampeca yTOYHUTH y MPENOIABATENSI) PACCMOTPEHHBIM METOOM.6. CpaBHUTE MOTYUYCHHBIE JAHHBIE C
MOATOTOBJICHHBIMU TTpoduisiMu. Crenaiite npeanosioxkeHus B Bepcusx [10 ucciaeayeMbIx cepBepoB.

Conepma}me NMPAKTUYIECCKUX 3aHSATHH 0 JTUCHUILJIHHE

Tema 1. OcHOBHBIE YTpO3bI O€30MIACHOCTH WH(POPMALINY B KOMITBIOTEPHBIX CHCTEMAX.
Tema 2. Mogenb yrpo3. AHaIu3 KPUTUYHBIX TEXHOJIOTHH.

Tewma 3. TpeboBanus, MpeIbABIIEMbIE K pa3padOTKE MOJIEIN yTPO3.

Tema 4. 'ocynapcTBeHHas MOJIUTUKA B 00JIACTH O€30MTACHOCTH KOMIIBIOTEPHBIX CUCTEM.
Tema 5. Cuctema TUIEH3UPOBAHUS U CEPTU(DUKALIMY CPENICTB 3ALUTHI.

Tema 6. Pa3zpaboTka NOIUTHUK O€30MaCHOCTH JUIS 3aIIMIIEHHBIX KOMITBIOTEPHBIX CUCTEM.
Tema 7. TpeboBanus, MpeIbABIIEMbIC K pa3padOTKe MOJIUTUK O€30TTaCHOCTH.

Tems! 8-9. /luckperinoHHasi © MHOTOYPOBHEBas MOJUTHKA O€3011aCHOCTH.

5. OIEHOYHBIE CPEJICTBA JJISI TEKYIIEI'O KOHTPOJISI YCIEBAEMOCTH,
MPOMEKYTOYHOM ATTECTALIMU IO UTOTAM OCBOEHMS JUCHUTIIMHBI
U YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSITEJILHOM PABOTBI
CTYJIEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIeBaeMOCTH
8 cemectp
Bomnpocsl peidTHHr-KOHTpOJIs1 Nel

e Tunbl KOMOBIOTEPHBIX CUCTEM, KaK 3JIEMEHTOB HH(POPMAIIMOHHBIX TEXHOJIOTUH.

e OCHOBHBIE NPUHIIHUITBI YCIIEIIHOTO (PYHKIIMOHUPOBAHUS MHPOPMALMOHHON (KOMITbIOTEPHON)
CUCTEMBI.

e [lenp mpUHMMAaeMbIX PYKOBOJACTBOM MPEANPUATUS M JOJKHOCTHBIMU JIMLIAaMU Mep IO
HOJ/IepP’KKe MH(POPMALIMOHHBIX TEXHOJIOTUNA MPUHATHS PELICHUH.

e OCHOBHbBIE MPUHIUIBI U METOJbI 3aIUTHl HH(POPMALMOHHBIX MPOLECCOB B KOMIBIOTEPHBIX
cucTeMax.
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[TonsTre 3ammuimeHHoN HHGHOPMAITMOHHOW TEXHOJIOTHH.

OCHOBHBIE TIOJIXO/TBI, HUCIIOJIb3yEeMbIE TPU MTPOSKTUPOBAHUH 3AIMUIIECHHBIX HHPOPMAIITHOHHBIX
TEXHOJIOTHH.

TpeOoBanus, mnpenbsBiIseMble K HWHPOPMAIMOHHBIM (KOMIIBIOTEPHBIM) CHCTEMaM B
3alIUIIEHHOM HCIIOJHEHUU.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne2
TpeboBanust o 3ammre MHGOPMAIMH, TPEABABISIEMbIEe B KaXIOM Kjacce 3aIlUIICHHOCTH.
[TpyHIMOBI W METOABI IOCTPOEHMS TapaHTHUPOBAHHO 3AIUMIICHHBIX HH(MOPMALMOHHBIX
CUCTEM.
Bomnpocs! rapanTuii u 3¢pdexruBrocTr B eBponeiickom crannapre ITSEC.
EBponeiickuii crangapt no 3amute napopmanuu [TSEC.
[ToHsiTHE rapaHTUX 3aIUTHI B COOTBETCTBUHU ¢ eBponeickuM ctanaaptoM ITSEC.
Kputepun oneHku 3anIuiieHHOCTH B COOTBETCTBUU € eBponelckuM crangaptom ITSEC.
CopepxaHue KJIacCOB 3aIMILIEHHOCTH B COOTBETCTBUU C eBponelickum crangaprom ITSEC.
OyHKIMOHAIBHBIE TPEOOBAHUS M0 3alIUTe UHPOPMAITUH, TIPEIBIBIEMbIE B KaXKIOM KIlacce
3alMIIIEHHOCTH B COOTBETCTBUU ¢ eBponeiickum cranpaprom ITSEC.
[TpuHIUIBI 1 METOIBI HOCTPOCHHUS 3AIMIEHHBIX NH(POPMALMOHHBIX CUCTEM.

Bomnpocel peliTHHT-KOHTPOJIsT Ne3
[ToxcucTemsbl pa3rpaHUYeHHs] TOCTYIA.
[Toacucrembl HACHTUPUKAIIUY U ayTCHTU(DUKAIIH.
[Toncucremsl 3amuThl GyHKIUN 3aIUTHL. [l0CHCTEMBI 3aIIUTHI PECYPCOB CHCTEMBI.
[ToxcucTeMsl 3alIUTHI CBSI3U.
TpeboBanust k mojcucTeMaM, NPEIbSIBISIEMbIE B KaX/10M KJlacce 3alUIIeHHOCTH.
["apantuu 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM B CUCTEME OOIUX KPUTEPHEB.
[TonsiTue rapanTun 0€30MaCHOCTU. Y POBHH rapaHTHil.
["apanTHM NPOEKTUPOBAHUS 3ALIUILEHHBIX HHPOPMAIIMOHHBIX CUCTEM.
[Ipunnunsl obecrnieueHus rapaHTuil Oe3omacHOCTH. MeTofoorus aHaau3a TapaHTHH
0€30I1aCHOCTH.

9 cemecTp

Bonpocs! peiiTuHr-KoHTpOIsA Nel
[lenHOCTH, OMACHOCTH, TOTEPH, PUCKH, YTPO3bI B KOMIIBIOTEPHBIX CHCTEMaX.
OcHOBHBIE YI'pO3bl HHPOPMALIMU B KOMITBIOTEPHBIX CUCTEMAX.
Crnenuduka BO3HUKHOBEHHUS YTPO3 B OTKPBITBIX CETSIX.
Oco6eHHOCTH 3aIIUThl HHPOPMALIMHU Ha y3J1aX KOMIIbIOTEPHOH CETH.
CucreMHBIE BONIPOCHI 3aIUTHI IPOrPaMM U JIaHHBIX.
AHanus puckoB. MoJienb NpOTUBHUKA, BO3MOKHOCTH IIPOTHBHUKA.
[TapajutenpHbIN aHAJINA3 LIEJIEH U BO3MOXXHOCTEN 3JI0YMBIIIJICHHUKA B KOMIIBIOTEPHON CETH U
B CUTYyalluy IIPY HAJIMYUU U30JMPOBAHHOIO KOMIIBIOTEPA.

Bonpocsl peiiTHHr-KOHTPOJIs1 Ne2
Cucrema JIMIEH3UPOBAHUS U CEPTH(PUKALINN CPEICTB 3AIIUTHI.
Crpyktypsl B PO, oGecrieunBaronue JUIEH3UPOBAHUE U CEPTUDUKAIIIIO CPEJICTB 3aIUTHI.
HopmartuBHas 6a3a U OTBETCTBEHHOCTb 32 3aIUTY HHPOPMALIMU B KOMITBIOTEPHBIX CUCTEMAX.
OcHoBHble pykoBojsmie aokymeHTsl @DCTIOK Poccum, mo oleHke 3aluIeHHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
Pa3zpaboTka moauTik 6€30MacHOCTH IS 3AIUIIEHHBIX KOMITBIOTEPHBIX CHCTEM.
TpeboBanusi, mpenbsBiIsieMble K pa3pab0oTKe MOTUTHK OE30MaCHOCTH.
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JlckpenoHHasi 1 MHOTOypOBHEBas MOJIUTHKA O€30M1aCHOCTH.
[TonuTrka MaHaTHOTO AOCTYyTIA.
[TonuTHKa 3aMUTHI IETOCTHOCTH UH(POPMAITMOHHBIX PECYPCOB.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
PykoBonsmue nokymentsl ®CTIK Poccun no arrecranuu.
[Topsanox arrecranuu. IIpuHIUOBI U METOABl ATTECTALIMOHHBIX MCIBITAHUM 3alllUIIEHHBIX
KOMITBIOTEPHBIX CUCTEM MO TPeOOBaHMSIM 0€30MaCHOCTH.
Copep:xaHue 3TanoB aTTECTALIMOHHBIX UCTIBITAHUM.
KouTpoab 3¢ pexTHBHOCTH 3aIUTHBIX MEPOIIPUSATHIL B CCTEME aTTeCTaIlUH.
Konnenuust ynpasnenust UT-noapaznenennem (IT Service Management. ITIL) — ocnoBa
koHueniuu ynpasienust UT-ciayx6amu.
CoBpemennas ctpykrypa ITIL.
[IpeumymectBa BHeApeHus [TSM.
busnec-opuentupoBannoe ynpasienue UT Ha coBpeMeHHOM NpeAnpusTUU.
[Topsinok BHeapenuss SLM-cuctemsl.
Service Desk — 1ienu, BO3MOKHOCTH, peaTn3allim.

Cemectp A

Bomnpocel pediTUHr-KOHTpOJIsT Nel
'ocynapcTBeHHBIE CTaHIApTHl Ha Pa3pabOTKy W CO3JaHHE WH(POPMAIIMOHHBIX CHUCTEM B
3aIIUIIEHHOM HCIIOJTHEHHH.
CASE-texHO0I0THN CO3JaHNsI HHPOPMALIMOHHBIX CHCTEM.
Cranpgapr ITIL.
[TocTpoeHne rapaHTHPOBAHHO 3aIIMIICHHBIX 0a3 MAaHHBIX W WX OIEHKA 10 CTaHIapTy
«OpanrkeBasi KHUTay.
AmepukaHCKull cranaapt no 3amure HHGopmarun «OpaHxeBasi KHUTa».
[TonsiTHE TapaHTHUU 3aLUTHL.
Kputepun onieHKH 3alMIIeHHOCTH 0a3 TaHHBIX.
ConeprkaHue KJIacCcOB 3aIIUIIEHHOCTH.

Bonpocsl peiiTHHT-KOHTPOJIs1 Ne2
[Mogxon k 6e3omacHocTH KOMMBIOTEpHBIX cucteM B CC u 0a3zoBbie koHueniuu. [lonstue
npodus 3aIIUTHI.
OyHKIUY MOAJEPKKH MOTUTHKU Oe3omacHocTH. ["apanTun 6e30nacHOCTH.
TpeboBanust mo 6e30macHOCTH MH(YOPMAITMOHHBIX TeXHOJIOTHI. Kiacchl 3anumeHHoCTy.
KoMMnoHeHTHI oicucTeM NOJIEPKKU NOTUTUKHA O€30IaCHOCTH.
ConeprxaHue TUIOBOH MOJUTUKH O€30MAaCHOCTH.
Krnaccesl 3amumieHHocTH B cucteMe oOmmx KputepueB. [loHsTHEe ayauTa MNOJUTUKU
0€30IMacCHOCTH.
TpeboBaHus K MoACUCTEMAM ayANTA.
[ToncucreMpl MOATBEPKACHUS MTOATUHHOCTH OTIIPABKH U MOJTYUYEHHUSI COOOIICHUSI.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
Kananbl yTeuku 1 UX aHaIu3 B CUCTEME OOIUX KPUTEPHEB.
Bunsl kananoB yrteuku uH(popMmanuu. MecTo KaHAlOB yTEUKHM WH(POPMALMU B CHCTEME
00IUX KpUTEPHEB OE30TACHOCTH.
MeTtoonorus aHanu3a KaHajloB YT€UKH HHPOpMaIUH.
be3zonacHoe QpyHKIIMOHUpPOBaHME B cCCTEME OOLINX KPUTEPUEB.
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e VYmpasnenue KoHpurypanuei. besomacHas ycTaHOBKa CHCTEM 3allUThl MH(POPMAIIMOHHBIX
TEXHOJIOTUH.
be3onacnas MoaepHu3ays HHHOPMAITMOHHBIX TEXHOJIOTHIA

Cemectp B

Bonpocel peiiTUHr-KOHTpOJIsT Nel
e OcHOBHbIE KaTeropuu TpeOOBaHUN K IPOrpaMMHOM U IIPOrpaMMHO-AINIapaTHON peann3aluu
CPEZACTB 3alUThI HH(OPMAIIHH.
TpeboBanus k 3amure aBToMaTu3upoBaHHbIX cucteM ot HC/I.
Mopaeinb yrpo3. AHaNU3 KPUTHYHBIX TEXHOJIOTHI.
TpeboBanust, npeabaBiIsieMble K pa3padoTKe MOJEIN YTPo3.
CtpykTypa MOenu yrpo3 0€301MacHOCTH HHPOPMAIIHH.
AHanu3 KpUTHYHBIX TEXHOJIOTUI 00paboTKN HH(OpMAIIHH.
Cucrema JIMLEH3UPOBaHUS U CEPTU(PUKALINN CPEICTB 3AIUTHL.

Bomnpocel peliTHHT-KOHTPOJIsT Ne2

e [loHsATHe aTTecTallUy 3aIUIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.

e PykoBomsamue nokymentsl @CTIOK Poccun no arrecranuu.

e [lopsgok arrecrauuu. IIpuHIMOBI U METOABl ATTECTALMOHHBIX HCIBITAHUN 3allIUIIEHHBIX
KOMITHIOTEPHBIX CUCTEM IO TPEOOBAHUSIM O€3011aCHOCTH.

e CojeprkaHHUE ATANOB ATTECTALIMOHHBIX UCTIHITAHUH.

e  KonuTposb 3 (HEeKTHBHOCTH 3aIUTHBIX MEPOIIPHUATHIA B CHCTEME aTTECTAIUH.

e Konnenuus ynpasienuss UT-nogpaznenenuem (IT Service Management. ITIL) — ocHoBa
KoHUenuu ynpasienus UT-coyxbamu.

Bonpocs! peiiTHHr-KOHTPOJIs1 Ne3
e Microsoft Operations Framework (MOF).
e Cramuu cozmanust 3UC: popmupoBanue tpedoBanmii k 3MC, pa3paborka konnenmuu 3U1C.
TexHuueckoe 3aJaHue, 3CKU3HBIM MPOEKT, TEXHWYECKUH IMPOEKT, paboyas JOKyMEHTalMs,
BBOJI B JIciiCTBHE.
Compoosxaenue 3UC.
Mertoasl 1 METOOMKH OoLieHKH KadyecTtBa 3UC.
TpeboBanus k 3xkcrutyaraunoHHon gfokymenTanuu 31UC.
[Topsanox mpuemku 3amumieHHbix 3MC, B TOM uucie OpOrpaMMHBIX M TEXHHYECKUX (B
YaCTHOCTH, KPUIITOTpaprUeCKHX) CPEACTB U CUCTEM 3aiiuThl nHpopmanuu ot HCJI.
e Oco6ennoctu skcruryaranuu 3VC Ha 00bEKTE 3alTUTHI.

5.2. HpOMC)KyTO‘-IHaH aTTeCTalumd 10 MToraM OCBOCHMUA JUCHHUITIJIMHbI

IIpumepHbIii nepeyeHb BONPOCOB K IK3aMeHY 8 cemMecTp:
- Tunbl KOMIIBIOTEPHBIX CUCTEM, KaK 2JIEMEHTOB MHPOPMAIIMOHHBIX TEXHOJIOTUH.
- OcHOBHBIE NPUHLUIIBI YCHEIHOTr0 (QPYHKIMOHUPOBAHUS HHGPOPMAIMOHHON (KOMIIBIOTEPHOM)
CUCTEMBI.
- lenb npuHHMaeMbIX PYKOBOJCTBOM MPEANPUATUS U TOJDKHOCTHBIMHU JIMLIAMU MEp 10 MOJIEPKKE
MH(POPMALIMOHHBIX TEXHOJIOTUN MPUHATHS PEILICHUH.
- OcHOBHBIE TPHUHLMIIBI U METOJbI 3alIUThl MH(MOPMAIMOHHBIX MPOIECCOB B KOMITBIOTEPHBIX
CUCTEMAX.
- TlonsTue 3amunieHHON HHPOPMAITMOHHON TEXHOJIOTHH.
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- OcHOBHBIE TOJXOMABI, HCIOJIb3yeMble MPU MPOESKTUPOBAHMU 3AIIUIIECHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTUH.

- TpeboBanus, npeabsBisieMble K HHOOPMAIIHOHHBIM (KOMITBIOTEPHBIM) CUCTEMaM B 3alIUIICHHOM
UCIIOJIHEHUH.

- TocymapcTBeHHBIE CTaHIApThl Ha pPa3pabOTKy U co3laHue HH()OPMAIIMOHHBIX CHUCTEM B
3alIUIEHHOM UCIIOJIHEHUH.

- CASE-texHosnoruu co3zanus HHPOPMALMOHHBIX CUCTEM.

- Cranpapr ITIL.

- IlocTpoeHue rapaHTUPOBAHHO 3AILMIIEHHBIX 0a3 JaHHBIX U UX OLIEHKa IO cTaHapTy «OpaHkeBas
KHUTay.

- AMepHuKaHCKHI cTaHzapt 1o 3amure uHpopmanuu «OpaHkeBasi KHUTay.

- IlonsTue rapaHTuy 3alUTHI.

- Kpurepuu oneHku 3aimuiieHHocTy 0a3 JaHHBIX.

- CopepxaHue KJIacCOB 3aIMILEHHOCTH.

- TpebGoBanust mo 3amure HH(GOPMALUM, INPEIbSIBIAEMbIE B KaXJIOM KJacce 3allUIIEHHOCTH.
[TpyHUMIIBI U METO/IbI TOCTPOEHUS TAPAaHTUPOBAHHO 3ALUIIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

- Bompocs rapantuii 1 3¢pdexruBHOCTH B eBporeiickom crangapte ITSEC.

- EBpomnetickuii cranaapt no 3anute undopmanyu [TSEC.

- IlonsTre rapanTum 3alIUTH B COOTBETCTBUHU ¢ eBpornelickuM cranaaptom ITSEC.

Kpurtepun oOuLeHKH 3allMIIEHHOCTH B COOTBETCTBMM C eBpomneickuM crangaprom [TSEC.
CopepxaHue KJIacCOB 3aIMILEHHOCTH B COOTBETCTBUU € eBponelickuM crangaprom ITSEC.

- @yHKUUOHaANbHBIE TpeOOBaHUS MO 3alUTe MHGOPMAIMM, MPEIbsIBIAEMbIE B KaXJI0M Kiacce
3alllMIIEHHOCTH B COOTBETCTBUH ¢ eBporeiickuM ctanaaptom ITSEC.

- IlpuHUMNIBI 1 METOAB! MOCTPOEHUS 3AIMUIIEHHBIX MH()OPMAIIMOHHBIX CUCTEM.

- Ilomxom k Oe3omacHOocTH KOMIBIOTepHBIX cucTteM B CC u 0a3oBble KoHuemuu. [loHsTHE
npoduis 3aIIUTHL.

- OyHKUIUM MOAJEPKKH MOTUTHKH Oe3omacHocTH. ["apaHnTuu 0e3omacHocTH.

- TpeboBanwus mo 6e30macHOCTH HHOOPMAITMOHHBIX TEXHOJOTHH. Kiacchl 3aiuimeHHOCTH.

- KoMmnoHeHThI oJicucTeM NOAEPKKU MOTUTUKN O€30IaCHOCTH.

- CopepxaHue TUIIOBOM MOJIUTUKH O€30IaCHOCTH.

- Knaccel 3amumenHoctd B cucreMe oOmmMx KputepueB. [loHsTHe ayauTa IMOJUTUKU
0€30I1aCHOCTH.

- TpebGoBaHus K IOJICUCTEMAM ayIUTA.

IIpumepHBIi IepeYeHb BONPOCOB K 3a4eTy 9 cemecTp
- Iloacuctemsl moaTBEpkKACHUS MOJJIMHHOCTH OTIIPABKHU U MOJIYYEHHUS COOOIICHHUS.
- IloxacucTtemsl pa3rpaHUYEHUs JOCTYTA.
- Iloacuctemsl naeHTU(UKAUY U ayTeHTU(DUKALINY.
- Iloacuctemsl 3amuThl GyHKIUHN 3amUThl. [logcucTeMBl 3a1IUTHI PECYPCOB CUCTEMBI.
- IloxpcucTemsl 3alUTHI CBA3H.
- Tpeboanus k noacucTeMam, NPeAbSBIIEMbIE B KaXKI0M KJ1acce 3alUIIIE€HHOCTH.
- Tapantun 6e€30macHOCTH KOMIBIOTEPHBIX CUCTEM B CUCTEME OOIINX KPUTEPUEB.
- Tlonsrue rapanTum 6€30MacCHOCTH. Y POBHU rapaHTHA.
- TI'apantun npoekTupoBaHMs 3aIIUIICHHBIX HHOOPMALIMOHHBIX CHCTEM.
- Ilpunuuner olecnedeHuss TapaHTHl Oe3omacHOCTH. METONONIOTUSl aHalIM3a TapaHTUi
0€30M1aCHOCTH.
- Kanansl yreuku u ux aHaiau3 B CUCTEME OOIINX KPUTEPHUEB.
- Bunapl kaHanoB yreuku uHpopManuu. Mecto KaHaJIOB yT€UKH MH(OPMALUU B CUCTEME OOIIMX
KpUTEPHEB OE30MaCHOCTH.
- Merogonorus ananu3a KaHaJOB YT€UKH UHPOPMAIIUH.
- be3onacHoe QpyHKIIMOHUPOBAHUE B CUCTEME OOLTUX KPUTEPHEB.
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- VYmpaenenue koHpuryparnueii. be3omacHas ycTaHOBKa CHCTEM 3alIUThl HH(POPMAIMOHHBIX
TEXHOJIOTHl.
- besonacHas MmonepHu3anusi HHQOPMAIIMOHHBIX TEXHOJIOTUH

IIpumepHBbIii IepeyeHb BONPOCOB K IK3aMeHY ceMecTp A
- Ilennoctn, OMacHOCTH, NOTEPH, PUCKHU, YTPO3bI B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBHBIE YTpO3bl HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX.
- Cnenuduka BO3HUKHOBEHUS YIPO3 B OTKPBITBIX CETSIX.
- OcobeHHOoCTH 3aIIUThl THPOPMALIMKU HA y3J1aX KOMIIBIOTEPHOH CETH.
- CucTeMHbIe BOIIPOCHI 3alllUThI IPOTPAMM U JAHHBIX.
- AHanus puckoB. MoJenb NpOTUBHUKA, BO3MOXXHOCTH IIPOTUBHUKA.
- IlapayutenbHbI aHANIM3 LEIEM U BO3MOKHOCTEH 3JIOYMBILIUICHHUKA B KOMIIBIOTEPHOW CETH U B
CUTyalll! IIPU HAJIMYUU U30JIMPOBAHHOTO KOMIIBIOTEPA.
- OcHOBHBIE KaTeropuu TpeOOBaHUI K MPOrpaMMHON M MPOrpaMMHO-aNIapaTHON peanu3anuu
CPEZCTB 3alUThl HH(OPMALIUH.
- TpebGoBanwus K 3ammTe aBTOMaTH3UpOBaHHbIX cucteM oT HC/I.
- Mognens yrpo3. AHaJIU3 KPUTHYHBIX TEXHOJIOTHH.
- TpebGoBanus, npeabsaBisieMble K pa3paboTKe MOJENN YIpo3.
- CrpykTypa MOJeNH yrpo3 0€301MacHOCTH HHPOPMAITHH.
- AHanu3 KpUTUYHBIX TEXHOJIOIHH 00paboTKU MH(DOPMAIIH.
- CucreMa JIMLIEH3UPOBAHUS U CEPTUPHUKALIUU CPEACTB 3aILUTHI.
- Crpykrypsl B PO, obecnieunBaroniue JUIEH3UPOBAHNE U CEPTUDUKALIUIO CPEJICTB 3AILUTHI.
- HopmaruBHas 6a3a 1 OTBETCTBEHHOCTb 32 3aIUTY HH(POPMAIIUHN B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBabie pykoBomsamue AokymMeHTl @DOCTIOK Poccum, mno oOleHKe 3alUIIEHHOCTH
ABTOMATU3UPOBAHHBIX CHCTEM OT HECAaHKLIMOHMPOBAHHOIO JOCTYTIA.

IIpumepHBbIii NepevYeHb BONPOCOB K 3K3aMeHy cemectp B
- Pa3paboTka noauTHk 6€301acHOCTH Ui 3alllMIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.
- TpeGoBaHus, npexbsaBiIsIeMble K pa3pabOTKe MOJIUTUK OE30MaCHOCTH.
- JluckpenuoHHas ¥ MHOTOYPOBHEBAsI MOJIUTHKA 0€30IIaCHOCTH.
- IlonuTnka Ma"zaTHOrO I1OCTYyNA.
- IlonuTHKa 3aIMTHI LIETOCTHOCTH UH(POPMAIIMOHHBIX PECYPCOB.
- IloHdaTue aTTecTanuy 3alIMIIEHHBIX KOMIBIOTEPHBIX CUCTEM.
- PykoBogsume nokymentsl @CTOK Poccunu no arrecramumu.
- Ilopsgok arrecranuu. IIpuHUUIIBI ¥ METOABl ATTECTALIMOHHBIX HCHBITAHUN 3alUIIEHHBIX
KOMITbIOTEPHBIX CUCTEM 110 TPEOOBaHUSM OE30MAaCHOCTH.
- CopneprkaHue ATaoB aTTECTALlMOHHBIX UCTIBITAHUM.
- KonuTponb 3 pekTHBHOCTH 3aIIUTHBIX MEPONPUSATHI B CUCTEME aTTECTALlUH.
- Konnenuus ynpasnenus UT-noapasnenenuem (IT Service Management. ITIL) — ocHoBa
KoHuenuuu ynpasienus UT-ciyx6amu.
- Cospemennas ctpykrypa ITIL.
- IlpeumymectBa BHeapenus [ITSM.
- busHec-opuentupoBanHoe ynpasieHue T Ha cOBpeMEHHOM IPEIIPUSITHH.
- Ilopsnok Baeapenus SLM-cuctemsl.
- Service Desk — 1emnu, BO3MOXKHOCTH, peaTH3allyH.
- Microsoft Operations Framework (MOF).
- Cragun co3ganus 3UC: dopmupoBanue tpeboanuit k 3UC, paspaborka xonueniuu 3UC.
TexHuyeckoe 3a/laHue, CKU3HBIM MPOEKT, TEXHUYECKUN MPOEKT, paboyas JOKyMEHTalMs, BBOJ B
JICUCTBUE.
- Meroas! u MeToauku oueHku kauectsa 3UC.
- TpeboBanus k skcrryaranmonHoi nokymentauuu 3VC.
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- Ilopssmok npuemku 3amuiieHHbix 3MC, B TOM 4mclie NPOTpaMMHBIX M TEXHMYECKUX (B
YaCTHOCTH, KPUITOrpaUIECKUX) CPEACTB U cucTeM 3amuThl nHpopmaruu ot HCJI.
- Ocob6ennoctu 3kcruryatanuu 3C Ha 00BEKTE 3aIIUTHI.

5.3. CamocTosiTe;1bHasi paboTa 00y4aroIerocs.
IIpumepHbIe BONIPOCHI U 32IaHUS /IJIsl CAMOCTOATEIbHOI PadoThI CTY/IEeHTOB

8 cemecTp
ITIL — Komnonent «Ilogaepxka ycayr».
ITIL — Komnonent «IIpenocraBieHue ycayr».
ITIL — ocHoBa konnenuuu ynpasieaus UT-cimyxbamu.
Service Desk — 1ienu, BO3MOKHOCTH, peaTi3allim.
Aynut uadpactpykrypsl PUC/KAC.
AYTCOPCHHT.

9 cemecTp
Merononorus Penetration Testing. Open Source Security Testing Methodology Manual
(OSSTMM).
Mertomonorus Penetration Testing. Information Systems Security Assessment Framework
(ISSAF).
Merononorus Penetration Testing. Open Web Application Security Project (OWASP).
Merononoruss  Penetration Testing. Web Application Security Consortium Threat
Classification (WASC-TC).
Cranpmapt Penetration Testing. Penetration Testing Execution Standard (PTES).
Footprinting. Lenu, 3apaun Footprinting. Dransr Footprinting u Reconnaissance.
Footprinting. OTKpBIThIE HCTOYHUKHU M TACCUBHBIN cOOp MHpOpMALINH.
Footprinting. AkTuBHBIN cOOp MHPOPMALINH.
Footprinting. [Iporpammusie nHCTpyMeHTHI FOOtprinting u Reconnaissance.
CkanupoBanue cetd. OOHapyXeHue y3JI0B CeTH. MeTo/Ibl U MPOrpaMMHBIE CPE/ICTBA.
CkanupoBanue cetu. OOHapy eHHe OTKPBITHIX MOPTOB y371a ceTH. MeTo/ibl U MpOrpaMMHbIE
CpeJlcTBa.
CkanupoBanne cetd. Tunbl ckanuposanusi (Full Open Scan, Half-open Scan, Xmas Tree
Scan). Oco0EeHHOCTH HUCHOJIHL30BAHMS paccMaTpruBaACMbIX TUIIOB CKAHUPOBAHU.
CxkanupoBanue cetd. Tunbl ckanupoBanus (FIN Scan, NULL Scan, ACK Scanning).
Oco0eHHOCTH UCIIONIb30BAaHUS PACCMAaTPUBAEMbIX TUIIOB CKAHUPOBAHUSI.
CkanupoBanue cetu. Tumbl ckanupoBanusi (UDP Scanning, ARP Scan). OcoGennoctu
HCIIOJIb30BAHUA paCCMATPUBACMBIX TUIIOB CKAHUPOBAHMUA.

Cemectp A
Services fingerprinting. Metoasr Services fingerprinting.
Services fingerprinting. IIporpamMusie nHcTpyMeHTHI Services fingerprinting.
OS Fingerprinting. Metoasr OS Fingerprinting. Banner Grabbing.
OS Fingerprinting. Meroaer OS Fingerprinting. ITaccuBHOe MccieaoBaHHE CTEKa B 3ajade
uneatudukaun OC.
OS Fingerprinting. Meroaer OS Fingerprinting. AKTUBHOE HCCIICIOBaHHE CTEKa B 3ajayec
uaertuduxaun OC.
Enumeration. Ilonsarue, nenu wu 3amaum Enumeration. MuBeHTapusamus pecypcoB OS
Windows. MeTozibl 1 cpesicTBa.
Enumeration. Ilonstue, memu wu 3amaun Enumeration. WMuBeHTapusammst pecypcoB OS
Linux/Unix. MeToas! u cpeacTBa.
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Enumeration. [Tonsarue, nienu u 3agaun Enumeration. MaBentapuzamnms nocpeacteom SNMP.
Enumeration. [Tonsitre, nenu u 3agaun Enumeration. MuBentapusamus LDAP.

Enumeration. [Tonsitre, nenu u 3agaun Enumeration. MuBentapusamnus SMTP.

Sniffing. [lenu u 3agaun ananusa Tpaduka. [[porpaMmmHabie HHCTPYMEHTHI aHATTN3a TpaQUKa.
Sniffing aTtaku B kommyTtupyemoii cereBoii cpeae. MAC Flooding. ARP Poisoning.

Sniffing ataku B kommyTupyemoii cereBoii cpeae. MAC Spoofing.

Cemectp B

e Sniffing aTaku B KOMMYTHpPYyEeMOH CETeBOU cpene. MeToabl U cpeAcTBa 3amuThl oT Sniffing
aTaxK.

e Araku DOS. lenu u 3agaun arak DOS. Tuner atak DOS.

e Ataku DOS. Service Request Floods. SYN Attack/Flood. ICMP Flood Attack.
[TporpaMMHBI€ CpeicTBa TPOBECHUS aTaK.

e Araku DOS. Ping of Death. Teardrop. Smurf. Fraggle. IIporpammubie cpeacTBa MPOBEACHHS

aTax.

Ataxu Buffer Overflow. [TpurHImImes.

Ataxu DDOS. OcoGeHHOCTH peanu3aiiy.

BecnpoBoanbie cetu. Yrpo3sl u yszBumoctu Wireless Networks.

BecnipoBomubie cetu. Aytentudukarst Wi-fi.

BbecripoBoanbie cetu. Ataku neayrentudukanuu (Deauthentication Attack).

Ckanepsl ys3BumocTeil. UnenTudukanus ysi3BUMOCTEH B CETX.

Ckanepsl ys3BuMocTeil. Ysa3zpumoctu b1

CpenctBa ananuza 3amuineHHocTy b/,

Ckanepsl ysa3Bumocteil. Yazsumoctu WEB nipunoxeHuit.

Cpencrta ananusa 3amuieHHocty WEB npuioxenunil.

@®oHn  oueHouHbIXx MartepuaioB (POM) Ui mpoBeIeHUS — aTTECTAallMd  YPOBHS
c(OPMHUPOBAHHOCTH KOMIETEHLUUH OOy4YaloUIMXCcsl M0 JUCHMIUIMHE O(OpPMIIIETCS OTAEIbHBIM
JIOKYMEHTOM.

6. YYHEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYEHUE

JUCHUITIUHBI
6.1. Kuuroo6ecneueHHOCTH
HaunmenoBanue nurepaTypsl: aBTOp, Ha3BaHUE, T'on KHUT'OOBECITEHEHHOCTD
BUJI M3JJAHKA, N31ATCIIECTBO W3JIaHUA | Hajnaue B 3JIEKTPOHHOM KaTajore
€)Ne
OcHoBHas nuTEparypa

Texuonorun obecreyeHus 6e30MacHOCTH 2021 https://biblioclub.ru/index.php?page=book&i
HH(POPMAIMOHHBIX CUCTEM: yueOHOoe mocodue: [16+] / d=598988 (nara obpamienus: 18.09.2021)
A. JI. Mapyxuenko, JI. O. Mapyxienko, M. A. Eppemos u
Ip. — Mocksa; bepnua: {upexr-Menua, 2021. — 210 c.—
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988
TonukoB, A. M. OCHOBBI IPOEKTUPOBAHUS 3aIIUIIEHHBIX 2016 https://biblioclub.ru/index.php?page=book&i
TEJIEKOMMYHHKAIIHOHHBIX CUCTEM: KYPC JIEKIIHH, d=480796 (mara obpamienus: 18.09.2021)
KOMIIBIOTEPHBII IPAKTHKYM, KOMIIBIOTEPHbIC
JTabopaTopHble paboThl U 3aJaHUE Ha CAMOCTOSATEIBHYO
pabory / A. M. T'onmukos. — Tomck: TYCVYP, 2016. —396 c.
MbpiiBonn, O. besonacHocTs cereii: yueOHOe mocobue: 2016 https://biblioclub.ru/index.php?page=book&i
[16+] / D. MbiiBona. — 2-e n3a., ucnp. — Mocksa: d=429035 (nara obpamenus: 18.09.2021)
Hanuonanensiit OtkpeiTeiit YHuBepcuteT « AHTYUTY,
2016.—- 572 c.



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
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Boga, B. B. OCHOBBI IPOEKTHPOBAHUS HHPOPMAIIMOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
CHCTEM M TEXHOJIOTHIA: yueOHOe mocodue: [16+] / d=499515 (nara o6pamenus: 18.09.2021)
B. B. bosa, }O. A. KpaBuenko. — Pocros-Ha-/loHy;
Taranpor: FOxxHsIi (enepanbHbIi yHUBEpCHTET, 2018. —
106 c.— ISBN 978-5-9275-2717-5

[enemenxko, B. C. MeHe)KMEHT MHIIUIEHTOB 2017 https://biblioclub.ru/index.php?page=book&i
MHPOPMAIMOHHONW 6€30IaCHOCTH 3aIIUIICHHBIX d=467139 (mara obpamienus: 18.09.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIPaBJICHUs: yuyeOHOe
nocobwue: [16+] / B. C. Ilenemenko, C. B. 'oBopoBsa,
M. A. Jlanuna. — CraBponoins: CeBepo-Kapka3sckuil
Denepanbubiii yHuBepeutet (CKOY), 2017. — 86 c.

JlononHuTenbpHas IuTEpaTypa

MeTomoI0THYECKHE OCHOBBI TTOCTPOCHUS 3aIIMIICHHBIX 2013 https://biblioclub.ru/index.php?page=book&i
ABTOMATH3MPOBAHHBIX CHCTeM: yd4eOHoe Tmocobme / d=255851 (mara obpamienus: 18.09.2021)
A. B. lymxkun, O. B. Jlankun, C. B. Ilorexemkuit u 1p.;
Boponexckuit roCyAapCTBEHHBIN YHHUBEPCUTET
UHXXCHEPHBIX TexHouorui. — Boponex: BopoHexckuii
TOCyIapCTBEHHBIM YHUBEPCUTET HHKEHEPHBIX TEXHOJIOTHH,
2013. — 258 c. — ISBN 978-5-89448-981-0

['0/THKOB, A. M. 3amura  UHOOpPMALUH B 2015 https://biblioclub.ru/index.php?page=book&i
HHPOKOMMYHHKAIIMOHHBIX CHCTEMaX H CeTAX: Yy4eOHOe d=480637 (nara oopamenus: 18.09.2021)
mocoowue: [16+] / A. M. Tonnkos; Tomckuit
T'ocyaapcTBeHHBIN YHUBEPCHTET CHCTEM YOPaBICHHS U
pannodsiektpoHukn (TYCVYP). — Tomck, 2015. — 284 c.

Opranmszanus  Oe3onacHoi paboThl  MHPOPMAIMOHHBIX 2014 https://biblioclub.ru/index.php?page=book&i
CHUCTEM: y4aeOHOe mocobme /  IO. 0. 'pomos, d=277794 (nara obpamenus: 18.09.2021)
1O. ®. Maprembsros, 0. K. Bykypako u ap.; TamOoBckuit
TOCYapCTBCHHBIH TEXHUYECKUH yHHBepcHTeT. — TamOoB,
2014. - 132 c..

6.2. IlepuoanyecKkue U3AaHUs

o XKypnan «Bompockl  3amuThl  MHPOPMALUKY. Pexxum  nmocrtymna: http://i-
vimi.ru/editions/detail. php?SECTION_ID=155/;

e XKypuan "Information Security/MHpopmannonnas Oe3omacHocTs". Pexum ngocryna:
http://www.itsec.ru/insec-about.php.

e [xeMecAYHBII  TEOPETUYECKMM M NPUKIAAHOW  HAyYHO-TEXHUYECKHH  KypHal
«MHpopmanonHble TexHONoruny. Pexxum nocryna http://novtex.ru/IT/.

o Kypnan cereBbix pemenuit/LAN» -Pexum nocryma: http://www.osp.ru/lan/current;

e DOnekTpoHHBIH XypHan «KoprmopaTtuBHble ceTH mepenaud JIaHHBIX» -Pexum nocryma:
http://www.delpress.ru/

6.3. UnTepHeT-pecypchl

e (OOpa3zoBarenbHblil ceprep kadeapsl U3U.— Pexxum noctyma: http://edu.izi.vlsu.ru
o Uudopmarrionnas oopasoBarenbHas ceTh.- Pexxum gocrymna: http://ien.izi.visu.ru
e BuyrpuBy3oBckue uznanus Bnl'Y.— Pexxum noctyna: http://e.lib.vlsu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUIIJIMHBI

3aHsTHS POBOJATCS B cleAyomux ayauropusx Bal'y (kopmyc Ne2) mo agpecy r. Bmagumup,
yia. benokonckoi, A. 3.

ayn. 408-2, JlekiimoHHasi ayIuTOpHsi, KOJIMYECTBO CTyAeHUecKuX MecT — 50, momans 60 m2,
OCHAIIIEHHE: MYJIbTUMEINHOE o0opyaoBanue (MHTepakTuBHAs nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), Hoytoyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopaTopusi CETEBBIX TEXHOJIOTHH, KOJIMYECTBO CTyJICHUECKHMX MecT — 14,

wionaab 36 M2, ocHallleHHe: KOMIBIOTepHBIN Kiacc ¢ § padbounmu cranuusmu Core 2 Duo E8400 ¢



https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://ien.izi.vlsu.ru/
http://e.lib.vlsu.ru/
http://e.lib.vlsu.ru/
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BeIxog0M B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapumpyrtuzatopoB Cisco 2621, 6
koMmmyTaTopoB Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoektop BenQ MP 620 P, skpaH HacCTEHHBI pyJIOHHBIH.
JluneH3noOHHOE  TporpaMMHOE  oOecriedeHue:  omepanuoHHas — cucremMa  Windows 7
[Tpodeccuonanbuas, oducHbei maker npuioxenuid Microsoft Office IlpodeccnonanbHbIil MIIOC
2007, GecruiaTHO pacmpocTpaHsieMoe MporpaMMHOe oOecrieueHre: JINHEeHKa HHTErPUPOBAHHBIX CPEJl
pazpabotrku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyaynmsanuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru nepenaun naHabix Cisco Packet Tracer 7.0, nnTerpupoBanHas
cpena pa3pabotku nporpammuoro obecrneuenus IntelliJ] IDEA Community Edition 15.0.3.

ayn. 4276-2, YHII «KommekcHas 3amura OOBEKTOB HHGOPMATH3ALMNU», KOJUYECTBO
CTyJIEHUECKMX MecT — 15, momans 52 M2, OCHAIIEHHE: KOMIBIOTEPHBIN Kiacc ¢ 7 pabouuMu
cranuusamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (mpoekTop Toshiba TLP X200, 3xpaH HACTEHHBIH PYJIOHHBIN ), TPUOOP
ST-031P «Ilupanps-P» MHOrOQYyHKIIMOHAIBHBIA ITOMCKOBBIH, NpuOOp «YIIaH-2» TOUCKOBBIMH,
BUOpoakycTHueckuii reneparop myma «Conata AB 1M», umutatop paboTsl CpEACTB HEJNETAIBHOTO
chema uHpopMaruu, paborammux mo paguokanany «lllunmoBauky», anamu3atop crekrpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHus paOOTHI
CUCTEeM MOOUIBHON cBsi3u «Mo3zaiika-3», YCTpPOHCTBO 3allUThl TeNe(POHHBIX MEPEroBOPOB OT
npociaymuBanus  «I[Ipokpyct 2000», muktodpon Edic MINI Hunter, noxatop «Pogauk-2K»
HEJIMHEHHBIN, KOMIUIEKC IMPOBEICHUS AaKyCTHUYECKHX M BHOPOAKyCTHYECKHUX H3MepeHHi «CrpyT
MuHU-A», Buaeoperucrparop uudposoit Best DVR-405, reneparop Illyma «I'Hom-3»,yueGHo-
HCCJIEIOBATENLCKUNA KOMIUIEKC «CBEpXIIMPOKOINONIOCHBIE OeCpOBOIHBIE CeHCOpHBIE ceTh» (Nano
Xaos), ckanupytommii npuemMHuk «Icom IC-R1500», ananmzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOW aHTeHHOU. JIunensnonnoe nporpammuoe obecrnedenue: Windows 8 Ilpodeccuonanbhas,
opucHeni maker mnpuioxkeHuit Microsoft Office Ilpodeccuonansupiii mwmoc 2010, OecraTHO
pacmpocTpaHsieMoe MpOorpaMMHOE oOOecIedeHue: JIMHEHKa HHTETPUPOBAHHBIX Cpel pa3paboTKu
Visual Studio Express 2012, uHcTpyMeHT UMHUTaLMOHHOr0 MojienupoBanus AnyLogic 7.2.0 Personal
Learning Edition, uaterpupoBanHas cpeaa pa3padotku nporpammuoro ooecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pa6ouyio nporpammy coctasu 3aBeayroumii kadeapoit U3U a.1.H., mpodeccop
Momnaxos M.IO.

K77
Penensent: PykoBoaurens HampaBieHHs 1o HHMOpMaIMOHHONH 6€30 CTH aKIHOHEPHOTO
obmectBa «OMK» r. Bnagumup, k.1.H. AGpamos K. I'. s 1‘777!
IIporpamma paccMoTpeHa u oobOpena Ha 3aceanuu kadeapsr U3U
[TpoToxos Ne 7 or 2P rona /
3aBenyromuit kadenpoi 1.T.H., mpodeccop, \ /M.IO.Monaxos/
7

Pa6oy4as nporpamMma paccMoTpeHa u 0100peHa 4
Ha 3acellaHud ydeOHO-MeTonuueckod Komuccuu Hanpasienus 10.05.04 «Uupopmanronno-
AQHATUTHYECKHE CHCTEMbI 0€30MacHOCTH) CIENHaTH3alMs «ABTOMATH3AlMSA HHPOPMALHOHHO-

QHAJIMTUYECKOU J1EeITEIHLHOCTH
Tporokon Ne 7 ot Z82# 7/ roma \

IIpencenarens KOMHCCHH [1.T.H., podeccop, /M.KO.Monaxos/
JIMCT INIEPEYTBEPKJIEHUSI
PABOYEN ITPOI'PAMMBI JTUCIHATLTAHBI
Pabouan nporpamma onoGpeHa na 2:]_-?_~3_ 120 54 yueOHsii roj
Mpotokon sacesanns kapeapu Ne 74 ot A6 L Nrona » f
RV ) ey
Jaseayomnii kadeapoil 1T, npodeccop o il i ol MO, Monaxos/
(MO, IIUJ\[.1L1£J:If
Pa6oyast nporpamma ono6pena na 20 /20 y4eOHBIH roj
[Iporokon 3acenanus kadeapsr Ne oT roja
3aBenyromuit kadenpoit JT.H.. npodeccop /M.YO. MoHaxos/
(®HO, noanuce)
Pa6oyas mporpamma oxo6pena Ha 20 /20 y4eOHBIH roj
I[Tporokon 3acenanus kadeapsr Ne oT roja
3aBenyromuit kadenpoit JLT.H., mpodeccop /M.IO. Monaxos/
(PHO, noanucs)
Paboyas nporpamma ogo6pena Ha 20 /20 yueOHBIH roj
[Iporokon 3acenanus kadeapbr No oT roga
3aBenyromuit kadeapoil 1.T.H., npodeccop /M.IO. Monaxos/_

(DPHO, noanuce)


eamatveeva
Штамп
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pab0OvyI0 IPOrpaMMy AUCIUTLTIHbI
3awuwennvle ungopmayuonnsie cucmemol
00pa3oBaTeNbHON MPOrpaMMBbl CIIEHUATBHOCTH

10.05.04 «MudopmaimoHHO-aHATUTUYECKUE CUCTEMbBI O€30ITaCHOCTH

Homep BHeceHbl H3MEHEHUSI B 4aCTH/Pa3Ielibl Hcnonuurenb OcHoBaHme
M3MCHCHIS paboueii IporpaMMbl dUO (HOMEp M AaTa MpOTOKOJIa
3aceaHus Kadeapsl)
1
2
3aBenyromuii kadeapoit /M.IO.Mosnaxos/

Tloonuce [0)5(0)]




