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1. EJIX OCBOEHUA JUCHUIIJINHBI

Lenstmu ocBOoeHUS AUCHMILTUHBI «CeTH W CHCTEMBbI Tepenayn WH(OOPMALUUY SIBISIFOTCS
obecrieueHne TMOATOTOBKH CTYACHTOB B cOOTBeTCTBUM ¢ TpeboBanusmu PI'OC BO u yuebGHOTrO
mwiana no creruanbHocTH 10.05.04 «MHpOpMaOHHO-aHATUTHYECKUE CHCTEMBI 0€30MacHOCTHY,
O3HAKOMJICHHE CTYAEHTOB C OCHOBHBIMHU MOHATHUSMH, MOJEISIMH W MPUHIUIAMH HOCTPOCHUS
TEJICKOMMYHUKAIIMOHHBIX CUCTEM U CETeH, COBPEMEHHBIMH TEHICHIIUSAMHU MX PA3BUTHS, OCHOBHBIMU
XapaKTePUCTHUKAMU CETeH CBsI3U, OCOOCHHOCTSIMH LH(PPOBBIX CHUCTEM MHOTOKAHAJIBHBIX Iepenad
COOOIEHUH,  COBPEMEHHBIMH  BUAAMH  HH(QOPMAIIMOHHOTO  OOCITYyXHBaHUS,  MOJIEIBIO
B3aMMOJICHCTBHUSL OTKPBITBIX cucTeM. Kpome TOro, menpio Kypca sBisercs (GOpMUPOBaHUE Y
CTYJICHTOB MPEICTABICHUS U 3HAHUH 00 OCHOBHBIX MOJIX0JaX U METOJIaX 3aIIUThl HHPOPMAITHOHHBIX
MIPOLIECCOB B KOMITBIOTEPHBIX CETSAX, BOSHUKAIOLIUX MPH Nepeaaye HHPOPMAaIHH.

3ajgaueld UW3y4YeHUs JUCHUIUIMHBI SIBJIICTCA IOJYYEHHUE TEOPETUUYECKUX 3HAHUM U
MPAKTUYECKUX HABBIKOB!

- W3yYCHHE PA3IUYHBIX TUIIOB KAHAJIOB CBS3U W IEpeladdl JAHHBIX M UX TEXHUYCCKUX
XapaKTePUCTHK;

- U3Y4YEHUE METOJOJIOTMH TIepelayd B CETAX C KOMMYyTallMel KaHAJIOB M C KOMMYTAaIlHei
MaKETOB;

- U3y4YCHHE CYIIECTBYIOIIMX W TEPCHEKTUBHBIX METOJIOB MHOTOKAaHAJIBHOW mMepenadud u
pacnpezeneHus: UHGOpMaIuy;

- W3ydYeHWE TPHUHIMIIOB OpraHU3aluyd W (PYHKIMOHUPOBAHUS CETEH W CUCTEM Iepeaadu
nHpopmanuu;

- U3YYCHHE CTPYKTYPHI M HA3HAYCHHSI TEXHUYCCKUX M MPOTPAMMHBIX KOMITOHEHT JIOKAJIbHBIX
U T7100aTbHBIX KOMITBIOTEPHBIX CETEH U CHCTEM Mepenayn nHdpopmanmu;

- U3y4YEHHE MPOTOKOJIOB KOMITBIOTEPHBIX CETEH M CUCTEM Iepeaadr HHPOPMAIIHH;

- U3y4YeHHE OCOOCHHOCTEW NMPHUMEHEHHUs ceTed M CUCTeM Iepenadyud MHPOpMaIUu C YYETOM
TpeOoBaHUI HHPOPMAITMOHHON 0€30TIaCHOCTH.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII
JucuuruinHa «CeTH U cUCcTeMBbl Iiepeiadd WH(POpMaIMU» OTHOCUTCS K 00s3aTeNbHOM YacTu
broka Bl oOpasoBatenbHoit  mporpammbl, (kog  b51.0.24)  cneumamsroctn  10.05.04
«MH(popMaIMOHHO-aHATTUTUYECKHE CHCTEMBbl Oe30macHOCTH». B ydeOHOM Iu1aHe mperycMOTpPEHbI
BUJIbI YUEOHOW NESATENbHOCTH, O0ECIEUYHBAIONINE CHUHTE3 TEOPETUUYECKUX JICKIUH, JTa00OpaTOPHBIX
paboT M CcaMOCTOATENBbHOM paboThl cTyaeHToB. Kypc TecHO B3aMMOCBsI3aH C JpyTUMH
JUCLUIUIMHAMY JIAHHOTO IUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATHI OBYUYEHMUS MO JUCHUITJINHE
[Inanupyemble pe3ynbTaThl OOY4YeHHS 1O [AUCHUIUIMHE, COOTHECEHHBIE C IUJIaHHUPYEMbIMU
pesyabratamu ocBoeHust OITOII (koMmeTeHIIMSAMY U UHAUKATOPAMH JTOCTHKEHUSI KOMITETCHITHI )

DopmupyeMbIe [Tnmanupyemsbie pe3yabTaThl O0YUEHHS [0 TUCIUIINHE, B HaumenoBanue
KOMIIETCHIIUH COOTBETCTBUM C MHJUKATOPOM JOCTHIKEHUSL KOMIIETEHLIUU OLICHOYHOT'O
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(xon, conepxanne Wnnukatop Pesynprarel 00yueHHs 0 TUCUUIUINHE cpencraa
KOMHCTQHHI/II/I) JNOCTHKECHUS
KOMIIETCHIINU
(x00,
cooepaicanue
UHOUKAMOPQ)
OIK-11.1.1 3HaTh OCHOBBI a/IMHHHCTPHPOBAHHS
BBIUUCIUTEIBHBIX CeTeH
3HaTh NPUHLUIIBI U METOABI IPOTUBOAEHCTBUS
OIK-11.12 | HECRHKIMOHHPOBAHHOMY HH(POPMALTTOHHOMY
BO3/ICHUCTBHIO HA BEIYUCIUTEIbHBIC CHCTEMBI 1
CHCTEMBI Tlepeiauu HH)OpMaLuu
3HAaTh 3TAJIOHHYIO MOJIEIIb B3aUMOAEHCTBUS
OIIK-11.1.3 | OTKpBITBIX CHCTEM, METOJIBI KOMMYTAITUH U
MapUIPyTU3AIIH, CETEBBIE MPOTOKOJIBI
OIK-11.1.4 3HATh CUTHAIBI SJIEKTPOCBSI3HU, MPUHIIHIIBI
MIOCTPOCHHUS CUCTEM U CPEJICTB CBS3U
OMK-11.15 3HaTh COBPEMEHHYIO KOHLETILHIO OCTPOCHHS
CHCTEM H CeTell mepefauu JaHHbIX
3HaTh METOJBI KOAUPOBAHUS B CETSIX CBS3H,
OIIK-11.1.6 | moMexoyCTOWYHBOE KOJUPOBAHHUE, CITOCOOBI
00beHEHNS HU(PPOBBIX TOTOKOB
OIK-11.1.7 3HaTh MPUHIUITBI TOCTPOCHNUS 3AIIUIIICHHBIX
TEJIEKOMMYHHKALMOHHBIX CHCTEM
OIIK-11 Criocoben OMNK-11.1.8 3HaTh 3aIUTHBIE MEXAaHU3MBI U CPEACTBA
OCYILECTBISTh CHHTE3 o o0ecrieyeHus ceTeBOr 0e30MacCHOCTH
TEXHOJIOTHI U 3HaTh CPeCTBa, METObI M TPOTOKOIIBI
OCHOBHBIX OIIK-11.1.9 | unentudukanmu, ayTeHTH(GUKALUT U
KOMIIOHEHTOB aBTOPHU3ALIIH
(bYHKIMOHAILHOU U YMeTh NPpUMEHSATH 3alUIEHHBIE TPOTOKOJIHI, TecToBLIC
obecrieunBaronien OIIK-11.2.1 | mexceTeBbIE KpaHbI H CPEICTBA OOHAPYKEHUS Borpochi, KP
yacTeil co31aBaeMbIX BTOPXKEHHUH [UIsl 321U THl MHOPMALMH B CETSIX ’
WHPOPMAaITMOHHO- YMeThb oCyLIecTBISATh MEPBI IPOTUBOAECHCTBUS
AHATUTHYCCKUX OK-11.22 | HAPYWCHHIM CeTeBOi 0e30IacHOCTH C
CHCTEM, B TOM YHUCIIE B HCTIOJIb30BaHUEM Pa3IMYHBIX TIPOTPAMMHBIX U
BBIOOP MEPONPUATHI anmapaTHbIX CPEACTB 3aIIUTHI
I10 3alIUTC YMeTh NTPUMEHSTh METO/bI 3aIIUTHI
uH(popManuu OIlK-11.2.3 | uHGOPMALMOHHBIX POLIECCOB B
KOMIIBIOTEPHBIX CHCTEMaX
YMeTh 0CyLIeCTBISTh 3KCIUTYaTalUI0 CPENICTB
OIlK-11.2.4 | 3amuThl HHQOPMALIMOHHBIX MTPOIIECCOB B
KOMIIBIOTEPHBIX CHCTEMaX
YMeTh ycTaHaBIMBATh U HACTPANUBATh
OTIEPALMOHHBIE CUCTEMBI, CHCTEMBbI YIIPaBJICHUS
OIIK-11.2.5 | 6a3amMu JaHHBIX, KOMITBIOTEPHBIE CETH U
MIPOTPaMMHBIE CUCTEMBI C YI€TOM TpeOoBaHUIH
110 00€CIIEYCHHUIO 3aIUTHI HHPOPMaLUU
OTK-11.2.6 Ymertb YTIPaBJIATE MONTHOMOUHAMHU
MOJIb30BaTENICH
Bnagetrs MeToauKONM aHAIN3a CETEBOTO
OIIK-11.3.1 | tpaduxka, pe3yabTaToB pabOTHI CPEACTB
00HApYKEHHSI BTOPYKCHHIMA
OTK-11.3.2 Brnaners MeTosamMu aHanmza u opmManuzanuu
WH(GOKOMMYHHKAIMOHHBIX MTPOLIECCOB
OIK-11.3.3 Brnaners npodeccnonanbHON TEPMUHOJIOTHEH, U

CUCTCMHBIM IMOJAX0J0M K PCIICHUIO 3aaa4 110
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MMOCTPOCHUIO TCIICKOMMYHHUKAIMOHHBIX ceren
PAa3JIMYHBIX TUIIOB

OIIK-11.3.4

Brnaners HaBbIKaMU KOH(UTYPUPOBAHUS
JIOKAJIbHBIX CETeH, peann3aluy CeTEBbIX
IIPOTOKOJIOB C TIOMOILBIO TPOrPAMMHBIX CPEJICTB

OIIK-11.3.5

Bnagets MeTo UKo aHanu3a ceTeBoro Tpaduka
1 OCHOBaMH MapLIPYTU3ALMH U YIPABICHUS
IIOTOKaMH B CeTSX mepenayun nHhopMaluu

OIIK-13 Cnocoben
HPOU3BOIUTH
HacCTpPOMKY U
00CIyKUBaHHE
KOMITOHCHTOB
o0ecnieunBaroLien
YacTH
WH(POPMAITMOHHO-
AQHATUTHYECKUX CHCTEM
Ha BCEX dTamnax
JKU3HEHHOTO 1UKJIa,
BCTPOCHHBIX CPEJICTB
3alIUThl HHPOpPMAIIHH,
BOCCTaHABIIMBATh X
paboTOCIIOCOOHOCTH
IPY BHEIITATHBIX
CUTYAIIUSX

OIIK-13.1.1

3HaTh OCHOBBI AIMUHUCTPUPOBAHUA
BBIYHCJIUTEIILHBIX CETCH

OIIK-13.1.2

3HaTh MPUHLUITEI 1 METOABI IPOTUBOACHCTBHUS
HECaHKIIMOHUPOBAHHOMY MH()OPMAITMOHHOMY

BO3JICUCTBUIO HA BRIYUCIUTEIBHBIC CHCTEMBI U
CUCTEMBI nepeiauu nHHOpMaIuu

OIIK-13.1.3

3HaTh STATIOHHYIO MOJIENTb B3aNMOICHCTBUS
OTKPBITBIX CUCTEM, METOJBI KOMMYTAIIH U
MapHIPYyTU3aLHUU, CETEBBIC MPOTOKOIBI

OIIK-13.1.4

3HaTh CUTHAIBI SJICKTPOCBA3U, IIPUHIUIIBL
IIOCTPOCHUA CUCTEM U CPCIACTB CBA3H

OIIK-13.1.5

3HaTh COBPEMEHHYIO KOHIICIITUIO MTOCTPOCHUS
CHCTEM M CETEH Nepefayu JaHHBIX

OIIK-13.1.6

3HATh METO/IbI KOJMPOBAHUS B CETSIX CBSI3H,
MIOMEX0YCTOHYNBOE KOJUPOBAHHE, CIOCOOBI
00beHEHHS HU(PPOBBIX TOTOKOB

OIIK-13.1.7

3HaTh MMPUHOUIIBI TOCTPOCHHUA 3allIUIIICHHBIX
TCICKOMMYHUKAIUOHHBIX CUCTEM

OIIK-13.1.8

3HaTh 3aIUTHBIC MEXaHU3MBI M CPE/ICTBA
oOecrieyeHns ceTeBoi 0€30MacHOCTH

OIIK-13.1.9

3HaTh CPEJCTBA, METO/IBI U IPOTOKOJIBI
nneHTupuKanuy, ayTeHTH(QUKAIA 1
ABTOPHU3ALIUH

OIlK-13.2.1

YMeTh NPUMEHSTH 3alUIIEHHBIE TPOTOKOJIHI,
MEXCETEBbIE KPaHbI U CPeACTBAa OOHAPYKEHHUS
BTOPXKEHHUH VISl 321U THl MHQOPMALKHU B CETSIX

OIIK-13.2.2

YMeTh 0CyLIeCTBISATh MEPHI IPOTUBOACHCTBUS
HapYyUIEHUSIM CETEBOW 0E€30MaCHOCTH C
UCIIOJIb30BaHUEM PA3IMYHBIX IPOrPAMMHbBIX H
anmnapaTHbIX CPEJICTB 3aIUThI

OIlK-13.2.3

YMeTh IPUMEHSATh METO/IbI 3AIUTHI
WH(POPMALIMOHHBIX MIPOIIECCOB B
KOMITBIOTEPHBIX CHCTEMax

OIlK-13.2.4

Vmers OCYHICCTBJIATDH SKCITyaTallukO CPECACTB
3allUThI I/IH(i)OpMaHI/IOHHBIX IIpo1CCCOB B
KOMITBIOTCPHBIX CUCTEMAX

OIlK-13.2.5

YMeTb ycTaHaBIMBATh U HACTPANUBATh
OTIEPALMOHHBIE CUCTEMBI, CHCTEMBbI YIIPaBJICHUS
0a3amu TaHHBIX, KOMIIBIOTEPHBIE CETH U
MPOTPaMMHBIE CUCTEMBI C YI€TOM TpeOOoBaHHH
10 00eCIIeYEeHHUIO 3aIUTHI HHPOPMaLUU

OIIK-13.2.6

YMCTB ynpaB.HSITB ITIOJITHOMOYUSIMHU
OJIL30BaTeNeH

OIIK-13.3.1

BnageTs MeTOIMKON aHATIN3a CETEBOIO
Tpaduka, pe3yabTaToB padOThI CPEICTB
00HApYKEHHSI BTOPYKCHHM

OIlK-13.3.2

Bnagers MeTogamMu aHanu3a v opMau3aum
MH()OKOMMYHUKAITMOHHBIX MPOIIECCOB

TecToBBIE
Borpockl, KP
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OIIK-13.3.3

Biamets mpodeccrnoHanbHON TEPMUHOIOTHEH, 1

CUCTCMHBIM IMOAXOJ0M K PCHICHUIO 3aaaY 110
MOCTPOCHUIO TCJIEKOMMYHHUKAIIMOHHBIX ceren
Pa3JIMYHBIX THUIIOB

OIIK-13.3.4

Brnanets HaBbIKaMU KOH(UTYPHUPOBAHUS
JIOKAJIBHBIX CETeH, peann3alln CEeTEBBIX
IIPOTOKOJIOB C IIOMOIIBIO NPOrPaMMHBIX CPEACTB

OIIK-13.3.5

BnageTs METOIUKON aHAJIN3a CETEBOTO

Tpaduka; - OCHOBaMU MapLIpyTHU3AIUH U
yHpaBIeHMsI TIOTOKaMU B CETAX Mepeadn

nHpopMaIun

4. OFBEM U CTPYKTYPA JUCHUIIJINHBI
TpymoeMKOCTh TUCIUILTUHBI COCTaBIsICT 17 3a4eTHBIX enuHuIl, 612 qacoB

Temarnueckuii nian
¢hopma o0yueHnusi — ouHast

KonTakTHas pabota Dopmbl
00y4aroIUXCs C TEKYIIETOo
MEeJarOTHYECKUM KOHTPOJIA
= pabOTHHKOM % yCIIEBAaeMOCTH,
£ = = |3 = dopma
= g = 5 2 O < | TPOMEXYTOUHOM
Ne H u/ S = & S | 8 L E
0 auMEHOBAHUE TEM WU/WIIU 3 g = 2 S o 58 aTTeCTALUN
/11 pa3enoB/TeM TUCIIUTLTHHBI E = - A % § g & & | (no cemecmpam)
@) o = L = g 9 &
=t ) g = S § =
) 5 [5) Q, QO =
an = S o | 8 O
= § | 8
= o, = =
< ) L
20§18
= = ©
dusnvecKue cpeibl nepeaadu
1 pesil repen 4 |12 4 4 4
JIAHHBIX..
2 Tunbl TUHMIA CBA3HU. ANaparypa
. 4 34| 4 4 4
JIUHUH CBSI3U
AUX, mosoca mpoImycKkaHust 1 .
3 ) pory 4 | 56| 4 4 4 |Peitrunar-koutpois Nel
3aTyXaHue.
4 [IpomyckHas cCHOCOOHOCTH TMHUMU. 4 7-8 4 4 4
5 Kabemu Ha ocHOBE
HEIKPaHUPOBAHHOM Mapbl U 4 19-10| 4 4 4
9KPAaHUPOBAHHOM MAPBL.
KoaxkcuanpHpie kabenu. BoaokoHHO- o
6 4 111-12| 4 4 4 | PeiituHr-koHTpOIH No2
onTHYeCcKHe Kabelu.
7 ACHHXpPOHHBIE IPOTOKOJIBI. 4 |13-14| 4 4 4
8 CHHXPOHHBIE CHMBOJIBHO-
OPUEHTUPOBAHHBIE U OUT- 4 115-16| 4 4 4
OPUEHTUPOBAHHBIC MPOTOKOJIBI.
9 KommyTanyst kaHaoB. 4 117-18 4 4 4 |PeiiTUHr-KOHTPOIH Ne3
Bcero 3a 4 cemecTp: 108 36 36 36 3auer
KommyTtanus nakeroB. KommyTtarus
1 yranr yrawst | 5| 10| 4 4 8
coo0reHni
2 MoHTax KaOeIbHBIX Cpe. 5 3-4 4 4 8
3 KaGenpHBIE CHCTEMBI  JIOKQJIBHBIX 5 5-6 4 4 PeliTuHIr-KOHTPOJIbL
cetell: kinaccuduraiysi, 0COOEHHOCTH Nel
CrocoObl  COeMHEHMsI Tepel. U
4 A per 5 | 78| 4 4 8
[TPUEMHHKOB..




5 Brigenennsie JIMHUHA CBSI3U. 5 9-10| 4 4 8
BrlesieHHbIC JTMHAH CBS3H
6 CTpyKTYpHpOBAHHbIC KabempHEIC 5 ]11-12 8  |Peiitunr-koHTpOIH No2
CHCTEMBL.
7 CucteMbl MOOMIJIBHOM CBSI3H. 13-14 8
8 KonuvectBo pabouymx CTaHIMNA B
0eCPOBOJIHBIX CETSIX. 15-16 8
9 Konguryparus CeTEBRX |5 117-18 4 4 8  |Peiituar-koHTpOIH Ne3
OTICPAITMOHHBIX CHCTEM.
Bcero 3a 5 cemecTp: 144 36 36 72 3auer
1 Texnomoruss  Ethernet.  CereBoit
- 6 1-2 4 4 3
2 TpanciopTHBIH YPOBEHbB. )
TIpuknanHOW ypOBEHb. 6 3-4 4 4 8
3 IP anpecanus. Pasouenne IP cetn Ha 6 5.6 4 4 3 Peiftumr-kortpors Nol
TTOJICETH.
4 BBeznenue B KOMMyTHpPYEMBIE CETH 6 7-8 4 4 3
5 Hactpoiika 3ammuter VLAN. 6 |9-10| 4 4 3
6 KoHnnemnus MapIIpyTH3aHH. ) . ) .
Mapmpyisams Inter-VLAN. 6 [11-12 4 4 3 |PedTHHr-KOHTpPOIH Ne2
7 Crarudeckast MapUIpyTH3aLUsl. 6 |13-14| 4 4 3
8 JuHamuueckast MapIipyTH3aLMsL. 6 |15-16| 4 4 3
9 Pabora mpotoxona - DHCP.  NAT 6 |(17-18 4 4 3 | Peiituar-koHTposs Ne3
TexHonoruu mis IPv4.
Bcero 3a 6 cemecTp: 144 36 36 27 Ox3ameHn (45)
1 Poct cetm. UM30bITOWHOCTHL B 7 1-2 4 4 12
JIOKQJIBHBIX CETIX
2 Ceru C IPOTOKOJOM IMHAMHYECKOH
mapiipytimzauun OSPF - Multiarea | 7 | 3-4 | 4 4 12
OSPF.
3 Iporokon EIGRP. 7 | 56| 4 4 12 |Peiirunr-kontpons Nel
4 HpOE\‘:KTI/IpOBaHI/Ie HEPAPXMIECKUX | 7.8 4 4 12
CeTeil..
5 TTonxrouenne K riIo0aJbHBIM CETIM. )
Coenqunenune Touka-Touka 7 9-10| 4 4 12
6 ﬁ;iﬁle Relay. NAT Texnonoruu s 7 (11-12] 4 4 12 | PeitiHT-KOHTpOIH No2
7 Pewenuss pns  MIMPOKOIOJIOCHOM )
nepeaayy JaHHbBIX 7 |13-14 4 4 12
8 MOHUTOPUHT CETH. 7 115-16| 4 4 12
9 YcrpaneHne HEUCIIPABHOCTEH CETH 7 |17-18 4 4 12 | Peiitunr-KOHTpOIH Ne3
Bcero 3a 7 cemecTp 216 36 36 108 Ik3amen (36)
Haauune B pucnumianne KIT/KP Ectn (7)
HToro nmo aucnunianHe 3auer
3auer
612 144 144 243 Ik3amen (45)

Ox3amen (36)
KypcoBas padora

Conepmaﬂl/le JEKIMOHHBIX 3aHATHH 110 AUCHUIIJIMHE




4 cemecTp
Paznen 1. BBeneHue B JMCHUILIHHY

Tema 1. @usuueckue cpedvl nepedayu  Oaunvix. Dusznyeckas cpena mnepeaadu
naHHbIX (Medium) - 3TO COBOKYITHOCTBh CpPEl M CPEJACTB, M0 KOTOPBIM MEpEIaroTCs CUTHANbI. B
KauecTBe (PU3NYCCKOM Cpellbl B KOMMYHUKAIUSX WCIOIB3YIOTCS: METAUThl (B OCHOBHOM MEJb),
CBEPXIIPO3payHOe CTEKIIO (KBapIl) WIH IIACTHK U dup.

Tema 2. Tunwt aunui ceszu. Annapamypa aunuii césizu. OCHOBHBIC XapaKTEPUCTUKHU JTUHHUHA
CBSI3H.

Tema 3. Amnaumyono-uacmomuas xapaxkmepucmuxa. Ilomoca mpomyckaHusi ¥ 3aTyXaHHUE.
[TpomyckHasi cHOCOOHOCTH JIMHUU.

Tema 4. Csazb medncOy NpONYCKHOU CHOCOOHOCMbIO JUHUU U ee NOJOCOU NPONYCKAHUSL.
[TomMexoyCTOMYUBOCTD U JOCTOBEPHOCTh

Tema 5. Kabenu na ocrose neskpanuposanuoli napvl. Kabenun Ha OCHOBE SKpaHUPOBAHHOM
napbl

Tema 6. Koaxcuanvuvie kabenu. BomnokonHo-ontuueckue kabenu. Kabemn Ha ocHOBe
HedKpaHupoBaHHOW mapel. Kabenu Ha ocHOBe sKpaHHpoBaHHOW mnapbl. KoakcuanbHble Kabenu.
BosnokonHo-ontuueckue Kadoenu.

Pa3gen 2. ACHHXpOHHBIE M CHHXPOHHBIE TPOTOKOJIbI.

Tema 1. Acunxponuvle npomokoavl. ACHHXPOHHBIC TPOTOKOJIBI IPEICTABISIOT COOOM
Haubosee crapblii CIOCO0 CBSA3M. OTH MPOTOKOJIBI ONEPUPYIOT HE C KagpaMy, a € OTAEIbHBIMU
CUMBOJIaMH, KOTOPbIE MPECTaBICHbI OaliTaMH CO CTAPT-CTOMOBBIMU CUMBOJIAMHU.

Tema 8. CunxponHvle CUMBONbHO-OPUECHMUPOBAHHbBIE U OUM-OPUEHMUPOBAHHBIE NPOMOKOIbL.
[lepenava ¢ ycTraHOBIEHHEM COETUHEHUS U 0€3 YCTaHOBJICHHUS.

Tema 9. Kommymayus  kaumanos. CeTb €  KOMMYyTaluMed  KaHAJIOB —  BUJ
TEJIEeKOMMYHUKALIMOHHON CETH, B KOTOPOH MEXIy ABYMS y3JIaMH CETHU JOJIKHO OBITH YCTaHOBJIEHO
coeMHEHUE (KaHad), MpeXJIe 4YeM OHM HAuyHyT oOMeH WH(opmauueil. [laHHoe coenuHeHHWE Ha
MNPOTSKEHUH BCETo ceaHca oOMeHa MHGoOpManueil MOXET HCIOIb30BaThCsl TOJNBKO YKa3aHHBIMHU
nByms y3namu. [locne 3aBepuieHust 0OMEHa COeIMHEHHE JTOJHDKHO OBITh COOTBETCTBYIOIIMM 00pa3oM
paszopBano. [Ipenmy1iecTBa, HEAOCTATKU, TPUMEPBHI.

5 cemecTp
Paznen 1. KaGeabHble CHCTEMBI, JINHUU CBA3H.

Tema 1. Kommymayua naxemos. Kommymayus coobwjenui. 1lpu KoMMyTalluu MakeTOB BCe
nepeaBaeMble  MMOJIb30BaTENIeM COOOIIEHUs Pa30UBAIOTC B HCXOJHOM y3JI€ Ha CpaBHUTEIHHO
HeOOoJbIlINe YacTH, Ha3bIBaeMble MakeTaMu. KoMMyTaTOpBI CETH MPUHUMAIOT MAKEThl OT KOHEYHBIX
y3JI0B U Ha OCHOBaHUH aJpEeCHON MHQPOpPMALUU MEpearoT UX APYT APYTy, a B KOHEYHOM UTOTe —
Y31y Ha3HAYEHUSI.

Tema 2. Moumasxc kabenvHvix cped. DopmMupoBaHHE 3HAHUU O CYIIECTBYIOIIMX THIAX
KaOeNbHBIX CPE/, UX XapaKTepUCTUKAX M CIocof0ax MX O0XKMMa M yMEHHH o0OkuMa Kabensl Tuma
"BUTas mapa" u ceTeBOil pO3eTKU.

Tema 3. Kabenvhvie cucmemvl n0KaivHblx cemeti. KaOenbHBIE CUCTEMBI JIOKAIBHBIX CETCH:
Kiaccudukanus, 0COOCHHOCTH.

Tema 4. Cnocobwl coeduneHus nepedamyuxos u npuemHuxos. JIrobas cereBas TEXHOJIOTHS
JIOJDKHA O0ECTIeYUTh HAJICKHYIO M OBICTPYIO TIepenady JUCKPETHBIX JaHHBIX MO JIMHHUSAM cBsizu. U
XOTS MEXAY TEXHOJIOTHSIMH MUMEIOTCS OOJBIINE pa3Nuyusi, OHU 0a3HpyIOTCS Ha OOIIMX MPUHITUIIAX
nepeaaun JUCKPETHBIX TaHHBIX, KOTOPhIE paCCMAaTPUBAIOTCS B 9TOM TJaBe. JTH MPUHIIUAIIBI HAXOISAT
CBOE BOIUIOIIEHHE B METOJaX MPEACTABICHUS JBOMYHBIX €AUHUIL U HYJIEH C OMOIIbI0 UMITYJIbCHBIX
W CHUHYCOUJAIBHBIX CUTHAJIOB B JIMHUSAX CBSI3M Pa3IMYHON (U3MUECKOW MPHUPOJBI, METOIaxX
OoOHapy X eHUS ¥ KOPPEKIHH OMIMOOK, METOAaX KOMIIPECCUU M METOIaX KOMMYTAIIUU.

Tema 5. Boioenenuvie aunuu césa3u. BeineleHHbIE TUHUY CBI3H
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Paszgen 2. KadeabHbIe CHCTEMbI H CHCTEMBI CBA3H.

Tema 6. Cmpyxkmypuposanuvie rabervnvle cucmemvi. CTPYKTypApOBaHHAs KaOelbHas
cucrema (CKC) — 3akoHUEHHAss COBOKYITHOCTh Kabesei CBA3M U KOMMYTAI[HOHHOTO 000py/10BaHHMA,
oTBeYarIas TpeOOBaHUSAM COOTBETCTBYIOIIMX HOPMATHUBHBIX JTOKyMeHTOB. ... CKC mpencraBisier
co00il MepapXUYecKyro KaOeIbHYI0 CHUCTEMY, CMOHTHPOBAHHYIO B 3JIaHUW WIH B TPYIIIE 3IaHUU,
COCTOSIIYIO U3 CTPYKTYPHBIX TIOJCHCTEM.

Tema 7. Cucmemvr mobunvrou cesazu. CoToBas CBA3b, CETh IOIABWKHON CBSA3H — OIUH U3
BUJIOB MOOMIILHOW pPaJMOCBSI3U, B OCHOBE KOTOPOTO JISKUT COTOBasi ceTh. KirtoueBasi 0COOEHHOCTh
3aKJIFOYAETCS B TOM, YTO OOIIas 30Ha TOKPBITHS JEIUTCS HA SUYCHKH (COTHI), OMpPEISISIOIIHECS
30HaMHU TOKPBITHS OTACIBHBIX 0a30BbIX craHIui (BC). COThl YaCTUYHO MEPEKPBHIBAIOTCS U BMECTE
o0Opa3yroT cetb. Ha nneansHo#t (poBHOUM 1 0€3 3aCTpOIKK) MOBEPXHOCTH 30HA MOKPBITUS 01HON BC
npecTaBisieT co0oi KpyT, MO3TOMY COCTAaBJICHHAsI U3 HUX CETh MMEET BHUJ IIECTUYTOJBHBIX STYCCK
(coT). CeTh COCTABISAIOT Pa3HECEHHBIE B TPOCTPAHCTBE MPUEMOIIEPEIATIUKH, PAOOTAIOIINE B OJHOM
U TOM JK€ YaCTOTHOM JMalla3oHe, U KOMMYTHpYOIIee 000pyJA0BaHKE, MO3BOJISIONICE ONPEILIIATh
TEKYIIEe MECTOIOJIOKCHHUE MMOJBIKHBIX aO0OHEHTOB M O0ECIEeUMBATh HEMPEPBHIBHOCTH CBSI3U TIPU
nepeMeIeHr aOOHEHTa U3 30HbI JICHCTBUS OJTHOTO TPpUEMOTIEpeaTIiKa B 30HY JCHCTBUS IPYTOro.

Tema 8. Koauuecmso pabouux cmanyuii 6 0OecnposoOHvlx cemsx. JIMHUM CBSI3U C
MCIOJIb30BaHNEM MCKYCCTBEHHBIX CITyTHUKOB 3EMIIH.

Tema 9. Kougueypayus cemesvix onepayuonnwvix cucmem. CeTeBble MPOTOKOIBI U
COeIMHEHUS. YPOBEHb JIOCTYIA K CETH.

6 cemecTp
Pasnen 1. YpoBHU nepenayu JaHHBIX.

Tema 1. Texnonoeuss Ethernet. Cemesoi yposenv. Ethernet - rexnomorus opraHusamnuu
nakeTHbIX cetedl. Cranmaptel Ethernet onpenenstor mnpoBojaHBIE COCAMHEHHS W 3JICKTPHYCCKUC
CUTHAJBI Ha (PU3MUYECKOM YPOBHE, (hOpMaT MAaKEeTOB M MPOTOKOJIBI YIPABICHUS TIOCTYIIOM K Cpefe -
Ha kaHajabHOM ypoBHe Monenu OSI. Ethernet B ochoBroM onmckiBaetcs crannapramu [EEE rpymmb
802.3.

Tema 2. Tpancnopmuwiii yposens. IlpuxiadHnoti yposeHs. TaHHBIX YPOBHEH Mepeiauul JaHHBIX

Tema 3. IP aopecayus. Pazouenue [P cetu Ha moaceTu.

Tema 4. Bseoenue 6 xommymupyemvie cemu. Konyenyus pabomwl u 6a3oevie Hacmpouxu
kommymamopos. Cnucku ACL Taxxe MOXXKHO MCHOJb30BaTh JUIs LesIed, OTIMYHBIX OT (PUIbTpaluu
IP-tpaduka, Hanpumep, npu omnpeneneHuu Tpaduka ani NAT wnu mmdpoBanHusa, a Takxke A
¢uibTpauy IpoTOKoJIoB, oTIHYHBIX OT IP, Takux kak AppleTalk nmm IPX. OOGcyxnenue »Tux
(GYHKIMH BBIXOAMT 32 PaMKHU JaHHOTO JOKYMEHTA.

Paznen 2. MapupyTusaTopsbl

Tema 5. Hacmpouixa 3awyumsr VLAN. B naHHO# Teme mpeacTaBieH NMpuMep KOH(UTYpaLuu
HEKOTOPBIX (QYHKIMHA O€30MacHOCTH YypOBHSA 2, TakuX Kak Oe3omacHocTh mnopra, DHCP-
OTCJIeKUBaHME, JWHAMHUECKas MpoBepKa NMpOTOKoja paspeuieHus aapecoB (ARP) u 3ammura ot
noanenku [P-agpeca (IP source guard), koTopble MOTYT OBITH IPUMEHEHBI Ha KommyTaropax Cisco
Catalyst ypoBHS 3 ¢ pukcupoBaHHON KOH(pUTypaluen.

Tema 6. Konyenyus mapupymuszayuu. Mapmpytu3anus Inter-VLAN.

Tema 7. Cmamuueckas — mapupymuzayus. Cratnueckas MapIIpyTH3aUs —
BUJ MapuIpyTH3alMd, TpU KOTOPOM  MapIIPyThl yKa3bIBAlOTCA B  SIBHOM BUAE IpHU
KOH(UTrypaluu Mapuipytuzaropa. Bes mapipyTusanus Ipu 3TOM OPOUCXOJUT 0e3 yJacTHsl KaKuX-
1100 IPOTOKOJIOB MapiipyTu3auu. [Ipu ycTaHOBKe cTaTHYECKOro MapIIpyTa yKa3bIBaeTCs:

o Anipec ceTu (Ha KOTOPYIO MapIIpyTU3UpyeTcs Tpaduk), Macka ceTH

e Anpec nutro3a (y3na), KOTOPBIA  CIOCOOCTBYET JallbHEWIIEeW MapumpyTu3anuu  (Wiu
HOJKJIIOYEH K MapIIPYTU3UPYEMOI CETH HAIPSIMYIO)


https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/w/index.php?title=%D0%97%D0%BE%D0%BD%D0%B0_%D0%BF%D0%BE%D0%BA%D1%80%D1%8B%D1%82%D0%B8%D1%8F&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D1%82%D0%B0%D0%BD%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%B8%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/w/index.php?title=%D0%90%D0%B4%D1%80%D0%B5%D1%81_%D1%81%D0%B5%D1%82%D0%B8&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%88%D0%BB%D1%8E%D0%B7

9

o (OIIIMOHANIBHO) METPUKA (MHOTJa MMEHYETCSl TaKkkKe «leHOoi») mapuipyta. Ilpu Hamuuum
HECKOJIbKUX MapIIPyTOB Ha OJIHY U Ty K€ CE€Th HEKOTOPbIE MapILIPYTHU3aTOPhI BEIOUPAIOT MapLIPYT C
MUHHUMAJIBHON METPUKON

B HekoTOphIX MapuIpyTH3aTOpax BO3MOXHO YyKa3bIBaTh MHTep(deENC, Ha KOTOPBIA cleayeT
HANPaBUTh TPAQUK CETH W yKa3aTh JOIMOJHUTENBHBIC YCIOBHUS, COTJIACHO KOTOPHIM BBIOMPAETCS
mapuipyT (Harpumep, SLA B MapmipyTu3zaropax Cisco).

Tema 8. Junamuueckas mapupymuzayus. O6padotka nporokona OSPF B ognoit o6nactu

Tema 9. Hacmpoiixa cnucka xkommpons oocmyna. B 3Toil TeMe OOBICHSACTCS TNPUHIIMIT
npuMeHeHus cruckoB KoHTpodst nocryna (ACL) IP mns dunsTpanuu cereBoro tpaduka. Taxxke B
HeM cojaepxarcs Kpatkue omucanus tunoB [P ACL, nmoctymHoct (yHKIME W mpuUMeEphI
UCroNib30BaHusi B ceru. Mcmomp3yiite cimyxeOHylo mnporpammy Software  Advisor (Toiabko
JUISI 3apEerUCTPUPOBAHHBIX MOJIb30BATENCH) i HACTPOWKHM TMOJEPKKHM HEKOTOpPhIX Haubosee
cnemuduuecknx ¢ynkuuit I[P ACL B Cisco 10S®. RFC 1700 conepskuT HasHaueHHbIE HOMEpa
obmensBecTHbIX opToB. RFC 1918 comepxuT BhIZCNICHHE aApecoB miis yacTHbIX MHTepHeT- u IP-
aJipecoB, KOTOPHIE HE JOJKHBI 0TOOpaxarbes B IHTepHETE.

Tema 10. Paboma npomokona DHCP. NAT TexHonoruu nis [Pv4

7 cemecTp
Pa3nea 1. IIpoTrokobl.

Tema 1. Pocm cemu. I30BITOYHOCTD B JIOKAJIBHBIX CETSAX. Arperaius KaHaJIoB

Tema 2. Cemu ¢ npomokonom ounamuueckou mapwpymuzayuu OSPF - Multiarea OSPF.
OSPF (aurn. Open Shortest Path First) — mporokos 1uHaMUYeCKON MapuIpyTH3allii, OCHOBAHHBIN
Ha TEXHOJIOTHUHM OTCIS)KHMBaHMs cocTtosHUs KaHanma (link-state technology) m wcmomnb3yrommii asis
HaXOXJeHus Kparuaiiero mytu anroput™ J[leiikerpol. [Iporokon OSPF Obun paspaboran IETF B
1988 rony. Ilocnenusis Bepcus porokoiia npeacrasieHa B RFC 2328 (1998 rox). [Iporokon OSPF
npecTaBisieT co0oii mpoTokoa BHyTpeHHero nuio3a (Interior Gateway Protocol — IGP). IIpotokon

OSPF pacnpocTpaHser UH(POPMAITHIO 0 JIOCTYITHBIX MapupyTax
MEX1y MapIIpyTH3aTOPaMU OJJTHOM aBTOHOMHOM CUCTEMBI. OSPF uMeeT CIeIyIOIIHe
HpEeUuMYyIIECTBA:

e Bricokas  CKOpPOCTb  CXOAMMOCTH  IIO  CpPaBHEHUIO C  JUCTaHIMOHHO-
BEKTOPHBIMHU IIPOTOKOJIAMH MapIIPyTU3ALIH;
o Ilomnepskka ceTeBbIX Macok nepeMenHoi uabl (VLSM);
e OnTuMalibHOE HCIIOJIB30BAHHE MPOIYCKHOM CIIOCOOHOCTH C IOCTPOEHHEM JepeBa
KpaTyanimnx IyTen.
Tema 3. Ilpomokxon EIGRP. HacTtpoilka M yCTpaHEHHME HEHCIIPAaBHOCTEH B CETIX C
nporokosom EIGRP.

Pa3nesa 2. CeTn U IPOTOKOJIBI.

Tema 4. Vnpaenenue ¢hatinamu 6 onepayuonnoti cucmeme Cisco 10S. Tlpu BwIOOpe WM
oOHoBneHnn yctpoictBa Cisco mon ynpasieHueMm [OS BakHo BbIOparh moaxonsamuii oopasz 10S
HY)KHOI BepcMM M C COOTBETCTBYIOIIMM HabopoM ¢ynkumid. [log IOS nonummaercs «makeT»
MapuIpyTHU3alud, KOMMYTAllMM, TEXHOJIOIMH O€30IacHOCTH M JpPYTUX TEXHOJOTHH CeTeBOro
B3aWMO/ICHCTBHS, MHTETPHUPOBAHHBIX B €IMHYI0 MHOT033JI[aYHYyIO OTEpaIMOHHYI0 cuctemy. HoBbie
YCTPOMCTBA TOCTABISIOTCS C MPEABAPUTEIBHO YCTAHOBIEHHBIM 00pa3oM IMPOTrPaMMHOTO
o0ecTieYeHns U MaKeTOM COOTBETCTBYIOIIUX MOCTOSHHBIX JIMIIEH3UH IS OMPEISIEHHBIX KIMEHTOM
MaKeTOB U (PYHKIUI.

Tema 5. Ilpoexmuposanue  uepapxuweckux  cemeti.  Vepapxudeckass  MOJENb
ceru (anrin. Hierarchical internetworking model) — TpéxypoBHeBasi Monens OpraHM3alil CETH
KOMITaHWH, BIEPBBIE TpeiokeHHas nmkeHepamu Cisco Systems. [Toapasaesnsier ceTh KOMITAHUH Ha
TPU YPOBHS MepapXuu: sapo ceTtu (aHri. core layer), ypoBenp pacnpenenenus (anri. distribution
layer), ypoBens moctyma (anrit. access layer).

Tema 6. Ilookntouenue k 2nobanvnvim cemam. Coequnenue Touka-Touka


https://ru.wikipedia.org/wiki/%D0%9C%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81
https://ru.wikipedia.org/wiki/SLA
https://ru.wikipedia.org/wiki/Cisco
https://www.cisco.com/cgi-bin/Support/CompNav/Index.pl
http://tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1700.txt?number=1700
http://www.ietf.org/rfc/rfc1918.txt?number=1918
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC_%D0%94%D0%B5%D0%B9%D0%BA%D1%81%D1%82%D1%80%D1%8B
https://ru.wikipedia.org/wiki/IETF
https://tools.ietf.org/html/rfc2328
https://ru.wikipedia.org/wiki/IGP
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D1%82%D0%BE%D0%BD%D0%BE%D0%BC%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_(%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82)
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B4%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/VLSM
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/Cisco_Systems
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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Tema 7. Frame Relay. NAT Texuonoruu mist IPv4.

Tema 8. Pewenus 011  WUPOKONOIOCHOU — nepedauu  OaHuwiX.  becrmpoBOIHBII
mmpokononocHeid goctyn (BIITI) sBisiercst ceronus HanbOoyiee BHITOJHBIM CPEACTBOM JTOCTABKH
YCIIyT Tepeavyd JaHHBIX aOOHEHTaM, yAaJ€HHBIM OT OMOPHOM CETH JOCTymna K MH(POPMaIMOHHOMN
UHPPACTPYKTYpe TPEaNpUsThus. TEpPMHUH «IIMPOKOIOJIOCHBI» O3HAYaeT 00eCredeHUe Pa3IMYHBIX
TUTIOB YCIIyT TIepeAadd JaHHBIX C TapaHTHPOBAHHBIM KayeCTBOM B OJHOM I10JOCE IPOITYCKaHHS
CHCTEMBI.

Tema 9. Monumopurne cemu. MOHUTOPHHT CETH - 3TO HMCIOJIB30BAaHUE CHUCTEMBI, KOTOpas
MOCTOSTHHO KOHTPOJHMPYET KOMITBIOTEPHYIO CE€Th Ha NPEeIMET MEIJICHHBIX WU HEHCIPABHBIX
KOMITOHCHTOB M YBEJIOMJISIET CETEBOr0 aJMHUHHUCTpaTopa B cCiydae cOOS WM JPYrux IpoOseMm.
MOHHTOPHHT CETH SIBIISIETCS YaCThIO YIIPABICHUS CETHIO.

Conepma}me naﬁopaTopmﬂx 3aHSATHH 10 JUCUHUILIAHE

4 cemecTp
Paspnen 1. PaGora ¢ ka0eJIbHBIMHM CHCTEMAMHU.

Tema Nel. OGxuM BUTON Taphl PA3IMIHBIMH CIIOCOOAMH;
Coaep:xanue 1a00paTOpHOIl padoTHI.
. HAYYUTHCS 00)KMMATh BUTYIO TIapy M PO3ETKY;
. HAYYUTHCS 00XKUMATh MEPEKPECTHBIN KaOeb.
Tema Ne2. PacueT xapakTepucTUK KaOeIbHOW CUCTEMBI;
Coaep:xanue 1a00paTOpHOil padoTHI.
PacunTarh mepBUYHBIE W BTOPUYHBIC TMApMETPhl CUMMETPUYHOTO KaOeisi 3BE3JHOW CKPYTKH C
KOHCTPYKTUBHBIMH pa3Mepamu
Tema Ne3. Koppekius omnOok kKa0eabHON CHCTEMBI;
Coaep:xanue 1a00paToOpHOil padoTHI.
W3yunth JInHWY CBSI3U M KaHAJIBI TIEPEIaYu TaHHBIX.
Tema Ne4. Pacuet popMbl U XapaKTEPUCTHUK DIIEKTPHUUECKUX CUTHAJIOB;
Conep:xanue 1a00paTOpHOii padoTHhI.
BONBIIMHCTBO ANEKTPUYECKUX IIeTei HCTOIB3YIOTCS ISl Mepeqadyud JIEeKTPUYECKUX CHTHAJIOB OT
UCTOYHUKA CUTHalla B Harpy3ky. B Tex ciydasx, Korja cxema IeNd HEW3BECTHA WU He
MPEJICTaBIsIeT MHTEpeca, e W300pa)kaloT B BHJIE NPSIMOYTOJBHHKA C psAaoM BbIBOAOB. C HX
MOMOIIBIO AJIEKTPUYECKasl LIETIb COETUHAETCS C IPYTUMH 3JIEMEHTaMH yCTPOMCTBa

S cemecTp
Paznen 1. IIpoTokoJibl M1 KOHPUTYPHPOBaHHeE.

Tema Nel. IIpoTokoasl MapUIpyTH3aUU U CAOHETTHHT;
Copepxanue J1ad0paTopHOi padoThI.
Cratuyeckue ajaropuTMbl MpPEICTaBISIOT CBOJ MpaBuil pabOThl CO CTAaTUYECKUMHU TaOIMllaMu
MapuIpyTHU3alUHU, KOTOPble HACTPAWBAIOTCS aJIMUHUCTPATOpPaMHU CETH. XOpOIIO paboTalT B Cilydae
npejckasyeMoro Tpaduka B ceTsX cTaduibHON KoHpurypauuu. Cratuyeckas MapLIpyTHU3alUs
YMEHBIIAeT KOJIMYECTBO MNepeaaBaeMoi ciayxkeOHOM HH(opMaIuu, MOCKOJIbKY B 3TOM Cilydae He
nocbutaercss uHpopManus o0 U3MEHEHHUsAX B MapHIpyTHOM pacnucanuu. K cymiecTBeHHbIM
HEJ0CTaTKaM CTaTMYECKON MaplIPYTHU3allMd MOXKHO OTHECTH TO, YTO, TaK KaK CTATUYECKUE CUCTEMBI
MapLIpyTU3allMd HE MOTYT pearupoBaTh Ha U3MEHEHUS B CETH, OHHU, KaK MpPaBWJIO, CUUTAIOTCS
HENPUTOIHBIMHU JUIsl COBPEMEHHBIX KPYIHBIX, IOCTOSSHHO U3MEHSIIOIINXCS CETEN
Tema Ne2. KonduryprupoBaHue CTaTHUECKUX MapUIPyTOB;
Copaepxanue J1ad0paTopHOi padoThI.

1. Co3znaHne OCHOBHOI'O CTaTUYECKOI0 MapUIpyTa IO YMOJIYaHHUIO
2. Pa3BepThIBaHKE IABAOIIETO CTATUYECKOTO MapIIpyTa
3. [IpoBepka mepekIoUYeHUsT Ha TUIABAIOIIMN CTATUYECKUH MaplIpyT NPU OTKa3e OCHOBHOTO

MapuipyTa
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Tema Ne3. Tabnusl MapIIpyTH3AIHHY;

Conep:xkanue J1a00paTopHO padoThI.

Jis goctyna K pecypcaM CETH Balll y3€Jl JIOJDKEH ONPENeIMTh MapLIpyT 0 y3ja Ha3HaueHus I0
tabiuue MapuipyTtuzanuu. TaOnuia maplmpyTH3aludd y3Jia Majo 4YeM OTJIMYaeTcss OT TaOJHUIbI
MapuIpyTHU3aTopa, HO XapaKTepHa ISl JIOKAIBHOTO y3Jia M BBITJIIIUT ropasno mpoie. YToObl makeT
JOCTUT JIOKAJIbHOTO Yy3J7la Ha3HaueHs, HeoOxoauma TabiiMia MapHIpyTH3alUH JOKAJIbHOTO Y3Ja.
UToObl AOCTUTHYTh YAAJIEHHOTO y3Jia HA3HAYEHUS, HYKHBI TaOIUIBl MapLIIPYTH3AIUN JIOKAJILHOTO
y31a u Mapupytusaropa. Komanasl netstat —r 1 route print mo3BoJISIFOT MOJIYYUTh MPEICTABICHUE O
TOM, KaK JIOKaJbHBIM Yy3€J MapUIpyTU3MpyeT IakeTbl [0 MecTa Ha3HadeHus. B  naHHON
nabopaTtopHoOil paboTe BaM MPeACTOUT OTOOPA3UTh U U3YUYUTh UH(DOPMALINIO, KOTOPAs COACPKUTCS B
tabiuie Mapupyrusanuu Bamero 1K, ¢ momombio komana netstat —r u router print. Ber yBugute,
kak Baw [ 1K mMapmpyTusupyer nakersl B 3aBUCUMOCTH OT aJpeca Ha3HAueHUs

Tema Ne4. Kondurypuposanue EIGRP;

Conep:xkanue JadopaTopHoOil padoThI.

[Iporokon EIGRP — »53T0 BBICOKONPOU3BOAMUTENbHBIA MPOTOKOJI MaplIpyTU3alMd Ha OCHOBE
BEKTOPOB PACCTOSHUSI, OTHOCUTEIBHO HECJIOXKHBIA MpU HACTpoilke ans 0a30BbIX cerell. B atoit
naboparopHoit pabore HeoOxomumo HacTpouTh EIGRP s mpuBenéHHBIX BBINIE CEeTEH M WX
TOMOJOTUH. BaM MpeacTOUT H3MEHUTh MPOMYCKHYIO CHOCOOHOCTh M HACTPOUTH MACCHUBHBIN
uHTepdeiic, 4yToObl NOBBICUTH 3 dekTuBHOCTH padoTsl EIGRP. Ilpumeuanne. B maGopatopHoit
paboTe UCHONB3YIOTCS MapHIPyTU3aTOpPBl € HHTerpaunueir cepucoB cepun Cisco 1941 mon
ynpasineaueM OC Cisco I0S 15.2(4) M3 (o6pa3 universalk9). Bo3MoxHO HCIIOJIB30BaHUE JPYTUX
MapuipytusatopoB u Bepcuii Cisco 10S. B 3aBucumoctu ot Mmozenu ycrpoiictsa u Bepcuu Cisco 10S
JOCTYIIHbIE€ KOMAaHJbl M WX pe3yJbTaTbl MOTYT OTIMYATbCSl OT HPHUBEAEHHBIX B ONHCAHUU
naboparopHbix pabot. TouHble uaeHTU(UKATOPHI UHTEpQEilcCOB MpHUBENEHBI B CBOAHON Tabmuile
uHTEpQEICOB MapHIpyTU3aTOPOB B KOHIE JabopaTopHoil pabotel. Ilpumedanume. YOemutech, 4To
NpeAblayIINe HACTPOMKH MaplIpyTU3aTOPOB M KOMMYTAaTOPOB YJaj€Hbl, U HAa 3THUX YCTPOMCTBaX
OTCYTCTBYIOT (hailyibl 3arpy304HOi KOHGUrypamuu. Eciy Bel HE yBEpeHBI B 3TOM, OOpaTHUTECh K
UHCTPYKTOPY.

6 cemecTp

Pasnen 1. KondurypupoBanue u agpecHble CXeMbl.
Tema Nel. MoHTax KaOEIIbHBIX CHCTEM;
Conep:xanue 1a00paTOpHOii padoThI.
[TonyunTs mpeacTaBiIeHHUs O CUCTEME CTaHAAapTOB Kabenel, pa3Ouparbcsi B MapKHUpPOBKE Kalenew,
MOJYYUTh TIEPBUYHBIC 3HAHHWA O MOHTaXke KaOenss BUTOW mapsl [IpaBmiia MOHTaxa KaOeIbHOMH
CHCTEMBI
Tema Ne2. Pazpabotka aapecHoit cxemsl. PacueT noncereii;
Copepxanue J1a00paTopHOi padoThI.
[Moacets (subnet) — sto dusuueckuit cerment TCP/IP cetn, B koTopoM ucnonb3ytores [P-anpeca ¢
o0muM uAeHTUGUKATOpOM ceTd. [ Toro 4toObl pa3fenuTh CETh Ha HECKOJIBKO IOJICETEH,
HEOOXOMMO  HCIIONIb30BATh  pa3jMYHble HWACHTU(MHUKATOPHI CETH JUISI KaXKJIOTO0 CErMEHTa.
VYHUKabHBIE MJIEHTU()UKATOPBI MOJCETEH CO3/1al0Tcsl MyTeM pa30HeHus uaeHTH(dUKaTopa y3ia Ha
nBe rpynmbel Out. IlepBas W3 HUX CIYXHUT IS UACHTU(UKAIMH CETMEHTa OOBETUHEHHOW CeTH,
BTOpast — U1 HMJEHTU(UKALMU KOHKPETHOro Yy3ya. Takoi MeXaHH3M Ha3bIBaeTCsl JelieHHEe Ha
nojacetu (subnet working). Jlenenue Ha moceTH HE SBISIETCS HEOOXOAUMBIM B U30JIMPOBAHHOM CETH
(T.e. He UMetoLIe BbIXo B MIHTEpHET)
Tema Ne3. Koudurypuposanue OSPF;
Copaepxanue J1ad0paTopHOi padoThI.
VY npotokona OSPF ects pacmmpeHHble (GyHKIUN, KOTOPbIE MO3BOJIAIOT BHOCUTh W3MEHEHHUS IS
yIOpaBJlIeHUS METpPUKaMM, pPAacHpOCTpaHEHUs MaplipyTa [0 YMOJYAaHUIO U  OoOecredyeHus
6e3omacHocTH. B 31Ol nMaGopaTopHOil paboTe BaM HYykHO Oyzaer HacTpouth Merpuku OSPF s
uHTEepQECcCOB MaplIpyTH3aTOpa, HACTPOUTH pacnpocTtpaHeHune mapupyra OSPF u ucnosnb3oBath
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ayrentudukanuo Message Digest 5 (MDS5) mst o6ecnieuenus: 6e3onacHoii mapuipytusanuu OSPF.
[Ipumeuanue. B maGopatopHoil paboTe UCHOJIB3YIOTCS MAPIIPYTHU3aTOPBI C MHTETPAlUC CEPBHCOB
cepun Cisco 1941 mox ympaenenuem OC Cisco 10S 15.2(4) M3 (o6pa3 universalk9). BozmoxxuHo
WCIIONIb30BaHUE Jpyrux wmapmpytuszaropoB u Bepcuit Cisco 10S. B 3aBucuMocT OT Momenu
ycrporictBa U Bepcuu Cisco 10S mocTymHble KOMaHIBI M MX Pe3yJIbTaThl MOTYT OTIMYAThCS OT
NpUBEAEHHBIX B ONHUCAaHUU JAbOpaTOpHbIX paboT. TouHble wuaeHTUGUKATOPHI UHTEpdeiicoB
MPUBEICHBI B CBOAHOW Ta0yuile HHTepGEHCOB MapIIpyTU3aTOPOB B KOHIIE JIAOOPATOPHOU PabOTHI.
[Tpumeuanue. YOeautech, 4TO NPEABIIYIIME HACTPONKH MapUIPyTU3aTOPOB U KOMMYTaTOpPOB
yIaJEHbl, U Ha 3THX YCTPOHCTBAX OTCYTCTBYIOT (hailsibl 3arpy30unoil koHdurypauuu. Eciau Bl He
YBEPEHBI B 3TOM, 00paTUTECh K HHCTPYKTOPY

Tema Ned. Kongurypuposanue Frame-Relay;

Conep:xkanue JadopaTopHoOil padoThI.

Frame Relay - 3T0 mpoTOKON KOMMYTHPYeMOro KaHalla Iepeladd JaHHBIX IPOMBIIUICHHOTO
CTaHaapTa, KOTOpPbIii 00padaThIBa€T HECKOJIbKO BUPTYAIbHBIX KaHAJIOB Ha OCHOBE MHKAICYJISLUU
HDLC wmexny coeauHsieMbiMu ycTporicTBamu. [lo MHOrMM mapamerpam mpoTokosn Frame Relay
6osiee 2 (HEeKTUBEH, YeM ero MPEeIIIECTBEHHHUK - MpoTokos X.25. Ha pucyHke nmokasan kaap Frame
Relay (ANSI T1.618).

OO6parute BHUMaHue, 4To aapeca Q.922, kak BUIHO M3 CXEMBbI, IPEACTABIAIOT COOOH /Ba OKTETa U
conepxar 10-OutHbli uaeHTH(dUKaTop kaHanoB nepenaun gaHHbIX (DLCI). B HEKOTOpBIX ceTsax
anpeca Q.922 MOTyT OBITH YBEITUYECHBI JI0 2 WU 3 OKTETOB.

[Tons "flag" o6o3HawaroT Hayamo u KoHer kaapa. [lociie HagansHOTO Mo "flag" ciemyroT 2 Oaiita
uHpopmannu 06 agpece. 10 6uT U3 >THX 2 6aliTOB 00pa3yroT dakTuyeckuil koa kanana (mi DLCI -
UACHTU(PUKATOP JIOKAIBbHBIX KAHAJIOB IE€PEIaYy IaHHBIX).

10-6utHoe 3nauenne DLCI sBnsieTcss OCHOBHBIM KOMIIOHEHTOM 3arojioBka Frame Relay. Ono
OTIpeNieNIsIeT JIOTHIECKOEe COeIMHEHHNE, KOTOPOE YIUIOTHSAETCS B (PM3NYECKH KaHal. B crangapTHOM
pexume aapecanuu (T.e. HE JIONOJHEHHBIM HWHTepdericoM JokanpHOro ympasieHus (LMI))
unentuduxkatopsl DLCI umeroT JiokajibHOE 3HAYEHHE; T.€. KOHEUHBbIE YCTPOMCTBA C 00€UX CTOPOH
COEIMHEHUS MOTYT Ucoib30BaTh pasHbie DLCI 11t oOpalenust K OJHOMY ¥ TOMY K€ COSIMHEHHIO.

7 cemecTp

Pazgen 1. IlpoTokoJibl 1 ceTH.
Tema Nel. YcrpaHeHHe HEHCIIPABHOCTEN CETH
Copepxanue j1a00paToOpHOi padoThI.
Cern VLAN 1O03BOJISIOT JIOTMYECKM CETMEHTHPOBaTh OOBEAMHEHHYIO CETh U  IOBBIIIAThH
IPOU3BOIUTENBHOCT CETH MTyTEM pa3JieeHusl OONbIINX IHUPOKOBENIATEIbHBIX JOMEHOB Ha JJOMEHBI
MeHbIIIero pasMmepa. brnaromaps ¢yHkuuu pasneneHus y3ji10B Ha HECKOJIbKO cered, ceth VLAN
MOYKHO HCIOJIb30BaTh Ui ONpPEAEICHUsI TeX Y3JI0B, KOTOpble MOTYT OOMEHUBAThCsS NaHHBIMHU. B
ATOM J1abopaTOpHOU paboTe PYKOBOACTBO MIKOJBI peHImio peann3oBath cetd VLAN st pa3neneHus
Tpauka OT pPAa3NUYHBIX KOHEYHBIX Nojb3oBaresnell. lllkona MCHOdB3yeT TPaHKOBYIO CBSI3b IO
cranaapty 802.1Q, uTtoObl cnocobcTBOBaTh 00MEHY HaHHbIMH 10 VLAN Mexay KoMMyTaTopaMu.
Kommytaroper S1 u S2 6wt HacTtpoeHsl ¢ uHpopmanueir o VLAN u TpaHkoBoil cBs3u. B
pe3ynbTare HECKOJbKHUX OMIMOOK B HACTPOWKaX BO3HHUKIM MPOOJIEMBbI cO CBsI3bl0. Bac mompocuinu
BBISIBUTh M YCTPAHUTh HEMOJAJKM B KOHOQUTYpalMHd U 33J0KyMEHTHPOBATH PE3yJIbTaThl
BBINOJIHEHHBIX paboT. [Ipumeuanue. B nmabopaTopHoii paboTe MCHOIB3yIOTCS KoMMyTaTophl Cisco
Catalyst 2960s mon ympaBiennem OC Cisco IOS 15.0(2) (o6pa3 lanbasek9). [lomyckaercs
WCIIOJIB30BaHUE IPYTruX mojeseit kommyTtaTtopoB u apyrux Bepcuit OC Cisco 10S. B 3aBucumoctn
oT Mozaenu yctpoiictBa u Bepcuu Cisco IOS nmocTymnHble KOMaHIBI M BBIXOJHBIE JaHHBIE MOTYT
OTNIMYATbCA OT JIaHHBIX, IOJIYYEHHBIX IPU BBINOJHEHUU JaboparopHbiXx pabor. [Ipumeudanue.
Y6enutech, uro MH(pOpMalNMS W3 KOMMYTAaTOPOB yJalieHa, U OHM HE COJAEp)KaT KOH(pUTypauuu
3arpy3ku. Eciu Bbl He yBepeHbI B 3TOM, 00paTUTECh K MPEIO1aBaTENIO.
Tema Ne2. PaGota nporokona DHCP.
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Copaepxxanue 1a00paTopHOi padoThI.

N3yuenne ocobenHocTelt ycranoBku u ynpasienus DHCP-cepsepom B ceTsix Windows

Tema Ne3. NAT rexuosioruu mis IPv4;

Conep:xkanue JadopaTopHoil padoThI.

[Tpu mpoekTupoBaHUM ceTel 0OBIYHO MpHuMeHstoTcs yactHbie [P-agpeca 10.0.0.0/8, 172.16.0.0/12 u
192.168.0.0/16. x wuCHoOnB3yOT BHYTPHU CETH IUIOMIAIAKUA WA OPTaHW3allud IS TOJACpyKaHUs
JIOKQJIbHOTO B3aMMOJEICTBUS MEXy YyCTPOWCTBAMH, a HE JUIsl MapUIpyTHU3aluU BO BCEMUPHOM CETH.
UYto0s1 ycTpoiicTBO ¢ agpecom [Pv4 Moriio oOpaTuThCs K APYTMM yCTPOMCTBAM HIIM pecypcam depe3
MHTEPHET, €r0 YaCTHBIN a/ipec JOJHKEH ObITh Mpeodpa3oBaH B MyOIWYHbIN 1 o0menoctynHeiid. Takoe
npeoOpazoBanne — 3T0 TiaBHoe, yTo nenaer NAT, crnenuanbHbIi MeXaHW3M IpeoOpa3oBaHUA
IIPUBATHBIX aJJPECOB B OOIIEIOCTYIIHBIE.

Tema Ne4. HacTpoiika 1 ycTpaHeHHE HEUCTIPaBHOCTEHN B ceTsx ¢ mpotokosioM EIGRP.

Copaepxxanue J1adopaTopHOii padoThI.

Heobxoaumo mpoBectr aHanu3 padotsl mpotokona EIGRP, BbIsIBUTE M yCTpaHUTh HEHMCIIPABHOCTH.
Ha kaxxioM MapiipyTu3arope He MEHeEE IISITH HEMCIIPABHOCTEH.

5. OHEHOYHBIE CPEJACTBA JJA TEKYHIEI'O KOHTPOJISAA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTAIIMA TIO MTOI'AM OCBOEHUS JIUCIHUILIAHBI
U YUEBHO-METOJUWYECKOE OBECHEYEHUE CAMOCTOSTEJBHOM PABOTHI
CTYAEHTOB

5.1. Tekyumuii KOHTPOJIb yCIIeBa€MOCTH

Texymmuii KOHTPOJIb 4 ceMecTpa
Bonpocekl peidTuHr-koHTpOIst Nel
®dusnuecKue cpeibl nepeayu JaHHbIX
KJ1acCU(pUKaLUs JTUHUNA CBA3H, UX MApaAMETPhI U XapaKTePUCTHKHU;
Turbl TMHAN CBA3U
Anmnapartypa JIMHUAN CBSI3U
3a/1a4ua CUHXPOHU3AMU IPUEMHUKA U NIepeaTurKa B KaHaJle CBA3U U METO/IbI €€ PelleHNUs;
OCHOBHBIE XapAaKTEPUCTUKHU JTUHUHN CBSA3HU
[Tonoca nmponyckaHus TMHUU CBSI3U
IToMexX0yCTOMYMBOCTD JINHUU CBSI3U

Bonpochb! peiiTHHT-KOHTPOIs Ne2

® TIOHATUA (PU3UYECKOTO U JOTUIYECKOTO KOJUPOBAHUS, MOTYJISIIIUY;

® TIOHATHUSA U KJIACCU(PHUKAIIUS CETEBBIX TOMOJIOTUHN, GU3UIECKUX U JIOTHYECKHUX;

e OpraHu3aIus ceTel ¢ KOMMYyTallMel KaHaJIOB Ha OCHOBE YaCTOTHOTO M BPEMEHHOTO pa3/ieNieHuUs
Cpelbl;

e OpraHu3anus ceTel ¢ KOMMyTaluel aKkeToB;

® 33/1a4H, pelIaeMble IPH YCTAaHOBJIECHUH JJOTHYECKOTO COCTUHECHHUS.

eKnaccudukaruu ceTeit mepenayn TaHHBIX M0 TEPPUTOPHATHFHOMY MacITaly;

e Kiaccudukanuu cereit nmepegaun TaHHBIX 0 HA3HAYEHUIO.

e (O0630p MEeTOI0B 0OHAPYKEHUS OMMMOOK OCHOBAaHHBIX HAa KOHTPOJIBHBIX ITOCIIEI0BATEILHOCTSIX.

Bomnpocsl pedTHHr-KOHTPOJIs1 Ne3

e BriieneHHble TMHUU CBA3U

e [Ipumeps! mpoTokosioB pa3Hbix ypoBHel Mojenu [SO OSI u ux tunossie pynkuun. Creku
MIPOTOKOJIOB HE cooTBeTcTBYIOMmME Mozemu [SO OSI.
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Cootnomennus lllennona n HalikBucra.
CereBoil ypOBEHb

TpaHCHOPTHBIN YPOBEHD

IIpukiagHOil YpOBEHB

Pas3buenue IP cetn Ha noaceru
Texnonorus PDH u e€ orpannuenus.

Texkymmii KOHTPOJIb S ceMecTpa
Bonpocekl peidTuHr-koHTpOIst Nel
e ba3zoBas HacTpoiika KOMMyTaTOpa
e (OO000IIeHHBIE ATOPUTMBI PAOOTHI HIMPOKO PACHPOCTPAHEHHOTO CETEBOTO 000PYAOBAHUS:
MapuIpyTU3aTopa, KOMMYyTaTopa, KOHIEHTPATOopa.
e Ha3nauenwue u o6macth npuMeHeHus TexHosorui: Ethernet
e Bocnpoussectu oaun u3 popmartoB kaapa ¢uzndeckoro yposHs 802.3 Ethernet.
e Kiraccel cereit [IPv4, ocoObie agpeca, OrpaHHYCHUSI KJIACCOBOU CHCTEMBI.
e Texnonorus 6eckiaccoBoro pacmpenenenus agpecos Ipv4 (CIDR).
o [lonstus nopra u cokera B mpotokonax TCP/UDP, paznuunble KaTeropuu NOPTOB, MIPUHITUITHI
BBIJICJICHHS IOPTOB CEPBUCAM.

Bonpochl peidTUHI-KOHTPOJIs Ne2

e Texunomoruu DWDM.

e  O0630p crangaproB IEEE 802.x.

e Cucrema agpecanuu, ucrnons3dyemas B crangaprax IEEE 802.3 — 802.11.

e Anroputm o6pabotku komuusuil B Ethernet. Heo6xoauMocTs Ha/1e:KHOTO pacrio3HaBaHUS
KOJUJIM3UM U €€ CIEACTBHUS.

e  ®opwmarsl kagpoB Ethernet. Anroputm pacrio3HaBanust GopMarToB.

e  OyHKIWHU MOAYPOBHEH KaHanbHOTO ypoBHS Ethernet.

e Ouenka npomyckHo# ciocoOHocTu cetd Ethernet mpu ncnonb30BaHNuN KapoB Pa3IMuHOMN
JUTHHBL.

e  OrpanuueHusi, HaKJIaIbIBaeMble Ha ceTh Ethernet pa3nuuHbIMU TUTIAMU CpEIBI.

Bonpoch! peiiTHHI-KOHTpOIs Ne3

[TpoTokoner MmapmpyTtuzanun. OSPF

Hacrpoiika 3amutser VLAN

Texuosnorust DHCP. OcHOBHBIC TOHATHS W IPUHIIAI PAOOTHI.
NAT TexHOoJIOTHS B CETAX MEpeiavu JaHHBIX

M30BITOYHOCTH B CETSX Nepefaun JaHHbIX.

Arperanys KaHajoOB

Ha3nauenue, XxapakTepUCTUKH, CTPYKTYpa CETH, 0OCOOEHHOCTH (PU3MUYECKOTr0 M KaHAJIBHOTO
ypoBHe# crannapta 802.11n.

e CerH ¢ MPOTOKOJIOM AMHAMHYECKOW MapmpyTuzanuu OSPF
e Mapmpyru3zamus B cetr. [Iporoxorr EIGRP

e Hacrpoiika EIGRP

e (CoennMHEHHE TOUYKa-TOUKA

Texymmuii KOHTPOJIb 6 cemecTpa
Bomnpocsl peiiTuHr-koHTpOJIst Nel
e KabGenu. KoakcuanbHble kabenu U criocoObl UX MPUMEHEHUS
e KabGenu. ONTOBOJIOKOHHBIE TEXHOJIOTHH Nepeiadl HHpOopMauu
e AHasioroBas MOJyJIALIUS
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ITIpoTokon ARP.

ITpoTokon DNS.

ITporoxon DHCP u ero coBpemeHHbI€ aJIbTEPHATHUBBI.
®opmar nakera Ipv4.

Bonpockl pedTHHI-KOHTPOJIs No2

ACI/IHXPOHHBIG IMTPOTOKOJIbL

CI/IHXpOHHBIe CHUMBOJIBHO-OpPHUECHTHUPOBAHHBIC ITPOTOKOJIbI

CriocoOBbl COCIUHCHUA MEPCAATIYNKOB U IIPUCMHHUKOB

Ol"paHI/ILIeHI/IH JIOKAJIbHBIX CETEBBIX TEXHOJOIUI KaHAIILHOTO YPOBHA

KnaccoBas cucrema anpecanuu B Ipv4. Ocobbie anpeca. HegocraTku kitaccoBoi

CHUCTCMBEI.

Texnomorus 6eckitaccoBoro pacnpeneneHus aapecos (CIDR).

Bonpocs! peiiTHHI-KOHTpOIs Ne3

®opmartsr kagpa SDH/SONET u MeTop1 KOMIIEHCALUH IOTEPH CUHXPOHU3AIUH.

Texnonorun DWDM.

0630p crannaptos IEEE 802.x.

NAT texnonoruu s lpv4

Hacrpoiika u kondurypuposanue Frame-Relay
WHCTpyMEHTHI AJis yCTpaHEHHs HEUCIIPAaBHOCTEH CeTH

Texkyuuii KOHTPOJIb 7 cemecTpa

Bonpocel peidTuHr-kouTpoJas Nel
KaGenu. DxpanupoBaHHas napa
Ka6emn. HeakpanupoBaHHas mapa
Mapmpytuzanus B cetd. OCHOBHBIE PUHIIUIIBI U TTOHSTHSL.
MapmpyTtuzanus B cetu. CTaTuyeckass MapuIpyTu3amus
MapuipyTtusanus B ceTu. JluHamMudeckasi MapIpyTH3aus
Hactpoiika u konpurypuposanue VLAN

Bonpoch! peiiTHHT-KOHTpOJIs Ne2

0O0630p METOI0B HCTIpaBIEHMS OIIMOOK OCHOBAHHBIX Ha MMOBTOPHOM Nepeiaye JTaHHBIX.

O630p METOHO0B KOMIIPECCHUH B IIPOTOKOJIAX MEpCAadn JaHHBIX.

I/IepapXI/IquKaH HUOCOJIOTUA OpraHu3alun CETCBBIX IPOTOKOJIOB U PACHPOCTPAHCHHLBIC CTCKHU

IPOTOKOJIOB.

Anroput™m paboThl mHpo3payHOro mMocta u ocobeHHoctu cereit Ethernet Ha ocHoBe

KOMMYTaTOpOB.

Crannaptel u Texnonoruu Fast Ethernet.
Cranpaptsl u TexHosoruu Gigabit Ethernet.
Crannapte! u Texaonorun 10Gbit Ethernet.

Bonpocel pedTHHr-KOHTPOJIsT Ne3

00630p uepapxuveckoit cucremsl arperupoanus Tpaduka B SDH/SONET.
0O0630p THMOB 00OpyAOBaHUS U ToAep)kuBaeMbIX Torojioruii B SDH/SONET.

Buytpennuii crex npotokoiaos SDH/SONET.
Onepanmonnas cuctema CISCO 10S

VYnpasnenne daitnamu B CISCO 10S

[Tonkmouenue k riobanbHbIM ceTsiM. [Iporokor BGP.
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5.2. IIpomexkyTOYHAS aTTECTALMS MO MTOraM OCBOEHHUS TUCHUTINHBI
IIpuMepHBbI epeyeHb BONPOCOB K 3a4eTy 4 ceMecTpa:

duznyeckue cpepl nepeaadyn JaHHbIX

Tunel TMHUN CBSI3U

Anmnaparypa JUHHUH CBSI3U

OCHOBHBIE XapaKTEPUCTUKH JIUHUH CBSI3U

[Tomoca mporycKaHus IMHUU CBS3H

IToMexX0yCTOMYMBOCTD JINHUU CBSI3U

KaGemu. DxpanupoBaHHas napa

Kabenu. HeaxkpanupoBaHHas napa

Kabenu. KoakcuanbHable kKabeau U ClIocOObl UX TPUMEHEHUS
KaGenu. OnToBOJIOKOHHBIE TEXHOJIOTHH Mepeaadu HHPopMaIuu
AHaoroBast MOAYJISIIHS

[{udpoBoe u Toruyeckoe KOIUpOBaHUE

ACHUHXPOHHBIE TPOTOKOJIBI

CHHXPOHHBIC CHUMBOJIBHO-OPUCHTHPOBAHHBIC TIPOTOKOJIBI
but-oprueHTHPOBaHHBIC TTPOTOKOJIBI

[lepenada qaHHBIX C YCTAHOBICHUEM COCIUHEHUS
[lepenada nanHbIX 0€3 YCTAaHOBJICHUS COCTUHEHHUS

MeTto1b1 00HapYKeHUs OIINOOK

MeTtoibl 00HAPYKEHUS UCKAKCHHBIX U MMOTSPSHHBIX JTAHHBIX
Kommpeccus naHHbIx

KommyTanus kaHanoB, NakeToB, COOOIICHHI
Knaccudukanmst KaOeIbHBIX CHCTEM

CniocoObl coeTMHEHUs NIEPEeJaTYNKOB U TPUEMHHUKOB
BriaenenHbie TMHUY CBA3U

CTpyKTypUpOBaHHBIE KaOEIbHBIE CHCTEMBbI
HectpyktypupoBaHHbIC KaOCIIbHBIEC CHCTEMBI

IIpumepHBbIii NepedYeHb BONPOCOB K 3a4eTy S cemecTpa:

Cuctembl MOOMITBHOM CBsI3U. OCHOBHBIE TIOHSTHS M ONPECICHUS

CucreMbl MOOMIIBHOM cBsI3U. OCOOEHHOCTH M OTJIMYUTENIbHBIE XapaKTePUCTUKU
DnekTpuueckas rnepenadya JaHHbIX

Tuns! u k1accuduxanuss AHTEHH

AHTeHHO-(uaepHbIe ycTpoiicTBa. OCHOBHBIE TOHATHS U ONIPEEICHUS

Hcnonp30BaHnE CIIyTHUKOB 3€MJIM B KQUE€CTBE JIMHUM CBA3U

®uznueckuit yposeHb Mmoaenu OSI

[Tpumepsl npoTokosoB pasHbIX ypoBHed Mozaenu ISO OSI m ux Tunoble (QyHKIUH

IIPOTOKOJIOB HE cOOTBETCTBYoMIME Moaenu ISO OSI.

CootHomenus lllennona u HalikBucra.
CereBoil ypoBEeHb

TpaHCHOpPTHBIN YPOBEHB

IIpukiiagHO# YpOBEHB

Paszouenne IP cetu Ha moacetn
ba3oBas HacTpolika KOMMyTaTOpa

. Crexn

OO000IIeHHbIE aNTOPUTMBI  Pa0OTHl IIUPOKO PACHPOCTPAHEHHOTO CETEBOTO O0OpYIOBAHUS:
MapuIpyTHU3aTopa, KOMMyTaTopa, KOHIIEHTpaTopa.

Haznauenue u o6nacts npumeHeHus TexHooruii: Ethernet
Bocnpoussectn oaun u3 popmaTtoB kaapa Guznueckoro ypoHs 802.3 Ethernet.
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IIpumepHBIii IepeyeHb BONPOCOB K IK3aMeHY 6 cemecTpa:

e Kitaccel cereit Ipv4, ocobOble afpeca, OrpaHUYEeHUs KIaCCOBOM CUCTEMBI.
e Texnonorus 6eckiaccoBoro pacmpeaenenus aapecos Ipv4 (CIDR).

e [lonsatus mopra u cokera B mporokojax TCP/UDP, paznuvnHble KaTeropuu MOPTOB, MPUHIIHITHI
BBIJIEJICHUSI [IOPTOB CEPBHUCAM.

e MapmpyTtuzanus B ceTd. OCHOBHBIC IPUHLIUIIBI U TTOHSITHSL.

e MapmpyTtuzanus B cety. CTaTuyeckas MapuIpyTu3amus

e Mapupyrusanus B ceTd. JluHaMuueckasi MapIipyTH3aLus

e Hacrpoiika u konpurypupoBanue VLAN

[IpoTokomnsl mapuipyTusanuu. OSPF

e Hactpoiika 3ammutel VLAN

e Texnomoruss DHCP. OcHOBHBIC TOHATHS U IPUHITUI PAOOTHI.

e NAT TexHOoJOrus B CETAX Mepeadn JaHHbIX

e 30BITOYHOCTH B CETAX Nepeaaun JaHHbIX.

IIpumepHBbIii NepevYeHb BONPOCOB K 3K3aMeHYy 7 ceMecTpa:
e Arperanus KaHaJoB

e Ha3naueHue, XapaKTEPUCTHKH, CTPYKTypa CETH, OCOOCHHOCTHM (PH3MUECKOTO M KaHAIBHOTO
ypoBHeii cranaapra 802.11n.

Hacrpoiika Singl-Area OSPF.

Cetu ¢ mpoTOKOJIOM AMHAMUYECKOM MapiipyTuszanuun OSPF
Mapupyrtuzauus B cetu. [Ipotokon EIGRP

Hacrpoiika EIGRP

Omnepanmonnas cuctema CISCO I0S

VYnpasnenue daitnamu B CISCO 10S

[Tonkitouenue k rinodanbHbIM ceTsiM. [Iporoxon BGP.
CoenuHeHne TOUYKa-TOYKA

NAT rexnonoruu s Ipv4

Hacrpoiika u kongpurypuposanue Frame-Relay
[[InpokonosnocHas nepeaada AaHHBIX

WMHCTpyMEHTHI AJI yCTpaHEHMsI HEUCIIPAaBHOCTEN CETH
be30omacHOCTb CETEBBIX TEXHOIOTHH.

5.3. CamocTosiTe/IbHAsA padoTa 00y4arouierocs.

IlepeuyeHb NPpUMeEPHBIX TEMATHK KYPCOBBIX padoT 7/ ceMecTpa (10 BApHAHTAM NpenoJaBaTesst
AJ151 KOHQUTYPALUH CeTH TUIIOBOIO NPeINPHUSITHS)

1. TumnoBas IP-ceTh opranuzanuu. YpoBHH HH(DOPMAIMOHHONW MH(PACTPYKTYphl KOPHOPATUBHON
cetu. KoHnuenuuss r1iyOOKO3IIETOHUPOBAHHON  3amuThl. (OCOOEHHOCTHM  YpPOBHS  CETEBOIO
B3aMMOJCHCTBHSI.

2. VYS3BHUMOCTHU W aTakd. THIWYHBIN clieHapuil IeHCTBHUIA HapymmTess. BapuaHTsl KiaccuhuKaum
ySI3BUMOCTEH U aTak

3. beszomacHOCTh (pHU3MUECKOT0 W KaHAIBHOTO ypoBHeH. CeTeBble aHamM3aTOphl M "cHU(EpH".
Metoasl obHapyxenus "cHuddepon". IIpobnemsl ayreHTH(uKanuu Ha ocHoBe MAC-agpecos.
VYS3BUMOCTH CETEBOr0 000y 10BaHHUS.

4. beszomacHocTh cereBoro ypoBHs mozenu OSI. IIporokonsl IP u ICMP. Address Spoofing u ero
ucnoibp3oBanue. Ataku Ha npotokos ICMP. Vsa3Bumoctu Mexanu3ma pparMeHTaluH.

5. 3ammra mepumerpa cetu. MexceTeBble SKpaHbl U UX pPa3sHOBUAHOCTU. [lakeTHble (GUIBTPBHI,
texHoiorus Stateful Inspection. Ilaketnsiii QuubTp iptables nHa 6aze OC Linux. Ilocpeanuxu u
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CHUCTEMBbI aHaJIU3a ColepKUMOro. HemocTtaTkm MeXCEeTeBBIX HKPAHOB. 3HAKOMCTBO C MEKCETEBBIM
skpanoM Check Point Firewall NG. 3amura ot ataku Address Spoofing.

6. besonacHocTs TpancnoptHOro ypoBHS Mojaenu OSI. [Ipotokonsr TCP u UDP. Pacnipenenéunnie
DoS-araku u mepbl 3amuThl oT HUX. "DoS-ymHokenue". CkaHHpOBaHUE TMOPTOB, YTHIWTAa nmap.
Ataku SYNFlood u LAND. Ilogmena yuactauka TCP-coenunenus. Paspeie TCP-coennnenus c
noMouipto mporokosna ICMP

7. 3ammra Tpaduka Ha TpaHcnopTHOM ypoBHe. [Iporokonsr SSL/TLS, SSH. Teopust u npakTrka
aTak "JenoBek mocepeauHe".

Bomnpochl 1 3a1aHus 1JIs1 CAMOCTOATEILHOM padoThl CTY/IeHTOB 4 ceMecTp:
e OcCHOBHBIE XapaKTEPUCTUKH JTUHUI CBSI3U

[Tonoca mporyckaHus JMHUU CBA3H

IToMexX0yCTOMYMBOCTD JINHUU CBSI3U

KaGemu. DxpanupoBaHHas napa

Ka6emu. HeskpanupoBaHHas mapa

Kab6enmu. KoakcuansHbie kabeau U CriocoObl UX TPUMEHEHHUS
Ka6enmu. OnTOBOJIOKOHHBIE TEXHOJIOTHH MIepeaadu HHQOpMaIiu
AHazorosast MOAYJISILIUS

[{udpoBoe u ToruyecKkoe KOIUpoOBaHUE

ACUHXPOHHBIE TPOTOKOJIBI

CHUHXPOHHBIE CUMBOJIbHO-OPUEHTUPOBAHHBIE TIPOTOKOJIBI
but-opueHTHpOBaHHBIE TPOTOKOJIBI

[lepenaya qaHHBIX C YCTAHOBIECHUEM COCAMHEHUS

[lepenava naHHbIX 0€3 YCTAaHOBICHUS COSAMHEHUS

MeTto1b1 00HapYKeHUS OINOO0K

MeTto/1b1 00HAPYKEHUS UCKAKEHHBIX U MOTEPSHHBIX JAHHBIX
Komnpeccus nanHbix

Bonpochl ¥ 3a1aHuA 1JIs1 CAMOCTOSITEILHON Pa0oThI CTY/IEHTOB S cemecTp:
Pacuer nmporyckHoO# cOCOOHOCTH TTPOBOIHOM JIMHUH CBSI3H

0O0630p METOIOB KOMMYTAIN

Pemenue 3a1au no pacueTy CKOpOCTH Mepeaadn JaHHbBIX

0O0630p 0coOeHHOCTEH U TapaMEeTPOB Pa3INYHBIX BUIOB UHTEPHET CBSI3U
CpaBHMTENbHBIN aHAIN3 CUHXPOHU3UPYIOIIUX KOT0B

PacueT xapakTepuCTHK CHHXPOHU3UPYIOLIUX KOJIOB

N3yueHne MOHTaxa KaOEIbHBIX CUCTEM

0O0630p cucteM MOOUITEHOM CBSI3U

PacueT nporyckHO#M c1ocoOHOCTH OecIIpOBOIHOM JIMHUY CBSI3U
M3yueHne napameTpoB aHTEHH

Bonpoch! ¥ 3a1aHuA 1JIs1 CAMOCTOSITEILHON PadoThI CTY/IeHTOB 6 cemecTp:
O0630p NpUMEHEHUsI aHTEHH B YCTPOICTBaX Nepeaadyn JaHHBIX

O0630p MHCTPYMEHTOB 00€CTICUNBAIOIINI TIEpe1avy TaHHBIX 110 CETH
O0630p ceTeBBIX OMEPALMOHHBIX CUCTEM

0O0630p ceTeBBIX MPOTOKOJIOB

00630p yporneit mogenu OSI 1ISO

Pacuer noxcereii cetn

O0630p OCHOBHBIX HACTPOEK KOMMYTaTOPOB

Kondurypuposanue VLAN B cumyisitope cereit Packet Tracer

Paznnuus cratnueckor u JIMnHaMUYECKON MapILIpyTU3ALUH.
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Bonpochl 1 3a1aHKA 1JIs1 CAMOCTOAITEILHOMH PadOTHI CTY/ICHTOB 7 ceMecTp:
e Hacrpoiika nmporokosna B cumyisaTope cereit Packet Tracer

e Hacrpoiika DHCP B cumynisitope ceteit Packet Tracer

e O030p arperupyromux GyHKIUNA CETH

e Hacrpoiika OSPF B cumynsrope cereit Packet Tracer

e Hacrpoiika OSPF B pexxume Multiarea B cumynsrope cereit Packet Tracer
e Hacrpoiika EIGRP B cumyisitope cereii Packet Tracer

[IpoekTrpoBaHUE CETH JIJIsl BRIOPAHHOM OpraHU3aIuu

Hacrpoiika NAT B cumyssitope cereit Packet Tracer

Co6poc naposeii kommyTatopoB u MapiipyTtuzatopoB CISCO. Pexum rammon
KondurypupoBanue HercripaBHOW ceTH B cuMyJisitope cerei Packet Tracer

@®oH  oueHouHbIX MartepuaioB (POM) Ui mpoBeNeHUS — aTTECTAallMd  YPOBHS
c(OPMHUPOBAHHOCTH KOMIIETEHLUH OOYy4YaloLUXCs MO0 JTUCHUIUIMHE O(QOpPMIIAETCS OTAEIbHBIM
JIOKYMEHTOM.

6. YHEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYHEHHUE

AACHUITIIINHBI
6.1. Kuuroo6ecneueHHOCTH
HaumenoBanue nurepaTypsl: aBTOp, Ha3BaHUE, I'on KHUT'OOBECITEHEHHOCTD
BUJ M3JAHUS, U30ATEIbCTBO U3NAHUS | Hanpupe B 91CKTPOHHOM KaTajuore
9bC
OcHoBHas nuTeparypa

1. MonaxoBa, M. M. AZIMUHUCTpUPOBAaHHUE 2020 http://dspace.www1.vIsu.ru/handle/1234
0€30MMacHOCTH KOMIIBIOTEPHBIX CETEH. 56789/8288
MopenupoBanue: mpaktukyM / M. M. MoHaxoBa; 1o
pen. npod. M. FO. Monaxosa ; Binagum. roc. yH-T um.
A.T.uH.T. CroneroBeix. — Bnagumup: U3zn-so
Bnl'Y, 2020. — 238 c. — (KommrekcHas 3amuTa
o0bekToB uHpopmarusarmu. Ku. 30). — ISBN 978-5-
9984-1232-5
2. Tanac, B. I1. BerauciurenbHble CHCTEMBI, CETH U 2018 http://dspace.www1.vIsu.ru/handle/1
TeJIeKOMMYHHKaluu: yaeOHuk. B 2 4. Y. 2. Cetn u 23456789/7046
tenekommyHnukanuu / B. T1. Tanac; Bnaaum. roc. yH-T
uM. A. I'. u H. I'. CroneroBsix. — Bmagumup: U3a-Bo
Bal'Y, 2017. — 284 c. — ISBN 978-5-9984-0817-5 (u.
2). — ISBN 978-5-9984-0731-4
CeTH ¥ CHCTEMBI TEIEKOMMYHHKAIINI: yaeOHOe 2018 https://biblioclub.ru/index.php?page=boo
aneKTpoHHOE u3anue: [16+] / B. A. Tloronus, k&id=570531 (nara obpareHwus:
A. A. Tpetpsakos, U. A. Enuzapos, B. H. Hazapos. — 01.10.2021)
Tam60B: TamMOOBCKHH TOCyTapCTBEHHBIH
texuuueckuit yausepeutet (TI'TY), 2018. — 197 c. —
ISBN 978-5-8265-1931-8
IIpockypsikoB, A. B. KoMIbroTepHBIE CETH: OCHOBEI 2018 https://biblioclub.ru/index.php?page=boo
MIOCTPOEHUST KOMITBIOTEPHBIX CETEH U k&id=561238 (nata obparieHus:
TejaeKkoMMyHuKaruia: [16+]/ A. B. IIpockypsikoB. — 01.10.2021)
PocroB-Ha-/lony; Taranpor: FOxHbIl denepanbHbIii
yausepcutet, 2018. — 202 c. — ISBN 978-5-9275-
2792-2
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https://biblioclub.ru/index.php?page=book&id=561238
https://biblioclub.ru/index.php?page=book&id=561238
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JlononHuTenbHAs IUTEpaTypa

Menmuxos, C. B. Beenenue B npodunar «Cuctemsr | 2016 https://biblioclub.ru/index.php?page=

MOOMIIBHON CBSI3N: yueOHoe nmocoomne / book&id=480883 (nara oOpameHus:
C. B. MenuxoB, U. A. KonecoB. — Tomck: TYCYP, 01.10.2021)

2016. — 156 c.

IIyroekun, A. B. Cern mepenaun nauubix: yueGuoe | 2015 | https://biblioclub.ru/index.php?page=
rnmocooue / A. B. IlyroBkums; Tomckuii book&id=480793 (nara oOpaieHus:
I'ocyaapcTBEHHBI YHUBEPCUTET CHCTEM YIPaBICHHUS 01.10.2021)

u paaunodnektponuku (TYCVYP), 2015. — 138 c.

Paiidpenpa, M. A. Cucremsl u cetn MOOWITBHO# cBsizu: | 2019 https://biblioclub.ru/index.php?page=
ydebHoe mocobme: [l6+] /M. A. Paiidensn, book&id=575619 (nara o6paiueHus:
A. A. Cnexrop ; HoBocubupckuii rocynapcTBEHHbIH 01.10.2021)
TexHu4eckuil yHusepcutet. — HoBocubupcek, 2019. —
96 c.— ISBN 978-5-7782-3833-6

Cucrembl U ceTH niepeaayn HHpopMaluu: yaeonoe 2012 https://biblioclub.ru/index.php?page=boo
noco6ue / FO. I'pomos, U. I'. Kaprios, k&id=277938 (nara oOpareHus:
I'. H. HypytaunoB u np. TamOoBCKHiA 01.10.2021)

rOCyJapCTBEHHBIA TEXHUYECKUI YHUBEPCUTET. —
Tam6oB, 2012. — 128 c.

6.2. IlepuoanyecKkue U3AaHUs
1. Kypnan «Bormpocst 3aIIHUTHI uHpopMaIuny. Pexum JOCTyTa: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;
2. XKypuan '"Information Security/HdopmarnmonHas Oe3omacHocTh". Pexxum  mocryma:
http://www.itsec.ru/insec-about.php.
3. EsxeMecsuHBI TEOPETHUYECKUI M MPUKIAJHON HAYYHO-TEXHHUYECKHH xypHa «HpopMarmonHbe
TexHooruu». Pexxum moctyna http://novtex.ru/IT/.
4. «XKypnan cerebix pemenuit/LAN» -Pexxum nocryna: http://www.osp.ru/lan/current;
5. OnexTtpoHHblii xypHan «KoprnopaTuBHble ceTH Iepelauyd JaHHbIX» -Pexxum jgocTyna:
http://www.delpress.ru/

6.3. UHTepHeT-pecypchl
O6pazoBarenbHbIil cepBep kadeaps U3U.— Pexxum noctyma: http://edu.izi.visu.ru
WNudopmannonHas obpazoBarenbHas ceTb.- Pexxum noctyna: http://ien.izi.vlsu.ru
Buyrpusy3osckue usnanusa Bnl'Y.— Pexxum nocrymna: http://e.lib.vlsu.ru/
MHTYUT. HaunoHanbHbIN OTKPBITHINA YHHBEpCHTET.— Pexxum moctyma: http://www.intuit.ru/

oY

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCHUIIJINHbI
3aHsaTHs TPOBOAATCA B cienyromux aynuropusx Bal'Y (kopmyc Ne2) mo agpecy r. Bnagumup,
yi. benokonckoit, 1. 3.
ayn. 408-2, JlekiimoHHasi ayIuTOpHsI, KOJIMYECTBO CTyAeHUYecKuX mecT — 50, momans 60 m2,
OCHAIlleHUE: MyJIbTUMeIUitHOe obopynoBaHue (MHTepakTuBHas fnocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), noytOyk Lenovo Idea Pad B5045
ayn. 427a-2, mabopaTopusi CETEBBIX TEXHOJIOTHUM, KOJTUYECTBO CTYJEHYECKUX MeCT — 14, Tutomanas
36 M2, ocHallleHHe: KOMITBIOTepHBIN Kinace ¢ 8§ padbounmu craniusmu Core 2 Duo E8400 ¢ Beixomom
B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapuipytuzaropoB Cisco 2621, 6 KoMMyTaTOpoB
Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, kommyTtaTop Cisco Catalyst
Express 500 Series, mpoektop BenQ MP 620 P, skpan HacTeHHBIN pynoHHBIN. JIMIEH3MOHHOE
nporpaMMHoe oOecriedeHue: omneparuonHas cuctremMa Windows 7 Ilpodeccuonanbhas, opucHbIi
naker npunoxenuit  Microsoft  Office  I[Ipodeccuonanpupiii  mmoc 2007,  OecriaTHO
pacrpocTpaHsieMoe NporpaMMHOE oOecIedeHue: JIMHEHKa HHTETPUPOBAHHBIX Cpel pa3paboTKu
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Visual Studio Express 2012, nmporpammusiii npoaykt Buptyanusanuu Oracle VM VirtualBox 5.0.4,
cuMysiTop cetu nepenaun nanHbix Cisco Packet Tracer 7.0, mHTErpHMpOoBaHHas cpena pa3pabOTKH
nporpammuoro obecrieuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHIL| «KowmmekcHas 3ammra OOBEKTOB HHGOpPMATHU3ALUN», KOJIUYECTBO
CTyJEHYECKHX MecT — 15, miomans 52 M2, ocHalleHHe: KOMIIBIOTEpHBIM Kilacc ¢ 7 pabouumu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyrtatop D-Link DGS-1100-16
MYyJIbTUMEANHHBIA KOMIUIEKT (rmpoekTop Toshiba TLP X200, sxpan HacCTeHHBIN PYJIOHHBIN), TPHOOD
ST-031P «Ilupanps-P» MHOro(yHKIIMOHATBHBIA IOMCKOBBIA, NpHOOp «YIaH-2)» MOUCKOBBIH,
BUOpoakycTrueckuii reneparop myma «Conata AB 1My, umMutatop paboTsl CPEICTB HEJIETaIbHOTO
cheMa uHpopManuu, padboTaromux 1o paaunokaHany «lllunoBauky», anamuzarop crektpa «GoodWill
GSP-827», wnaukarop mosnst «SEL SP-75 Black Hunter», ycTpoiicTBO OJOKHpOBaHHS paOOTHI
CUCTEM MOOWIBHOU cBsi3u «Mo3aiika-3», YCTpPOHCTBO 3amIUThI TeNe(POHHBIX TEPErOBOPOB OT
npocinymmBanus  «I[Ipokpyct 2000», muktodpon Edic MINI Hunter, mokatop «Pomgauk-2K»
HEJIMHEWHBIN, KOMIUIEKC MPOBEACHUS aKyCTUYECKMX U BHUOPOAKyCTHUeCKHX u3MepeHuil «Copyt
MUHU-A», Buaeopeructparop uudponoit Best DVR-405, reneparop Illyma «I'Hom-3»,yueGHO-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIIMPOKOIIOIIOCHBIE OECIIPOBOIHBIE CEHCOpHBIE ceTh» (Nano
Xaos), ckanupytonmii npueMHUK «Icom IC-R1500», anammzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOHM aHTeHHOH. Jlunensnonnoe nporpammuoe obecrneyenne: Windows 8 [Ipodeccuonanbhas,
opucHbli maker mnpuiokeHud Microsoft Office Ilpodeccuonansupiii mmoc 2010, OecriatHo
pacmpocTpaHsieMoe IMporpaMMHOE OOecTeueHHe: JIMHEeWKa WHTETPUPOBAHHBIX Cpell pa3padoTKu
Visual Studio Express 2012, nHCTpyMEHT UMUTaMOHHOTO MoaerpoBanust AnyLogic 7.2.0 Personal
Learning Edition, uaterpupoBanHas cpeaa pazpadbotku nporpammuoro obecriedenus IntelliJ IDEA
Community Edition 14.1.4.



24

Pa6ouyro nporpammy cocraBui pouent kadpeapst U3U k.1.H. Aradonosa M.M. m/mfﬂm/a

Penensent: 3aBenyrommii kadenpoii uudpoBoro o6pazosanus ¥ HHGOPMAKOHHOM GE30MACHOCTH
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pabouyI0 IpOrpamMMy JAHCIHILUTAHEI
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