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1. HEJIX OCBOEHUSA JUCIUIIJINHbI

[lenbto ocBoeHust qucuuIuinHbl «IIporpaMMHo-annapaTHbIe CpeicTBa 3aIUUTHI HHPOPMALIUN
SBIISIIOTCSI 0OECTIEYeHHE MOATOTOBKH CTYJCHTOB B cooTBeTcTBHHU ¢ TpeboBanusmMu ®PI'OC BO 3++ u
yyeOHoro tuiaHa mo crneruanbHocTH 10.05.04  «MHpOpMannoHHO-aHATUTUYECKUE CHCTEMBI
Oe3omacHocTH». B mpomecce moAroTtoBkM oOecriednBaeTcsi (OPMUPOBAHHE Yy  CTYJEHTOB
npo¢eCCHOHATIBHBIX HAaBBIKOB 10 3KCIUTyaTallMd U OOCIY>KHBAaHUIO anmapaTypsl, 000pya0BaHUs U
IPOTPaMMHOTO 00ecreueHus], CBI3aHHbIX C: 0OecrieueHneM 0e30IMacHOCTH JaHHBIX; UG POBAHUEM U
3alIMTOM OT HECAaHKIMOHUPOBAHHOI'O JIOCTyNa; MPO(EeCCHOHAIBHBIX HABBIKOB BBIABICHUSA U
YHUUYTOXKECHUS KOMIBIOTEPHBIX BUPYCOB; MPOTHUBOJICHCTBHS HApYyIICHHUSIM CETEBOM 0€30IacHOCTH ¢
UCIIOJIb30BAaHUEM PA3JIMUYHBIX IMPOTPAMMHBIX M alllapaTHBIX CPEACTB 3alUThl; HABBIKOB PabOTHI CO
CIIELUAJIbHON TEXHUYECKOU JINTEPaTypOi.

3amauedt aucuumuimHbel  «IIporpamMMmHO-anmapatHele  CpeACTBAa  3aLIUThl  MH(OpMAIUK»
SBIISICTCS CO3J]aHME Y CTYJIEHTOB INPEACTABICHUS O MPUHIUIAX, METOAAX M CPEICTBAX BBISBICHUS
yrpo3 0e30MacHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, a TaKXKe pa3BUTHE CIOCOOHOCTEH K
JIOTUYECKOMY M aJTOPUTMUYECKOMY MBILUIEHUIO U OCYLIECTBJIEHUIO IPOBEPKU 3aLIUILEHHOCTU
00BEKTOB Ha COOTBETCTBUE TPEOOBAHUSAM HOPMATHUBHBIX JOKYMEHTOB. 3a7aueil AUCLUIUINHBI TAKKe
SIBIISICTCS OBJIAJICHHE HAaBBIKAMH MPAKTUYECKOH JEATEIIEHOCTH B 00JIACTH MOJICITMPOBAHUS U aHAIIN3a
TEXHUYECKUX CPEACTB allapaTHOW M MPOrpaMMHOM 3alIUThl aBTOMAaTU3MPOBAHHBIX CUCTEM C
UCIIOJIb30BAHUEM CPEJICTB BBIUMCIMTEIBHOM TEXHUKH, YMEHHUE MCIOJIb30BaTh COOTBETCTBYIOIIEE
CHeLHaIU3UPOBAHHOE IPOrPaMMHOE 00eCIIeYeHHE.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Huctummuaa «I[IporpamMMHoO-ammapaTHbple CpeACTBa 3alUThl HMH(DOpPMAIMU» OTHOCHTCS K
obs3arenbHOM yacth biioka B1 (kox B1.0.21). B yueOHOM 1uiaHe MpeayCMOTPEHBI BHIbI yueOHOU
JIeATETLHOCTH, 00ECIICUNBAIONINE CUHTE3 TEOPETHUECKUX JICKIMU, U JabopaTopHbix pabdot. Kypc
TECHO B3aUMOCBSI3aH C IPYTHMH JUCHUILUTUHAMU JaHHOTO ITUKIIA.

3. INTAHUPYEMBIE PE3YJIBTATbBI OBYYEHMUS 11O JUCIUIIJINHE
[Inanupyemble pe3yiabTaTbl OOyd€HHUs IO JAUCUUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMU

ezynbraraMu ocBoeHust OIIOIT (koMmeTeHIUsIMU 1 MHIUKATOPaMHU JOCTH)KEHUSI KOMITETEHITH )
dopmupyemblie [Tnanupyemble pe3ybTaThl 00yUSHHUS 110 TUCIUILINHE, B HaumeHnoBanue
KOMIICTCHIIUH COOTBETCTBHMH C MHJIMKATOPOM JOCTHKCHUS KOMIICTCHIIUU OIICHOYHOT'O
(xom, comeprxanue WNupukarop PesynbTarel 00y4eHHs 10 JUCIUATUIHE cpelncTBa
KOMITETEHITHH ) IOCTYDKEHIS
KOMIICTCHIINY]
(00,

cooepoicanue

UHOUKAMOPAQ)
OIIK-11 Cnocoben | OIIK-1.1.1 | 3HaTh nporpaMMHBIE U [IPOrPAMMHO-AIIapaTHbHIE
OCYIIECTBIIATh CpEeJICTBA 3aIIUTHI HHGOPMAITUH
cuHTe3 TexHosorui | OITK-1.1.2 3HaTh METO/IbI HACTPOMKH, OOCTYKHUBAHUS U
1 OCHOBHBIX BOCCTAHOBJICHHUS CPEJICTB 3aIUThI HHPOPMAIUH
KOMIIOHEHTOB Ha BCEX 3Tanax >kuzHeHHoro mukia MAC
Gynkunonansroii u | OI1K-1.2.1 YMETh NPUMEHSTH 3alIUILIECHHBIE IIPOTOKOJbI,
obecrieunBaromei MEKCETEBBIE IKPAHBI, CPEICTBA OOHAPYKEHHS
yacrei BTOP’KEHUH B KOMIIBIOTEPHBIE CETH Tecrosbie
CO3/1aBaEMbIX OIIK-1.2.2 YMeTh OCYLIECTBISATh MEPHI NPOTUBOACUCTBUS BOIIPOCHI
MH(POPMALMOHHO- HapyLICHUAM CETEBON 0€30I1aCHOCTH €
aHAJTUTUICCKUX HCIOJIb30BaHMUEM ITPOrPAMMHBIX M ITPOrPaMMHO-
CUCTEM, B TOM anmapaTHBIX CPEJICTB 3alUThl HHQOPMAITUU
qucIie BbIOOp OIIK-1.3.1 BnaneTs HaBbIKaMH HACTPOUKH, SKCILTyaTalllH,
MEPOIPHSTHIL 110 00CTyXKUBaHHSI CPEJICTB 3aIUTHI HH(OPMAITUHN Ha
3alIUTe BCeX dTamnax >kusHenHoro nukia MAC
uHQOpMaIH
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OIIK-13 Cnocoben | OIIK-13.1.1 | 3HaTh NporpaMMHbIC U IPOrpaMMHO-aIIapPaTHbIC
MPOU3BOJHUTH CpeICTBa 3aIUTH HHOPMALIUT
HacTpPOWKY U OIIK-13.1.2 | 3HaTh METO/IbI HACTPOMKH, OOCTYKUBAHHS U
o0CITy>)KUBaHHE BOCCTaHOBJICHUS CPEJICTB 3aIUTHI HHOpMAIn
KOMITOHEHTOB Ha Bcex dTamnax ku3HeHHoro nukiaa MAC
obecneunBaromed | OIIK-13.2.1 | YMeTh HacTpauBaTh M 0OCIY>KMBATh CPEICTB
4acTH 3alUThl MHPOPMAITUH Ha BCEX ATAINaX
WH(POPMAITUOHHO- skn3HeHHoro nukia MAC
AHAJIMTUYECCKUX OI1K-13.2.2 | YMeTh BOCCTaHABIMBAThH CPEACTBA 3aIUTHI TecToBbIC
CHCTEM Ha BCEX unpopmaiuu MAC B mosiHOM 00beMe BOMPOCHI
dTamax JXU3HEHHOrO | OIIK-13.2.3 | YMeTh HCIOIb30BaTh CPEACTBA 3aIIUTHI,
HHKJIa, BCTPOCHHBIX MPENOCTAaBIISIEMbIE CUCTEMAaMU YIIPABICHUS
CPCACTB 3allIUThI 0a3zaMM JaHHBIX
uHpopMALHY, OIIK-13.3.1 | BiageTb HaBBIKAMH BOCCTAHOBJICHUS
BOCCTaHABITHBATE paboTOCTIOCOOHOCTH CPEACTB 3AIIUTHI
X uHpopmaruu MAC npu BHEIITATHBIX CUTYALMIX
paboTOCTIOCOOHOCTH
P BHEIITATHBIX
CUTYaIHUsIX
4. OBFBEM U CTPYKTYPA JUCHUIIJINHBI
Tpyn0oeMKOCTh JUCHUILTIHBI COCTABIISIET 6 3a4eTHHIX eTUHMUII, 216 yacoB
TemaTuveckuii JIaH
¢opma o0yueHusi — ouHas
KonTakTHas pabora Dopmer
00yJaronuxcs TEKYIIero
C TMeJarorHYeCKUM KOHTPOJISI
= paboTHUKOM % yCIIEBaEMOCTH,
ST | sl | B | oo
= g E 5 g T « | MIPOMEXYTOUHOMI
Ne HaumenoBanue TemM u/uim 3 3 E e S . = é ATTeCTALAN
n/m pasiesioB/TeM AUCIUITHHEI 2 = - = = g g é £ | (no cemecmpan)
°| g 5| E| 2|88 ¢
| 2| 8| 5| F5 S
2l o2 et
= o = =
|38 &
=R I B
1 | Beenenue (npeaMeT u 3a1a4u 7 1 2 - 8
MPOTrpaMMHO-aIMapaTHON
3alUTHI THPOPMAITUH, METOJTBI U
Cpe/CTBA 3aIUThl HHPOPMAIUH)
2 | Vs3BUMOCTb KOMITBIOTEPHBIX 7 2 - 4 8
CHCTEM.
3 | Unentuduxanms n 7 3 - 8
ayTeHTUDUKAIHS
4 | Cucrema pasrpaHudeHus gocryna | 7 4 - 4 8
K nHpOpMaLUH
5 | IIporokoJbt 7 5 - 8
WACHTHQHUKAINY/ Ay TCHTU(UKAIIT
6 | MeTonsl 1 cpeACcTBa 3alTUTHI 7 6 - 4 8 PelTHHT-KOHTPOIIb
[POTrPaMM OT KOMITBFOTEPHBIX Nel
BHPYCOB
7 | XapakTepucTuka cpe/iCTB 7 7 - 8
HeHTpanu3anuy KOMIIBIOTEPHBIX
BUPYCOB.




8 | OueHka aHTHBHPYCOB 7 8 2 - 4 8

9 | OOmas xapakTepucTHKa 7 9 2 - 8
MPOrpaMMHO-aIapaTHBIX
CPEJICTB 3aIIUTHI HH()OPMAIHN

10 | OOwas xapakTeprcTHKa 7 10 2 - 4 8
AIICKTPOHHBIX HACHTU(HHUKATOPOB
11 | 3ammra nporpamm oT 7 11 2 - 8
POTPaMMHBIX 3aKJIA/IOK.
12 | MeToab!l U CrIoCOOBI 3aIUTHI 7 12 2 - 4 8 PelTHHT-KOHTPOIIH
IpPOrpaMM OT UCCIIEOBAHUSL. Ne2
13 | 3amura nporpamMm oT 7 13 2 - 8
HECaHKIIMOHUPOBAHHOTO
KOIUPOBAHHUSIL.
14 | Cucrembl OOHApYKEHUS aTaK U 7 14 | 2 - 4 8
BTOPKEHHMI.
15 | DnexTpoHHas uudpoBas MOANHUCH 7 15 2 - 8
(301D
16 | Pa3gexn 16. Apxurektypa [TAC3U | 7 16 2 - 4 8

(xoH(pHUTYpaIH CPENICTB 3AIIUTHL,
METO/bI pealnu3alny;
(yHKIMOHAT U 0OCOOCHHOCTH

HCIIOJTH30BAHUA).

17 | Pazgen 17. Keitnorreps! u npyrue | 7 17 2 - 8
anmapaTHbIe 3aKJIaIKH

18 | Pa3zgexn 18. HopmaTtuBHas 6aza 7 18 2 - 4 8 PeiTHHT-KOHTPOIIB
rOCY/IapCTBEHHBIX PETYJISITOPOB Ne3

Poccun u peiictByroue
CTaHJIAPThI B 00JIACTH
ucnoab3zoBanusa ITAC3U

Bcero 3a 7 cemecTp: 216 36 - 36 144 3auer ¢
OlleHKOI
Hroro no aucuuninHe 216 36 - 36 144 3auer ¢
OIlEHKOI1

CoaeprxaHue JeKINOHHBIX 3aHATHH 10 IMCHUIINHE
Pazgen 1. Beenenue (mpeamer U 3a1a4M IPOrpaMMHO-aNINapaTHON 3alUThl HH(GOPMALIUU; METObI U
CpeJCTBa 3alUThl HHGOPMAILlMU U MPEJOTBPAIICHNUS HECAHKIIMOHUPOBAHHOTO JocTyna). OCHOBHBIE
MIOHSITHS.
Pa3znesn 2. Va3BUMOCTH KOMIIBIOTEpHBIX cucTeM. [lonuTuka Oe€30MmacHOCTH B KOMITBIOTEPHBIX
cucremax. OreHKa 3allUIIeHHOCTH. AOCTpakTHbIe MOJeNu 3amuThl UHpopMauu Monens buoa;
Mogens I'orena—Mesurepa ; Cazepnenackast moaens; Moaens Kiapka-Bunbscona.
Pazgen 3. Wpentuduxaums u ayreHTHUKauus (MACHTUDHUKALMS Tojdb3oBarenel (CyObEeKTOB
noctyna K agaHHbM). [lpouenypa wuneHtudukauuu u ayreHtudukanuu. OpHodakTopHas W
nByxdakTopHas uaeHTH(GUKauuu. buomerpuueckue MeToabl UACHTU(DUKAUN U ayTEHTU(DHUKALHH.
TexHomorun aBTOMaTUUECKOU UICHTU(DUKAITUH.
Pazgen 4. Cucrema pasrpaHudeHus: J0ocTyna K MH(popManuu (apXUTEKTypa CHUCTEMBI; KOHIICTILIUS
MOCTPOCHUS CUCTEM pasTpaHUUYEHUs] JOCTYIA; MOJENHM pa3rpaHUYeHHs] JIOCTyNa; HaJeXKHOCTh
CHCTEM pa3rpaHUYEHUs 10CTYMa).
Pa3znen 5. Ilportokonsl uaeHTuduKanuu/ayTeHTUQUKAUN (000OIIEHHBIH alrOPUTM, Ha OCHOBE
anmroputMa  RSA, cxembl @eiire-®Ouara-Illamupa, Onb-T'amansa, [Hoppa). IIpoToxosl
uaeHTUHUKAIIMK ¢ HyJeBOM nepemadei suanuii. [Iporokonsr Kerberos, S/Key (RFC 1760), PAP u
CHAP, OpenID, Windows Live ID, LDAP, OpenLDAP.
Pa3nesn 6. Metozsl 1 cpesicTBa 3alIUTHI IPOTPAMM OT KOMIIBIOTEPHBIX BUPYCOB (XapaKTepUCTHKA U
KJIaccu(UKaLUs KOMITBIOTEPHBIX BUPYCOB.
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Paspnen 7. XapakTepucTHKa CpEACTB HEUTpANU3alUMU KOMIIBIOTEPHBIX BHUPYCOB. TEXHOJIOrMH
oOHapy»XeHHSI BUPYCOB, aHTUBUPYCHbIE KOMITJIEKCHI.

Pa3zgen 8. Onenka aHTUBUpPYCOB; TpeOOBaHUS K CpeACTBaM aHTHUBUpYcHOH 3amutsl PCTOK
Poccun. Knaccudukaiiys MeTo10B 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

Pazgen 9. OOmas xapakTepUCTHKa IMPOTPAMMHO-ANIAPATHBIX CPEJICTB 3allUThl HH(OpMAIHU
(kmaccudukayss CpeACTB 3alIMTHI; TOCYJIAPCTBEHHBIH pEecTp CEepTUPUIMPOBAHHBIX CpPENCTB
3amuThel HHQOpManmK; KpaTkas xapaktepuctuka cpeacrsa 3amutel C3U Secret Net, [IAK Kpunros,
Honeypot Manager, Kb SearchInform, Secret Disk u 1.1.)

Pazgen 10. OOmias xapakTepuCTHKa SJIEKTPOHHBIX HACHTHUHUKATOPOB (uaeHtudukatopsl eToken,
JaCarta, Maxim (iButton), Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenseLock, LOCK u
T.J.).

Pazngen 11. 3ammra nmporpaMM OT HpOrpaMMHBIX 3akianok. CrocoObl BHEAPECHHS 3aKjajoK.
Knaccugukanuss HenekIapupoOBaHHBIX BO3MOXKHOCTEH mporpamMMHOro obecrneueHus. MeToabl
BCKPBITHSI HEJEKJIapUPOBAHHBIX BO3MOXKHOCTEH. [loaxonpl BhIsiBIEHUS A€(PEKTOB B MPOTrPaMMHOM
o0ecrieueHnH, BO3MOKHBIE METO/IbI 3AIUTHI.

Pa3zaen 12. Meroasl U crmocoObl 3alIMTHl TIpOorpamMM OT HcciienoBanus. Kimaccudukamus cpencts
UCCIIEIOBaHMsI porpamMM. MeTo/Ibl 3alliUThl IPOTPaMM OT UCCIIEIOBAHUS.

Pa3nen 13. 3amura nporpaMm OT HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHUSA. MeTOIbl, 3aTpyAHSIOIINE
CUMTHIBAHUE CKONMHPOBAaHHOW wuH(popmauuu. MeToapl, MNPEmsITCTBYIOLIUME HUCIOJIb30BAHUIO
ckonupoBaHHOW nH(popmanuu. OcHOBHBIE (DYHKUIUU CPEICTB 3alIUTHl OT KomupoBaHus. OCHOBHBIE
METO/BI 3aIIUTHl OT KONUPOBaHHS. METOAbl MPOTUBONCHCTBHS TUHAMUYECKUM CIOCO0AM CHATHUS
3alIUTHl IPOrPaMM OT KOMTUPOBAHUSI.

Paznen 14. Cuctembl oOHapy>KeHHs aTak M CHCTEMbl OOHapy>keHUsl BTopskeHui. Kiaccudukamms.
MeTto1p1 00HApYKEHUSI CUTHATYP U METOAbI OOHAPYKEHHSI aHOMAIIUH.

Paznen 15. Dnexrtponnas uudpoas noxanuck (DLII). IMousarue DIII, ocHOBHBIE aITOPUTMBI
peanuzanuu LTI

Pazgen 16. Apxwurextypa IIAC3U (xoHdurypammu CpeicTB 3alluThl; METOABI pPEaN3alny;
(GyHKIIMOHAT ¥ OCOOCHHOCTH UCIIOJIb30BAHMS ).

Paznen 17. Keitnorrepsl u Jpyrue amnmapatHbie 3aKiIaJKd Ha OCHOBE MHUKPOIPOILIECCOPOB H
MHUKPOKOHTPOJUIEPOB, Kilaccu(UKalus, BO3MOKHOCTH U METOJIbl MpOTHBOAEHCTBH. [IporpamMmHo-
anmaparHble 3aKJaAKd Uil MOOMIBHBIX cered. [IporpamMMHo-anmapaTHble CpEICTBA 3alllUThI
MOOWJIBHBIX CETeH.

Pa3nea 18. HopmatuBHas 6a3a rocy1apcTBEHHBIX peryisiTopoB Poccuu u neiicTByroniye cTaHaapThl
B oOnactu ucrnonb3oBanus [TAC3U.

Coaep:xanue Ja00OpaATOPHBIX 3aHATHH 110 M CHUILINHE
JlabopaTopHbie padoThbI:
JlaGopaTopHnas pa6ora 1. Pa3pabotka 1O pasrpanndenuns NOJIHOMOYMHA MOJIb30BaTeNeH
JlabopaTopnasi padoTa 2. 3amura NporpaMMHOT0 00€CTICUeHUs OT U3MEHEHUS U KOITUPOBAHUSI.
JlaGopatopnas paGora 3. Pa3paboTka H mporpamMMHas pealu3alus KpUNTOTrpapuuecKux
AJITOPUTMOB.
JlaGopatopnas pabora 4. M3yuenue crnoco6oB (GopMUPOBaHUS NEKTPOHHOU IUPPOBON MOIIHCH
(BLIT) na ocroBe Kpunrollpo CSP 3.9 R2 / Kpuntollpo CSP 4.0 - nns Windows 10
JlaGopaTopnas padora S. M3yuenue croco6oB GopMUPOBaHUS IJNEKTPOHHON IUPPOBON MOAIHCH
(BLIT) na ocaoBe ViPNet CSP 4.2 - st Windows 10
JlaGopaTtopnas pabGora 6. Opranuzanus 3alUIIEHHOro oOMeHa wHH(popMalMeld Ha OCHOBE
HCIIOJIb30BaHus mporpaMmMsl PGP
JlabopaTopHasi padora 7. Opranu3anus 3allMIlEeHHOro KaHaia ¢ momoiibio VPN
JladopaTopnasi padora 8. [IporpammHuas peanu3zainusi 3aIUThI TPOTPaAMM C TTIOMOIIBIO SJIEKTPOHHBIX
kimouet Tuna «HASP HL Pro»



5. OHEHOYHBIE CPEJACTBA JJIs1 TEKYHIEI'O KOHTPOJISI YCIIEBAEMOCTU,
MMPOMEXYTOYHOM ATTECTAIIMHA IO U'TOTAM OCBOEHUA JUCITATLTAHBI

1 YYEBHO-METOJNYECKOE OBECIIEYEHUE CAMOCTOSTEJIBHOM PABOTHI

CTYJIEHTOB

5.1. Texkyuiuii KOHTPOJIb YCIIEBAEMOCTH
Ilepeyens BOpocoB K peiiTHHI-KOHTPOJI0 Nel
OcHoBHBIE 337]a41 TPOrPAMMHO-AIIAPATHOMN 3alIUTHl HHPOPMAIIUU
OCHOBHBIE METO/IBI U CPEJCTBA 3alIUTHI HH(popMarmu ¢ nomoisio [TAC3U
OCHOBHBIE METO/IbI IIPEIOTBPALLIEHUSI HECAHKIITMOHUPOBAHHOI'O JJOCTYIIA
[TonmuTuka 6€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMaX
VA3BUMOCTb KOMIIBIOTEPHBIX cucTeM. OlleHKa 3alUIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
AOcTtpakTHBIe Momenu 3amuThl uHopmanuu Monens buba; Monens ['oreHa—Mesurepa;

Cazepnenackas moaens; Monens Kiapka-Bunbscona

Wnentudukanus noias3oBareneil (Cy0ObeKTOB AOCTYyMA K IaHHBIM).
buomerpruyeckue MeToabl HACHTH(PHUKAIIMN U 2y TCHTH(DUKAIIHH.

TexHoIOrMM aBTOMATHYECKOM HICHTU(DUKALINN

[TpoToxomnsl uaeHTHGUKAUK/ayTeHTUUKAUN (000OIIEHHBIN allTOPUTM).
[TpoTokounbl naeHTHUKAIIH/ayTeHTUUKAIIH (Ha OCHOBE anroputma RSA).
[Tporokomnsl uneHTuuKanuu/ayrentudukanuu (cxema Oeiire-Ouara-lllamupa).
[TpoTokounbl naeHTHGUKAIH/ayTeHTUUKAIH (cXxema Dib-1 amarns).
[Tporoxomnsl uneHTHGUKauu/ayrenTudukanuu (cxema [Inoppa).

[TpoTokoBI HACHTH(UKAIINY C HYJIEBOH Iepenavyeil 3HaHHA.

Ilepeyennb BOPoOCOB K peHTHHI-KOHTPOJIIO Ne2
ITporoxon Kerberos.
[Tporoxonsl S/Key (RFC 1760), PAP u CHAP.
[Tporoxkoner OpenlD, Windows Live ID.
ITporoxonsr LDAP, OpenLDAP.
Enunas cucrema uaeHtudukanyu u ayreHtupukanuu PO.
Cucrema pasrpaHuueHus 10CTyINa K HHOOPMALIUH.
MeTop! 3a1UThI TPOrPaMM OT KOMITBIOTEPHBIX BUPYCOB
CpencTtBa 3aluThl IPOrPaMM OT KOMITbIOTEPHBIX BUPYCOB
XapakTepHucTHKa U KJlacCU(PUKalKs KOMIIbIOTEPHBIX BUPYCOB
XapakTepHucTuKa Cpe/ICTB HEHTPATU3allii KOMIIBIOTEPHBIX BUPYCOB. TexHOIOrnn oOHapyKeHUs

BUPYCOB, aHTUBUPYCHBIC KOMIIJICKCHI.

OneHka aHTUBUPYCOB; TpeOOBaHMA K cpefcTBaM aHTUBHpYcHOMU 3amuTel PCTIOK Poccun.

Knaccugukanus MeTo10B 3alIUThI OT KOMIIBIOTEPHBIX BUPYCOB

OO11ast XapakTepUCTHKA MPOrPaMMHO-aNMapaTHBIX CPEICTB 3aIUTHI HHPOPMALUU

(kmaccuduKanys CpeCTB 3alIUTHI; TOCYIaPCTBEHHBIN peecTp cepTU(UIIMPOBAHHBIX CPE/ICTB
3alUThl UH()OpPMAIIH)

OO61mas xapakTeprCcTUKa 3JIEKTPOHHBIX HACHTU(UKATOPOB (KiIaccudukanus, Ha3HauYeHue,

XapaKTEPUCTHKH )

3amuTa nporpamMm OT NPOTrpaMMHBIX 3akJ1a0K. CriocoObl BHEIPEHUS 3aKIa10K.
Knaccugukarus Heek1apupoBaHHBIX BO3MOXKHOCTEH MPOrpaMMHOI0 00eCTIeYEeHHU .
MeTo1pI BCKPBITHS HEJEKIAPUPOBAHHBIX BOZMOKHOCTEHN MPOrpaMMHOI0 00eCIeYeHHUs.

IlepeyeHb BONPOCOB K PeiTHHI-KOHTPOJII0 Ne3
[Tonxo/p! BBIsIBICHUS 1€(DEKTOB B IPOrPaMMHOM OOeCTIeYeHIH, BO3MOMXHBIE METObI 3aLUTHI.
Knaccugukaius cpeicTs ucciae0BaHus IporpaMm



MeTo/1b1 3aIIUThI TPOTPAMM OT UCCIIEIOBAHUS.

MeTo/bl, 3aTpyJHSIOUINE CYUTHIBAHNE CKOMMPOBAHHOM MH(OpMaLIUK.

MeToapl, MPEenATCTBYIONINE NCIIOIB30BAHUIO CKOIMPOBAHHON HH(POPMALIUH.

OcHoBHbIE GYHKIIUU CPEACTB 3aILUTHI OT KOMMUPOBAHHUS.

Metoapl TPOTUBONEHCTBHS JHUHAMHUYECKHM CIIOCO0AM CHSTHS 3allUTHl NPOTPaMM  OT
KOIUPOBAHUA.

CucreMbl 00HapY>KeHUs aTaK U CUCTEMbI 0OHapyskeHus: Bropxenuil. Knaccudukanus.

Metoapl 00HapYKEHHS CUTHATYpP B CUCTEMaxX OOHApy>KEHUsI BTOPKEHHI

MeTtop1 0OHapY>KEeHUSI aHOMaJIH B cucTeMaxX 0OHApY>KEHUSI BTOPKEHHIMA

[Monsitue DI, Buast I11, ocHoBHBIE aniropuT™bl peanu3aiuu I1IT

[Tonsitue ynocroepstomux 1eHTpoB (Y1), TpedoBanus k Y1

Keitnorrepsl W Jpyrue anmapaTHble 3aKIaKH Ha OCHOBE MHKPOIPOLIECCOPOB U
MUKPOKOHTPOJUIEPOB, KJIacCU(UKALINSL, BO3MOXHOCTH U METO/IbI IPOTUBOCHCTBUS

[TporpaMMHoO-arapaTHpie 3aKJIaIKU I MOOMIIBHBIX CeTei

[TporpaMMHO-anmapaTHBIE CPEACTBA 3ALIUTH MOOMIIBHBIX CETEH

TpeGoBanus MEKIYHAPOIHBIX CTAHIAPTOB B 00acTu ucnons3oBanus [IAC3U

HopmaruBhas 6a3a rocynapcTBeHHbIX peryisitopoB Poccuum no npumenenuto ITAC3U s
3amutel AUC

5.2. IIpome:kyTOoUHas aTTeCTALMS
IIpuMepHBbIii HepedYeHb BOIPOCOB K 324€eTy ¢ OLEHKOM

OcHOBHBIE 331a4M IPOrPAMMHO-AINIAPATHON 3allIUTHl HHPOpMALUU
OcHOBHBIE METO/IBI U CPEJCTBA 3alIUTHI HHPOopManuu ¢ nomouisio ITAC3U
OCHOBHBIE METO/IbI IIPEIOTBPAILEHUS HECAHKIIUOHUPOBAHHOI'O 1OCTYIIA
[TonuTrka 6€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMaX
VS13BUMOCTh KOMITBIOTEPHBIX cucTeM. OLeHKa 3alUIIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
AOGcTpakTHBIE MOJIeNH 3auuThl nHpopmarmu Mozens buba; Moxaens ['orena—Me3swurepa;
Ca3€pJ'IeHL[CKa}I mozenb; Moaens Knapka-Bunbscona
7. Wnentudukanus noipzoBaresei (CyObeKTOB JOCTYIA K JAHHBIM).
8. buomerpuueckue MeTo bl HACHTUDUKALMY U ayTEHTU(DUKALIH.
9. TexHoMOrMM aBTOMATUICCKOW HICHTH(PUKAITUN
10. ITpoTokousbl naeHTUUKALMH/ayTeHTUDUKAIMU (0000IIEHHBIN aJrOpUTM).
11. TIporokonsl uaeHTUUKaLUK/ayTeHTU(PUKAIIMK (HAa OCHOBE anroputMa RSA).
12. TIpotokoussl naeHTuuKkanuy/ayrenTudukanuu (cxema Peiire-duata-lllamupa).
13. IIpoTokoubl naeHTHGUKAIH/ayTeHTUGUKAINH (cXema Dib-1 amarns).
14. TIpotokounsl uaeHTuuKanuy/ayrenTudukanuu (cxema lllnoppa).
15. TIporokosnbl naeHTU(UKALNY C HYJI€BOW Nepeadyeil 3SHaHUH.
16. ITpotokon Kerberos.
17. TIporokonsl S/Key (RFC 1760), PAP u CHAP.
18. TIporokossr OpenID, Windows Live ID.
19. IIpotokomnsr LDAP, OpenLDAP.
20. Enunas cucrema uaeHtuduxanuu u ayrentuduxamnu PO.
21. Cucrema pa3rpaHHYeHHs JOCTyNa K HH)OPMAIIHH.
22. Metoap! 3alIUTHl IPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB
23. CpencTBa 3aIUTHI IPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB
24. XapakTepHCTHKa U KJIacCHU(PUKalKs KOMIIbIOTEPHBIX BUPYCOB
25. XapakTepHCTHKa CPE/ICTB HEUTpaTn3aIllii KOMIBIOTEPHBIX BUPYCOB. TeXHOIOTHH 00HApPYKEHUS
BUPYCOB, aHTUBUPYCHBIE KOMITJIEKCHI.
26. OreHKa aHTUBUPYCOB; TpeOOBaHUs K cpencTBaM aHTHBUpYcHOM 3amuTel DCTIK Poccun.
Knaccugukaius METo10B 3alIUThl OT KOMITBIOTEPHBIX BUPYCOB

ok wdE
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27. OO0mas xapakTepucTHUKa MPOrpaMMHO-aNIapaTHBIX CPEICTB 3aIIUTHI HHPOPMALIUU
(kyaccuduKanys CpeAcTB 3aLIUThI; TOCY1apCTBEHHBIN peecTp cepTU(GUIUPOBAHHBIX CPEACTB
3aIUTH HH)OpPMAITIH)

28. OO6mias xapakTepuCTHKa IEKTPOHHBIX HACHTU(UKATOPOB (KiIaccuUKaIus, Ha3HAUYCHHUE,
XapaKTEPUCTHUKH)

29. 3ammTa nporpamMm oT IpOrpaMMHBIX 3akiafokK. CriocoObl BHEAPEHUS 3aKIIa/10K.

30. Knaccudukarus HeeKIapupOBaHHBIX BO3MOKHOCTEH IPOrPaMMHOTO 00ECIICUCHHUSI.

31. MeToasl BCKPBITHS HEAECKJIAPUPOBAHHBIX BO3MOKHOCTEH MPOrpaMMHOI0 00eceueHusl.
32. Tloaxonapl BRIABICHHUS JE(PEKTOB B IPOTPAMMHOM 00ECIIEYCHUH, BO3MOYKHBIE METOBI 3AIUTHL.
33. Knaccudukanus cpencts uccieoBaHus IporpaMmm

34. MeTozpl 3aIIUTHI IPOTPaMM OT HCCIIEIOBAHUS.

35. Metozpl, 3aTpyJHSAIOIINE CUUTHIBAHHE CKOMMPOBAHHONW HH(POpMALIUK.

36. MeTozpl, NPENITCTBYIOIIUE UCIIOIB30BAaHUIO CKOMMPOBAHHOW HH(POPMALIUH.

37. OcHoBHbIE (PYHKIIMH CPEICTB 3aLUTHI OT KOTUPOBAHMS.

38. MeToapl IPOTUBOACHCTBHS TUHAMUYECKUM CIIOCO0AM CHATHS 3aIUTHl IPOTPAMM OT
KOIMPOBAHUS.

39. Cucrembl 0OOHapy>KEHHsI aTak M CUCTEMbI OOHapy)eHus Brop>keHuil. Knaccudukanus.
40. Metoabl OOHApYKEHHsI CUTHATYp B CUCTEMax OOHapy>KEHUs! BTOPKEHHH

41. Metoasl oOHapyXEHHSI AHOMAJIUN B cUCTEMaxX OOHapYKEHUS! BTOPKEHUN

42. Tlonsarue DI, Buasr D11, ocHOBHBIE aropuT™bl peanu3aruu D11

43. Tlonsartue ynoctroBepstonux 1neHTpoB (Y1I), tpedoBanus k Y1

44. Keinorrepsl U Ipyrue anmapaTHble 3aKJIaJIKU Ha OCHOBE MUKPOIIPOLIECCOPOB U
MHUKPOKOHTPOJUIEPOB, KJIaCCH(PHUKAINS, BOSMOKHOCTH U METO/IbI TPOTHBOCHCTBHUS

45. TIporpammHO-anmapaTHble 3aKIa K1 A MOOUIIBHBIX CeTer

46. ITIporpamMMHO-amnIapaTHbIe CPEICTBA 3AIMUTHl MOOMIIBHBIX CETEH

47. TpebGoBaHuUs MEXAYHAPOIHBIX CTAaHAAPTOB B 00sacTu ucnoib3osanus [ITAC3U

48. HopmatuBHas 06a3a rocynapcTBeHHBIX peryiasTopoB Poccun o npumenenuro [TAC3U mst
sanmtel AUC

5.3. CamocTosiTe/IbHAsA padoTa 00y4arouerocs.
I[IpumepHbIe BONPOCHI U 331aHNUS JI1 CAMOCTOSAITEJILHOIM padoThI CTY/AeHTOB
- Wnentuduxanus noas3oBareneil (CyObeKTOB J0OCTyNa K JAaHHbIM). bruoMerpuueckue mpu3HaKw,
KOTOpPbIE MOTYT OBITh UCIOJIb30BaHbI IPH UICHTU(UKALIUH.
- TexHonoruii  aBromaruueckoil — ujaeHTU¢ukanuu.  llITpuxoBble  KOIbl  (CUMBOJIUKH).
PagnouactoTHast naeHTUDUKALMSL.
- Cucrema pasrpaHuyeHuss jgoctyna K uHpopmanuu. @DyHKUHOHaIbHbE Osoku. KoHuenmus
IOCTPOCHHS.
- MexaHu3mbl ympaBieHHMs] JOCTyHnoM (MOJENM pasrpaHUYeHus JocTyna). JuckpenuoHHoe
YIPAaBIEHUE TOCTYIIOM.
- MexaHu3MBbl yIIpaBiIeHUs JOCTYNOM (MOJENIN pasrpaHUyeHus Joctyna). MaHaaTHoe ynpaBieHUe
JOCTYIIOM.
- MexaHu3MBbl yIpaBlIeHUsl TOCTYNOM (MOJENU pasrpaHUuEHusl JOcTyna). YTNpaBieHHE AOCTYIIOM
Ha OCHOBE POJIEH.
- HapexHocTth cucrem pasrpaHudeHus jgoctyna. VHTEHCHMBHOCTH OTKa3zoB. CpenHee BpeMs
BOCCTaHOBJIEHHSI CUCTEMBI 3alUThI ITOCIIE OTKa3a.
Mertoas! npenorspaiuenus yreuek u3z KC. Knaccugukanus saytpenaux UT-yrpos.
Mertons! npenotBpanieHus yreuek n3 KC. 3aKoHHBIN ITepexBaT JaHHBIX.
Mertoas! npenotspaiuenus yreuek uz KC. O6006uienHslIii mporecc Beidopa cuctem DLP.
- MeTtoapl U CpeacTBa 3alIUTHI IPOTPaMM OT KOMITBIOTEPHBIX BUpPycoB. OOIIasi XapaKTepucTHUKa U
KJaccupuKarus.
- MeTtoapl U cpeacTBa 3alIUTHl IPOrpaMM OT KOMIBIOTEPHBIX BHpYcoB. OOIas xapakTepUCTHKa
CPEJCTB HEMTpAIU3a[Mi KOMIIBIOTEPHBIX BUPYCOB. METO/IbI 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.
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- Meronpl 3amuThl nporpamm OT ucciepoBanus. Cdepa npumeHeHus. KOMIOHEHTBHI CHCTEMBI
3alIUTHI U UX QYHKIUH.
- CriocoObI 3aIUTHI IPOTPaMM OT UCCIIE0BaHus. 4-€ Kilacca ClIOCO0O0B 3alUThI

@®oHn  oueHouHbIX MartepuaioB (POM) Ui mpoBeneHUS — aTTECTAallMd  YPOBHS
c(OPMHPOBAHHOCTH KOMIIETEHLUH OOYy4YalolUXCsl MO JUCHMUIUIMHE O(QOpPMIIAETCS OTAEIbHBIM

JIOKYMEHTOM.

6. YHAEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYHEHUE

JUCLMUIINHBI
6.1. Knuroo6ecneueHHOCTH
HanmeHoBaHue muTepaTyphl: aBTOP, Ha3BaHUE, BUJL Ton KHUT'OOBECIIEYEHHOCTD
U3JaHUs, U31aTEIbCTBO H3aHus

Hamane B snexrpornom kartamore ObC

OcHoBHas nuTeparypa*™

[IporpaMMHO-anmapaTHbie CPEACTBA 3aIMUThI 2017 https://biblioclub.ru/index.php?page=book&id
WHPOPMALMOHHBIX CHCTEM: ydeOHoe ocobue : [16+] / =499013 (nara obpamenus: 25.08.2021)

10. 10. I'pomos, O. I'. MBanoga, K. B. Crapoxy6os,
A. A. KageikoB. — Tam00B : TamOOBCKHIA

roCyapcTBEHHBIN TexHn4ecknuil yauBepcutet (TITVY),
2017. — 194 c. ISBN 978-5-8265-1737-6.

TexHojoruu obecredenus 0e30IacHOCTH 2021 https://biblioclub.ru/index.php?page=book&id
HH(POPMAIMOHHBIX CUCTEM : yueOHOe mocobue: [16+] / =598988 (nara ooparmienus: 25.08.2021)
A. JI. Mapyxaenko, JI. O. Mapyxiuenko, M. A. Eppemos
u ap. — Mocksa ; bepnun : Jupexr-Menua, 2021. — 210 ¢
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988

Tonukos, A. M. OCHOBBI TPOEKTUPOBAHUS 3aIIUIIEHHBIX 2016 https://biblioclub.ru/index.php?page=book&id
TEJIEKOMMYHHKALOHHBIX CUCTEM: KypC JICKLIUH, =480796 (nara obpamenus: 25.08.2021)
KOMIIBIOTEPHBII IPAKTHKYM, KOMITBIOTEPHBIC
TabopaTopHBIe paboTHI M 3alaHHe Ha CAMOCTOSATEBHYIO
paboty / A. M. T'onukoB. — Tomck: TYCVYP, 2016. — 396¢

TexHOIOrnH 3auUThl HHYOPMALUH B KOMITBIOTEPHBIX 2016 https://biblioclub.ru/index.php?page=book&id
cetsix / H. A. Pynenxkos, A. B. Ilpometapckuii, =428820 (nara oopamenus: 25.08.2021)

E. B. CmupHoBa, A. M. CypoBoB. — 2-€ U31., HCIIp. —
Mocksa : HanmoHnanbHblid OTKPBITHI Y HUBEPCUTET
«MHTYUTy, 2016. — 369 c.

Homo3zos, H. JI. TIporpaMMHbIe CpeACTBa 3aIIUTHI 2015 https://biblioclub.ru/index.php?page=book&id
uHpopmanuu: koucrnekr jekuuii / H. JI. J[ono308, =438307 (nara obparenus: 25.08.2021)

T. A. T'ynpraeBa ; HoBocubupckuii rocy1apCTBEHHBIH
TEeXHUYECKU yHuBepcuTeT. — HoBocHOHpCK :
HoBocubupckuit rocyaapcTBeHHBIN TEXHUYECKHUH
yuuBepcuret, 2015. — 63 c. ISBN 978-5-7782-2753-8

JonosHuTenpHasg auTeparypa

benoyc, A. Y. OcHOBBI KHGepOE30IaCHOCTH: CTAHIAPTHI, 2021 https://biblioclub.ru/index.php?page=book&id
KOHIICTIIIUH, METOMBI U CpeACTBa obecreueHus : [16+] / =617523 (nara oopamenus: 25.08.2021)

A. . benoyc, B. A. Conogyxa. — Mocksa : Texaocdepa,
2021. — 482 ¢. ISBN 978-5-94836-612-8.

Benoyc, A. U. [IporpaMMHbIe U anmapaTHbie TPOSHBI — 2019 https://biblioclub.ru/index.php?page=book&id
CHIOcOOBI BHEIPSHUS 1 METOIBI IPOTUBOICHCTBHS: =597000 (mara obopamenus: 25.08.2021)
nepBasi TEXHHYECKasl SHIUKIIONE NS : B 2 KHUTaX /

A. W. benoyc, B. A. Cononyxa, C. B. llIBenos. — Mocksa:
Texnocdepa, 2019. — Kaura 1. — 1318 c. ISBN 978-5-

94836-524-4
Mboiisoa, D. Be3onacHOCTh ceTeil | yueOHoe mocooue : 2016 https://biblioclub.ru/index.php?page=book&id
[16+] / D. MoiiBona. — 2-¢ u3., ucrp. — Mocksa : =429035 (nara obparenus: 25.08.2021)

Harmmonansusrit OTkpeiTeiil YHUBepcuTeT « AHTYUTY,
2016. - 572 c.



https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
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Baceins, E. A. CucteMHOE aMUHUCTPUPOBAHKE H 2018 https://biblioclub.ru/index.php?page=book&id
nHPOpMaMOHHAsI 0€30MaCHOCTh: yueOHOe TIocodue: =575325 (marta obpamenus: 25.08.2021)
[16+] / E. A. Bacemas. — HoBocubupcek: HoBocubunpcekmii
rocyJapCTBEHHBI TeXHUYECKU YHUBepcuTeT, 2018. 79c¢.
ISBN 978-5-7782-3484-0. — TekcT : 2JISKTPOHHBIH.

6.2. [lepuoanyeckue U3IaHUA

1. DnextponHsblt xypHan «3amuTta uHpopmarmu. Wucaiiay ISSN 2413-3582, Pexum poctyna:
http://inside-zi.ru/pages/about.html
2. DnekTpoHHbIH KypHa «Crenrexauka u CBszby, Pexxum gocryna: http:/www.st-S.su/

3. DnexTpoHHBIM x)ypHan «CucTeMbl 0€30MaCHOCTH CBA3M U TEIEKOMMYHMKAIUI» —KOMITAHUS
«I'potex», Mocksa [Dnektponnsiit pecype] / URL: http://sccs.intelgr.com/

4. DNeKTPOHHBIN HAyYHO-TEXHHUECKUH KXypHal «CrernuanpHas TeXHuKa», MockBa [DJIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnekrponnsiii xypHan «bJIW» (be3somacHocth, [locTtoBepnocts, UHpopmanus), C.-IlerepOypr.
[Dnexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UnTepHeT-pecypcebl

1. Caiit ®CTOK Poccuu [Dnextponnsiii pecypc] / URL: https://fstec.ru/

2. Caiit «I'pynma CT» r. Cankr-IlerepOypr [Dnexkrponnsiii pecypce] / URL: http://spymarket.com/

3. Caiit «I'pymna xommanuii «Mackom»» T1.MockBa [Onektponnsii pecypc] // URL:
http://www.mascom.ru/ (nata oopamenus: 13.06.2018).

4. Caiit 3A0 HIIL] ®upma "HEJIK" r. Mocksa [Dnextponnsiii pecypc] // URL: https://www.nelk.ru/
5. Caiir «HIIO 3ammra wuHpopMmamum» 1. MockBa [Dnekrponnbiii pecype] //  URL:
http://www.sinf.ru/

6. Caiir xomnanmum «lIpomunpopm3amuray 1. MockBa  [DmekrponHbli pecype] // URL:
http://www.profinfo.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIIMHBI

3aHATUSA TPOBOJATCS B ciieAyronmx ayautopusx Bal'V (kopmyc Ne2) no anpecy r. Bragumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JlekumoHHas ayIuTOpHsi, KOJIMYECTBO CTyJAeHUeCKHX MecT — 50, miomans 60 M2,
OCHAIlleHUe: MyJIbTUMeIuHOEe 00opyaoBaHue (MHTepakTuBHas aocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), nHoytoyk Lenovo Idea Pad B5045

aya. 427a-2, mabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYyJIEHYECKUX MecT — 14,
wiomaab 36 M2, ocHallleHHe: KOMITBIOTepHBIN Kinacce ¢ 8 pabounmu cranuusmu Core 2 Duo E8400 ¢
BbIX0JI0M B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzaropo Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTaropa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaH HaCTEHHBIH pPYJIOHHBIM.
JlunieH3MOHHOE  mporpaMMHOe  oOecreyeHHue:  omepauuoHHas — cuctema  Windows 7
[Tpodeccuonanvhas, oducHbl naker npuioxeHuil Microsoft Office Ilpodeccronanbhblil TUTIOC
2007, 6ecruiaTHO pacHpocTpaHseMoe IporpaMMHOe oOecreueHne: JIMHEeKa HHTErpUPOBAaHHBIX CPell
pa3zpabotku Visual Studio Express 2012, mporpammHbiii npoaykT Buptyanuszauuu Oracle VM
VirtualBox 5.0.4, cumynarop cetu nepenaun aanHbix Cisco Packet Tracer 7.0, uHTerpupoBaHHas
cpena pazpadbotku mporpammuoro obdecrieuenus IntelliJ] IDEA Community Edition 15.0.3.

ayn. 4276-2, YHI «KowmmuiekcHas 3ammra OOBEKTOB HMH(OpMaTH3alMKW», KOJIUYECTBO
CTyJIEHUECKHX MecT — 15, mmomane 52 M2, oCHaIIeHHE: KOMITBIOTEPHBIA Kiacc ¢ 7 pabouumu
cranimsimMu Alliance Optima P4 ¢ Beixomom B Internet, kommyrtatop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpan HaCTeHHBIN PYJIOHHBIH), TPUOOP
ST-031P «IIupanps-P» MHOroyHKIIMOHAIBHBIH TOUCKOBBIN, HpuOOp «YiaH-2» TOUCKOBBIH,
BUOpoakycTHueckuil reneparop myma «Conata AB 1M», umuratop paboThl CpeCTB HEJIETaIbHOTO
cbeMa nHpopmanuu, padorarouux mno paauokanany «llunosHuk», ananuzatop cnekrpa «GoodWill



http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
http://www.sinf.ru/
http://www.profinfo.ru/
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GSP-827», uanukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo 6i10KupoBaHus pabOTHI CUCTEM
MOOWJIBHOU  CBsi3u  «Mo3aiika-3», yCTpOWCTBO 3allUTHl  Tele()OHHBIX IEPEroBOPOB  OT
npocinymmBanus  «[Ipokpyct 2000», mmktodpon Edic MINI Hunter, mokatop «Pomauk-2K»
HEJIMHEWHBIN, KOMIUIEKC MpPOBEACHUS aKyCTHMUECKUX W BHOpOaKycTHYecKHX u3MepeHuil «Crpyt
MUHH-A», Buaeopeructparop mudposoir Best DVR-405, renmeparop Llyma «I'HOM-3»,yueOHO-
HCCJIEIOBATENLCKUNA KOMIUIEKC «CBEpXIIMPOKOMNOIOCHBIE OECIpOBOAHbBIE CEeHCOpHbIE ceTu» (Nano
Xaos), ckanupytommii npueMHuk «Icom IC-R1500», amamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTHUBHOW aHTeHHOW. JIutnien3nonnoe nmporpammuoe odecreuenue: Windows 8 IIpodeccronanbhas,
opucHeni maker npunoxeHuii Microsoft Office Ilpodeccnonansusiii wmoc 2010, OGecruiatHoO
pacrnpocTpaHsieMoe MporpaMMHOe oOecredyeHHe: JIMHEeWKa WHTETPUPOBAHHBIX cpel pa3padoTKu
Visual Studio Express 2012, HHCTpYMEHT UMHTAIIMOHHOTO MozeaupoBanus AnyLogic 7.2.0 Personal
Learning Edition, uaTerpupoBanHas cpena pa3paboTku mporpamMmmHoro odecreuenus IntelliJ] IDEA
Community Edition 14.1.4.
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Pabou4yro nmporpammy cocTaBui sl zoueHt kabenpot U3U Tenwsnbiit A.B.
/ (®HUQ, 101KHOCTD, OAMHCEH)

PenenzeHt

(npeacraBuTenh paboTonaress) 3amecTuTenh DPYKOBOJIUTENS PAIT 000

«UudollenTp» 7h ) K.T.H. Beprunesckuii H.B.
y (ymecto paboTel, nomkHOCTE, PO, moanuce)

[Iporpamma paccMoTpeHa u ooOpeHa Ha 3aceanuu Kaheapsl U3n

ITpotokomn Ne / or AL Lf A7 roma
3aBenyromuii kadeapoi 1.1.H., mpodeccop \ " /M.YO. Monaxos/

(PHO, nﬁcs)
U/

Paboyas nporpamMma paccMoTpeHa u ogo6peHa
Ha 3acelaHud y4eOHO-MEeTOAMYecKoi komuccuu cremmansHoctd  10.05.04 «MudopManmoHHo-

AHAINTHYECKUE CUCTEMBI O€30ITaCHOCTH Y. Z
ITpotokon Ne ot A 2Of. 2/ rona //
[Ipeacenarens KOMUCCHH J.T.H., mpodeccop \ /M.IO. Monaxos/

DHO, 10IKHOCTE, nommcs)

JIMCT NEPEYTBEPXJIEHUS
PABOYEW ITPOT'PAMMBI JTUCIATLIMHBI

L F i 9
Pabouas nporpavya ogoGpena na 2:]_.1._4__ 12043 yueOHbI rog

[poTokon sacenanns kadenpu Ne 74 ot A7 L AL roa f

Jasenyomnii kapeapoil 110, npodeccop - \ . y i /MO, Monaxos/
[, ||u.':l[1L:£J]f

Pa6o4as nporpamma ogo6pena Ha 20 /20 y4eOHBIH 1o

ITporokon 3acenanus xadeapsr No oT rozaa

3aBenyromuit kadeapoit A.1.H., mpodeccop /M.IO. MoHnaxos/

Pa6oyas nporpamma og06pena na 20 /20 yueOHBbIN roj1a

IIpoTokon 3acenanus kadeaps Ne oT rozaa

3aBenyromuit kadeapoi 1.1.H., npodeccop /M.IO. Monaxos/



eamatveeva
Штамп
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JUCT PETUCTPAIIMA UBMEHEHUWI

B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
IIpoepammno-annapamuule cpedcmsa 3auumol UHGoOpMayuu

00pa3oBaTeNbHOM MPOrPaMMBI CTICIIUATILHOCTH

10.05.04 «MHpOpMaIIMOHHO-aHATTUTHIECKHIE CUCTEMbI 0€30ITaCHOCTHY

Howmep
M3MEHEHUS

BHeceHbl I3MEHEHHUS B YaCTH/Pa3aeiibl
paboueil mporpaMmbl

WUcnomaurens
DdUO

OcHoBaHue
(HOMeEp U JaTa MPOTOKOJIA
3acenanus Kadeapbl)

3aBenyromnuii kadeapoit 1.T.H., mpodeccop

/M.IO. MoHnaxos/_

Toonucw

QHO




