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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenssMu  OCBOEHHSI JAUCHUIUIMHBI «METOIbl M CpEeACTBA KPUNTOTPAPUUECKOW 3aIlUThI
UHpOpMaLUNY SIBIAIOTCS OOecleyeHue MOArOTOBKM CTYAEHTOB B COOTBETCTBMM C TpPeOOBAHUIMHU
@I'OC BO 3++ u yuyebOnoro ruiana o cneruaigbHocT 10.05.04 «MHbopManMoOHHO-aHATUTHYECKHE
CHCTEMBbl O€30I1aCHOCTH», 03HAKOMJICHHE CTYIEHTOB C OCHOBAaMM TEOPUM ABOMYHOIO KOJUPOBAHU,
QITOPUTMAMH  CXKATHsA, TOMEXOYCTOHYMBOTO KoaupoBaHus. Jlucumrmummna «MeToasl W CpeacTBa
KpUnrorpaguueckon 3amuTel HHPOPMALMU» pacCMaTPUBACTCA KAaK TEOpeTHYecKas U NPUKIIaJHas
TUCLMIUIMHA, JAloIias MpeACTaBIeHUs 00 OCHOBHBIX MAaTeMAaTHYECKUX M aJITOPUTMUYECKHX
HOJX0/1aX, IPUMEHAEMBIX JJIs XpaHEHUs, [1epeadu, UCIpaBIeHusl HHPOPMALUH, IPEICTABICHHON B
JBOWYHBIX  Kojaax. JluCHMIIIMHA ~ TOCBAIEHA  HM3YYCHMIO  OCHOB  KpunTorpadpuu U
KPUNTOrpaUUecKoro aHaiau3a, NPUMEHSIEMbIX K 3aluTe HHPOpPMAaLUMUd B HHPOPMALMOHHBIX
cucreMax OOyuaemble 3HAKOMATCS C TOHSATHEM IMIU(PPOB, CUMMETPHYHOW M ACHMMETPUYHOMN
KpUNTOrpaduu, 3J1eKTPOHHOHN MOANUCHIO, XEIIMPOBAHUEM U IPYTMMU MaTEeMaTHYECKUMU 00bEKTaMHU
kpunrorpadguu. M3ydaroTcsi COOTBETCTBYIOLIME KpPUITOrpaduyeckue CTaHIAPThI, MPHUMEHSEMbIE
cerojHs B 3amute nHPopmanuu B Poccun u 3a pyodexom. IlogpodHo paccmarpuBaroTcs: CTaHAAPTHI
RSA, DES, GOST1989, u apyrue. Taxkxe yneneHO BHUMaHHE MEPCIEKTUBHBIM HAIPaBICHUSIM B
Kpunrorpadguu: Kpunrorpapuueckue MNPOTOKOIbl C pasrylalleHneM M 0e3 pasriallieHHs, TeopHs
QITOPUTMUYECKOH CIIOKHOCTH W OJHOCTOPOHHUX (YHKIMH, CXEMBbl pasJelieHHs CeKpera |
HEKOTOpbIEe UX MPUIIOKEHHUS B 337a4aX UACHTU(PHUKALUN U ayTEeHTU(PHUKALIUN

3amauamMul Kypca JUCUUIUIAHBI SBIISIOTCS . O3HAKOMJICHHE C OCHOBAMHU MaTeMaTHYECKON TEOpUU
KPHUIITOJIOTUH; NTPUOOPETEHNE HABBIKOB B MPAKTHMUYECKOM HCIIOJIb30BAaHUH, IIOCTAHOBKE U PELICHUU
3amad  mmdpoBaHus MHPOPMALMHU; TIOHUMAHWE CYTH HMH(DOPMAIMOHHBIX IPOIECCOB B
KPUNTOrpaUUECKUX CHUCTEMax; IMPUMEHEHHE KOMIIBIOTEPOB AJIS pelIeHMs 3ahad MHu(pOoBaHUS U
nemupoBaHusi; pa3padoTKa W HCIIOJB30BAaHME MATEMAaTHUYECKUX W BBIYMCIUTEIBHBIX MOJIENEH
nporeccoB  WM(poBaHUs UHPOpMALMM, MX ONTHUMM3alMsg U BbBIpaOOTKA  HampaBiIeHUMN
COBEPILICHCTBOBAHMS.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII
JucuuruinHa «MeTozbl U CpeicTBa KPUNTOTpapuuecKon 3aluThl HHPOPMAIIUN) OTHOCUTCS K
o0s13aTenbHOM YacTu oOpazoBarenbHOW Tporpammbl, koa b1.0.12 mo cmenmansHocT 10.05.04
«MHpopMaIMOHHO-aHATTUTUYECKHE CHCTEeMbl Oe3omacHOCcTH». B ydueOHOM IIaHe mpenycMOTpEeHbI
BUJIbl YUEOHOHN IesATeNIbHOCTH, OOECIEeUMBAIOLINE CUHTE3 TEOPETUYECKUX JIEKIHU, J1ab0opaTOPHBIX
paboT M CcaMOCTOATENbHOM paboThl cTyaeHToB. Kypc TecHO B3auMOCBsI3aH C  JpYyTUMHU
JUCLUIUIMHAMY JIAHHOTO IUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATHI OBYUYEHMUS MO JUCHUITJINHE
[Inanupyemble pe3ynbTaThl OOy4YeHHS 1O AUCHUUIUIMHE, COOTHECEHHbIE C IJIaHHUPYEMBIMHU
pesyabratamMu ocBoeHus1 OITOIT (koMImeTeHIIMSIMU U UHAMKATOPaMH JTOCTHKEHUSI KOMITETCHIIH )

dopmupyemble [Inmanupyemsble pe3ysbTaTbl 00y4eHHs IO AUCLUILIMHE, B HaumenoBanune
KOMIIETCHIIUU COOTBETCTBHH C MHAWKATOPOM JIOCTH)KEHHSI KOMIIETCHIIMT OLIEHOYHOTO
(xox, conepxanne | MuaukaTop PesynbTarel 00y4YeHHUs IO TUCIUTUINHE cpencraa
KOMITETCHITHH ) JIOCTYOKEHHS
KOMITETEHLIN Y|
(x00,
codepaicanue
uUHOUKaAmopa
OIIK-3 Criocoben 3HaTh OCHOBHBIE TOHATHUS TEOPHH UHPOPMAIH
Ha OCHOBaHHH OIIK-3.1.1 | (sHTpOMUS, B3auMHas HHPOpMALHS, HCTOUHUKH
COBOKYITHOCTH co001IeHNH, KaHAJIBI CBSI3U, KOJBI) B(;[HeCJ;EHEP
CYIIECTBYOIIUX 3HATh MOHATHE MPOITYCKHON CIIOCOOHOCTH KaHaia POCEL
MaTeMaTUYECKUX OIIK-3.1.2 | cBs3m, IPSIMYIO ¥ OOPATHYIO TEOPEMBI KOJIUPOBAHUS
METOJIOB (Oe3 moxazaTenbCcTBA)
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paspabaThIBaTh,
000CHOBBIBATE U
pealln30BbIBATh
TPOIIEe Y PhI
peleHus 3a1a4
npodecCHOHAIBEHO
H IeATCIbHOCTH

OIIK-3.1.3

3HaTh OCHOBHBIE METO/IbI ONITHMAJIEHOTO KOJXUPOBAHHS
UCTOYHUKOB nHpopmaruu (ko1 Xaddmana) u
MOMEX0YCTOHYMBOTO KOJMPOBAHNS KAHAJIOB CBSI3H
(TTMHEHHBIC KO/IBI, IUKINYECKHE KOBI, KO
X5MMUHTa)

OIIK-3.2.1

YMETh BBIYHCIIATH TEOPETUKO-UH(POPMAITUOHHBIC
XapaKTepUCTUKN UCTOYHHKOB COOOINECHHUI 1 KAHAIOB
CBSI3U (QHTPOTIHS, B3aUMHAasT HH(OPMAITHH,
MPOITYCKHAasl CTIOCOOHOCTH)

OIIK-3.3.1

BrnaneTs o0mmMu npobiemMbl KpUITOJIOTHH, B chepe
NPUMEHEHHUS COOTBETCTBYIOIINX 3a/1a9, BO3HUKAIOIINX
MIPY TIOCTPOCHUH WHPOPMAIIOHHBIX CHCTEM
Pa3IMYHOrO HA3HAUCHHMS, a TAK)KE KPUTECPUHU
MH()OPMAIMOHHBIX OIEHOK (PYHKIMOHMUPOBAHMS STHX
CHCTEM

OIIK-9 Cnocoben
UCIIOJIb30BaTh
cpencTsa
KpHUnrorpaduieck
O} 3aIUTHI
nHpOpPMAITUH TTPU
pelIeHn: 3a1a49
npodecCHOHAIBLHO
U IesTeNnbHOCTU

OIIK-9.1.1

3HaTh OCHOBHBIC ITOHATHUS U 3aJa4du KpI/IHTOFpa(bI/II/I,
MATEMATHYCCKHUEC MOICIIN KpI/IHTOFpa(bI/I‘lCCKI/IX CHCTEM

OIIK-9.1.2

3HaTh OCHOBHBIC BUBI CPEACTB KpUITOTpadhuIecKoi
3amuThl nHGopmarwn (CK3U), Bkimtoyas 0109HBIE T
MOTOYHBIE CUCTEMBI MNP POBAHUS,
KpUNTOrpauueCKUe CUCTEMBI C OTKPBITHIM KITIOUOM,
KpunTorpadudeckue xem-pyHKIHA 1
KpunrorpaduuecKue MpoTOKOIIbI

OIIK-9.1.3

3HaTh HAIlMOHANILHEIC CTAaHAAPTH Poccuiickoit
®denepanyu B 001aCTH KPAIITOTPAPHIECKON 3aITUTHI
nHDOPMAITHH B cPepbl X TPUMEHEHHUS

OIIK-9.1.4

3HaTh OCHOBHBIE MOJIOKEHUS (OCHOBOIOJIATraoIue
TEOPEMBbI) KPUIITOJIOTUHU, BHITEKAIOIIUE U3 TCOPUU
CHMMETPHUYHBIX U aCCUMETPUYIHBIX
KpUnTorpadu4ecKuX NOAX0/I0B, a TAKKe
WHQOPMALTMOHHBIE KPUTEPHH OLIEHOK
(YHKIIMOHUPOBAHUS KPUIITOTPAQUIECKUX CUCTEM

OIlK-9.1.5

3HaTh OCHOBHBIE KpUNTOrpad)uIecKrue METOIHI,
AJTOPUTMBI, IPOTOKOJIBI, HCIIOIb3YEMBIE JUIS 3ALUThI
WHQOPMAIIUK B aBTOMATU3UPOBAHHBIX CUCTEMAaX

OIIK-9.2.1

YMeTh pa3pabarhiBaTh M PACCUUTATh XapaKTEPUCTHKH
KpUNTorpaduuecKoi 3amnTsl HHHOPMAOHHBIX
CHCTEM B 3aBHCHMOCTH OT Ha3HAYEHHUS ITHX CHCTEM
(xonmuyecTBO MHPOPMALINH, CKOPOCTb Nepeaadn
MH(POPMaLUH, TPOIYCKHYIO CIIOCOOHOCThH KaHAIOB
CBsI3U, TpeOyeMbli 00BEM MaMSITH | Jp.)

OIIK-9.2.2

YMeTh NpUMEHSATh COBPEMEHHBIE TEXHOIOTUN
KkpunTorpaduu B 3a1a4ax 00paboTku nHopMauu

OIIK-9.2.3

YMeTh NpUMEHATh MAaTEMATUUECKUE MOJEIH [T
onenku crorikoctu CK3U

OIlK-9.2.4

Ywmets ucnionb3oBate CK3U B aBTOMaTH3MPOBAaHHBIX
CUCTEMAX

OIlK-9.3.1

BrnaneTs o0muMu npobiemMbl KpUITOJIOTHH, B chepe
MPUMEHEHUS] COOTBETCTBYIOIINX 32]1a4, BOSHUKAIOIINX
MIPY TIOCTPOCHUH WHPOPMAITHOHHBIX CHCTEM
Pa3IMYHOrO HA3HAUCHHMS, a TAKKE KPUTEPUHU
WHPOPMAIMOHHBIX OLIEHOK (D)YHKIIMOHUPOBAHUS ITUX
cUCTEM

TecToBbIC
Bonpocsl, KP

TpynoeMKocTh TUCIUILTHHBI cocTaBisieT 11 3auetHpix eaunmi, 396 yacoB

4. OPBEM U CTPYKTYPA JUCHHUIIJINHBI
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TemaTHyecKUi mJiaH
¢popma o0yueHust — ouHas

/1

HanMmenoBaune teM n/uim
pa3IesioB/TeM TUCIIUILTNHBI

Cemectp
Henens cemectpa

KonTakTHas pabota
oOyJaromxcs
C Me/IarOrUYeCKUM
pabOTHUKOM

Jlekiun

[pakTuyeckue 3aHATUS
JlaboparopHsie pabOTHI

6 hopme npaxmuueckou

n0020Mo6KU

CaMocTosTenpHas
paborta

DopMmsbl
TEKYIIero
KOHTPOJIS

yCIIEBAEMOCTH,
dhopma
MIPOMEKYTOYHOMN
aTTecTaluu
(no cemecmpam)

Beenenue. OCHOBHEBIE 3aJauu
kpunronorun.  Kpumrorpadus  u
KpUnTorpapuIecKuii aHaIH3

I

OTKpBITBII M 3aKPBITBI  TEKCTHI,
KJIFOY, OCHOBHBIE CBOICTBAa (YHKIMH
mUGPOBAHUS U ACIU(PPOBAHHUS.

Cummerpuunble mmdpel.  [pymmsr
MOJICTAHOBOK WM TIEPECTAHOBOK.
Yucteie mmdpsl. Hudpsr Buxenepa
u Bepnama.

Peiitunr-
KOHTpoJb Nel

OpnHopa3oBelii  610kHOT. Teopema
IllenHoHa 00 aOCONIOTHO CTOWKOM
mmdpe.. [IpobreMbl cUMMETpHYHOM
Kpurrorpaguu.

Xem - ¢yHkuuu. Xem - (QyHKIWH,
ycToW4nBBIE B CIa0OM W CHIBHOM
CMBICIIC II0 OTHOIICHUIO K MOHUCKY
KOJUIH3HIL.

4 19-10

Brounsie udper. Crargapter DES,
GOST1989. Tlorounele  mHUQPEIL.
Crangapt AS.

4 |11-12

Petitunr-
KOHTPOJIb Ne2

AcuMMeTpUyHas
Knaccer
CJI0’KHOCTH.
MaTeMaTHYeCKUX 3ajad.

KpUnTorpadus.
ANTOPUTMHYECKOH
C10XHOCTB

4 |13-14

3anaun (baxTopuzanuu u
OUCKpeTHOTo sorapupma. DyHKIHA
Oiinepa. RSA. DneKTpoHHAs
TIOJIITHCh.

4 |15-16

Kpunrorpaduueckue HPOTOKOJIBL.
IIpoTOKOJI AaHOHMMHBIX BBIYUCICHHM.
CxeMmsbl pasneneHus CeKpeTa.
Kpunrorpadust Ha 3/UIMOTHYECKUX
KPUBBIX

4 |17-18

Peittunr-
KOHTpOJIb Ne3

Bcero 3a 4 cemectp:

36

36

36

3auer

1

Uuctere mmdpsl. Hudper Bikenepa
u Bepnama.

5 | 1-2

2

puamun Kepkxoddea.

5 | 34

Xem - ¢yskoun. Xem - QyHKInu,
yCTOW4MBbIE B CJIA0OM W CHJIBHOM
CMBbICIIE TI0 OTHOIICHUIO K MOHUCKY
koyumm3uit.  Ilapamokc o ;mHAX
POXIICHHUS

PeiiTunr-
KOHTpoJtb Nel




4 biounsie udper. 5 7-8 4 4 9
5 Cranmapr GOSTI1989. Ilotounsle 5 |9-10| 4 4 9
um¢psl. Cranmapr AS.
6 CnoXXHOCTh MaTEMaTHYECKHX 3ajau. 5 |11-12] 4 4 9 Pevitunr-
KOHTpOJIb Ne2
7 [Ipob6memsr CUMMETPHYHOMN )
KpUIITOTpaQHH. 5 [13-14 4 4 9
8 Cranpaptel DES 5 |15-16| 4 4 9
9 OnHocTOpOHHHE QYHKIIMU 5 [17-18 4 4 9 Petitunr-
KOHTpOJIb Ne3
Bcero 3a 5 cemectp: 180 36 36 81 Ix3ameH(27)
1 Kpunrorpaduueckue npoToKOIbI. 6 1-2 4 4 1
2 IIpoTOKON aHOHUMHBIX BBIYMCICHUI. 6 3-4 4 4 1
3 Kpurnrorpadust Ha 3UIMOTHYECKUX Peiitunr-
KPHBBIX 6 156 4 4 ! KOHTpOsb Nel
4 DNeKTPOHHAs IOJIIHUCH. 3] 7-8 4 4 1
5 Oynxkuust Ditnepa. RSA. 6 |9-10| 4 4 1
6 3agaun (hakTopU3aUU " PeiiTunr-
JTIUCKPETHOTO Jiorapudma. 6 |11-121 4 4 1 KOHTPOJIb Ne2
7 CxeMbl pa3JesieHus CEKpeTa 6 |13-14| 4 4 1
8 Hpuamwm Kepxxodcea 6 |[15-16] 4 4 1
9 Ipumepsr mmdppos. [udp Llesaps, Peittunr-
Honu6ust 6 |17-18 4 4 . KOHTpOJIb Ne3
Bcero 3a 6 cemecTp 108 36 36 9 Ik3ameH(27)
Hanuuue B nucuuminne KII/KP Ectb(5)
Hroro no nucuunainxe 3auer
Ix3ameH(27)
396 108 108 126 KypcoBasn
padorta
Jx3ameH(27)

Conepﬂcaﬂue JEeKIMOHHBIX 3aHATHI M0 JTUCHUILJINHE

Tembl Jexkunii 4 cemectp:
Paznen 1. Beenenue. Cranaaptsl ¥ GyHKIMHU KpunTorpaduu

Tema 1. Bseoenue. OcrnosHuvle 3a0auu kpunmonozuu. Kpunmoepagus u kpunmoepaghuueckuti
ananus. OcHOBHBIe 3amaud kpunrtorpaguu: ObecriedeHne KOHOUAECHIMATBHOCTH JIaHHBIX
(mpenoTBpallleHne HECAHKIMOHWPOBAHHOIO JOCTyNna K JaHHbIM). OOecnedeHue IeIOCTHOCTH
JAHHBIX— TapaHTUX TOTO, YTO IMpH Meperadye WM XpaHEHUHU JaHHble He ObUIM MOAM(PULIUPOBAHBI
M0JIb30BaTEJIEM, HE UMEIOIIMM Ha 3TO IpaBa. ObecrneueHue ayTeHTU(UKALUH.

Tema 2. Omkpvimulli U 3aKpulmbli MEKCMbyl, KII0Y, OCHOGHblE CE0UCMEa QYHKYUU
wugposanus u Odewugposanus. OCHOBHOM 1enbio npumeHeHus: SSL cepTudukaToB sBISETCA
mudpoBaHue NaHHBIX, IEpelaBaéMbIX Ha CepBep OT KIMEHTa M KIUEeHTy OT cepsepa. s
oOecrieyeHnss 0€30MMACHOCTH TaKOTO COENWHEHHSI COBPEMEHHBIE Opay3ephbl HCIOJB3YIOT alTOPUTM
TLS, ocHoBanHbli Ha ceptudukarax ¢opmara X.509. JlaHHBIA aNrOpUTM NPUMEHSET
acCUMeTpU4HOe MHudpoBaHHe, YTOOBI CO3/1aTh KU CECCHH ISl CHMMEPTHUYHOrO MIHM(GPOBAHUS.
[Tocnennee wucmonb3yercss HEMOCPEJACTBEHHO JUISL Mepelaud JaHHBIX I0Ce YCTaHOBIJICHUS
3alIUIIEHHOTO COCTNHEHNSI.

Tema 3. Cummempuunvie wugpoi. I pynnvl noOcmanosok u nepecmanogok. Yucmuvie wugpoi.
Hlugper Buscenepa u Bepnama. VI3yunTh anropuTMbl CHMMETPUYHOTO MK(poBaHUs UHPOPMAIMH
DES u I'OCT 28147-89. I103HaKOMUTBCSI C KPUTEPUSMHU OLIEHKH CBOWCTB JIABHUHHOTO 3(deKTa.
Crangaptsl U1 QyHKIMU KpUnTorpabuu
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Tema 4. Oonopaszoswiti 6noknom. Teopema I[llennona 06 abconomuo cmouxom uiugpe..
IIpobnemvr  cummempuunoti  kpunmoepaguu. 1lludp Bepuama (aura. Vernam  cipher) —
cucTeMa CMMMETpUYHOro ImmdpoBanusi, nzodperéunas B 1917 rony ['mnbeprom Bepuamom Iudp
ABIISIETCS. PA3HOBUAHOCTHIO KPUIITOCUCTEMBI OJIHOPA30BbIX OJIOKHOTOB. B HEM ncnonb3yercs OyeBa
byHKIMS  «uckmovaromee  wim». ludp Beprama sBOsSeTCs NPUMEPOM  CHCTEMBI  C
a0COJIIOTHOM KpUNTOrpaduieckoil cToikocThio. [Ipn 3TOM OH cuuTaeTcs OJHOH M3 MPOCTEHUIIUX
KPUTITOCUCTEM

Tema 5. Xew - ¢hynkyuu. Xew - ¢pynxyuu, ycmouuugvle 8 ciabom u CUIbHOM CMbICIE NO
omHoulenuto K noucky xoaausuti. VI3yunts npunuunsl pabotel «Crypton Wordy», «Crypton Excely,
MOHATH MpoUenypbl WHUGPOBAHUS/ISMINPPOBAHUS  AIEKTPOHHBIX JIOKYMEHTOB, IOCTaHOBKHU
anekTpoHHOH 1HdpoBoit moamucu (DLIIT): 1. [Ipoeputs Hammume kimoya Novex Stealth B mopte
LPT na 3agHeli maHenu cCHCTEMHOTro 0Jioka. BeImomHUTh HacTpoiKy smydsitopa Crypton 2. OTKPBITH
nporpammy MS Word. 3. Co3ngarh HOBBI 3JIEKTPOHHBIM JOKYMEHT WM OTKPBITH JIFOOOH
uMerommiics. Co3nate 3amMIIEHHBINA TOKyMeHT U mocTaBuTh DILII1. 4. O3nakomuThes ¢ padboroit [10
mactep Kioued mudpoBanus S. O3HAKOMHUTBCS C TPOTPaMMON TECTUPOBAHUS (YHKUIUH
npunoxenus Crypton API 6. IToayunTts HaBbiku paboThl ¢ Crypton Disk

Paznen 2. Buabl mudpoBanusi ¥ NPOTOKOJI0B.

Tema 1. Brounvie lugpovi. Cmanoapmer DES, GOSTI1989. Ilomounvie wiugpoi. Cmanoapm
AS5. V3yuuTth U peanu3oBaTh peKUMbl pabOTHl OJIOYHBIX MHU(POB M CXEMBI KPATHOTO MIHU(PPOBAHUSL
JUIE CUMMETpHUYHBIX anroputMmoB mmdposanus DES u 'OCT28147-89. Pexumamu mudpoBaHus
HA3bIBAIOT PA3JIMYHBIE AITOPUTMBI 00paOOTKHU JaHHBIX, IOCTPOCHHBIE HA OCHOBE 0a30BOTO peKuMa
ECB. Kpunrorpaduueckass CTOMKOCTh 3THX alTOPUTMOB ONPEICISETCS B OCHOBHOM CTOMKOCTBIO
6a3oBoro pexuma. OnHako, OCOOEHHOCTH pa3IMYHBIX PEKUMOB IIH(POBAHUS IO3BOJIIOT
UCTIOJIB30BaTh OJOYHBIN MH(P AJIS peIIeHUs pa3IMyHBIX KPUITOTpapHUECKUX 3a1a4

Tema 2. Acummempuunas xpunmoepagus. Knaccol aneopummuyeckou CLOMCHOCHU.
Cnoocnocms mamemamuveckux 3aday. VI3yuyuTb MaTeMaTHUYECKUE OCHOBBI KpPUITOrpapUUECKUX
METOJIOB 3alluThl HHGOpPMAIMU; OCHOBHBIE AaJNTOPUTMBI CHMMETPUYHOTO U ACHUMMETPHYHOTO
mdpoBaHus TaHHBIX; OCHOBBI OPTaHU3AIUH CTPYKTYPBI KPHIITOCUCTEM

Tema 3. Kpunmocpaghuueckue npomokonwvl. Ilpomoxon amnonummuvix eviyucieruu. Cxemvl
pasoenenus cexkpema. Kpunmoepagua mna onrunmuueckux Kpuewvix. Kpunrorpapuyeckuit
nporoko: (anra. Cryptographic  protocol) — 3710  aOCTpakTHBIH WM  KOHKPETHBIH MIPOTOKO,
BKJIIOUYAIOLIUI HAO0Op KpUnrorpapuueckux aaroputMoB. B ocHOBe IpoTokosia JeKUT Habop MpaBuil,
pErIaMeHTUPYIONUX HCIIOJIb30BaHHE KpHUNTOrpauyeckux mpeodpa3oBaHU U aJrOpUTMOB B
MH(OPMaLMOHHBIX MTpolieccax. OYHKIUU, BUJIBI.

TeMbl Jekuu S cemecTp:
Pa3nen 1. Cranpaprhl 1 QyHKIMH KpunTorpaduun

Tema 1. Yucmolre wughpol. [lugpor Busicenepa u Bepnama. ndp Bmwxkenepa (¢p. Chiffre de
Vigenére) — wmeron mnonuandaBUTHOrO mMppoBaHus OYKBEHHOTO TEKCTa C HCIOIb30BAaHUEM
KIIFOYEBOr0 CJIOBa. DTOT METOJ sBIsETCS NpocToi (opmoit MHoroandasutHoil 3amensl. [Hudp
Buxenepa uzobperasicss MHOrokpaTHo. Briepsbie 3ToT Meroa onucan JlxoBanu barrucra bemnaco
(utan. Giovan Battista Bellaso) B xuure La cifra del. Sig. Giovan Battista Bellaso B 1553 romy
onHako B XIX Beke momyunn ums brneza Buxkenepa, ¢panirysckoro auriomara. MeTos npoct amis
MOHWMAaHHMS U PEaIM3alid, OH SBISIETCS HEAOCTYITHBIM /ISl IPOCTHIX METOOB KPHUITTOAHAIH3a. XOTS
mudp JEerko MOHATh W PeaJu30BaTh, HA MPOTSDKEHHMH TPEX CTOJIETHH OH MPOTHUBOCTOSUT BCEM
MIOTBITKAM €0 CJIOMaTh; 4yeM | 3apadotan ums le chiffre indéchiffrable (bp. nepazeadannviii wugp).
MHorue 101U MbITAIMCh Pean30BaTh CXeMBbI MHU(POBAHUS, KOTOPHIE MO CYTH ABISUIUCH MIUPpPaMU
Buxenepa.

Tema 2. Ipunyun Kepkxoghghca. [Tphaxnun Kepkrohdca — paBUIIO
pa3paboTKu KpUNTOrpaUIECKUX CUCTEM, COIVIACHO KOTOPOMY B 3aCEKPEYEHHOM BUJE JAEPKHUTCA
TOJILKO OIpeNeNIEHHBI HAOOp MapaMeTpoB ajlrOpuTMa, Ha3bIBAEMbIHM KIIIOUOM, a caM aJrOpUTM


https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/1917_%D0%B3%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D1%80%D0%BD%D0%B0%D0%BC,_%D0%93%D0%B8%D0%BB%D0%B1%D0%B5%D1%80%D1%82
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D0%BB%D1%8E%D1%87%D0%B0%D1%8E%D1%89%D0%B5%D0%B5_%D0%B8%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D1%82%D0%BE%D0%B9%D0%BA%D0%BE%D1%81%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%82%D0%B0%D0%BB%D1%8C%D1%8F%D0%BD%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%92%D0%B8%D0%B6%D0%B5%D0%BD%D0%B5%D1%80,_%D0%91%D0%BB%D0%B5%D0%B7
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
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mudpoBaHus TOHKEH OBITH OTKPBITHIM. J[pyrUMH CIIOBaMH, MPU OIIEHKE HaJE&KHOCTH MHU(POBAHUS
HEO0OXO0UMO MpeArnoiaraTb, YTO MPOTUBHUK 3HAeT 00 HMCMHOJb3yeMoW cucteme MmudpoBaHUs BCE,
KpoMe npuMeHsieMbIX Kirouei. [lnpoko npumensiercss B kpunrorpaduu. BriepBble JaHHBIN NPHUHINT
chopmynuporan B XIX Beke roymanackuit kpunrorpad Orroct Kepkroddce

Tema 3. Xew - pynxkyuu. Xews - @pynxyuu, ycmouuugvle 8 ciabomM U CUTLHOM CMbICIE NO
OomHoOweHUuro K noucky koanuzutl. Ilapadokc o OHAX pooicoenus. VI3yuyuTh OpUHUUIBL PabOTHI
«Crypton Word», «Crypton Excel», moHsTh nporenypsl mudpoBanus/aemudpoBaHus JIEKTPOHHBIX
JIOKYMEHTOB, IMTOCTAHOBKH 3JIeKTpOoHHOU ItudpoBoit nmoamucu (DLII): 1. [IpoBepuTh HamMuue Kiro4a
Novex Stealth B mopre LPT na 3aaHeli maHenw CHUCTEMHOro OJOKa. BBIMONHUTH HACTPOMKY
smyssitopa Crypton 2. OtkpseiTh iporpammy MS Word. 3. Co3aath HOBBIN 3JIEKTPOHHBIN JOKYMEHT
WIA OTKpBITH JI000H wumeromuiics. Co3naTh 3alMIIEHHBIA JOKyMeHT W moctaBuTh OLIIL. 4.
O3znakomutbes ¢ pabotoir 10 macrep kimrouerr mudpoBanus 5. O3HAKOMHUTBCS C TPOrPAMMOMN
tectupoBanus pynkuuit npuinoxxkenust Crypton API 6. [Tomyunts HaBbeiku padotsl ¢ Crypton Disk

Tema 4. Dnexmpounnas noonuco. VI3yunts npunnumnbsl padbotel «Crypton Word», «Crypton
Excel», monate npoueaypsl muppoBaHus/aemn(poBaHus 3IEKTPOHHBIX JOKYMEHTOB, TIOCTAHOBKU
anexktpoHHoU nudposoi noamucu (DLII): 1. IIpoBeputs Hanmume kmroda Novex Stealth B mopte
LPT Ha 3anHell naHenu cucteMHOro 6yoka. BeimoaHuTs HacTpoiiky smyssitopa Crypton 2. OTKpbITh
nporpammy MS Word. 3. Co3garb HOBBIA D3IEKTPOHHBIM JOKYMEHT WM OTKPBITH JIHOOOM
umerouuiics. Co3aarp 3alMIIEHHBIA JOKYMEHT U nioctaBuTh DLIII. 4. O3HakoMuthes ¢ padotoit [10
MacTep kitoued mm@poBaHus 5. O3HAKOMHTBCS C MPOTPaMMON TECTHUPOBaHUS (YHKIUN
npuioxenus: Crypton API 6. [ToryunTs HaBbIKH paboTs! ¢ Crypton Disk

Tema 5. @yuxkyus Oiinepa. RSA. TlonydyeHuwe HaBBIKOB cO3[JaHUS 3alIM(POBAHHOTO
COO0O0ILIeHUs] TPU TOMOLIH ajiropuTMa mudposanus RSA

Pasnen 2. Buabl mmdpoBanus 1 NpOTOKOJIOB.

Tema 1. IIpobnemvl CUMMEMPUYHOT Kpunmozpaguu. CuMMeTpUUYHbIe
KPHUIITOCHCTEMBI (TAK)KE CHMMETPUYHOE IH(POBaHUE, CAMMETpHUHbIe mudpbl) (aHri. symmetric-
key algorithm) — croco6 i poBaHus, B KOTOPOM

Uit mrdpoBaHus U qemupoBaHIs IPUMEHSIETCST OJUH W TOT K€ Kpurnrorpadudeckuid kimod. J{o
M300peTeHNs CXeMbl ACUMMETPHUYHOTO IMH(POBAHUS €IMHCTBEHHBIM CYIIECTBOBABIIUM CIOCOOOM
SBJISUIOCH CUMMeTpuyHOe mudpoBanue. Kirod anroputMa MOJDKEH COXpPAaHATHCS B TallHE 00EHMMH
CTOpPOHAaMH, JOJDKHBI OCYILIECTBISATHCSA MEphl IO 3alUTe JOCTyHa K KaHaly, Ha BCEM IyTH
CJICAOBaHUA KpPUIITOTpaMMbl, HJIM CTOPOHAMM B3&I/IMOI[CI710TBI/I$I MoCcpcaACTBOM KpI/IHTOO6’B€KTOB,
COOOIIIeHUH, eclTM JaHHBIA KaHal B3auMozeicTBus oA rpudom "He 1t uCcronb30BaHus TPETbUMU
munaMu". AnroputM mudpoBaHus BRIOUpAETCs CTOPOHAMU J0 Hayaia 0OMeHa COOOIICHUSIMU.

Tema 2. Cummempuunas Kpunmozpagus. CUMMETpUYHAas
Kkpuntorpadus (MM KpunTorpaguyeckue CUCTEMbl ¢ OTKPBITBIM KIIFOUYOM) - KpunTorpaduyeckas
cXema, byHKIMK KOTOpOM 3aKJIF0YAI0TCA B o0ecrieyeHun
BO3MOXKHOCTH IIM(POBAHUSI U/UITU DJIEKTPOHHOM uppoBoi MTOATINCH, pu KOTOpOH

OJIUH KJItOY (OTKPBITBIM) HCHOIB3yeTcs i IH(POBaHUSA COOOIIEHHUS WM IMPOBEPKH IHU(PPOBOI
MOJIKCH, a BTOPOW (3aKPBITHIMA, HA3bIBAEMBI TaKXKe CEKPETHBIM) KIIFOY HCIOJB3YeTCs IS
pacudpoBaHus cOOOIIEHUH 1 s co3aaHus udpoBoit nmoanucu. CeKpeTHbIH U OTKPBITHIM KITIOUU
MoJlyyaTessi  CBA3aHbl MEXKAY CoOOI OAHOHANpaBlIeHHON (yHKUMEH TakuM  00pa3oM, 4YTO
BBIYUCIICHHE OTKPBITOrO KJII0Ya M3 CEKPETHOTO OCYIIECTBIIAETCS 3a MOJIMHOMHAIBHOE BpeMs, a
BBIUUCIICHHE CEKPETHOTO KJIF0Ya IO M3BECTHOMY OTKPBITOMY SIBIISIETCS BBIYMCIUTEIHEHO CIIOXKHOMN
3agaueil. B nanHbIil pazgen kpunrorpaguu 0ObIYHO BKIIOYAIOT U AITOPUTMbI OOMEHA KIIIOYaMH, TaK
KaK OHM OCHOBBIBAIOTCS Ha TEX )K€ MATEMAaTHYECKUX MPUHIHIIAX. V3ydnTh MaTeMaTHUYECKHUE OCHOBBI
KPUNTOrpaUUecCKNX METOJ0B 3allUThl WH(POpPMALMU; OCHOBHBIE AJITOPUTMbI CHMMETPUYHOTO U
ACHMMETPUYHOTO MHU(GPOBAHKS JTAaHHBIX; OCHOBBI OPTaHU3AIMH CTPYKTYPbI KPUTITOCUCTEM

Tema 3. Cmanoapmer DES. DES (anrn. Data Encryption Standard) — anroput™m s
cuMMeTpuyHoro mugpoBanus, pazpadotanHbiii pupmoit IBM u yTBepkKIEHHBIN NMPaBUTEIHCTBOM
CIIOA B 1977 rony xak odwurmanbHbiii cranaapt (FIPS 46-3). B ocHoBe anroputma JIGKHT CETh


https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81_%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%BC_%D0%BA%D0%BB%D1%8E%D1%87%D0%BE%D0%BC
http://cryptowiki.net/index.php?title=%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
http://cryptowiki.net/index.php?title=%D0%A6%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
http://cryptowiki.net/index.php?title=%D0%9A%D0%BB%D1%8E%D1%87%D0%B8_%D0%B2_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%B8
http://cryptowiki.net/index.php?title=%D0%9E%D0%B4%D0%BD%D0%BE%D0%BD%D0%B0%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
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Oeiicrens ¢ 16 nuknamu (payHIaMu) ¥ KIFOYOM, UMEIOMINM IIUHY 56 6ut. Pasmep kmoua: 56 our +
8 mpoBepouHbIX. Pa3zmep 610ka: 64 6ut. Tum: Cets Detictens. Yucno paynnos: 16

TeMmbl Jekuuni 6 cemecTp:
Pasneua 1. Beenenue. Ctannaprel 4 pyHKuun Kpunrorpagumn

Tema 1. Kpunmoepaguueckue npomoxonvl. Kpunrorpadpuyeckuii MpOTOKOJ (aHTIL.
Cryptographic protocol) — 310 aOCTpakTHBIH WM KOHKPETHBIM MPOTOKOJ, BKIIFOYAFOIIUI
HaOOp KpUnrorpapuyecKux aaropuTMOB. B OCHOBE IIPOTOKOJIA JIEKHUT Habop MIpaBuI,
PETIaMEHTHPYIOMIUX — HMCIOIh30BAHUE KPUIITOTPAPUIECCKIX TPEOOpa3OoBaHUl W aTOPUTMOB B
MH(OPMALIMOHHBIX MPOIIECCaX.

Tema 2. IIpomoxon anonumnvix eviuucinenuu. SSL (anri. Secure Sockets Layer — ypoBeHb
3aIIUIIEHHBIX COKETOB) — KPUITOrpaUUECKHii  MPOTOKOJ, KOTOPBIA  MOApasymMeBaeT —Oosee
6e3omacHyo cBs3b. OH UCTONB3YeT ACHMMETPUYHYIO KPUITOTpa(HIo A ayTeHTU(DUKALUHN KITF0Ueit
oOMeHa, cUMMeTpHUYHOe IHU(GpOBaHUE Ui  COXPAHEHHUS  KOH(MUICHIMAIBHOCTH,  KOJbI
ayTeHTU(UKAMKA COOOIIEHUHN ISl 1EIOCTHOCTU cooOmeHuit. [IpoToKon MMUPOKO HCIOIB30BAICS
JUIs 0OMEHa MTHOBEHHBIMH COOOIICHHSAMH M Iiepemadn rosoca depes IP (anri. Voice over IP —
VoIP) B Takmx NPWIOKEHUAX, Kak JICKTpOHHas TmouTa, mHTEepHEeT-pakc u np. B 2014 romy
npaButenscTBO CIIA cooOmmio o0 ysS3BUMOCTH B TEKYyIIEW BEpCUU HpOTOKOJ‘Ia[l]. SSL pgomxken
ObITh HCKIIOUEH u3 paborel B moib3y TLS (cm. CVE-2014-3566). SSL u3HauaipHO pa3paboTaH
kommanueii Netscape  Communications s mo6aBnenus  nporokona HTTPS B cBoit  BeO-
opaysep Netscape Navigator. BrocienctBuu Ha ocHoBaHuM mpoTokona SSL 3.0 Obut pa3paboran u
npusst cranaapt RFC, nonyuuBmmii ums TLS.

Tema 3. Kpunmoecpagusa na sarunmuyeckux Kpuebix. DIUTMNTHYECKAs KpuUOTOrpapus —
pazzen kpuntorpadguu, KOTOPBIM H3y4aeT aCUMMETPUYHBbIE KPUOTOCHUCTEMBI, OCHOBAaHHBIC
Ha DJUIMIITUYECKUX ~ KPUBBIX HAJ KOHEYHBIMU TMOJSIMH. ... VICIIONB30BaHUE SJUTHIITHYCCKUX
KPUBBIX JJI1 CO3JaHUsl KPUITOCUCTEM OBbLIO HE3aBUCHMO JApYr OT Jpyra mpemioxkeHo Hunom
KoGmmem u Bukropom Mumiepom B 1985 rony.

Tema 4. 3adauu  paxkmopuzayuu u  Ouckpemnoeo  nozapugma. JuckperHoe
norapupmupoBanne (DLOG) — 3amaua oOparieHdss (QYHKIMA B HEKOTOPOH  KOHEYHOM
MYyIbTUIUIMKATUBHOW Tpymme. Haumbonee dwacto 3amauy JUCKPETHOTO —JIOTapu(pMUpPOBaHUS
paccMaTpuBalOT B MYJITHILUTUKATHBHON TPYIINE KOJbIA BBYETOB MM KOHEYHOTO TOJS, a TAaKKe B
Tpynne TOYEK DJUIUNTUYECKOW KPUBOM HaJl KOHEYHBIM ToJieM. D(QPEKTUBHBIE aITOPUTMBI IS
pENIeHHS 3a/1a49¥ TUCKPETHOTO JIorapu(GMUpPOBaHUS B OOIIEM CITydac HEU3BECTHEI.

Tema 5. Cxemvl  pasdenenusi  cekpema. Cxema  pasgeneHuss  cekperta -
KpunTorpaduueckas cxema, TO3BOJISIONIAS PA3JICIUTh CEKPET MEXKIY YYaCTHUKAMHU TPYIIIbI, TpH
9TOM  KaXIblii  yYaCTHUK  TOJy4aeT  JIOJIIO CeKpeTa, a  HCXOJHBIM CeKpeT CTUPAETCS.
BoccoznaTe cekpeT MOKET onpezieNieHHAss KOATUIHS YIaCTHHKOB

Paznes 2. Buabl mudgpoBanus U NpoTOKOJIOB.

Tema 1. Ipunyun Kepkxoghghca. [paHmn Kepkroddca — IIPaBHIIO
pa3paboTKy KpUNTOrpapUuecKux CUCTEM, COTJIACHO KOTOPOMY B 3aCEKPEYEHHOM BHUJE JAEPKHUTCA
TOJIbKO OIpeNeN€HHBI HAOOp MapaMeTpoB ajlrOpuUTMa, Ha3bIBAEMBbIM KIIIOUOM, a caM aJIrOpUTM
MU(PPOBaHUS TOJKEH ObITh OTKPBITHIM. JIpyrumMu cioBaMHu, IpU OLIEHKE HAAEKHOCTH IIH(PPOBaHUS
HE00X0IMMO MpearosaraTb, 4YTo NMPOTUBHUK 3HAeT 00 MCHOJIb3yeMOH cucteMe Iu(ppoBaHUS BCE,
KpoMme npumeHsiembix kintouel. [llupoko nmpumensiercs B kpunrorpaduu. BriepBbie JaHHBIN TPUHLINTT
chopmynuposan B XIX Beke royutanackuii kpunrorpad Orroct Kepkroggce

Tema 2. Ilpumepovl wugpos. [lugp Lezaps, Ioaubus. Uludp Llesaps -- 310 BUA mudpa
MOJICTAHOBKH, B KOTOPOM Ka)/Iblii CUMBOJI B OTKPBITOM TEKCTE 3aMEHsIeTCsl OyKBOM, HaXoIs1IIencs Ha
HEKOTOPOE MOCTOSTHHOE YKCIIO MO3UIINM JieBee Ui Mpasee Hero B andasure. Hanpumep, B mudpe co
casuroM 3, A Obuna Obl 3ameHeHa Ha I, b craner I, u Tak nanee. llugp Ha3BaH B 4eCTh PUMCKOTO
umneparopa ['as FOmus Lle3aps, ucmnonb3oBaBIIEro €ro Ajs CEKPETHOW IMEpenucKH CO CBOMMU
redepanamu. lllar mumdpoBanus, BeimonHsembld mmdpom Lle3aps, yacTo BKIIOYaeTcs Kak 4acTh


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D1%8C_%D0%A4%D0%B5%D0%B9%D1%81%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%BE%D0%BA%D0%B5%D1%82_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D1%8B%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/IP
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/VoIP
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/SSL#cite_note-1
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/Netscape_Communications
https://ru.wikipedia.org/wiki/HTTPS
https://ru.wikipedia.org/wiki/Netscape_Navigator
https://ru.wikipedia.org/wiki/RFC#%D0%A1%D0%BE%D0%B4%D0%B5%D1%80%D0%B6%D0%B8%D0%BC%D0%BE%D0%B5_RFC
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%80%D0%B0%D1%82%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D1%83%D0%BF%D0%BF%D0%B0_(%D0%BC%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0_%D0%BA%D0%BE%D0%BB%D1%8C%D1%86%D0%B0_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BB%D1%8C%D1%86%D0%BE_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%BB%D0%B8%D0%BF%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D0%BA%D1%80%D0%B8%D0%B2%D0%B0%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
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OoJiee CIOXKHBIX CXeM, TaKuX Kak mudp BrxkeHepa, u Bce elle MMeeT COBPEMEHHOE MPHIIOKECHUE B
cucreMe ROT13. Kak u Bce MonoandasutHbie mudpsel, mudp Lle3aps merko B3maMbIBaeTCs U HE
UMEET NMPAKTUYCCKU HUKAKOTO IPUMEHEHUS Ha MPAKTHKE.

COL[ep)Ka}me J'Iaﬁ()paToprIX 3aHSATHH 10 AU CIMILIAHE

Tembl J1a0opaToOpHBIX padoT 4 cemecTp:
Jlabopamopnasa pavoma Nel. Tema 1: Accumempuunas kpunmozpagus.
Jlabopamopnas paboma Ne2. Tema 2: @ynxkyuu Iitrepa. RSA.
Jlabopamopnasa pavoma Ne3. Tema 3: Cmanoapmot DES.
Jlabopamopnas paooma Ned. Tema 4: brounvie wiughpor.

Tembl J1a0opaTOpHBIX padoT S cemecTp:
Jlabopamopnasa pavoma Nel. Tema 1: IHTughp Ilezapsa.
Jabopamopunan  paboma Ne2. Tema 2: Ilugposanue paiinos. Hemvipe
Kpunmonpumumuea.
Jlabopamopuas paboma Ne3. Tema 3: Muozopaynooeoe wiugposanue.
Jlabopamopnasa paboma Ned. Tema 4: Kpunmozpagpuueckue mecmut (NIST).

TeMmbl 1a00paTOpHBIX padoT 6 cemecTp:
Pa3nen 1. Nenepanus kiao4vei.
Jabopamopuas paboma Nel. Tema 1: Xou-pynkuun. Inekmponnas noonuce.
Jlabopamopnaa  paboma  No2. Tema 2: T'enepamop ncegooCnyuaiHvlX
nocnedosamenbHocmelil.
Jlabopamopuas paboma Ne3. Tema 3: I'enepauusn knroueil.
Jlabopamopnas paboma Ned. Tema 4: Apugpmemuka ¢ OnunHbIMU YeTbIMU.

5. OHEHOYHBIE CPEJACTBA /UIA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MPOMEXYTOYHOM ATTECTALIAU 110 UTOI'AM OCBOEHUS TUCIIATLINHBI
U YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSTEJIbBHOM PABOTHI
CTYJAEHTOB
5.1. Tekyumuii KOHTPOJIb yCIIeBaeMOCTH
Bonpoce! peiiTuHr-kouTpoas Nel nis cemecrpa 4:
e OcHoBHBIE 3371241 Kpunrorpadguu u kpuntoananusa. [lonstue kpunronpeodpazoBanus. Kparkas
CIIPaBKa MO UCTOPUU BOSHUKHOBEHMS U Pa3BUTHUS, 1 COBPEMEHHOMY KpUIITOTrpaduu.
o [loHsiTHE HECUMMETPUN MATEMATUYECKUX ONEPALNNA U TPYAOEMKOCTb 3JIEMEHTAPHBIX
MaTEMaTUYECKUX ONEpaLui.
e [loHsATHE KPUNITOCHCTEMBI.
e THUIIBI KPUIITOCUCTEM.
e Kpunrocucremsl ¢ OTKPHITHIM KIHOYOM

Bonpocs! peiiTHHI-KOHTPOIsA Ne2 11 cemecTpa 4:
OCHOBHBIE MAaTEMAaTUYECKHE MTOHATHSA 11 KOHEYHOTO T10JIs, XapaKTepUCTUKA MOJIS.
Bo3MOKHOCTE TOCTPOEHUSI KOHEYHOTO MOJISl C HEOOXOIMMBIM YHCIIOM 3JIEMEHTOB.
MynbTHIUIMKATUBHAS TPYIINa KOHeUHOTO ToJist. O6pa3zytomue. JucKpeTHbIN Jorapudm
[Topsimok MHOTOUJIEHA HAJl KOHEYHBIM ITOJIEM.
KoHCTpyKIIMs KOHEYHOTO TOJIS U3 PN DJIEMEHTOB.
[IceBnocmyuaiiHble Mocae10BaTeIbHOCTH U UX IPUMEHEHUE B KpUNTOrpaduH.
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Bonpocs! peiiTuHr-koHTpOasA Ne3 niist cemecrpa 4:
o [lceBmociyuaiiHble OCIEAOBATEIHHOCTH M UX MPUMEHEHUE B KPUIITOTpau.
e Anre0pa nmocieaoBaTeIbHOCTEH Ha/l KOHCYHBIM MOJIEM.
e JluHeliHbIe peKyppEHTHBIC MTOCIIEI0BATEILHOCTH Ha/l KOHCYHBIM TTOJIEM.
e AHHYJIUPYIOIIHE MHOTOUYJICHBI.
e Peructp casura.
e DKCHOHEHIHUAIbHBIN OTKPBITHIA KITOY.

Bomnpocel peiiTunr-kouTposs Nel qiis cemecrpa S:
e (CBoiicTBa pelIeHU JIUHEHHOTO PEKYPPEHTHOTO YpaBHEHUS.
e CyMMBI ¢ XapaKTepamH.
e MakcuManbHble JIMHEHHbIE PEKYPPEHTHBIE [10CIIEJOBATEILHOCTH KaK I1CEB/IOCTyYaliHble
MOCIIE0BATEIHLHOCTH.

Bonpocekl peidTuHr-KoHTpOJIs Ne2 i1 ceMecTpa S:
AHHYJIUPYIOIIKE MHOTOYJICHBI.
Peructp cnpura.
OKCIOHEHIIMATbHBIM OTKPBITHIN KIIFOY.
Brruncnenue quckpeTHoro jgorapudma.
UYucno nosisnennii HaO0poB (GUKCHPOBAHHOH JJIMHBI HA TIOJHOM IEPHOAE PEKYPPEHTHOM
MOCJIEI0BATEIBbHOCTH.

Bonpocekl peiiTunr-kouTposst Ne3 qJis cemecrpa S:
e JluckpeTHbIe OTOOPAKEHUS U MPU3HAKH XaOTUYHOCTH YHCIOBBIX PSIOB.
e Metoas! kpunTorpaduu Ha OCHOBE COPTHPOBKU JETEPMUHUPOBAHO-XAOTUYECKUX PSAIOB.
e Metozasl kpunTorpaduu Ha OCHOBE MaPHBIX CPABHEHHM YHCEIl B AETEPMUHUPOBAHO-XAOTUYECKUX
YHUCJIOBBIX pAaax.
e (Creranorpagusi.

Bonpocs! peiiTuHr-kouTposs Nel ais cemecrtpa 6:
e [lonsTue snexTpoHHOU oANHCH. HE00X0IMMOCTh IEKTPOHHON MOAMKUCH B KPUIITOCHCTEMAX C
OTKPBITBIM KIIIOUOM.
e Maremarnyeckasi TEOpHs TPYII KAK OCHOBA COBPEMEHHBIX KPUIITOCUCTEM.
e JlucKkpeTHble OTOOPAKEHUS M MPU3HAKH XaOTUYHOCTH YHCIIOBBIX PSIOB.
e AHHYJIUPYIOLIUE MHOTOWIEHBI.

Bonpocs! peiiTHHT-KOHTPOJIs1 Ne2 1715 ceMecTpa 6:
Anrebpa mociieIoBaTeIbHOCTEN Hal KOHEUHBIM TOJIEM.
JluHeiHble peKyppeHTHBIE IOCIEA0BATENbHOCTH HaJl KOHEUHBIM MOJIEM.
KoHcTpyKIKsS KOHEYHOTO MO U3 PN 3JIEMEHTOB.
CaolicTBa peleHu JTUHEHHOrO PEKypPPEHTHOIO ypaBHEHUSI.
CyMMBI ¢ XapakTepamH.
MakcuManbHble TMHEHHBIE PEKYPPEHTHBIE TIOCIIEI0BATEIBHOCTH KaK IICEBAOCITYYaiiHbIE
IIOCJIETI0BATEIbHOCTH.

Bonpocs! peiiTuHr-koHTpoas Ne3 nis cemecrpa 6:
e OILEHKH U KPUTEPUH CIOKHOCTH aITOPUTMOB KpUIITOTpaduu.
e KpunroaHaius u alropuTMHUUECKUE HEpa3peIIUMble TPOOIEMBI.
e OcoOeHHOCTH Xa0THUYECKUX CUCTEM.
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e BrruncieHue quCKpeTHOro jorapudma.
¢ UYucno nosiBiieHni HaOOPOB (PMKCHPOBAHHOM JITMHBI HA TIOTHOM MEPHOJIE PEKYPPEHTHOU
MIOCJIEI0BATEIbHOCTH.

5.2. IlpomeskyTOUHAsI aTTECTALMS 110 HTOTaM OCBOEHUS THCHMILINHBI

IIpumepHBbIi IepeYeHb BONPOCOB K 3a4eTy 4 ceMecTp
e OcHoBHble 337auu Kpuntorpadguu u kpuntoananusa. [lonstue kpunronpeodpazoBanus. Kparkas
CIIPaBKa MO UCTOPUU BOSHUKHOBCHHSI U PA3BUTHS, © COBPEMEHHOMY KPUIITOTpaduH.
e JloHsATHE HECUMMETPUHN MATEMATHYECKHUX ONEPALUI U TPYJIOEMKOCTh AJIEMEHTAPHBIX
MaTEMaTUYECKUX ONEPALIHi.
e [loHsATHE KPUNITOCUCTEMBI.
e TuIbl KpUITOCUCTEM.
e KpunrocucreMsl ¢ OTKPBITHIM KIHOYOM
o [lonsTue nekTpoHHON NoamUcH. HeoO0X0IMMOCTh IEKTPOHHON MOMUCH B KPUIITOCUCTEMAX C
OTKPBITHIM KIIFOUOM.
MaremaTnueckasi TeOpHs TPyl KAK OCHOBA COBPEMEHHBIX KPUIITOCUCTEM.
OCHOBHBIE MATEMAaTUYECKUE MTOHATUA 11 KOHEYHOTO MOJIs, XapaKTePUCTHUKA MOJIS.
CBoiicTBa pellICHUI JTUHEHHOTO PEKYPPEHTHOTO YPABHEHMUSI.
CyMMBI C XapakTepaMH.
MakcumanbHble TUHEHHBIE PEKYPPEHTHBIE [TOCIIEI0BATEIbHOCTH KaK IICEBAOCTyYaliHbIe
IIOCJIEI0BATEIbHOCTH.
JuckpeTHble 0TOOpaKEHUSI U IPU3HAKU XaOTUYHOCTH YHUCIOBBIX PSIOB.
AHHYJIUPYIOIIKE MHOTOYJICHBI.
AHHYJIUPYIOIIKE MHOTOYJICHBI.
Peructp cnpura.
OKCIOHEHIMATbHBIM OTKPBITHIN KIIFOU.
Brruncnenue quckpeTHoro jgorapudma.
Uucno nosiBneHnit HA00POB PUKCUPOBAHHOM JITMHBI Ha TTOJTHOM IEPUO/IE PEKYPPEHTHOMN
MOCJIEA0BATEIBHOCTH.

IIpuMepHBbIii IepedYeHb BONPOCOB K IK3aMeHYy S ceMecTp
e B03MOXHOCTb MOCTPOEHHSI KOHEYHOTO MOJISi C HEOOXOAUMBIM YHCIIOM 3JIEMEHTOB.
e MynbTUIUIMKAaTUBHAS IpyMa KoHeyHoro nois. O0pasytomue. J{uckpeTHblii Jorapudm
e ['pynmsl mepecTaHOBOK U MO/CTaHOBOK B kpuntorpaduu. [IBolictBeHHOCTh. Teopema o
COXPAaHEHUHU SHTPONHHU JUIsl IU(POB MOACTAHOBKU U MIEPECTAHOBKH.
Omnpenenenne kpuntorpadpuueckux cucreM no lllennony. [Ipumepsr mmdpos no LllenHony.
[Mudp Buxokenepa (I'ammuposanue). B3nom "'ammupoBanus.
[Mudp Bepnama. OgHopa3oBslii 0;10kHOT. Teopema 00 a0COIIOTHO CTONHKOM mndpe.
Kiaccsl ci1oxHOCTH alropuT™MOB U 3a1ad. [Ipumepsr.
OnHocTopoHHMHU (YHKIUU. 3a1auu-KaHIUIAThl B OJHOCTOPOHHUU (DYHKIIUH.
®yuknmu Dilsiepa u ee cBoiicTBa. Teopema Ditnepa u Teopema depma.
dakTopu3anys Lea0ro Yucia.
ITopsimox MHOTOWIEHA HaJl KOHEYHBIM IIOJIEM.
KoHCTpyKIIMsl KOHEYHOTO TOJIS U3 PN DJIEMEHTOB.
[IceBnociayyaitHble TOCIEA0BATENBHOCTH U UX IPUMEHEHUE B KpUIITOTpaduu.
Anrebpa mociie1oBaTeIbHOCTEH Ha/l KOHEUHBIM TTOJIEM.
JlunHeiiHble peKyppeHTHBIE OCIEA0BATEIHHOCTH HaJl KOHEUHBIM IOJIEM.
KoHcTpyKIKsS KOHEYHOTO MO U3 PN 3JIEMEHTOB.
[IceBaociayuaitHble TOCIEA0BATENBHOCTH U UX IPUMEHEHUE B KpUIITOTpaduu.
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Anrebpa mociie1oBaTeIbHOCTEH Ha/l KOHEUHBIM TTOJIEM.

JInHelHbIE peKypPEHTHBIE MTOCIIEN0BATEILHOCTH Ha/l KOHEUYHBIM II0JIEM.
AHHYJIMPYIOIIME MHOTOUJIEHBI.

Peructp cnBura.

OKCIOHEHIUAJIbHBIN OTKPBITHIN KIIIOU.

Brruncnenue nuckpeTHoro jgorapudma.

Yucno nosiBnennit HabopoB (HUKCHPOBAHHOH JJIMHBI HA TIOJTHOM IEPHOAE PEKYPPEHTHOM
IIOCJIEI0BATEIbHOCTH.

IIpumepHBbIii IepeyeHb BONPOCOB K IK3aMeHY 6 cemecTp

e (CBolicTBa pELICHUI IMHEHHOIO PEKYPPEHTHOIO YpaBHEHUS.

e CyMMBI ¢ XapaKTepamH.

e MaxkcuManbHbl€ JINHEHHbIE PEKYPPEHTHBIE I10CJIE0BATEILHOCTH KaK I1CEB/IOCTyYaliHbIe
IIOCJIEI0BATENBHOCTH.

e JluckperHble 0TOOpaKEHUSI U MPU3HAKU XaOTUYHOCTH YUCIIOBBIX PSAJIOB.

e Mero/bl KpUNTOrpa(uu Ha OCHOBE COPTUPOBKU JETEPMUHUPOBAHO-XAOTUYECKUX PAIOB.

e Mero/bl KpUNTOrpadguu Ha OCHOBE MAPHBIX CPABHEHUI YUCEN B IETEPMHUHUPOBAHO-XA0THUECKUX
YHCJIOBBIX pALaX.

Creranorpadus.

O1LeHKH U KPUTEPUHU CIIOKHOCTH aJITOPUTMOB KPUITOTpa(uH.

Kpunroananaus u anropuTMu4eckue Hepazpelmble pooieMbl.

OCOOEHHOCTH XaOTUYECKUX CUCTEM.

JuckperHbli torapudm B KoHeUHBIX ToJsIX. [Iporokon Juddu-Xemmmana.

Anroputm RSA.

DJeKTpOHHAs TOANKCH B ACCHMETPUYHBIX cXeMax H ee cBoicTBa. C xem GpyHKIusamMu u 6e3.
Xemr ¢pyHKIMH U BX cBolcTBa. Kpunrorpaduyeckue xem-QpyHKInu.

Kpunrorpaduyeckre mpoTOKOIIbI.

WuTepanonduys MHOrowieHamu. Teopema o CylecTBOBaHMHU U €JUHCTBEHHOCTH MHOTOUJICHA.
Cxema paznenenus cekpera Hlamupa.

e DOnekTpoHHble neHbIU. HeorcnexuBaemocts. Cxema Illayma-Ilenepcana.

e Crannaptel DES u I'OCT bnousbix muppoB. ApXUTEKTYpHBIN 1 CPABHUTEIILHBINA aHATIN3
mudpos.

e brounsle mudpsl. Pexxumsl paboT 0:104HBIX MIH(POB.

e JloTokoBbIE MIU(DPBHI.

e Kpunrorpapuueckue Mozenu 6e3onacHoctu. Mojiesnb CHMMETPUYHOTO MK (POBaHUS,
aCCUMETPUYHOTO U MoJienb [ones-o.

5.3. CamocTosiTe/IbHAsI padoTa 00y4AKOIIETOCS.

IIpuMepHbIe TeMbI KypcoBOii padoThl S5 ceMecTp

1. IIporpammHuas peanuzanus U(GpPOB 3aMEHBHI.

2. TlporpammHas peanu3anus mMK(pPOB NEPECTAHOBKH.

3. Tlporpammuas peanmm3arus mudpa [lretidepa.

4. Tlporpammuas peanuszanus mudpa Xusa.

5. Paszpabotka mudpa, OCHOBaHHOTO Ha KOMIO3UIMH MIH(pa 3aMEHbl U MEPECTAHOBKH, C OLEHKOMN
€ro KpUNTOCTOHKOCTH.

6. Amnanus kpunroctoiikoctr 6mo4ynbIX kpunrocuctem (I'OCT 28147-89, DES, IDEA, AES).
7. ANTOpUTM 3JIEKTPOHHOHN IIM(PPOBOI MOANMCH Ha OCHOBE PELICHUsI CUCTEMbI CPaBHEHHH.

8. AHamm3 METOZOB COKpAIIEHUs [UTHHBI AIEKTPOHHON IIH(PPOBOH MOATHCH.

9. ANropUTMBI KOJJIEKTUBHOM 3JIEKTPOHHOM HU(POBOI MOJIIHCH.

10. AnropUTMBI KOMIIO3UIIMOHHOM AJIEKTPOHHOU IIU(PPOBOH TTOATIHCH.
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11. CpaBHUTENBHBIN aHANINU3 COBPEMEHHBIX MPOTPAMMHBIX, TPOrPaMMHO-AIIAPATHBIX U allapaTHBIX
CpencTB KpunTorpadhuuecKon 3amuThl HHHOPMAITHH.

12. PazpaboTka cxeMbl KpHUNTOrpauyeckoro reHepaTropa, OCHOBAHHOTO Ha KOMOWHUPOBaHHU
LFSR-renepatopoB, ¢ OIEHKOH €ro KayecTBa.

13. Pa3paboTka cxeMbl KpUNTOrpauuecKkoro TeHepaTopa, OCHOBAHHOTO Ha KOMOMHHPOBAHHUH
KOHIPY?HTHBIX T'€HEPaTOPOB, C OLIEHKOH €ro KayecTna.

14. Onenka kayecTBa KpUNTOrpahuIecKux reHepaTopoB, OCHOBAHHBIX Ha anroputmax @uboHaqyyu.
15. Anroputmsl cienoii anexkTporHoi nudposoi noamucu. (CJIMBKA)

16. CpaBHUTENBHBIN aHAIN3 ATOPUTMOB (POPMUPOBAHUS XAII-(PYHKIUH.

17. CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

18. CpaBHUTENBHBINH aHAIN3 KPUNTOTPA(YUIECKUX IPOTOKOJIOB PACIIPEACIICHUS KITIOUYCH.

Bonipocs! u 3aaHus 1Jisi CAMOCTOATEIbHOI padoThI CTYAeHTOB 4 ceMecTp:
e Kaxkue 0CHOBHBIE MOJIeNTU IU(POBBIX aBTOMATOB UCIIOIB3YIOTCS B KpunTorpapuu?
e OcobenHoctd  (PyHKIMOHUPOBAHMS W B3aMMOJACHCTBHS ~ LUU(QPOBBIX  aBTOMAaTOB B
KPUNTOTpapHUIECKUX CHCTEMaX.
e OnHOMEpHBIE U MHOTOMEPHBIE IUCKPETHBIE OTOOPaYKEHHSI, TPUMEPHI;
e MeTo/1pI MUHIMH3ALUU U UX COTTOCTABUTEIIbHBINA aHAIH3?
e CI0XXHOCTh AITOPUTMOB KpunTorpadun. Kpurepun u oneHku;

Bonpocskl 1 3a1aHus VISl CAMOCTOSITEILHO PadoThI CTY1€HTOB 5 cemecTp:

e AJNTOPUTMBI, YHUBEPCATbHBIE AITOPUTMUUECKUE CUCTEMBI, JOCTOMHCTBA U HEJIOCTATKU;
e OCHOBHBIC TIOHSTHUS U OTPEICICHUS, IKBUBAJICHTHOCTD aJITOPUTMOB.
e BpeMeHHas U eMKOCTHASI CIIO)KHOCTh AJITOPUTMOB.
e (OcobeHHoCTH MHOT'OAACPHBIX IIPOLECCOPOB.
e (ComnocTaBUTENIbHBIN aHAIHU3

Bonpocsl n 3a1aHuA 111 CAMOCTOATEIbHOM padoThl CTYAEHTOB 6 ceMecTp:
e (OCHOBHBIE COOTHOIIIEHHS 3aTpar naMsTu 1 BpCMCHHU.
e ABTOMATHI Ha OCHOBE AUCKPETHOT'O OTO6pa)KeHI/ISI HopeHua, JOCTOMHCTBA U HCAOCTATKU,
e ABroMmarsl Ha 0ocHOBe oToOpakeHuil TentMap n XeHoHa, conocTaBUTEIbHBIN aHAIN3.
e (CoOITIOCTaBUTEIBHBIN aHAIN3 AJITOPUTMOB KpUIITOAHAIN3a, OLICHKHU CIIOKHOCTH;
e [lepcniekTHBBI KPUNTOAHATN3A U AITOPUTMUYECKH HEPAZPEITUMBI IIPOOJIEMBI.

6. YU EBHO-METO/JINYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHHUE
JUCHUITIUHBI
6.1. Kuuroo6ecneueHHOCTH
HanmMeHoBaHue uTepaTypbl: aBTOp, Ha3BaHUE, I'on KHUI'OOBECITIEHEHHOCTD
BUJ U3JaHUs, N31aTEIbCTBO M3JQHUS | Hajpune B 2JIEKTPOHHOM KaTalore
9BbC
OcHoBHas IuTeparypa

Koros, 10. A. Kpunrorpaduieckie MeTo bl 3alTUThI 2017 https://biblioclub.ru/index.php?page=book&i
nHpopManuu: cranaapTHsie MU psl. LHnuppsl ¢ OTKPHITEIM d=574782 (mara obpamenus: 14.09.2021)
kirodoM : [16+] / FO. A. Koros. — HoBocubupck:
HoBocubnpckwii rocyJapCTBEHHBIH TEXHIUECKUHT
yuuBepcuret, 2017. — 67 c.— ISBN 978-5-7782-3411-6
Maiictpenko, H. B. OcHOBBI Teopuu HHGOPMAIMH 1 2018 https://biblioclub.ru/index.php?page=book&i
Kpunrorpaduu: y4eOHOE 3JICKTPOHHOE U3daHue / d=570354 (nara oopamenus: 14.09.2021)
H. B. Maiictpenko, A. B. Maiictpenko. — Tam60B:
TaMO0BCKHI roCcy1apCTBEHHBIM TEXHUYECKHH YHUBEPCUTET
(TI'TY), 2018. — 81 c. — ISBN 978-5-8265-1950-9



https://biblioclub.ru/index.php?page=book&id=574782
https://biblioclub.ru/index.php?page=book&id=574782
https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=570354
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dopoysan, b. A. Marematrka KpunTorpaduu 1 TEOPHs 2016 https://biblioclub.ru/index.php?page=book&i
nmdpoBanus: yaedHoe mocobue: [16+] / b. A. ®opoyzan. d=428998 (nara o6pamenus: 14.09.2021)
— 2-e m311., ucnp. — Mocksa: HanmonansHe1i OTKPBITHIHA
Yuausepcurer «MHTYUT», 2016. — 511 c. — ISBN 978-5-

9963-0242-0
Jlanionwnna, O. P. Kpunrorpahuueckne 0CHOBBI 2016 https://biblioclub.ru/index.php?page=book&i
6e3omacHocTH: yuebHoe mocobue: [16+] / O. P. JlamonnHa. d=429092 (mara obpamienus: 14.09.2021)

— MockBa: HarionanbHbIit OTKPBITHI Y HUBEPCUTET
«MHTYUT», 2016. — 244 ¢c.— ISBN 5-9556-00020-5

Koros, 10. A. Ipunoxenust muppoB: kpunroanamms: [16+] 2019 https://biblioclub.ru/index.php?page=book&i
/ 1O. A. KoroB; HoBocubupckuii rocyaapcTBeHHBIN d=575479 (nara obpamenus: 14.09.2021)
TEeXHUYECKUH yHHBepcuTeT. — HoBocnOupck:

HoBocubupckuii rocyapcTBeHHbII TEXHUYECKHUIT
yauBepcuret, 2019. — 76 c. — ISBN 978-5-7782-3902-9

JlononHuTenbHAS IUTEpATypa

Kuay®6, JI. B. TeopeTHKO-YHCIICHHBIC METOIBI B 2011 https://biblioclub.ru/index.php?page=book&i
kpuntorpadun: yueoHoe nocodue / JI. B. Knay0, d=229582 (nara obpamienus: 14.09.2021)
E. A. HoBukos, 10. A. IlIntoB; Cubupckuii GpenepanbHbIi
yHuBepcuret. — Kpacnosipck: Cubupckuii penepanbHbiit
yuusepcuret (CPVY), 2011. — 160 c. — ISBN 978-5-7638-

2113-7
ArpanoBckuit, A. B. [IpakTrdeckas KpunTorpadus: 2009 https://biblioclub.ru/index.php?page=book&i
ITOPUTMBI U MX TporpammupoBanue: [16+]/ d=117663 (nara obpamenus: 14.09.2021)

A. B. Arpanosckuii, P. A. Xaau. — Mocksa: COJIOH-
TTIPECC, 2009. — 256 c. — ISBN 5-98003-002-6

6.2. Ilepuoanyveckue u3TaHusl

1. XKypuan «Bompocs! 3anutsl nHGopMmanuu». Pexum gocrymna: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;

2. Xypunan "Information Security/MlHdopmannonnas 6e3onacHocTs". Pexxum nocryna:
http://www.itsec.ru/insec-about.php.

6.3. UnTepHeT-pecypcebl

1. O6pa3zoBatenbHblil cepep kadenpbl U3U.— Pesxum noctyna: http://edu.izi.visu.ru

2. VadopmarmonHas obpa3zoBarenbHas ceTb.- Pexxum mocryma: http://ien.izi.vlsu.ru

3. Buytpuy3oBckue uznanus Bal'Y.— Pexum noctyna: http://e.lib.vlsu.ru/

4. UHTYUT. HanmoHansHbI OTKPBITHIN YHUBEpCUTET.— Pexkum goctyma: http://www.intuit.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCHUIIJIMHBI

3aHsTUs TPOBOAATCA B cienyromux aynuropusax Bal'V (kopmyc Ne2) mo agpecy r. Binagumup,
yi1. benokoHcko#, 1. 3.
ayna. 408-2, JlekuroHHAas ayJauTOpHUs, KOJUYECTBO CTyAeHUYEeCKuX mecT — 50, mmomans 60 m2,

OCHAIlleHUEe: MyJIbTUMeIUitHOe obopynoBaHue (MHTepakTuBHas fnocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), nHoytoyk Lenovo Idea Pad B5045.

ayn. 427a-2, nabopaTopusi CETEBBIX TEXHOJIOTUM, KOJTUYECTBO CTYJIEHYECKUX MeCT — 14, Tutomaas
36 M2, ocHalIeHHEe: KOMITBIOTEPHBIN Ki1ace ¢ 8 pabounmu craniusmu Core 2 Duo E8400 ¢ Beixomom
B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapuipytuzaropoB Cisco 2621, 6 KoMMyTaTOpoB
Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, kommyTtatop Cisco Catalyst
Express 500 Series, npoektrop BenQ MP 620 P, skpan HacTeHHbI pynoHHBIN. JluneHznoHHoe
nporpaMMHoe obecriedeHue: omnepanuonHas cuctema Windows 7 IlpodeccronanbHas, opUCHBIN
naker npuioxenuid  Microsoft  Office  IIpodeccuonanpupiii  mmoc 2007,  OecryaTHO
pacrpocTpaHsieMoe NporpaMMHOe oOecredeHre: JMHEeWKa HMHTErPUPOBAHHBIX Cpel Pa3pabOTKU
Visual Studio Express 2012, mporpamMmusIif poaykT Buptyanusauuu Oracle VM VirtualBox 5.0.4,



https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=117663
https://biblioclub.ru/index.php?page=book&id=117663
http://i-vimi.ru/editions/detail.php?SECTION_ID=155/
http://i-vimi.ru/editions/detail.php?SECTION_ID=155/
http://www.intuit.ru/
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cumynsaTop cetu nepenaun paHHbix Cisco Packet Tracer 7.0, mHTerprpoBaHHas cpena pa3padoTKu
nporpammuoro obecrneuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHII «KommekcHas 3amura OOBEKTOB HHGOPMATH3ALUNU», KOJUYECTBO
CTYJEHYECKHX MecT — 15, miomans 52 M2, ocHalleHHe: KOMIIBIOTEPHBIM Kjlacc ¢ 7 pabouumu
cranuusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyrtatop D-Link DGS-1100-16
MYyJIbTUMEANHHBIA KOMIUIEKT (rmpoekTop Toshiba TLP X200, sxpan HaCTeHHBIN PYJIOHHBIN), TPHOOD
ST-031P «Ilupanps-P» MHOrOpyHKIIMOHAIBHBIA ITOMCKOBBIH, NpuOOp «YIIaH-2» TOUCKOBBIMH,
BUOpoakycTHueckuii reneparop myma «Conata AB 1My, umMutatop paboTsl CPEICTB HENETaIbHOTO
chema uHpopMaiuu, paborammux mno paguokanany «lllunoBauky, ananu3atop crekrpa «GoodWill
GSP-827», wnaukarop mosnst «SEL SP-75 Black Hunter», ycTpoiicTBo OJOKHpOBaHHS paOOTHI
CUCTEeM MOOUIBHON cBsi3u «Mo3zaiika-3», YCTpPOHCTBO 3alllUThl TENE(POHHBIX MEPEroBOPOB OT
npocinymmBanus  «[Ipokpyct 2000», muktodpon Edic MINI Hunter, mokatop «Pomgauk-2K»
HEJIMHEWHBIN, KOMIUIEKC MPOBEACHUS AKyCTUYECKUX W BHOPOAKYCTHUECKHUX H3MepeHui «CrpyT
MUHH-A», BHUneopeructpatop nudposoii Best DVR-405, reneparop Illyma «I'HOM-3»,y4eOHO-
UCCJIEIOBATENLCKUNA KOMIUIEKC «CBEpXIIUPOKOIOIOCHBIE OEeclpoBOHbIE ceHCOpHBIe ceTr» (Nano
Xaos), ckanupyronmii npueMHuK «Icom IC-R1500», anammzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOHM aHTeHHOU. JluneH3snonHoe nporpammuoe obecrieuenne: Windows 8 [Ipodeccronanbuas,
opucHbli maker mnpuiokeHud Microsoft Office Ilpodeccuonansupiii mmoc 2010, GecriatHo
pacmpocTpaHsieMoe MpOorpaMMHOE oOOecIedeHue: JIMHEHKa HHTETPUPOBAHHBIX Cpell pa3paboTKu
Visual Studio Express 2012, ”HCTpyMEHT KIMUTAMOHHOTO MoenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, mHTerpHpOoBaHHas cpeaa paspadboTku mnporpammuoro obdecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pabouyro nporpammy coctaBui: goueHT kadenpst U3U k.¢-M.H. Anekcanapos A.B //4/L /V//

Penensent: 3amectutens pykosoautens PAI] OO0
«ndollentp» k.1.H. Beprunesckuii H.B

IIporpamMma paccmoTpeHa u ofobpeHa Ha 3acenanuu Kadeaps U3U

ITporokon Ne 7/ or A28 2/ rona
3aBenyrommit kadeapoit a.1.4H., npodeccop \/ /M.IO. Monaxos/

Pabouass mporpamma paccMoTpeHa u omoOpeHa Ha' 3ace/laHWHM y4eGHO-METOIMYECKOW KOMMCCHH
crieranbHocTH 10.05.04 «MHbDOpMaIHOHHO-aHATIMTHYECKHE CHCTEMBI 6€30MaCHOCTH »

[lpotokon Ne /ot Z.Lf. A/ rona
IIpencenarens KOMHCCHH J.T.H., Tpodeccop \J— /M.JO. Monaxos/

JIUCT HEPEYZBEP’)KHEHHH
PABOYEMN ITPOT'PAMMBI JIACLUILIUHBI

Pabouas nporpavma onoGpeHa Ha zn_mfii_ 120 A4 yuebHbIil roj

[TpoTokon sacesanns kadeape Ne 74 o1 AL L }’m roja f
Jaseayommii kadeapoil 1.1, npodeccop I':":'.I'. ~ MO, Monaxos/
(DU, ..m\l}LJf

Pabouas nporpamma onobpesana20 /20 yueGHBIH rox

[Iporokon 3acenanus kapeapo Ne oT roja

3asenyrommit kadeapoit A.T.H., mpodeccop . /M.1O. Monaxos/
(PHO, noanuce)

Pabouas nporpamma omobpera Ha 20 /20 yueGHBIH rog

[Iporoko:n 3acenanus kadempsl Ne oT rojaa

3aBenyromuit kadeapoit 1.T.H.. mpodeccop /M.IO. Monaxos/
(®PUO, noamucs)

PaGoyas mporpamma onobpena va20 /20 yueGHBI rox

IIporokon 3acenanus kadpeapor Ne oT rozia

3apenyronmit kabeapoi A.T.H., nmpodeccop /M.IO. Monaxos/

(®HO, noamuce)


eamatveeva
Штамп
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pabouyI0 IpOrpamMMy JAHCIHILUTAHEI
Memoowbl u cpedcmea Kpunmozpaguueckou 3auumsl UHGOpMayuU
00pa3oBaTeNbHOM MPOrpaMMBbI CIICIUATTBHOCTH

10.05.04 «MHpOpMaIImOHHO-aHATTUTHIECKHIE CUCTEMBI 0€30ITaCHOCTHY

Howmep BreceHs! n3MEHEHUS B 9aCcTH/pa3Ieibl Hcnonuurens OcHoBanme
U3MEHEHUS paboueil mporpaMmbl 014(0) (HOMep 1 AaTa mpOTOKONIA
3acenanusi Kadepbl)
1
2
3aBenyronuii kageapoit /M.IO. Monaxos/

Tloonuce DPUO



