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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenbi0 OCBOGHUS AUCIUILTUHBI « Y IpaBlieHHe HH(POPMAIIMOHHON 0€301aCHOCTBIOY SBIISIOTCS
obecrieueHre TOATOTOBKH CIEIUATUCTOB B COOTBETCTBUU C TpeboBanusmMu PI'OC BO 3++ u
yuebHoro turaHa mo crenuansHocTH  10.05.04  «MHpOpMAIMOHHO-aHATUTHYECKUE CHCTEMBI
6e3omacHocT». B mpomecce moaroroBku obecreuuBaercss (OPMUPOBAHME Yy  CTYJICHTOB
000011IeHHOTO TIPECTaBICHNU 00 OCHOBHBIX PUHIUIIAX U BO3MOXKHOCTSIX 00ECTICYCHHS yIIPaBICHUS
nH(pOpMaIMOHHOM 0€30MaCHOCTHIO HAa OOBEKTE 3AIIUTHI.

B xone ocBoeHMs IUCUUMIUIMHBI IPOBOAMTCS O3HAKOMIIEHHWE CTYJEHTOB C MEXaHU3MaMu
CO3JIaHUsI CUCTEMBI YIIPaBICHHUs MH(GOPMALIMOHHON 0€30MacHOCThIO, KOHTPOJIA 3a paboTON CpeicTB
yopasinenuss (CYUDB) na mnpennpustun. PaccMaTpuBaeTcs MOHMTOPUHI U OLEHKAa PHUCKOB
ynpaBieHus: HHPOpMaMOHHON 6€3011aCHOCTHIO.

3amadeil TUCIUIUIHHEI « Y TIpaBiieHne NHPOPMAITMOHHON 0€30MIaCHOCTHIOY SBIISIETCS OCBOCHUE
IOPUHIUIOB peaTu3ald U OCHOBHBIX MOJIXOAOB K ONTHMAJIbHOMY YIPABICHUIO DPa3IU4YHBIMU
MeXaHM3MaMH HH(POPMAIIMOHHONW O€30IMacHOCTH B  aBTOMATHU3MPOBAHHBIX HH(POPMALMOHHBIX
cucremax (AMC). B npouecce 0CBOEHUS JUCHMIUIMHBI U3y4YarOTCsl CIIEAYIOIINE BOIPOCH: OCHOBHbBIE
PYKOBOJSAIINE JOKYMEHTHl M TOKa3zaTenu S(P(GEKTUBHOCTH CHCTEMBI 3alluThl HH(GOpPMAINU;
KOMIUIEKCHBIH Toaxox K obecnedenuto Mb; nemu, crparermu M NOJUTHKA HMH(OPMAIMOHHOMN
0€30I1aCHOCTH; OPTaHU3alMOHHBIEC ACTIEKTH HH()OPMAIIMOHHON 0€30MacHOCTH; (DYHKIIMH yIIPaBICHUS
UH(POPMALIMOHHOM 0€30MacHOCThIO; TMPOLECCHBI MOAXOA Ul YHpaBieHHUs HH(OPMAIIMOHHON
0€30MacCHOCThIO; CHCTEMAa OTBETCTBEHHOCTHM B o0jacTu HMH(OPMalMOHHONM 0€30M1acHOCTH;
OLICHMBAaHHE pHUCKa B MH(DOPMAIIMOHHBIX CHCTEMAaxX HAa OCHOBE OOBEKTHBHBIX OLIGHOK JIJIs
MOBBIIIEHUS TOCTOBEPHOCTH TPU pacueTe SKCIEPTHBIX OLEHOK; OObEKTUBHAS CTOMMOCTHAsI OLIEHKa
npejcKa3aHus BeJIMYMHBI yiiepOa oT HapymeHui 6ezonacHocty MP; onenuBanue 3¢dexkruBHOCTH
WHBECTUIUI U ONTHUMAJIbHBIA BBIOOP CPEICTB U KOMIUIEKCHOW CHCTEMBI 3aIIUTHl MH(POPMALUH,
ONTUMAJIbHBIA BBIOOP CPEJICTB KOMIUIEKCHOM CHUCTEMBI 3alIUThl HH(OPMALMKA OT BO3MOXKHBIX YIpo3
UH(POPMALMOHHON 0€30IacHOCTH; KOHILICMIIHMS MPOBEICHUS MEHEKMEHTa PUCKA HA TPEANPHITHH,
IpOorpaMMHBIE CpEJCTBAa JJS IPOBEAEHUS ayAuTa HMHGOPMAlLMOHHON O0e30MacHOCTH; KOHLEMUUs
IIOCTPOEHHUS CUCTEMBbI 0€30IIaCHOCTHU MPEANPUATHS; OCOOCHHOCTH IPUMEHEHHUS CPEICTB 3AIIUTHI IS
oOecrieyeHHss 0€30MAaCHOCTH CUCTEMbI 3JEKTPOHHOIO JIOKyMEHTOOOOpOTa; MpPaBOBbIE OCHOBBI
JESTEIBHOCTH CITyObl 0€30IaCHOCTU MPEAIPUATHS; METOIMKA TPOEKTUPOBAHUS OpraHU3aI[MIOHHOM
CTPYKTYpBI CITy>KObl 0€30MaCHOCTH; OpraHM3alus CIyXObl 3alUThl MH(OpMAIMM; YIpaBIeHHUE
CITy>k0011 0€301acHOCTH MPEINPUATHs, paboTa ¢ KaJpaMu; TPEOOBAHUS K CHEIIHAIMCTAM I10 3alUTe
UH(pOpMalLMK, OpraHu3aiys 00yueHHs! CIIEIMAINCTOB 110 3aIUTe HH(OPMAIIHH.

3amaueil AUCIUIUIMHBI TAKXKe SBIISIETCS OBJIa/ICHHE HaBBIKAMH MPAKTHYECKOW NESTETHHOCTH B
001acTH MOJENUPOBAaHUS M aHalU3a TEXHUYECKUX CPEACTB YIpaBiIeHHUS HH(YOpMAIMOHHON
6e3omacHocThio B AVIC u cimyx60if 0e30macHOCTH Ha MPEANPUSATHH C HCIOJb30BAaHUEM CPENCTB
BBIYUCIUTENILHOW TEXHMKH, YMEHHE UCIOJIb30BaTh COOTBETCTBYIOIIEE CIEHUATN3UPOBAHHOE
pOrpaMMHOE 0OecTieueHue.

2. MECTO JUCIHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuruimHa «OCHOBBI ympaBieHUus: HMH(GOPMAIMOHHOM O0€30MacHOCTbIO» OTHOCUTCS K
JUCIUIUIMHAM BapuUaTUBHOM 4YacTu, (opMHpyeMol ydacTHUKaMHM OOpa30BaTEIbHBIX OTHOLICHHH
brnoka Bl (xox B51.B.04). B yueOHOM mulaHe NpPEAyCMOTPEHBI BUABI Y4EOHOW IEATENBHOCTH,
0o0ecreunBaroIue CHHTE3 TEOPETUUYECKUX JICKIUH, TMPAKTUYCCKUX 3aHATHA W CaMOCTOSTEIhHOMN
paboThl cTyIeHTOB. Kypc TECHO B3aUMOCBS3aH C IPYTUMU JAUCHUILIMHAMY JTaHHOTO IHKIIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUITJINHE
[Tnanupyembie pe3ynbTaThl OOyYEHHs] TO JUCIMIUIMHE, COOTHECEHHBIE C TUIAHHPYEMBIMHU
pesyabTatamu ocBoeHus: OIIOII (koMneTeHIMAMY U UHANKATOPAMH JTOCTUKEHUSI KOMITETEHIIN )
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dopmupyembie
KOMIIETEHIIUNA

(xoq, conmeprxanue
KOMITETEHITUH )

[Tmannpyemsbie pe3yabTaThl OOYUEHHS [0 TUCIUILTHHE, B
COOTBETCTBHUH C MHJIUKATOPOM JOCTHKEHHUS KOMIIETCHIIUU

Nupuxarop
JIOCTHKEHUS
KOMITETEHIINY|
(00,
codepaicanue
UHOUKAMOPQ)

PCSYJ'H)TBTLI 06yqu1/I$1 IO JUCHUIIIIMHE

HaumenoBaHue
OILIEHOYHOT'O
cpencTBa

IIK-3 Criocoben
obecreunTh
OpraHu3aIyio pador
I10 BBITIOJHEHHIO B
WHPOPMATMOHHO-
aHAJATHYECKOH
cucreMe TpeboBaHUI
3aIUTHl HHpOPMAUN
OTPaHUYECHHOTO
JlocTymna

[K-3.1.1

3HaTh MEXaHU3MbI HH(POPMAIIIOHHOW 0€3011aCHOCTH
U TUIOBBIE NTPOLECCH] YIIPABICHUS 3TUMU
MeXaHH3MaMU B HHPOPMaIMOHHOH cuctemMe

[1K-3.1.2

3HaTh UCTOYHUKHU U KJIacCH(UKAINS YyIPo3
nH(OopMaMOHHOI 6e30IIacHOCTH; MOJIENIN
HapymuTessi B MHQOPMallMOHHBIX CHCTEMaX;

I1K-3.1.3

3HaTh NPUHLUIEI (POPMHUPOBAHUS TOJTUTUKU
HHPOPMAINOHHON OE€30MTaCHOCTH B
MH(OPMALMOHHBIX CHCTEMaX

[IK-3.1.4

3HaTh METOJIBI ATTECTAINY YPOBHS 3AIIUIIEHHOCTH
WHPOPMAIMOHHBIX CHCTEM; OCHOBHBIC METOIBI
ynpasieHus. HH)OPMAIIMOHHOH 0€30MacHOCTHIO

IK-3.1.5

3HaTh OCHOBHBIC IPUHLUITEI OpPraHU3aHN
TEXHUYECKOTr0, MPOrPAMMHOT0 M HHPOPMAITHOHHOTO
obecrieueH st 3alUIICHHBIX HHOOPMAHOHHBIX
cHCTEM

I1K-3.1.6

3HaTh NPUHLUIBI (yHKIMOHHUPOBAHUS
aBTOMAaTU3UPOBAHHBIX CUCTEM MOAJECPIKKH
JIOKYMEHT0000poTa U MX 0€30MacCHOCTH

IK-3.1.7

3HAaTh OCHOBHBIC CPEICTBA U CIIOCOOBI 00eCIICUeHHS
HH(OPMAHOHHOM 0€30MaCHOCTH, MPUHIIUAIIBI
MOCTPOEHHSI CHCTEM 3alUThl HHHOPMALIH

IK-3.2.1

YMeTh KiaccupUIMPOBaTh 3aIUIAEMYIO
WHPOPMALINIO TI0 BUIAM TallHBI ¥ CTETICHSIM
KOH(HICHIIHATHHOCTH

[K-3.2.2

YMeTh CTPOUTH CUCTEMBI 00ECTICUECHUS
nH(pOpMaMOHHOI 6€30IIaCHOCTH B Pa3INYHbBIX
YCIOBUSIX (pyHKIMOHUPOBAHHS 3aIUIAEMBIX
MH(OpPMAMOHHBIX CHCTEM

[1K-3.2.3

Ywmers KnaccupumnupoBats 1 OIICHUBATh YTPO3HI
HHPOPMALMOHHONW 6€30ITaCHOCTH ATl 00BEKTa
nHPOPMATH3AIIH

[K-3.2.4

YMers pa3pabaThiBaTh MOJIENHN YIPO3 U
HapyumTeneid HHPOPMaIOHHOW 0€3011acCHOCTH
HHPOPMALMOHHBIX CUCTEM

IK-3.2.5

‘YMeTh pa3padaThiBaTh YaCTHBIE TIOJIUTHKH
nHPOPMALMOHHON 6€30IacHOCTH HH(OPMAIOHHBIX
cHCTEM; KOHTPOJIUPOBATh 3G (HEKTHUBHOCTD
MPUHATBHIX MEp 110 PeaTn3aliy YacTHBIX TTOJUTHK
HHPOPMAIMOHHOW 0€30MacHOCTH HH(POPMAITHOHHBIX
cHcTeM

[1K-3.2.6

YMeTh olleHNBaTh HHPOPMAIIMOHHBIC PHCKH B
MH(OPMALMOHHBIX cUCTEMaXx; pa3pabaThIBaTh
MPEJIOKEHHS] IO COBEPIIEHCTBOBAHUIO CUCTEMBI
yIpaBJieHus] THPOPMAIIMOHHON 6e30MacHOCTHIO
MHPOPMALMOHHBIX CHCTEM

IK-3.2.7

YMeTh cOCTaBIsITh aHAJIUTHYECKHUE 0030PbI 10
BOTpocaM obecriedeHust HHHOPMAIIMOHHOM
6e301macHOCTH HH(POPMAIIMOHHBIX CHCTEM;
000CHOBBIBATH IIPUHIIUIIBI OpTraHu3alun
TEXHUYCCKOTO, IPOTPAMMHOT0 1 I/IH(bOpMaI_H/IOHHOFO
obecrieueHust

KP
TecToBble BOIPOCHI
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I1K-3.3.1

Biagers HaBbIKaM# (YOPMUPOBAHHS KOMILJICKCA MEP
(TIPUHIIKIIOB, TIPABHII, TIPOLICAYP, IPAKTHYECKUX
MIPUEMOB, METOJIOB, CPEACTB) A 3amuThl B MAC
HH(POPMALIMU OTPAHMYCHHOTO JOCTyIIa

I1K-3.3.2

Brnanets HaBBIKaMU yNIPaBICHUS MPOLECCOM
pa3paboTKu MOZETEeH yrpo3 U MoAeIeld HapyITHTEIS
6€3011acCHOCTH KOMITBIOTEPHBIX CHCTEM

I1K-3.3.3

BnaneTts HaBbIKaMU OpraHuzanuu rnpouecca
pa3pa60TI<I/1 YaCTHBIX MOJIUTHK 0€30I1aCHOCTH
KOMIBIOTCPHBIX CUCTEM, B TOM YHCJIC IMOJIUTUK
yapaBJ€HUA OOCTYIIOM U I/IH(l)OpMaHI/IOHHI)IMI/I
IIOTOKaMH

[1K-3.3.4

Bianets MeTomamu ynpaBiieHus] HHPOPMAIIMOHHON
0e30MaCHOCTBIO HH(GOPMAIIMOHHBIX CHCTEM;
METOJIAMH OLEHKH MH(POPMAI[MOHHBIX PHCKOB

I1K-3.3.5

Biagers MeToIaMu OpraHU3aly ¥ YIIPaBICHUS
JIESTeTTFHOCTRIO CITYK0 3amnTH HHPOpPMAINH Ha
HpeIIPHATHH

I1K-3.3.6

Bragers HaBBIKaMU yTIpaBIeHUS HHPOPMATHOHHON
0€30I1aCHOCTHIO POCTHIX OOBEKTOB

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoemkocTs qucturinHb coctapiser 10 3aueTHbix enuHuibl, 360 yacoB

Temarnueckunii mian
¢opma o0yueHusi — ouHas

/1

HanMmenoBaune teM n/uim
pasiesioB/TeM AUCIUITHHEI

Cemectp

Henens cemectpa

KonTakTHas padoTa
00yJaronuxcs
C MeIarOTHYECKUM
pabOTHUKOM

Jlexun
JlaboparopHbie pabOTHI
6 hopme npaxmuueckotul

n0020MoeKuU

CaMocTosTenpHas

pabota

Dopmsbl
TEKYIIETO
KOHTPOJISI

yCIIeBa€MOCTH,
dhopma
MIPOMEKYTOYHOMI
aTTecTalnuu
(no cemecmpam)

Pazpea 1. ITapagurma cucreMbl
yIpaBieHus HHPOPMaIMOHHON
0€30I1aCHOCTEIO.

™1 TIpakTudeckue 3aHATUS

Paznean 2. IIporeccHplil TOAX0I B
yHpaBiIeHUH HHPOPMAITHOHHOM
0€30I1aCHOCTBIO.

Paznen 4. OuenuBanue prucka B
MH()OPMAIMOHHBIX CUCTEMaX Ha
OCHOBE OOBEKTUBHBIX OLIEHOK ISl
TIOBBIIICHUA JOCTOBEPHOCTH IIPU
pacdere HKCIIEPTHBIX OIEHOK.

Paspes 4. Anroputm™m pacuera
00BEKTUBHON BEPOSATHOCTH
peanuzanuii HeOIarompUATHBIX
COOBITHI B KOMITBIOTEPHON
cucTeMe




Pa3znen 5. OO0nexTuBHAS
CTOMMOCTHASI OIICHKA
MpeCKa3aHus BEIMYMHBI yIepoa
0T HapymIeHn# 6e3onacHocty MP.

Paznen 6. Anroput™m Quibtpa
Kanmana. Ciy4aii B3auMHo-
KOPPEIUPOBAHHBIX [IIyMOB
JUHAMHUKHU U U3MEPUTES

PelTuHr-KOHTpOIBL
Nel

Pa3nen 7. OnenuBanue
3(h(HEeKTUBHOCTH WHBECTUIIUN U
ONTHUMAJIBHBIN BEIOOP CPEACTB IS
KOMIUIEKCHOM CHCTEMEI 3aI[UTEI
nHpOpPMALINH.

Pa3znen 8. OnTuMansHEIN BEIOOD
CPEICTB KOMIIJIEKCHON CHCTEMBI
3alIUTH THPOPMAIIUH OT
BO3MOXHBIX yrpos Ub.

Paznen 9. OntumanbsHbIA BEIOOD
CPEACTB KOMIUIEKCHOW CHCTEMBbI
3alIATH THPOPMAIUH OT
BO3MOXKHBIX yrpo3 Ub. MeTtonuka
peleHus 3a0a4Hn.

10

Pasnen 10. Merononorus
MEHEDKMEHTa pUCKa.

11

Pazngen 11. Konnennusa
MIPOBEICHIS] MEHEPKMEHTA PUCKA
Ha OPEAIPHUITHH.

12

Paznen 12. Metonuka
MPOBEACHUS ayaAnTa
nH(OPMAITMOHHOM 0€30TTaCHOCTH
Ha NPEANPUATUH.

PelTuHr-KOHTPOIBL
Ne2

13

Pasznen 13. Opranuzamus u
npoBeieHust pabot o ayaury Ub
Ha IPEANpPUATHH.

14

Pa3nmen 14. BeipaGoTka
pEKOMEH AU U TOATOTOBKA
OTYETHBIX JJOKYMEHTOB ayIuTa
Wb Ha npeanpusiTuu.

15

Paznen 15. [Iporpammusie
CpeICTBa JUIS IPOBE/ICHHS ayIuTa
rH(GOPMAIMOHHOM 0€30MaCHOCTH

16

Paznen 16. [Iporpammusie
CpeZACTBa JUIs IPOBEICHHS aynTa
nH(OPMAITMOHHON 0€301TaCHOCTH.
Cucrema CRAMM.

17

Paznen 17. [Iporpammusie
CpeAcTBa JUIs MPOBEICHUS ayauTa
nHPOPMALMOHHON 0€30MaCHOCTH.
Cucrema KOHZIOP.

18

Paznen 18. [Iporpammasie
CpeAcTBa JUIs MPOBEICHUS ayauTa
nHPOPMALMOHHON 0€30MaCHOCTH.
Hcnonbs3oBaHue CETEBBIX
CKaHEpOB.

PeliTuHr-KOHTpOIBL
Ne3

Bcero 3a 9 cemectp:

144

36

36

36

Ik3ameH 36




19

Paszpen 1. Konuenmus
MTOCTPOCHUS CUCTEMBI
0€30IaCHOCTH TTPEATPHUSITHS.

20

Paznen 2. KonnenryanbHble
MOJICTTH KOMIIOHEHTOB CUCTEMbI
0€30aCHOCTH MPEIIPHUSITHS.

21

Pa3pen 3. OcobenHocTu
MIPUMEHEHHUS CPEACTB 3alUThI JJIs
obecrieueHus 0€30MacHOCTH
CHCTEMBI 3JICKTPOHHOTO
nmokymMeHToobopota (CO/1).

22

Pa3nen 4. Koarpoib
1IeJ0CTHOCTH 00beKkTOB COJI.

23

Pa3pen 5. 3amura JaHHBIX B
00JTaYHBIX CHCTEMax PabOTHI C
ANIEKTPOHHBIMH JJOKYMCHTaMHU
CO/I.

24

Pa3peu 6. IIpaBoBbIe OCHOBBI
JESITENbHOCTH CITYKOBI
0e3011acHOCTH MPEIPUSITHS.

Peittunr-koHTpOIH

Nel

25

Pa3pnen 7. OpranuszaimoHHoe
MPOCKTHUPOBAHUE JACATEILHOCTH
ciryk0bI Oe30macHOCTH
NPEANPUATHSL.

26

Paspea 8. Meronuka
MIPOEKTHPOBAHUS
OpPraHU3aLMOHHON CTPYKTYpPBI
CHCTEMBI YIIPABJICHHUSL.

27

Paznen 9. CtpykTypa 1 GyHKIIHH
ciryk0bI Oe30macHOCTH
OPEINPHUSITHS.

28

Paznen 10. [TocTtpoenue
CTPYKTYPHOU CXEMBI YIIpaBICHUS
ciry k0011 6e30macHOCTH
MPEIIPHUSITHS.

10

29

Paznen 11. [loapasnenenus
ciryk0bI Oe30macHOCTH
PEINPHUSITHS.

11

30

Pazpmen 12. Opranusaius ciayx 05l
3aIIUThl HHPOPMALIUH.

12

PelTuHr-KOHTPOIBL
Ne2

31

Pa3zpen 13. OpranuzaioHHo-
TexHuueckue meponpusitusi C3U.

13

32

Paznen 14. PykoBoaurens
CITyKOBI 3aIUTHI UHPOPMAIIHH,
ero npasa U 0053aHHOCTH.

14

33

Paznen 15. Yopaenenue ciyx00ii
6€301acHOCTH TPEAIPUATHS
(CBID).

15

34

Pa3pgen 16. O0ecrieuenue
JEeSTETLHOCTH CITYKOBI
0€30I1aCHOCTH.

16

35

Pasnen 17. [lon6op, paccTaHoBKa
1 o0ydeHHe COTPYTHUKOB
CITy>KOBI 3aIUTHl UHPOPMALIUH.

17




36 | Pazmen 18. TpeGoBanus k A | 18 2 2 6 PefTHHT-KOHTPOIIb
CTCIHATUCTAM T10 3aIUTES Ne3
nHpOpMaIuu.

Bcero 3a cemectp «A»: 216 36 36 108 9x3amen 36
Hannuwne B mucuummne KIT/KP JA
Hroro no mucuuruimHe 360 72 72 144 Ok3amen 36
Jx3ameH 36
KypcosBas
padora

Coaeprxanue JeKINOHHBIX 3aHATHH 110 JMCHUIINHE
Cemectp 9
Pazgen 1. [Ilapagurma cuctembl ynpasieHHs HH(GOpPMAIMOHHOM Oe3omacHOCThIO. Pornb
nH(popMmanmoHHoM O0e3o0macHoCTH, Kak nporecca. [lukn [lyxapra—/lemunra.
Pazgen 2. [IlpomeccHelii moOaXoA B  YOpPaBJICHUHM HWHPOPMALMOHHOM  OE30MaCHOCTHIO.
JIOKyMEHTUPOBAaHHOCTb CHUCTEMBI yIPaBJICHUS MH(POPMALIMOHHOM 0€3011aCHOCTBIO.
OpraHu3anvoOHHO-TEXHUYECKHEe  TpeOOBaHMA  CHCTEMBl  yNpaBICHUS  HMH(OPMAIIMOHHOMN
0€30MacHOCTHIO.
Pa3nen 4. OnenuBanue pucka B MHPOPMAIIMOHHBIX CHCTEMaxX HAa OCHOBE OOBEKTUBHBIX OLIEHOK IS
MOBBILICHUS IOCTOBEPHOCTH IIPU PACUYETE IKCIIEPTHBIX OLEHOK.
Pa3nen 4. Anroputm pacuera 00bEKTUBHOM BEPOSITHOCTH peain3aluil HeOIaronpusTHEIX COOBITUH B
KOMIIBIOTEPHON CUCTEME
Pa3znesn 5. OObekTUBHAs CTOMMOCTHAs OIIEHKA IpPEJCKa3aHMsl BEIMYMHBI yliepOa OT HapylleHUH
6e3omacuoctu UP. I'pynmbl koHTpomnel 6e30macHocTr
Pa3gen 6. Anroput™m ¢unbsrpa Kanmmana. Cinydail B3aMMHO-KOPPETHUPOBAHHBIX IIYMOB JTWHAMHUKH U
WU3MEpUTEIIS
Paznen 7. OnenuBanue 3(QQPEKTUBHOCTH HHBECTUIIMHA W ONTUMAJBHBIA BBIOOD CPEACTB IS
KOMIUICKCHOH CHUCTEMBl 3allUThl HHPOpPMAaLUU. AHaIM3 3aAIIUMIIEHHOCTH HH()OPMALMOHHBIX
peCypcoB NPEAIPUATHS.
Pazgen 8. OnTtumanbHbIl BBIOOp CpEICTB KOMIUIEKCHOM CHCTEMBbI 3alllUThl MHGOpPMALUU OT
BO3MOXKHBIX yTpo3 HHPOpMaloHHOM 0e3onacHocTH. [locTaHoBKa 3a1a4u.
Pazgen 9. OnTtumanbHbIl BBIOOp CPEACTB KOMIUIEKCHOM CHUCTEMbI 3alMThl WMHGOpPMAlUU OT
BO3MOXKHBIX YTPO3 HHPOPMAIIMOHHOM O0e30nmacHOCTH. MeToiuKa penieHns 3a/1auH.
Pa3zpean 10. Merononorus MeHemxMeHTa pucka. (OCHOBHbBIE NOHSTHS YIPaBICHHS PUCKOM Ha
npennpusTiuy. [IpyHINIIBI yIpaBlieHUs: pUCKOM Ha IPEAIPUSTHH.
Paznen 11. Konuenuus mnpoBeneHuss MEHEKMEHTa pucKa Ha mnpeanpuaruu. [Ipouecc puck-
MEHE/IP)KMEHTA Ha MPEANPUSATHH.
Pazgen 12. Metoauka npoBeieHUs ayiuTa HHPOPMALMOHHOM 06e30macHOCTH Ha Mpeanpusatuu. Tpu
noaxoAa k mposenenuto aynuta Ub. 3amaun u comepskanuwe pabot mpu npoBeneHuu ayauta Ub.
IToaroroska npeanpusaTuil k nposeneHuro ayaura Ub. Ilnanuposanue npouenypst ayaura Ub.
Pa3znen 13. Opranuzauusa u npoefeHus pador no ayaury Wb Ha mpenmpustun. Anroputm
NpoBeeHUsT aynuTa Oe30macHOCTH mnpeanpusatusa. IlepeyeHb W cucTeMaTH3alusl JaHHBIX,
HeoOXOUMBIX s ipoBeaeHus ayauta b Ha npennpusrun.
Pa3zgen 14. BripaboTka pexoMeHIanMid M IOATOTOBKA OTYETHHIX JOKyMeHTOB aynuta Wb Ha
npeanpusITHi. DKOHOMHUYEcKas olleHKa obecrnieuenus Vb npennpustus.
Pazgen 15. [Iporpammubie cpeincTBa Ul MPOBEACHUS ayauTa WHGOPMAIMOHHON 0e30macHOCTH
CpaBHUTENBHBIN aHATTU3 BUJOB UCIIOJIb3YEMbIX TPOrPaMMHBIX TPOAYKTOB.
Pazgen 16. IIporpammubie cpelncTBa Ui NMPOBEACHHS ayJuTa HMH(POPMAIMOHHOW 0€30MacHOCTH.
Cucrema CRAMM.
Pazgen 17. IIporpammHble cpencTBa Ui MPOBENEHHUS ayauTa MHPOPMALMOHHOW O€30MacHOCTH.
Cuctema KOH/IOP.
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Pazgen 18. Ilporpammubie cpencTBa Ui MPOBEACHHS ayJuTa HH(POPMAIMOHHOW 0e30macHOCTH.
Hcnonp30BaHuE CETEBBIX CKAHEPOB.

Cemectp «A»

Pa3gen 1. KoHuenus HOCTPOCHUSI CUCTEMBI 0€30MaCHOCTH MPEANPHUATHA. 3aimTa HHPOPMALUU B
cucreMe 0e30MacCHOCTH MPEANPUSTHUS.

Pazgen 2. KonuenTyanbHble MOJIETH KOMIIOHEHTOB CHUCTEMbI O€30MaCHOCTH TMPEANIPHSTHS.
[TprHIUIBI TOCTPOEHUS CUCTEMBI 0€30IaCHOCTU MPEATPHUATHS.

Pa3nen 3. OcOOCHHOCTH MPUMEHEHHS CPEICTB 3alIUTHI JJIsi 0OecriedeHus] OE30MaCHOCTH CHUCTEMBI
3JIEKTPOHHOTO JTokyMeHTooOopoTa (CO/I). Cpeacra 3amuThl HHGOpMALUU. YIIpaBIeHUE AOCTYIIOM
B 3amuiieHnon COJI.

Paznen 4. Konrpons nemoctHoctr 00bekToB COJI. Kpunrorpadguyeckue cpencrBa W METOIBI
3amMThl MHQOpPMAMK M TMEpCcOHANbHBIX JaHHBIX B COJI. MexcereBoe 5SKpaHHUPOBaHHE U
aHTUBMpYCHas 3amuTa Juid odecnieueHus 6e3onacHocti CO/I.

Pa3nen 5. 3amuTa MaHHBIX B 00JAYHBIX CHCTEMax pabOThI C ANEKTPOHHBIMU JokymMeHTamu CDO]I.
be3onacHOCTh MOOWJIBHBIX YCTPOWMCTB, NpuMeHseMmblx B CDJI. 3ammura NaHHBIX Ha CETEBOM H
TPaHCIIOPTHOM YPOBHE.

Pazgen 6. IlpaBoBble OCHOBBI ~ JEATEIBHOCTH  CIIy’KObl ~ O€30MAaCHOCTH  HPEANPHUATHSL.
Opraau3anuoHHO-(QYHKIIMOHAIBHBIE JTOKYMEHTBHl CHCTEMBbI O€30IacHOCTH Mpeanpuatus. Bumbl
HOPMATUBHBIX JIOKYMEHTOB. JIMIIEH3UpOBaHME BUAOB JIEATEIBHOCTH CIYXKObl 0€30MacHOCTH
npennpusatus. PexomeHnanuu 1o pa3pabOTKE YCTaBHBIX JOKYMEHTOB CIIyKObl 0€301acHOCTH
HOPEIIPUATHSL.

Pazaen 7. Opranu3anoHHOE MPOSKTUPOBAHKE NESTEIHLHOCTH CITY>KOBI O€30MACHOCTH MPEATIPHSTHSI.
OCHOBBI OPraHM3allMOHHOIO INPOCKTUPOBAHUSA CUCTEM YINpaBiIeHUsA. MeToauka NpOEeKTUPOBaHUS
(YHKIIMOHAJIBHOTO COJIEPIKAHUS YIPABIEHUYECKON AESITEIbHOCTH.

Pazgen 8. Meroauka NPOEKTUPOBaHUSA OPraHU3ALMOHHOW CTPYKTYPbl CHCTEMBbI YIpaBJICHUS.
Metoauka opopMIIEHHS] OCHOBHBIX JOKYMEHTOB OPTaHU3AI[MOHHOTO TIPOEKTA CHCTEMBI YIIPABIICHHSL.
Pazgen 9. Crpykrypa u ¢QyHkuuu ciyxObsl 6e3onmacHoctu npeanpustus. CocTaB  CiyKObI
6e3omacHocTH npeanpusaTs. OCHOBHBIE (YHKIIMHU CITY>KOBI 0€30ITaCHOCTH TPEATIPHSITHS.

Pazgen 10. [ToctpoeHne CTpyKTYpHOI cXxeMbl yIpaBiIeHUs CITyK00i 0€30acCHOCTH MPeATPHUATHS.
Paznen 11. Ilompaznenenus ciayxObl Oe3omacHoctu mnpennpustus. [loapasnenenus pexuMa u
oxpanbl. Ilogpasnenenne WHGPOPMALMOHHO-AHATUTUYECKON NEATEIBbHOCTH. PEXMMHO-CEKpeTHOe
nonpaszenenue. [logpasnenenre nHKEHEPHO-TEXHUUECKON 3alUThI.

Pazgen 12. Opranuzanus ciryx0s! 3amutsl nHGopmanuu. Coznanue C3U. Ctpykrypa C3U.

Pa3nea 13. OpranuzannonHo-texunyeckue meponpusarus C3U.

Pazgen 14. PykoBoauTenb ciy>kObl 3aluThl MH(OpMAIMK, €ro mpaBa M 00s3aHHOCTU. MeTouka
pa3paboTKU JOHKHOCTHBIX MHCTPYKIMM JUIsl CIIEHUAIMCTOB 110 3alUTe UH(POpMaLUH.

Pazgen 15. Ynpasnenue ciyx0oii 6e3onacHoctu npeanpustust (CBIT). Meroas! ynpasnenus CBII.
®yuknuu npouecco yrpasienus ClIb. [Ipunnune! ynpasnenust CBII.

Pazgen 16. OGecrieueHue AeATENBHOCTH CIY>KObI 0€30MacHOCTU. YIIpaBiieHHE O0e30MacHOCThIO
HOPEINPUATHS B KPUSHUCHBIX CUTYalIHSIX.

Pazgen 17. IlonGop, paccraHOoBKa M 00y4eHUE COTPYAHUKOB CITy>KOBI 3aliMThl HH(pOopMau. Ponb
IepcoHasla B cucTeMe 3auuThl nHopMmanuu. Ponb mepcoHana B cucteMe 3aluThl MH(OpMALKU.
Ha6op u ot60p nepconana B CBIL

Pa3znen 18. TpeGoBanusa k cnenuanuctam mno 3amure uHpopmanuu. OpraHuzanus o0O0y4YeHHS
CHEeLHMATUCTOB MO 3amure uHpopMmauuu. TpeGoBaHHS K HAYAIBHUKY CIyXObl Oe30MmacHOCTH
npennpustus. HoBble moaxoAsl K KagpoBOMy 00ecledeHHI0 CiIyXObl HH(GOpMalHOHHON
0€30I1aCHOCTH MPEIIPUATHSL.
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Conep:xaHue NPaKTHYECKUX 3aAHATHIA M0 JUCHUIIUHE

TeMbl npakTHYeCKHX 3aHATHII 9 cemecTp

IIpakTuyeckoe 3ansaTue Nel. V3ydenne mapameTpoB HHGOPMAITMOHHBIX CHCTEM M TIOKa3aTeen
Ka4yecTBa CHCTEM 3aIUThl HH(POPMAIIUH MPEeIIPUATHS. 3HAKOMCTBO C BO3MOKHOCTSIMHU
nporpamMmmMHoOTro KoMriekca Microsoft Security Assessment Tool (MSAT).

IIpakTyeckoe 3ansaTue Ne2. Opranuzanus u nposenenue 3xcneptussl AUC npennpusitust.
MeTobl SKCIIEPTHBIX OLIEHOK.

IIpakTyeckoe 3ansaTue Ne3. Opranuzanus u nposenenue 3xcneptussl AUC npennpusitust.
HeueTtkne MHOXecTBa 1 HeueTkue yucia. Heuerkue mepsl.

IIpakTyeckoe 3ansaTue Ned. AyuT crerneHu cooTBeTcTBUs napameTpoB C3U TpeboBanusaM
CTaHJapTOB 0€30IaCHOCTH.

IIpakTuyeckoe 3ansaTue Ne5. Meroauka onenku nokazaresneit kauectsa C3U npeanpusitus.
IIpakTuyeckoe 3ansaTue Ne6. Meroauka orneHkn yrpos 6ezonacunoctu uapopmaruu PCTOK
Poccun.

IIpakTudeckoe 3anaTue Ne7. baza nannbeix yrpos 6ezonacuoctu uadpopmaruun @CTIOK Poccun.
IpakTnyeckoe 3ansaTue Ne§. Pacuer mokaszarenell KauecTBa CUCTEMBI 3aIUTHI UHPOPMALIUU HA
puMepe KoMmmepueckoro npeanpusatusd. Yacrts 1.

IpakTnyeckoe 3ansaTue Ne9. Pacuer mokaszarenell KauecTBa CUCTEMBI 3aIIUTHI UHPOPMALIUU HA
IpUMepe KOMMEPUYECKOro npeanpusatus. Yacts 2.

TeMbl NPAKTUYECKHUX 3aHITHI ceMecTp «A»

IpakTnyeckoe 3ansaTue Nel. PazpaboTka mososxeHust o ciayx0e 6e30MacHOCTH MPEAIPUSTHS
(YcraB ciyx0b1 0€3011acHOCTH).

IIpakTnyeckoe 3ansaTue Ne2. Pazpabotka nmomoxxkenus «O 3amuTe nHPOPMALUN OTPaHUUYEHHOTO
JIOCTyTIa OT €€ YTEUKH 10 TEXHUYECKUM KaHaJlaM».

IpakTnyeckoe 3ansaTue Ne3. PazpaboTka nonoxxkenus «O moapa3aeIeHny HHKEHEPHO-
TEXHUYECKOH 3aIuThl HHPOPMALIUN».

IIpakTnyeckoe 3ansTue Ned. PazpaboTka nmonosxxenus «O moapa3aeeHny OXpaHbl U PEKAMAY.
IIpakTnyeckoe 3ansaTue NeS. PazpaboTka uncTpykiuu «O0 oCyIecTBICHUN KOHTPOJIbHO-
IPOITYCKHOTO U 00BEKTOBOTO PEXKUMa HA OOBEKTEY.

IIpakTnueckoe 3ansiTue Ne6. PazpaboTka nosnoxxeHus: «O MOCTOSHHO AEHCTBYIOLIEH SKCIEPTHON
KOMHCCHH T10 3alIUTe KOHPUACHIINAIBHONU HHPOpMAITUNY.

IIpakTnyeckoe 3ansiTue Ne7. PazpaboTka MHCTPYKIMH (TIOJ0XKEHUS, pyKOBOJICTBA) IO 3aIUTE
nH(pOpMalLly OTPAHUYEHHOTO JJOCTyNa Ha 00OBEKTE.

IIpakTnyeckoe 3ansiTue Ne§. PazpaboTka MHCTPYKIMH (TIOJ0KEHUS, pyKOBOJICTBA) IO 3aIUTE
MH(pOpMalLlK OTPAHUYEHHOIO JJOCTYTa MPH €€ 00paboTKe C MOMOILBIO CPEACTB BHIYUCIUTENBHOMN
TEXHUKU Ha OOBEKTE.

IpakTnyeckoe 3ansaTue Ne9. PazpaboTka 1Moyio>keHHs 0 BBEICHUH PEKUMa KOMMEPYECKOH TalfHBI
Ha NPEANPUATHH.

5. OHEHOYHBIE CPEJACTBA JJIsl TEKYHIEI'O KOHTPOJISI YCIIEBAEMOCTAN,
MPOMEXYTOYHOM ATTECTAIIMHA MO UTOI'AM OCBOEHUSA JJUCHUTJIAHBI
U YYEBHO-METOJNYECKOE OBECIIEYEHUE CAMOCTOSTEJIBbHOM PABOTHI
CTYIAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIEBAEMOCTH
Cemectp 9
Ilepeyens BOPOCOB K peiTHHI-KOHTPOII0 Nel
- Ilapaaurma cucteMsl ynpaBieHus: HHQOPMaIMOHHON 6€30aCHOCTHIO.
- Ponp nundopmarnmonnoii 6e3omnacHocty, kak nporecca. [lukn [lyxapra—/emunra.
- IlpoueccHblit MOAX0 B YIIPaBICHUH HHPOPMALIMOHHOMN 0€30MaCHOCTHIO.
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- JIOKyMEHTHUPOBAaHHOCTb CUCTEMBI yIpaBiIeHUsI HH)OPMAIIMOHHON 0€30I1aCHOCTHIO.

- OpraHu3alMOHHO-TEXHUYECKHE TPEOOBaHMsI CUCTEMBI yIIPaBIE€HUS MH()OPMATMOHHON
0€30MaCHOCTHIO.

- OneHuBaHue pucka B HHPOPMALIMOHHBIX CHCTEMaX Ha OCHOBE OOBEKTUBHBIX OLICHOK JJIS
MOBBIIICHUA JOCTOBCPHOCTHU IIPU PACUCTC SKCIICPTHLIX OIICHOK.

- Auroput™ pacdera 0ObEKTUBHOW BEPOSATHOCTH peaan3alii HeOIaronpusITHEIX COOBITHI B
KOMIIBIOTEPHOU CHCTEME

- OOBeKTUBHAsI CTOMMOCTHAs OLICHKA IIPEJICKAa3aHusl BEJIMUMHBI ylepOa OT HapyIleHH
oe3omacHoctu UP. ['pynmbl koHTpoOnel 6e30macHoCTH

- Hcnonb3oBanue anroput™a ¢puinbTpa Kaamana ams OleHKH BETHYMHBI yiepOa OT HapyIIeHHi
6e3onacoctu P. Ciydail B3aMMHO-KOPPEIMPOBAHHBIX IIYMOB TUHAMUKH U U3MEPUTEIS

- OnenuBanue 3((HheKTUBHOCTH MHBECTHIIMN M ONTUMANIbHBIA BEIOOp CPEICTB ISl KOMILJIEKCHOM
CHCTEMBI 3allUThI HH(OPMALIUH.

- AHanu3 3aiMIeHHOCTH UHPOPMAITMOHHBIX PECYPCOB MPEATPUATHS.

- OnTuManbHbIA BBIOOP CPEACTB KOMIUIEKCHOM CHCTEMBbl 3alUThl MH(POPMALUU OT BO3MOXKHBIX
yrpo3 nHpopMannoHHo# 6e3omacHocTH. [TocTraHOBKA 3a7aun.

Ilepeyennb BOPoCOB K peHTHHI-KOHTPOJIIO Ne2
- OuenuBanue 3()(HheKTUBHOCTH MHBECTHIIMK M ONTUMABHBIA BEIOOp CPEICTB ISl KOMITJICKCHOM
CHCTEMBI 3allUThl HH(OPMALIUH.
- AHanmu3 3aUIIeHHOCTH HH(POPMAITMOHHBIX PECYPCOB MPEATIPHSTHS.
- OntuManbHbIi BEIOOp CPEICTB KOMITJIEKCHOM CUCTEMBbI 3aIUThl MHPOPMALIUU OT BO3ZMOKHBIX
yrpo3 nHpopMannoHHoi 6e3omacHocTH. [TocTraHOBKA 3a1a4n.
- OntuMmanbHbIi BEIOOp CPEICTB KOMITJIEKCHOM CUCTEMBbI 3aIUThl MHPOPMALIMU OT BO3ZMOKHBIX
yrpo3 nHPOPMAMOHHOH Ge30macHoCTH. MeToANKa PeleHHs 3aJa4u.
- Merononorus MeHem)KMeHTa pucka. OCHOBHbIE IIOHATHUS YIIPABICHNS PUCKOM Ha MPEANIPUATHH.
[TpyHLMIIBI YIIpaBJI€HUSI PUCKOM Ha HPEIIPUSTUN.
- Konnennus npoBeneHns MEHEIKMEHTA pUCKa Ha npeanpusatuu. IIponece puck-MeHeIKMEHTa Ha
IIPEIIPUATHH.
- Meroauka nmpoBeaeHus ayauTa HHGOPMAallMOHHON 6€30MacHOCTH Ha peanpustuu. Tpu noaxona
K nposeaenuto ayaura Ub.
- 3anmauu U coznepkaHue padoT npu nposeaeHuu ayaura Mb.
- IloaroroBka npeanpusaTuil K nposeaeHuto ayaura Mb.
- IImanupoBanue npouenypst aynura b Ha npennpustun.
- Opranuzanus 1 nposeaeHus padot no ayaury UMb Ha npeanpustuu.
- Aaroput™m nmpoBeneHHs ayauTa 0e3onacHoOCTH npeanpuarus. [lepeuens u cucremaTu3anus
JaHHBIX, HEOOXOIMMBIX AJis TpoBeaeHus ayauta b Ha npennpusitun.

Ilepeyennb BOpocoB K peHTHHI-KOHTPOJII0 Ne3
- IloaroroBka npennpusaTuil K nposeaeHuto ayaura Mb.
- IImanupoBanue npouenypst aynura b Ha npennpustun.
- Opranuzanus 1 nposeieHus padot no ayaury b Ha npeanpustuu.
- AsropuT™ npoBeneHHs ayauTa 0e30macHoCT npeanpustus. [lepeueHs u cucremarusanus
JAaHHBIX, HEOOXOIMMBIX AJis IpoBeaeHus ayauta b Ha npennpusituu.
- BripaboTka pekoMeHAalMi U MOATOTOBKA OTUETHBIX JOKyMEHTOB aynuta b Ha npeanpustuu.
OxoHoMHUUYecKas onieHka odecnieuenus Ub npennpustus.
- IlporpamMMHBbIe cpeAcTBa AJisl MPOBEIEHHS ayiuTa HH(OPMAIIMOHHON 0€301MacHOCTH
CpaBHUTENBHBIN aHATIN3 BUJIOB UCITOJIB3YEMBIX TPOTPAMMHBIX ITPOITYKTOB.

- IlporpamMMHBIe cpeAcTBa AJIsl MPOBEIEHH ayiuTa nH(popMaIMoHHOH Oe3omacHocTH. CucTema
CRAMM.
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- IlporpamMMHBIe cpeAcTBa IS MPOBeIEHH ayuTa nH(OopMaIMoHHOH Oe3omacHocTH. CrcremMa
KOHIOP.
- Hcnonb30BaHue ceTeBBIX CKAaHEPOB JUISI TPOBEACHUS ayJUTa HHPOPMALMOHHOM OE30MaCHOCTH.

Cemectp «A»

IlepeyeHb BOPOCOB K PEHTHHI-KOHTPOJIIO Nel
- Konuernmus mocTpoeHus cucTeMbl 0€30acHOCTH MPEANPHUTHS. 3amuTa HHOOPMAIH B CUCTEME
0€30MacHOCTH MPEATPUATHSL.
- KoHuentyanbHble MOJI€IM KOMIIOHEHTOB CUCTEMBI O€30I1aCHOCTH MIPEATIPUATHSL.
- IIpuHIMIBI HOCTPOEHUS CUCTEMBI 0€30MTACHOCTH MPETPHUITHSL.
- Oco0eHHOCTH MPUMEHEHHUS CPEJICTB 3aLIUTHI AJis oOecriedeHusi 0€30MaCHOCTH CHCTEMBbI
AJIEKTPOHHOTO JOoKyMeHTooOopoTa (CD/I).
- CpencrtBa 3anuThl HHGOPMAIIUU JJIS YIIPABICHUE JOCTYIIOM B 3amuiieHHoi CO/I.
- Kontpons nenocruoctu 0o6pektoB CI/I.
- Kpunrorpaduueckue cpercta 1 METOAbI 3alIUTHI HHPOPMAIIUHN U TEPCOHATBHBIX TAaHHBIX B
CO /1. MexcereBoe SKpaHUPOBAHUE U aHTUBUPYCHAS 3aluTa 11t ooecneuenus: 6ezonacHoctu CI/I.
- 3ammuTa JaHHBIX B 00JaYHBIX CUCTEMAaxX pabOThI C ANEKTPOHHBIMU AokyMeHTamu CO/I.
- be3omacHoCTh MOOMIIBHBIX YCTPOUCTB, MpuMeHsieMbIXx B CO/]. 3amuTa qaHHBIX HA CETEBOM H
TPAHCIIOPTHOM YPOBHE.
- IIpaBoBble OCHOBBI JESATEIBHOCTH CIY>KOBI Oe30MmacHOCTH NpeanpusaTis. OpraHu3aoHHO-
(yHKIIMOHAJIbHBIE JOKYMEHTBI CIIyKObI 0€3011aCHOCTU IPEIIPUSITHUSL.
- Bujbl HOpMAaTUBHBIX JOKYMEHTOB CITy>KObI 0€30MaCHOCTH MPEAIPUATHUS.
- JIuneH3upoBaHuE BUAOB JESITEIbHOCTH CIYKObl O€30M1aCHOCTH MPENTIPUSATHSL.

Ilepeyennb BONPOCOB K peHTHHI-KOHTPOJIIO Ne2
- Pexomenmanuu no pa3paboTKe yCTaBHBIX IOKYMEHTOB CITy:KOBbI 0€30aCHOCTH PEAIPHUSITHS.
- OpraHu3alnnoHHOE TPOEKTUPOBAHUE JAEATEIBHOCTHU CITY>KObI 0€30MaCHOCTH MPEATIPHUSITHS.
OCHOBBI OPraHU3aIIMOHHOTO MPOEKTUPOBAHUS CUCTEM yIIPABICHUS.
- Meronuka npoeKTUpOBaHU GYHKLUOHAIBHOIO CO/IEPKaHMsl YIPABICHYECKON 1EATEIIbHOCTH.
- Meroauka NpoeKTUPOBAHUS OPTaHU3ALMOHHON CTPYKTYPhI CUCTEMBI YIIPABICHHUS.
- Meronuka opopmieHHs OCHOBHBIX JOKYMEHTOB OpPraHU3allMOHHOTO MPOEKTa CUCTEMBbI
yIpaBIeHUS.
- Crpykrypa 1 GyHKIMHU CITy>KO0bI Oe3omacHocTH npeanpusaTua. CoctaB ciyObl 0€30MaCHOCTH
npennpusaTis. OCHOBHbIE QYHKIUU CITy>KObl 0€301aCHOCTH MPEAIPUSITHUS.
- ITlocTpoeHue CTpYKTYpHOM CXeMBbI yIIpaBIEeHUs CIy>K00i 0€30MacHOCTH MPEANPUSTHS.
- OcHoBHbIE NOApa3eeHHs CIyKObl 0€30MaCHOCTH MPEANPUITHUS.
- @OYyHKIUH NOAPA3/IEICHHs PeKUMA U OXPAHBI.
- @yHKUIUM ojipa3AeieHnss THPOPMALMOHHO-aHAIUTHYECKOH JesITeIbHOCTH.
- @YHKIUHU pEeKUMHO-CEKPETHOTO MOPa3/IeICHUS.
- @yHKIUH NOAPA3JIEICHNS HHKEHEPHO-TEXHUUECKOM 3alIUTHI.

Ilepeyennb BOPOCOB K PEHTHHI-KOHTPOJIIO Ne3
- Opranusanus ciayx0sl 3amuTsl nHpopmarmu. Cosnanue C3U. Ctpykrypa C3U.
- OpranuzanuoHHo-TexHuueckue Meporpusatus C3U.
- PykoBomutens ciayxObl 32U THI HH(OPMAIIMH, €TO MTPaBa U 00SI3aHHOCTH.
- Meroauka pa3paboTKU JOHKHOCTHBIX MHCTPYKIMH JUIsI CIIEUATMCTOB 10 3aluTe UH(POpMaLIUHU.
- Ynpasnenue ciayx6oi 6e3onacnoctu npeanpusatust (ChIT). Metonst ynpasnenust CBIL.
- ®ynkuuu npoueccos ynpasienus CIIb. [Ipuanuns! ynpasienust CBII.
- Oo0ecrnieueHue nesSTEIBHOCTH CITy>KObl 0€30MaCHOCTHU MPEANpUATH. Y IpaBieHne 6€301acHOCThIO
OPENPUSATHS B KPU3UCHBIX CUTYalUsX.
- Iloxbop, paccTaHOBKa U 00yUEHHE COTPYIHUKOB CITY>KOBI 3aITUTHI HHPOPMAIIUH.
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- Ponb nepconana B cucreme 3amutsl HHGpopmanuu. Habop u ot6op nepconana B CBIL

- TpeboBaHus K crienuagucTaM 1o 3amuTe nHpopMmanuu. Opranuzanys 00ydeHHs CIeIHaINCTOB
10 3aIuTe HHPOPMAIUH.

- TpeOGoBaHus K HAYAIBHUKY CITY>KOBI O€30MaCHOCTH NpeanpusaTHs. HoBbIe OAX0IBI K KaJIPOBOMY
o0ecrevyeHnto cyKObl HHPOPMAITMOHHON 0€301IaCHOCTH TIPS IITPHUSITHSL.

5.2. IlpoMekyTOUHAS aTTeCTALUS
Cemectp 9
IIpumepHBbIii IepeYeHb BONPOCOB K IK3aMeHY
. Ilapanurma cucreMsl ynpaBieHUs: HHQOPMaMOHHONW 6€3011aCHOCTHIO.
. Ponb nndopmanmonnoit 6e3omnacHoctu, kak mnpouecca. [uxn Llyxapra—/lemunra.
. IIpoueccHblil MOAXO0/ B yIIPaBICHUH HHPOPMALMOHHOMN 6€3011aCHOCTBIO.
. JIOKyMEHTHPOBAaHHOCTb CHCTEMBI YIIpaBJIeHHs HH(POPMAIIMOHHON 0€301MacHOCTHIO.
. OpraHn3anMOHHO-TEXHUYECKUE  TpeOOBaHUS  CHUCTEMBbl  yIpaBiI€HHUA  HMH(OPMALMOHHOHN
0€30I1aCHOCTBIO.
6. OueHuBaHue pucKka B HMH(OPMAIMOHHBIX CHCTEMAaxX Ha OCHOBE OOBEKTHBHBIX OLICHOK JUIs
MOBBILICHUS IOCTOBEPHOCTH IPU PACUETE IKCIIEPTHBIX OLEHOK.
7. Anroput™m pacueta OOBEKTHBHOH BEpOATHOCTH peaju3alMidi HeONaronpuUATHBIX COOBITHH B
KOMITBIOTEPHOU CHCTEME
8. OOBbEeKTHBHAsE CTOMMOCTHasi OLIEHKAa IIpeAcKa3aHus BeJIWYMHBI yiuepda OT HapylleHHi
6e3onacuoctu UP. I'pynmbl KoHTpoIiel 6€301acHOCTH
9. Hcnonp3oBanue anropurMa ¢uibtpa KanMana /Ui OLIEHKH BEJIMYMHBI yuiepOa OT HapylleHHit
6e3onacHoctu MP. Ciiyyaii B3aMMHO-KOPPEIMPOBAHHBIX ITYMOB IUHAMUKH U U3MEPUTEIIS
10. OnenuBanue 3(pPeKTUBHOCTH MHBECTULUIN U ONTUMAJIbHBIA BBIOOpP CPEACTB Ul KOMIUIEKCHON
CHCTEMBI 3alUTHI HH(OPMAIIHH.
11. Ananu3 3alMIIeHHOCTH MH(MOPMALIMOHHBIX PECYPCOB MPEANPUSITHUS.
12. OnTtumanbHBIA BEIOOpP CPENCTB KOMIUIEKCHOM CHCTEMBI 3alIMTHI WH(POPMAIKUU OT BO3MOKHBIX
yrpo3 uHpopmMannoHHoi 6e3onacHocTH. [TocraHOBKA 3a1aun.
13. OnTtumanbHBIA BHIOOpP CPENCTB KOMIUIEKCHOW CHCTEMBI 3aIIMTHI MH(POPMAIIMU OT BO3MOXKHBIX
yrpo3 nHGOpMalMOHHOH Ge30macHoCTH. MeToAMKa peleHHs 3aJauu.
14. Merononorust MeHeKMeHTa pucka. OCHOBHBIE MOHATHUS YIPABIECHUS PUCKOM Ha MPEANPUATHH.
[TpyHIMIIBI yIIpaBJIEHUsI PUCKOM Ha IPEAIPUATUN.
15. Konuenuusi npoBeneHus MEHEKMEHTa pucka Ha npeanpustuu. [Ipouecc puck-MeHemKMeHTa
Ha NPEANPUATHH.
16. Meronuka mpoBeneHHS ayAnTa WHGOPMAIMOHHOW O€30macHOCTH Ha MpeanpusTtuu. Tpu
oaxo/1a K nposeneHuro ayaura Mb.
17. 3apaum u copepxanue padboT npu nposeaeHun ayaurta Ub.
18. IloaroroBka mpeanpusTHii kK npoBeaeHuto ayaura 1b.
19. IlnmanupoBanue nponenyps! ayauta b Ha npeanpusTam.
20. Opranusauus u nposeneHus padot no aynuty Wb Ha npeanpustuu.
21. AnTOopUTM TpOBENEHUS ayauTa OE30MacHOCTH NpeAnpusTHs. llepedeHb W cHUCTeMaTH3aIUs
JAHHBIX, HEOOXOMMBIX JJIs MpoBeaeHus ayuTta b Ha npennpustum.
22. BpIpaboTka peKOMEHIAannui 1 TIOJrOTOBKA OTYETHBIX JOKYMEHTOB aynuta b Ha mpeanpustun.
OKoHOMHUYecKas olleHka obecrieuenus: Ub npeanpusitus.
23. IlporpammHBIE cpeacTBa Ui TPOBENEHHS ayauTa HWH()OPMAIMOHHOW  O€301TacHOCTH
CpaBHUTENBHBIN aHAIU3 BUJOB UCIIOJIB3YEMBIX IPOIrPAMMHBIX IIPOAYKTOB.
24. TlporpamMMHBIE CpeICTBa ISl MPOBENCHHUS ayauTa wH(popMarmonHol Oe3onmacHocTh. Cucrema
CRAMM.
25. IIporpammHbIe cpeicTBa AJisi MPOBEACHUS ayauTa MH(popMaruoHHOU OezomacHocTu. CHucTema
KOH/JOP.
26. Vcnonbp3oBaHUE CETEBBIX CKAHEPOB JJIS POBEACHUS ayTuTa HH(POPMAIIMOHHOMN 0€3011acHOCTH.

O wN -
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Cemectp «A»

IIpumepHBbIii IepeYeHb BOMPOCOB K IK3aMeHY
1. Konnenuus mocTpoeHusi CUCTEMbI O€30ITaCHOCTH MPEANPHUATHS. 3amuTa HHPOPMAIUU B CHCTEME
0€30MacHOCTH MPEATPUITHSL.
2. KoHuentyaibHble MOJEIIN KOMIIOHEHTOB CUCTEMbI 0€30M1aCHOCTH MPEIPUATHS.
3. IlpuHIMIBI HOCTPOEHUS CUCTEMbI 0€30MaCHOCTH MPETPHUITHSL.
4. OcoOEHHOCTH TIPUMEHEHHUS CpPEICTB 3aIlMTHl Ui oOecreueHuss Oe30MacHOCTH CHCTEMBI
3JIEKTPOHHOTO JIoKyMeHTooOopoTa (CO/I).
5. Cpencrta 3ammThl HHGOPMALIMK IS YIIPABICHHUE JOCTYNIOM B 3amuinenHoi CO/I.
6. Kontpousb nemoctHoctn 00bekTOB CO/I.
7. Kpunrorpadudeckue cpencTBa U METOMAbl 3alIUThl MH(GOpPMAIMKA M TMEPCOHAIBHBIX JaHHBIX B
CO/1. MexcereBoe SKpaHUPOBAHUE U aHTUBUPYCHAS 3amIuTa sl ooecriedeHus: oezonacHocta CO/I.
8. 3amuTa 1aHHBIX B 00JIAYHBIX CUCTEMaX PabOTHI C NEKTPOHHBIMH JokyMeHTaMu CO/1.
9. be3onacHOCTh MOOWMJIBHBIX YCTPOKMCTB, mpuMeHseMmblx B COJI. 3ammura JaHHBIX HA CETEBOM M
TPAHCIIOPTHOM YPOBHE.
10. IIpaBoBBIE OCHOBBI [EATEIBHOCTU CIYXObl OezomacHocTu npeanpustus. OpraHuzalmoOHHO-
(GyHKIMOHATIbHBIE JOKYMEHTBI CIIyKObI 0€3011aCHOCTU IPEAIPUSITHUS.
11. Buabl HOpMATUBHBIX TOKYMEHTOB CIIy>KObI 0€301aCHOCTH MPEIIPUATHUS.
12. JluneH3upoBaHUE BUOB JESTSIBHOCTH CITY>KOBI OE30ITACHOCTH MPEATPHUSITHS.
13. PexomeHpanuu no pa3paboTKe YCTaBHBIX JIOKYMEHTOB CIIyKObI 0€30MaCHOCTH MPEITPUSITHS.
14. OpraHu3allioHHOE TNPOEKTUPOBAHUE JAEATEIbHOCTU CIIyXObl O€30MaCHOCTH MPEANPUSATHUS.
OCHOBBI OPraHNU3aLMOHHOTO IPOSKTUPOBAHUS CUCTEM YIIPABICHHUS.
15. Meroauka npoeKTHPOBaHUs (YHKIIMOHAIHHOTO COICPIKAaHUS YIPABICHYECKON JeSITeIbHOCTH.
16. Meroarka NpOEKTUPOBAHUS OPTaHU3ALMOHHON CTPYKTYPbl CUCTEMBI YIIPaBICHUSI.
17. Meronuka OQOpPMIICHHS OCHOBHBIX JIOKyMEHTOB OpPTaHM3AallMOHHOTO TIPOEKTa CHCTEMBI
yOpaBIeHUS.
18. Crpykrypa u ¢yHKIMU ciyx)O0bl Oe3omacHoCTH npennpuarusi. CocTaB Ciry>kObl 0€30MaCHOCTH
npeanpusatis. OCHOBHbIE GYHKINHU CITY>KObI 0€30IaCHOCTH IPEATPHUITHS.
19. TlocTpoeHue CTPYKTYPHOH CXEMBI YIIPABICHUS CIIYK00i 0€3011aCHOCTH IPEIPUSITHS.
20. OcHOBHBIE OJPA3/IEIEHUs CITY>KObI 0€30MaCHOCTH MPEATIPUSTHUS.
21. ®yHKOWM MOApa3eNICHHs PEKUMA U OXPAHBI.
22. ®yHKUMU nojapaszzeneHus nH(HOpMaMOHHO-aHAIUTHYECKOH 1€ TeTbHOCTH.
23. OYHKIUU PEeKUMHO-CEKPETHOTO MOIPa3/IeICHHUS.
24. ®OyHKUUU NOApa3eNeHUs HHXEHEPHO-TEXHUYECKOH 3allUThI.
25. Opraam3anus ciryk0s1 3amutsl nHGopmanuu. Cozgarane C3U. Ctpykrypa C3U.
26. OpraHu3aiMoHHO-TexHUYeckue MeporpusaTus C3U.
27. PyxoBoauTensb ciryObI 3alIUTHI HH(OPMAIIMH, €TO TTPaBa U 00SI3aHHOCTH.
28. Mertoauka pa3pabOoTKH JTOJKHOCTHBIX HHCTPYKLUH JUIsl CIIEIMATIMCTOB T10 3aluTe HHPOPMAaIHH.
29. VYmnpasiuenue ciyx60i 6ezomacHoctu npeanpustus (CBIT). Meronsr ynpasnenust CBII.
30. ®dynkuuu npoueccos ynpasinenus CIIb. [Ipunuuns! ynpasienus CBIL
31. OOecriedeHne  JAEATENBHOCTH  CIYKObI ~ O€30MacCHOCTH  NPEANPHITHA.  YTpaBICHUE
0€30I1aCHOCTbBIO MPENPUATHS B KPUZUCHBIX CUTYaAIUSX.
32. Tlombop, paccTaHOBKA U OOYYECHHUE COTPYTHUKOB CITYKOBI 3aIIUTH HH(POPMAIIHH.
33. Ponb nepconana B cucreme 3amuThl HHPopmanuu. Habop u or6op nepconana B CBII.
34. TpeOGoBaHUs K CHENMAIMCTaM MO0 3amuTe HHPopManuu. Opranu3anus 00y4IeHHUs CIIEIHATHUCTOB
0 3aIMTe HHPOPMAITUH.
TpebGoBanus K HAUAIBHUKY CIYX)Obl O€e30MmacHOoCTH NpeanpusaTis. HoBble moaxoibl K KaApOBOMY
o0ecrnevyeHnIo cy>K0bl HH(GOPMAIIMOHHON 0€30MaCHOCTH MPEATPUSITHS.
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5.3. CamocTosiTe1bHasi padoTa 00y4aroImerocs.
IIpumepHasi TeMa KypcoBoii padoThl (110 BADHAHTAM)
KoMmmiekcHasi onenka coctossnusi nHpopmaunonHoil 0ezonacHoctu AUC npeanpustus (mo
BapuanTaMm). B Tom uncne: dopMupoBaHue nepeuHs 3amuniaeMoi nHGOpMaluu Ha MPEANPUSTHH
(mo BapmaHTam); (GopMHpPOBAHUE MATPHUIILI M MOJEIH JIOCTyNa K YIPaBJICHUIO HH()OPMAIIMOHHON
Oe3omacHocThlo; Kiaccudukamus AMWC mnpennpuarvs; ompeeleHue Kiacca 3allUIIeHHOCTH
WH(OPMAIIMOHHON CHCTEMBI MPEANPUATUS; GOPMUPOBAHNE MOJIEIH HAPYIIUTEIST HHPOPMAITMOHHOM
o6ezonacHoctt B AMC Ha mnpennpusiTUd; COCTaBIECHWE dYacTHOW wmoxaenu yrpo3 mias AMC
npeanpusTis (IO BapuaHTaM) COTJACHO METOJMKE OLEHKM Yrpo3 Oe3omacHOCTH HH(OpMaIuu
OCTOK Poccun (yrBepxknmena 05.02.2021); dopmupoBanue mnonutukd Wb B opranmsanuu;
NPOBE/ICHUE OIICHKH PHUCKOB HH(POPMALIMOHHOM O€30MIaCHOCTH MPEIIPUSATHSL.

Cemectp 9

IIpumepHbIe BONPOCHI U 32IaHMS IJIs1 CAMOCTOATEIbHOI PadoThI CTY/IEHTOB

- OcHoBHbIe 00BEKTHI HH(OTOTHIECKON Moienn oOobekTa [lepeuens Hanbomee pacpocTpaHeHHBIX
yrpo3. OCHOBHBIE KOMIIOHEHThI MOJIENIN YI'PO3 OpraHU3aluu.

- OCHOBHblE HCTOYHHMKM BO3HHKHOBEHHUS yIpo3. BO03MOXHOCTM KOHKYpPEHTOB, KIHEHTOB,
IIOCETUTENEH U XaKEpOB B KaYECTBE MOTEHIMAJIBHBIX 3JI0YMBIIUIEHHUKOB. Llenn anMuHuCTpaTopos,
IPOTrPaMMHUCTOB, ONIEPATOPOB, PYKOBOAUTEIIEH, TEXHUYECKOTI'O IEPCOHANA, COTPYAHUKOB, YBOJIEHHBIX
¢ paboTHI B KauecTBe MOTEHIUMATBHBIX HapymuTeneii b

- Mogenu OleHKH BEPOATHOCTH OCYLIECTBIEHUS yIpo3bl. OCHOBHbIE METPUKH, UCIOIb3yEMbIE IS
OLICHKHM BEPOSITHOCTHU OCYILECTBIEHUS yrpo3bl. CiocoObl MpeaynpeKIeHHs] BO3SMOXHBIX YIpO3.

- Cnoco6bl oOHapysxeHHst yrpo3. CrnocoObl mpeceyeHMs WM JIOKanu3aluuu yrpos. JledcTBus
croco0a JTMKBUIAIUH TTOCIEICTBUM.

- 3amuTHble JeicTBUA Npu  peanu3anuu crnoco6oB 3W. Tpu rpynmbsl  MEpONnpHUATHH IO
TEXHUYECKOH 3ammure MHpOopManuu. OCHOBHBIE OpraHU3AIMOHHBIE MEPOIPUATHS MO TEXHUYECKOU
3anuTe HHPOpPMaLUK.

- Ponp pykoBoguTens opraHu3alUd B IIPOLIECCE YINPABICHUS PUCKAMHU HHPOPMAIMOHHOM
6e3omacHocTd. Posp HavanbHMKa oTaAena (ymnpaBiieHHs) HH(OPMAIMOHHONW O0€3011aCHOCTH B
MpoIlecce YMPaBJICHHUS pUCKaMu WHGOPMAIIMOHHON 0€30MacHOCTU. DTallbl Mpollecca yIpaBiIeHUs
pPHUCKaMH.

- Oran BeIOOpa aHAIM3UPYEMBIX OOBEKTOB M YPOBHS JI€TANIM3AlMM MX PACCMOTPEHHUs Ipoliecca
ynpaBieHus: puckamu. OCHOBHBIE IIarM aHAJIM3a YTPo3 B MPOLEAYPE YIPABIECHUS PUCKAMH.

- DOram OLEHKHM PHUCKOB B MpoOIlenype YIpaBlICHHS pUCKaMM. DTal BBIOOpA 3alUTHBIX MEp B
IpoLeaype YOpaBlIeHUS PUCKaMU. OTal pealu3allud W MPOBEPKH BBIOPAHHBIX MEp 3allMUTHl B
npolelype yupaBieHUs pUCKaMU.

- Bo3MoxHOCTH B mpoliecce OorpaHuYeHus (HeWTpaau3auuu) pucka. Bo3moxHOCTH B mporecce
nepeaspecanuu pucka. OneHka sSkoHoMuueckoil a¢dpextuBHocTH. [nan peanuszannum KOHTpMED.

- TpakroBka u cmnocoObl BblUMCIEHUS puUCKOB. llpencraBieHne puUCKOB B BHJE JiepeBa
ySI3BUMOCTEH, yTpO3 U KOHTPMEP.

Cemectp «A»

I[IpumepHbIe BONPOCHI U 33/1aHNUS IJI1 CAMOCTOSAITEJIbHOIM padoThI CTY/AeHTOB

- Cayx6a 3amuThl HHQOPMaLMK KaK COCTaBHAs YacTh CUCTEMBI 3alllUThl U KaK OpraH yNpaBJiIeHUS
3auToi nHpopmaryy. KoHuenus mocTpoeHust CUCTEMbI 0€30MacCHOCTH MPENPUITHS;

- IlpaBoBble OCHOBBI JESATENBHOCTH CIyXObl Oe30macHOCTH mpennpusaTus. OpraHu3aluoOHHO-
(YHKIMOHAJBHBIE JIOKYMEHTBl CHCTEMBI O€30MacHOCTH NpeAnpusTHs. Buasl HOpMaTHBHBIX
JIOKYMEHTOB;

- OpraHuzaloHHbIE 3aaud  CIyXObl 3amuThl HHGopMaruu. DyHKIMH CIyXKObl 3aIIUTHI
uH(popMaLnu;
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- B3aumocBs3p OpraHM3alMOHHBIX, TEXHOJOTUYECKHUX, KOOPAMHAIMOHHBIX 3a4ad U (QyHKIHA
CIYKOBI 3amuThl MHGopMannu. DakTOphl, BIMIIONME HA 33a1adyd W (DYHKIIMU CITY>KOBI 3aIlUThHI
uHpOpMaLnu;

- CrpykrypHas cxema ciyxObl 3amuThl uWHGpoOpMauuu. JIOHKHOCTHOH COCTaB COTPYIHHKOB
CIy>KObl 3amMThl MHGOpPMAaUWU. BHUIBI M TUOBI OPraHU3AIMOHHBIX CTPYKTYP CIYKOBI 3aIHUTHI
nHpopmanuu;

- 3apmauu, GyHKINH, IPaBa U OTBETCTBEHHOCTh COTPYAHUKOB CITY>KOBI 3aIIMTHI HH(OpMaIum;

- Tlopsaok coznanus ciysk0bl 3alIUTHI HHGOPMAIUY;

- Ctpykrypa U colepkaHue TOJI0KEHUS O CITyk)0e 3auThl HH(HOPMAIIUH;

- Oprasuszanysi B3auMOJCHUCTBUS CIIY>KOBI 3alIUTHI MH(DOPMAIMU M MOApa3ACICHUNA W BHEIIHUX
CITY’K0 3aIuThl HHPOPMAIIHH;

- TpeGoBanusi, MpenbsBIIEMbIe K COTPYIHUKAM CIyXObl 3amuThl nHpopMmanud. OcoOeHHOCTH
nmoadopa KajapoB IS CITYKObI 3aIIUTH HHGOPMAITUH;

- ®opMbl NOBBIMICHHUS KBATU(HUKAIIMH IEPCOHATA U TIOATOTOBKA KaJPOBOTO PE3EPBa;

- OcobeHHOCTH JEeSATENIbHOCTH COTPYJHUKOB CIY>KObI 3amuThl uHpopManuu. Pacnpenenenue
00s13aHHOCTEN MEXKy COTPYIHUKAMM CIYKObI 3alIUTHl HTHPOpPMALUY;

- Crpyktypa u coaepxXaHHE JOJDKHOCTHBIX MHCTPYKIMH COTPYAHHKOB CIY>KOBI 3aIIUTHI
uH(popMaLuu;

- Ilpunuunsl ynpaBieHus ciyx00ii 3amuTel nHGopMannu. CucteMa METO/10B yIpaBICHHUS;

- Bugapl munanupoBanus U ux HazHaueHue. Coqepkanue U CTPYKTypa IJIaHOB;

- OpraHuszanys 1 TeXHOJIOTHS IUTaHUPOBaHMsL. MeToabl 1 (hOpMBI KOHTPOJIS BHIIOJTHEHHUS TUIAHOB;

- Meroab! onieHk# 3 (HEKTUBHOCTH M KaueCcTBa CIIyKObI 3aIIUTH HHPOPMAIIHH;

- Bribop o0opynoBaHuS M TEXHUYECKUX CPEACTB UIA OCHAIICHHS PabOYMX MECT COTPYIHHKOB
cirykObI 0€30MaCHOCTU U 00ecTeueHus UX AesITebHOCTH;

- Opranuzanysi B3auMOJICHCTBHS M COTPYIJHHYECTBA CIYXKObI O€30MAaCHOCTH NPEIANPUSATHS C
CUJIOBBIMH CTPYKTYpPaMH PEruoHa;

- HampaBnenus pa3BUTHS METOIOB U CPEICTB 0€30TIACHOCTH MPEATIPHUSITHS

@®oHn  oueHouHbIX MartepuaioB (POM) Ui mpoBeleHUS — aTTeCTallMd  YPOBHS
c(OPMHPOBAHHOCTH KOMIIETEHLMH OOy4YaloUIMXCsl MO JUCHUIUIMHE O(OPMIISIETCS OTAEIbHBIM

JIOKYMEHTOM.

6. YYHEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYEHUE

JUCHUATLINHDBI
6.1. KuurooGecneyeHHOCTh
HaumeHnoBaHue nuTepaTyphbl: aBTOp, Ha3BaHUE, BUJ Ton KHUI'OOBECIIEUEHHOCTD
W3/1aHNs, U3/1aTeIbECTBO W31aHH

o Hanuuue B snekrponHom katanore ObC

OcHoBHas nuTeparypa™

Yekynaesa, E. H. Yrpasnenue nadopmManuoHHoO#M! 2020 | https://biblioclub.ru/index.php?page=book&id
0e30macHOCTRIO: yaeOHoe mocooue: [16+] / =612591 (nara obpamenus: 25.08.2021)

E. H. Yekynaesa, E. C. Ky6amesa; [ToBomkckuit
TOCYJAapCTBEHHBIN TEXHOJIOTHYECKHH YHUBEPCUTET. —
Woukap-Ona: [ToBOIKCKHiT FOCY 1apCTBEHHBIIA
TexXHoJoruueckui yausepeutert, 2020. — 156 c. ISBN 978-
5-8158-2165-1

lunos, A. K. Ypasienue nHGOPMAIHOHHOM 2018 | https://biblioclub.ru/index.php?page=book&id
6e3omacHocThIO: yueOHoe nocodue: [16+] / A. K. 11Iusos; =500065 (nara obpamenus: 25.08.2021)
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AG1enHoB, A. CoBpeMeHHbIE CHCTEMBI YIIPABICHHS 2017 | https://biblioclub.ru/index.php?page=book&id
nHPOPMAMOHHOK 0€30MMacHOCThIO: YueOHOe mocobue: =574594 (nara obpammenus: 25.08.2021)
[16+] / A. A6aenos, I'. [Iponosa, B. TpymmuH;
HoBocubnpckwii TocyJapCTBEHHBIN TEXHUUECKUI
yHuBepcureT. — HoBocnbupck: HoBocnbupckmii

TOCyapCTBEHHBIN TEXHUYECKUH yHUBEepcHUTeT, 2017. — 48
c. ISBN 978-5-7782-3236-5

Becenos, I'. E. MeHemKMEHT prcka HHDOPMAIHOHHOM 2016 | https://biblioclub.ru/index.php?page=book&id
6e3omacHoctu: yuaebHoe nmocodue / I'. E. Becenos, =493331 (nara obpamenus: 25.08.2021)

E. C. Abpamos, A. K. llTunos; FOxHbI# (henepanbHbIit
YHUBEpCHUTET, IH)KeHepHO-TEXHOJIOTHYECKast aKaleMHUsl. —
Taranpor: FOxHsbI# (enepanbHblil yauBepcuret, 2016. —
109 c.ISBN 978-5-9275-2327-5

Asepuenkos, B. . Ayaut nHGOpManoHHON 2016 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHoCTH: yueOHOE TocoOue s By30B / =93245 (nata obpamenns: 25.08.2021)

B. 1. ABepuenkos. — 3-e m3x., crep. — Mocksa: ®JIMHTA,
2016. — 269 c. ISBN 978-5-9765-1256-6

JlonoTHATENbHAS TUTEpaTypa

Asepuenkos, B. U. Cirysx0a 3aimnThl HHGOPMAITHH: 2016 | https://biblioclub.ru/index.php?page=book&id
opraHu3aIys u ynpasienue: [16+] / B. . ABepueHKoB, =93356 (mata obpamenns: 25.08.2021)

M. O. PeitoB. — 3-¢ u3m., crep. — Mocksa: ®JIMHTA,
2016. — 186 c. ISBN 978-5-9765-1271-9

3arunaiinos, 0. H. Teopus uHpOpMaoHHOM 2015 | https://biblioclub.ru/index.php?page=book&id
0€301acHOCTH M METOI0JIOT Sl 3alIUTHl HH(POPMAIIHK: =276557 (nara obpamenus: 27.08.2021)

yuedHoe nocobue / 10. H. 3arunaiinos. — Mocksa; bepiun:
Jupexr-Menua, 2015. — 253 c. ISBN 978-5-4475-3946-7

Opraunusanus 6e30nacHoil paboTel HHOOPMAITHOHHBIX 2013 | https://biblioclub.ru/index.php?page=book&id
cucreM: yueonoe nocobue / 10. 10. I'pomos, =277794 (nara obpamenus: 27.08.2021)

10. @. Maprembsnos, 0. K. Bykypako u ap.; TamOoBckmii
TOCYZAapCTBEHHBIN TEXHMYECKHI yHUBEpCUTET. — TaMO0B:
TamOoBCKHIf TOCYIapCTBEHHBIA TEXHIUCCKUH YHUBEPCUTET
(Tr'TY), 2014. — 132 c.

HckyccTBo ynpaBieHus: HHPOPMAIIMOHHBIMH PUCKAMU / 2010 | http://www.studentlibrary.ru/book/ISBN97859
AcraxoB A.M. - M. : IMK Ilpecc, 2010. -. 312 c. 40745747 .html (mata obpamenns: 25.08.2021)
Cannunkosa, U. H. DxoHomuyeckas Ge3onacHocTh: yuebHoe | 2018 | https://biblioclub.ru/index.php?page=book&id
nocobwue: [16+] / U. H. Canrukosa, E. A. [Ipuxoapko; =575023 (mara oopamenus: 27.08.2021)

HoBocubupckuit rocyaapcTBeHHBIN TEXHUYECKHUH
yHuBepcureT. — HoBocubupck: HoBocnbupckmii
roCy/apCTBeHHbI TexHU4Yeckuit yuusepcuret, 2018. — 103
c. ISBN 978-5-7782-3693-6

6.2. [lepuoanyeckune U3IaHUsA

1. DnextponHblii KypHan «3aumra uHGopmaumu. Wucaitn»y ISSN 2413-3582, Pexxum nocryna:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIH x)ypHaI «Crenrexanka u CBsa3by, Pexxum gocryma: http:/ www.st-S.su/

3. DnexTpoHHBI KypHaT «CUCTEeMBI O€30MACHOCTH CBS3H W TEJIECKOMMYHHKAIIHI» —KOMITAHUS
«I'potex», Mocksa [ dnextponHsiii pecypce] / URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIH Hay4YHO-TEXHUYECKUH kypHall «CrnenuanbHas TeXHUKa», MockBa [DIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnexrtponnslit xypHan «b/I1» (besonacHocts, JlocTtoBepHocTh, Unpopmanus), C.-IlerepOypr.
[Onexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UuTepHeT-pecypcehl

1. Caiit «I'pynmma CT» 1. Cankr-IlerepOypr [Dnexkrpounsiii pecypc] / URL: http://spymarket.com/

2. Caiit «I'pynna kommanuii «Mackom»» T1.MockBa [OnektpoHHblii pecype] //  URL:
http://www.mascom.ru/ (mata oopamenus: 13.06.2018).

3. Caiit 3A0 HIIL ®upma "HEJIK" r. Mocksa [Dnextponnsiii pecypc] // URL: https://www.nelk.ru/



https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=276557
https://biblioclub.ru/index.php?page=book&id=276557
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://www.studentlibrary.ru/book/ISBN9785940745747.html
http://www.studentlibrary.ru/book/ISBN9785940745747.html
https://biblioclub.ru/index.php?page=book&id=575023
https://biblioclub.ru/index.php?page=book&id=575023
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
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4. Canit «HIIO 3amura wuHpopmanum» T. MockBa [DOnekrponnsii pecypc] // URL:
http://www.sinf.ru/

5. Caiir xomnanmm «lIpomunpopm3amuray 1. MockBa  [DnekrponHsii pecype| // URL:
http://www.profinfo.ru/

6. Caiit komnanuu «Croptenb» . MockBa [ Qnektponnsiii pecypc] / URL: http://www.suritel.ru/

7. 3A0 11D «DnBupa» MockoBckas 00i. T. JKenesHomopoxkHblid [DnekTpoHHbIi pecype] // URL:
http://www.elvira.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JJUCHUIIJIMHBI

3aHATHS MPOBOAATCS B cienyromux ayautopusax Bal'Y (kopmyc Ne2) mo aapecy r. Bmagumup,
yi1. benokonckoii, 1. 3.

ayz. 408-2, JIekuuoHHasi ayauTOpHs, KOJUYECTBO CTyJIeHUYecKuXx MecT — 50, miomans 60 M2,
OCHAIIIEHUE: MyJIbTUMeIuitHOe 00opyaoBanue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), nHoytOyk Lenovo Idea Pad B5045

aya. 427a-2, nabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYJEHYECKUX MecT — 14,
wionaap 36 M2, ocHallleHHe: KOMITbIOTEpHBIN Kiace ¢ 8 padounmu cranuusmu Core 2 Duo E8400 c
BbIX0oioM B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzatopo Cisco 2621, 6
kommyTatopoB Cisco Catalyst 2960 Series, 3 kommyTaTtopa Cisco Catalyst 2950 Series, koMMyTaTop
Cisco Catalyst Express 500 Series, npoexktop BenQ MP 620 P, skpaH HacTeHHBIH pPYyJIOHHBI.
JlueH3noHHOE  TporpaMMHOE  o0ecrieueHwe: — omepanuoHHass — cuctema  Windows 7
[Tpodeccuonanvhas, oducHblii maker npuioxeHuii Microsoft Office IIpodeccronanbhbiii 1UIIOC
2007, 6ecriaTHO pacmpoCTpaHsIeMOe POrpaMMHOE OOeCTIeYeHHE: IMHEeHKa HHTETPUPOBAHHBIX CPeJ
pa3pabotku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyanuzauuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru mepenaun aanHeix Cisco Packet Tracer 7.0, mHTerprpOoBaHHas
cpena paspadbotku nporpammuoro odecnedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VHI «KommnekcHas 3amura OO0BEKTOB HH(OpMaTU3alMKM», KOJIUYECTBO
CTyJIEHYEeCKHX MecT — 15, mmomans 52 M2, ocHalleHHE: KOMIBIOTEPHBIN Kiacc ¢ 7 paboynmu
crannusamu  Alliance Optima P4 ¢ Beixomom B Internet, kommyrtarop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpan HaCTeHHBIN PYJIOHHBIH), IPUOOP
ST-031P «Ilupanbs-P» MHOTOQYHKIIMOHANBHBIM TOWCKOBBIA, TPUOOp «YIIaH-2» TIOMCKOBBIH,
BUOpoakycTHueckuil reneparop uryma «Conara AB 1My, umMutatop paboThl CPeICTB HENETalbHOTO
chema uHpopManuu, padoTaromux 1o paguokanany «lllunosuuky», ananuzatop crnekrpa «GoodWill
GSP-827», unnukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo 6110KkupoBaHus pabOThI CUCTEM
MOOWJIBHOW  CBsi3u  «Mo3aiika-3», yCTpOWCTBO 3allUTHl  TeNEe(MOHHBIX IEPEroBOPOB  OT
npocnymuBanus «lIpokpyer 2000», nukropon Edic MINI Hunter, nokarop «Pogauk-2K»
HEJIMHEHHBIN, KOMIUIEKC TNPOBEICHHUS aKyCTHUYECKMX M BHOpOaKycTHYecKHx u3MepeHuid «CrpyT
MUHH-A», Buaeopeructparop mudposoir Best DVR-405, reneparop Hlyma «I'HOM-3»,yueOHO-
MCCIIEIOBATEIBCKUI KOMIUIEKC «CBEpXIIMPOKOIOIOCHBIE OeCTIpOBOAHBIE ceHCOpHBIe ceT» (Nano
Xaos), ckanupyromuii npuemMHuk «Icom IC-R1500», anammusatop cereit Wi-Fi Fluke AirCheck c
aKTHUBHOM aHTeHHOW. JIutien3nonnoe nporpammuoe odecrieuenue: Windows 8 Ilpodeccuonanbhas,
opucHelii maker mnpunoxeHuil Microsoft Office Ilpodeccuonansusiii mmoc 2010, OGecriatHo
pacrpocTpaHsieMoe IMporpaMMHOE oOecrieueHue: JIMHEHKa WHTETPUPOBAaHHBIX Cpell Pa3paboTKu
Visual Studio Express 2012, nHCTpyMEHT HMUTAIIMOHHOTO MojeupoBanust AnyLogic 7.2.0 Personal
Learning Edition, uaterpupoBanHas cpena pa3padoTku mporpamMmmHoro odecredenus IntelliJ] IDEA
Community Edition 14.1.4.


http://www.sinf.ru/
http://www.profinfo.ru/
http://www.suritel.ru/
http://www.elvira.ru/
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Pabouyro nmporpamMmy coctaBui il noueHT kKadeapsl U3U TenpHsiit A.B.
(VO, JOJKHOCTb, MOMITHCH )

Penensenr

(npeacraBuTeNb paboToaarens) 3 TUTENb PYKOBOJMTES PAITL 000

«HUudolleHTpy - k.T.H. Beprunesckuii H.B.
/ecto 'paﬁ)ﬁbl, noixHocTs, ®UO, noanuce)

[Iporpamma paccMoTpena u oo6peHa Ha 3aceanuu Kadepsl U3u

[TpoToxon Ne oT roja g

3aseyromuit kadeapoi A.1.H., npodeccop \ /M.1IO. Monaxos/

(DPHO, ngVHCb)

PaGouas nporpamma paccMoTpeHa u 0100peHa
Ha 3acelaHuM y4yeOHO-MeToauYeckoi KoMuccuu crengansHoctd 10.05.04 «MubopManmoHHO-
AHATUTHYECKUE CHCTEMbI O€30aCHOCTH Y

ITpoTokos Ne oT roja /
[Ipeacenarens KOMHCCHU I.T.H., podeccop \ [~ /M.IO. Monaxos/
((Dl/,ﬁ JODKHOCTb, MOAMKCH)
/

v
JIMCT NEPEYTBEPXKJIAEHUSA
PABOYEM IMTPOT'PAMMBI JUCLIUIIJIUHBI

Pabouas nporpamwa ogofpena na zn_.c'j'«;i_ 12044 yuebHbIH roa

[poTokon tacenanms kapeaps Ne 4% or 47 {1 A} roja . g'
H
Japenyiommii kadeapoit  aT.H, npodeccop I'n \| A~ ML), Monaxos/
-
(DO, ||:JJ\[1L¢£J]

Pabougast nporpamma ogo6pena na 20 /20 yueOHBI roga

IIporokon 3acenanus kadeapsr No or __roma

3aBenyromuii kadeapoi

Pabouas nporpamma ogobpena na 20 /20 yueOHBbIi roga

[Iporoxon 3acenanus kadeapsr No oT roja

3aBenyrommuii kadeapoii



eamatveeva
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JUCT PETUCTPAIIMA UBMEHEHUWI
B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
HAUMEHOBAHUE
00pa3oBaTeNbHOM MPOrpaMMbl HAIIPaBJICHUS IOATOTOBKHU K00 U HaumeHnosanue OII, HaTIpaBIE€HHOCTD:

HaumMeHo8anue (YKasams ypo8eHs H0O20MOBKIL)

Howmep Brecensr n3MeHEHUS B YaCTH/pa3aeibl Hcnonuurens OcHoBaHUe
HU3MEHEHUS paboueil mporpaMmbl OUO (HOMeEp U JaTa MPOTOKOJIA
3acenanus kadeapbl)
1
2
3aBenyronuii kageapoit /

Toonucw QU0




