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1. HEJIX OCBOEHUSA JUCIUIIJINHbI

[lenbto ocBoeHust qucuuIuinHbl «IIporpaMMHo-annapaTHbIe CpeicTBa 3aIUUTHI HHPOPMALIUN
SBIISIIOTCSI 0OECTIEYeHHE MOATOTOBKH CTYJCHTOB B cooTBeTcTBHHU ¢ TpeboBanusmMu ®PI'OC BO 3++ u
yyeOHoro tuiaHa mo crneruanbHocTH 10.05.04  «MHpOpMannoHHO-aHATUTUYECKUE CHCTEMBI
Oe3omacHocTH». B mpomecce moAroTtoBkM oOecriednBaeTcsi (OPMUPOBAHHE Yy  CTYJEHTOB
npo¢eCCHOHATIBHBIX HAaBBIKOB 10 3KCIUTyaTallMd U OOCIY>KHBAaHUIO anmapaTypsl, 000pya0BaHUs U
IPOTPaMMHOTO 00ecreueHus], CBI3aHHbIX C: 0OecrieueHneM 0e30IMacHOCTH JaHHBIX; UG POBAHUEM U
3alIMTOM OT HECAaHKIMOHUPOBAHHOI'O JIOCTyNa; MPO(EeCCHOHAIBHBIX HABBIKOB BBIABICHUSA U
YHUUYTOXKECHUS KOMIBIOTEPHBIX BUPYCOB; MPOTHUBOJICHCTBHS HApYyIICHHUSIM CETEBOM 0€30IacHOCTH ¢
UCIIOJIb30BAaHUEM PA3JIMUYHBIX IMPOTPAMMHBIX M alllapaTHBIX CPEACTB 3alUThl; HABBIKOB PabOTHI CO
CIIELUAJIbHON TEXHUYECKOU JINTEPaTypOi.

3amauedt aucuumuimHbel  «IIporpamMMmHO-anmapatHele  CpeACTBAa  3aLIUThl  MH(OpMAIUK»
SBIISICTCS CO3J]aHME Y CTYJIEHTOB INPEACTABICHUS O MPUHIUIAX, METOAAX M CPEICTBAX BBISBICHUS
yrpo3 0e30MacHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, a TaKXKe pa3BUTHE CIOCOOHOCTEH K
JIOTUYECKOMY M aJTOPUTMUYECKOMY MBILUIEHUIO U OCYLIECTBJIEHUIO IPOBEPKU 3aLIUILEHHOCTU
00BEKTOB Ha COOTBETCTBUE TPEOOBAHUSAM HOPMATHUBHBIX JOKYMEHTOB. 3a7aueil AUCLUIUINHBI TAKKe
SIBIISICTCS OBJIAJICHHE HAaBBIKAMH MPAKTUYECKOH JEATEIIEHOCTH B 00JIACTH MOJICITMPOBAHUS U aHAIIN3a
TEXHUYECKUX CPEACTB allapaTHOW M MPOrpaMMHOM 3alIUThl aBTOMAaTU3MPOBAHHBIX CUCTEM C
UCIIOJIb30BAHUEM CPEJICTB BBIUMCIMTEIBHOM TEXHUKH, YMEHHUE MCIOJIb30BaTh COOTBETCTBYIOIIEE
CHeLHaIU3UPOBAHHOE IPOrPaMMHOE 00eCIIeYeHHE.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Huctummuaa «I[IporpamMMHoO-ammapaTHbple CpeACTBa 3alUThl HMH(DOpPMAIMU» OTHOCHTCS K
obs3arenbHOM yacth biioka B1 (kox 51.0.24). B yyeOHOM 1u1aHe MpeAyCMOTPEHBI BHIbI yueOHOU
JIeATETLHOCTH, 00ECIICUNBAIONINE CUHTE3 TEOPETHUECKUX JICKIMU, U JabopaTopHbix pabdot. Kypc
TECHO B3aUMOCBSI3aH C IPYTHMH JUCHUILUTUHAMU JaHHOTO ITUKIIA.

3. INTAHUPYEMBIE PE3YJIBTATbBI OBYYEHMUS 11O JUCIUIIJINHE
[Inanupyemble pe3yiabTaTbl OOyd€HHUs IO JAUCUUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMU

ezynbraraMu ocBoeHust OIIOIT (koMmeTeHIUsIMU 1 MHIUKATOPaMHU JOCTH)KEHUSI KOMITETEHITH )
dopmupyemblie [Tnanupyemble pe3ybTaThl 00yUSHHUS 110 TUCIUILINHE, B HaumeHnoBanue
KOMIICTCHIIUH COOTBETCTBHMH C MHJIMKATOPOM JOCTHKCHUS KOMIICTCHIIUU OIICHOYHOT'O
(xom, comeprxanue WNupukarop PesynbTarel 00y4eHHs 10 JUCIUATUIHE cpelncTBa
KOMITETEHITHH ) IOCTYDKEHIS
KOMIICTCHIINY]
(00,

cooepoicanue

UHOUKAMOPAQ)
OIIK-11 Cnocoben | OIIK-1.1.1 | 3HaTh nporpaMMHBIE U [IPOrPAMMHO-AIIapaTHbHIE
OCYIIECTBIIATh CpEeJICTBA 3aIIUTHI HHGOPMAITUH
cuHTe3 TexHosorui | OITK-1.1.2 3HaTh METO/IbI HACTPOMKH, OOCTYKHUBAHUS U
1 OCHOBHBIX BOCCTAHOBJICHHUS CPEJICTB 3aIUThI HHPOPMAIUH
KOMIIOHEHTOB Ha BCEX 3Tanax >kuzHeHHoro mukia MAC
Gynkunonansroii u | OI1K-1.2.1 YMETh NPUMEHSTH 3alIUILIECHHBIE IIPOTOKOJbI,
obecrieunBaromei MEKCETEBBIE IKPAHBI, CPEICTBA OOHAPYKEHHS
yacrei BTOP’KEHUH B KOMIIBIOTEPHBIE CETH Tecrosbie
CO3/1aBaEMbIX OIIK-1.2.2 YMeTh OCYLIECTBISATh MEPHI NPOTUBOACUCTBUS BOIIPOCHI
MH(POPMALMOHHO- HapyLICHUAM CETEBON 0€30I1aCHOCTH €
aHAJTUTUICCKUX HCIOJIb30BaHMUEM ITPOrPAMMHBIX M ITPOrPaMMHO-
CUCTEM, B TOM anmapaTHBIX CPEJICTB 3alUThl HHQOPMAITUU
qucIie BbIOOp OIIK-1.3.1 BnaneTs HaBbIKaMH HACTPOUKH, SKCILTyaTalllH,
MEPOIPHSTHIL 110 00CTyXKUBaHHSI CPEJICTB 3aIUTHI HH(OPMAITUHN Ha
3alIUTe BCeX dTamnax >kusHenHoro nukia MAC
uHQOpMaIH
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OIIK-13 Cnocoben | OIIK-13.1.1 | 3HaTh NporpaMMHbIC U IPOrpaMMHO-aIIapPaTHbIC
MPOU3BOJHUTH CpEeJICTBA 3aIIUTHI HHpOpMAIIHH
HacTpPOWKY U OIIK-13.1.2 | 3HaTh METO/IbI HACTPOMKH, OOCTYKUBAHHS U
o0CITy>)KUBaHHE BOCCTaHOBJICHUS CPEJICTB 3aIUTHI HHOpMAIn
KOMITOHEHTOB Ha Bcex dTamnax ku3HeHHoro nukiaa MAC
obecneunBaromed | OIIK-13.2.1 | YMeTh HacTpauBaTh M 0OCIY>KMBATh CPEICTB
4acTH 3alUThl MHPOPMAITUH Ha BCEX ATAINaX
WH(POPMAITUOHHO- skn3HeHHoro nukia MAC
AHAJIMTUYECCKUX OI1K-13.2.2 | YMeTh BOCCTaHABIMBAThH CPEACTBA 3aIUTHI TecToBbIC
CHCTEM Ha BCEX unpopmaiuu MAC B mosiHOM 00beMe BOMPOCHI
dTamax JXU3HEHHOrO | OIIK-13.2.3 | YMeTh HCIOIb30BaTh CPEACTBA 3aIIUTHI,
HHKJIa, BCTPOCHHBIX MPENOCTAaBIISIEMbIE CUCTEMAaMU YIIPABICHUS
CPCACTB 3allIUThI 0a3zaMM JaHHBIX
uHpopMALHY, OIIK-13.3.1 | BiageTb HaBBIKAMH BOCCTAHOBJICHUS
BOCCTaHABITHBATE paboTOCTIOCOOHOCTH CPEACTB 3AIIUTHI
X uHpopmaruu MAC npu BHEIITATHBIX CUTYALMIX
paboTOCTIOCOOHOCTH
P BHEIITATHBIX
CUTYaIHUsIX
4. OBbEM U CTPYKTYPA JTUCHUIIJIMHBI
Tpyn0oeMKOCTh JUCHUILTIHBI COCTABIISIET 6 3a4eTHHIX eTUHMUII, 216 yacoB
TemaTuveckuii JIaH
¢opma o0yueHusi — ouHas
KonTakTHas pabora Dopmer
00yJaronuxcs TEKYIIero
C TMeJarorHYeCKUM KOHTPOJISI
= paboTHUKOM & yCIIEBaEMOCTH,
2T e || oo
= g = 5 g T « | MIPOMEXYTOUHOMI
Ne HaumenoBanue TemM u/uim 3 3 = e S . £ 5 ATTeCTALAN
/I pa3enoB/TeM TUCIIUILTNHBI 3 = - § % § g é % (no cemecmpam)
°| g 5| E| 2|88 ¢
| 2| 8| 5| F5 S
2l o2 et
= o = =
|38 &
=R I B
1 | BBenenue (mpeaMeT U 3a1a9u 7 1 2 2 8
MPOTrpaMMHO-aIMapaTHON
3alUTHI THPOPMAITUH, METOJTBI U
Cpe/CTBA 3aIUThl HHPOPMAIUH)
2 | Vs3BUMOCTb KOMITBIOTEPHBIX 7 2 2 4 8
CHCTEM.
3 | Unentuduxanms n 7 3 2 8
ayTeHTUDUKAIHS
4 | Cucrema pasrpaHudeHus gocryna | 7 4 2 4 8
K nHpOpMaLUH
5 | [IporokoJis 7 5 2 8
WACHTHQHUKAINY/ Ay TCHTU(UKAIIT
6 | MeTonsl 1 cpeACcTBa 3alTUTHI 7 6 2 4 8 PelTHHT-KOHTPOIIb
[POTrPaMM OT KOMITBFOTEPHBIX Nel
BHPYCOB
7 | XapakTepuCTHKa CPEICTB 7 7 2 8
HEUTpaIu3aIii KOMIbIOTEPHBIX
BUPYCOB.




8 | OueHka aHTHBHPYCOB 7 8 2 2 4 8

9 | OOmas xapakTepucTHKa 7 9 2 2 8
MPOrpaMMHO-aIapaTHBIX
CPEJICTB 3aIIUTHI HH()OPMAIHN

10 | OOmras xapakTepuCTHKA 7 10 2 2 4 8
AIICKTPOHHBIX HACHTU(HHUKATOPOB
11 | 3ammra nporpamm oT 7 11 2 2 8
MPOTPaMMHBIX 3aKIAJIOK.
12 | MeToab!l U CrIoCOOBI 3aIUTHI 7 12 2 2 4 8 PelTHHT-KOHTPOIIH
IpPOrpaMM OT UCCIIEOBAHUSL. Ne2
13 | 3amura nporpamMm oT 7 13 2 2 8
HECaHKIIMOHUPOBAHHOTO
KOIUPOBAHHUSIL.
14 | Cucrembl OOHApYKEHUS aTaK U 7 14 | 2 2 4 8
BTOPKEHHMI.
15 | DnexTpoHHas uudpoBas MOANHUCH 7 15 2 2 8
(30l
16 | Pa3gexn 16. Apxurektypa [TAC3U | 7 16 2 2 4 8

(xoH(pHUTYpaIH CPENICTB 3AIIUTHL,
METO/bI pealnu3alny;
(yHKIMOHAT U 0OCOOCHHOCTH

HCIIOJTH30BAHUA).

17 | Pazgen 17. Keitnorreps! u npyrue | 7 17 2 2 8
anmapaTHbIe 3aKJIaIKH

18 | Pa3zgexn 18. HopmaTtuBHas 6aza 7 18 2 2 4 8 PeiATHHT-KOHTPOITb
rOCY/IapCTBEHHBIX PETYJISITOPOB Ne3

Poccun u peiictByroue
CTaHJIAPThI B 00JIACTH
ucnoab3zoBanusa ITAC3U

Bcero 3a 7 cemecTp: 216 36 36 36 108 3auer ¢
OlleHKOI
Hroro no aucuuninHe 216 36 36 36 108 3auer ¢
OIlEHKOI1

CoaeprxaHue JeKINOHHBIX 3aHATHH 10 IMCHUIINHE
Pazgen 1. Beenenue (mpeamer U 3a1a4M IPOrpaMMHO-aNINapaTHON 3alUThl HH(GOPMALIUU; METObI U
CpeJCTBa 3alUThl HHGOPMAILlMU U MPEJOTBPAIICHNUS HECAHKIIMOHUPOBAHHOTO JocTyna). OCHOBHBIE
MIOHSITHS.
Pa3znesn 2. Va3BUMOCTH KOMIIBIOTEpHBIX cucTeM. IlonuTuka Oe€30MacHOCTH B KOMITBIOTEPHBIX
cucremax. OreHKa 3allUIIeHHOCTH. AOCTpakTHbIe MOJeNu 3amuThl UHpopMauu Monens buoa;
Mogens I'orena—Mesurepa ; Cazepnenackast moaens; Moaens Kiapka-Bunbscona.
Pazgen 3. Wpentuduxaums u ayreHTHUKauus (MACHTUHUKALMS Tojib3oBarenel (CyObEeKTOB
noctyna K agaHHbM). [lpouenypa wuneHtudukauuu u ayreHtudukanuu. OpHodakTopHas W
nByxdakTopHas uaeHTH(GUKauuu. buomerpuueckue MeToabl UACHTU(DUKAUN U ayTEHTU(DHUKALHH.
TexHomorun aBTOMaTUUECKOU UICHTU(DUKAITUH.
Pazgen 4. Cucrema pasrpaHudeHust A0ocTyna K MH(poOpManuu (apXUTEKTypa CHUCTEMBI; KOHIICTILIUS
MOCTPOCHUS CUCTEM pasTpaHUUYEHUs] JOCTYIA; MOJENHM pa3rpaHUYeHHs] JIOCTyNa; HaJeXKHOCTh
CHCTEM pa3rpaHUYEHUs 10CTYMa).
Pa3znen 5. Ilpotokonsl uaeHtuukanuu/ayTeHTUGUKAUN (00OOUIEHHBIH alrOpuT™M, Ha OCHOBE
anmroputMa  RSA, cxembl @eiire-®Ouara-Illamupa, Onb-T'amansa, [Hoppa). IIpoToxosl
uaeHTUHUKAIIMK ¢ HyJeBOM nepemadei suanuii. [Iporokonsr Kerberos, S/Key (RFC 1760), PAP u
CHAP, OpenID, Windows Live ID, LDAP, OpenLDAP.
Pa3nesn 6. Metozsl 1 cpescTBa 3alIMTHl IPOTPAMM OT KOMIIBIOTEPHBIX BUPYCOB (XapaKTepUCTHKA U
KJIaccu(UKaLUs KOMITBIOTEPHBIX BUPYCOB.




5

Paspnen 7. XapakTepucTHKa CpEACTB HEUTpANU3alUMU KOMIIBIOTEPHBIX BHUPYCOB. TEXHOJIOrMH
oOHapy»XeHHSI BUPYCOB, aHTUBUPYCHbIE KOMITJIEKCHI.

Pa3zgen 8. Onenka aHTUBUPYCOB; TpeOOBaHHS K CpeacTBaM aHTHUBUpycHOH 3amutsl PCTOK
Poccun. Knaccudukaiiys MeTo10B 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

Pazgen 9. OOmas xapakTepUCTHKa IMPOTPAMMHO-ANIAPATHBIX CPEJICTB 3allUThl HH(OpMAIHU
(xmaccudukayss CpeACTB 3alIMTHl; TOCYJIAPCTBEHHBIH pEecTp CEepTUPUIMPOBAHHBIX CPENICTB
3amuThel HHQOpManmK; KpaTkas xapaktepuctuka cpeacrsa 3amutel C3U Secret Net, [IAK Kpunros,
Honeypot Manager, Kb SearchInform, Secret Disk u 1.1.)

Pazgen 10. OOmias xapakTepuCTHKa SJIEKTPOHHBIX HACHTHUHUKATOPOB (uaeHtudukatopsl eToken,
JaCarta, Maxim (iButton), Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenseLock, LOCK u
T.J.).

Pazngen 11. 3ammra nmporpaMM OT HpOrpaMMHBIX 3akianok. CrocoObl BHEAPECHHS 3aKjajoK.
Knaccugukanuss HenekIapupoOBaHHBIX BO3MOXKHOCTEH mporpamMMHOro obecrneueHus. MeToabl
BCKPBITHSI HEJEKJIapUPOBAHHBIX BO3MOXKHOCTEH. [loaxonpl BbIsiBIEHUS 1€(PEKTOB B MPOTrPaAMMHOM
o0ecrieueHnH, BO3MOKHBIE METO/IbI 3AIUTHI.

Pa3zaen 12. Meroasl U crmocoObl 3alIMTHl TIpOorpamMM OT HcciienoBanus. Kimaccudukamus cpencts
UCCIIEIOBaHMsI porpamMM. MeTo/Ibl 3alliUThl IPOTPaMM OT UCCIIEIOBAHUS.

Pa3nen 13. 3amura nporpaMm OT HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHUSA. MeTOIb1, 3aTpyAHSIONINE
CUMTHIBAHUE CKONMHPOBAaHHOW wuH(popmauuu. MeToapl, MNPEmsITCTBYIOLIUME HUCIOJIb30BAHUIO
ckonupoBaHHOW nH(popmanuu. OcHOBHBIE (DYHKUIUU CPEICTB 3alIUTHl OT KomupoBaHus. OCHOBHBIE
METO/BI 3aIIUTHl OT KONUPOBaHHs. MeETOAbl MPOTUBOJNCHCTBHS TUHAMUYECKUM CIOCO0aM CHATHUS
3alIUTHl IPOrPaMM OT KOMTUPOBAHUSI.

Paznen 14. Cuctembl oOHapy>KeHHs aTak M CHCTEMbl OOHapy>keHUsl BTopskeHui. Kiaccudukamms.
MeTto1p1 00HApYKEHUSI CUTHATYP U METOAbI OOHAPYKEHHSI aHOMAIIUH.

Paznen 15. Dnexrtponnas uudpoas noxanuck (DLUII). IMousarue DIII, ocHOBHBIE aITOPUTMBI
peanuzanuu LTI

Pazgen 16. Apxwurextypa IIAC3U (xoHdurypammu CpeicTB 3alluThl; METOABI pPEaN3alny;
(GyHKIIMOHAT ¥ OCOOCHHOCTH UCIIOJIb30BAHMS ).

Paznen 17. Keitnorrepsl u Jpyrue amnmapatHbie 3aKiIaJKd Ha OCHOBE MHKPOIPOILIECCOPOB H
MHUKPOKOHTPOJUIEPOB, Kilaccu(UKalus, BO3MOKHOCTH U METOJIbl MpOTHBOAEHCTBH. [IporpamMmHo-
anmaparHble 3aKJaAKd Uil MOOMIBHBIX cered. [IporpamMMHo-anmapaTHble CpEICTBA 3alllUThI
MOOWJIBHBIX CETeH.

Pa3nea 18. HopmatuBHas 6a3a rocy1apcTBEHHBIX peryisiTopoB Poccuu u neiicTByroniye cTaHaapThl
B oOnactu ucrnonb3oBanus [TAC3U.

Coaep:xanue Ja00OpaATOPHBIX 3aHATHH 110 M CHUILINHE
JlabopaTopHbie padoThbI:
JlaGopaTopHnas pa6ora 1. Pa3pabotka 1O pasrpanndenuns NOJIHOMOYMHA MOJIb30BaTeNeH
JlabopaTopnasi padoTa 2. 3amura NporpaMMHOT0 00€CTIeUeHUs OT U3MEHEHUS U KOITUPOBAHUSI.
JlaGopatopnas paGora 3. Pa3paboTka H mporpamMMHas pealu3alus KpUNTOTrpapuuecKux
AJITOPUTMOB.
JlaGopatopnas pabora 4. M3yuenue crnoco6oB (GopMUPOBaHUS NEKTPOHHOU IUPPOBON MOIIHCH
(BUIT) Ha ocaoBe Kpunrollpo CSP 3.9 R2 / Kpuntollpo CSP 4.0 - iyt Windows 10
JlaGopaTopnas padora S. M3yuenue croco6oB GopMUPOBaHUS IJNEKTPOHHON IUPPOBON MOAIHCH
(BLIT) na ocaoBe ViPNet CSP 4.2 - st Windows 10
JlaGopaTtopnas pabGora 6. Opranuzanus 3alUIIEHHOro oOMeHa wHH(popMalMeld Ha OCHOBE
HCIIOJIb30BaHus mporpaMmMsl PGP
JlabopaTopHasi padora 7. Opranu3anus 3allMIleHHOro KaHaia ¢ momoiibio VPN
JladopaTopnasi padora 8. [IporpammHuas peanu3zainusi 3aIUThI TPOTPaAMM C TTIOMOIIBIO SJIEKTPOHHBIX
kimouet Tuna «HASP HL Pro»
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Coaep:xkaHue NPAKTHYECKHUX 3aHATHI MO TUCHHUILINHE
IIpakTnyeckoe 3ansitue 1. I[IpuHUOMOBI 3aUTBI TpPOrpaMM OT KOMUPOBAHHS C TOMOIIBIO
AJIEKTPOHHBIX KiItouel. I[pucThIKOBOYHBIN MEXaHNU3M U MEXAHU3M HcIoIb3oBaHus APl
IIpakTuyeckoe 3ansaTHe 2. OCOOEGHHOCTH peaqU3alUd ACUMMETPUYHBIX CUCTEM MIU(GPOBAHUSA,
3amuTa (aiioB OT M3MEHEHHUS C TIOMOIIBIO JJIEKTPOHHON IUQPPOBON MOMMUCH, UMHTOBCTABKH.
KonTponb nenoctHoct cooOuieHuit myteMm IMu(poBaHUs, WCHOJIB30BaHUS XAUI-QYHKIMH, KOJOB
ayTeHTU(UKAINH COOOIICHU.
IIpakTuyeckoe 3ansaTHe 3. 3ammTa OT OTJIAAKM, 3al[UTa OT JAM3acCCEMOIMPOBAHMS, 3allUTa OT
TPACCUPOBKH TIO MIPEPHIBAHUSAM, 3aIUTa IPOrPaMM OT U3MEHEHUS U Pa3pyIIAOIIETro BO3ACHCTBHS.
IpakTuyeckune 3ansTusi 4-5. OOmWMil CcpaBHUTENBHBI 0030p COBPEMEHHBIX IPOTPAMMHO-
anmapaTHbIX CPEACTB 3amMThl WH(MOpManuu (HA3HAYCHHWE, TEXHUYECKHE XapaKTePUCTUKH,
O0COOEHHOCTH yCTaHOBKM M 3Kcruryaramuu, naemoBepcun [10) CSP VPN Gate; CSP VPN Server;
Honeypot Manager; ViPNet BOX; ViPNet CUSTOM; AIIKII Konrtunent; MBK Kompuyra;
Kommiexkc DeviceLock; Kommiexkc Diamond VPN/FW; Kommiaekc Ideco ICS 3; Kommekc
InfoWatch Traffic Monitor; Koutyp Wb Searchinform; ITAK SafeNet; ITAK Apryc; ITAK
Jlabupunt-/13; TTAK Ilanuups; I[TAK Co6ons; ITAK Pocomaxa; [TAK Kpunrton; ITAK ®IICY-IP;
[Ta-xet mporpamm "3ACTABA"; [IK3U1 Dallas Lock; I1O0 TERRIER; 1O PeBusop-1 (Pesuzop-2);
[10 Tpada-pet; I1O Tputon; [10 ®UKC; Cepsep DioNIS; C3U Crypton Lock; C3U Diamond ACS;
C3U Secret Disk; C3U1 Secret Net; C31 TrustAccess; C3U vGate; C3U Aypa; C3U broknoct-
2000/XP; C3U bnokxoct-ceth; C3U Ilunka; C3U Oruma+; Cucrema KYb; Cucrema ®opmnoct; CK3
MaxPatrol; YcrpotictBo Proventia Network IPS u np.
IIpakTuyeckue 3anaTus 6-7. OO CpaBHUTENBHBIN 0030p COBPEMEHHBIX CUCTEM OOHApY>KEHUS
BTOp)KCHUH (Ha3HAYCHUE, TEXHHUYECKUE XapaKTePUCTHKH, OCOOCHHOCTH YCTAHOBKH M dKCIUTyaTallHH,
nemosepcuu [10) Cisco IPS/IDS, McAfee Network Security Platform, Stonesoft StoneGate IPS,
AITKII «KoutunenT», ViPNet IDS, Check Point IPS, Snort, Pyoukon, MaxPatrol SIEM wu np.
IIpakTnyeckoe 3aHsaTHe 8. OOmUI CpaBHUTENBHBI 0030p COBPEMEHHBIX KEHIOTTEPOB,
anmapaTHbIX 3aKJIAJOK HAa OCHOBE MHUKPOIPOIIECCOPOB M MHKPOKOHTPOJUICPOB (Ha3HAYCHHE,
TEXHUYECKHE XapaKTePUCTUKHU, OCOOEHHOCTH YCTAaHOBKH U dKCILTyaTanuu, gemosepcuu [10).
IIpakTuyeckoe 3ansaTue 9. OOMUNA CPaBHUTEIBHBIN 0030p COBPEMEHHBIX allapaTHBIX 3aKJIaJ0K
JUIST MOOWJIBHBIX ceTell (HazHaueHHe, TEeXHWYECKUE XapaKTePUCTUKU, OCOOCHHOCTH YCTaHOBKH U
sKcIuTyaTaiuu, gemosepcun [10).

5. OLIEHOYHBIE CPEJICTBA JJIS1 TEKYIIETO KOHTPOJISI YCIEBAEMOCTH,
MPOMEKYTOUYHOI ATTECTALIMY MO UTOTAM OCBOEHMS JTUCHMUILIUHBI
U YYEBHO-METOJINYECKOE OBECIIEYEHUE CAMOCTOSITEJILHOM PABOTBI
CTYJAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIeBAeMOCTH
Ilepeyens BOPOCOB K peTHHI-KOHTPOJII0 Nel
- OcHoBHBIE 33J]a41 TPOrPaMMHO-AIAaPaTHON 3alIUThl HHPOpMAIIUU
- OcHOBHBIE METOJIBI U CPEJCTBA 3AIIMUTHI HHPopMaIu ¢ nomouisio [TAC3U
- OcHOBHBIE METO/BI TPENOTBPALLEHUS HECAHKIIUOHUPOBAHHOI'O JOCTYTIA
- IlonuTuka 6€30MacCHOCTH B KOMITBIOTEPHBIX CUCTEMAX
- VYA3BUMOCTb KOMIBIOTEPHBIX cucTEM. OLIEHKA 3aIUIIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
- AOcTpakTHble Mojenu 3amuThl HHGopManuu Monens buba; Mogens ['orema—Mesurepa;
Cazepnennckas moaens; Monens Kiapka-Bunbscona
- Wnentuduxanus nomapzonateneit (CyObeKTOB JOCTyNA K TaHHBIM).
- buomerpuueckue MeToapl HACHTUPUKAMHN U ayTEHTU(DUKAIIUH.
- TexHonoruu aBTOMaTHYECKON UACHTU(PHUKAIIUN
- IIporoxoinsl unenTudukanun/ayreHTuuKkanuu (0000UEHHBINH aITOPUTM).
- IIpotokoinsl naeHTUGUKAIMN/ayTeHTU(PHUKAIMY (Ha OCHOBE airopuT™Ma RSA).



[TpoTokounbl uaeHTuuKkanuu/ayrenTudukaniu (cxema Qeiire-duata-lllamupa).

[Iporokonsl nnenTudukanuu/ayrenTudukanuu (cxema Db-I"amarns).
[TpoTokounsl uaenTudukanuu/ayrentupukanu (cxema llnoppa).
[TpoTokosbl naeHTU(PUKAUK ¢ HYJIEBOU Mepeavyeii 3HaHUH.

IlepeyeHb BONPOCOB K PeHTHHI-KOHTPOJIIO No2
ITporokon Kerberos.
[Tpotokouner S/Key (RFC 1760), PAP u CHAP.
ITporokoser OpenID, Windows Live ID.
[Tporoxonsl LDAP, OpenLDAP.
Enunas cucrema uaeHtuukanuu u ayrentupukanuu PO.
Cucrema pasrpaHndeHus 10cTyna K UH(pOpMaILHH.
MeTo/1b1 3a1UThI IPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB
CpeacTtBa 3auThl IPOrpaMM OT KOMITBIOTEPHBIX BUPYCOB
XapakTepucTUKa U KJIacCH(PHUKAINI KOMIIBIOTEPHBIX BUPYCOB

XapakTepuCTUKA CPEICTB HEUTpaIu3alii KOMIBIOTEPHBIX BUPYCOB. TexHom0ruu oOHapy >KeHusI
BUPYCOB, aHTUBUPYCHBIEC KOMITJICKCHI.
OneHka aHTUBUPYCOB; TpeOOBaHUA K cpefcTBaM aHTUBHpYcHOU 3amuTel PCTIOK Poccuu.
Knaccugukarus METOI0B 3alIUTH OT KOMITBIOTEPHBIX BUPYCOB
OO0mrast xapaKTEepUCTHKA MIPOTPaMMHO-AIIAPATHRIX CPEICTB 3AIIUTHI HHPOPMALIUU

(kyaccudukanys CpeacTB 3aLIUThI; TOCYIapCTBEHHBIN peecTp cepTU(ULIUPOBAHHBIX CPEACTB
3aIUThl HH)OpPMAITIH)
OO11ast XapakTepUCTHKA 3JEKTPOHHBIX UJIEeHTU(PUKATOPOB (KiIaccupuKalus, Ha3HaYCHHUE,
XapaKTEPUCTHUKH)

33.H_II/ITa [mporpamMmm OT IIPOTrpaMMHBIX 3aKJIa/I0K. Crioco051 BHCAPCHUS 3aKJIIad0K.

Knaccudukanus HeIeKIapupOBaHHBIX BO3MOKHOCTEH IPOrPaMMHOTO 00CCIICUCHHUS.
MeTo1p1 BCKpPBITHS HEEKIApUPOBAHHBIX BOZMOKHOCTEH MPOrpaMMHOT0 00eCrieYeHHUs.

IlepeyeHb BONPOCOB K PeliTHHI-KOHTPOJIIO Ne3

ITogxonabl BEISIBICHUS ,I[C(I)GKTOB B IpOTrpaMMHOM O6CCHC‘-ICHI/II/I, BO3MOJXHBIC MCTO/JbI 3allIUTHI.

Knaccudukanus cpecTB Uccie0BaHUs IPOrPaMM

Meroasl 3alUTEI IPOIPAMM OT UCCIIEI0BAHMUS.

MeTto/1b1, 3aTpyIHAIOIINE CUNTHIBAHUE CKOTMPOBAHHOM HH(pOpMaLIUH.
MeTto/1b1, MPENSTCTBYIOLIUE UCTIOIb30BAaHUIO CKOMMPOBAaHHON MH(GOpMAIUH.
OcHoBHBIE QYHKIUU CPEACTB 3aUTHI OT KOMUPOBAHUS.

Metonpl NPOTUBOACHCTBUS JAMHAMUYECKUM CHOCOOAM CHATHSA  3alllUTHI

KOIIMPOBAHUS.
CucreMbl 00HapY’KEHUS aTaK U CUCTEMbI 0OHapyskeHus: BropxeHuil. Knaccudukanus.

MeTtop1 0OHapYKEHUSI CUTHATYp B CUCTEMaxX OOHApYKEHUsI BTOPKEHU I
MeTto/1b1 00HapY’KEHUSI aHOMAJINI B ccTeMaxX OOHAPYKEHUSI BTOPKEHHM
[Tonsitue DI, Buast I11, ocHoBHBIE anroput™bl peanu3anuu I
[Tonsitue ynoctoBepsitomux 1eHTpoB (Y1), TpedoBanus k V1]

MporpaMM  OT

Keitnorrepsl W apyrue anmapaTHble 3aKjIaJKd Ha OCHOBE MHKPOIIPOIIECCOPOB U
MHUKPOKOHTPOJUIEPOB, KJIacCU(pUKaLKs, BO3SMOXKHOCTA U METOJIbI TPOTUBOACHUCTBUS

[IporpammHo-anmapaTHbIe 3aKIaIKU 1T MOOMIIBHBIX CETeH
[TporpaMMHoO-arnapaTHbie CpeACTBa 3aIIUTH MOOMIIBHBIX CETeH
TpeGoBanMs MEXTyHAPOIHBIX CTAaHIAPTOB B 00macTu ucnosb3oBanus [TAC3U1

HopmartuBHas 06a3a rocyaapcTBeHHBIX peryistopoB Poccum mo mpumenenuto [TAC3U s
samutel AUC



5.2. IlpoMexkyTOYHAS aTTeCTALUS
IIpumepHBbI epeyeHb BOMPOCOB K 3a4eTy ¢ OLEHKOM

OcHOBHBIE 331a4H IPOTPAMMHO-AINIAPATHON 3alIUTHl HH(POPMALIUN
OCHOBHBIE METOJIBI M CpEJICTBA 3aIUTHl HHMOopMaruu ¢ momoiisio [TAC3U1U
OCHOBHBIE METO/IbI NIPEIOTBPAILIEHUS HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA
[TonuTrka 6€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
VYS3BUMOCTb KOMITBIOTEPHBIX cHcTeM. OLeHKa 3aIIUIIEHHOCTH B KOMITBIOTEPHBIX CHCTEMAX
AoOcTpakTHBIE MOJIeNH 3amUTh HHGopMaruu Monens buba; Moaens ['orena—Me3surepa;
CasepﬂeH):[CKasI Mozeinb; Moznens Knapka-Buinbcona
7. Wnentudukanus monp3oBaTenei (CyObeKTOB JOCTYIIA K IAHHBIM).
8. buomerpuueckue METOIbI UACHTUDHUKAIMH U Ay TCHTU(DUKAIIH.
9. TexHoIOrMM aBTOMAaTUYECKON HICHTU(UKALIUI
10. IIpoTokoubl uaeHTUUKAMH/ayTeHTUDUKAIH (0000IIEHHBIN aJTOPUTM).
11. IIporokonsl uaeHTU(UKAIMK/ayTeHTUGUKAITMN (Ha OCHOBE asiroputMa RSA).
12. IIpotokousl uaeHtuukanuu/ayrenTudukanmu (cxema Qeiire-Ouata-lllamupa).
13. IIporokonsl naeHTUdUKaIIUK/ayTeHTUDUKAHN (cxeMa Dib-I"amais).
14. TIpotokousl uaentudukanum/ayrenTupukanm (cxema Llnoppa).
15. IlpoTokosbl HaeHTU(UKALMK C HYJIEBOH nepenadyeil 3HaHH.
16. IIpotokon Kerberos.
17. TIporokonsl S/Key (RFC 1760), PAP u CHAP.
18. TIporokouser OpenID, Windows Live ID.
19. IIporokomnsr LDAP, OpenLDAP.
20. Enunas cucrema naeHtudukanum u ayreHTudukanuu PO.
21. Cuctema pa3rpaHdyeHHs 10CTyna K HHGOpMaIuu.
22. Metoapl 321U TH IPOTPAMM OT KOMITBIOTEPHBIX BUPYCOB
23. CpencTBa 3allUThl IPOrPAMM OT KOMITBIOTEPHBIX BUPYCOB
24. XapakTepHCTHKa U KJIacCH(PHUKAINs KOMITBIOTEPHBIX BUPYCOB
25. XapaKTepHuCTHKa CPE/ICTB HEMTpalu3alii KOMIIbIOTEPHBIX BUPYCOB. TeXHOIOrHMH 0OHAPYKEHUS
BUPYCOB, aHTUBUPYCHBIEC KOMILJICKCHI.
26. OreHka aHTUBUPYCOB; TpeOOBaHMs K cpesicTBaM aHTHUBUpYCcHOM 3aumTel PCTIK Poccun.
Knaccugukarus METOIOB 3aIIUTHI OT KOMITBIOTEPHBIX BUPYCOB
27. OO6mas xapakTepucTHUKa MPOrpaMMHO-aNIapaTHBIX CPEACTB 3alUThHI HH(POpMALUU
(kmaccuuKanys CpeCTB 3aUIUTHI; TOCYIaPCTBEHHBIN peecTp cepTU(UIIMPOBAHHBIX CPE/ICTB
3alUThl UH()OpPMAIIH)
28. OOmias XapaKTepUCTUKA MIEKTPOHHBIX HICHTU(PUKATOPOB (KiIaccu(UKaIvsl, Ha3HAYCHUE,
XapaKTEPUCTHKH )
29. 3ammTa mporpamMM OT MPOTPaAMMHBIX 3akiIa oK. CriocoObl BHEAPEHUS 3aKIIAIOK.
30. Knaccuduxanus HeekIapupoBaHHBIX BO3MOXHOCTEH IPOrpaMMHOT0 00eCIeueHHS.
31. MeToap! BCKPHITHS HEACKIAPUPOBAHHBIX BOZMOKHOCTEH MPOrpaMMHOTO 00€CIIeUeHUsI.
32. Tloaxonsl BeIABICHUS Je(PEKTOB B MPOrPAMMHOM O00OECIIEYEHNH, BO3MOXKHBIE METO/IbI 3aILIUTHI.
33. Kiaccuduxanms cpeacTB UCCIEAOBaHUS IPOTPaMM
34. MeTto/bl 3alIUTHI IPOTPaMM OT MCCIIEIOBAHUS.
35. MeTtozpl, 3aTpyJHSIONINE CYUTHIBAHHE CKOTTMPOBAHHOW MHPOPMAIIUH.
36. MeTo/bl, NPENATCTBYIOIUE UCIIOIB30BAaHUIO CKOMMMPOBAHHONW HH(POPMALIUH.
37. OcHoBHBIE (QYHKITH CPEJCTB 3AIIUTHI OT KOTUPOBAHHSL.
38. MeTobl NPOTUBOAECUCTBHS TUHAMUYECKUM CIIOCO0AM CHATHS 3aIUThl IPOTPaMM OT
KOTIMPOBAHUSI.
39. Cucrembl 0OOHapy>KEHHsI aTak U CUCTeMbl OOHapyxeHus Brop>keHuil. Knaccupukanus.
40. Metoasl OOHApYKEHHS CUTHATYp B CHCTEMax OOHapy)KEHUST BTOPKEHHHA
41. Metoasl OOHapYy>KEHHsI aHOMAIMH B cCICTeMaX OOHapy>KEHHsI BTOPKEHUN
42. Tlonstue DI, Buasr D11, ocHOBHBIE anropuT™Mbl peam3armu D1ITT
43. Tlonstue ynocrosepstomux neHTpoB (Y1), TpeboBanus k Y1I]

SoukhwnE
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44. Keinorrepsl U Ipyrue anmapaTrHbie 3aKJIaJIKH Ha OCHOBE MUKPOIIPOLIECCOPOB U
MUKPOKOHTPOJUIEPOB, KJIacCU(PUKALINS, BOBMOKHOCTH U METOJIbI MPOTUBOACHCTBUS

45. TIporpamMMHO-anmapaTHbIC 3aKIaIKH ISl MOOMIIBHBIX CETeH

46. IlporpammHO-anmapaTHble CPeICTBA 3aIUTHl MOOUIIBHBIX CeTel

47. TpeOGoBaHUsI MEKAYHAPOIHBIX CTAaHAAPTOB B o0sacTu ucnois3oBanus [TAC3U

48. HopmaTtuBHas 0a3za rocyapcTBEHHBIX peryisaTopoB Poccuu o npumenenuto [TAC3U mis
sammtel AUC

5.3. CamocTosiTe;1bHasi padoTa 00y4aroIerocs.
IIpumepHbIe BONPOCHI U 32IaHMS IJIs1 CAMOCTOATEIbHOI padoThI CTY/IEHTOB
- Hnpentuduxanms noap3oBareneil (CyObEKTOB J0CTyNa K JaHHBIM). buoMeTpuueckue mpu3HaKH,
KOTOpBIE MOTYT OBITh UCIIOJIb30BAHBI PU UICHTU(DUKALINH.
- TexHnonoruii  aBromaruueckoil  uneHTudukanuu.  llTpuxoBble  KoIbl  (CUMBOJIUKH).
PagnouacrorHas uneHTUUKALUS.
- Cucrema pasrpaHdyeHuss goctyna K uHpopmanuu. @DyHKuHOHaIbHbIE Onoku. Konuenmms
MIOCTPOEHUS.
- MexaHu3mbl ympaBieHHs JOCTynoM (MOJENM pa3rpaHUYeHUs JocTyma). JuckpelnnoHHOe
YIPaBIEHUE TOCTYIIOM.
- MexaHu3MBbl yIIpaBieHUs AOCTYNOM (MOJAETH pasrpaHUyeHus 1octyna). MaHaatHoe ynpaBieHUE
JIOCTYIIOM.
- MexaHu3MBbl YIpaBlIeHUS JOCTYNOM (MOJENU pasrpaHUueHUsl JOCTymna). YNpaBieHHE AOCTYIIOM
Ha OCHOBE pOJIEH.
- HapexHnocte cucteM pasrpanudeHus pgoctyna. MHTeHCHBHOCTH oOTka3oB. CpenHee Bpems
BOCCTAHOBJIEHMSI CUCTEMBI 3alllUThI [TOCIIE OTKAa3a.
- Metronsr npenoTBpamenus yredek n3 KC. Kiaccudukanus saytpenanx UT-yrpos.
- Merogas! npenorBpaienus yreuek u3 KC. 3akoHHBIN nepexBar JaHHBIX.
- Metonasl npenorBpaienus yreuek u3 KC. O6o0menHsli nporecc Bbioopa cuctem DLP.
- MeToapl U CpeacTBa 3aIIUTHI IPOTPaMM OT KOMITBIOTEPHBIX BUpPycoB. OOIIasi XxapaKTepucTHUKa 1
KJaccuuKanus.
- Meronbl U cpeacTBa 3alIUTHl IPOTpaMM OT KOMIBIOTEPHBIX BUpPYcOB. OOIIas XapakTepUCTHKA
CPEJCTB HEMTpaIu3aui KOMIIbIOTEPHBIX BUPYCOB. METO/1bI 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.
- Meronpl 3amuThel nporpamMm OT ucciepoBaHus. Cdepa npumeHeHHs. KOMIOHEHTBI CHUCTEMBI
3alUThl U UX PYHKINU.
- CriocoOblI 3alUTHI IPOrpaMM OT UCCIIE0BaHus. 4-€ Kilacca ClIOCO0O0B 3aTUThI

@®onx  oueHouHblx MarepuanoB (POM) ans  mpoBeneHMs — aTTECTallUd  YPOBHS
c(OpMUPOBAHHOCTH KOMIIETEHIIMI OO0yYaromuxcss MO JUCHMILIMHE O(QOPMIISETCS OTAEIbHBIM
JIOKYMEHTOM.

6. YYAEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYEHUE

JUCHUATIIMHBI
6.1. Knuroo6ecneueHHOCTH
HaumeHoBaHue nuteparypsl: aBTOp, Ha3BaHUE, BUJL Ton KHUT'OOBECITEUEHHOCTD
W3JIaHus, U3ATeITBCTBO HU3aHHS

Hammane B anexTponnoM kartanore ObC

OcHoBHas nauTeparypa*

IIporpaMMHO-anmapaTHbIE CPEICTBA 3ALUTHI 2017 https://biblioclub.ru/index.php?page=book&id
HH(POPMAMOHHBIX CHCTEM: yueOHoe mocobue : [16+] / =499013 (nara obpamenus: 25.08.2021)

10. 10. I'pomos, O. I'. Mranoga, K. B. Crapoxy6os,
A. A. KagpikoB. — Tam60B : TamOoBCcKkHit

rocyaapcTBeHHbIN TexHnyeckuil yausepeuret (TI'TY),
2017.— 194 c. ISBN 978-5-8265-1737-6.



https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=499013
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TexHosorun odecrevyeHus 0€30MacHOCTH 2021 https://biblioclub.ru/index.php?page=book&id
HH(POPMALMOHHBIX CHCTEM : yueOHOe mocobue: [16+] / =598988 (mara obparenus: 25.08.2021)
A. JI. Mapyxaenko, JI. O. Mapyxnenko, M. A. Eppemos
u ap. — Mocksa ; bepnun : Jupekr-Menua, 2021. — 210 ¢
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988

TomkoB, A. M. OCHOBBI TIPOEKTHPOBAHHUS 3aIIUIICHHBIX 2016 https://biblioclub.ru/index.php?page=book&id
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KyPC JICKITHIA, =480796 (mata obopamenus: 25.08.2021)
KOMIIBIOTEPHBII IPAKTHKYM, KOMIIBIOTEPHBIC
JabopaTopHble pabOTHI M 33JaHNE Ha CAMOCTOSTEIbHYTO
padoty / A. M. T'onmukoB. — Tomck: TYCYP, 2016. — 396¢

TeXHOJIIOrMH 3aUTHl HHYOPMAIIUH B KOMITBIOTEPHBIX 2016 https://biblioclub.ru/index.php?page=book&id
cersix / H. A. Pynenxos, A. B. IIponerapckuid, =428820 (nara obpamenus: 25.08.2021)

E. B. CmupHoBa, A. M. CypoBoB. — 2-¢ u3., cIp. —
Mocksa : HanmonanbsHbIH OTKPHITHIH Y HUBEPCUTET
«VHTYUT», 2016. — 369 c.

Tomozos, H. JI. TIporpaMMHbIe CpeCTBa 3aIUThI 2015 https://biblioclub.ru/index.php?page=book&id
nHpopmanuy: koHcekt Jekmuit / H. JI. Jlomo3os, =438307 (nmata obpamenus: 25.08.2021)

T. A. T'ynpraeBa ; HoBocubupckuii rocynapcTBEHHBII
TEeXHUYECKHAH yHUBepcuTeT. — HoBOCHOMpPCK :

HoBocubupckwii TocyJapCTBECHHBIH TEXHUUECKUI
yauBepcuret, 2015. — 63 c. ISBN 978-5-7782-2753-8

JonosHuTenpHas auTeparypa

Benoyc, A. Y. OcHOBBI KHGepOE30MaCHOCTH: CTAHAAPTHI, 2021 https://biblioclub.ru/index.php?page=book&id
KOHIIETILIUH, METOIBI U CpeCcTBa obecreueHus : [16+] / =617523 (nara obpamenus: 25.08.2021)

A. . Benoyc, B. A. Conoayxa. — Mocksa : Texnocdepa,
2021. — 482 c. ISBN 978-5-94836-612-8.

Benoyc, A. 1. TIporpaMMHbI€ U aImapaTHbIC TPOSHbI — 2019 https://biblioclub.ru/index.php?page=book&id
CHOCOOBI BHEJIPEHHS ¥ METOJIbI IPOTHBOICHCTBUSL: =597000 (nara obpamenus: 25.08.2021)
nepBasi TeXHUYECKas SHIUKIIONESHS : B 2 KHUrax /

A. W. benoyc, B. A. Cononyxa, C. B. llIBenos. — Mocksa:
Texuocdepa, 2019. — Kaura 1. — 1318 c. ISBN 978-5-

94836-524-4

MboiiBonn, O. bezonacHoCTh cereil : yueOHOE ocodue : 2016 https://biblioclub.ru/index.php?page=book&id
[16+] / D. MbaiiBona. — 2-e u3x., uctp. — Mocksa : =429035 (mara oopamenus: 25.08.2021)
Hauunonaneneiit OtkpeiTeiit YHuBepcutet « IHTYUT»,

2016. — 572 c.

Baceinst, E. A. CucteMHOE aIMUHUCTPHUPOBAHKE 2018 https://biblioclub.ru/index.php?page=book&id
nHpOpMaIMOHHAsI 0€30MacCHOCTh: yueOHOe TTocodue: =575325 (narta obpamenus: 25.08.2021)

[16+]/E. A. Baceius. — HoBocubupck: HoBocubupckuii
rOCyJapCTBEHHBIH TeXHIUECKUI yHUBepcuTeT, 2018. 79c.
ISBN 978-5-7782-3484-0. — TekcT : 3IEKTPOHHBIH.

6.2. [lepuoanyeckune U3IaHUsA

1. DnextpoHHbIN xypHan «3amuTta uHpopMmarmu. Mucaiiny ISSN 2413-3582, Pexum poctyna:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIi xKypHan «Crenrexuuka u Cesi3b», Pexxum noctyma: http://www.st-s.su/

3. DnexTpoHHBI KypHaT «CUCTeMBl O€30MACHOCTH CBS3M M TEIICKOMMYHHKAIUI» —KOMITAHUS
«I'potex», Mocksa [ dnextponHsiii pecypce] / URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIH Hay4YHO-TEXHUYECKHUH kypHall «CrnenuanbHas TeXHUKa», MockBa [DIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnexrtponnslit xypHan «bJI1» (besonacHocts, JlocToBepHocTh, Unpopmanus), C.-IlerepOypr.
[Onexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UHTepHET-pecypehI

1. Caiir ®CTDOK Poccun [Inexrponnsriii pecypc] / URL: https://fstec.ru/

2. Caiit «I'pynma CT» r. Cankr-IlerepOypr [Dnexrponnsiii pecype] / URL: http://spymarket.com/

3. Caiit «I'pymma xkommanuii «Mackom»» T.MockBa [Dnekrponnbiii  pecypc] // URL:
http://www.mascom.ru/ (nata oopamenwus: 13.06.2018).



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
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4. Caiit 3A0 HIIL ®upma "HEJIK" r. Mocksa [Dnextponnsiii pecypc] // URL: https://www.nelk.ru/
5. Caiir «HIIO 3ammra wuHbOpMamum» T. MockBa [DnektpoHHsiid pecypc] // URL:
http://www.sinf.ru/

6. Caiit xommnanum «[IpomuHpopm3ammTay r. MockBa  [DnekTpoHHbii pecypc] // URL:
http://www.profinfo.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHHUE JJUCHUIIJIMHBI

3aHATHS MPOBOAATCS B cienyromux ayautopusax Bal'Y (kopmyc Ne2) mo aapecy r. Bmagumup,
yi. benokonckoii, 1. 3.

ayn. 408-2, JIekuuoHHas ayauTOpHs, KOJUYECTBO CTyJleHUYecKux MecT — 50, miomans 60 M2,
OCHAIIIEHUE: MYyJIbTUMeIuitHOe 00opyaoBanue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), nHoytOyk Lenovo Idea Pad B5045

aya. 427a-2, nabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYJEHYECKUX MecT — 14,
Iomaas 36 M2, OCHaIIEHHE: KOMITBIOTEPHBIN Kiacc ¢ 8 pabounmu cranmusmu Core 2 Duo E8400 ¢
BbIX0JIoM B Internet, 3 mapmpytu3atopa Cisco 2800 Series, 6 mapmpytuzaropo Cisco 2621, 6
kommyTatopoB Cisco Catalyst 2960 Series, 3 kommyTaTtopa Cisco Catalyst 2950 Series, koMMyTaTop
Cisco Catalyst Express 500 Series, nmpoektop BenQ MP 620 P, skpaH HacTEHHBIH pPYyJOHHBIH.
JlueH3noHHOE  TporpaMMHOE  o0ecriedeHHwe: — omepanuoHHass — cuctema  Windows 7
[Tpodeccuonanbuas, oducHbli maker npuioxenuid Microsoft Office IlpodeccrnonanbHbIil TUTFOC
2007, 6ecriaTHO pacmpoCTpaHsIeMOe MPOrpaMMHOE 00eCTIeYeHHE: JINHEHKa HHTETPUPOBAHHBIX CPel
pa3paboTtku Visual Studio Express 2012, mporpammusbiii mpoaykT BupTyanuzauuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru mepenaun aanHbeix Cisco Packet Tracer 7.0, uHTErpupOoBaHHAs
cpena paspabortku nporpammuoro odecnedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VHI «KommnekcHas 3amura OO0BEKTOB HH(OpMaTU3aLMM», KOJIUYECTBO
CTyJEHYEeCKHX MecT — 15, mmomans 52 M2, ocHalleHHE: KOMIBIOTEPHBIM Kiacc ¢ 7 pabounmu
crannusamu  Alliance Optima P4 ¢ Beixomom B Internet, kommyrtatop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpan HaCTeHHBIN PYJIOHHBIH), TPUOOP
ST-031P «IIupanps-P» MHOroQyHKIMOHAIBHBIA TTOMCKOBBIN, HpUOOp «YIaH-2» TOUCKOBHIH,
BUOpoakycTHueckuii reneparop myma «Conata AB 1M», umMutaTop paboThl CPeJICTB HENEraabHOTO
chema uHpopManuu, padboTaromux 1o paguokanany «lllunosuuky», ananuzatop crnekrpa «GoodWill
GSP-827», unnukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo 6110KupoBaHus pabOThI CUCTEM
MOOWIBHOU  CBsi3u  «Mo3aiika-3», yCTpOWCTBO  3amuThl  TeNe(OHHBIX TEPEroBOPOB  OT
npocinymuBanus «lIpokpycr 2000», nukropon Edic MINI Hunter, nokarop «Pogauk-2K»
HEIIMHEHHBIN, KOMIUIEKC TNPOBEICHHUS aKyCTHUYECKHX M BHOPOAKyCTHYECKMX H3MepeHuid «Crpyt
MUHH-A», Buaeopeructparop mudposoir Best DVR-405, reneparop Hlyma «I'HOM-3»,yueOHO-
MCCIIEIOBATEIBCKUI KOMIUTIEKC «CBEpXIIMPOKOMOIOCHBIE OeCTIpOBOAHBIE ceHCOpHBIE ceT» (Nano
Xaos), ckanupyromuii npueMHuk «lcom IC-R1500», anamuzatop cereit Wi-Fi Fluke AirCheck c
aKTHUBHOM aHTeHHOW. JIutien3nonnoe nporpammuoe odecrieuenue: Windows 8 Ilpodeccuonanbhas,
opucHelii maker npunoxenuil Microsoft Office Ilpodeccnonansusiit mioc 2010, OGecriatHo
pacrpocTpaHsieMoe IMporpaMMHOE oOecrieueHHe: JIMHEHKa WHTETPUPOBAHHBIX Cpell Pa3paboTKu
Visual Studio Express 2012, uHCTpyMeHT UMUTalMOHHOTO MozaenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, nHTerprpoBanHas cpefa paspaboTku mnporpammuaoro obecrneuenus IntelliJ IDEA
Community Edition 14.1.4.
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il nouent kabenpst U3U Tensubiil A.B.

/ (®HUQ, 101KHOCTD, OAMHCEH)

Pabou4yro nmporpammy cocTaBui

PenenzeHt

(npeacraBuTenh paboTonaress) 3amecTuTenh DPYKOBOJIUTENS PAIT 000

«UudollenTp» 7h ) K.T.H. Beprunesckuii H.B.
y (ymecto paboTel, nomkHOCTE, PO, moanuce)

[Iporpamma paccMoTpeHa u ooOpeHa Ha 3aceanuu Kaheapsl U3n

ITpotokomn Ne / or AL Lf A7 roma
3aBenyromuii kadeapoi 1.1.H., mpodeccop \ " /M.YO. Monaxos/

(PHO, nﬁcs)
U/

Paboyas nporpamMma paccMoTpeHa u ogo6peHa
Ha 3acelaHud y4eOHO-MEeTOAMYecKoi komuccuu cremmansHoctd  10.05.04 «MudopManmoHHo-
AHAINTHYECKUE CUCTEMBI O€30ITaCHOCTH Y. Z

Mpotokon Ne 7 ot L5 0F 2/ toma
[Ipeacenarens KOMUCCHH J.T.H., mpodeccop /M.IO. Monaxos/
DHO, 10IKHOCTE, nommcs)

JIMCT NEPEYTBEPXJIEHUS
PABOYEW ITPOT'PAMMBI JTUCIATLIMHBI

7 b7
Pabouas nporpamma ogoGpena na 20 - 1-4 120 ~;’I’;- yuebHbIH roj

[potokon saceanns kadeaps Ne 74 ot A0 (L -'f'ﬂlj{l.: f

3aseayiommii kadeapoit a1, npodeccop / il /M.I0. Monaxon/
(MO, nos }I Lﬁ

Pa6o4as nporpamma ogo6pena Ha 20 /20 y4eOHBIH 1o

ITporokon 3acenanus xadeapsr No oT rozaa

3aBenyromuit kadeapoit A.1.H., mpodeccop /M.IO. MoHnaxos/

Pa6oyas nporpamma og06pena na 20 /20 yueOHBbIN roj1a

IIpoTokon 3acenanus kadeaps Ne oT rozaa

3aBenyromuit kadeapoi 1.1.H., npodeccop /M.IO. Monaxos/



eamatveeva
Штамп
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JUCT PETUCTPAIIMA UBMEHEHUWI

B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
IIpoepammno-annapamuule cpedcmsa 3auumol UHGopmayuu

00pa3oBaTeNbHOM MPOrPaMMBI CTICIIUATILHOCTH

10.05.04 «MHpOpMaIIMOHHO-aHATTUTHIECKHIE CUCTEMbI 0€30ITaCHOCTHY

Howmep
M3MEHEHUS

BHeceHbl I3MEHEHHUS B YaCTH/Pa3aeiibl
paboueil mporpaMmbl

WUcnomaurens
DdUO

OcHoBaHue
(HOMeEp U JaTa MPOTOKOJIA
3acenanus kadeapbl)

3aBenyromnuii kadeapoit 1.T.H., mpodeccop

/M.IO. MoHnaxos/_

Toonucw

QO




