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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenssMu  ocBoeHMs] AMCUUIUIMHBL «be3onmacHOCTh HMH(POPMAIMOHHBIX CHCTEM» SBISIOTCS
obecrieueHre MOArOTOBKH CHEIUAIMCTOB B cOOTBeTCTBUH ¢ TpeboBaHusmu ®I'OC BO u yuebHOTO
wiana no cneruanbHocTH 10.05.04 «MHbOpMaAIMOHHO-aHATUTHYECKUE CHCTEMBI O€30MaCHOCTH.
Llenbl0 OCBOEHUS NUCLMIUIMHBL SIBIISETCS (POPMUPOBAHUE TEOPETHUUECKUX 3HAHUN U MPAKTHUUYECKUX
HaBBIKOB 110 00eCTIeYeHNI0 HHPOPMAIIMOHHOM 0€301MacHOCTH HH()OPMAIIIOHHBIX CUCTEM.

3agaueil M3ydeHUs] AUCLUUIUIMHBI ABISICTCSA OCBOCHHE IMPHUHIUIIOB U OCHOBHBIX NOJXO/IOB K
obecrieyeHn0 0e30MmacHOro (YHKIMOHUPOBAHUS PA3IMYHBIX MEXaHW3MOB HH()OPMAITMOHHON
0e30I1acCHOCTH B MH(POPMALMOHHBIX cucTeMax. Kpome Toro, B JaHHOM Kypce M3y4aroTcs BOIPOCHI
0€3011aCHOTO MCIIOJB30BAHUS COBPEMEHHBIX WH(GOPMAIMOHHBIX TEXHOJOTMHA NpH SKCIUTyaTalluu
aBTOMATU3UPOBAHHBIX ~ MH(POPMALMOHHBIX CHCTEM C  LENbl0  (OPMHUPOBAHUS  HAaBBIKOB
NPOTHBOACHCTBUS HECAHKIIMOHUPOBAHHOMY IPOHMKHOBEHHMIO B 3allMIIaeMble HH(OpMAIOHHBIE
CHCTEMBI C MCII0JIb30BaHUEM COBPEMEHHBIX MH()OPMAIIMOHHO-BBIUMCIIUTENIBHBIX CPEJICTB U CUCTEM.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
Jucnumummza «bezonacHocTh MHPOPMAMOHHBIX CUCTEM» OTHOCUTCS K 003aTelNbHOIN YacTu
broka Bl (xom bB1.0.04) yuebHoro mmana crnenuanbHocTH 10.05.04 «MHpOpMAIIMOHHO-
AQHWINTUYECKUE CUCTEMBbl Oe3zomacHocTu». B yueOHOM mlaHe MpenycMOTpPEeHbl BHJIbI yUeOHOM
NESTEIbHOCTH, O00€CIeUnBAIOINe CHUHTE3 TEOPETHUYECKUX JICKIHH, 1abopaTOpHBIX padoT u
CaMOCTOSITENIbHOW paboThl CTyAeHTOB. Kypc TECHO B3aMMOCBS3aH C JPYTHMH JTUCIHMILTHHAMHA
JAHHOTO LUKJIA.

3. INTAHUPYEMBIE PE3YJIbTATbBI OBYUEHMUS 110 JUCIHUIIJIMHE
[Inanupyemble pe3ynbTaThl OOy4Y€HHUs 10 AUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMH
pesynbratamu ocBoeHusi OIIOII (koMneTeHIMSIMHI U UHIMKATOPAMU JTOCTHXKEHHUSI KOMIETSHIINN )

dopmupyemblie [Tnanupyemsie pe3ynbTaThl 00y4eHHs IO AUCIUIUIMHE, B Haumenosan
KOMIIETEHLIUU COOTBETCTBHH C HHAMKATOPOM JIOCTHKEHUSI KOMIIETCHIIUU ne
(kon, conepxaunue WNupukarop Pesynprarel 00y4eHUs IO AUCIUTUTHHE OIIEHOYHOTO
KOMIICTCHIUH) JOCTHXEHHUS cpencTsa
KOMIIETECHIINU
(00,
cooepaicanue
UHOUKAMOPAQ)
OIIK-6 CniocobeHn npu OIK-6.1.1 3HaTh aKTHBHBIE M TACCUBHBIE METObI cOOpa
peleHnn o rHhOpMaIuu
npo¢ecCHOHANTBHBIX 3HaTh HH(POPMALMOHHBIE TEXHOJIOTHH B CHCTEME
3a/1a4 NPOBEPSATh OIlK-6.1.2 WHPOPMALIMOHHO-aHATUTUYECKOTO 00eCIIeUeHUSI
BEITIOJTHEHUE Oe3omacHOCTH
TpeOOBaHHH 3aIUTHI OIK-6.1.3 3HaTh MEXaHU3MBI peaTn3aliy aTaK B
uHpOpMaIUU B KOMIIBIOTEPHBIX CETAX
OTPaHHYCHHOI O 3HaTh 3alIUTHBIE MEXaHU3MBI U CPEJICTBA
OIlK-6.1.4 N
AOCTYIIa B o0ecrnieueHus ceTeBol 0€30MacHOCTH
I/IH(IJOPMaHI/IOHHO' 3HaThL OCHOBHEIE METOIBI OpraHu3allMOHHOT0 Tecropie
AHATATHICCKUX OIlK-6.1.5 obecriedeHus1 HHYOPMAIMOHHON 06€30ITaCHOCTH BOTPOCH!
CHUCTEMaxX B cnenuanbHeix AVIC
COOTBCTCTBHM C 3HaTh METOAOIOTHYECKHE OCHOBBI, METOMIBI H
HOPMaTHBHBIMH OIlK-6.1.6 Cpe/ICTBa MOCTPOCHUS PacIpeIETICHHBIX
MPaBOBEIMH aKTaMU U creruanbaeix AUC
HOPMaTHBHBIMH OITK-6.1.7 3HaTh HOPMaTHBHYIO 0a3y, peraaMeHTHPYIOLIYIO
METOANICCKUMU o CO3J/IaHUE U JKCIUTyaTaluio crenuanbHbix AUC
AOKyMCHTaMH VMeTh penraTh 3aiauu OCTPOSHHUS U
DepepanbHOi CiyRO0BI | OITK-6.2.1 OKCILTyaTalMU PACIIPENETECHHBIX
OesomacHocTH ABTOMATH3MPOBAHHBIX CHCTEM 00pPabOTKHU JaHHBIX
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Poccuiickoii OIK-6.2.2 YMeTh MPOEKTUPOBATH U CONTPOBOXKAATH TUIIOBBIE
depnepanuu, o cnenyanbibie AUC
denepanbHON CITYKOBI YMeTh NpUMEHSATH 3alUILEHHBIE TPOTOKOJIHI,
MO TEXHUYECKOMY U OIIK-6.2.3 MEKCETEBBIC SKPAHBI U CPEICTBA OOHAPYIKCHUS
9KCIIOPTHOMY BTOP)KCHHUH U151 3aIIMTHI MHGOPMAIIUHU B CETIX
KOHTPOJIIO YMeTh 0oCcyLecTBISITh MEPBI IPOTUBOJCHCTBUS
OIK-6.2.4 HapyIICHHSIM CETeBOH 0E30MacCHOCTH C
UCTIONIb30BAaHUEM PA3IMYHBIX TPOTPAMMHBIX U
anmapaTHbIX CPEACTB 3aIIUTHI
YMeTb pazpabaTbIBaTh YaCTHBIC OTUTUKU
OIK-6.2.5 0€301acHOCTH KOMITBIOTEPHBIX CHCTEM, B TOM
YHCIIe, TOJUTHKY YIPABICHUS JOCTYIIOM U
WHGOPMALMOHHBIMH TOTOKAMU
Brnanets HaBbIKaMu pabOThI ¢ HIMEIOIIMMUCS Ha
OIIK-6.3.1 pBIHKE HHGOPMAITHOHHO-aHATUTHIECKIMH
cHCTEeMaMHt
Bnaners HaBbIKaMu 00paboTku HHPOpMAIMK B
OIIK-6.3.2
cruenuainbueix AUC
Brnagets HaBeIKamMu BEIOOPa M OOOCHOBAHHSA
OIIK-6.3.3 KputepueB 3QPEeKTUBHOCTH (yHKIIMOHUPOBAHHUS
cunenuaibueix AVC
Brianets HaBBIKaMH KOH(QHUTYPUPOBAHUS
OIIK-6.3.4 JIOKAJBHBIX CETeH, pean3aini CETeBhIX
MIPOTOKOJIOB C IIOMOIIBIO MPOTrPaMMHBIX CPEACTB
OIK-6.3.5 Brnanets MeTogaMu u cpecTBaMH BBISBIICHUS
yrpo3 6e30MacHOCTH KOMITBIOTEPHBIM CHCTEMaM
OIIK-13 Criocoben 3HaTh MPUHIUITEI OPTaHU3ANNH HHPOPMAITHOHHBIX
MIPOU3BOIUTH OIIK-13.1.1 | cucteM B COOTBETCTBUU C TPeOO-BaHUSIMU T10
HACTPOUKY U 3amuTe MHHOPMAIHH
o0cIy)KnBaHNE OINK-13.1.2 3HaTh OCHOBHBIE ATAIbI ITPOLIECCa IPOSKTUPOBAHUS
KOMIIOHEHTOB o 1 o01ue TpedoBaHMsl K COEPKAHUIO MMPOEKTa
obecrieunBaronien YMeTh onpeaensiTh THPOPMATHOHHYIO
4acTH OIIK-13.2.1 | undpacTpyKTypy U HH)OPMALMOHHBIE PECYPCHI
MH(OPMAaIMOHHO- OpraHM3alMy, NOJJIS)KAIIHIE 3aIUTEe TectoBbie
AHAJIATHICCKUX YMeTh aHaIU3UPOBaTh IOKA3ATENIN Ka4eCTBA U BOTIPOCEI
CUCTEM Ha BCeX dTanax| OIIK-13.2.2 | kpurepuu OLIEHKH CUCTEM U OTACIBHBIX METOIOB U
JKU3HEHHOTO IIMKIIA, CPEJICTB 3aIIUTHl HH()OPMAIHU
BCTPOCHHBIX CPC/ICTB YMetb popmMupoBaTh TpeOOBaHMS U pa3padaThIBaTh
3amuUThl MHPopMauuy, | OT1K-13.2.3 | BHemHue cnernudurayu 11 pa3padaTbiBacMOro
BOCCTaHaBINBATh UX MPOTPaMMHOT0 00ecIieUeHHS
paboTocnoco6HOCTL Bragets MeToamMu 1 CpeficTBaMU BBISIBICHUS
TpY BHEIITATHBIX OIIK-13.3.1 | yrpo3 6€30MacHOCTH KOMIIbIOTEPHBIM CHCTEMAM
CHUTYaIHsX

TpynoeMKOCTh JTUCITUTLTMHBI COCTABIISET 3 3a4eTHBIX e iUl 108 qacos

4. OPBEM U CTPYKTYPA JUCHUIIJINHBI
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TemaTHyecKUi mJiaH
(hopma o0yueHust — ouHasi

/11

HaunMmenoBauue teM w/vinu
pasmesoB/TeM TUCIUTLTAHBI

Cemectp

Henens cemectpa

KonrakTHas pabora
oOyJaronuxcs
C TeJJarOTHYECKUM
pabOTHHKOM

Jlekiun

[pakTuveckue 3aHATUS
JlaboparopHsie pabOTHI
6 (hopme npaxmuueckou

n0020Mo6KU

CaMocTosTenpHas

paborta

Dopmbl
TEKYIIEro
KOHTpPOJIA

YCIIEBaEMOCTH,
hopma
IIPOMEKYTOUHON
aTTecTaluu
(no cemecmpam)

Lenu 1 3a7a4u TUCUUTUIAHBL.
Metoauku U OporpaMMHbIE
CpeACTBa HACHTU(DHUKAIIMN

MeTtoauku U IpOrpaMMHBIE
CpeAcTBa HACHTU(DHUKALMN
CETEBBIX CITYXkO0 Ha y37ax
KOPIIOPAaTUBHOM CETH.

MeTtoauku U IpOrpaMMHBIE
CpeAcTBa HACHTU(DHUKALMN
CETEBBIX CITYXO0 Ha y3Iax
KOPIIOPAaTUBHOM CETH

MeTtoauku U IporpaMMHBIE
CpeAcTBa HACHTU(HUKALMN
OIEPALIMOHHBIX CUCTEM Ha y3J1aX
KOpIIOPAaTUBHOMN CETH

Mertoabl 1 IporpaMMHbIE
CpeacTBa 0OHAPYKEHUS
OTKPBITHIX TOPTOB Y3714 CETH.

Tun ckanuposanus UDP
Scanning. OcobennocTi
WCTIOJIb30BaHUS
paccMaTpuBaeMOro THIA
CKaHMPOBAHMUSL.

Peittunr-
KOHTpOJb Nel

MeTtoauku U IporpaMMHBIE
CpEeCTBA IOCTPOEHHUS CETEBBIX
nuarpamm KHC.

WuBenTapuzanus pecypcos KUC.
IToxxoapl 1 METOTUKH.
[Ipumenenune cienuanbHBIX
CETEBBIX MPOTOKOJIOB IS
nHBEeHTapu3anuu pecypcoB KMC

Oco0eHHOCTH aHaIH3a CETEBOTO
TpaduKa B KOMMYTUPYEMOMH cpefie

10

Araku Ha KHIC Ha ocHOBe
aHaJlM3a CeTeBoro Tpaduka B
KOMMYTHPYEMOM cpejie

10

11

Sniffing araku B KOMMYyTHpyeMO
cereBoii cpeae. MAC Flooding.

11




12 | Sniffing araxu B koMmmyTHpyemoii | 4 12 2 4 3 PeiiTunr-
cetreBoii cpeae. ARP Poisoning KOHTpOJIb Ne2
13 | Sniffing ataku B kommyTHpyemoni | 4 13 2 3
ceteBoit cpene. MAC Spoofing
14 | Sniffing ataku B kommyTHpyemon | 4 14 2 3
CETEBOM cpenie
15 | Ckanepsl ysI3BUMOCTEH U 4 15 2 3

METOJIMKH UX IPHUMECHEHHUSI.
OcobeHHOCTH TPUMEHEHUS
ckanepa OpenVAS

16 | IIporpamMMHBIe cpeCTBa aHAIH3a 4 16 2 4 3
3amuieHHoctd WEB
NPUIIOKCHUI. Services
fingerprinting. I[IporpamMHbIe
HHCTPYMEHTBI Services
fingerprinting.

17 | OS Fingerprinting. Meroast OS 4 17 2 3
Fingerprinting. Banner Grabbing
18 | OS Fingerprinting. ITaccuBHoe 1 4 18 2 2 3 PeiiTunr-
aKTUBHOE HCCIICIOBAHUE CTEKA B KOHTpPOJBb Ne3
3anade uaeHtudukanuu OC
Bcero 3a 5 cemecTtp: 108 36 18 54 3auer
Haaunune B nucuunianne KII/KP HET
HToro no 1ucuuminHe 108 36 18 54 3auyer

CoaeprxaHue JeKINOHHBIX 3aHATHH 10 JMCHUIINHE
Tems! 1. Lenu u 3a1a4n JUCUMIUIMHBL. METOAMKY U IPOrpaMMHbIE CPEICTBA UICHTU(DUKALUU
CETEBBIX CITyKO Ha y3JlaX KOPIIOPAaTHBHOM CETH.
Tembr 2. CereBast pasBegka. MerTonbl CKaHUPOBAaHUS KOPHOpPATHBHOM ceTu. Meronuku u
nporpaMmMmusie cpenctBa ckanupoanuss TCP/UDP nopToB y3710B KOPHOpaTUBHON CETH.
Tembl 3. MeToJpl CKaHMPOBAHUS KOPIOPATUBHOM ceTH. METOAMKM M HpOrpaMMHBIE CpE/CTBa
UICHTU(UKAIIMY CETEBbIX CITYKO Ha y3J1aX KOPIIOPAaTUBHOM CETH.
Tembl 4. Meronpl CKaHMPOBAHHUS KOPHOpPATHUBHOW ceTH. METOOMKM M NIpOorpaMMHBIE CpEICTBa
UICHTU(HUKAIIMY OTIEPALIMOHHBIX CUCTEM Ha y3JlaX KOpIOPaTUBHOM CeTH.
Tembl 5. Meroabl CKaHMPOBAHMSI KOPIOPATUBHOM ceTH. MeToabl U HpOrpaMMHBIE CpEeACTBA
0OHapy’KeHHs OTKPBHITHIX IOPTOB y3J1a CETH.
Tembr 6. Meroasl CcKaHUpOBaHHS KOpropaTHBHOM cetu. Tum ckanupoBanus UDP  Scanning.
Oco0eHHOCTH UCTIONB30BaHUS pacCMaTPUBAEMOI0 THIIA CKAHUPOBAHMUS.
Tembl 7. Ananu3 cereBoro tpaduka. MeTonMku M TpOrpaMMHBIE CPEACTBA MOCTPOEHUS CETEBBIX
muarpamm  KUC. WuBentapuzamus pecypcoB Linux y3moB KUC. Anamus cereBoro Tpaduka.
NuBentapuzamus pecypcoB Windows y3ios KUC.
Tembl 8. Ananmu3 cereBoro Tpaduka. MuBentapuzanus pecypcoB KHC. Iloaxonsl U METOAUKH.
[TpuMeHeHne crenualbHbIX CETEBBIX MPOTOKOJIOB Ul HHBEHTapu3auuu pecypcos KHUC
Tembl 9. Ananu3z cereBoro Tpaduka. OCOOEHHOCTH aHaM3a CETEBOTO Tpapuka B KOMMYTHPYEMOM
cpene.
Tewmsr 10. Ataku Ha KMC. Atakn Ha KMIC Ha ocHOBe aHaim3a ceTeBOro Tpaduka B KOMMYTHPYEMOH
cpeze.
Temsbr 11. Ataku Ha KHMC. Sniffing ataku B kommyTupyemoii ceteBoii cpene. MAC Flooding.
Tema 12. Ataxu va KMC. Sniffing araku B kommyTHpyemoii ceteBoii cpene. ARP Poisoning.
Tema 13. Ataku Ha KUC. Sniffing araku B kommyTupyemoii cereBoii cpene. MAC Spoofing.
Tema 14. Ataxku va KHC. Sniffing araku B KOMMyTHpYeMOii ceTeBoii cpejie.
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Tema 15. CxaHepsl yA3BUMOCTEH U METOAMKH UX MpUMeHeHusl. OCOOCHHOCTH MPUMEHEHUS CKaHepa
OpenVAS.

Tema 16. [IporpammHbIe cpefcTBa aHanM3a 3allMLIEHHOCTH 0a3 JaHHbIX. [Iporpammuble cpeacTBa
ananu3a 3amuiiennoctd WEB npunoskennii. Services fingerprinting. ITporpaMMHbie HHCTPYMEHTBI
Services fingerprinting.

Tema 17. OS Fingerprinting. Meroxst OS Fingerprinting. Banner Grabbing.

Tema 18. OS Fingerprinting. ITaccuBHoe wuccienoBanue creka B 3amade uaeHTudukammu OC.
AKTHBHOE UCCIIEJIOBaHHE CTeKa B 3a1aue uaeHtuduramuun OC

Conep:kanue J1a00paATOPHBIX 3aHATHH MO IUCIUIIMHE

Jlabopamopnan paboma Nel. OOGuapyxenue y3moB koprnoparuBaoit CETU. ICMP ECHO
REQUEST (YTtunutst FPING u NMAP)

Jlabopamopnasn paboma Ne2. O6HapyxeHue y3ioB koprnopatuBHoi cetu. Mudopmarmonnsie I[CMP
cooOmienus. OOHapykeHuUe y3J10B KOpIropaTuBHO# ceTu cpeactBamu npotokona TCP (TCP-PING)
OOHapyXeHHue y3JI0B KOPIIOpaTUBHOM ceTu cpenctBamu mpotokosioB UDP (UDP-PING), IP.

Jlabopamopnana padoma Ne3. Crenuanu3upoBaHHbIE MPOTPaAMMHBIE CpPEACTBA aKTUBHOTO
uccinenoanusi creka TCP/IP. OOHapyxeHHe y37I0B KOPIIOPATUBHON CETH CpelCTBaMU MPOTOKOIA
ARP (ARP-PING)

Jlabopamopnas paboma Ned. Crienmanbnoe 110 ananu3a yszsumocrteid OpenVas. Metozsl
ckpoitoro ckanupoBanus (STEALTH TCP SCANNING METHODS). [IporpamMmHbIe cpenicTBa
aHaM3a 3alluIeHHoCTH 0a3 nanHbIX. [I[porpammubie cpencTBa ananuza 3amuiieHHocTd WEB
IIPUIIOKEHU N

Jlabopamopnas paboma No5. OS Fingerprinting. ITaccuBHOE HccieI0BaHNE CTEKA B 3a7a4e
unaeatudukarm OC. AKTHBHOE UCCIICIOBaHKE CTeKa B 3a1aue uaeHTudukamuu OC

5. OLIEHOYHBIE CPEJICTBA JJISI TEKYIIETO KOHTPOJISI YCIEBAEMOCTH,
MPOMEKYTOYHOM ATTECTALIMY IO UTOT'AM OCBOEHUS JUCHMUILIAHBI
U YYEBHO-METO/JUYECKOE OBECIIEYEHUE CAMOCTOSITEJIbHOM PABOTHI
CTYJIEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIEBAEeMOCTH

Bonpocsl peiiTuHr-koHTpOJIst Nel cemecTp
* Meroauku u nporpammusle cpeacta ckanupoBanus TCP/UDP nopToB y3710B KOpIopaTUBHOM CETH.
* MeToauku M MporpaMMHBIE CPEACTBAa UACHTU(PUKAIIMKM CETEBBIX CIIYy>KO Ha y3JaX KOPIOpaTHBHOMN
CETH.
* MeToauku W TpOrpaMMHBIE CpEJICTBAa WACHTU(PHUKAIMM OINEpAallMOHHBIX CHCTEM Ha Y3/ax
KOpIIOPAaTUBHOM CETH.
* CkanupoBaHMe ceTH. MeToJlbl M HPOrpaMMHBIE CpeJICTBa OOHApPY>KEHHUsI OTKPBITHIX MOPTOB Y3Ja
CeTH.
* CkanupoBanue cetu. Tum ckanupoBanusi UDP Scanning. OcoOeHHOCTH HCIIOJIB30BaHUS
paccMaTpuBaeMoro THIa CKaHHUPOBAHMUS.
* IIpuMeHeHne cienuanbHbIX CETEBBIX POTOKOJIOB I HHBEHTapu3anuu pecypcos KMC.
* Amnanus cereBoro Tpaduka. MeToIMKH U IpOrpaMMHBIE CPEJICTBA.
* OcobeHHOCTH aHaIM3a CeTeBOro TpapuKa B KOMMYTHPYEMOH cpejie.
* CxanmpoBanue cetu. Tun ckaampoBanus Full Open Scan. OcoOeHHOCTH HCIOIB30BAHMS
paccMaTpuBaEMoOro THUIA CKAaHUPOBAHMSI.
* CxanumpoBanue cetu. Tun ckanampoBanus Half-open Scan. OcoOeHHOCTH HMCIOJIB30BAHUS
paccMaTpuBaEMoOro THUIAa CKAaHUPOBAHMS.
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CkanupoBanne cetd. Tunm ckanupoBanus Xmas Tree Scan. OcCOOEHHOCTH HCHOIB30BAHUS

paccMaTpUBaEMOrO THITA CKAHUPOBAHHSI.

Bonpocbl pedTHHT-KOHTPOJIsT Ne2
CkanupoBanue cetu. Tun ckanupoBanuss FIN  Scan. OcoOeHHOCTH  UCHOJB30BAHUS

paccMaTpuBacMoOro Tuia CKaHupOBaHHA.

CkanmpoBanue ceru. Tunm ckanmpoBanuss NULL Scan. OcoOEHHOCTH  UCHOJIB30BaHUS

paccMaTpuBacMoOro Tuia CKaHupOBaHUA.

CkanmpoBanue ceru. Tun ckanupoBanus ACK Scanning. OcoOGeHHOCTH UCHOIB30BaHUS

paccMaTpuBacMoOro Tuiia CKaHupOBaHH.

CkanmpoBanue cern. Tun ckanupoBanus ARP  Scan. OCOOCHHOCTHM  HMCHOJIB30BAHUS

paccMaTpuBacMoOro Tuia CKaHupOBaHUA.

Services fingerprinting. OcHOBHBIC TOHATHSI.

Services fingerprinting. Metoasr Services fingerprinting.

[Toctpoenue kaptol cetu. [Iporpammusie cpeacrsa Drawing Network Diagrams.
Enumeration. ITonsTue, nenu u 3agaun Enumeration.

Mertoapl 1 cpeacTBa 3auuThl OT Sniffing aTak B KOMMYTHPYEMO CETEBOM cpejie.
Artaku DOS. Lenu u 3agaun atak DOS.

Artaku DOS. Tunsr atak DOS.

Ataxu DOS. Service Request Floods.

Ataxu DOS. SYN Attack/Flood.

ATtaxku DOS. ICMP Flood Attack.

Araku DOS. [IporpaMMHbIe cpeicTBa MPOBEIEHUS aTaK.

Ataxu DOS. Ping of Death.

Araxu DOS. Teardrop.

Ataxu DOS. Smurf. Araku DOS. Fraggle.

Ataxu DOS. IlporpaMMHBI€ CpeaCcTBa IPOBEICHUS aTaK.

Artaku Buffer Overflow.

Ataxku DDOS. OcoGeHHOCTH peanu3aiui.

Bonpocs! peiiTHHr-KOHTPOJIsT Ne3
becripoBoanbie cetr. Yrpo3sl u ysa3BuMocTu Wireless Networks.
becnipoBoubie cetn. Ayrentudukarms Wi-fi.
becripoBoansie cetn. Ataku aeayreHTudukanuu (Deauthentication Attack).
Ckanepsl ysa3Bumoctel. nentudukanus ys3BUMOCTEN B CETAX.

OpenVAS. Metoanka CKaHUPOBaHUS.

Cxkanepsl ysi3BuMocTelt. Ysizpumoctu b1

CpencrBa aHanu3a 3amuiieHHocty b/l

Ckanepsl ysi3BuMocTeil. Ysizumoctu WEB nipuioxeHui.

CpeactBa ananusa 3amuieHHoctd WEB npunoxenuid.

[TporpaMMHble HHCTPYMEHTHI crienuaibHoro auctpudytuBa KALI Linux mis coopa undpopmaiuu o

KUC. Agamus DNS.

[TporpaMmMHble HHCTPYMEHTHI crienuaibHoro auctpudytuBa KALI Linux mis coopa undopmaiuu o

KUC. ObHapyxeHne aKTUBHBIX y3JI0B CETH.

[TporpaMmMHble HHCTpYMEHTHI criennaibHoro auctpudytuBa KALI Linux mis coopa undopmaiuu o

pactipeneneHHoit AC. MneHTudukanus ceTeBbIX cay* 0 U ONepaliOHHON CHCTEMBI Y3JI0B CETH.

[TporpammubIe cpencTBa oOHapyskeHus IDS B kopnopaTuBHOI ceTu.
ATaky Ha IPOTOKOJIBI yIaJIeHHOr 0 ynpasieHus ycrpoiictBamu KHC.
CxaHepsl ysA3BUMOCTEN U METOJIUKHU X IPUMEHEHHS.

Ocobennoctu npuMeHeHus ckanepa OpenVAS.

ITporpamMHBIE CpeACcTBa aHAIN3a 3AIUIIEHHOCTH 0a3 JaHHBIX.
IIporpammHBIe cpeacTBa aHanu3a 3amuineHsocty WEB npuioxeHuit.
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 Services fingerprinting. [Iporpammusie nHCTpyMeHTHI Services fingerprinting.

» OS Fingerprinting. Meroasr OS Fingerprinting. Banner Grabbing.

« OS Fingerprinting. Meroast OS Fingerprinting. IlaccuBHOoe wuccienoBaHue CTEKa B 3ajaye
unentuduxauu OC.

« OS Fingerprinting. Meronst OS Fingerprinting. AKTHBHOE HCCIICJOBaHHE CTEKa B 3ajayc
unentuduxauu OC.

5.2. HpOMe)KyTO‘lHaﬂ aTrrecranusd 1o uToraM OCBOCHHUA JUCHUIIJIHHBI

IIpumepHBbIii IepeYeHb BONPOCOB K 3a4eTy
* Meroauku u mporpammusie cpeacTBa ckanupoBanus TCP/UDP nopToB y3710B KOPIOpaTUBHON CETH.
* MeroauKku ¥ IpOrpaMMHBIE CPEACTBA MACHTU(DUKALMU CETEBBIX CIY)XO Ha y3JaX KOPHOPATUBHOM
CeTH.
* Meroguku ¥ TpOrpaMMHBIE CPEICTBA WACHTU(UKAIMK ONEPAIMOHHBIX CHCTEM Ha Yy3lax
KOPIOPAaTUBHOMW CETH.
* CkanupoBaHue ceTH. MeToabsl U IpPOrpaMMHBIE CPEJICTBA OOHAPYKEHUS OTKPBITHIX MOPTOB Y3Ja
CeTH.
* CkanumpoBanme ceru. Tun ckanaupoBanusi UDP Scanning. OcoOEHHOCTH WCIOJIb30BAHUS
paccMaTpUBaEMOI0 TUIIa CKAHUPOBAHMSI.
* [IpumeHeHue crielHalbHBIX CETEBBIX IPOTOKOJIOB /Ui HHBEeHTapu3anuu pecypcos KHC.
* Amnanu3s cereBoro Tpaduka. MeToIUKHU U IPOrpaMMHBIE CPEICTBA.
* OcobeHHOCTH aHaIM3a CETEBOro TpapuKa B KOMMYTHPYEMOH cpejie.
* CkanupoBanme cetru. Tun ckanupoBanus Full Open Scan. OcoGeHHOCTH UCHOJIB30BAHUS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
* CkanupoBanue cetu. Tun ckanupoBanus Half-open Scan. Oco0eHHOCTH HCIOJIb30BAHUS
paccMaTpuBaeMoOro THUIla CKAaHUPOBAHMUSI.
* CkanupoBanue ceru. Tum ckaHupoBaHuss Xmas Tree Scan. OcoOOEHHOCTH UCHOJIb30BAHUS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
* CkanupoBanue cetd. Tunm ckanupoBanuss FIN  Scan. OcoOGeHHOCTM  HCIIOJIb30BaHMS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
* CkanupoBanue ceru. Tun ckanupoBaHuss NULL Scan. Oco0GeHHOCTH  HCIIOJIb30BaHMS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
* CkanupoBanue ceru. Tun ckanupoBaHuss ACK Scanning. OcoOGeHHOCTH HCIOJIb30BAaHUS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
* CkanupoBanue cerd. Tunm ckanupoBanuss ARP  Scan. OcobGeHHOCTH  HCIIOJIB30BaHMS
paccMaTpuBaeMoOro THUIa CKAaHUPOBAHMUSI.
« Services fingerprinting. OCHOBHbBIC TOHATHSI.
+ Services fingerprinting. Meroxsr Services fingerprinting.
* Iloctpoenue kaptsi cetu. [Iporpammusie cpencrsa Drawing Network Diagrams.
e Enumeration. Ilonsarue, nenn u 3agaun Enumeration.
* Merozs! u cpencTBa 3amuThl OT Sniffing aTak B KOMMYTHpYyeMO# ceTeBOM cpene.
* Araku DOS. llenu u 3agaun arak DOS.
* Artaku DOS. Tumnsr arak DOS.
» Araku DOS. Service Request Floods.
» Araku DOS. SYN Attack/Flood.
« Araku DOS. ICMP Flood Attack.
* Artaku DOS. IIporpammHbIe CpecTBa IPOBEACHMS aTaK.
» Araku DOS. Ping of Death.
» Araku DOS. Teardrop.
» Araku DOS. Smurf. Ataku DOS. Fraggle.
» Araku DOS. [IporpammHbIe cpe/IcTBa MPOBEACHUS aTaK.



» Araku Buffer Overflow.

* Artaku DDOS. Oco6eHHOCTH peaTu3aiui.

» bBecnpoBoanbie cetn. YTpo3sl u ys3Bumocti Wireless Networks.

* BecnpoBoansie cetn. Ayrentudukamnus Wi-fi.

* becnpoBoanbie cetn. Ataku neayrentudukanuu (Deauthentication Attack).

» CkaHnepsl ys3BUMOCTeH. MneHTrduKanus ysi3BUMOCTEN B CETSX.

* OpenVAS. Meroanka CKaHUPOBaHUS.

* Ckanepsl ys3BuMocTen. Ya3sumoctu b/,

* Cpenctsa ananu3za 3amuiieHHocta bJI.

* Ckanepsl ysa3sumocte. Yazsumoctu WEB npuoxenuii.

* Cpencra ananusa 3amuieHHocty WEB nipuiiosxeHunit.

» [IporpammHubie HHCTpYMEHTHI criennaibHoro auctpudyTuBa KALI Linux mis c6opa napopmanuu o
KUC. Ananus DNS.

* [IporpammHubIe HHCTpYMEHTHI criennaibHoro auctpudyTuBa KALI Linux mns c6opa undpopmanuu o
KUC. O6napyxeHrne akTUBHBIX Y3JIOB CETH.

» [IporpammHubie HHCTpYMEHTHI crienuaibHoro auctpudyTuBa KALI Linux mns c6opa napopmanuu o
pactpenenennoii AC. MnenTudukanms ceTeBbIX CIIy>KO U OTEPAlMOHHON CUCTEMBI y3JIOB CETH.

* IIporpammusie cpenctBa oOHapyxeHus IDS B koprnopaTUBHON CETH.

* ATaku Ha IPOTOKOJIBI YJJAJIEHHOTO yiipaBieHus ycrpoiictBamu KHC.

» Ckanepsl ysS3BUMOCTEH U METOJIUKH UX TPUMEHEHUSI.

* Ocobennoctu npuMeHeHus ckanepa OpenVAS.

* IIporpammHBIE CpeicTBa aHAIN3A 3AIIUIEHHOCTH 0a3 TaHHBIX.

* [IporpammHsbIe cpencTBa aHann3a 3amuuieHHocTH WEB npuioxeHui.

+ Services fingerprinting. IIporpammusie uHcTpyMeHTHI Services fingerprinting.

» OS Fingerprinting. Meroast OS Fingerprinting. Banner Grabbing.

« OS Fingerprinting. Meroast OS Fingerprinting. IlaccuBHOE wuCCIEIOBaHME CTEKa B 3ajaye
unentuduxamuu OC.

« OS Fingerprinting. Meroast OS Fingerprinting. AKTHBHOE HCCI€OBaHHE CTEKa B 3a/aye
unentuduxamuu OC.

5.3. CamocTosiTeibHAsi paboTa 00y4aroIerocs.

le/IMeprle BOIIPOCHI U 3aJaHUsA JAJIsA CaMOCTOATEILHOM paﬁon CTYAEHTOB

* Meronosorus Penetration Testing. Open Source Security Testing Methodology Manual (OSSTMM).

» Metononorus Penetration Testing. Information Systems Security Assessment Framework (ISSAF).

» Meronosorus Penetration Testing. Open Web Application Security Project (OWASP).

* Metononorust Penetration Testing. Web Application Security Consortium Threat Classification
(WASC-TC).

 Cranaapt Penetration Testing. Penetration Testing Execution Standard (PTES).

* Footprinting. Llenu, 3amaun Footprinting.

« Footprinting. Drams Footprinting u Reconnaissance.

» Footprinting. OTKpbITbIC ICTOYHHUKHU U TTACCUBHBIH cOOp HH(OpMAIHH.

* CkanupoBanue cetu. Tun ckanupoBanus Full Open Scan. OcoOeHHOCTH HCIOJB30BAHUSA
paccMaTpruBaCMOTO THIIA CKAHUPOBAHUS.

* CkanupoBanne cetu. Tum ckaaupoBanusi Half-open Scan. OcoOeHHOCTH HCTOIB30BAHUS
paccMaTpruBaCMOTO THIIA CKAHUPOBAHUA.

* CkanupoBaHue ceTH. Tun ckaaupoBanmss Xmas Tree Scan. OCOOEHHOCTH HCIOIB30BAHUS
paccMaTpruBaCMOTO THIIA CKAHUPOBAHUA.

» CxanupoBanue cetd. Tun ckanupoBanusi FIN Scan. Oco6eHHOCTH HCIIOIb30BaHUS pacCMaTpUBaEMOT0
TUIIa CKAaHUPOBAHUA.

* CkanupoBanne cetdu. Tun ckammpoBanus NULL Scan. OcoOeHHOCTH  HCIOIB30BaHUS
paccMaTpruBaCMOT O THIIA CKAHUPOBAHUS.
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* CkanupoBanue cetu. Tunm ckanupoBanus ACK Scanning. OcoOeHHOCTH  HCIOJIB30BAHHUS

paccMaTpuBaEeMoOro THIla CKaHUPOBAHMUS.

* CkanupoBanue cetd. Tun ckanupoBanuss ARP  Scan. OcobenHoctu
paccMaTpuBaeMoOro TUIla CKaHUPOBAHMS.

« Services fingerprinting. OCHOBHBIC IOHSTHS.

« Services fingerprinting. Meroasr Services fingerprinting.

* [Toctpoenue kaptol cetu. [Iporpammusie cpenctsa Drawing Network Diagrams.
« Enumeration. ITousarue, nenu u 3agaun Enumeration.

* Enumeration. MuBentapusamus pecypcoB OS Windows. MeToasl 1 cpeacTna.

* Metoasl 1 cpeAcTBa 3amUThI OT Sniffing aTak B KOMMYTHpPYEMO# CETEBOM cpe/ie.
» Araku DOS. lenu u 3anaun arak DOS.

* Araku DOS. Tunsl atak DOS.

» Ataku DOS. Service Request Floods.

» Ataku DOS. SYN Attack/Flood.

+ Araxu DOS. ICMP Flood Attack.

* Ataku DOS. I[IporpamMmMmHbIe CpeicTBa MIPOBEICHUS aTaK.

» Ataku DOS. Ping of Death.

» Ataku DOS. Teardrop.

» Ataku DOS. Smurf. Araku DOS. Fraggle.

» Ataku DOS. [IporpaMMHbIe cpeicTBa MPOBEICHUS aTak.

* Araku Buffer Overflow. [TpunImImes.

» Ataku DDOS. OcoGeHHOCTH peai3aliuy.

* BecipoBoHbIe ceTn. Yrpo3sl u ysa3Bumoctu Wireless Networks.

* bectipoBoaubie cetr. Aytentudukarust Wi-fi.

* bectipoBonHbie cetn. Ataku neayrentudukaipu (Deauthentication Attack).

» Cxanepsl ysa3BuMocteld. Mnentudukanus ysa3BUMOCTEH B CETAX.

* OpenVAS. MeToauka CKaHUPOBAHHUS.

» Ckanepsl ysi3BUMocTel. ¥Ysa3Bumoctu b/l

* CpeacrtBa ananuza 3anuiieHHoct b1,

* Ckaneps! ys3BuMocten. ¥Ysa3BuMoctd WEB npunoxxenuii.

* CpenctBa aHanu3a 3auuienHocty WEB npunoxenuii.

HCITIOJIb30BaHUA

* [IporpammHble MHCTpYMEHTHI crienuanbHoro nquctpudytusa KALI Linux ans cbopa nHpopmanuu o

KUC. Agammns DNS.

* [IporpammHble MHCTpYMEHTHI crienuanbHoro nquctpudytusa KALI Linux ans cbopa nHpopmanuu o

KUC. O6napyxeHne akTUBHBIX Y3JIOB CETH.

* [IporpammHble MHCTpYMEHTHI crienuanbHoro nquctpudytusa KALI Linux ans cbopa nnpopmanuu o
pacnpenenennoit AC. nentudukanus ceTeBbIX ClIy>K0 U ONepallMOHHON CUCTEMBI Y3JI0B CETH.

* IIporpammMusle cpencTBa oOHapysxeHus IDS B kopropaTuBHOM CeTH.
* ATaky Ha IPOTOKOJIBI yJIAIEHHOT0 yrpasieHus ycrpoiictBamu KUC.
* Pacnpenenennsie ataku DDOS B kopriopaTuBHOI ceTeBOH cpeae.

* MoaenupoBanne arak DDOS B kopropaTHBHOM CETEBOII cpe/ie.

®oHJ onleHOYHBIX MaTepuanoB (POM) s mpoBeaeHUs aTTeCTallul YPOBHS c(pOPMUPOBAHHOCTHU

KOMIIETECHITUM o6yqa101u1/1xc;1 IO JUCHMITIIIMHE O(bOpMJ'I}ICTC}I OTACJIbHBIM JOKYMCHTOM.
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6. YHAEBHO-METOANYECKOE U UTHOPOPMAIIMOHHOE OBECIIEYHEHUE

JUCHUITIMHBI

6.1. Knuroo6ecneueHHOCTH

HanmenoBanue nurepaTypbl: aBTOp, Ha3BaHUE, Ton KHUT'OOBECITEHEHHOCTD

BHJI U3JIaHUS, U3/1aTEIILCTBO M3NaHUS | Hanpupe B 2JIeKTPOHHOM KATAIOTe
9bC
OcHOBHas JuTeparypa

TexHonoruu obecneueHus 6€30MacHOCTH 2021 https://biblioclub.ru/index.php?page=boo
UH()OPMALIMOHHBIX CHCTeM: YueOHoe rocooue: [16+] / k&id=598988 (nara oOpareHus:
A. JI. Mapyxunerko, JI. O. MapyxJeHko, 11.09.2021)
M. A. EdpemoB u ap. — Mocksa; bepmmn: J{upext-
Menwua, 2021. — 210 c.— DOI 10.23681/598988
Bbproxomurikuii, FO. A. bezomacHoCTh 2020 https://biblioclub.ru/index.php?page=boo
UH()OPMAITMOHHBIX TEXHOJIOTHIA: y4eOHOe mocooue: B k&id=612167 (mata obpamieHus:
2 gacTsx: [16+] / FO. A. Bproxomutikuii ; FOxxHbII 11.09.2021)
(denepanbHbIil yHUBepcUTeT. — PocToB-Ha-/loHY;
Taranpor: IOxHBI henepanbHBIN YHUBEPCUTET,
2020.—Y. 1. — 171 c. - ISBN 978-5-9275-3526-2
T'omukoB, A. M. 3amura nHGOpMaIyy B 2015 https://biblioclub.ru/index.php?page=boo
HHPOKOMMYHHUKAIIMOHHBIX CHCTEMAX M CETSIX: k&id=480637 (mata obpareHus:
yuaebHoe ocodue: [16+] / A. M. I'onnkos; Tomckuit 11.09.2021)
['ocymapCTBEHHBIN YHHUBEPCUTET CUCTEM YITPABICHHS
u paauodniekTponuku (TYCYP). — Tomck: Tomckuii
rOCY/IapCTBEHHBIH YHUBEPCUTET CUCTEM YIIPABJICHUSI
Y paguodyiekTpoHuku, 2015. — 284 c.
Nieiinos, B. 5. Undopmanmontas 6€30MacHOCTh U 2020 https://biblioclub.ru/index.php?page=boo

3ammTa HHGOPMAaLMU: TeOpHs U npakTuka: [16+] /
B. 4. NweiinoB. — Mocksa; bepnun: Jupekr-Menua,
2020. — 271 c¢. DOI 10.23681/571485

k&id=571485 (mnata obpareHus:
11.09.2021)

JlononHuTenpHas IMTEpaTypa

Kusie, B. be3onacHocTh HHOOPMAIIHOHHBIX CHCTEM: 2016 https://biblioclub.ru/index.php?page=
kypc: [16+] / B. Kusie, O. I'pannuunn. — Mocksa: book&id=429032 (nata oOpareHus:
HanpionansHbiii OTKPBITBIA Y HUBEPCUTET 11.09.2021)

«MHTYUT», 2016. — 192 c.

Opranmusanust 6esomacHoi pabotsr nadopmarmonnsix | 2014 | https://biblioclub.ru/index.php?page=
cucrem: yueGHoe nocobue / FO. 0. T'pomos, book&id=277794 (nara obpamieHus:
FO. ®. MaprembsiHos, 0. K. Bykypako u ap.;— 11.09.2021)

Tam60B: TamOOBCKHII rOCYAapCTBEHHBIH

texanueckuit yausepcutet (TTTVY), 2014. — 132 c.

Mapyxienko, A. JI. Pa3paboTka 3anuiinéHHbIX 2021 https://biblioclub.ru/index.php?page=
untepdeiicoB Web-nipuiioxkenuii: yuebHoe mocobue: book&id=599050 (nata oOpareHus:
[16+] / A. JI. Mapyxnenko, JI. O. MapyxJieHKo, 11.09.2021)

M. A. Edpemos. — Mocksa; bepnun: {upexr-Meaua,

2021. — 175 c. — DOI 10.23681/599050

3arunaiinos, 10. H. Teopus nnpopmaunonHon 2015 https://biblioclub.ru/index.php?page=boo

0e30MaCHOCTH M METO/IOJIOTHSI 3alIUTHI HHPOPMAIHIH:
yuaebHoe nocobue / FO. H. 3arunaiinos. — Mockga ;
Bepnun : Aupexr-Menua, 2015. — 253 c. — DOI
10.23681/276557

k&id=276557 (mata obpareHus:
11.09.2021)



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
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https://biblioclub.ru/index.php?page=book&id=612167
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=571485
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6.2. [lepuoanyeckue U3IaHUA

1.«OKypnan cetreBbix pemenuit/LANy -Pexxum noctyna: http://www.osp.ru/lan/current;

2. DNeKTpOHHBIN xypHaI «KopropaTuBHBIE CETH Mepeiavn JaHHBIX» -PexuM noctymna:
http://www.delpress.ru/

6.3. UHTepHeT-pecypchbl

1. BuytpuBy3oBckue m3nanus Bal'Y.— Pexum noctyna: http://e.lib.vlsu.ru/

2. UHTYUT. HaunoHalibHBIN OTKPBITHINA YHHBEpPCUTET. — Pexxum pocryna: http://www.intuit.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

3aHATUS MPOBOAATCS B cienyromux ayautopusax Bial'y (kopmyc Ne2) mo aapecy r. Bragumup,
yi1. benokoHcko#, 1. 3.

ayz. 408-2, JIekunoHHasi ayAUTOPHS, KOJMUYECTBO CTyJIeHUYecKux MecT — 50, miomanas 60 m2,
OCHAIIIEHUE: MYJIbTUMEIUITHOe 00opynoBanue (nHTepakTuBHas nocka Hitachi FX-77WD, npoekrop
BenQ MX 503 DLP 2700ANSI XGA), Hoytoyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopaTopusi CETEBBIX TEXHOJOTUH, KOJIWYECTBO CTyAEHUYECKMX MecT — 14,
wiomaap 36 M2, ocHallleHHe: KOMIIBIOTEpHBIN Kilacc ¢ 8 pabounmu cranuusmu Core 2 Duo E8400 c
BbIX0IoM B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapmpyrtuzaropoB Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTtatopa Cisco Catalyst 2950 Series, komMmyTaTop
Cisco Catalyst Express 500 Series, npoektop BenQ MP 620 P, skpaH HacTeHHBIN PpPyJIOHHBIH.
JluneH3noHHOE  TpoTrpaMMHOE  o0ecriedeHue:  omepanuoHHas — cucremMa  Windows 7
[TpodeccuonanbHast, oducHedi maker npuioxenuid Microsoft Office IIpodeccrmonanpHbIi TUTIOC
2007, 6ecruiaTHO pacHpoCTpaHsIeMoe MPOrpaMMHOe obeclieueHue: JMHEeHKa HHTETPUPOBAHHBIX CPel
pa3paboTtku Visual Studio Express 2012, mporpammusbiii nmpoaykT BupTyanuzamuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru nepenaun naHueix Cisco Packet Tracer 7.0, mHTerpmpoBaHHas
cpena paspadborku rnporpammuoro odecnedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHI[ «KowmmuekcHas 3ammra  oOBEKTOB HH(GOpMaTHU3aLUK», KOJIUYECTBO

CTyAE€HYEeCKHX MecT — 15, miomans 52 M2, ocHallleHHe: KOMIBIOTEpHBIH Kiacc ¢ 7 pabodyuMu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyrtatop D-Link DGS-1100-16
MyJIbTUMEANNHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpaH HacTEHHBIH pyJIOHHBIN), TpUOOP
ST-031P «IIupanps-P» MHOro(yHKIIMOHAIBHBIA TOMCKOBBIM, NpHOOp «YIaH-2» MOUCKOBBIH,
BUOpoakycTHueckuil reneparop myma «Conata AB 1My, umMutatop paboTsl CpeICTB HEJIEraabHOIO
chema uHpopManuu, padoTaronux mo paauokanany «lllunosauky», ananuzarop crekrpa «GoodWill
GSP-827», mamukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnOKHpoBaHUS pPabOTHI
cUCTeM MOOUJIBHOM cBs3M «Mo3aiika-3», yCTpOMCTBO 3alUThl Telne(OHHBIX IEPEroBOPOB OT
npocinymuBanus «IIpokpyer 2000», muktodpon Edic MINI Hunter, nokatop «Pomuuk-2K»
HENIMHEHHBIN, KOMIUIEKC IMPOBEICHUS aKyCTHYECKHMX W BHOPOAKyCTHUECKMX m3MepeHwid «CrpyT
MuHU-A», Buaeoperucrparop uudposoir Best DVR-405, reneparop Illyma «I'Hom-3»,yueGHo-
UCCIIeIOBATENbCKUI KOMIUIEKCe «CBEpXIIUPOKONOIIOCHbIE OeCIIpOBO/IHbIE CEHCOpHBIE ceTu» (Nano
Xaos), ckanupyoomuii npueMHuk «Ilcom IC-R1500», ananuzatop cereit Wi-Fi Fluke AirCheck c
aKTHBHOW aHTeHHOW. JIutiensnonnoe mporpammuoe odecrnieuenue: Windows 8 Ilpodeccuonanpnas,
opucHbli maker mnpuiokeHud Microsoft Office Ilpodeccuonansupiii mmoc 2010, OecriiaTHo
pacrpocTpaHsieMoe NporpaMMHOE oOecledeHre: JMHEeWKa HMHTErPUPOBAHHBIX Cpel Pa3paboOTKU
Visual Studio Express 2012, uacTpyMeHT MMHUTaMOHHOTO MojenupoBanust AnyLogic 7.2.0 Personal
Learning Edition, naTerpupoBanHas cpena pa3paboTku nporpammHoro odecnedenus IntelliJ] IDEA
Community Edition 14.1.4.
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3apeyronmit Kadeapoi 1.1.H.. npodeccop

N/\/\/\ /M.JO. MoHaxos/

PaGouasi mporpaMMa paccMOTpeHa W 000peHa Ha 3acelaHdH y4eOHO-METOIMHYECKOH KOMHMCCHH
cnennanbrocta 10.05.04 « AHGOpMAIMOHHO-aHATTHYECKUE CUCTEMbI OE30TIaCHOCTHY
N\

‘( i ; [ \ /“4
[Tporokon Ne ] or xt (/. »lroma i\ /\/V /
[Tpeacenaresib KOMUCCHH JI.T.H., Ipodeccop \ /M.IO. Monaxos/
“ yv
JIMCT NEPEYTBEPX/IEHUA

PABOYEM IMPOTI'PAMMBI JUCHUIIJTIMHBI

Paboyas nporpamva ogofpena Ha Zﬂ_r_%:i'__ /20 A4 yueGHmii roj

[potoxon sacenanns kadeaps N 7% ot 47 (£ Ji"g,‘” roja ,‘r

3aseayioumit kaeapoit_atu. npodeccop |\ | _ MO, Monaxos/
(MO, ||u.':ll[1L:£J]£

PaGouas mporpamma ofobpena Ha20 /20 y4eOHBIA roa

ITpoTokoun 3acenanusi kKapenapbi No oT rojaa

3aBeayromuii Kadenpoit A.T.H.. npodeccop /M.IO. Monaxos/

(®UO, noanuce)

Pa6ouas nporpamma oa06peHa Ha 20 /20 yueOHbIN roj
I[IpoToko 3aceanus kadeapbl No oT roaa
3apeayronmil Kageapoi J.T.H.. mpodeccop /M.IO. Monaxos/

(®HUO, noanucs)

Pa6ouas nporpamMma ono6pena Ha 20 /20 yuebHbIi rogallporokon 3acenanus kapenpsr No
oT roja
3apeayrommi Kageapoi J.T.H.. npodeccop /M.IO. MoHnaxos/

(®UHO. noanuck)

Pa6ouas nporpamma ogo6pena Ha 20 /20 yueOHbIA o/

[IpoTokoun 3aceganus kadeapbi No oT roja
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JINCT PETUCTPAIIUU U3SMEHEHUM
B pa®ouyo mporpamMmy JUCHMILIUHBI be3onacHocms un@opMayuoHHubIX cucmem
00pa3oBaTeIbHON TPOrPaMMBI CIICIIUATTEHOCTH

10.05.04 «MabOpMAITMOHHO-aHATUTHYECKUE CHCTEMBI O€30TTaCHOCTH

Homep BHeceHbl H3MEHEHUSI B 4acTH/pa3ieiibl Hcnonuurens OcHoBaH#me
M3MCHCHIS paboueii IporpaMMbl dUO (HOMEp M JaTa MpOTOKOIA
3aceaHus Kadeapsl)
1
2
3aBenyromuii kadeapoit /M.IO. Monaxos/

Tloonuce DUO




