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1. EJIX OCBOEHUA JUCHUIIJINHBI

LenssMu  ocBoeHUs] AMCHUIUIMHBL «be3omacHOCTh HMHGOPMAIMOHHBIX M AHATUTUYECKUX
CHCTEM) SIBJIAIOTCS oOecrieueHue MOATOTOBKU CTYJEHTOB B COOTBETCTBUU ¢ TpeboBaHusimu OI'OC
BO u yuebnoro mnana no cnemuaibHoctu 10.05.04 «MHpOpMaLMOHHO-aHATUTHYECKAE CHCTEMBI
0€30I1aCHOCTH», O3HAKOMJIEHHE CTYJCHTOB C TEXHOJOIMsIMHM O€30MacHOro ¢ TOYKH 3pEHus
BO3MOXXHOCTH YTEYKH HMH(OPMAIMM HMHTEIICKTYAJIBHOTO aHanu3a OONBIIMX HH(POPMALMOHHBIX
MacCHBOB IOCPEICTBOM U € IIOMOLIbI0 HH(POPMAIMOHHO-aHATUTHUECKUX CHCTEM.

OCHOBHBIMM 33JjauaMU M3yUEHUS Kypca SBISIETCA. HW3YYEHHE OCHOBHBIX IIOJIOXKEHUH,
HOHATHUI U KaTeropui, CBsI3aHHbIX ¢ o0ecrieyeHneM 0e30I1aCHOCTH UH(OPMAIIMOHHO-aHATUTHYECKUX
CHCTEM; U3yYeHHE OCHOBHBIX MOJXOJ0B K BBHIMOJIHEHUIO 0€30MaCHOT0 WHTEJUIEKTYalbHOTO aHau3a
OONBIIMX MAacCUBOB JIaHHBIX IIOCPEICTBOM COBPEMEHHBIX HH()POPMAIMOHHBIX TEXHOJIOTUH;
¢opMHpOBaHHE HABBIKOB  IPOTUBOJCHCTBHUSA HECAHKIMOHUPOBAHHOMY IPOHUKHOBEHHIO B
3alMIaeMble MHQPOPMALMOHHBIE M AHAJUTHUYECKHE CHCTEMbl C HCIOJb30BAHUEM COBPEMEHHBIX
UH(POPMALMOHHO-BBIYHCIUTEIBHBIX CPEICTB M CUCTEM.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
HucuuiumHa «be3onacHOCTh WH(POPMALMOHHO aHAIUTHYECKUX CUCTEM» OTHOCHTCS K
o0s3aTenpHOM 4YacTu oOpa3oBatenbHOM mporpammbl, kon b1.0.03 cnemmansnoctn  10.05.04
«MHbOpMaAIIIOHHO-aHATTUTUYECKHE CHCTEMbI 0€301MacHOCTHY. B y4eOHOM IUIaHe MperycMOTpPEHBI
BUJbI YYCOHOU NEATCIILHOCTH, OOSCIICUMBAIOIINE CHHTE3 TCOPSTHUSCKUX JICKIUH, JTaOOPaTOPHBIX
paboT ¥ CaMOCTOSTENIBHOW paboThl CTyAEHTOB. Kypc TECHO B3aMMOCBSI3aH C JIPYyTUMHU
JUCHUIITIMHAMU JAaHHOT'O ITUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATbBI OBYUYEHMUS MO JUCHUITJINHE
[Inanupyemble pe3ynbTaThl OOY4YeHHS 1O JAUCHUUIUIMHE, COOTHECEHHBIE C IUJIAaHHUPYEMbIMU
pesyasratamu ocBoeHust OINOII (koMmeTeHIIMAMY U UHANKATOPAMH JTOCTHUKEHUSI KOMITETCHIIH )

dopmupyembie [Tnanupyemble pe3ynbTaTbl 00yueHHs O AUCIUIIINHE, B HanmenoBanune
KOMIIETEeHIINU COOTBETCTBHH C WHAUKATOPOM JIOCTHIKEHHSI KOMIIETCHIIUU OLIEHOYHOTO
(xon, conepxanne Wnnukatop Pesynprarel 00yueHHs IO TUCUMTUINHE cpencraa
KOMITETEHITHH ) TIOCTIDKEHHMS
KOMITETEHIINU
(00,
cooepoicanue
unouxamopa
OIIK-6 Cniocoben npu 3HaTh OCHOBHBIE OTEYECTBEHHBIE U
pewennu npodeccronans- OIIK-6.1.1 3apyOeKHbIE CTaHIApTHI B 00J1acTh
HBIX 33]1a4 TIPOBEPSIThH KOMITBIOTEPHO 0€3011aCHOCTH
BBITIOJIHEHHE TPeOOBaHUI 3HaTh OCHOBHBIE METO/IBI
3alIUTHl UHPOPMALIUH OpraHU3aLMOHHOTO 00ECTICUEHUS
orpaHnyeHHoro goctyna B| OITK-6.1.2 WHPOPMAIMOHHOHN 0€30MaCHOCTH
WHPOPMaIMOHHO-aHAIIN- CHENHANTBHBIX HHPOPMAIMOHHO-
THYECKUX CHCTEMAX B AHAJTUTHYECKUX CUCTEM
COOTBETCTBHMH C HOpMa- 3HaTh MEXaHU3MBbI PeaTn3aliy aTak B Tecrosere
OIlK-6.1.3 BOIIPOCHI
TUBHBIMH ITPABOBBIMHU KOMIIBIOTEPHBIX CETSIX
aKTaMH U HOPMAaTHBHBIMH OINK-6.1.4 3HATh 3alUTHBIC MEXaHU3MBI U CPEJICTBA
METOANYECKUMU JIOKYMEH- B obecreueHns ceTeBoi 0€30IMacHOCTH
Tamu PezepanbHOi YMeTh yMEET NIPUMEHATH 3aIlMILEHHBIE
CIry OBl 6€30MaCHOCTH IIPOTOKOJIBI, MEXCETEBBIE AIKPAHBI U
Poccuiickoii @enepanun, CpezcTBa OOHAPYKEHHS BTOPIKEHUHN J1JIst
denepanbHOM CITyKOBI 10 OlK-6.2.1 3a1UThl MHPOPMALIUH B KOMITBIOTEPHBIX
TEXHUYECKOMY U ceTax
9KCHOPTHOMY KOHTPOJIIO
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OIIK-6.2.2

YMeTh OCYIIECTBIATH MEPHI
MIPOTUBOJEHCTBHS HApYLIEHNSIM CETEBON
0€301MacHOCTH C HCIIOJIb30BaHUEM
Pa3IMYHBIX MPOTPAMMHBIX H aIllapaTHBIX
CPEICTB 3alIUTHl HHQOpMaUU

OIIK-6.2.3

YMeTh MoJIb30BaThCs CPECTBAMU 3AIUTHI,
MPEIOCTaBIIIEMBIMU CHCTEMaMHU
ynpaBieHus 0a3aMu TaHHBIX

OIIK-6.2.4

YMeTh NPUMEHSTH OTEUECTBEHHBIC U
3apyOeKHBIE CTaHAAPTHI B 00J1aCTH
KOMITBIOTEPHOI 0€30ITaCHOCTH IS
MPOEKTUPOBaHUS, pa3pabOTKH U OIICHKH
3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM

OIIK-6.2.5

YMeTh NPUMEHSATH CPENCTBA AaHTUBUPYCHOU
3aIIUTHI ¥ O0OHAPYKEHUS BTOP>KEHUIT B
KOMITbIOTEPHBIE CETH

OIIK-6.2.6

YMeTh pa3pabaThiBaTh YaCTHBIC TOJUTHKU
0e30MmacHOCTH KOMIIBIOTEPHBIX CHCTEM, B
TOM YHCJIC, TIOJUTHKH YIPABICHUS
JIOCTYIIOM ¥ MHQOPMAaIlMOHHBIMY [TOTOKAMHU

OIIK-6.3.1

Brnanets HaBbIKaMU HACTPOMKU
MEXKCETEBBIX 9KPaHOB

OIIK-6.3.2

BiageTs MeTOIHMKON aHAJIN3a CETEBOTO
Tpaduka

OIIK-6.3.3

Brnagers MeTonuKO# aHaM3a pe3yabTaToB
paboTHI CpeAICTB OOHAPYKEHHUS BTOPKEHHHA
B KOMITBIOTCPHBIC CCTHU

OIIK-6.3.4

Bnanets MeTogamu u cpeacTBaMu
BEISIBJIICHUS yTPO3 0€301MacHOCTH
KOMITBIOTEPHBIM CHCTEMaM

OIIK-13 Cnocoben
IIPOU3BOUTH HACTPOUKY
1 00CITy’)KHBaHUE
KOMITIOHEHTOB
oOecreunBaroiel 4acTu
WH(POPMAITMIOHHO-
AHAJTUTUYECKUX CUCTEM
Ha BCEX dTamnax
JKU3HEHHOTO IUKJIa,
BCTPOEHHBIX CPEICTB
3alIUThl HHPOpPMAIIHH,
BOCCTaHABIIMBATh X
paboTOCIIOCOOHOCTH MPHU
BHEILUTATHBIX CUTYALHIAX

OIIK-13.1.1

3HaThb HOPMAaTHUBHLIC IIPABOBLIC AKTHI B
o0acTH 3ammThl HHpOpMaIMU

OIIK-13.1.2

3HaTh PYKOBOJSILINE U METOIUUECKHUE
JOKYMEHTBI YIOJTHOMOYEHHBIX
(benepanabHBIX OPraHOB HCIIOTHUTENLHON
BJIACTH M0 3aliTe HHHOpMAIUU

OIlK-13.1.3

3HaTh OpraHNU3alIOHHbIE MEPHI MO 3aIINTE
HHpOpMaIIH

OIIK-13.1.4

3HATh METO/Ibl HACTPOWKH, O0CITYKHBAHUS
Y BOCCTAHOBJIEHUS CPE/ICTB 3alUThI
MH(POPMaLMK Ha BCEX ATaIax >KU3HEHHOTO
UKJTa HTHPOPMAIIMOHHO-aHATUTHYECKIX
CHCTEM

OIlK-13.1.5

3HaTh MEXaHU3MEI pcam3aluu aTak B
KOMIIbIOTCPHBIX CCTAX

OIIK-13.1.6

3HaTb 3alIUTHBIC MECXAaHU3MBbI U Cpe[LCTBa
obecrieyeHus ceTeBO 0€30aCHOCTH

OIlK-13.2.1

YMeTh yMeeT NPUMEHSTD 3alUIICHHbIC
MIPOTOKOJIBI, MEKCETEBBIE SKPaHbI U
cpencTBa OOHAPYKEHUS BTOPKEHUHN IS
3aIUThl UHGOPMAIHH B KOMIIBIOTEPHBIX
CeTsIX

OIIK-13.2.2

YMeTh 0CYyILIECTBISATh MEPHI
IIPOTUBOJAEHCTBUS HAPYILLEHUSM CETEBOM
0€30M1aCHOCTH C UCIIOJIb30BaHUEM
Pa3aMUYHBIX MPOTrPAMMHBIX U alllapaTHBIX

TecToBnIe
BOIPOCHI
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CPEJIICTB 3aIIUThl HHPOPMAIHH

OIIK-13.2.3

YMeTh MoJIb30BaThCs CPEACTBAMU 3aILUTHI,
MPEIOCTaBIIIEMBIMU CHCTEMaMHU
ynpaBieHus 0a3aMu TaHHBIX

OIlK-13.2.4

YMeTs NPpUMEHSTH CPEeCTBA AaHTUBUPYCHON
3alIUTHI U OOHAPYKEHHsI BTOP)KCHUI B
KOMIIbIOTEPHBIE CETU

OIIK-13.2.5

YMmeTs pazpabaTeiBaTh YaCTHBIEC TOTUTHKH
0€30MacCHOCTH KOMIIBIOTEPHBIX CHCTEM, B
TOM YHCJIC, TIOJUTHKH YIPABICHUS
JIOCTYTIIOM ¥ HH)OPMAaIMOHHBIMH [TOTOKaMHU

OIIK-13.3.1

Brnaners HaBbIKaMU HACTPOMKH
MEXKCETEBBIX 3KPaHOB

OIIK-13.3.2

Bnanets MeTOIMKON aHAJIN3a CETEBOTO
Tpaduka

OIIK-13.3.3

Brnanets MeToqMKON aHANN3a pe3yabTaToOB
paboThI CpeAcTB OOHAPYKEHUS BTOPKEHUH
B KOMIIBIOTEPHBIE CETH

OIIK-13.3.4

BrazeTs MeTogaMu U CpeICTBAMU
BBISIBIICHHSI YTP03 0€30MacHOCTH
KOMIIbIOTCPHBIM CUCTEMAM

4. OPBEM U CTPYKTYPA JUCHUIIJINHBI

TpynoeMKoCTh AUCIUTUTMHBI COCTABIISET 8 3a4eTHRIX eauHmIl, 288 yacos

TemaTH4ecKuii IJIaH
(¢opma o0yueHnusi — ouHast

Konrakthas pabora Dopmbl
oOyJaromxcs TEKYIIero
C eJaroru4yecKuM KOHTPOJIA
§* paboTHUKOM % yCIeBaeMOCTH,
— o=t M
3 = o '3 o) bopma .
B Q g 5 X C = | IPOMEXYTOUHOU
Ne H u/ 3) = w NS 9 g e
o alMEHOBAHUE TEM W/ WU 3 8 = g e o 5.8 aTTecTaluy
3
/I pa3enoB/TeM TUCIIUILINHBI 8 = 5 © 5 S § & 8 | (no cemecmpam)
3 ) =}
S| g > i S 5| 2
Q 5 3 2 | Q| =
T L o ) TN O
S1OE | 5] 2%
3 o = =
5 o) X
< ts] Q
2, s |
= = ©
1 ApXuTeKTypa COBPEMEHHBIX
UHPOPMAIMOHHBIX ¥ aHanuTuueckux | A | 1-2 | 4 4 4 4
CHUCTEM.
2 YS3BUMOCTHU U YTPO3bI A 34 4 4
3 [TpoToxonsl EHTUDUKAIY ydeTa A | 56 PeifTuHr-koHTpONIH
Nel
4 [IpoTokouel ayTeHTHOUKAINY yUeTa A 7-8 4 4 4 4
5 IIporokosbl UACHTH()UKATNH
coBpeMeHHbIX wuH(popmammonnsix u | A | 9-10| 4 4 4 4
AQHAIIMTHYECKUX CHCTEMaX.
6 IIpoToxosbl ayTeHTU(UKAIUN N
PeitTuHr-KOHTpOIHL
coBpeMeHHbIX uH(popmammonusix u | A |11-12| 4 4 4 4 No2
AHAJIMTUYCCKUX CUCTEMAX -




7 Ynpasnenue JIOCTYTIOM Bl A [13-14 4 4 4 4
XpaHIWINIIAX JaHHBIX
8 VYnpasienne JIOCTYTIOM Bl A [15-16] 4 4 4 4
AHATTUTHICCKUX CHCTEMax
9 MesxceTeBo€e B3aUMOIENICTBUE A l17-18 4 4 4 4 PelTuHIr-KOHTpOIBL
Ne3
Bcero 3a cemectp A: 144 36 36 36 36 3auer
1 Opranu3anus 0e301macHoOro )
MEXKCETEBOTO B3aUMOJICHCTBHUS B 12| 4 2 4 8
2 3amura ynanennoro goctyna B AUC. B 34 4 2 4 3
3 3aluIIeHHbIN YJaleHHbIN T0CTyI ~ Peittunr-konTpons
B | 56| 4 2 4 3 Nol
4 Opranuszanus 3alIUIIEHHOTO
yJIaJICHHOT'O JOCTyTa B )
WH(OPMALMOHHBIX W aHATUTHYECKUX B 8 4 2 4 3
CHUCTEMaX.
5 VYnpaBneHue KpUNTOKIIOYaMU B |9-10| 4 2 4 3
6 VYnpaBneHne — KpUNTOKIIOYaMU B Pei ;
uHGOPMAIMOHHBIX M aHanutuyeckux | B |11-12| 4 2 4 3 eHTHH;(fZO HIpOIE
cucreMax ]
7 Wndpacrpykrypa YOPaBICHUA | |13 94l 4 ) 4 3
OTKpbIThIMU Kiitoyamu PKI
8 Cranpapr Public-Key B |15-16| 4 2 4 3
9 Craumapt Cryptography B l17-18 4 5 4 3 PeI/ITI/IHIJ‘\}fg)HTpOHI)
Bcero 3a cemectp B 144 36 18 36 27 Ox3ameH (27)
Hamnuwne B pucoumianae KII/KP Her
Hroro no nucuunsinxe 288 72 54 72 63 3auer
Jx3ameH(27)

Conep:xaHue JIeKIMOHHBIX 3aHATHH M0 JUCHUIIUHE
Cemecmp A

Tema 1. ApXUTEKTypa COBPEMEHHBIX UHPOPMAIIMOHHBIX U aHATTUTUYECKUX CUCTEM.

Tema 2. YS3BUMOCTH U yTPpO3bl COBPEMEHHBIX MH()DOPMAIIMOHHBIX U AHATUTUYECKUX CHCTEM.
MeTtonsl obecrieuenust Ib nHpOpMaMOHHBIX U aHATUTUYECKUX CUCTEM

Tema 3. IIporokonsl HACHTU(UKAIMU M Y4eTa B COBPEMEHHBIX HWH(MOPMALMOHHBIX U
AHAJTUTUYECKUX CHUCTEMaX.

Tema 4. [IpoTokobl ayTeHTU(UKAIIMA B COBPEMEHHBIX MH()OPMAIIMOHHBIX M aHATUTHYECKHUX
cucreMax. MeTo bl TIOKaTbHON ayTeHTU(PUKAIIUH

Tema 5. [IpoTokosbl HACHTHPHUKAIIUN U ayTeHTU(DUKAIIMH COBPEMEHHBIX WH(OOPMALIMOHHBIX U
ananmutudeckux cucremax. [Iporokon TACACS.

Tema 6. [IpoTokosbl HACHTUPHUKAINN U ayTeHTU(UKAIIMA COBPEMEHHBIX UH(DOPMAIIMOHHBIX U
ananutudeckux cucremax I[Iporoxon RADIUS.

Tema 7. YrpaBieHue I0CTYIIOM B XpaHWIUIIAX JaHHBIX WH()OPMAIIMOHHBIX U aHATUTHUYECKUX
CUCTEM.

Tema 8. YrpasneHue JOCTYIIOM B aHAIUTUYECKUX CUCTeMax. Mepapxus mpaB goctymna. Buabl
MIPUBHJIETHI.

Tema 9. MexceTeBoe B3aMOJICHCTBHE

Cemecmp B
Tema 1. Opranuzanus 0e€30IaCHOTO MEXCETEBOI'O B3aWMOJAEWUCTBUS B paclpeaeleHHbIX
UHPOPMALIMOHHBIX M aHAINTHYECKUX cucteMax. OpraHuzanus 0e30MacHOr0 MEKCETEBOro
B3aWMO/ICHCTBHS B pacHpeIelICHHBIX HHPOPMAIIMOHHBIX M aHAIMTHYECKUX cucteMax. IPSec
Tema 2. 3amura ynanennoro gocryna B AUC




6

Tema 3. Opranuzanus 3alUIIEHHOTO YJAJCHHOTO JOCTyna B HH()OPMAIMOHHBIX U
AHAIUTUYECKUX CHCTEMax

Tema 4. [IpoTOKOJIBI 3aIIUIIIEHHOTO YJAJIEHHOTO JI0CTyIa

Tema 5. Opranuzanus 6€30MacHOr0 MEXCETEBOI0 B3aUMOICHCTBHS

Tema 6. 3ammra ynanenHoro goctyna B AVMC. OpraHuzanus 3aiidiieHHOTO YJaJeHHOTO
JocTyna B UHQOPMAIIMOHHBIX U aHATTUTHYECKUX CHCTEMax

Tema 7. YrpapieHue KpUNTOKIIOYaMHU B UH()OPMAIIMOHHBIX U aHATUTUYECKUX CHUCTEMAax

Tema 8. UndpacTpykTypa ynpasiaeHus: OTKpBIThIMU Kitodamu PKI

Tema 9. Crannmaptsr Public-Key Cryptography

Conepma}me .]1360paT0prIX 3aHSATHH 0 JMCHMILIAHE

Cemecmp A

JlaGoparopHnas padora Nel. YnpapieHue nmpaBamu J0cTyna

JlaGopaTopnasi pa6ora Ne2. YcraHoBka u KoHpurypupoBanue cepsepa RADIUS

JladopaTopnasi padora Ne3. OGecrieueHre 3aUIIEHHOTO aIMUHACTPATUBHOTO JOCTYTIA;

JladopaTopHnasi padora Ned. ObecrieueHre 3alIMIIEHHOTO AAMUHUCTPATHBHOTO JOCTyMa C
npumeHenuem AAA u RADIUS.

Jlaboparopnas padora Ne5. Komanue! u anroput™ KoHpurypuposanus Site-to-Site VPN na
ycrpoiictax Cisco

JlaGopaTopnas padora Ne6. Komannaer u anroputm xondurypuposanust Remote-Access VPN
Ha ycrpoiictBax CisCo

Cemecmp B

JlaGopaTtopnas paGora Nel. [Ipaktuka koHdurypupoBanus AAA Ha MapuIpyTH3aTOpax
Cisco;

Jlaboparopnas padora Ne2. [Ipaktrka koHurypupoBanus site-to-site VPN;

JlabopaTopnasi pa6ora Ne3. IlpakTuka KOH(MUTYpUPOBaHHUS 3allUIIEHHOTO JOCTyna K
ynanenHoil UAC

JlabopaTopnasi paboTa Ne4. 3anuTa MeKCETEBOTO B3aUMOICHCTBHUS B HHPOPMAIIMOHHBIX U
ananuTudeckux cucremax. Kommonentsr Remote-Access VPN

Jla6opaTopnasi paboTa Ne5. 3anuTa MeKCETEBOr0 B3aUMOICHCTBUS B MHOPMAITUOHHBIX U
aHamuTHYeCKuX cucremax. Kommonents Site-to-Site VPN

JlabopaTopnasi paGoTa Ne6. 3amuTa MeKCETeBOr0 B3aUMOCHCTBHUS B HHPOPMAIIMOHHBIX U
aHaMTHYeCKuX cuctemax. [Ipotokon IPSec.

Conep:xaHue NPaKTHYECKNX 3aAHATHH M0 JUCHUILIHHE

Cemecmp A
Tema 1. YA3BUMOCTHU U YIPO3bI

Tema 2. TIpoToKOIBI HISHTH(DUKAINY yUeTa

Tema 3. IIpoTOKOIIBI Ay TEHTU(PHUKALIUU YUETa

Tema 4. IIpoToKoIIbI UIEHTU(PUKALUN COBPEMEHHBIX MHPOPMAIIMOHHBIX U AaHATUTHYECKUX
CUCTEMaX.

Tema 5. TIpoToKoiBl ayTeHTU(HUKAIIUN COBPEMEHHBIX HH(POPMALIMOHHBIX M aHAIUTHYECKUX
cucTemMax

Tema 6. YpaBiieHHE TOCTYIIOM B XpaHWJINIIAX JaHHBIX

Tema 7. YnpaBiieHHE TOCTYIIOM B AaHATMTHYECKUX CHCTEMAaxX

Temut 8-9. MexceTeBoe B3aUMOIEHCTBHAE



Cemecmp B

Temwt 1-2. 3amuTa ynanennoro gocryna B AVC.

Tema 3. 3alIMIIIEHHBIN yIAJICHHBIN HOCTYII

Tema 4. Opranuzanus 3alIMIICHHOTO yIaJ€HHOIO AOCTYTa B MHOOPMALIMOHHBIX U
AQHAIUTUYECKUX CUCTEMaX.

Tema 5. YnpaBieHue KpUNTOKIIOYaAMU

Tema 6. YupaBineHHe KPUNTOKIIOYAMH B MH(POPMALIMOHHBIX M aHAIUTHYECKUX CUCTEMaX

Tema 7. UnppacTpykTypa ynpaBieHUs: OTKPHITBIMU Kirouamu PKI

Tema 8. Crannapt Public-Key

Tema 9. Crangapt Cryptography

5. OLIEHOYHBIE CPEJICTBA JJISI TEKYIIETO KOHTPOJISI YCIEBAEMOCTH,
MPOMEKYTOYHOI ATTECTALIUU IO UTOTAM OCBOEHMS JUCHUTIJIMHBI
U YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSITEJILHOM PABOTBI
CTYJIEHTOB

5.1. Tekyuiuii KOHTPOJIb yCIIeBA€MOCTH
Cemectp A

Bonpoch! peiiTuHr-KoHTpOIsA Nel

e CoBpeMEHHBIE  YS3BUMOCTH  TPOTPaMMHOrO  obOecredeHUs  MHPOPMAIMOHHBIX U
AHATTUTHYECKUX CHCTEM;

¢ BpetoHocHOE porpaMMHOe 00€CTIeYeHHE M TPOTPAMMHEBIE CPEJICTBA CETEBBIX aTaK

e MeToap! B CpeCTBA 3aIUTHI HH()OPMAIIMOHHBIX U AHATUTUIECKUX CHCTEM;

e3amaun, pemaeMble COBPEMEHHBIMH CPEICTBAMH HACHTH(PHUKAIMA M ayTEHTH(QHKAIUUA B
UH(POPMALIMOHHBIX M aHAINTUYECKUX CUCTEMAX;

o Xapaktepuctuku AAA.

¢ Kondurypupoanue nokansHoit AAA ayrentudukaimu ¢ CLI Ha yerpoiictBax Cisco

Bonpochb! peiiTHHT-KOHTpOIs Ne2

e YrpaBjeHHE JOCTYNIOM B XPaHWIHIIAX MAHHBIX HWH(QOPMAIMOHHBIX M aHATUTHYECKUX
CHCTEM.

e Vlepapxus npas noctryna. Co3ganue poseit.

e Busipl npuBuneruit. OnepaTopsl npeacTaBIeHUs MPUBUIIETUH.

e YrpaBjeHHE NapoOJIsIMH B XPaHWIHMIIAX JAHHBIX HWH(QOPMAIMOHHBIX M aHATUTUYECKUX
cucreM. OnepaTtopsl OTMEHbI IPUBUIIETHI

e 3alUTa MEXCETEBOr0 B3aUMOJEHCTBUS B MH(OPMAIMOHHBIX M AHATUTHYECKUX CHCTEMaXx.
Tononornu BUPTyalnbHBIX YACTHBIX CETEH.

Bonpoce! peiiTHHIr-KOHTpOIsA Ne3

e 3alUTa MEXCETEBOr0 B3aUMOJECHCTBUS B MH(OPMAIIMOHHBIX M AHATUTHYECKUX CHCTEMaXx.
[Tporoxon AH. OcobeHHOCTH TpUMEHEHUS

e 3amMTa MEXCETEBOTO B3aUMOJICHCTBUS B MH()OPMAIIMOHHBIX M AHATUTHYECKUX CHCTEMaXx.
[Tpotokon ESP. OcoGeHHOCTH TpUMEHEHUS

e Komanibet u anroput™ koHpurypuposanus Site-to-Site VPN na ycrpoiictBax Cisco

e Koman et 1 anroput™ konurypuposanus Remote-Access VPN Ha ycrpoiictBax Cisco

o [Tonutuku ISAKMP. Koudurypuposanue Pre-Shared Key

Cemectp B
Bonpocs! peiiTHHr-KOHTpOIsA Nel
¢ Kondurypuposanue pacnpeaenennoir AAA ayrentudukammu ¢ CLI Ha ycrpoiicrBax Cisco
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e [Iporoxon TACACS+. 3amaun 1 XapakKTEpPUCTHKU MTPOTOKOJIA

e [Iporokon RADIUS. 3anaun u XapakTepuCTHKU MPOTOKOJIA

o Ayrentudukarus cpencrsamu nporokona TACACS+. KondurypupoBaHue nmpoTokoja Ha
ycrpoiictBax Cisco

e Ayrentudukanus cpeactBamu mnpotokoja RADIUS. KondurypupoBanue mporokoja Ha
ycrpoiictax Cisco

e Ayrentudukanus ¢ 802.1X

Bonpockl pedTHHI-KOHTPOJIs Ne2

e 3ammuTa MEXCETEeBOr0 B3aMMOACHCTBUS B MH(DOPMALMOHHBIX UM aHATUTUYECKUX CHCTEMaX.
Tononornu BUPTyalIbHBIX YACTHBIX CETEH.

e 3amMTa MEXKCETEBOTO0 B3aUMOJCHCTBUS B MH()OPMAIIMOHHBIX M AHATUTHYECKUX CHCTEMaXx.
Kommnonentsr Remote-Access VPN

e 3amUTa MEXKCETEBOTO0 B3aUMOJCHCTBUS B MH(OPMAIIMOHHBIX M AHAIUTUYECKUX CHCTEMaXx.
Komrmonents Site-to-Site VPN

e 3ammuTa MEXCETEeBOr0 B3aMMOACHCTBUS B MH(DOPMALMOHHBIX UM aHATUTUYECKUX CHCTEMaX.
[TpoTokou IPSec.

ellpotokon IPSec. OOecneuenne KOHOUACHIUAILHOCTH B  WHPOPMALMOHHBIX U
AHAIUTUYECKUX CUCTEMAX.

e[Iporokon IPSec. OOecrieyeHne MENTOCTHOCTH B HH(DPOPMALMOHHBIX W aHAJTUTHUYECKUX
cucTeMax.

Bonpocekl peidTuHr-KoHTpOJIs Ne3

o [IpoTOKONBI 3AIUIIEHHOTO YAAJCHHOIO JOCTyNa B HMH(OPMAIMOHHBIX W aHaJTUTHYECKUX
cucTeMax.

¢ KoHurypupoBaHue mpoTOKOJIOB 3alIMIICHHOTO YAAJICHHOTO I0CTyNa B MH(POPMAIIMOHHBIX U
AHAIUTUYECKUX CUCTEMAX.

e Uudpactpykrypa PKI. 3agauu PKI

¢ Ocobennoctu nmpuMeHeHns D11 B ”HPOPMALIMOHHBIX U AHATUTHYECKUX CUCTEMAaX.

e Kpunrorpaguueckue cranaaptsl PKI

e Tonosnoruu PKI

5.2. IIpoMeskyTOUHASI aTTECTAIUS 110 UTOTAaM OCBOEHHS TUCIMIIJIMHBI
IIpumepHBbIii IepeyeHb BONPOCOB k 3a4dery. CemecTp A

1. CoBpemeHHble yrpo3bl HMHPOPMAIMOHHON 0€30MacCHOCTH HWH(MOPMAIMOHHBIX U
AQHAINTUYECKUX CUCTEM;
2.  CoBpeMEHHBIE YSI3BHUMOCTH TMPOTPAaMMHOTO oOecriedyeHus HMH(POPMAIMOHHBIX U

AHAJTUTUYECKUX CHCTEM;

3. BpemoHocHOe mporpaMMHOE oOecrieueHre U MPOTrpaMMHBIE CPEICTBA CETEBBIX aTak

4. Metobl U Cpe/ICTBA 3aIUTHl HHPOPMALMOHHBIX U aHATUTUYECKUX CHCTEM;

5. 3amaum, penraeMbie COBPEMEHHBIMH CPEIICTBAMH WICHTU(UKAIMN U ayTEHTH(PHUKAINN B
MH(POPMALIMOHHBIX M aHAIUTUYECKUX CUCTEMAX;

6.  Xapakrepuctuku AAA.

7. Koudurypuposanue nokanpaoit AAA ayrentudukanun ¢ CLI Ha ycrpoiictBax Cisco

8.  Kougurypuposanue pacnpeneneanoin AAA ayrertudukanuu ¢ CLI Ha ycrpolicTBax
Cisco

9.  IIporokxom TACACS+. 3agaun U XapaKTEpPUCTHUKH ITPOTOKOJIA

10. TIIporoxon RADIUS. 3anaun u xapakTepucTUKN IPOTOKOJIA

11. Ayrentudukamus cpeactamu nporokona TACACS+. KondurypupoBanue mpoToKoia
Ha ycrpoiictBax Cisco

12.  Ayrentudukamus cpenctamu nporokosia RADIUS. Kondurypuposanue nmporokona Ha
ycrpoiictBax Cisco

13. Ayrentuduxamms ¢ 802.1X
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14. VYmnpaBneHue OOCTYNOM B XPaHWIMIIAX JAHHBIX WH(GOPMAIMOHHBIX U AHATUTUYECKUX
CHCTEM.
15. Uepapxus npas nocryna. Co3zganue posei.

IIpumepHbIii NepevyeHb BONPOCOB K 3k3aMeHy. Cemectp B

1.  Bwuasl npuBuneruii. OnepaTopbl IPeACTaBICHUs IPUBUIICTHH.

2.  YnopapieHue MapoisMU B XPAaHWIUIIAX JAHHBIX WH()OPMAIMOHHBIX W aHATHTHYECKUX
cucteMm. OnepaTopbl OTMEHBI IPUBUIIETUI

3. 3amura MEXKCETeBOrO0 B3aWMOJICHCTBHS B WH(MOPMAIMOHHBIX U aHATHTHYECKUX
cuctemax. Tonosoruu BUPTyalbHBIX YACTHBIX CETEH.

4.  3ammra MEXCETeBOIO B3aMMOACWUCTBUS B HMH(DOPMAIMOHHBIX ¥ aAHAJUTHYECKHX
cucremax. Tomosoruu BUPTyaIbHBIX YaCTHBIX CETEH.

5. 3amuTa MEXCETeBOro B3aMMOJACHCTBHS B HWH(GOPMAIMOHHBIX M AHAIUTUYECKUX
cucremax. Komnonentsl Remote-Access VPN

6. 3amuTa MEXCETeBOro B3aMMOJACHCTBHS B HWH(GOPMAIMOHHBIX M AHATUTHYECKUX
cucremax. Komnonentsr Site-to-Site VPN

7. 3amuTa MEXCETeBOrO B3aMMOJCHCTBHS B HH(GOPMAIMOHHBIX H aHATUTHYECKUX

cucremax. [Iporokoin IPSec.

8.  IIporokxon IPSec.Ob6ecneuenne KOHMUIACHIMAILHOCTH B  WH(POPMALMOHHBIX U
AHATUTHYECKUX CHCTEMAX.

9. IlIporoxon IPSec.Ob6ecnieuenne 1enOCTHOCTH B HMH(OPMAIMOHHBIX M AHATUTUYECKUX
cUcTeMax.

10. 3ammuTa MEXKCETEBOTO B3aMMOJCHCTBHS B HWH(GOPMAIMOHHBIX M AHATUTUYECKUX
cuctemax. [Ipotokon AH. OcobenHocTr IpUMEHEHUS

11. 3ammTa MEXKCETeBOr0 B3aWMOJCUCTBUS B HH(POPMAIIMOHHBIX H aAHAIUTHYCCKUX
cuctemax. [Ipotokon ESP. OcobenHocTr IpuMeHEeHUS

12. Komannusl u anroput™ KoHpurypupoanus Site-to-Site VPN na ycrpoiictBax Cisco

13.  Komanzsl u anroput™ koHpurypuposanus Remote-Access VPN na yctpoiictBax Cisco

14. Tlomutuku ISAKMP. Kondurypuposanue Pre-Shared Key

15.  TIpoToKOJBI 3aLIMIIEHHOTO yIAJIEHHOTO JI0CTyNa B HUH(POPMALMOHHBIX U aHATUTUYECKUX
cucTeMax.

16. KoudurypupoBanue  NpPOTOKOJOB  3alIMIIEHHOTO  YJaJ€HHOro  JocTyna B
UH(POPMAIIMOHHBIX ¥ aHATUTUYECKUX CUCTEMaX.

17. Undpacrpykrypa PKI. 3anaun PKI

18. OcobGennoctu nmpumeneHust D1 B MHPOPMAIMOHHBIX M aHATUTHYECKUX CUCTEMAaX.

19. Kpunrorpadpuueckue cranaaptsl PKI

20. Tomomnoruu PKI

5.3. CamocTosiTeibHAsi paboTa 00y4aroIerocs.
IIpuMepHbIe BONIPOCHI M 3aJaHUS 1JIsl CAMOCTOATEIbHOM PadoThl CTYACHTOB

Cemectp A

1. OGmas cTpykTypa HHPOPMALMOHHBIX U aHATUTHYECKUX CHCTEM.

2. ba3oBble HH(pOPMAITMOHHBIE TIPOIIECCH B MH(POPMAIIMOHHBIX W aHATUTHYECKUX CHCTEMaX.

3. AHamuTHYECKUE CUCTEMbI 0€30MaCHOCTH: TIOHATHSA U 33/1a4H

4. CoBpeMEHHbIE METONbl 3alUThl WH(OpPMAlUKWU B HHMOPMAIMOHHBIX W aHATUTUYECKUX
CUCTEMAX;

5. MeTtonukyu  BBISIBIEHHS  OCHOBHBIX  yrpo3bl  Oe3omacHocTd  MH(OpMaluu, B
UH(POPMALIMOHHBIX M aHAIUTUYECKUX CUCTEMAX;

6. IlocTpoeHne MOAETN HAPYIIUTENS B MHPOPMAIIMOHHBIX ¥ aHATUTHIECKAX CUCTEMaX;

7. 3amuTHBIE  MEXaHM3Mbl HMH(oOpManuoHHOW  Oe3omacHOCTH  HMH(OPMAIMOHHBIX U
AQHAIUTUYECKUX CUCTEMAX;
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8. IlpakTuka UCMIONB30BaHUS HH()OPMAIIMOHHO-aHATUTHYECKUE CUCTEM O€30MacHOCTH B
npoQeCcCUOHATIBHON 1A TEIbHOCTH;

9. HampaBnieHusi ¥ TEHJCHIIMU COBEPUICHCTBOBAHUS B BOIPOCaX 0E30MacHOCTH COBPEMEHHBIX
UH(POPMALMOHHO-aHAIUTHYECKUX CUCTEM

Cemectp B

1. Pernamentsl paboThl ¢ HH(OPMALIMOHHO-aHATUTUYECKUMHU CHCTEMaMHU

2. KOMIIJIEKT TONOKEHUH, HMHCTPYKIUH H JPYTHX OpraHU3alMOHHO-PACIOPSAUTEIbHBIX
JIOKYMEHTOB /17151 UH()OPMAIIMOHHO-aHAJIMTUYECKUX CHCTEMaM

3. opraHu3anMoOHHBIE MpOoOJeMbl  HMH(OPMAIIMOHHONW  0€30MacHOCTH  MH(POPMALMOHHO-
AHAJTUTUYECKUX CHCTEM

4. Texuuueckue  mpoOneMbl  WHGOPMAIMOHHOH  Oe3omacHOCTH  WMH(OPMALKMOHHO-
AHAJTUTUYECKUX CHUCTEM

5. TpeboBanus K opraHu3audd M (QYHKIMOHHUPOBAHHIO HH(OPMAIIMOHHO-aHATUTHUECKUX
cucTeM

6. MoaenbHOE mpeacTaBIeHNue HH(HOPMAITHOHHO-aHATUTUYECKIX CHCTEM

7. 3amuiieHHbIe KaHaIbI iepenayn nHpopmaruu. ESP B TyHHenpHOM pexume. SSL

8. 3ammmienHbie KaHanbl nepegaun nHGpopmanuu. [Iporokon pykonoxarus (SSL HP).

9. YecTHblii 0OMeH IU(PPOBBIMU MOANKCIMHU U ero npuiokenus. Cxema Asokan - Slioup —
Waidner

@®oHx  oueHouHblx MarepuanioB  (POM) nans mpoBedeHMs  aTTECTAllUM  YPOBHS
c(OPMHUPOBAHHOCTH KOMIIETEHLUH O0OydYarolmMxcsi M0 AMCHUIUIMHE O(OpMISeTcs OTAEIbHBIM
JIOKYMEHTOM.

6. YHEBHO-METOANYECKOE U UTHO®POPMAIIMOHHOE OBECIIEYHEHUE

AACHUITIINHBI
6.1. Knuroo6ecneueHHOCTH
HaumenoBanue nurepaTypsl: aBTOp, Ha3BaHUE, l'on KHUT'OOBECITEHEHHOCTD
BU/I U3/IaHUSI, U31ATEIIHCTBO M3JIaHUA | Hanuuue B 9J1EKTPOHHOM KATAIOre

OBC

OcHoBHas nuTeparypa*

1. Kyraesckux, A. B. [IpoektupoBanue HHOOPMAITUOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
cucreM. CricTeMHas 1 OM3HEC-aHAINTHKA: YIeOHOe d=573827 (nara obpamenus:: 11.09.2021)
nmocobue: [16+] / A. B. Kyraesckux; HoBocubupckuit
rOCyAapCTBEHHBIN TEXHUYECKUN YHUBEPCUTET. —

HoBocubupck, 2018. — 256 c— ISBN 978-5-7782-3608

2. H(hopMaIHOHHO-aHATUTHYECKHUE CHCTEMBI 2018 https://biblioclub.ru/index.php?page=book&i
(hMHAHCOBOTO MOHUTOPUHTA: YU4eOHOE MOCOOHUE MO KypCy d=499530 (nara o6pamenus: 11.09.2021)
«MHpOPMAIIMOHHO-aHATUTHYECKUE CUCTEMBI U MOJIEIINN:
[16+]/ A. H. Llensix, A. A. Llensix, 3. M. Kotog,

M. B. Kus3eBa. — PoctoB-Ha-lony; Taraupor: FOxHbIi
(enepampHbIit yHUBEpcHTeT, 2018. — 112 c.— ISBN 978-5-

9275-2588-1
3. Makapos, P. . Ananu3 u cuaTe3 HHPOPMAIIMOHHBIX 2019 http://dspace.www1.vIsu.ru/handle/12345678
cucreM: yue0. nocobue / P. M. Makapos, E. P. Xopomiesa; 9/7569

Buagum. roc. yu-t um. A. I'. u H. I'. CroneroBsix. —
Bnagmmup: Uzn-so Bnl'Y, 2019. — 251 ¢. — ISBN 978-5-

9984-1001-7.
4. Momnaxoga, I'. E. THOOPMAIITMOHHBIE CUCTEMBbI 2019 http://dspace.www1.vlsu.ru/handle/12345678
U TEXHOJIOTMU. Buzyanuzaiusi MHOTOMEPHBIX 9/8324

MIPOCTPAHCTBEHHBIX JAHHBIX CPEICTBAMH
reonH(POPMALIMOHHBIX cucTeM: yueb. mocobue / I'. E.
MomnaxoBa, M. M. Monaxoga; oz pea. mpod. M. 1O.
MomnaxoBa; Bmagum. roc. ya-tum. A. I. m H. T".
CronetoBsix. — Bnagumup: M3a-so Bal'Y, 2019. —392 c.
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JlononHuTenbHas IuTEpaTypa

1. Anpoxuna, O. U. HHpOpMaMOHHO-aHATHTHYECKHE 2010 https://biblioclub.ru/index.php?page=book&i
cucteMbl M ceTtu: ydeOHoe mocobue / O. U. AngoxuHa, d=227684 (nara obpamenus: 11.09.2021)
O.T'. bacanaeBa— Kemeposo: Kemeposckuit
TOCYJapCTBCHHBIA YHUBEPCUTET KYyJIbTYPhl M HCKYCCTB
(KemI'VKN), 2010. - Yq.1. HNudopmannonHo-
aHAIMTHUYECKUE CUCTEMBI. — 148 c.

2. Kosemunbix, C. U. Obecnieuenre KOMILIEKCHON 3aIlUTHI 2020 https://biblioclub.ru/index.php?page=book&i

00BEKTOB  WHpOpMATH3aIMu: y4eOHoe mocobme / d=615695 (mara obpamienus: 11.09.2021)
C. 1. Ko3pmunblx; DUHAHCOBBIA  yYHHBEPCUTET  IIPH

IIpaButensctBe Poccuiickoii ®enepaumnu. — Mocksa:

IOnutn-/lana, 2020. — 544 c. — ISBN 978-5-238-03200-9

3. Bepesosckas, E. A. CucTeMBI TOAIEPKKH TPHHSITHS 2020 https://biblioclub.ru/index.php?page=book&i
pemenwnii: yaeOHoe nocobwue : [16+] / E. A. Bepe3oBckas, d=612165 (nara obpamenus: 11.09.2021)

C. B. Kprokos ; FOxubIi enepaabHbBI yHUBEPCUTET. —
PocroB-na-/lony; Taranpor: OxHs1i denepanbHbIi
yuusepcuret, 2020. — 128 ¢. — ISBN 978-5-9275-3567-5

6.2. IlepuoanyecKkue U3AaHUs
1. Kypnan «Bormpocst 3aIIHUTHI uHpopMaIuny. Pexum JOCTyTa: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;
2. XKypnan '"Information Security/Mndopmanmonnas Oe3omacHocTh'. Pexum  moctyna:
http://www.itsec.ru/insec-about.php.
3. EsxeMecsuHBI TEOPETHUECKUI M MPUKIIATHON HAYYHO-TEXHHUYECKUH xypHal «HpOopManmoHHsie
TexHooruu». Pexxum moctyna http://novtex.ru/IT/.
4. «XKypunan cerebix pemenuit/LAN» -Pexxum nocryna: http://www.osp.ru/lan/current;
5. OnexTtpoHHblii xypHan «KoprnopaTuBHble ceTH Iepelauyd JaHHbIX» -Pexxum jgocTyna:
http://www.delpress.ru/

6.3. UuTepHeT-pecypcebl
O6pazoBarenbublii cepBep kadenpsl M3U.— Pexxum noctyna: http://edu.izi.vlsu.ru
WNnpopmannonnast odpazoBartenbHas ceThb.- PesxxuMm goctyna: http://ien.izi.vlsu.ru
BuyTpuBy30Bckue m3nanus Bial'Y.— Pexxum nocryma: http://e.lib.vlsu.ru/
MHTYUT. HaumoHanbHBIN OTKPBITEIA YHHUBEpCUTET.— Peskum noctyna: http://www.intuit.ru/

el NS

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

3aHsTHS TPOBOAATCSA B ciieyomux ayautopusix Bal'V (kopmyc Ne2) o anpecy r. Bnagumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JlekiimoHHasi ayIuTOpHsi, KOJIMUYECTBO CTyAeHuUeckuX mecT — S50, momans 60 m2,
OCHAIIIEHHE: MYJIbTUMEINHHOe o0opyaoBanue (MHTepakTuBHAsA qocka Hitachi FX-77WD, npoekTtop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo ldea Pad B5045

ayn. 427a-2, nabopaTopusi CETeBBIX TEXHOJOTHH, KOJIMYECTBO CTYyAEHYECKMX MecT — 14,
wionaap 36 M2, ocHallleHHe: KOMIIBIOTEpHBIN Kilacc ¢ 8 pabounmu craniusamu Core 2 Duo E8400 c
BeIxo0M B Internet, 3 mapmipyTtuzaropa Cisco 2800 Series, 6 mapmpytusatopoB Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, koMMmyTaTop
Cisco Catalyst Express 500 Series, mpoexktop BenQ MP 620 P, skpaH HacTeHHBII PYJIOHHBIH.
JluniensnonHnoe  mporpamMmMHOe ~ oOecrieueHue: — omepanMoHHas — cucrema  Windows 7
[Tpodeccuonanvhas, oducHblii maker npunoxenuit Microsoft Office Ilpodeccuonanbhblil maroc
2007, 6ecrutaTHO pacHpoCTpaHIeMoe MPOrpaMMHOe oOecIieueHue: JMHEeHKa HHTETPUPOBAHHBIX Cpel
paspabotku Visual Studio Express 2012, mporpammubiii npoaykT Buptyanusauuu Oracle VM
VirtualBox 5.0.4, cumymnsatop cetu nepenaun nanueix Cisco Packet Tracer 7.0, unTerpupoBaHHast
cpena pazpadbotku mporpammuoro odecrieuenus IntelliJ] IDEA Community Edition 15.0.3.



https://biblioclub.ru/index.php?page=book&id=227684
https://biblioclub.ru/index.php?page=book&id=227684
https://biblioclub.ru/index.php?page=book&id=615695
https://biblioclub.ru/index.php?page=book&id=615695
https://biblioclub.ru/index.php?page=book&id=612165
https://biblioclub.ru/index.php?page=book&id=612165
http://mmcm.bmstu.ru/information/
http://mmcm.bmstu.ru/information/
http://www.itsec.ru/insec-about.php
http://novtex.ru/IT/
http://www.intuit.ru/
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ayn. 4276-2, YHI «KowmmuiekcHas 3amuTa OOBEKTOB HWH(POpPMATHU3ALUN», KOJIHMYECTBO
CTyJIEHUECKHX MecT — 15, miomans 52 M2, OCHAIIEHHWE: KOMIBIOTEPHBIH Kiacc ¢ 7 pabounmu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyratop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (mmpoekTop Toshiba TLP X200, 3xpaH HaCTEHHBIH PYJIIOHHBIN ), TIPUOOP
ST-031P «IIupanps-P» MHOro(QyHKIIMOHATBHBIA IOMCKOBBIA, NpHOOp «YIaH-2)» MOUCKOBBIH,
BUOpoakycTHieckuii renepatop myma «Conara AB 1M», umurarop paboThl CPEACTB HEJIETAIBHOTO
cheMa uHpopManuu, padboTaromux 1o paauokaHany «lllunoBauky», ananuzarop crektpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHus pabOThI
CUCTEM MOOWIBHOUW cBsi3u «Mo3aiika-3», YCTpPOHCTBO 3amIUThI TeNe(POHHBIX TEPErOBOPOB OT
npocnymmBanus  «IIpokpyct 2000», mukrodhon Edic MINI Hunter, mnokarop «Pomauk-2K»
HEJIMHEWHBIM, KOMIUIEKC MPOBEACHUS aKyCTUYECKUX W BHOpoakycTHUecKuX usmepeHud «Crpyt
MUHH-A», Buaeoperucrparop uudposoit Best DVR-405, renepatop Lllyma «I'Hom-3»,y4eGHO-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIIMPOKOIIOIOCHBIE OECIIpOBOIHBIE CEHCOpHBIE ceTu» (Nano
Xaos), ckanupyromuii npueMHuK «Icom IC-R1500», anamuzarop cereit Wi-Fi Fluke AirCheck c
aKTUBHOM aHTeHHOH. Jlunensnonnoe nporpammuoe obecnedenne: Windows 8 [Ipodeccuonanbhas,
oducHenii maker mnpunoxkeHuit Microsoft Office Ilpodeccuonansupiii mmoc 2010, OecrmaTHO
pacmpocTpaHsieMoe IMpOorpaMMHOE oOOecreueHue: JIMHEHKa WHTETPUPOBAHHBIX Cpea pa3paboTKu
Visual Studio Express 2012, uHcTpyMeHT UMUTAaLMOHHOrO MojienupoBanus AnyLogic 7.2.0 Personal
Learning Edition, uaterpupoBanHas cpeaa pazpadbotku nporpammuoro obecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pabouyro nporpaMmmy cocTaBHI cTapiuuii npenoaasarens kadeaps U3U

Margeesa A.IT. ; ? ] /Marseepa A.IL./

S A
Penensent: 3amecturens pykosoaurens PALL OO0 %4
«HMudollentp» k.1.H. Beprunesckuii H.B ;

IIporpamma paccMoTpeHa 1 oo6peHa Ha 3acenanuu kadeaps: Y31 /

I[TpoTokon Ne A or 2L 03. 201 rona

3aseyrommii kadeapoi_ JI.T.H., mpodeccop ) /M.KO.Monaxos/

Paboyas nporpamMma paccmoTpeHa u oo6pena /
Ha 3acellaHdM y4eOHO-MeTOaMYeCKOH Komuccuu crennansHoctd 10.05.04 «MudopmannonHO-
aHAJIMTHYECKHUE CHCTEMBI 0€30MacHOCTH »

Tpotoxon Ne A ot AL 0} 204 { rona

[Ipeacenaresns KOMUCCHH _ .T.H., mpodeccop  \ /M.YO.Monaxos/

JIMCT NEPEYTBEPXKJAEHUSI
PABOYEH MTPOTPAMMBI JIMCLIUIIJIUHBI

Pabovas nporpamva ogoGpena Ha EH_JE_ 12044 yuebHbi roa

[poTokon sacesanns kapeapet Ne 74 o1 2.0 -"rlr‘: Jojia ;’

Japenyiowni Kaeapoil a0, npodeccop l'.,ll':i..l'. A~ | MO, Monaxos/
(DHO, .m:’hLd‘f

Pabouas nporpamma onobpena Ha 20 /20 yyeGHblit rox

[Iporokosn 3acenanus kapenps Ne oT | roga

3aBenyroumit kKadeapoit J.T.H., mpodeccop /M.IO. MoHaxos/
(PUO, noamnucs)

Paboyas mporpamma onobpenana20 /20 yueGHbI rox

I[Iporokon 3acenanus kapeapsr Ne oT roja

3apenyrommit kageapoi 1.T.H.. npodeccop /M.JO. Monaxos/
(DPHO, noanucs)

Pabouas nporpamma onoGperana20 /20 yueGHBIA rog

[TpoTokon 3acenanus kapeapsr Ne oT roja

3aBenyrommit kabenpoi J.T.H.. mpodeccop /M.IO. MoHaxos/.

(PHO, noamnuce)

Paboyas nporpamma ono6pena na 20 /20 y4eOHBIH 1o/

IIpoTokon 3acenanus kapeaper Ne oT roaa
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JIMCT PETUCTPAILIMA UBMEHEHUM

B pa0ouyto NporpamMmy AUCHUTUTHHBI
besonacnocmos ungopmayuonno-ananumuueckux cucmem
00pa30BaTeNbHOM MPOrpaMMBbI CIICIUATIBHOCTH

10.05.04. Ungopmayuonno-anarumuueckue cucmemvl 0e30nacCHOCMU

Homep BHeceHbl H3MEHEHUSI B 4acTH/pa3ieiibl Hcnonuurens OcHoBaH#me
M3MCHCHIS paboueii IporpaMMbl dUO (HOMEp M JaTa MpOTOKOJIA
3aceaHus Kadeapsl)
1
2
3aBenyromuii kadeapoit /__IM.IO. Monaxos/

ITloonuce DUO



