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1. HEJIM OCBOEHUS TUCHHANJINHBI

Ieasivn  ocBoenusi  aucunnaunbl  «Kpunrorpadbwueckue METOALI _ 3aIMATHI
nHGpopMALNID SBNAOTCH OOECIIeUeHHE OATOTOBKA GAKAIABPOB B COOTBETCTBHN ¢ TpeboBaHUAMHA
OI'oC BO n yuebGHoro mmana no cuenmanshoctd 10.05,04 «UrdopManuonHo-anamTuyeckue
CHCTeMbI OE30IIACHOCTIY, 03HAKOM/ICHHE CTYICHTOB ¢ 0CHOBAMH TEOPUH JBOMYHOTO KOIHPOBAHUA,
AITOPATMAMH CHKATUS, MOMEXOYCTOHYHBOrO Koaupoanus. Jnenunmuxa «Kpunrorpaduueckue
METO[BI B 3alMTe WHOOPMALMMY PaccMalTpMBAETCS KaK TEOpeTHYecKas W IIPUKIALHAs
AUCUMIIHHA, [AOllas TNpeiCcTaBIeHus 00 OCHOBHBIX MATEeMATHYECKHX M aATOPUTMHUYCCKHX
NOAXOAaX, MPUMEHACMBIX AT XPaHCHNUS, Nepenayvu, UCIPaBIeHNs UHOPMAIHH, MPeACTaBIEHHO
B JBOMYHBIX  Kojax. JlMCLMIIIMHA  [IOCBATIEHA M3YHUEHWIO OCHOB  Kpuntorpadum u
KPHUOTOTPAa(HUeCKOro aHalu3a. NpUMeHseMbIX K 3amuTe HHGOpMauMH B WH(POPMAIHOHHEIX
cucTemax OOydyaeMble 3HAKOMATCH C NOHATHEM LWHPPOB, CHMMETPHYHOR M ACHMMETPHUHON
KpUNTOTPaQuK, 3NEKTPOHHOH ITOAMMUCHIO, XENTHPOBAHUEM W JPYIHMH  MAaTeMaTHUECKUMHU
oObekTamMn  kpunTorpadun. MiywaroTes cooTBeTCTBYIOMME KPHNTOrpadMuecKHe CTAHTAPTEL
NPUMEHACMBIE  CETroiHA B 3amure #HHpopMauuu B Poceuum u 3a pyGexom. [ToapoGuo
paccmarpusatoresi: cranaapiel RSA, DES, GOST1989, u apyrue. Taxke yaermeHo BHAMaHHe
[EPCHICKTHBHLIM ~ HAMPaBACHUSIM B Kpuntorpadmuu: Kpunrorpaduyeckue MPOTOKOIBI ¢
pasriamenneM H 0e3 pasrnalieHus, TEOpHs AITOPHTMHYECKOH CIOKHOCTH H OJHOCTOPOHHMX
(yHKIMH, CXeMBI Pa3/le/IeHAs CeKpeTa H HeKOTOPbIE HX IPHIIOKEHUS B 3a/a4aX HICHTHPHKALEY 1
ayTCHTH(UKALHH,

3ajauamy u3yveHus aucuunmnEel «Kpunrorpagudeckue MeTompl B 3amuTe MHGOPMALHHY
ABJIAKOTCAH: -03HAKOMJIEHHE ¢ OCHOBAMM MaTemalM4ecKoi TCOPHH KPHIITOIOIHH, - anOGpe'rerme
HABLIKOB B TIDAKTHYCCKOM MCMONB30BAHMH, MOCTAHOBKE M peIIRHMM 3a1ad HdpoBaHHs
HHQOPMALHHA; - IOHHMAHHE CYTH HH(OPMALIMOHHBIX MPOLECCOB B KPHITTOIPAQUYECKHX CHCTEMAX;
- MPHMEHEHHE KOMITbIOTEPOR JUTS PelLleHns 3a1a4 mudposanus ¥ emmnpoBanus; - pa3padorka u
HCIOB30BAHME  MATCMATHYCCKUX H  BBIMMCIMTCIBHBIX  MOJENCH [poueccoB Inu(poBanus
HH(OPMALIHH, HX ONTHMH3AMMS U BRIPAOOTKa HANPABIEHHH COBEpPIIEHCTBOBAHHSL.

2. MECTO JUCHUNJ/IMHEI B CTPYKTYPE OIIOI1 BO CIIELHUAJUTETA

Hannag mueuunmuna otHocHTes Kk GasoBoil wactd bnoka b1 (kox B1.5.10). B yueGuom
MJIAHE NPEAYCMOTPEHbI BHIBL YUeOHOH HESTeNbHOCTH, 00eCneYnBalOlIie CHHTE3 TEOPETHYECKAX
JeKIMit 1 1aboparTopHEIX paboT.

Jucuunmina usyyaercs Ha 3 kypee, TpeGOBaHHS K «BXOMHBIMY» 3HAHUAM, YMEHHAM H
TOTOBHOCTAM  (NPEPEeKBH3HTAaM) OO0yHaiollerocs: ONpeaestoTes TPeOOBAHUAMHM K YPOBHIO
noaroToBkM 110 xKypcam «Matemarukan. «Mupopmarukay nupodeccHoHATBHOrO IHKTA 1O
cnemanpuoctd - 10.05.04  «MudopvammonHo-alamuTHUCCKHE  CHCTEMBI  OE30MacHOCTHY,
kpanupuKanuy - crenuanuet Kype TecHo B3aHMOCBA3aH © JPYrHMHA Juchurinuamu. OH SBaseTcs
HOJNE3HBIM Ul M3YYCHUS TaKUX JMCHMILIHE Kak «OcHoBbl WHPOpMaMoOHHONW Ge30macHoCTH,
«Texunueckas  sawmuta  undopmanumy,  «[IporpaMMHO-annapaTHLle  CPEICTBA  3ALLATEHI
uHpopManun». «MeTobl OnTHMU3ALHNY.

3. KOMIETEHIMH OBYYAIOILIETOCS, ®OPMUPYEMBIE B PE3VJILTATE
OCBOEHMS TUCITHITITHHBI

B pesyaerare ocpoenus aucuuniuHbl OakamaBp 0KeH 007aiaTh  CIeLYIOLLEMH
00IIENPO(ECCHOHATEHBIME KOMTIETEHIIUSIMH:

OIIK-7 — crmocoGHOCTHIO MPAMEHSTH METO/Ibl M CPecTBa ObecreueH s HH(OPMAIHOHHOT
BezonacHocTH ciennansunix MAC;

NPOECCHOHATBEHBIMU KOMITETEHITHSIMHE:

HK-10 — cmocoSuoeTbIO OCYIIECTBAATE BEIGOP TEXHOTOMMH, HHCTPYMEHTATLHBIX CPEACTS,
CPECTB BBIYMCIMTEIBHON TEXHUKH W CpelcTB obecredyeHus WHPOPMALMOHHON Oe30macHOCTH
co3iaBaeMeIx creunarsaex MAC.



B pesynbrare ocsoenms THCHMIIHHE! 08YHAIOMKHCA TO/DKEH NEMOHCTPHPOBATE CEAYIOLME
pe3yIbTaTLI 00pasoBaHus:

1) 3naTh: -OCHOBHBIE T10JI0KEHNS (OCHOBOMOIATAIOLIHE TEOPEMbl) KPHIITO/IOTWH, BEITEKAIOMIHE
M3 TECOPMHM CUMMETPHYHBIX W ACCHMETPUMHBEIX KPUIITOrpauuyeckux MOAX0A0B, a TaKKe
HHPOPMALMOHHEIE KPUTECPHH ONEHOK (YHKIMOHHPOBAHUS KpHnTorpaduueckux cucrem (O1TK-7:
[TK-10);

2) YMeThb: - NPUMEHSTE OTH 3HAHMS U AHAJIN3A CYMIECTBYIONIX H BHOBH IPOEKTHPYEMbIX
MH(POPMALMOHHLIX KPHITOTPAPHHECKIX CHCTEM: - pa3pabaThIBaTh W PACCHHTATh XAaPAKTEPHCTHKHA
KpUOTorpaguyeckofl 3ammTel HHOGOPMALMOHHEIX CHCTEM B 3aBHCUMOCTH OT HAZHAYEHHS STHX
CHCTEM (KOJIMYECTBO MH(OPMALIHHN, CKOPOCTh Tepesiadn NH(GOPMAIMH, IIPOMYCKHYIO CIIOCOGHOCTE
KaHalloB CBA3H, TpeOyeMmbli 00bEM maMATH K 1p.): - IPH 33aTaHHBIX TPeBOOBAHMAX K TEXHHYECKUM
XapaKTepUCTHKaM W  IOKA3aTemnsiM  KauecTBa (YHKUIHOHMPOBAHHMS CHCTEM [IPABHIBHO U
apryMeHTHPOBAHHO  BHIOpaTh (IPEmNOKHTHE) MerToibsl  obecnededuss »tux  TpefoBanuil H
nokasaTe/eil: - OPUMEHATH COBPEMEHHBIC TeXHONOrHM Kpunrorpadgum B 3amauax oOpaboTku
madopmarun (OITK-7: [IK-10):

3) Buapers: -Hay9IHO-TEXHMYECKOH TePMUHOIOTHEH; OONMMH MPOGIeMbl KPUITONOIHH, B
cepe IPUMEHEHHA COOTBETCTBYIOMIMX 3a/ay, BO3HHKAIOWIKMX [PH NOCTPOSHHH MH(OPMALIHOHHEIX
CHCTEM  DaslIM4HOTO  HasHA4YeHHs, a TaKke KpHTepud  HHPOPMAIMOHHBLIX  OLEHOK
¢ynrnmonupopanus 3tix cuctem (OITK-7; [TK-10).

Y o0yuaeMBIX B Ipolecce M3Y4YEHWS  IHCHMIUIMHBI  JOMKHBL  BRIPaGATHIBATHOS
JOTIOJTHHTE IbHBIE KOMTIETEHLMH, ¢ YHeToM TpeGoBanuii paboroareneii;

- CIIOCODHOCTH MPHMEHATH OCHOBHBIE KPUNTOTOTMHECKHE ANTOPHTMBl NS  peIICHHSA
MPHKIAAHLIX 3a1a49 B 061acTH HHPOPMALHMOHHOIT Ge30M1aCHOCTH.



4. CTPYKTYPA U COAEPKAHUE JUCUUIIJIHHBI

ObLas TpyI0eMKOCTb AMCHHITTHHE] cocTasmiet 1() 3aueTHRIX euHu1L, 360 Hacos.

Bunsi yuebroii paboTel, BKTIO9as Obnem Dopmsl
CAMOCTOATEIBHYIO PadoTy yueOHOM TEKYLIETO
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1. | Beeaenue. OcHoBHBIE 3aMa9H .
kpunronoru. Kpunrorpadms unp 5 | 1-2 | 2 4 10 2/33%
KpunTorpadmaeckit anamms
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Buxkerepa u Beprama.

5. | OuHopa3osblit GAOKHOT.

Teopema Lllennona 06 5 19-10 2 4 10 2/33%
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[ Buael yuedHoit paboTsl, BRIKOYas Obbem DopMst
CAMOCTOATEIbHYIO paboTy yuebnoit TEKYIIETO
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Conepanne pasjienos gucuniniausl «Kpunrorpadguteckne MeToabl 3a1M Thl HHGOpMAII»

1. Beenenne. Cummerpuunas Kpunrorpagus.

OcnoBrble 3ana4n Teopun kpunTonorud. Kpanrorpadus u kpunrorpahuyeckuii anams. Kparkas

CIpaBKa Mo UCTOPHH BOZHUKHOBEHUS M PasBUTUS, U COBPEMEHHOMY COCTOSTHHE) KpHITOrpaduu.

1.1 OcHoBHbie nOHSATHS KPUNTOTOTHE. OTKPEITEI 1 3aKpeIThii TexeTsl. Iludper u kiroumn,

1.2 Kanan cekpeTHOoil CBs3d, BO3MOXKHOCTH [IPOTHBHUKA Onpenenenne
KpunTorpaduueckoit cuctemsl no LleHuony.

1.3 llogcTanoskn ©  nepecraHoBku. [Ipumepesr umdpos. [lndper Lesaps u  ITloaubus.
JBOHCTBEHHOCTD MOACTAHOBKY M NEepecTaHoBKu. Teopema 0 COXpaHeHHH IHTPONHH OTKPBITOTO
TEKCTA IMPH TTPAMEHEHHHN [T0JCTAHOBKM M MEPECTAHOBKH. B3/10M MOACTAHOBOK U IEPECTaHOBOK
METOHaMHK HACTOTHOTO aHAlIH3a 3aKPRITOIO TEKCTA.

1.4 lllupp Bmxenepa. ammuposanue. Illudp Beprama n omsopasosbii Gioxuor. Teopema
[llenmona o6 abcomoTno crolikom mudpe. Ilpakrtuueckas crofikocts mudpa. Tlpunimn
Kepxxoddea.

B KaH&IE CBA3H.

1.5 Xew —~ ¢ynkimn v ux cpoifctBa. ObGnactu npuMeHeHHs: Xem-QyHKUMI B Kpuntorpaguu.
HeobxoamuMmbie cBOHCTBA Xelll /15 HCTOIB30BAHNS B HIEKTPOHHON [OAMTHCH.

2. AcumMeTpuYHAs Kpunrorpadus. AJQropuTMimgecKast CI0KHOCTb.

2.1 Knaccpl anropurMmuueckoid cnokaoctd. ClOKHOCTE MaTeMaTHueckux 3ajad. OHOCTOpOHHHE

(DyHKIAH.

2.2 3agayn GaKTOpU3ALMH W IHCKpeTHOTO Horapudma. Oyukuus Difaepa.

2.3 Kpunrorpaduueckas cucrema RSA. DaekTpOHHBIC JICHBIH,

3. Kpunrorpaguieckne npoToxko.ibl

3.1 DrexTpoHHas MNOIIKCH.

3.2 Tlporokon Tuddu- Xemmana cosnanus cummerpuanoro kmoda, MUTM- ataka Ba mpoToKoIl.



3.3. Kpunrorpadudeckne nporokonss. IIpoToKon aHOHMMHBIX BbIYHCTEHMI. Cxemsl pazgenenus
cexpera. CPC Azmu Ilamupa. [loporoseie cXems! pasneienus. Kpunrorpadus wa snmnrrgecknx
KPHBBIX.

4. Kpunrorpaduuecknii apamnus.

4.1 Maccusrerit xpanTorpadmueckuii anamns, YacToTHb aHAHS.

4.2 luddepenunanbupnii 1 muHeHDbIN KPHITOrpaQUuecKuii anamns, AKTHBHBIH KPUITTOAHATHS,



5. OBPA3OBATEJ/IbHBIE TEXHOJIOI'MH

W3yuenie THCLMILTHHEI IPEINONATACT He TOIBKO 3allOMHHAHHE H TOHUMAHKE, HO H aHAJIU3.
CHHTE3, pedIeKCHIO, DOPMHPYET YHHBEpCAIbHbIE YMCHHS M HaBBIKM, SIBILIIOLIHECH OCHOBOM
CTAHOBICHMA CUeIMAIHWCTa 1Mo cneumansHoctH  10.05.04 «Mudopmanmonno-anamrugeckue
CHCTEMEI OE30ITaCHOCTU ».

J1s1 peanusalun KOMIETEHTHOCTHOTO [IOAXONA MpeljiaraeTess HHTErPUPOBATL B YUeOHBIIT
[POLECC  MHTEPAKTHBHBIC 00pa30BaTeIBHEIE TEXHOMOIHH, BKIIOHAS HHQOPMAIHOHHBIE N
KOMMyHHKannoHHele TexHonoruw (MKT), npu ocymecrsnenuu PasInYHBIX BHOOB yueOHOM
paboThI:

— Y4eORYIO IUCKYCCHIO;

~ YICKTPOHHLIC  cpeacTsa  oOydennst  (cnaiin-mexunm, JJIEKTPOHHBIE  TPeHAKEPHL,
KOMITBIOTEPHBIE TECThI):

— AMCTAHLUHOHHBIC (CETEBLIE) TEXHOIOIHH,

Kak Tpamuumonusie, Tak # JeKIHM MHHOBANHOHHOLO XdpaKTepa MOTyT COMPOBOKIATHCS
KOMIBIOTCPHBIMH CHalIaMH HIH craafg-nexmsivma. OCHOBHOe TpebOBaRHe K Clalg-TeKuun —
UPHUMEHCHHE  IWHAMMYECKHX  Q(eKToB  (aHMMHPORAHHEIX 00BeKTOB), (YHKIHOHATHHEIM
Ha3HAYCHACM KOTOPLIX ABIACTCS HATISAIHO-00pa3HOe MPEACTABIEHHE HH()OPMALINH, CIOKHOIN 11
TMOHAMAHHUA U OCMBICTCHUS CTYJCHTAMH, a TAKXKE HHTEHCHOUKALNA u nuBepcHpUKaLEs yueGHOro
mponecca.

YIensHBld BeC 3aHATUI. [IPOBOAUMBIX B HHTCPAKTHBHBIX (OpMax, ONpeiensercs raBHoi
nempro OIIOIT  comeumamenoct  10.05.04 «Mudopmannonno-ananuTHUeCKHe  CHCTEMBI
OE30MACHOCTHY, OCOOEHHOCTBIO KOHTHHTEHTA 00yuaroIUXCst M COepIKAHUEM KOHKPETHRIX
AUCUMILTHH, M B LETOM, B y4eOHOM Mporecce, OHH COCTABIAIOT He MeHee 30 MPOLEHTOB
ayTHTOPHBIX 3aHATHIL.

3aHATHS  IeKIHMOHHOIO THHA 7S COOTBETCTBYHOIIMX I'PYNIl CTYAEHTOB COITACHO
TpeGOBaHMAM CTAHIAPTa BLICLLETO 00pa3soBaHUs HE MOTYT COCTABIATE Gonee 53 [POLUEHTOB
ayRUTOPHBIX 3aHATUH. [Iporpavma ANCLUIUTHEE! COOTBETCTBYET AAHHBIM TpeboBaHmsIM.

Takum obpazoM, upumenerue HHICPAKTHBHLIX 00pa3s0BATENLHRIX TEXHOIOTUH MpUaeT
MHHOBALMOHHBINA XapakTep MPaKTHYECKH BCEM BUIAM yueOHLIX 3aHATHH, BKIIOYAs TeKLHOHHBIE.
[Ipn sTOM pemaercst akueHt Ha PASBHTHE  CAMOCTOATENBHOTO, NPOAYKTHBHOTO MBIIITCHNS,
OCHOBAHHOTO HA MAIOTHYECKHX JIHJIAKTHYECKHX TPHEMAX, CYOheKTHO ITO3HITHH 00yHaroIerocs 8
obpaszoBaTenbHOM  mpomecce.  TeM  caMbiM CO3NAIOTCA  YCIOBHS sl peanu3aliu
KOMIETEHTHOCTHOIO MOJAXOA TPH M3YYHHH AAHHON THCLHIUHEL

6. ONEHOYHBIE CPEJCTBA 1J151 TEKYUIET'O KOHTPO.IS1 YCIIEBAEMOCTH,
NPOMEKYTOYHOMN ATTECTALIAU MO UTOIAM OCBOEHMS JTUCHHTLIAHBLI U
YYEBHO-METOAUYECKOE OBECIEYEHUE CAMOCTOSATEJABHOM PABOTBI
CTYIAEHTOB

Jas Tekyinero KoHTpoIs yenemaemocty MPEATAraeTCs HCIONB30BAHUE PEHTHHIOBOM
CHCTEMBL OLUCHKH, KOTOPas HOCHT HHTCIPUPOBAHHEI XapakTep H yYHTHIBACT YCOCIIHOCTD CTYAEHTa
B Pa3IMYHBIX BHTaX y4eOHOH JeATeNbHOCTH, CTeHeHkb COPMUPOBAHHOCTH Y CTYAeHTA
OOIIEKYTLTYPHBIX B HPODECCHORAILHBIX KOMIIETEHIIHH,

IpuMepHbli nepevens sananuii s Tekymmumx KOHTPO/IBHBIX MEPOIPHSTHIL;

Bonpocer peiitunr-konrpoas Nel pas cemecTpa 5:
e OcHoBHbIE 3a1a91 Kpuurorpaduu v Kpunroasaumsa, [Torstie KpuTITonpeodpazoranus.
Kparkas cnipaska o HCTOPHM BO3HHKHOBEHUS W PASBHTHA, I COBPEMEHHOMY KPUIITOIpadmu.

* [lousTHe HECHMMETPHI MATEMATHIECKIX OLEepaLHil 1 TPYIOEMKOCTE HIeMeHTapHbIX
MaTeMaTHYeCKHX Ollepaluii.

¢ [llonsTue kpuntocucTems!,
o THnbl KpUIITOCHCTEM.
* KpunrocuereMsl ¢ 0TKpPEITBIM KITH0OHOM



o [lonarne snextpoHnoif noamicu. HeoSxomumocTs 3JIEKTPOHHOM MOMIHCH B KPHIITOCHCTEMAX C
OTKPBITEIM KIIKOMOM.

* Maremariueckas Teopus Iyl KAK 0CHOBA COBPEMEHHBIX KPHIITOCHCTEM.

Bonpocr: peitranr-kontposist No2 s cemecTpa 5;

¢ OCHOBHEIE MATEMATHYCCKUE TIOHATUS 1718 KOHEUHOrO MOJIA, XapaKTePHCTHKA TI01S,
B03MOMHOCTE 1OCTPORHHS KOHEIHOTO 110715 ¢ HEOGXOAMMBIM YHCIIOM 3/1EMEHTOB.
MynbTHIITHKATHBHAS TPYIITA KOHEYHOTO 104, O6pasytoutse. JJuckpeTHbiii norapudm
[Topanox MHOrOWIEHA HAL KOHEYHBIM TOJIEM,

KoHeTpyKinas KOHEUHOr0 1018 U3 PN HJIeMeHToB.

[ceBnocmyyalitbie [HOCTENOBATETLHOCTH 1 HX IPHMEHEHHE B KPHITOrpaduu.
Anre6pa nocreIoBaTeNbHOCTEH HAZ KOHEUHBIM [IOIEM.

* JIuHelHBIE peKyPPEHTHBIE MOCSI0BATENLHOCTH Hal KOHETHBIM IOJIEM.

* KOHCTPYKLMS KOHEHHOTO 110715 H3 PN 3IEMEHTOR.

Bonpocel peiituar-konrposas Ne3 nug cemectpa S:

TleeBnocaynaitibic nNocae 0BATETIBHOCTH H X NpHMEHEHIE B KpUITOrpaduu.
Aunrebpa 110CIeI0BaTe/ILHOCTEH HA KOHEYHEIM 110IEM.

JIureiinbie pexyppeHTHbIE TIOCIEN0BATEIBHOCTH HAN KOHEUHBIM TIOJIEM.
AHHYTHPYIOUIHE MHOTOWIEHBL,

Peructp casura.

IKCHOHERTHAILHBII OTKPBIThI KITFO4,

Brruucrnenue auckpetHoro norapudgiva.

Hucno nosasieniii HaGoPoOB GUKCHPOBAHHOMN LTHHBL HA TOTHOM MEPHOIE PEKYPPEHTHOM
MOC/IEI0BATEIBHOCTH,

Ilepeuens Bonpocos k 3auery 5 ceMecTp (IIPOMEKYTOUHOM ATTECTANH 0 UTOTAM 0CBOCHHS
AUCHHILTHHDBI):

* OcHOBHEBIE 3a71auK KpUnTorpabuu u kpuntoasatusa. [lousie KpHIITONpeodpazoBaHus.
Kpatkas cnipaka 1o ueTopis BOSHHKHOBEHHA U PasBUTHS, U COBPEMEHHOMY KPHITOTpaduy.

* TomsfTHe HeCHMMETPUH MATEMATHYECKHX ONepaLiuii i TPYIAOEMKOCTh 3/1€MEHTAPHBIX
MaTeMaTHYeCKUX Onepanni.

o [loHATHE KPHIITOCHCTEMBI.
® THILI KpUDITOCHCTEM,
o Kpunrocueremsr ¢ OTKpPBITHIM KIFOHOM

o [lonarue snexrponnoii noamuen. HeoBxoammoceTs TCKTPOHHOMU ITOIIUCH B KPUITTOCHCTEMAX C
OTKPBITEIM KITFOYOM.

® MHTEM&[‘H‘-IECK&H TEOPHS TPYII Kaxk OCHOBA COBPEMEHHBIX KPHITTOCHCTEM.

* OcCHOBHBIE MATEMATIYCCKUE TIOHSTHS 71 KOHEYHOTO TOJIS, XapaKTEePUCTHKA 1018,

* BO3MOXHOCTE MOCTPOCHHS KOHEHHOTO NO/S ¢ HEOOXOIMMBIM YHCIOM HIEMEHTOB.

* MyIbTHIIMKATHBHAS TPYIIIA KOHEYHOTO MO, Obpasyromue. Jluckperrbiii norapudmv
o ['pymmsl nepecTaHoBOK U TTOACTAHOBOK B kpuntorpaduu. Isoficreentocts. Teopema o
COXPAHEHHH 3HTPONWH 1/ ITH(POB NOACTAHOBKH U MEPECTAHOBKH.

* Onpezenenne KPUNTOrPAGHICCKHX CHCTEM T10 [lennony. [pumeps! mudpos no Hlexnowy.
[udp Bmiaoxenepa (Tammupopanne). Bimom lavvuposanus.

[Indp Bepuama. Onpnopasosblil G10KHOT. Teopema 06 abcomotro croiixom mmadpe.
Kitacen! ClI0KHOCTH AllrOPHTMOB | 337144, [Ipumepsr.

OmrocToporsny QyHKIMHA. 3a1a9n-KaH IHAATH B OJHOCTOPOHHUH (DYHKIIHH,
Oynkuu Diinepa u ee csolictsa. Teopema Ditnepa u Teopema Depma.

DakTopH3anus 1e10r0 YUucd,

[Topsisiok MHOTOWIEHA HAT KOHEHHBIM [105TIEM.

KoHCTpyKIMS KOHEHHOTO MO W3 P 31eMeHTOB.



[lceBnocmyqaiinbie noCaEN0BATEIBHOCTH  HX IPAMEHEHHE B KpHTITOrpahuu.
Anrebpa nocneoBaTenbHOCTEH HAX KOHEYHBIM TIOJIEM.

JInHeHHbIE pEKYPPEHTHBIE TOC/IEA0BATETLHOCTH HAll KOHETHBIM TT0J1EM.,
KOHCTPYKITSE KOHEUHOI'O 110215 B3 PN 3JIEMEHTOB.

[lcepnocnyyaitnble Mocne10BaTeNILHOCTA W HX IPHMEHEHHE B KPHITTOrpaduu.
AnreOpa MmocIe10BaTeIBHOCTH HAll KOHSUHBIM TT0JIEM.

JInHeinble pEKYPPeHTHLIE TOCICIOBATENLHOCTH HAJl KOHEYHEIM TTOTIeM.
AHHYIHPYIOIIHE MHOTOYIEHEL

Peructp casura.

DKCTOHEHIMATLHBIH OTKPBITEI KITHOY.

BblurciieHne THCKPETHONO Jtorapudma.

Hucno nosisenuit HabopoB PUKCHPOBAHHOMH JMTHHBI HA NOTHOM MEPHOJE PEKYPPEHTHOMH
[OCIEOBATENEHOCTH,

Bompocei pelirnnr-kontpous Nel qius cemecrpa 6:

e CpoHcTpa peenuii THHEHHOrO PpeKYppeHTHOrO YpaBHCHHS.

o CyMMBI ¢ XapakTepamn.

* MakcnmaibHbIE JTHHEHHBIE PEeKYPPEHTHBIE 0CIEN0BATEILHOCTH KaK TICeB0CIy YaiiHETe
TOCTe10BATEIEHOCTH,

o JlnckperHble OTOOPaKeH S H MPHIHAKY XaOTHIHOCTH HHCIIOBBIX PAIOB.

* AHHYIUPYIOIIHE MHOTOYIICHEL.

Bonpoce peiitunr-konrpousn Ne2 qist cemectpa 6:
® AHHYIUPYIOIIHE MHOTOYICHRL.

e Peructp casura.

® DKCIOHEHIHATBHbIH OTKPBITHIN K/IHOH.

e BermciaeHne IHCKPETHOrO Jorapudma.

e Yucio nogereruit HabopoB PUKCHPOBAHHOMN JIJIMHEI HA TIOTHOM LIEPHOJIE PEKYPPERTHOMN
TOCIeIOBATENBHOCTH.

* CaoiicTBa peluennii MHEHHOTO PEKYPPEHTHOTO YPABHEHHS.
e CyMMBI C XapaKTepaMu.

* MaxcumanbHble IMHCHRbIE PEKYPPEHTHEIE [0CICI0BATEIHOCTH KaK TICEBA0CTyYailibe
MOCIeN0BATETBHOCTH.

Bonpocer peiitnar-konrpomas Ne3 s cemecipa 6::
o JlHCKpeTHBIC OTOOPaKCHUS M MPHIHAKH XAOTHIHOCTH YHCTIOBEIX PAIOB.
* MeTo/bl KpuITOrpad)K HA OCHOBE COPTHPOBKH IETEPMUHHPOBAHO-XA0 THIECKAX PALOB.

* Merozr KpunTorpag K Ha OCHOBE NAPHBIX CPABHEHHH YHCEN B ACTEPMUHAPOBAHO-
Xa0THYECKUX YMCIOBBIX piax.

e Creranorpagus.

® OueHKH W KPUTEPHH CIOKHOCTH ANTOPUTMOB KPHOTOrpadhHH.

* Kpunroanamus n airopurMuteckue HepaspemMbe TTPOGIIEMEL.
e OcoBeHHOCTH XAOTHYECKUX CHCTEM,

Ilepeuens BOoNpPocoB K 3K3ameny 6 ceMecTp (IPOMEKYTOUHON ATTECTANNM 110 HTOraM
OCBOEHHS AHCUHILTHHLI):

* CpoifcTBa penmeHHit THHEHHOTO PEKYPPEHTHOTO YPABHEHHSL.
¢ CyMMEI ¢ XapakTepami,

¢ MakcumalbHEIE THHEHHEIE PEKYPPEHTHEIE MOCIEIOBATETFHOCTH KaK MCeBAOCIyHaHbIe
MOCIE10BATEILHOCTH.

o Jlnckperubie 0TOOpaKeHMs W TTPASHAKK XAOTHYHOCTH YACIOBHIX PSLIOB.
* AHHYJHPYIOIME MHOTOUICHBL.



AHHYJIADYIOIIHAE MHOTOYIEHEL.

Peructp casura.

DKCIIOHEHIIHANBHBIH OTKPBITBIH KITFOY.

BBIYMCIIEHHAE JUCKPETHOrO Jorapupma.

Yucno nossineHni Habopos GUKCHPOBaHHON [UIMHBI HA MTOTHOM [EPHOJIE PEKYPPEHTHOH
NOCIIeI0BaTENbHOCTH.

e (CBOMCTBA pEeUICHUH THHEHHOTO PEKYPPEHTHOTO YPABHEHHUS.

o (CyMMBI ¢ XapakTepaMH.

e MaxkcuMaibHble THHEHHbIE PEKYPPEHTHBIE TOC/IE10BATENLHOCTH KakK MCEBAOCTydaiHbIe
MOCTIEA0BATENILHOCTH.

o JluckpeTHble 0TOOpaKkeHus H MPA3HAKH Xa0THYHOCTH YMC/IOBBIX PSAIOB.

e Meroasl KpunTOrpapun Ha OCHOBE COPTHPOBKH JIETEPMHHMPOBAHO-XA0THHECKHX PAAOB.
e Metoasl kpunTOrpadguy Ha OCHOBE MAPHBIX CPABHEHMH YMCENl B IETEPMHHHPOBAHO-
Xa0THYECKHX YHCIIOBBIX PSAAaX.

Creranorpadus.

OUEHKH ¥ KPUTEPHH CIIOKHOCTH &JITOPHTMOB KPHITOrpaduH.

KpunToaHanu3s ¥ alropuTMHYECKHE Hepa3peluMBble TPpOBIeMbl.

Oco0eHHOCTH Xa0THYECKHAX CHCTEM.

JTuckpeTHsIH norapudm B koneynsix nomsx. [porokon Huddu-Xemmana.

Anroput™ RSA.

JNEeKTPOHHAA MOAIKMCH B ACCHMETPHYHBIX cXeMax H ee cBoicTsa. C xem ynkuusmu u Hes.
Xem (yHxuuu 1 ux coiicTsa. Kpunrorpaguyeckue xem-hyHKny.
Kpunrorpaguyeckue NpoTOKOJIBI.

MuTtepanonsums MHOrowieHaMr. TeopeMa o CYIIECTBOBAHUM M €IMHCTBEHHOCTH MHOTOY/ICHE.
Cxema pazneneaus cekpera [lamupa.

e nektponnbie aeHbru. Heorcnexnsaemocts. Cxema Illayma-Ilenepcana.

e Craumaprel DES u 'OCT Brounsix wn(pos. ApXUTEKTYPHbBIH W CPABHHTEIbHBIN aHATH3
UG POB.

o bBnounsie mudpsl. Pexumel paboT 6104HbIX MHDPOB.

e [lorokossie HH(pEL

e Kpunrorpapuyeckue MoJeu 6e30macHOCTH. Mojenb CHMMETPHYHOTO IMH(POBAHHS,
accuMeTpuaHOTO ¥ Mozens Jlones-So.

Templ 1aGopaTopubix paboT 5 cemecTp:

Jlabopartopuas pabora Nel. Tema: Hludp [Monubus:

JlaGopatopuas pa6ora Ne2.Tema: 1llndpoanue paiinos. YeTsipe KpHITOMPUMHTHBA,
Jlaboparopuas paborta Ne3.Tema: MuoropayHioroe mmppopanue:

JlaBopatopuas pabora Ne4. Tema: Kpunrorpaduueckue tectsr (NIST).

Temsl 1abopaTopubix pabor 6 cemectp:

JlaGoparopuas paborta Nel.Tema: Xou-QpyHKung. DIEKTPOHHAS MOAMHCH:
Jlaboparopuas pabora No2. Tema: ['eneparop ncepaocay4aiiHbIX MMOCIEN0BATECIBHOCTEH!
Jlabopatopuas pabora Ne3. Tema: I'enepaiina kiroyen:

Jlaboparopnas pabota Ned. Tema: ApudmMeTrka ¢ JUIMHHBIMHA HETBIMH.

Bonpochk! 4 3aaHHA JJIA cCAMOCTORTEAbHOH paboThl CTYAEHTOB S cemecTp:

e Kakue 0CHOBHEIE MOJIETH TH(PPOBBIX ABTOMATOB HCIIOMB3YIOTCH B KPUIITOrpahHn’

e Ocobesnoctd  (YHKIHOHMPOBaHHS ¥  B3aHMOJCHCTBAA  LOH(POBBIX  aBTOMATOB
KpPHTITOrpapuuecKix CHCTEMaX.

. AJ'[l"OpHTMl:I_. YHHBEPCANBHBIE allTOPHTMHUYECKUE CHCTEMBI, JOCTOMHCTBA H HEJIOCTATKH,
e (OCHOBHBIEC IOHATHS H ONpeacicHus, IKBUBAJIEHTHOCTE &IrOPHTMORB.
b BPEMCHHaﬂ H eMKOCTHas CIOXKHOCTE alIrOPHTMOB.



L ]
L ]

OcobeHHOCTH MHOTOS/IEPHBIX TIPOIIECCOPOB.
ConocTaBHTENBHLIH aHATH3

BOHpOChI H 3aJJaHuA 114 CaMOCTOATEILHON paﬁ(ﬂ“bl CTVIACHTOB 6 cemMecTp:

OnHOMEpHBIC H MHOTOMEPHBIE TUCKPETHBIE OTOOPaKEHHS. IPHUMEPHI:

MeTo/1bl MUHHMH3AIHA B KX COMOCTABUTENLHbIH aHaIN3”

CnoKHOCTB a/irOpUTMOB Kpunitorpag . KpuTepHn v OEHKH,

OCHOBHBIE COOTHOINEHHUA 3aTPAT MaMATH H BPEMEHH.

ABTOMATH! Ha OCHOBE IHCKpeTHOro oTobpakenus JlopeHia, I0CTONHCTBA U HEMOCTATKH;
AptoMmatsi Ha ocHOBe oToGpaxkenuit TentMap u XeHOHA. CONIOCTABHTE/IbHEIA aHAIH3.
ConocTaBUTEIBHBIA aHATTM3 AITOPHTMOB KPUIITOAHAIH 34, OLIEHKH CIIOKHOCTH,
[lepCHeKTHBLI KPUIITOAHAIM3A U ATOPHTMHIECKH HEPa3peLluMbl IPODIIEMBL.



7. YHEBHO-METO/IMYECKOE U HHOOPMAIIMOHHOE OBECIIEYEHUAE
JNCHUITIHHBI

a) OcHoBHA#A JHTEpPATYpA:
l. 3amura uudopmauuu: Yuebuoe nocobue / AT AKyx, EIL Ky, O.M. Jlenewxun, A.W.
Tumourkus. - 2-e w3z, - M.: UI] PUOP: HUL] UH®PA-M, 2015. - 392 ¢. ISBN 978-5-369-01378-
6, Pexum nocryna: http://znanium.com/catalog. php?bookinfo=474838
2. Knay®, JI. B. TeopeTuko-4ncIeHHbE METOIB B kpunrorpadun: Yued. nocodue / JI. B, Knay®,
E. A. Hosuxop, 0. A. Illutos. - Kpacrospex Cubupexnii penepaibusii yamsepeuter, 2012. -
160 c. Peskum foctyma: http://znanium.com/catalog. php?bookinfo=441493
3. Kaparynosa, H. I'. 3aumra undopmamuu. Kype nexiit : Yuebroe nocodue / I, I Kaparynosa.
- Kpacuopap: KCHH, 2014, - 188 c. - Pesciy JoCTyTa:
http://znanium.com/catalog.php?bookinfo=503511

0) JomoauaurensHas JauTepaTypa:

1. IlpakTnyeckas Kpunrorpadus: anropuTMs! 0 UX nporpamMMupoBanue / Arpanosckuit A.B., Xaaun
P.A. - M. : COJIOH-TTPECC, 2009. - http://www.studentlibrary.ru/book/ISBN5980030026.html
256 ¢, ISBN 5-98003-002-6.

2. lndposas creranorpadus / B.I. T'pubyuuu, M.H. Oxos, U.B. Typurnes - M. : COJIOH-
ITPECC, 2009. http://www.studentlibrary.ru/book/ISBN5980030115.html 272 c.

3. baur, I1. H. Undopmannonnas GezonacHocTs ¥ 3amuTta uHdopmauun : Yuedunk / I1. H.
bauuiei, A. B. babaw, E. K. Bapanosa. - M.: PUOP, 2013. - 222 ¢. - ISBN 078-5-369-01178-2
Pexum nocryna: http://znanium.com/catalog. php?bookinfo=405000

B) [lepnonyeckue u3anns:
1. Kypuan «Bompocsr 3ALLIATE] HHGOPMALI). Pesxcam JocTyna: http://i-
vimi.rw/editions/detail. php?SECTION ID=155/:

2. Kypuan ‘“Information Security/Mndopmammonnas Gezonacmocts”.  Peskim Jocryna:
http://www.itsec.ru/insec-about.php.

r) llporpamvuoe oGecneyenne u Harepuer-pecypebt:

Obpasoparenbubiit cepsep kapenpe: U3~ Pexcum nocryna: http://edu.izi.vlsu.ru
Undopmannonnas obpazosarensian cets.- Pexcim gocTyna: http://ien.izi.vlsu.ru
Buytpusysosckue usnanus Bal'Y.— Pexum nocryna: http;//e.lib.vlsu.ru/

MHTYWT. HaumoHansHblil OTKPBITEI YHHBEPCHTET.— Peskitm moctyna: http://www.intuit.ru/

B



8. MATEPHAJIBHO-TEXHHYECKOE OBECITEYEHUE
AUCHHATIIINHBI (MO YJIS)

ayn. 408-2, JleKuuoHHas ayIMTOPUs, KOJTHYECTBO CTYAeHUeCKUX MecT — S0, momans 60 M2,
OCHAaLIEHHE: MYIbTEUMEIHHHOe obopynoBaHue (HHTepakTiBHas jgocka Hitachi FX-77WD,
npoexktop BenQ MX 503 DLP 2700ANSI XGA), noyr6yk Lenovo Idea Pad B5045

ayn. 427a-2, naboparopus CETeBBIX TEXHOIOTHH, KOJIMYECTBO CTYUEHYECKHX MecT — 14,
miomansk 36 M2, ocHAIIEHHE: KOMTBIOTepHbI kmace ¢ 8§ paboummu cranumamu Core 2 Duo E8400
¢ BBIXOZIOM B Internet, 3 MapmpyTusatopa Cisco 2800 Series, 6 mapuipytusatopos Cisco 2621, 6
xommyratopos Cisco Catalyst 2960 Series, 3 xommyratropa Cisco Catalyst 2950 Series,
kommyTarop Cisco Catalyst Express 500 Series, mpoextop BenQ MP 620 P, skpad HacTeHHbI
pynoHHBIH. JlMneHsHoHHOE OporpaMmHOe obecrieveHne: olepaunoHHas cucreMa Windows 7
lpodeccrnonansuas, oducusii naker npunoxkenuii Microsoft Office ITpoheccHoHanbHbL THOC
2007, GecIUaTHO pacmpocTpaHSEMOe MPOrpaMMHOE oDecleyeHHe: THHelika MHTCIPHPOBAHHEIX
cpes paspaborkn Visual Studio Express 2012, nporpamMmMustii npoaykT supryanusauss Oracle VM
VirtualBox 5.0.4, cumyaatop cern nepenaun nannsix Cisco Packet Tracer 7.0, HHTerpupoBanHas
cpefia paspadoTku nporpamMmuoro obecnedenus Intelli] IDEA Community Edition 15.0.3.

ayr. 4276-2, YHI «KommiaekcHas sammra 00BEKTOB HHGDOPMATH3AMANY, KOIHUECTBO
CTylleHdecKHX MecT — 15, muomans 52 M2, ocHamneHHe: KOMIBIOTEpHBIT kmace ¢ 7 pabouwmn
crammusaMi Alliance Optima P4 ¢ Beixomom B Internet, xommyratop D-Link DGS-1100-16
MYTLTHMEAHHHBIH  KOMITICKT (npoektop Toshiba TLP X200, skpam nacTeHHBIA pPyTOHHBI),
npubop ST-031P  «Ilupares-P» MHOTODYHKUMOHATEHBIN — MOHCKOBBIL. npudop «Ynad-2»
TIOMCKOBBIH, BUOpoakycTHueckuil renepartop wyma «Conara AB 1My, umutatop paSors! cpencrs
HENIETAIbHOTO CheMa MHopManuy, paGoTaromux 1o paamoxaHany «lllunosauk», aHamm3aTtop
cuextpa «GoodWill GSP-827». mmmmkarop moas «SEL SP-75 Black Hunter», yerpoiictso
OokupoBanHs paboThl creTeM MoGHIBHOI cBa3i «Mo3alika-3», yCTPOHCTBO 3aMUTE TeneOHHBIX
NeperoBopos o1 npocaymmsanus «lIpokpyer 2000», muxtodon Edic MINI Hunter, mokatop
«Poxumuk-2K»  HenMHEHHBIA, KOMILIEKC NpPOBedeHHs aKyCTHYECKHX | BHOPOAKYCTHUECKHX
usMeperuit «CnpyT MuHH-A», Bumeoperucrpatop mudposoii Best DVR-405. regepatop lllyma
«I'HOM-3»,y4ebHO-HCeIe10BATEThOKIIT  KOMIUIEKC  «CBEPXINIHPOKOIIONIOCHEIE OecrpoBO/IHBIE
ceHcopHble ceri» (Nano Xaos), ckannpytowmii npuemunk «lcom IC-R1500y, AHATH3ATOp CceTei
Wi-Fi Fluke AirCheck ¢ axrupmoit amrennoif. JIMueH3MOHHOE NPOrpaMMHOE OBeCHeYCHHE:
Windows 8 Ilpodeccnonanbuas, oducusii naker npunoskenuii  Microsoft  Office
[Ipodeccnoranbueii mmoc 2010, GecrmarHo pacnpocTpaHseMoe mporpaMmmHoe obecnedyeHHe:
NUHEHKa HMHTETPUPOBAHHBIX cpen  paspaborkn  Visual Studio Express 2012, HHCTPYMEHT
HMHTALUHOHHOI0 Moneuposanus AnyLogic 7.2.0 Personal Learning Edition, maTerpuposamuas
cpeia pa3paboTku nporpaMMHoro obecnetetus Intelli] IDEA Community Edition 14.1.4.



Ilporpamva coctaBieHa B COOTBETCTBHH C TpeboBanuamu @I'OC BO mo crenmanbuoctH

10.05.04 "MHbOpMalMOHHO-aHATUTHYECKHE  CHCTEME] OezomacHocTH",  crenmanmsanus

«aBTOMaTH3alus HHb OPMAalOHHO-aHAITUTHYECKOH IesITeILHOCTHY

Pabouyro mporpammy cocrasui gouent kadbenpe M3U K PA. WAIekcan1poB A.B. /‘4
(®UO, noanwuce) @

Penensent
(mpencrasutens paboTonarens) 3aMecTHTENb PYKOBOIUT PAIL OO0 «HudollerTpy

K.T.H. Beprunesckuii H.B. ,}p
(MecTO paboThl, JOMAKHOCT ?WHOHHHCB)

IIporpamma paceMOTpeHa u 0100peHa Ha 3ace1aHny md)eﬂpm U3

Ipotokon No 7 or 48214 rojaa N\
/\fﬁM.EO. Momaxos/

3asentyrommit kabenpoit 1.T.H.. npodeccop
, OJIITHCE)

Pabouas nporpamma pacemotpena u onobpena Ha 3aceTanuy y4e0HO-METOAUYECKON KOMHCCHI

mo cnenuainbHocTH 10.05.04 "MHOpMALHOHHO-aHATUTHYIECKHE CHCTEMEI OesonacHocTH",

CIICNHATH3aHs «dBTOMATH3AIINSA HHd)ODMElLIHOI]HO -aHATUTHYECKON JCATCILHOCTH )

Ipotokon Ne 4/ or 28.12.] roja (\ //le
ITpencenareas KOMUCCHH J1.T.H., Ipodeccop /M.IO. Monaxos/

HO MOIMHUCE )

JIMCT NEPEYTBEPK/IEHUS
PABOYEN ITPOI'PAMMBI AUCHUATIJIMHBI (MOYJIST)

Pabouas nporpamma onotpena na 20(% /1% y4eOHBIH rog

IIpotokon 3acenanns kabeaper No 4 or 2§ CQI, {7 roma

3aBemyrouwmii kKadeapolt .T.H.. mpodeccop ‘\ /M.IO. MoHaxog/
(Q)HOEH\;W;)I

JIUCT NEPEYTBEPKJIEHUSI
PABOYET IIPOTPAMMBI IUCHUILINHBI (MO/LYJIST)

Pabouas nporpamma o106pena na YUEOHBIN T0]1
IIpoTtokoxn 3acenanus kadeaps! No oT roua
3asenyroiuuit kadenpoil J1.T.H., npodeccop /MLIO. Monaxos/

(PHUO, noanucs)



[Ipunoxenne

MunucreperBo obpazosanns u naykn Poceniickoii Degepanuu
DejepanbHoOe rocyapeTBeHHOE GH0JUKETHOE 06PA30BaTEIbHOE yupexJieHne
BhICIIIETO 0Opa3zoBanug
«Bragmmupexuii rocyaapersennsiii yuupepeuter
nmenu Astexcanapa Ipuropbesnya u Hukonan Cparopbesnya CToseroBbixy»

(Bal'y)

Huctatyr

Kademnpa

AKTyaJIM3HpOBAHHAS

pabouad mporpamma
paccMoTpena u ogobpeHa

Ha 3acenanun Kadeaps
mpotokon Noe ot 20_ T

3aBenyrommnii kKadeapoi

(noanucs, GUO)

AKTyaau3auusi padoyeil nporpaMmbl AMCHHILTHHbI

(HHHMEHOBAHNE ANCUNILIHHBI)

Hampasnenue moarorosku
IIpodms/mporpamya noaroToBkm
YpoBeHb BBICLIETO 00pazoBaHus

Dopma 0OyueHUs

Baagumup 20



PaBouas mporpamma yueGHON NHCUMINTHHL aKTYaTH3MPOBAHA B YACTH PEKOMEHIYEMOi

JIATEPATYPhI.

AXTyanu3auus BLINOIHEHA:

(Noanucs, goiukHoCTE, PHUO)

a) OCHOBHAsi ITATEpaTypa:

0) ZonoIHATETBHAS THTEpaTYpa:

B) HEPHOIHYCCKHUE U3 1aHns !

B) HHTEPHET-PECYPCEI;




