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AHHOTALUSI PABOYEW MPOTPAMMBI JIMCHUTLIMHBI

COBPEMEHHGIE IVIATEXHBIE CUCTEMBI U UX BE3OITACHOCTb

(Ha3BaHHE IHCLUMIUIMHEL)

10.05.04 "MHO®OPMALIMOHHO-AHAJIUTUYECKUE CUCTEMbI BE3OITACHOCTH"

(KOA HANPABJIEHHA (CIICIMATEHOCTH ) IOAIOTOBKH )

A

7

1

(ceMecTp)

HEJIH OCBOEHUA JUCHUITIJIMHbI

[leassM¥  OCBOGHMA AMCUMIIMHBL «COBpeMeHHble TUIaTeAKHbIE CHCTEMbl W HMX 0€30MacHOCTb)  ABIAIOTCA
obecrnieyenne npodeccHoHaTbHON NOArOTOBKH CMELHATNCTOB B COOTBETCTBMM ¢ Tpefosanusvn ®I'OC BO u
yueGHoro rmnawa cneuuanbHoctd  10.05.04  «MHbOpMALMOHHO-aHATHTHYECKHE  CHCTEMBI  OE30MACHOCTH,
03HAKOMJIEHHE CTYIEHTOB ¢ COBPEMEHHBLIMH ILIATEAHbIMH CHCTEMAMM M MEPCHEKTHBAMH HX pa3BuTui. B Kypce
faeTcs cTyaeHTam 0a3zoas MOATOTOBKA MO TEXHOJIOTHAM 3IECKTPOHHBIX CHCTEM B3dWMOpPAcHUETOB, OMHCBLIBAIOTCA
yrpo3bl MHMOPMALMOHHOH $E30MacHOCTH M 3aIUMTHbIE MeXaHW3Mbl ofecrieyeHns Oe30MaCHOCTH IEKTPOHHBIX
NaaTeKHbIX CHCTCM.

MECTO JUCUUIIVIMHBI B CTPYKTYPE OIIOII BO

JlaHHas IMCLMIIMHA OTHOCHTCA K Gasoeoii wactu broka bl (xoa 51.5.25). B y4eOHOM maHe mpeaycMOTPEHBI
BHbI YUeGHON JeATeNbHOCTH, 00eCcneHBaIONIMe CHHTE3 TEOPETHIECKHX NIeKIMHA U MPaKTHYECKUX 3aHATHA. Kypc
TECHO B3aWMOCBA3AH C APYTHMH AHCUMIITHHAMHU JaHHOIO LKA,

JlucuMnIMHA M3ydYaeTcs Ha MATOM Kypce, TpeOOBaHWA K «BXOIHBIMY»® 3HAHMAM, YMEHHAM M TOTOBHOCTAM
(MpepekBU3UTaM) OGYYAIOLIErocs ONMpEAensIOTCS TPeOOBAHMAMH K YPOBHIO MOArOTOBKH MO Kypcam «OCHOBbI
nHbOpMaLOHHON Oe30macHoCTH», «Be30nacHocTh HHPOPMALIMOHHBIX M AHATMTHYECKUX cuCTeM», «IIpHHUMIEI
NOCTPOEHMSA, NPOEKTHPOBAHMA M IKCIUTYaTallnHd aBTOMATH3HPOBAHHBIX MHPOPMALIMOHHBIX CHCTEM», «TexHHYeCKas
sawmra  MHQopMmarmu», «®DuHaHChl, OeHexHoe OOpalleHHe W KpeauT» 1o cneuuanbhoctH  10.05.04
«AH(pOPMALIMOHHO-aHAITUTHYECKHE CUCTEMBI 5E30TIACHOCTHY, KBATH(HKALIMH - CIIELIMATHCT.

Kypc TecHo B3aMMOCBSI3aH C APYTMMM IWCUMIUTHHAMM AaHHOTO UMKNA. OH SBASETCS MOIE3HBIM s M3YUEHHS
TAKMX JHCUMILIMH Kak «DuHaHCOBbIH aHanu3y», «OcHoBbl (JMHAHCOBOrO npasan, «DopMaln3OBaHHbIC MOIEH M
METO/1bl PELICHHS aHATUTHYECKHX 3a/1a4».

KOMIIETEHIIUU OBYYAIOUIETIOCSl, P°OPMUPYEMBIE B PE3YJIbTATE

OCBOEHMUS JUCHHUITJIMHbI

4.

B npouecce OCBOEHHS JMCLMILIMHBI CTYAEHT (OPMUPYET H JEMOHCTPHPYET Cleaykolmne OOUIEKYIbTYPHbIE H
ob01enpodecCHOHATbHBIE CIIOCOOHOCTH:

[IK -18 — cnocofGHOCTLIO BBIABIATH YCIOBMS, CHOCOGCTBYOLIME COBEPLIEHHIO MPaBOHAPYLIEHHH B OTHOLICHHH
CBEIEHNH OrpaHMYEHHOT0 AOCTYNA, COCTABJIOMIMX TOCYIaPCTBEHHYIO, GaHKOBCKYIO, KOMMEPYECKYI0 TaiiHy,
nepcoHallbHble NaHHBIE;

MCK-1.1. — cnoco6GHoCTEIO pa3pabaTbiBarh, aHATH3HPOBATh U MPUMEHATH (OpManU30BaHHbBIE MOJENTH W METOIbI
peLueHns aHATUTHYECKHX 3334,

COAEP/KAHUE JTUCHUIIJIMHDBI

denepanbHblii 3ak0H "O HALMOHAIBHO# MIaTeAKHOH chucTeme". ObIKe MONOKeHUs

[TopAAOK OCYLIECTBIEHHS MEpPEBOa AEHEXKHBIX CPEICTB, M MCMOJIB3OBAHMSA 3JIEKTPOHHbIX CPEACTB MiaTexa
Cy6beKThl HALIMOHAIBHO NIaTe:KHOi CUCTEMBI H TpeOOBaHHA K UX IEATEIBHOCTH

TpeboBaHHMs K OpraHu3auni 1 GyHKIHOHMPOBAHHIO MITATEAKHBIX CHCTEM

Cranaapt banka Poccun (CTO BP UBBC-1.0). O6ecnevenne b oprauusaunii 6aHkoBCKON cHcTeMbl POCCHICKOIH
Mdegepauun. OOGLIHe NoJokeHWs, uenu u 3aizadu cravaapra Crangapr Bauka Poccum (CTO BP UBBC-1.2).
Obecnieuenne UMb oprannsaunii 6aHkoBckoii cuctembl Poccuiickoil Menepaliin. MeToanKa OLEHKH COOTBCTCTBHS
UB oprannsaumii 6aHkoBCKoi cuctemsl Poceniickoit @eaepaumnn tpedosanuam CTO BP UbbC-1.0

CranaapT 6e30MacHOCTH JaHHBIX MHAYCTpHH naatesnbix kapT (PaymentCardIndustryDataSecurityStandard. PCI
DSS). Llenwn 1 3agauu cranaapta. O63op crangapta PCI DSS u conyTCTBYHOLHMX CTAHAAPTOR.

Tpe6osanus cranaapta PC1 DSS. [lpouece npoBeaeHus ayauTa Ha cooTBeTCTBHE Tpebosanuam PCI DSS.
Jleranu3sauus TpeGoBaHuil MO 3aliuMTe JaHHBIX MIaTexHbIX KapT no PCI DSS.

Jletanusauus TpeGopaHuii no crTporoMy KouTtpomo moctyma mo PCL DSS. Jleranusauus TpeGoBaHuil mo
NOCTPOEHHIO M MOIepkaHHIo 3aluieHHoi cetn no PCI DSS.

Heranuzauus TpeGOBaHHN K MOHHTOPUHTY U TECTUPOBAHHIO.



- Ilporpamma ynpap/ieHus ys3BUMOCTSMH. [lonepxanue NOMMTHKH HHHOPMALIMOHHOH BE30NacHOCTH.

- CTpaTerdd [JOCTHXKEHMS COOTBETCTBMA CTaHiapry. [loaroToBka HOPMaTMBHOH aoKyMmeHTauuu. Beibop
ONTHMATTBHBIX TEXHUUECKMX PELICHUH.

- Ob6yueHHe M NOBbILIEHUE OCBEIOMIEHHOCTH COTPYIHHMKOB No Bonpocam MB. PHCK-OpHeHTHPOBAHHBIH MOXOM H
PCI DSS

- MogelbHoe npeacTaBieHHe CUCTEM WEKTPOHHBIX MIaTekKe

= HeaHOHWUMHBIE CHCTEMBI INCKTPOHHBIX niaTeKen, paﬁo*rammne B peajibHOM MacuTabe BPEMEHH. HeaHOHWMHEIE
ABTOHOMHBIC CHCTEMEI AMEKTPOHHBIX nnarexxen

- AHOHHMHBIE CUCTEMBI INEKTPOHHBIX njarexe, paﬁoTaK}Luuc B pealJibHOM maciutabe BpeMEHH

- CHCTEMbI 51eKTPOHHBIX MaTexkeil Ha Ga3e 3aTeMHEHHON noanuck. 3allMieHHbIE KAHATbI Nepenain HHPopMaLiH.
ESP B TyHHensHOM pexume. SSL

- 3alMileHHble KaHalbl nepeaayn uagopmauuu. [Ipotokon pykonoxarus (SSL HP).
- Ilpotokon 3anuck (SSL RP).

- YecTHI oOMeH UM(POBBIMH MOAMMCAMH M ero npunoxenus. Cxema Asokan - Slioup — Waidner. .
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