MuHHCTEPCTBO HAYKH H Bhicmero obpasosanus Poceniickoii ®exepannn
desiepanbHOe rocyAapeTBeHHoe GroKeTHOE 00pa3oBaTebHOE YUPEKICHHE
BbICIIero 0OpasoBaHus
«BaaguMHpCKHil rocyIapCTBEHHbIH YHHBEPCHTET
umenn Aaexcanapa Ipuropsesnda n Hukoaas puropsesusa CroaeroBbix»
(Bal'y)

UucTuTyT HHGOPMAITHOHHBIX TEXHOIOIHH H PATHOYICKTPOHHKH

PABOYAS ITPOTPAMMA JIHCHHILIMHBI
AMUEHHBIE HHOOPMAUMOHHBIE CHCTEMbI

(HAMMEHOBAHHC IMCUMIUIMHEI)

HANPAB/JIEHHE MOATOTOBKH / CHEUHATLHOCTH
10.04.01. « MudopmanunonHas 6¢ HOCTBY

HANPABJAEHHOCTH (MPOPHIL) NOATOTOBKH

ApToMaThzauus HHOOPMAIHOHHO-AHATHTHYECKOH JACATENBHOCTH

r. Baagamup

2023 I'oa



1. HEJX OCBOEHUSA JUCHUIIJINHBI

Ilenbt0 OCBOGHUST TUCHUIUIMHBI «3alIUIIeHHbIE HWH(QOPMAIMOHHBIC CHUCTEMBD» SIBIISIOTCS
o0ecrieyeHne MOATOTOBKM CTYJIEHTOB B cooTBeTcTBUU ¢ TpeboBaHmsimu ®I'OC BO u ydebHOro
miaHa 1o Hanpaeinenuio 10.04.01 «Mudopmanmonnas Oe3zonacHocTh». Llenpro  ocBoeHHS
JVICIUTUTMHBL SIBJSIETCS. O3HAKOMJIEHHME MAaruCTPaHTOB C COBPEMEHHBIM TEOPETHYECKUM aIlapaToM
UH(POPMAIIMOHHON 0€30MacHOCTH, IMPEJICTABICHHE CBEICHHIA O 0a30BBIX MOJEISX M alTOPUTMAX,
UCTIOJIb3YEMBIX B YIIPaBICHUH MHPOPMALMOHHON 6€30MaCHOCThIO B MH(POPMAITMOHHBIX CUCTEMAX, a
TaKXe O MPOIecCe TEOPETUKO-METOJOJIOTHUECKOr0 aHAIM3a Pa3JInYHbIX MEXaHU3MOB M CEPBHCOB
3aMUThl UH)OPMAIIHH.

3amadell OCBOCGHHUsI Kypca SIBIISICTCS M3YYCHHE armapara YHpaBlIeHHS WHGOPMAIMOHHOM
0€30MacCHOCThI0 B WH(OPMAIIMOHHBIX CHUCTEMaxX, OCBOCHHE METOJOB aHaJM3a IPOrpPaMMHO-
TEXHUYECKHUX CEPBHCOB MH(POPMAITMOHHOW OE30MTaCHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
JucuumimHa «3amuieHHbIe THPOPMAITMOHHBIE CHCTEMBI» OTHOCUTCS K 0053aTeNIbHON YacTH
oOpa3zoBatenbHoil mporpammsel, ko b1.0.02 maructpatypsl HampaBineHus noxarotoBku 10.04.01
«Mudopmanmonnas Oe3omacHOCTE». B ydeOHOM ImaHe TPEIyCMOTPEHBI BHIBI  y4eOHOU
NESTENIbHOCTH, OOECIEeUMBAIOIINE CHUHTE3 TEOPETUUYECKUX JIKIUH, MPaKTUYECKH 3aHATUH W
CaMOCTOSITENILHOM pPaboThl cTyneHTOB. Kypc TECHO B3aMMOCBSI3aH C JPYTUMHU JUCIHUIUIMHAMHU
JAHHOTO LUKJIA.

3. INTAHUPYEMBIE PE3YJIbTATbBI OBYUEHMUS 110 JTUCIHUIIJIMHE
[Inanupyemble pe3ynbTaTbl OOy4Y€HHUs 10 AUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMH
pesynbratamu ocBoeHusi OIIOII (koMneTeHIMSMHI U UHIMKATOPAMU JTOCTHKEHHUSI KOMIIETSHIINN )

dopmupyemblie [Tnanupyemsie pe3ynbTaThl 00y4eHHs IO AUCIUIUIHHE, B HaumenoBanue
KOMITETEHIIUN COOTBETCTBHUHM C MHAWKATOPOM JOCTHKEHHUS KOMIETSHIIUU OIICHOYHOTO
(kon, conepxanne Wnauxarop Pesynprarel 00yueHHs O TUCUUIUINHE cpencTBa
KOMITETEHITHH) TMOCTYDKEHIS
KOMIETEHIIUU
OIlK-1.1.1 3HaTh NPUHIUIIBI OPTaHU3ALNN

MH()OPMAIMOHHBIX CUCTEM B COOTBETCTBUH C
TpeOOBaHMSIMH I10 3AIIUTE HHPOPMAIUU
OIlK-1.1.2 3HaTh OCHOBHBIE JTAITBI IPOIIecca
POEKTUPOBAHMS M 00IIHe TPeOOBAHHS K
COJICPYKAHUIO MTPOEKTa

OIlK-1.1.3 3HaTh OCHOBHBIE MEPHI T10 3alIUTe HHPOPMALIUU
B aBTOMATH3WPOBAHHBIX CHCTEMaX

OIlK-1.2.1 YMeTb ornpenensTb THPOPMALHOHHYIO
uH(pacTpyKTypy 1 HHYOPMAIIHOHHBIE PECYPCHI

OIIK-1 Cnocoben

000CHOBBIBATh
OpTaHu3allMy, MMOJUIeKAIIE 3alIHTe
TpeOOBaHUS K CUCTEME
. OIlK-1.2.2 YMeTh aHaTU3UPOBATh MMOKA3ATEIN KA4eCTBa U Tecrosble
UHQOPMAaITIOHHOH
KPUTEPHHU OLIEHKH CUCTEM M OTICIbHBIX BOIIPOCHI

0€30MacHOCTH U
pa3pabaThiBaTh MPOCKT
TEXHUYECKOI0 3aaHuUs
Ha €€ COo3JIaHune

METOJIOB M CPEJICTB 3aIIUTHI HH()OpMAITUI
OIlK-1.2.3 YMeTb popMHPOBATH TPeOOBAHUS U
pa3pabarbiBaTh BHEIIHKUE CICHU(DUKALIMN 11
pa3pabaTeiBa€MOro MPOrpaMMHOTO
obecneyeHust

OIlK-1.2.4 YMeTh onpeaensaTh HHPOPMAIMOHHYIO
nHGPACTPYKTYPY U HHOOPMAIMOHHEIE PECYPCHI
OpraHM3allNY, TOJISKAIUE 3aIIUTE
OIIK-1.3.1 Bramers HaBEIKaMu 0OHAPYKECHUS HHITHICHTOB
B ITPOLIECCE IKCILIyaTal[|K
ABTOMAaTU3UPOBAHHOUW CUCTEMBI
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OIIK-1.3.2

Bnagers HaBbIKaMH HIACHTU(OUKALIMN
WHLUJEHTOB B MPOLECCE IKCILUTyaTalluu
ABTOMAaTH3UPOBAHHOM CHCTEMBI

OIIK-1.3.3

BiageTs HaBbIKAMU OLIEHKH 3aIUIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM C IIOMOIIIBIO
TUIOBBIX MIPOTPAMMHBIX CPEJICTB

OIIK-1.3.4

BnageTs HaBBIKAMU OIIEHKHU ITOCJIEICTBUI OT
peanuzanuy yrpo3 6e301macHOCTH HH(popManun
B aBTOMAaTHU3UPOBAHHOMN CHUCTEME

OIIK-2 Cnocoben
pa3pabaTsiBaTh
TEXHUUYECKUN MPOEKT
CUCTEMBI (ITOICUCTEMBI
60 KOMITOHEHTA
CHCTEMBI) 00ecTIeUeHHUS
UHPOPMAaIMOHHOH
Oe30macHOCTH

OIlK-2.1.1

3HaTh COACPIKAHUEC U MMOPAAOK ACATCIbHOCTU
nepcoHaIa o 3KCIUTyaTalliy 3alllUIIIEHHBIX
ABTOMATU3UPOBAHHBIX CUCTEM U CUCTEM
0e30MmacHOCTH ABTOMATU3UPOBAHHLIX CUCTEM

OIIK-2.1.2

3HaTh KpUTCPHHU OLCHKH 3allITUIIICHHOCTH
aBTOMaTH3HpOBaHHOﬁ CHUCTCMbI

OIIK-2.1.3

3HaTh OCHOBHBIE YTPO3bI 0€30MaCHOCTH
WHGOPMALIUN U MOJICTIH HAPYIIUTENS B
aBTOMAaTH3WPOBAHHBIX CHCTEMax

OIIK-2.2.1

YMeTh 0CyIIeCTBIAT INITAHUPOBAHHE H
OpraHu3alyio paboThl IepcoHaa
aBTOMaTPBHpOBaHHOﬁ CUCTEMBI C YUCTOM
TpeOOBaHMIA MO 3anuTe HHHOPMAITUH

OIIK-2.2.2

YMeTh BBISBISTh U aHATU3UPOBATD YSI3BUMOCTU
aBTOMaTI/I3I/IpOBaHHOI71 CUCTCMBbI, ITPUBOAAIIUEC K
BO3HUKHOBEHHIO YIPO3 0€30MaCHOCTH
nHpopMaIun

OIlK-2.2.3

YMeTh perucTpupoBaTh U aHAITM3UPOBATh
COOBITHSI, CBSI3aHHBIE C 3aIUTOH HHPOPMAIUH B
aBTOMAaTH3WPOBAHHBIX CHCTEMax

OlIK-2.2.4

VMeTh Kiaccu(pUIUPOBAT U OLICHUBATH YTPO3bI
6e3omacHOCTH HHPOPMALIUH
aBTOMaTI/I?:I/IpOBaHHOﬁ CHUCTEMBI

OIIK-2.2.5

YMeTh IPOBOANTE aHANN3 JOCTYITHBIX
HH(POPMAIMOHHBIX UCTOYHUKOB C IIEITBIO
BbBISIBJICHUA N3BCCTHBIX yHSBHMOCTeﬁ
HCIOJIb3YEMBIX B CUCTEME 3allIUThL I/IH(i)OpMa]_[I/II/I
MPOrPAMMHBIX U TIPOTPAMMHO-AMIAPATHBIX
CpEJNICTB

OIlK-2.3.1

BnaneTh HaBBIKaMU aHaJIN3a BO3IEUCTBUS
W3MEHEHUH KOH(pHUTypaIu
ABTOMAaTU3UPOBAHHOU CUCTEMBI Ha €€
3aIUIICHHOCTD

OIlK-2.3.2

Brnagets HaBbIKaMH COCTABIIEHUS KOMITJIEKCa
MIpaByJI, IPOLIEYpP, MPAKTUYECKHUX PUEMOB,
MIPUHLMIIOB U METO/IOB, CPEACTB 00ECTICUEHUS
3alIUTHl THPOPMAIH B aBTOMATU3UPOBAHHOM
CUCTEME

TecToBbIe
BOIPOCHI

TpynoeMKOCTh TUCITUTUTHHBI cocTaBiisieT 11 3aueTHpix enuaui, 396 yacoB

4. OPBEM U CTPYKTYPA JUCHUIIJINHBI




4

TemaTn4yecKkuil IJIaH
¢opma o0yueHust — oUHas

KonrakTHas pabora DopMbI
oOyJaronuxcs TEKYIIero
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1 [MonsiTre mpodust 3amuTHI. 1 1-2 4 4 4

2 Kiaccrr B cucteme o0mux 1 3-4 4 4 4
KPHUTEPHUEB.

3 Kiaccel 3anuineHHOCTH B CUCTEME 1 5-6 4 4 2 4 PelTHHT-KOHTPOJIH
OOIIMX KPUTCPHUCB. Nel

4 IlonaTHe ayauTa NOJUTUKU 1 7-8 4 4 4
0€30aCHOCTH.

5 TapanTuu 6€30MacHOCTH 1 1[9-10 | 4 4 2 4
KOMITBIOTEPHBIX CUCTEM B CHCTEME
00X KPUTEPHEB..

6 [MonsiTue rapanTiu 6€30MACHOCTH 1 11-12| 4 4 4 PelTUHT-KOHTPOIb

Ne2

7 VpoBHHU rapaHTHii 1 [13-14| 4 4 2 4

8 KaHaJbl yTeUKH ¥ MX aHaIH3 B 1 [15-16| 4 4 2 4
CHCTeMe OOLIMX KPUTEPHUEB.

9 Bunrl kaHanoB yreuku nHpopManmu | 1 17-18| 4 4 4 PefiTuHT-KOHTPOIH

Ne3

Bcero 3a 1 cemectp: 108 36 36 36 3auer

1 Bbe3onacuoe (GyHKIIHOHUPOBAHUE B 2 [1-2 4 4 2 8
cucTeMe OOLIMX KPUTEPHUEB..

2 VYnpasieHue KOHPUTYpaIen 2 3-4 4 4 2 8

3 OcHOBHBIE YyTpO3bI 0€30IIaCHOCTH 2 5-6 4 4 8 PefiTuHT-KOHTpOIH
HHPOPMALIUU B KOMITBIOTEPHBIX Nel
CHUCTEMAaX.

4 Moaens yrpo3. AHaJIN3 KPUTHIHBIX 2 7-8 4 4 8
TEXHOJIOTUIL.

5 TpeGoBanust, MPEAbIBISIEMBIE K 2 [9-10 | 4 4 2 8
pa3paboTKe MOJIETH YTIPO3.

6 I'ocynapcTBeHHast IONUTHKA B 2 11-12| 4 4 8 PelTuHr-KOHTPOIbL
obJact 6€30MacHOCTH Ne2
KOMITBIOTEPHBIX CUCTEM.

7 Cucrema JMIEH3UPOBAHUS U 2 [13-14| 4 4 2 8
cepTu(dUKAIMU CPEJICTB 3aIHUTHI

8 Pa3paboTKa OIUTHK 6E30MacHOCTH 2 |15-16| 4 4 2 8
JUTSL 3AIHIIEHHBIX KOMIBIOTEPHBIX
CHCTEM.

9 TpeboBanwusi, IpebsBIIEMBbIE K 2 17-18| 4 4 2 8 PeliTuHr-KOHTpOIBL
pa3paboTKe MOJUTUK OE30MaCHOCTH. Ne3
JIMCKpEeOHHAs. I MHOTOYPOBHEBasI
MTOJINTHKA OE30MaCHOCTH.

Bcero 3a 2 cemecTp: 180 36 36 72 Jx3ameH (36)




1 IMopsiIoK aTTecTalMy 3aUIIEHHBIX 3 [1-2 4 4 2 5
KOMIIBIOTEPHBIX CHCTEM.

2 [TousaTre aTTecTalN 3aIUIIEHHBIX 3 3-4 4 4 5
KOMIIBIOTEPHBIX CHCTEM.

3 Konmemnus ynpasienns UT- 3 5-6 4 4 2 5 PefiTHHT-KOHTPOIH
nmonpasnenenueM (IT Service Nel

Management. ITIL) — ocHoBa
KoHuenuuu ynpasienus UT-
ciyx0amu.

4 [opsinok BHeapennss SLM-cucrembr. | 3 |7-8 4 4 2 5
Service Desk — 1enu, BO3MOKHOCTH,
peanusamuu. Microsoft Operations

Framework (MOF).

5 Cranuu co3nanus 3UC: 3 [9-10 | 4 4 2 5
¢dbopmuposanue TpedoBanuii k 3UC,

6 Pazpabotka xonnenuu 3UC, 3 11-12| 4 4 2 5 PelTUHT-KOHTPOIBL
TEXHUYCCKOE 3aJJaHNEe, SCKU3HBIN No2

MIPOEKT, TEXHUIECKUH MPOEKT,
pabodvast TOKyMEHTAIUs

7 MeTonsl 1 METOAUKH OLIEHKH 3 13-14| 4 4 5
kauectBa 3UC.
8 Tpe6GoBaHus K SKCILTyaTallHOHHON 3 |15-16| 4 4 2 5
nokymenrtanuu 3UC.
9 [Mopsmok mpHUEeMKH 3alUIIECHHBIX 3 17-18| 4 4 2 5 PefiTuHT-KOHTPOIH
3UC Ne3
Bcero 3a 3 cemecTp: 108 36 36 9 Ox3amen (27)
Hannuune B nucuuminge KII/KP Her
Hroro nmo gucuunianxe 396 108 108 117 | 3auer
Jx3ameH (36)
Jx3ameH(27)

Conep:kanue JeKIIMOHHBIX 3aHSTHI 10 JUCIUIINHE
1 cemecTp.
Pa3nen 1. Iloacucrempl, Kjaacchbl.
Tema 1. I'apantun Oe3onacHocTu. TpeOoBaHUs MO 6€30MACHOCTH MH(DOPMALIMOHHBIX TEXHOJIOTH.
Knaccer  3ammmienHoctd. KoMIOHEHTHI mojacucTeM MOJAECPKKH —TOJIMTUKA — 0€30MacHOCTH.
ConeprkaHue MOTUTUKH 0€30MTaCHOCTH.
Tema 2. Knaccel B cucreme o0mux KputepueB. Kiacchl 3allMIIEHHOCTH B CHUCTEME OOIIMX
kputepueB. [loHsTHe ayauTa NOMUTHKM Oe3omacHOCTH. TpeGoBaHUS K MOJCHUCTEMaM ayIuTa.
[ToncucTembl MOATBEPKIEHUS TOJTMHHOCTH OTIPABKH U MOITYYEHUS COOOIICHHUS.
Tema 3. IToncucremsl pasrpanndenus nocryna. [loacucreMsl HASHTUGHUKAIMM U ayTeHTH(PUKALINY.
[Toncucremsl 3ammThl QyHKIMHA 3anmThl. [loacucreMsl 3ammTsl pecypcoB cucteMbl. [loncucremsl
3alUTHI CBSI3U. TpeOoBaHUs K MOACUCTEMAaM, NPEIbABISIEMbIE B KaXK/IOM KJIacCe 3alMIIEHHOCTH.
Tema 4. 'apanTun 0€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM B cucTeMe oOumx kpurepue. [lonsTue
rapaHTUu 0€30IaCHOCTU. Y POBHU TapaHTHi.
Tema 5. lapanTuum npoeKTUpPOBAHMS 3AIIMIIEHHBIX HH(GOPMALMOHHBIX cHUCTEeM. [IpUHIMIBI
oOecrieyeHHs rapaHTuii 6e30macHOCTH. MeToJ0I0OT sl aHAJIN3a TapaHTUi 0€30MaCHOCTH.

Pasnen 2. Kanaasbl yreukn nngopmanun.
Tema 1. Kananbl yTeuku M MX aHaliM3 B CHUCTEMe OOMIMX KpuTepueB. Buabl KaHaIOB yTEUKH
UHpOpMaLINH.
Tema 2. MecTto KaHajOB yTeUYKHM HHQOpPMAIMM B CHCTEME OOIIUX KPUTEPHUEB OE30MACHOCTH.
Metoponorus aHajqu3a KaHaJIOB yTEUKU MH(DOpMAIIH.
Tema 3. be3zonacHoe (YHKIMOHUPOBAHHWE B CHUCTEeME OOHIMX KpHUTEpUEB. YIIpaBlIeHUE
KOH(UTrypanuen.
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Tema 4. be3omacHas ycTaHOBKa CHUCTEM 3alIUThl MH()OPMAIIMOHHBIX TEXHOJOTHH. be3zomacHas
MOJepHU3alUs UH(POPMALIMOHHBIX TEXHOJIOTHIA.

2 cemecTp

Pa3pnen 1. Moaeau yrpos.
Tema 1. OcHoBHBIE Yrpo3bl Oe30macHOCTH MHGOPMAIMU B KOMIIBIOTEPHBIX cucTeMax. LleHHoctu,
OTaCHOCTH, TIOTEPH, PUCKH, YTPO3bl B KOMITBIOTEPHBIX cucTeMax. OCHOBHBIE YTpo3bl HH(PpOpMAITUH B
KOMIBIOTEPHBIX cucTeMax. Crenudurka BO3HUKHOBEHHUS yrpo3 B OTKPBITHIX ceTsiX. OcoOeHHOCTH
3alUThl HHQOPMAIMK Ha y371aX KOMITBIOTEPHOU CETH.
Tema 2. CucrteMHbIE BOIIPOCHI 3aILUTHI IPOrpaMM U JaHHBIX. AHAJIW3 PUCKOB. Moiesb MIPOTUBHUKA,
BO3MOXXHOCTH NpOTUBHUKA. [lapayenpHblii aHanu3 UEJed U BO3MOXHOCTEH 3JI0YMBIIUICHHUKA B
KOMIIBIOTEPHOM CETM W B CHUTYallMM [P HAJIUYMHM H30JUPOBAHHOTO KOMIIbIOTEpa. OCHOBHBIE
KaTeropuu TpeOOBaHMI K MPOTrpaMMHON M MPOTPaMMHO-aNNapaTHON pealn3aluu CPeACTB 3allUThI
uHpopmaruu. TpeboBaHUs K 3alUTe aBTOMaTU3UPOBaHHBIX cuctem oT HC/I.
Tema 3. Mogens yrpo3. AHanM3 KPUTHYHBIX TexXHONOTWd. TpeOoBaHWs, TpeAbSBISEMBIE K
pa3paboTKe MOJENH yTPpo3.
Tema 4. CtpykTypa Mojaenu yrpo3 0ezonacHoCcTH wHpOpMammu. AHAIN3 KPUTHYHBIX TEXHOJIOTHH
00paboTku nHpopMaIuu.

Pa3pean 2. IloauTHka 0€301ACHOCTH.
Tema 1. ['ocymapcTBeHHas TIOJUTHKA B 00JACTH OE30MACHOCTH KOMIBIOTEPHBIX cucTeM. Cucrema
JUIEH3UpOBaHusa U cepTudukauud cpeactB 3amurtbl. CTpykTtypel B P®, obecneuduBaromue
JULEH3UPOBAHUE U CEPTUPUKALIUIO CPENICTB 3ALUTHI.
Tema 2. HopmatuBHas 0a3a M OTBETCTBEHHOCTh 3a 3aIIUTy HH(GOPMAIMU B KOMIIBIOTEPHBIX
cucreMax. PykoBomsmme  gokymeHtel ®OCTOK  Poccum 1o  omeHke — 3alUIIEHHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHMPOBAHHOI'O JOCTYyIIa
Tema 3. Pa3paborka mnonmuTuk O0€30HaCHOCTH ISl 3AIIMIIEHHBIX KOMIIBIOTEPHBIX CHCTEM.
TpeGoBanusi, mpeabsBIsieMbIe K pa3paboTKe NOJUTHK OE30MaCHOCTH.
Tema 4. [/luckpeuroHHass ¥ MHOTOYpPOBHEBas MOJIUTUKA Oe3omnacHocTu. [lomuThka mMaHAaTHOTO
noctyna. [TonuTrka 3amuThl ET0CTHOCTH HHPOPMAITMOHHBIX PECYPCOB.
Tema 5. ITlopsanok arrectanuy 3alUMIIEHHBIX KOMIBIOTEPHBIX cHUCTeM. [loHsATHE aTTecTaruu
3allMILIEHHBIX KOMIBIOTEPHBIX cucteM. PykoBogsmue nokyMeHTel @CTIOK Poccun no arrecrarum.
[Topsimok arrecranuu.

3 cemecTp

Pa3nea 1. CoBpemennas crpykrypa ITIL.
Tema 1. [IpuHIMIBI 1 METOABI ATTECTAMOHHBIX MUCIBITAHUN 3AIIMIIECHHBIX KOMIIBIOTEPHBIX CUCTEM
no TpeboBaHusM Oe3omacHocTH. CojliepkaHHMe 3TaloB aTTECTAlMOHHBIX HcNbITaHui. KoHTposb
3¢ (HEeKTUBHOCTH 3AIIUTHBIX MEPONPUITUNA B CUCTEME aTTECTALIMH.
Tema 2. Konuenuus ynpasienus UT-nonpasnenenunem (IT Service Management. ITIL) — ocHoBa
koHuenuu ynpasienus UT-coyxx6amu. CoBpemennas crpykrypa ITIL.
Tema 3. IlpeumymectBa BHenpenuss ITSM. busnec-opuenTupoBanHoe ynpasieHue WT Ha
COBPEMEHHOM IIPEANPUATHH.
Tema 4. Ilopsaok BHenapenuss SLM-cuctemsbl. Service Desk — 1ienn, BO3MOKHOCTH, peaM3allyH.
Microsoft Operations Framework (MOF).

Paznen 2. 3amuimeHHbie HHGOPMALMOHHbIE CHCTEMBI.
Tema 1. Craguu cozpanus 3UC: ®@opmuposanue tpedoBanuii k 3UC, pazpadorka xonuenimu 3UC,
TEXHUUYECKOE 3aJ[aHHe, SCKU3HBIA MPOEKT, TEXHUYECKUH MPOeKT, padoudas TOKyMEHTalus, BBOJ B
neiicteue, arrectanus 3MC mo TpedboBanusM 6e3omacHocTH, conpoBoxkaeHue 3UC.
Tema 2. Metonsl u meroauku oneHku kadectBa 3MC. TpebGoBanusi K SKCIUTyaTallMOHHOM
nokymenTtauuu 3UC.



Tema 3. Ilopsnok npuemku 3anumieHHsix 3MC, B ToM 4yuclie NpOrpaMMHBIX U TEXHUYECKHX (B
YaCTHOCTH, KpunTorpadudeckux) cpeacts u cuctem 3anuthl nHGopmanmu ot HCJl. OcobennocT
skcruryatauu 3VC Ha 00BEKTe 3alUThI.

Coaeprxanue Ja00paTOPHBIX 3aHATHI MO JUCHUIJIHHE
1 cemecTp

TemaNe 1. [Topsok IULIEH3UPOBAHMS B 00JaCTH CO3/1aHUS CPEICTB 3AIIUTHI HH(POpMAIUH U
3alUIICHHBIX HHQOPMAIIMOHHBIX CHCTEM [UIsl PYKOBOAMTENS MPEANPUATHS (OpraHu3aluu) —
COWCKATEJIs JINLIEH3UU

Conep:kanue JiadopaTtopHoil padorbl. llepeunciuTe HOpMaTUBHBIE IPABOBBIE AaKThI,
perIaMEeHTHPYIOIIUE MPOLECC JIMIEH3UPOBAHUS ISATEILHOCTH OpPraHU3alMuid M0 OKa3aHUIO yCIYyT B
obnactu undopmanroHHoi 6e3onmacHocTH. Uto mpencrasiser coboil nuuensus? HazoBure opranbl
rOCYJapCTBEHHOTO JIMIICH3UPOBAHUS U MX MONHOMOUMs. [laiiTe oOIIyr0 XapaKTepUCTUKY CHCTEMBI
JUIECH3UPOBAHUS 10 00ECNEUYECHUIO 3alIUThl CBEJIEHUHM, COCTABISIOLUIMX TOCYJapCTBEHHYIO TalHY.
HasoBure (GyHKIIMKM OpPraHoB, YIOJIHOMOYEHHBIX Ha BEICHUE JIMIICH3MOHHOW JIEATEIHHOCTH.
[TpuBenuTe nepeyeHb BUAOB ACSITEILHOCTU MIPEANPHUATHIHA, oanexanmx JunensupoBanuio OChb.

Tema Ne 2. Pazpaborka mpodwmist 3alIMTHI U MOCTPOSHHE TMOJIUTUK O€30MacHOCTH IS
KOMIIBIOTEPHON CUCTEMBI PEANpUITUS (OpraHU3aIIIH )

Conep:xanue 1a00paTopHOii padoTHI.

Uro noapa3zyMeBaro MoJ MOHATUEM «ITPO(UITH 3aIUTHD)?

Kak npou3BoasT pa3paboTKy MpoQuis 3aUThI A1 KOMIBIOTEPHON CUCTEMBI TIPEIPUSTHS?

JlaiiTe ompenereHre MOHATHUIO «IOJUTHKA OE30MaCHOCTU» JUISI KOMIBIOTEPHON CHCTEMBI
IpeIpUsITHS?

Haznauenue «nonuTuku 6€30MacHOCTHY AJISl KOMIIBIOTEPHON CHCTEMBbI IPEATIPUSTHS?

OCHOBHBIE pa3/Ieibl CIIOJTUTHKH 0€30MaCHOCTHY JUIsl KOMITBFOTEPHOW CHCTEMBI TIPS IITPHUSITHS?

Tema Ne 3. IIpoBeneHuwe aTTeCTAIlMOHHBIX HWCHBITAHUNH KOMIBIOTEPHBIX CHUCTEM B
3aIIUIIICHHOM UCTIOJTHCHHUH U BbIIada « ATTECTaTa COOTBETCTBUS)

Conep:xanue 1a00paTopHOii padoTHI.

OCHOBHBIE TIPUHITUITBI CUCTEMBI aTTCCTALINU.

Opranu3zalinoHHasi CTPYKTypa CUCTEMBI aTTeCTallun

[opsimok mpoBeIeHUS aTTECTAlluU

[Topsmokx KOHTPOIIA U HA/A30pa 3a aTTeCTaIlell U SKCIITyaTalueil aTTeCTOBAaHHBIX 0ObEKTOB

Uro Takoe arrecrarus’?

Uro npencrasnser co0oil aTTecTaT COOTBETCTBUA?

Tema Ne 4. OOnapyxenwe y3moB kopnoparuBHoit CETH. ICMP ECHO REQUEST
(Yrunuter FPING u NMAP)

Conep:xanue j1a00paTopHOii paGoThI.

[IpoBephTe HaNMUYKE BCEX PACCMOTPEHHBIX YTUIIUT B CUCTEME:

linux:~# whereis nmap

nmap: /usr/bin/nmap /usr/lib/nmap /usr/share/nmap /usr/share/man/manl/nmap.1.g9z

Hccnenyiite moacers nabopaTopun (KOMITBIOTEPHOTO Kilacca, SKCIIEPUMEHTAIbHON
YCTaHOBKH ), BBIIBUTE BCE aKTHBHBIE Y3IIbI cpencTBaMu yTuiut fping, nmap, hping3 (o3nakomuthest ¢
Ha3HAYECHUEM U OCHOBHBIMH OMIUAMHU YTHIUTHI NPINg3 HEOOX0IMMO CaMOCTOSATEIIBLHO:
http://www.hping.org);

CpaBHHTE BpeMsi CKAHIPOBAHUS BCETO JMara3oHa apecoB UCCIIEAYEMOH TTOACETH
paznu4HBIME yTHIUTaMu: ping, fping, hping3, nmap (muist Nnmap mpoBecTH CKaHUPOBAHHUE TPEMS
Pa3IMYHBIME PEKHUMaAMH YIIPABICHUS BPEMEHEM), pe3yJIbTaThl 0(DOPMHTE B BUJIC TAOJIHIIH;

Hanumure nmporpammy (bash, perl, ruby), npoussoasiiyto nepuoanveckyro mpoBepKy
JOCTYITHOCTH HEKOTOPOTO MHOYKECTBA Y3JIOB CETH (C MCIOIB30BAHNUEM JIFOO0H M3 pAaCCMOTPEHHBIX
YTHIIUT) U BRIBOJSIIYIO COOOIIEHNE HAa CTAaHAAPTHOE YCTPOUCTBO (OTHPABISIONIYIO COOOIICHIE Ha
MOYTY, a[{pec TIOYTHl YTOYHUTH Y TIPENoIaBaTessl) B Cllydae HeJJOCTYITHOCTH KaKOT0-TH00 13
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HaOJII01aeMBbIX y3J10B (TMepeueHb KOHTPOIUPYEMBIX y3JI0B CETH HEOOXOIMMO BHIOMPATh U3
MOJTYYEHHOTO paHee (aiina).
2 cemecTp

Tema Ne 1. OOHapyxeHHe y370B KopropatuBHoi cetu. HWMuHpopmanmnonneie ICMP
cooOmenus. Conep:xkanue JiaGopaTopHoii padotbl. Vccneayiite mojacers naboparopuu
(KOMITBIOTEPHOTO KJ1acca, SKCIEPUMEHTAIbHON YCTAaHOBKH ), BBIIBUTE BCE aKTUBHBIE Y3JIbI CPEICTBOM
sarpocoB TimeStamp Request, Information Request, Netmask Request. BrisBute y3ibl ceTH, Ha
koTopbix 3ampockl ICMP Echo Request ¢unstpyrorcst; [ToBTropuTe HCCIeI0BaHKHE, HCIIOIB3YS BCE
paccMOTpeHHbIe B paboTe YTHIIMTHI, CpaBHUTE pe3ynbTaThl; CpaBHHUTE peakiuio paznnuHbix OC Ha
nHpopmarmonusie ICMP-3ampocsr.

Tema Ne 2. OGHapyskeHHe y3J10B KOPIIOPATUBHOM ceTH cpenctBamu nportokoia TCP (TCP-
PING. Coaep:xanue jadopaTopHoii padoTsl. Vccienyiite moacersb 1a00patopuu (KOMITBIOTEPHOTO
KJacca, JKCIIEPUMEHTAIILHOW YCTaHOBKH), BBISIBUTE BCE aKTHBHBIC y3ibl metozoMm TCP Ping, c
ucnoip3oBaHueM [CP-makeToB ¢ pa3inyHbIM codyeTaHueM (QuiaroB (C TEXHUKOW CKaHHUPOBAHUS
metogom TCP Ping cpexctBamu NMap 03HAKOMBTECh CaMOCTOATENbHO: http://nmap.org/man/ru/);
BeisiBuTe y3761 ceTH, Ha KoTopbix 3ampockl ICMP Echo Request ¢punbtpytorcsi; CpaBHUTE pEaKIinio
pasmuuabix OC nHa wHpopMmarmonable ICMP 3ampockl. HeoOxomumo WCHONB30BaTh OJHY U3
pPaccMOTPEHHBIX YTHIUT (Ha BbIOOp). Pe3ynbraTel 3anecute B Tabmuily; Vccnenyiite peakiuio y3ia
cetru Ha SYN-3ampocbl, CpaBHHTE OTBETHI OT OTKpPHITOro u 3akpbitoro CP-mopra. Bce
UccieI0BaHus HEOOXO0AMMO IPOBECTH cpeacTBamMu Nping3 u nmap.

Tema Ne 3. O6HapykeHue y3710B KOPIOPATUBHOU ceTu cpeacTBamu npoTtokosioB UDP (UDP-
PING), IP. Conep:xanue 1adopaTopHoii padoTbl. Vaentuduupyiite y3ibl ceTd, QUIBTPYIOIIUE
coobmenus ICMP Echo Request (nuama3oH axpecoB y3J0B CETH YTOYHUTH y MPEHOIAaBaTENs).
CkanupoBanue mnpousBeaute merogom UPD Discovery cpencTBamMu pacCMOTPEHHBIX YTHIIMT,
Uccnenyiite peakuuto y3na cet Ha UDP-3anpockl, cpaBHUTE OTBETHI OTKPHITOTO U 3aKkpeiToro UDP-
nopra. HMccnemoBanus mposenute ana  paznuudHbix  OC; Wpentudunupyite y3ibl  CeTH,
¢unbTpytommue coodienus ICMP Echo Request, ucnosnb3yiiTe paccMOTpeHHBIE METO/IBI IPOTOKOJIA
IP; CpaBuute peakmuto paznuunbix OC Ha |P-makeTbl ¢ paccCMOTPEHHBIMHM THUIIAMU OIIMOOK B
3aroJioBKe.

Tema Ne 4. OGHapyxeHHE Y3TI0B KOPHOPATHBHOI ceT cpenctBamu npotokona ARP (ARP-
PING). Conep:xanue JiaGopaTtopHoii padorbl. MaeHtuduiumpyite y3iasl ceTH, (QUIBTPYIOLIHE
coobmienust ICMP Echo Request (muama3oH aapecoB y3j0B CETH yTOYHUTH Yy TPENOaBaTelis).
[MpousBenaure ckanupoBanue Metogom ARPING ¢ MOMOIIBI0 pacCMOTPEHHBIX yTWINT, Hamwummre
nporpammy (bash, perl, ruby), mpou3BOASIIYIO MEPUOANIECKYIO TPOBEPKY HA MPEIMET MOSBICHHS
HOBOT'O YCTPOWCTBA B CETH (C HEM3BECTHBIM paHEe ammapaTtHbIM agpecoMm). Pe3ynbraTel mpoBEpKU
JIOJKHBI BBIBOJUTHCS Ha CTaHIAPTHOE YCTPOMCTBO M COXPAHATHCS B (aiiie.

3 cemecTp

Tema Ne 1. OcHoBHbIE cpenacTBa ompexaeneHus wMapupytoB [P-maketoB - PING,
TRACEROUTE. Copep:xanue nadopatopHoii padorsl. IIpousBecTH TpaccCUpOBKY METOAOM
Record Route mo crmemyrommx y310B cetu: cepBepoB DNS yHuBepcurera, TOTPaHHYHOTO
MapuipyTu3atopa yHuBepcutera, Yyandex.ru, mail.ru, vkontakte.ru, elibrary.ru, google.com.
CocTaBuTh nepeyeHb MPOMEXKYTOUHBIX Y3JI0B Ha KaxJA0M U3 myTed mpoxoxaeHus |IP-tpaduka c
ykazanueM IP-anpecoB nx unrtepdeiicos. Pe3ynbTarsl 3aHecTH B TabHILy.

Tema Ne 2. JlononHurensHble cpenctBa onpezaenenus mapuipytos IP-ITAKETOB - NMAP,
TRACEMAP, MRT. Coaepxanue snadoparopHoii padorbl. [loctpoiite kapTy MmapripyTtoB |IP-
nakeroB oT ojgHoro u3 APM nokanpHO#l cetn no Haubosiee BOCTpEOOBaHHBIX (B OpraHM3alllf)
pecypcoB HMHTepHeT (He MeHee aeciaTH pecypcoB). CpeacTBamMu IporpaMMbl mtr HCCIELyWTe
KayecTBO KaHaJa OT KOMIIBIOTEpOB J1adopaTopuu (JOMAIIHEr0 KOMIIBIOTEPA) 0 TMOIMYJSPHBIX
pecypcoB MHTepHeT (pecypcoB ceTu yHUBepcuTera). OTciaenuTe M3MEHEHHs MapUIpyToOB 3a MEPUOJ
Bpemenu 60-180 MuHYT (eciau TakoBble OyayT NMPOMCXOJWTH). Brimummre Bce albTepHATHBHbBIE
MapuIpyThI.
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Tema Ne 3. Unpentudukamus craryca TCP-moproB (TCP-CONNECT. SYN-SCAN).
Conep:xxanue nadopaTtopHoii padorsl. 1. HeoOxonumo oOHApYyUTh BCe OTKpBIThIE MopThl T CP
(22, 23, 80) cern mabGoparopuu (KOMIBIOTEPHOTO KJIacca, HKCHEPUMEHTAJIBHON YCTaHOBKH), C
ucrnonb3oBanueM ¢ynkmuu connect(). 2. IloBropute uccienoBanue, npuMmenss meton Half-open
SYN flag scanning. 3. CpaBHHTE BpeMsi CKAHUPOBAHHS B TIEPBOM U BTOpoM ciydae. 4. [ToBTopure
UCCIIeIOBAHMSI C MOMOIIBI0 yTHAMTBI PIing3. CpaBHUTE pe3yJIbTAThI.

Tema Ne 4. Merousr ckpoitoro ckanupoBanust (STEALTH TCP SCANNING METHODS).
Conep:kanue sadoparopHoii padorbl. Mccnepyiite orBer paznmnunbix OC Ha CKaHUPOBAHHUE
meronamu Stealth scanning. 3anecure B Tabuuiy (Tabm. 6) pe3yabTaThl JUIS Pa3IHYHBIX METOIOB
ckaHupoBaHus u coctosHuid TCP-nopTta (HOPT OTKPBIT, HOPT 3aKPHIT, MOPT OTKPHIT U QUIBTPYETCH,
HOPT 3aKPBIT U PUIBTPYETCS).

Tema Ne 5. Unentudukanusi MPUKIAIHBIX CETEBBIX CIYKO METOJOM aHajin3a 0COOCHHOCTEH
peanmuzauuu (SMTP). Conepxxanue 1adbopaTopHoii padotsl. 1. YcraHnoBuTe Haubosiee MomyJisipHbIe
cBOOOIHO pacmpocTpaHseMble cepBepa dJIeKTpoHHOW mouThl: POstfix, sendmail, gmail, exim4
(mepeyeHb ¥ BEPCUU YTOYHHTH Y MPEToAaBatesis). 2. DKCIePUMEHTAIBHO UCCIIEAYHTe 0COOCHHOCTH
UX pabOTHI:

e 1iCClIelyiiTe OTBETHl HA CHHTAKCHYECKH BEpHBIC CTAaHIaPTHBIC KOMAH/IbI;
e HiCcClIeIyiTe OTBETHl HA KOMAH/IbI C OIIMOKaMU;

enccienyire orBeTbl HA KOMaHAbl VRFY u EXPN;

e ricClelyTe MOAJIEPIKKY MAJIOMCIIOIb3YEMBIX KOMAH/I.

3. Bapuantel orBeToB odopmute B BHae Tabmuubl. 4. [loaroroBbre mpoduinu Kaxmaoro
ucciemayemMoro cepsepa. 5. [IpoBeaure uccienoBaHme MOYTOBBIX cepBepoB MIHTEpHET / yHUBEpCUTETA
(ampeca yTOYHUTH y MPENOIABATENSI) PACCMOTPEHHBIM METOOM.6. CpaBHUTE MOTYUYCHHBIE JAHHBIE C
MOATOTOBJICHHBIMU TTpoduisiMu. Crenaiite npeanosioxkeHus B Bepcusx [10 ucciaeayeMbIx cepBepoB.

5. OHEHOYHBIE CPEJACTBA /UIA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MPOMEXYTOYHOM ATTECTALIMH 11O UTOT'AM OCBOEHUS JUCIHUATLINHBI
U YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSTEJIbBHOM PABOTHI
CTYJAEHTOB

5.1. TekylIHii KOHTPOJIb yCIIEBAEMOCTH
1 cemecTp

Bonpoce! peiiTHHr-KOHTpOIA Nel
LleHHOCTH, OTTACHOCTH, OTEPHU, PUCKHU, YTPO3bI B KOMITBIOTEPHBIX CHUCTEMAX.
OcHOBHBIE YIpO3bl HHPOPMALIUU B KOMIIBIOTEPHBIX CUCTEMAX.
Crnenuduka BO3HUKHOBEHUS YIPO3 B OTKPBHITHIX CETSX.
Oco6eHHOCTH 3aIIUThl THPOPMALIMHU Ha y3J1aX KOMIIbIOTEPHOH CETH.
CucTteMHbIe BONPOCHI 3aLUTHI IPOTPAaMM U JaHHBIX.
Amnanmu3 puckoB. Moienb MPOTHBHHUKA, BO3MOXXHOCTH MTPOTHBHHKA.
[TapamenpHbIN aHAINA3 LEJIEd U BO3MOYKHOCTEN 3JI0YMBIIIJIEHHUKA B KOMIIBIOTEPHOM CETH U
B CUTYyallUX IPU HAJIMYUU U30JIMPOBAHHOTO KOMIIBIOTEPA.

Bonpoch! peiiTHHI-KOHTPOIs Ne2
Cucrema JIMIEH3UPOBAHUS U CEPTU(PUKALINN CPEICTB 3AIIUTHI.
Crpyktypsl B PO, oGecrieunBaroniue JUIEH3UPOBAHNE U CEPTUDUKAILIUIO CPE/ICTB 3AIIUTHI.
HopmartuBHas 6a3a U OTBETCTBEHHOCTb 32 3aIUTY HHPOPMALUU B KOMIIBIOTEPHBIX CUCTEMAX.
OcHoBuble pykoBogsaniue JokyMeHTel PCTOK Poccun, no oneHke 3alMIIEHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM OT HECAHKLIMOHMPOBAHHOIO JOCTYTIA.
PazpaboTka monuTHK 0€30MacCHOCTH JUIs 3alUIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.
e TpeOoBanus, npeabsABIsieMble K pa3padOTKe MOJIUTUK OE30MACHOCTH.
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JlckpenoHHasi 1 MHOTOypOBHEBas MOJIUTHKA O€30M1aCHOCTH.
[TonuTHka MaHIATHOTO JOCTYMA.
[TonuTHKa 3aMUTHI IETOCTHOCTH UH(POPMAITMOHHBIX PECYPCOB.

Bonpocs! peiiTHHT-KOHTpOIs Ne3
PykoBonsmue nokymentst @CTIK Poccun no arrecranuu.
[Topsanox arrecranuu. IIpuHIUOBI U METOABl ATTECTALIMOHHBIX MCIBITAHUM 3alllUIIEHHBIX
KOMITBIOTEPHBIX CUCTEM MO TPeOOBaHMSIM 0€30MaCHOCTH.
Copep:xaHue 3TanoB aTTECTALIMOHHBIX UCTIBITAHUM.
KonTpoab 3 GpexkTHBHOCTH 3aLUTHBIX MEPOIIPUSATHI B CCTEME aTTeCTallUU.
Konnenuus ynpasnenust UT-noapaznenennem (IT Service Management. ITIL) — ocnoBa
koHueniuu ynpasienust UT-ciayx6amu.
CoBpemennas ctpykrypa ITIL.
[IpeumymectBa BHeApeHus [TSM.
busnec-opuentupoBannoe ynpasienue T Ha coBpeMeHHOM NpeAnpusTUH.
[Topsinok BHeapenuss SLM-cuctemsl.
Service Desk — 1ienu, BO3MOKHOCTH, peaTn3allim.

2 cemecTp

Bonpocel peidTuHr-kouTpoJas Nel
'ocynapcTBeHHBIE CTaHIApTHl Ha Pa3pabOTKy W CO3JaHHE WH(POPMAIIMOHHBIX CHUCTEM B
3aIIUIIEHHOM HCIIOJTHEHHH.
CASE-texHO0I0THN CO3JaHNsI HHPOPMALIMOHHBIX CHCTEM.
Cranpgapr ITIL.
[TocTpoeHne rapaHTHPOBAHHO 3aIIMIICHHBIX 0a3 MAaHHBIX W WX OIEHKA 10 CTaHIapTy
«OpanrkeBasi KHUTay.
AmepukaHCKull cranaapt no 3amure HHGopmarun «OpaHxeBasi KHUTa».
[TonsiTHE TapaHTHUU 3aLUTHL.
Kputepun onieHKH 3alIMIIEHHOCTH 0a3 TaHHBIX.
ConeprkaHue KJIacCcOB 3aIIUIIEHHOCTH.

Bonpoch! peiiTHHT-KOHTpOJIs Ne2
[Mogxon k 6e3omacHocTH KOMMBIOTEpHBIX cucteM B CC u 0a3zoBbie koHueniuu. [lonstue
npodus 3aIIUTHI.
OyHKIUY MOAJEPKKH MOTUTHKU Oe3omacHocTH. ["apanTun 6e30nacHOCTH.
TpeboBanust mo 6e30macHOCTH MHGOPMAIIMOHHBIX TeXHOJIOTHH. Kiacchl 3auuimeHHOCTH.
KoMMnoHeHTHI oicucTeM NOJIEPKKU NOTUTUKHA O€30IaCHOCTH.
ConeprxaHue TUIOBOH MOJUTUKH O€30MAaCHOCTH.
Krnaccesl 3amumieHHocTH B cucteMe oOmmx KputepueB. [loHsTHEe ayauTa MNOJUTUKU
0€30I1aCHOCTH.
TpeboBaHus K MoACUCTEMAM ayANTA.
[ToncucreMbl MOATBEPKAEHUS MOATMHHOCTH OTIIPABKH U TIOJTYYEHHUS COOOIIECHUSI.

Bonpocs! peiiTHHI-KOHTPOIs Ne3
Kananbl yTeuku 1 UX aHaIu3 B CUCTEME OOIUX KPUTEPHEB.
Bunsl kananoB yrteuku uH(popMmanuu. MecTo KaHAlOB yTEUKHM WH(POPMALMU B CHCTEME
00IUX KpUTEPHEB OE30TaCHOCTH.
MeTtoo50rrs aHanu3a KaHaJloB YTeUKU HH(POpMaIuu.
be3zonacHoe QpyHKIIMOHUpPOBaHME B cCCTEME OOLINX KPUTEPUEB.
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e VYmpasnenue KoHpurypanuei. besomacHas ycTaHOBKa CHCTEM 3allUThl MH(POPMAIIMOHHBIX
TEXHOJIOTUH.
bezonacHas MoaepHu3anys HHPOPMAIIMOHHBIX TEXHOJIOTUNA

3 cemecTp
Bonpocekl peidTuHr-kouTpoJas Nel

e OcHOBHbIE KaTeropuu TpeOOBaHUHN K IPOrpaMMHOM U IIPOrpaMMHO-AINIapaTHON pean3aluu
CPEZACTB 3alUThI HH(OPMAIIHH.
TpeboBanus k 3amure aBToMaTu3upoBaHHbIX cucteM ot HC/I.
Mopaeinb yrpo3. AHaNU3 KPUTHYHBIX TEXHOJIOTHH.
TpeboBanust, npeabaBiIsieMble K pa3padoTKe MOJEIN YTPo3.
CtpykTypa MOenu yrpo3 0€301MacHOCTH HHPOPMAIIHH.
AHanu3 KpUTHYHBIX TEXHOJIOTUI 00paboTKN HH(OpMAIIHH.
Cucrema JIMLEH3UPOBaHUS U CEPTU(PUKALINN CPEICTB 3AIUTHL.

Bonpockl pedTHHT-KOHTPOJIsE Ne2

e [lonsATHe aTTecTalMU 3AIUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

e PykoBomsamue nokymentsl @CTIK Poccun no arrecranuu.

e [lopsgok arrecrauuu. IIpuHIMOBI U METOABl ATTECTALMOHHBIX HCIBITAHUN 3allIUIIEHHBIX
KOMITHIOTEPHBIX CUCTEM IO TPEOOBAHUSIM O€3011aCHOCTH.

e CojeprkaHHUE ATANOB ATTECTALIMOHHBIX UCTIHITAHUH.

e  KoHTposb 3 (HEeKTHBHOCTH 3aIUTHBIX MEPOIIPHUITHIA B CHCTEME aTTECTAIIHH.

e Konnenuus ynpasienuss UT-nogpaznenenuem (IT Service Management. ITIL) — ocHoBa
KoHUenuu ynpasienus UT-coyxbamu.

Bonpocs! peiiTHHI-KOHTpOIs Ne3
e Microsoft Operations Framework (MOF).
e Cramuu coznanus 3UC: ¢opmupoBanue tpedoBanmii k 3MC, pa3zpabdorka konnenuuu 3MC.
TexHuueckoe 3aJaHue, 3CKU3HBIM MPOEKT, TEXHWYECKUH IMPOEKT, paboyas JOKyMEHTalMs,
BBOJI B JICHCTBUE.
Conposoxnenue 3UC.
Mertoasl 1 METOOMKH OoLieHKH KadyecTtBa 3UC.
TpeboBanus k 3kcmTyaraunoHHoN gokyMeHTanuu 3UC.
[Topsanox mpuemku 3amuiieHHbIx 3WC, B TOM uuncie NpoOrpaMMHBIX U TEXHUYECKHX (B
YaCTHOCTH, KPUIITOTpaprUeCKHX) CPEACTB U CUCTEM 3aiiuThl nHpopmanuu ot HCJI.
e Oco6ennoctu skcruryaranuu 3VC Ha 00bEKTE 3alTUTHI.

5.2. HpOMe)KyTO‘-lHaH aTrTeCcTanuyd 1o uToraM OCBOCHUA JUCHUIIJIMHBI

IIpumepHBbIii IepeyeHb BONPOCOB K 3aueTy 1 cemecTp
- Iloacuctembl moaTBEpKAECHUS MOJJIMHHOCTH OTIIPABKHU U MOJIYUYEHHUS COOOIICHHUS.
- Ilogcucremsl pasrpaHudeHus JOCTYIIA.
- Iloacuctemsl naeHTU(GUKALMY U Ay TEHTU(UKALINH.
- Iloacuctems! 3anmThl GyHKIUH 3amUThl. [10ACHCTEMBI 3aIIUTH PECYPCOB CHCTEMBI.
- Ilogcucremsl 3amUTHI CBA3H.
- TpeGoBanus K mojcucTeMaM, MPeAbABIsIEMbIE B KaXKI0M KJIACCe 3alUIIEHHOCTH.
- T'apantun 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM B CUCTEME OOIINX KPUTEPHEB.
- Tlonsrue rapanTun 6€30MacHOCTH. Y POBHU rapaHTH.
- T'apanTun npoekTHpOBaHUs 3AIIUIICHHBIX HHOOPMAIIHOHHBIX CUCTEM.
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- Ilpunuuner olecrnedeHuss TapaHTHil Oe3omacHOCTH. METONONIOTUSl aHalIW3a TapaHTUi
0€30I1aCHOCTH.

- Kanansl yreuku u UX aHaJlu3 B CUCTEME OOIINUX KPUTEPHUEB.

- Bunel kananoB yreuku uHdopmanuu. Mecrto kaHajaoB yTeuku MH(OpManuu B cUcTEMe OOLIMX
KpPUTEPHEB OE30MaCHOCTH.

- Merononorus aHain3a KaHaJIOB yTE€UKU UHPOPMALIUH.

- bezomacHoe pyHKIMOHUPOBAHUE B CUCTEME OOIIUX KPUTECPHEB.

- VYmopaenenue koH(purypauumeil. bezomacHas ycTaHOBKa CHUCTEM 3alllUThl MH(POPMALMOHHBIX
TEXHOJIOTHil.

- bezomacnas monepHuzanus HHPOPMALMOHHBIX TEXHOJIOTUI

IIpuMepHbIii NepeyeHb BONMPOCOB K IK3aMeHY 2 ceMecTp
- lleHHOCTH, OITACHOCTH, IOTEPH, PUCKH, YTPO3bI B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBHBIE YTpO3bl HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX.
- Cnenuduka BO3HUKHOBEHUS YIPO3 B OTKPBITBIX CETSIX.
- OcobeHHOCTH 3aUTHI HHPOPMALIUU HA y3JIaX KOMIIBIOTEPHOH CETH.
- CucreMHbIe BOIIPOCHI 3alllUThI IPOTPAMM U JAHHBIX.
- Amnanu3 puckoB. MoJiesnb IPOTUBHUKA, BO3MOXXHOCTH IPOTUBHHUKA.
- IlapamutenbHbI aHANM3 LENEM U BO3MOKHOCTEH 3JIOYMBINUICHHUMKA B KOMIIBIOTEPHOW CETH U B
CUTYyallMM IPU HAJIMYUU U30JMPOBAHHOTO KOMIIBIOTEPA.
- OcHoBHbIE KaTeropuu TpeOOBaHUN K NPOrpaMMHONM M IpOrpaMMHO-aIapaTHOM pealu3aluu
CpPEZCTB 3alUThl HH(OPMALIHH.
- TpebGoBanus K 3ammTe aBTOMaTH3UpOBaHHbIX cucteM oT HC/I.
- Mogens yrpo3. AHaJIN3 KPUTUYHBIX TEXHOJOTHH.
- TpeOoBaHwUs, MPEABIBIIEMbIC K pa3pab0TKe MOJICTH YIPO3.
- CrpykTypa MOJeNH yrpo3 0€301MacHOCTH HHPOPMAITHH.
- AHanu3 KpUTUYHBIX TEXHOJIOIHH 00paboTKU MH(DOPMAIUH.
- Cucrema JIMIEH3UPOBAHUS U CEPTH(PUKALINU CPEICTB 3AIIUTHI.
- Crpyktypsl B PO, obecnieunBaronye JUIEH3UPOBAHUE U CEPTUDHUKALIMIO CPEJICTB 3alUTHI.
- HopmaruBHas 6a3a 1 OTBETCTBEHHOCTH 32 3aIUTY HH(OPMALIUK B KOMIIBIOTEPHBIX CUCTEMAX.
- OcHoBHble pykoBojsame AokyMeHTel @DOCTOK Poccun, mno ouneHke 3allMIIEHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM OT HECAaHKLIMOHUPOBAHHOIO JJOCTYTIA.

IIpumepHbIi NepeyeHb BONMPOCOB K IK3aMeHY 3 ceMecTp
- PazpaboTka noauTHk 6€30MacHOCTH Ui 3alllUIIIEHHBIX KOMIIBIOTEPHBIX CUCTEM.
- TpeGoBaHnusi, npebsABIsIeMble K pa3pabOTKe MOJIUTHK O€30MaCHOCTH.
- JluckpenuoHHas 1 MHOTOYPOBHEBAs MOJIUTHKA O€30IIaCHOCTH.
- IlonuTHka MaHzaTHOrO 1OCTYyNA.
- TlonuTHKa 3aIMTHI LIETOCTHOCTH UH(POPMAIIMOHHBIX PECYPCOB.
- IloHATne aTTecTanuy 3alIMIEHHBIX KOMIIBIOTEPHBIX CUCTEM.
- PyxoBogsamue noxkymentsl ®CTOK Poccun no arrectamuu.
- Ilopspok arrecranuu. IIpuHUIMOBI ¥ METOABI ATTECTALIMOHHBIX MCHBITAHUHN 3aIMIEHHBIX
KOMITBIOTEPHBIX CHCTEM 110 TPEOOBaHUSIM OE30MAaCHOCTH.
- CopneprkaHue HTaroB aTTECTAlMOHHBIX HUCTIBITAHUM.
- KonTponb 3 pekTHBHOCTH 3aIIUTHBIX MEPONPUSATHI B CUCTEME aTTECTALlUH.
- Konnenuus ynpasnenuss UT-nogpaspenennem (IT Service Management. ITIL) — ocnHoBa
KoHIenuu ynpasienus UT-ciyx6amu.
- Cospemennas crpykrypa ITIL.
- IlpeumymectBa BHeapenus [TSM.
- busHec-opuenTupoBanHoe ynpasieHue T Ha COBpeMEHHOM IPEIIPUSITHH.
- Ilopsnok Baeapenuss SLM-cucrtemsl.
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- Service Desk — 1ienu, BO3SMOXKHOCTH, peaTu3aliyy.

- Microsoft Operations Framework (MOF).

- Cragun co3ganus 3UC: ¢opmupoBanue tpeboanuit k 3UC, pa3paborka kounernuuu 3UC.
TexHuyeckoe 3a/laHue, dCKU3HBIM MPOEKT, TEXHUYECKUN MPOEKT, paboyas JOKyMEHTAlMs, BBOJ B
JIICUCTBUE.

- MeTtonasl 1 MeTOIUKU OlleHKU KauecTBa 3UC.

- TpeGoBanus K 3KCIUTyaTaliMOHHOHN oKkymeHTanuu 3UC.

- Tlopssmok mnpuemku 3amuiieHHbix 3MC, B TOM 4uclie NpPOrpaMMHBIX U TEXHUYECKUX (B
YaCTHOCTH, KPUIITOTpapUUECKHUX) CPEACTB U cUCTeM 3aiiuThl uHpopmanuu ot HCI.

- Ocob6ennoctu 3kcruryatanuu 3C Ha 00BEKTE 3aIUTHI.

5.3. CamocTosiTe;1bHasi padoTa 00y4aroIerocs.
IIprumepHbIe BONPOCHI U 32IaHUS IJIsl CAMOCTOATEIbHOI padoThI CTY/IEeHTOB

1 cemecTp
e Meromonorust Penetration Testing. Open Source Security Testing Methodology Manual
(OSSTMM).
e Meromonoruss Penetration Testing. Information Systems Security Assessment Framework
(ISSAF).

e Meromonorus Penetration Testing. Open Web Application Security Project (OWASP).

Meronmonoruss  Penetration Testing. Web Application Security Consortium Threat

Classification (WASC-TC).

Cranpmapt Penetration Testing. Penetration Testing Execution Standard (PTES).

Footprinting. Ilexu, 3amauun Footprinting. Dramer Footprinting u Reconnaissance.

Footprinting. OTKpBIThIE HCTOYHUKH M TACCUBHBIN cOOp MHpOpMALINH.

Footprinting. AkTuBHBIN cOOp MHPOPMALINH.

Footprinting. IIporpammubie nHCTpYMeHTHI FOOtprinting u Reconnaissance.

CKaHI/IpOBaHI/IC CCTH. O6Hapy>1<eHHe Y3JIOB CCTH. MeTO,Z[LI U IIPOTrpaMMHBIC CPCACTBA.

CKaHI/IpOBaHI/IC CCTH. O6Hapy>KeHHe OTKPBITBIX IIOPTOB Yy3JIa CCTH. MGTOI[LI " IIpOorpaMMHBbIC

CcpeJicTBa.

e CkanupoBanue cetu. Tunbl ckanupoBanus (Full Open Scan, Half-open Scan, Xmas Tree
Scan). Oco0EeHHOCTH HUCHOJIH30BAHMS paccMaTpruBaACMbIX TUIIOB CKAHUPOBAHU.

e CxanupoBanue cetd. Tumbl ckanupoBaHus (FIN Scan, NULL Scan, ACK Scanning).
Oco0eHHOCTH UCIIOJIb30BAaHUS PACCMAaTPUBAEMbIX TUIIOB CKAHUPOBAHUSI.

e (CkanupoBanue ceru. Tumbl ckanupoBanus (UDP Scanning, ARP Scan). OcoGennoctu
HCIIOJIB30BAHHA paCCMAaTPUBACMBIX TUIIOB CKAHUPOBAHMA.

2 cemecTp

Services fingerprinting. Metoast Services fingerprinting.

Services fingerprinting. ITporpammMubie nHCTpYMeHTBI Services fingerprinting.

OS Fingerprinting. Metoasr OS Fingerprinting. Banner Grabbing.

OS Fingerprinting. Metoxet OS Fingerprinting. IlaccuBHoe mccienoBaHWe CTeKa B 3aj1ade

uneatudukaun OC.

e OS Fingerprinting. Meronet OS Fingerprinting. AKTHBHOE HCCIIeIOBaHHE CTEKa B 3ajayec
uaertuduxaun OC.

e Enumeration. Ilonsarue, menu wu 3amauun Enumeration. MuBeHTapuzamus pecypcoB OS
Windows. MeTozibl ¥ cpelicTBa.

e Enumeration. Ilonarue, menu u 3agauud Enumeration. MuBeHTapuzanus pecypcoB OS
Linux/Unix. MeTozs!l 1 CpeacTBa.

e Enumeration. [Tonstue, nenu u 3agaun Enumeration. MuBentapusanus nocpeactsom SNMP.

e Enumeration. [Tonstue, nenu u 3agaun Enumeration. MuBentapuszarms LDAP.
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3 cemecTp
e Sniffing aTaku B KOMMYTHpPYyeMOH CETeBOU cpene. MeToabl U CpeAcTBa 3amuThl oT Sniffing

aTak.

Enumeration. [Tonsitue, nenu u 3amaun Enumeration. MuBertapuzarus SMTP.

Sniffing. Ilenu u 3anaun ananusa tpaduka. [IporpaMMHbIe HHCTpYMEHTHI aHaIM3a Tpaduka.
Sniffing ataku B kommyTtupyemoii cereBoii cpeae. MAC Flooding. ARP Poisoning.

Sniffing aTaku B kommyTupyemoii cereBoii cpeae. MAC Spoofing.

o Araku DOS. llenu u 3agaun atak DOS. Tunsr atak DOS.
SYN Attack/Flood. ICMP Flood Attack.

e Araku DOS. Service Request Floods.

[TporpaMMHBI€ CpeicTBa TPOBECHUS aTaK.

e Araku DOS. Ping of Death. Teardrop. Smurf. Fraggle. IIporpammHbie cpeacTBa MPOBEACHHMS

aTaxK.
Araku Buffer Overflow. [TpunHmmmes.
Ataku DDOS. OcobeHHOCTH peau3aliuy.

Ckanepsl ysa3Bumocteil. Ysassumoctu b/1.
CpenctBa ananuza 3amuineHHocTy bJI.

®donx  oneHoyHblx  MarepuanioB  (POM)  mis
c()OPMUPOBAHHOCTH KOMITCTECHIIUH OOYYarOMMXCs 1O JUCHHUILIUHE O(OPMIISETCS OTACIbHBIM

JAOKYMCHTOM.

BecnipoBonbie cetu. Yrpo3sl u yszBumoctu Wireless Networks.
becnipoBonubie cetn. Ayrentudukarys Wi-fi.
BecnpoBoaubie cetn. Ataku neayrentudukanuu (Deauthentication Attack).
Ckanepsl ysi3BUMOCTei. VneHTu KA yI3BUMOCTEH B CETSIX.

Ckanepsl ysa3Bumocteil. Ysazsumoctu WEB npunoxeHui.
CpenctBa ananuza 3amuiieHHoctd WEB npuiosxenuii.

IIPpOBCACHUA aTTcCTallnuu YPOBH:A

6. YHAEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHUE

JUCHUITIUHBI
6.1. Kuuroo6ecneueHHOCTH
HaunmenoBanue nuteparypsl: aBTOp, Ha3BaHUE, T'on KHUT'OOBECIIEYEHHOCTbD
BUO U3aaHUA, U3AaTCIIBCTBO n3gaHusd Hamuuue B 3JIEKTPOHHOM KaTaJiore
9bC
OcHoBHas nuTEparypa

TexHonorun obecnederHus 6e30MacHOCTH 2021 https://biblioclub.ru/index.php?page=book&i
HH(POPMAIMOHHBIX CUCTEM: yueOHOe mocodue: [16+] / d=598988 (nara obpamenus: 18.09.2021)
A. JI. Mapyxuenko, JI. O. Mapyxienko, M. A. Eppemos u
Ip. — Mocksa; bepnua: {upexr-Menua, 2021. — 210 c.—
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988
TonukoB, A. M. OCHOBBI IPOSKTUPOBAHUS 3AIIUIIEHHBIX 2016 https://biblioclub.ru/index.php?page=book&i
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KyPC JICKITHIA, d=480796 (nara obpamenus: 18.09.2021)
KOMITBIOTEPHBIN MPAKTUKYM, KOMITBIOTEPHbIE
J1abopaTopHble paboTHI M 3aJaHHE Ha CAMOCTOSATEIbHYO
paboty / A. M. I'osimkos. — Tomck: TYCVYP, 2016. — 396 c.
MbpiiBonn, D. besonacHocTh cereit: yueGHOe mocodue: 2016 https://biblioclub.ru/index.php?page=book&i
[16+] / D. MoiiBona. — 2-e u3., ucip. — Mocksa: d=429035 (nara oopamenus: 18.09.2021)
«MHTYUTy, 2016. — 572 c.
Boga, B. B. OcHOBBI IPOEKTHPOBAHUS HHPOPMAIIMOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
CHCTEM M TEXHOJIOTHIA: yueOHoe nocodue: [16+] / d=499515 (mara obpamienus: 18.09.2021)
B. B. boga, 0. A. KpaBuenko. — PoctoB-Ha-/[oHy;
Taranpor: FOxHBI (enepansHblil yHUBEpCHTET, 2018, —
106 c.— ISBN 978-5-9275-2717-5



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=499515
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Ienemenxo, B. C. MeHe)KMEHT HHIMIEHTOB 2017 https://biblioclub.ru/index.php?page=book&i
HHPOPMAMOHHON 0€30I1aCHOCTH 3aIMUIICHHBIX d=467139 (nara oopamenus: 18.09.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIPABJICHUs: yueOHOE
nocobwue: [16+] / B. C. Ilenemenxo, C. B. 'oBopoga,
M. A. Jlanmra. — CraBpomons: CeBepo-KaBkasckuit
®Denepanpabiii yausepcuret (CKDY), 2017. — 86 c.

JlononHuTenpHas Mreparypa

MeTo/I0IOTHYECKHE OCHOBBI MOCTPOEHUS 3alMIIEHHBIX 2013 https://biblioclub.ru/index.php?page=book&i
AaBTOMATH3MPOBAHHBIX CHCTeM: yd4eOHoe Tmocobme / d=255851 (mara obpamenus: 18.09.2021)
A. B. lymxkun, O. B. Jlankun, C. B. Ilorexemkuit u 1p.;
Bopounexckuit roCcyAapCTBEHHBIN YHUBEPCUTET
MHXXEHEPHBIX TexHoJoruid. — Boponex: BopoHnexckuil
TOCYZAapCTBCHHBIN YHUBEPCUTET HHKCHEPHBIX TEXHOIOTHH,
2013. — 258 c. — ISBN 978-5-89448-981-0

T'onukoB, A. M. Bamura  WHOpPMAIMH B 2015 https://biblioclub.ru/index.php?page=book&i
MH(QOKOMMYHHMKAIIIOHHBIX CHUCTEMaX WU CeTsIX: ydeOHoe d=480637 (mara obpamienus: 18.09.2021)
mocooue: [16+] / A. M. Tonukos; Tomckuit
FocynapcTBEHHBIN YHHBEPCHTET CHCTEM YIPABICHUS H
paauosnekTporuku (TYCYP). — Tomck, 2015. — 284 c.

Opranmzanust  6e3omacHoOil  paboTel  MHGOPMAIIMOHHBIX 2014 https://biblioclub.ru/index.php?page=book&i
CHUCTEM: yaeOHoe mocobue /" 10. 0. I'pomog, d=277794 (nara obpamenus: 18.09.2021)
10. ®. Maprembsinos, 0. K. Bykypako u np.; TamGoBckuii
TOCYIapCTBCHHBIH TEXHUYECKUH yHHBepcHTeT. — TamOoB,
2014. - 132 c..

6.2. Ilepuoanyeckue u3aanusi

e XKypuan  «Bompocel  3ammtel  umHpopMammm».  Pexum  goctyma:  http://i-
vimi.ru/editions/detail.php?SECTION _ID=155/;

e XKypunan "Information Security/lHdopmanmonnas O6e3onacHocTs". Pexum poctyna:
http://www.itsec.ru/insec-about.php.

e [keMecAYHBI  TEOPETUYECKMH M IPUKIAJHOM  HAYYHO-TEXHUYECKHM  JKypHAI
«Mudopmanmonnslie TexHoiaorum». Pexum nocryna http://novtex.ru/IT/.

e «Kypnan cereBbix pemenuit/LAN» -Pexxum nocryna: http://www.osp.ru/lan/current;

e DOnekTpoHHBIH XypHan «KopmopaTtuBHble ceTH mepenaud JIaHHBIX» -Pexum mocryma:
http://www.delpress.ru/

6.3. UuTepHeT-pecypcebl

e (OOpa3oBarenbHblii cepBep kadeapst U3M.— Pexxum nocryna: http://edu.izi.visu.ru
o Uudopmarrionnas oopasoBarenbHas ceTb.- Pexxum gocryna: http://ien.izi.visu.ru
e BuyrpuBy3oBckue uznanus Bnl'Y.— Pexxum noctyna: http://e.lib.vlsu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

3aHsTHS IPOBOJATCS B cleAyromux ayauropusx Bal'Vy (kopmyc Ne2) no aapecy r. Bnagumup,
yi. benokonckoit, 1. 3.

ayn. 408-2, JlekunoHHasi ayAUTOPHsI, KOJIMYECTBO CTyA€HUECKUX MecT — 50, momans 60 m2,
OCHAIlleHHe: MyJIbTUMeIutHOEe 00opyaoBaHue (uHTepakThBHAs nocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), HoyTOyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopaTopusi CETeBBIX TEXHOJOTHH, KOJMYECTBO CTYAEHYECKHX MecT — 14,
wiomaab 36 M2, ocHalleHHe: KOMIBIOTePHBIN Kiacc ¢ 8 pabounmu cranimsamu Core 2 Duo E8400 c
BbIX0jIoM B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapmpytuzaropoB Cisco 2621, 6
koMmmyTaTopoB Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoektop BenQ MP 620 P, skpan HacTeHHbII pPYJIOHHBIH.
JlunieH3MOHHOE  TporpaMMHOe  obOecriedeHue:  omepaiuoHHas — cucremMa  Windows 7



https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://ien.izi.vlsu.ru/
http://e.lib.vlsu.ru/
http://e.lib.vlsu.ru/
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[Tpodeccuonanbuas, oducHbi maker npuioxeHuid Microsoft Office IlpodeccnonanbHbIil MITIOC
2007, GecruiaTHO pacmpocTpaHseMoe MporpaMMHOe oOecrieueHue: JIMHeHKka MHTETPUPOBAHHBIX CPET
pazpabotrku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyanmsanuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru nepenaun nanabix Cisco Packet Tracer 7.0, mHTErpupoBaHHas
cpena pa3padbotku nporpammuoro obecrieyenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHII «KommekcHas 3amura OOBEKTOB HMHGOPMATH3ALUNW», KOJUYECTBO
CTyJIEHUECKMX MecT — 15, mmomanas 52 M2, OCHAIIEHHWE: KOMIBIOTEPHBIH Kiacc ¢ 7 pabodunmu
cranuusamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (mpoekTop Toshiba TLP X200, 3xpaH HACTEHHBIH PYJIOHHBIN ), TPUOOP
ST-031P «Ilupanps-P» MHOropyHKIMOHAIBHBIA ITOMCKOBBIA, NpHOOp «YIaH-2» TOUCKOBBIMH,
BHOpoakycTHuieckuii renepaTop myma «Conara AB 1M», umMurarop paboThl CpeACTB HEJIETAIBHOTO
chema uHpopMaruu, paborammux mno paguokanany «lllunoBauky, ananuzatop crekrpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHus pabOThI
cUCTeM MOOWIJIBHOW CBsi3u «Mo3aiika-3», yCTpPOWCTBO 3allUTHl TeJIC(POHHBIX TIEPETOBOPOB OT
npociaymuBanus  «I[Ipokpyct 2000», nuktodpon Edic MINI Hunter, noxatop «Pomgauk-2K»
HEJIMHEHHBIN, KOMIUIEKC IMPOBEICHUS aKyCTHUECKHMX M BHOpOaKycTHYecKHx u3MepeHuil «Crpyt
MuHU-A», Bugeoperucrparop uudposoir Best DVR-405, reneparop Illyma «I'Hom-3»,yueOHo-
UCCJIEIOBATENLCKUN KOMIUIEKC «CBEpXIIUPOKOIOIOCHBIE OecrpoBOHbIE ceHCOpHBIe ceTr» (Nano
Xaos), ckanupytommii npuemMHuk «lcom IC-R1500», ananmzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOW aHTeHHOU. JIunensnonnoe nmporpammuoe obecredenue: Windows 8 IlpodeccuonanbHhas,
opucHeni maker mpuinoxkeHuit Microsoft Office Ilpodeccuonansupiii moc 2010, OecraTHO
pacmpocTpaHsieMoe MporpaMMHOE oOOecIedeHue: JIMHEeHKa HHTETPUPOBAHHBIX Cpea pa3pabOTKH
Visual Studio Express 2012, uHcTpyMeHT uMHUTaLMOHHOr0 MoienupoBanus AnyLogic 7.2.0 Personal
Learning Edition, maTerpHpOoBaHHas cpeaa paspadoTku mnporpammuoro obdecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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PaGouyio nporpaMMy coCTaBHIL: 3%m%xmﬁ U3HU
A.T.H.. Monaxos M.1O,

1) 7
Penensent: 3amecTurTenb pyxonomn'gu/ PALL OO0 % /
.«

«Mudollentp» k.1.H. Bepruaesckuiit H.B

Ilporpamma paccmoTpena u ofobpeHna Ha 3acenanuy kadeaps: M3U

) ox A1.00.4 ‘m
ITporokon Ne j oT - V. j roja
3asemyrommit kaeapoit 1.1.H.. npodeccop ,\/“/? /M.IO. Monaxos/

'v

Paboyas nporpamMma paccMoTpeHa H oa00pena Ha 3aoezmmn y4eOHO-METOAHYECKOH KOMHCCHH

Hanpasnenus 10. 04 01 «ldn? aunQHHas Oe3zonacHOETH»
ITpotokon Ne 7?M ? 2 rona

[peacenarens xon\mccuu JLT.H.. ipodeccop /M.IO. Monaxos/
JIMCT NEPEYTBEPKJAEHHSA
PABOYEM MPOIPAMMBI JIHCHUILIMHBI

PaGouas nporpamma ojo6pena na 20 /20 yueOHBIH rojx

[TpoTokon 3acenanns kapenpsr Ne oT roaa

3aseayomuii kadeapoit J.T.H.. npodeccop /M.IO. Monaxos/
{®HO, noanucs)

Pabouas nporpamma o00pena na 20 /20 yueOHbIH roa

ITporokon 3acenanus Kadeaps Ne oT roaa

3asenytommit kadeapoii J.1.H., npodeccop /M.IO. Monaxos/__
(®HO, nomnucs)

Pabouyas nporpamma ono6pena na 20 /20 yueOHbIH rojt

[Tporokon 3acenanns Kapeapn N ot roja

3asenyrommii kadeapo# JLT.H.. npodeccop /M.IO. Mouaxos/
(®HO. noanucs)

Paboyas nporpamma ogobpena na 20 /20 yueOHbIH roa

[Tporokon 3acenanns kadeaps: Ne ot roaa

3aseayoumit kagenpoit _a.1.H.. npodeccop /M.IO. Monaxos/

(®HO, noanuce)
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JIMCT PETUCTPAILIMA UBMEHEHUM
B pab0OvyI0 IPOrpaMMy AUCIUTLTNHbI
3awuwennvle unghopmayuonnsie cucmemol
o0pa3oBaTeNbHOM MTPOrpaMMBbI HarnpaBiieHus: TOAroToBkH 10.04.01 Hnpopmayuonnas bezonachocmo

Homep BHeceHbl H3MEHEHUs B 4aCTH/Pa3Ielbl Hcnonuurensb OcHoBanue
V3MEHEHHS paboueii mporpaMmsI ®UO (HOMep H JiaTa MPOTOKOJIA
3aceaHus Kadeapsl)
1
2
3aBeayromuit kadeapoit /M.IO. Monaxos/

Tloonuce [)75(0]




