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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenbi0 OCBOGHUS AUCIUILTUHBI « Y IpaBlieHHe HH(POPMAIIMOHHON 0€301aCHOCTBIOY SBIISIOTCS
obecrieueHrne MOATOTOBKU CTYJIEHTOB B coOTBeTCTBHH ¢ TpeboBaHusmu ®I'OC BO 3++ u yuebHOTO
wiana no HanpaieHnio 10.04.01 «Mudopmaimonnas 6e30macHOCTH». B mporecce MOArOTOBKU
obOecnieunBaerca (OPMUPOBAHHE Yy CTYIACHTOB OOOOIIEHHOrO TMpEACTaBIeHUS 00 OCHOBHBIX
OPUHIUIIAX M BO3MOXHOCTSIX OOECIeYeHHUsl YIpaBlieHUs HH(OPMAIMOHHON O€30MacHOCThIO Ha
00BEKTE 3alUTHI.

B xone ocBoeHMs NUCUUMIUIMHBI IPOBOJUTCS O3HAKOMIIEHHWE CTYJEHTOB C MEXaHU3MaMu
CO3/IaHMSI CUCTEMBI yIpaBlieHUs HHPOPMAIIMOHHOI 0€3011aCHOCThI0, KOHTPOJIS 32 pabOTON CPeNCcTB
yopasinenuss (CYUDB) na mnpennpustun. PaccmaTpuBaeTcs MOHMTOPUHI U OLEHKAa PHUCKOB
yrpaBiieHUs: THPOPMAITMOHHOM 0€30MacHOCTHIO.

3aaveil TUCIUIUTHHEI « Y TIpaBiieHne NHPOPMAITMOHHON 0€30MIaCHOCTHIOY SBIISIETCS OCBOCHUE
MPUHILIMIIOB peaM3allMd M OCHOBHBIX IOAXOJOB K ONTHUMAJbHOMY YIIPABICHUIO Pa3IUYHBIMU
MeXaHM3MaMH HH(POPMAIIMOHHONW O€30IMacHOCTH B  aBTOMATHU3MPOBAHHBIX HH(POPMALMOHHBIX
cuctemax (AUC). B mporecce 0CBOCHUS AUCUUTUIMHBI U3YYAOTCS CIIEIYIOIIHE BOMPOCH: OCHOBHbBIE
PYKOBOJSAIINE JOKYMEHTHl M TOKa3zaTenu S(P(GEKTUBHOCTH CHCTEMBI 3alluThl HH(GOpPMAINU;
KOMIUIEKCHBIH moaxon K obOecrneuenuto Wb; menu, ctparermu ¥ moiauTHKa WHGOPMAIMOHHOMN
0€3011aCHOCTH; OPTaHU3alMOHHBIC ACTIEKTHI HH()OPMAIIMOHHOW 0€30MaCHOCTH; (DYHKIMH yIIPaBICHUS
MH(GOPMALIMOHHON 0€30MacHOCTBhIO; TMPOIECCHBIN MOAXOM JUIsl ympaBieHHs WHGOPMAIMOHHON
0€30IIaCHOCTBIO; CHUCTEMa OTBETCTBEHHOCTH B 00jacTh HMH(OPMAIMOHHON O€30MacHOCTH;
OLICHMBAaHHE pHUCKa B HH(POPMAIMOHHBIX CHCTEMaX Ha OCHOBE OOBEKTUBHBIX OLEHOK IS
MOBBILICHUS IOCTOBEPHOCTU IIPU pacdeTe HKCHEPTHHIX OLEHOK; OOBEKTHUBHAs CTOMMOCTHAs OLIEHKA
npelcKa3aHus BeIHUMHBI yiiepOa otr HapyumeHuid 6ezonacHoctu UP; onenuBanue > peKTuBHOCTH
WHBECTUIUI U ONTHUMAJIbHBIA BBIOOP CPEICTB U KOMIUIEKCHOW CHCTEMBI 3aIIUTHl MH(GOpMAINH,
ONTUMAJIFHBIA BBIOOP CPENICTB KOMIUIEKCHONW CHCTEMBI 3aIMThl MHPOPMAIIMU OT BO3MOXKHBIX YIpo3
UH(POPMALMOHHON 0€30MacHOCTH; KOHILICMIIHS MPOBEICHHsI MEHEDKMEHTa PUCKa Ha MPEANPHSTUH,
MporpaMMHBIE CpEACTBa JiA MPOBEACHUSA ayAuTa HHPOPMAIMOHHOW O0€30MacHOCTH; KOHIICTIIHS
IIOCTPOEHHUS CUCTEMBbI 0€30IIaCHOCTHU MPEANPUATHS; OCOOCHHOCTH IPUMEHEHHUS CPEICTB 3AIIUTHI IS
oOecrieyeHHss 0€30MAaCHOCTH CUCTEMbI 3JEKTPOHHOTO JIOKYMEHTOOOOpOTa; IpPaBOBbIE OCHOBBI
JESTEIBHOCTH CITyObl 0€30IaCHOCTU MPEAIPUATHS; METOIMKA TPOEKTUPOBAHUS OpraHU3aI[MIOHHOM
CTPYKTYpBI CITy>KObl 0€30MaCHOCTH; OpraHM3alus CIyXObl 3alUThl MH(OpMAIMM; YIpaBIeHHUE
CITy>k0011 0€301acHOCTH MPEINPUATHs, paboTa ¢ KaJpaMu; TPEOOBAHUS K CHEIIHAIMCTAM I10 3alUTe
UH(pOpMalLMK, OpraHu3aiys 00yueHHs! CIIEIMAINCTOB 110 3aIUTe HH(OPMAIIHH.

3amaueil AUCIUIUIMHBI TaKXKe SIBIISIETCS OBJIa/ICHIE HaBBIKAMH MPAKTHYECKOW NESTETHHOCTH B
001acTH MOJENUPOBAHMS U aHalu3a TEXHUYECKUX CPEACTB YHpaBieHHUs HH(OPMAIIMOHHON
6e3omacHocThio B AVIC u cimyx60if 0e30macHOCTH Ha MPEANPUSATHH C HCIOJb30BAaHUEM CPENICTB
BBIYUCIUTENILHOW TEXHMKH, YMEHHE HCIOJb30BaTh COOTBETCTBYIOIIEE CIEUATN3UPOBAHHOE
pOrpaMMHOE 0OecTieueHue.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuruimHa «OCHOBBI yHpaBieHuss HWH(GOPMAMOHHON O0€30MacHOCTbI0» OTHOCUTCS K
obs3arenbHON Yacth biioka B1 (kox 51.0.06). B yueOHOM miaHe mpeayCMOTPEHBI BHIbI yUeOHOM
NEeSITeTbHOCTH, O00ECIeUMBAIOLINE CHHTE3 TEOPETUUECKUX JIEKIMH, NPaKTHUECKUX 3aHATHH H
CaMOCTOSITENIbHOW paboThl CTyAeHTOB. Kypc TECHO B3aWMOCBS3aH C JPYTHMH TUCIHUILTHHAMHA
JTAHHOTO LIUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUITJINHE
[Tnanupyembie pe3ynbTaThl OOyYEeHHs] TO JAUCIHMIUIMHE, COOTHECEHHBIE C TUTAHHPYEMBIMHU
pesyabTaTtamu ocBoeHust OIIOII (koMneTeHIMAMU U UHANKATOPAMH JTOCTUKEHUSI KOMITETEHIIN )
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dopmupyemble ITnanupyemsle pe3ysbTaThl 00yUeHHUS 10 AUCLIMIUIMHE, B Haumenoanue
KOMITETCHLINU COOTBETCTBHH C MHAMKATOPOM JTOCTHKEHUSI KOMIETEHIUU OLIEHOYHOTO
(xox, conepxanue Wunnukatop PesynpTarel 00y4yeHUs IO TUCIUTUINHE cpencrsa
KOMITETEHITUH ) TMOCTYDKEHIS
KOMIIETEHIIN Y|
(00,
codepaicanue
UHOUKAMOPQ)
VK-2.1.1 3HaTh 3TAIbl JKH3HEHHOTO IUKJIA POCKTA,
IPUHIMIIEL (POPMHUPOBAHUS KOHLETILUH [TPOEKTA
B paMKax 0003Ha4eHHOW TPOOIJIEMBbI, OCHOBHBIE
TpeOOBaHUs, MPEIbIBISEMBbIE K TPOSKTHOM
paboTe ¥ KpUTEPUU OLIEHKH PE3YJIbTAaTOB
YK-2 Crocoben MIPOEKTHOM NIESATEILHOCTH
YIPaBIATh YK-2.2.1 YMeTh pazpabaThiBaTh KOHLEHIIUIO IPOEKTA, KP
IIPOEKTOM Ha BCEX bopmynupys nenb, 331241, AKTYaJIbHOCTb, TecroBble
JTarax ero 3HaYMMOCTh (HAay4YHYI0, IPAKTUYECKYIO, BOIIPOCHI
YKU3HEHHOTO IHKJIa METOANYECKYIO H MHYIO B 3aBHCUMOCTH OT THIIA
MIPOEKTA), OKUAaeMble PE3yIbTaThI U
BO3MOXHbBIE C(hepbl UX TPUMECHEHHSI
YK-23.1 Brnaners HaBBIKAMU COCTABJICHUSI IIaHA
peanu3anuy NpoeKTa U KOHTPOJIS eTo
BBINIOJTHEHHUS
YK-3.1.1 3HaTh METOJBI YIIPABJICHUS U OPTaHU3AIUN
KOMaHJJHOH paboThl, OCHOBBI CTPATETHUECKOTO
TUTAHUPOBAHUS pabOThI KOJUIEKTHUBA JUIS
JOCTHKEHMS IOCTABJICHHOM LIeNTU
YK-3 Cnocoben
YK-3.2.1 YMeTh pazpabaTeiBaTh KOMaHIHYIO CTPATETHIO,
OpraHu30BaTh U
OpraHU30BBIBaTh PabOTy KOJUIEKTHBA,
PYKOBOIUTH
. pa3pabaTeIBaTh MEPOIIPUATHS 110 INYHOCTHOMY,
paboTON KOMaH/IBI, KP
o0pa3oBaTenbHOMY U MTPOGECCHOHATEHOMY
BbIpaOaThIBas ocT TecToBBIE
KOMaHJHYIO POCLY BOIIPOCHI
VK-3.3.1 BnaneTs HaBBIKAMU IMOCTAHOBKU IETH B
CTpaTETHIO IS .
YCIIOBHAX KOMaHJOH paboThl, criocobaMu
JOCTIDKEHHUS » N
. yIpaBJIeHUs] KOMaHJHOH pabOoTOoM B peIIeHUH
MOCTaBJICHHOH LIeNn
MOCTaBJIEHHBIX 33/1a4, HABBIKAMH MTPEOJIOJICHUS
BO3HHKAIOIIUX B KOJUIEKTHBE Pa3HOTIIACHH,
CIOPOB ¥ KOH(JIMKTOB Ha OCHOBE y4eTa
WHTEPECOB BCEX CTOPOH
OIlK-3.1.1 3HaTh OCHOBHBIC MEXaHU3MbI HH()OPMAIUOHHOM
0€30MaCHOCTH U THIIOBBIE IPOLIECCHI
YIpaBJICHUS STUMUA MEXaHU3MaMH B
ABTOMATU3HPOBAHHOM CHCTEME
OIIK-3 Criocoben | OIIK-3.1.2 | 3HaTh OCHOBHBIE YTPO3bI OE30MACHOCTH
pa3pabatbIBaTh MH(POPMAaLUK U MOJIEIH HapYLIUTEINS B
HPOEKTHI MH(POPMALIMOHHBIX CHCTEMAX
opranuzanonHo- | OIIK-3.1.3 | 3HaTh npuHIUIE POPMUPOBAHUS TOJIUTHKH KP
pachopsiAUTENbHBIX WHPOPMAIMOHHOHN 0€30MaCHOCTH B TecToBbIE
JOKYMEHTOB I10 MH(QOPMALMOHHBIX CHCTEMAX BOIIPOCHI
obecneueHuro OIIK-3.1.4 | 3HaTb OCHOBBI TEOPHH PUCKOB
UHGOPMAIUOHHOM HHGOPMAIMOHHOM 0€30MMaCHOCTH; OCHOBHBIC
0e3onmacHoOCTH MOJIEIIN, CTAaHJAPTHl 1 HOPMATUBHO-

paciopsIUTENbHbBIE JOKYMEHTHI
rOCYyJapCTBEHHBIX PErYISATOPOB 10 BOIIPOCAM
yIpaBJICHUs MTpoIieccaMu 00eCTIeYeHUS
MHGOPMAITMOHHON 0€301MacHOCTH
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OIIK-3.1.5

3HaTh UICTOYHUKH U KIIACCU(PUKAITISI YTPO3
MHPOPMAILIMOHHON 0€30MaCHOCTH

OIIK-3.1.6

3HaTh METO/IBI ATTECTALIUU YPOBHS
3aIUIICHHOCTH HHPOPMAITHOHHBIX CUCTEM

OIIK-3.1.7

3HaTh OCHOBHBIE METO/IbI YIIPABICHUS
MH(POPMALMOHHON 6€30MaCHOCTHI0

OIIK-3.1.8

3HaTh OCHOBHEIC MMPUHIOMUIIBI OpraHru3aluu
TEXHUYCCKOI'O, IIPOrpaMMHOI'O U
I/IH(bOpMaHI/IOHHOI‘O obecreueHus 3alllUIICHHBIX
I/IH(bOpMaHI/IOHHI)IX CHUCTEM

OIIK-3.1.9

3HaTh MPUHIUTH (YHKITHTOHUPOBAHUS
ABTOMATH3UPOBAHHBIX CHCTEM TMOJICPIKKU
JIOKYMEHT0000poTa 1 nX 6e301acHOCTH

OIIK-3.1.10

3HaTh OCHOBHBIE CPEJCTBA U CIIOCOOBI
obecnieueHnss HOOPMAITHOHHOM 06€301TacHOCTH,
TIPUHIIMITBI TOCTPOCHUS CHCTEM 3allIHThI
HHpOpPMaIIH

OIIK-3.2.1

YMeTb co3aBaTh HOpMaIbHBIE MOJICITH
yIpaBICHHUS] IPOLIECCAMH 00ECTICUCHUSI
WHQOPMAIMOHHON 0€30MaCHOCTH

OIIK-3.2.2

YMmern MMPOrHo3nupoBaTh COCTOSAHUEC
MH(POPMAITMOHHOW 0€301TaCHOCTH 00BEKTA
3aIIMTH HA OCHOBE MCIOJIB30BAHUS TCOPUH
PHCKOB

OIlK-3.2.3

YMeTh KinaccuuIMpoBaTh 3alUIaeMy 0
WH(OPMAITUIO 11O BUIAM TalHBI U CTETICHAM
KOH(UACHINATBHOCTH

OIIK-3.2.4

YMeTh CTPOUTH CHCTEMBI 00ECIICUCHUS
MH(GOPMAITMOHHOW 0€30MTaCHOCTH B Pa3ITUIHBIX
YCIOBUSIX (PyHKIMOHHPOBAHUS 3aIINIIAEMBIX
WHQOPMAITMOHHBIX CUCTEM

OIlK-3.2.5

YMeTh KiaccuuIMpoBaTh U OIIEHUBAThH YIPO3bI
MH(POPMAITMOHHOW 0€301MaCHOCTH AJIsT 00BHEKTa
WHPOpPMATH3AIMU

OIlK-3.2.6

YmeTts pa3pabaTeiBaTh MOJIETH YTPO3 U
HapymuTesneld nHGpopMaIMOHHOW Oe30MacHOCTH
MH(QOPMALMOHHBIX CUCTEM

OIIK-3.2.7

YMeTs pazpabaTbIBaTh YaCTHBIE HOJIUTHKU
WHPOPMAIMOHHOHN 0€30MaCHOCTH
MH()OPMALIMOHHBIX CUCTEM

OIIK-3.2.8

VYMeTh KOHTPOIUPOBATh (Y (PEKTUBHOCTH
IMMPUHATBIX MEP MO pCain3aliu YaCTHbIX
MOJUTUK NHPOPMAIIMOHHOM O€30MacHOCTH
MH(POPMALMOHHBIX CHCTEM

OIIK-3.2.9

VYMeTh oleHnBaTh MHGOPMALMOHHBIE PUCKH B
WHQOPMAIIMOHHBIX CHCTEMaX

OIlK-3.2.10

YMeTh pa3pabaTeiBaTh MPETIOKESHUS 110
COBEPILECHCTBOBAHUIO CUCTEMBbI YIIPaBICHUS
MH(POPMAaLMOHHON 0€30MaCHOCTHIO
WHPOPMAITMOHHBIX CHCTEM

OIlK-3.2.11

YMeTh COCTaBIATh aHATUTHIECKHE 0030PbI 110
BoIpocam obecrieyeHrs: HHHOPMAIIMOHHOM
Oe3omacHOCTH HH(GDOPMAIIMOHHBIX CUCTEM

OIlK-3.2.12

YMeTb 000CHOBBIBATH IPUHIIMIIBI OPTraHU3aIuU
TEXHUYECKOT0, IPOIrPaMMHOTO U
nHpopmManmoHHoro obecneuenus b
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OIIK-3.3.1 | BiageTb OCHOBHBIMH CHCTEMHBIMU TIOAXO0JJAMH
K OTIpeJICJICHUIO Lesel, 3aja4 00ecreueHus
nH()OPMAITMOHHON 0€30TTaCHOCTH B
ABTOMATH3HPOBAHHBIX CHCTEMAaX

OIIK-3.3.2 BnaneTs OCHOBHBIMU HaBBIKAMH ITOUCKA
UH(POPMAITUH O COBPEMEHHBIX U
MEPCICKTHBHBIX METOIAX 00CCTICUCHHS
nH()OPMAITMOHHON 0€30TTaCHOCTH B
aBTOMATHU3MPOBAHHBIX CUCTEMaX M MOKMCKA
WUCTOYHUKOB CHENUATLHON HH(OpMAIIHHY,
HeoOXxoauMor B TIpodeccHoHaATBHON
JICSATEIILHOCTH

OIIK-3.3.3 | Brnagets HaBbIkaM# (YOPMHUPOBAHUS KOMILIEKCA
Mep (MPUHITUIIOB, TPABHJI, TIPOLIEAY],
MPaKTUYECKUX PUEMOB, METOJIOB, CPEIICTB) JIJIS
3anuThl B MAC uH(pOpManmu orpaHn4eHHOTO
JIOCTyTa

OIIK-3.3.4 | Brnagerp HaBBIKAMH YIPABICHHS MTPOIECCOM
pa3paboTKH MOAEICH yrpo3 U MoJienei
HapyHIMTEIs 0€30IaCHOCTH KOMIIBIOTEPHBIX
cUCTEM

OIIK-3.3.5 | Brnagerp HaBBIKaMU OpraHU3AIMH MTPOIEcca
pa3pabOTKH YacTHBIX MOJUTUK 0E30MaCHOCTH
KOMITBIOTEPHBIX CUCTEM, B TOM YHCJIC MOJIUTHK
YIpaBJICHHUS JOCTYIOM ¥ HHPOPMAITUOHHBIMH
MOTOKaMHU

OIIK-3.3.6 | Bragets MeToaMu ynpaBieHHs
MH(POPMAITMOHHON O€301TaCHOCTHIO
WHPOPMAITMOHHBIX CHCTEM

OIIK-3.3.7 Brnagets MeToamMu OIICHKH MH()OPMAIMOHHBIX
PHUCKOB

OIIK-3.3.8 Bnagets MeToiaMu opraHu3alyy U yIpaBiIeHUs
JIeSITeTIbHOCTBIO CITYKO 3aluThl HH)OpMAaIn
Ha TPENPUATHI

OIIK-3.3.9 | Biagets HaBbIKaMH yNpaBlieHHs
WHPOPMAITMOHHON 6€30MAaCHOCTBIO MPOCTHIX
00BEKTOB

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

pr'I[OCMKOCTB JUCIUILIMHBI COCTABJIACT 9 3aueTHBIX CAWHUIIEI, 324 gyaca
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TemaTHyecKUi mJiaH
(hopma o0yueHusi — ouHasi

/11

HaunMmenoBauue teM w/vinu
pasmesoB/TeM TUCIUTLTAHBI

oOyJaronuxcs

pabOTHHKOM

C ICAar oru9€CKuM

KonrakTHas pabora

Cemectp
Henens cemectpa

Jlekiun
JlaboparopHsie pabOTHI

6 popme npaxmuueckou

n0020MOBKU

CaMocTosTenpHas

paborta

Dopmbl
TEKYIIEro
KOHTpPOJIA

YCIIEBaEMOCTH,
hopma
IIPOMEKYTOUHON
aTTecTaluu
(no cemecmpam)

Pazpnea 1. ITapagurma cucteMbl
yIpaBieHus HH)pOPManOHHON
0€301acHOCTBIO.

™| TIpakTudeckue 3aHATUS

Paspnean 2. IIporeccHblil TOAX0I B
yHpaBIeHUN HHPOPMAITHOHHOM
0€30IacHOCTHIO.

Paznen 4. OuenuBanue prcka B
WHPOPMALMOHHBIX CHCTEMax Ha
OCHOBE OOBEKTHBHBIX OLIEHOK IS
MOBBIIICHHS JTOCTOBEPHOCTH TIPH
pacuere IKCIEPTHBIX OIIEHOK.

Pasnen 4. Anroputm pacyera
00BEKTUBHON BEPOATHOCTH
peanu3anuil HeOJIaronpusTHHIX
COOBITHI B KOMITBIOTEPHOMN
cucTemMe

Paszgen 5. O0ObekTHBHAS
CTOMMOCTHAsI OlLIEHKa
MpeCcKa3aHus BEIMYMHBI yepoa
oT HapymeHui 6e3onacaoctu UP.

Paznen 6. Anroput™m QuibTpa
Kanmana. Ciryqaii B3auMHO-
KOPPEIUPOBAHHBIX [IIYMOB
JUHAMHUKH U U3MEPHUTEIS

PelTuHr-KOHTPOIBL
Nel

Pa3pen 7. OuenuBanue

3¢ (HEeKTUBHOCTH WHBECTUIIUN U
ONITUMAJIBHBIA BHIOOP CPEJCTB ISt
KOMIUIEKCHOM CHCTEMBI 3aI[UTE
WHPOpPMAIINH.

Pazgen 8. OnTuManbHbIH BEIOOD
CPEJCTB KOMITJIEKCHON CHCTEMBI
3amuTHl THPOPMAIUX OT
BO3MOXKHBIX yrpo3 Ub.

Pazgen 9. OntumanbHbIH BEIOOD
CPEJICTB KOMIUIEKCHOM CHCTEMBI
3aIUTHl KHPOPMAIUU OT
BO3MOXHBIX yrpo3 Ub. Meronnka
pelIeHns 3aa4u.




10

Pasznen 10. Meronmonorus
MEHE/PKMEHTA PUCKa.

11

Paszgen 11. Konnennus
MIPOBEACHIS MCHEKMEHTA PHCKa
Ha MPEANPUATHH.

12

Pa3zpnen 12. Metoauka
MIPOBEJICHUSI ayIuTa
HH(POPMAITHOHHONW O€30IaCHOCTH
Ha TPEIPUATHH.

PelTuHr-KOHTpOIBL
Ne2

13

Pa3zpnen 13. Opranuzamus u
npoBeneHwus pabot mo ayauty Ub
Ha NPEeIIPUSITHH.

14

Pa3nen 14. BeipaGoTka
peKOMeHIaIuil ¥ MOATOTOBKA
OTYETHBIX JJOKYMEHTOB ayIUTa
Wb na npeanpusituu.

15

Paznea 15. IIporpammusie
CpEeICTBa [UIsl MPOBEICHMS ay IUTa
HH()OPMAITMOHHONW 0€30IaCHOCTH

16

Paznea 16. IIporpammusie
CpeAcTBa JUIs IPOBEICHUS aynTa
nH(GOPMAITMOHHOHN 0€301TaCHOCTH.
Cucrema CRAMM.

17

Paznea 17. lIporpammusie
CpeAcTBa JUIs IPOBEICHUS aynTa
nH(GOPMAITMOHHOHN 0€301TaCHOCTH.
Cucrema KOHIOP.

18

Paznes 18. [Iporpammusie
CpeZAcTBa Ul MPOBEICHUS ayauTa
nH(GOPMAITMOHHON 0€301TaCHOCTH.
Hcnons3oBaHue CETEBBIX
CKaHEpOB.

PelTuHIr-KOHTPOIBL
Ne3

Bcero 3a 9 cemectp:

36

36

36

Jk3ameH (36)

19

Pasnea 1. Konnenmus
MIOCTPOCHUST CUCTEMBI
0€301MaCHOCTH IPEATIPHUSITHSL.

20

Paszpen 2. KonuenryanbHble
MOJIEJIH KOMIIOHEHTOB CHUCTEMBI
0€301aCHOCTH MPEIIPHUSITHS.

21

Pasaen 3. OcoOennocTr
MPUMEHEHUS CPEJICTB 3aIUTHI JJIs
obecrieuens 0€30MacHOCTH
CUCTEMBI 3JICKTPOHHOT'O
nokymenroobopora (CO/I).

22

Paszpnen 4. Kontpoinb
menoctHocT 006ekToB CO/I.

23

Paspgen 5. 3ammra JaHHBIX B
00JIauHBIX cHCTEMaX PabOTHI ¢
3JIEKTPOHHBIMH JJOKYMEHTaMH

CO/IL.

24

Pa3pnen 6. [IpaBoBbie OCHOBBI
JEeSTETLHOCTH CITYKOBI
6€30MacHOCTH TPEATPHUATHSL.

PeldTuHI-KOHTPOIbL
Nel




25 | Pazgen 7. Opranu3aiiioHHOE 2 7 2 2 4
MPOCKTUPOBAHHE JIESTEIILHOCTH
ciryx0bI 6e30macHOCTH
MPEIIPUSITHS.

26 | Pasgen 8. Metonuka 2 8 2 2 4
MPOCKTHPOBAHHSI
OpraHU3aIllMOHHON CTPYKTYPhI
CHCTEMBI YIIPABJIEHHS.

27 | Pa3nen 9. Ctpykrypa u GyHKUIUH 2 9 2 2 4
CirykO0bI 0€301MacHOCTH
MPEIIPUSITHS.

28 | Pazgen 10. [Toctpoenue 2 10 2 2 4

CTPYKTYpPHOU CXEMBI yIpaBICHUS
ciryx00i1 6e30macHOCTH
HpEANpPUSITHSL.

29 | Pazgen 11. [loapasnenenus 2 11 2 2 4
Ciryk0bI 0€301MacHOCTH
TPEANPHUSITHSL.

30 | Pazpmea 12. Opranuzanus cayx0sl | 2 12 2 2 4 PeiTUHT-KOHTPOIIB
3alUThl UHPOPMAIIHH. No2

31 | Pa3zmen 13. OpranuzainuoHHO- 2 13 2 2 4
texHuyeckue meponpusitusi C3H.

32 | Paznen 14. PykoBoauTenb 2 14 2 2 4
CITy>KOBI 3aIUTHl HHPOPMAIIH,
ero mnpasa ¥ 00s3aHHOCTH.

33 | Pa3znen 15. Yopasnenue ciryx06oii | 2 15 2 2 4
0€30IacHOCTH MPEIIPUITHS
(CBID).

34 | Pazgea 16. O0ecrieuenne 2 16 2 2 4
JeSITEITBHOCTH CITYKOBI
0€30IaCHOCTH.

35 | Paznmexn 17. [log6op, pacctaHOBKa 2 17 2 2 4
1 00yYeHHE COTPYIHUKOB
CITy>KOBI 3aIUTH UHPOPMAITUH.

36 | Pazmen 18. TpeGoBanus k 2 18 2 2 4 PeiTHHr-KOHTPOIIb
CIHENUATIUCTAM TIO 3aIUTE Ne3
WHPOpPMAIINH.

Bcero 3a cemectp «A»: 180 36 36 72 Ox3ameH (36)
Haauuue B nucnumiude KII/KP IA (2)
HToro mo TucuMminHe 324 72 72 108 Ix3amen (36)
Ox3ameH (36)
KypcoBasn
padoTta

Copep:xkaHue JTeKIHOHHBIX 3aHATUH N0 JUCHMILINHE
Cemectp 1
Pazgen 1. Ilapagurma cuctembl ynpasieHMs HH(GOpMAMOHHOM Oe3omacHOCThiO. Ponb
nH(popmanmoHHoM Oe3omacHoCTH, Kak nporecca. [{ukn [lyxapra—/emunra.
Pazgen 2. [IlpomeccHplii mOaXoA B YHOpPaBICHUHM HUHPOPMALMOHHOM  OE€30MaCHOCTHIO.
JIOKyMEHTHPOBaHHOCTH CUCTEMBI yIpaBJiIeHUs nH(OPMaLMOHHON 0€3011aCHOCTHIO.
OpraHu3allMOHHO-TEXHUYECKHEe  TpeOOBaHMA  CHUCTEMbl  yHpaBieHUs  HMH(OPMAIMOHHOMN
0€30MaCHOCTHIO.
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Pa3nen 4. OnennBanue prcka B ”HQOPMAIIMOHHBIX CHCTEMaX Ha OCHOBE OOBEKTHBHBIX OIICHOK IS
MOBBILICHUS IOCTOBEPHOCTH MPU pacyeTe SKCIEPTHHIX OLIEHOK.

Pa3nen 4. Anroputm pacuera 0ObeKTUBHOW BEPOSTHOCTH pealn3auii HeOIaronpusaTHBIX COOBITHI B
KOMITBIOTEPHOU CUCTEME

Pa3gen 5. OObeKkTHBHAs CTOMMOCTHAs OLIEHKA MpEJCKa3aHHs BEIWYMHBI yiiepOa OT HapyIIeHUi
6e3onacHoctu MP. I'pynmbl KoHTpoJIel 0€301acHOCTH

Pazgen 6. Anroput™m ¢unbrpa Kanmana. Cinydail B3aMMHO-KOPPETHUPOBAHHBIX IIYMOB JTWHAMHUKH U
U3MEpUTEIIS

Pazgen 7. OuenuBanue 5((HEKTUBHOCTH HMHBECTHIMA W ONTHUMAJIbHBIA BBIOOD CPEICTB IS
KOMIUIEKCHOW CHUCTEMBbl 3aluThl WHGOpManuu. AHAIW3 3alIUIIEHHOCTH HH()OPMAIIMOHHBIX
PECYPCOB MIPEANIPUATHS.

Paznen 8. OntumanpHBIE BBIOOP CPEACTB KOMIUICKCHOHW CHCTEMBI 3aIlMThl HWH(OpManud OT
BO3MOXHBIX yTpo3 HHPOPMALMOHHOM Oe3omacHocTH. [TocTaHOBKA 3a1a4n.

Paznen 9. OntumanbHBIE BBIOOP CPEACTB KOMIUICKCHONW CHCTEMBI 3aIllUThl HWH(OpMAud OT
BO3MOXHBIX YTp0o3 HHPOPMALIMOHHOHN Oe30macHOCTH. MeToanKa pereH s 3a1a4u.

Pa3znen 10. Merogosnoruss MeHemkMeHTa pucka. OCHOBHbIE MOHSTHS YIPABICHUS PUCKOM Ha
npeanpustiud. [[puHIUIIBI yIIpaBIeHUs PUCKOM Ha IPEANPUITHH.

Pa3znen 11. Konuenmus mnpoBeneHUss MEHEIKMEHTa pucka Ha mnpeanpustud. [Iporecc puck-
MEHEKMEHTA Ha TIPEANPUITHH.

Pa3nen 12. Meronuka npoBefieHHs ayiuTa UHPOPMAIIMOHHOM 6€30MacHOCTH Ha MpeanpusaTuu. Tpu
noaxoqa K nposencHuio ayauta Ub. 3amaum u comepkanme paboT mpu mposeacHun ayaurta Kb.
[ToaroroBka npeanpusTuil k nposeaenuto aynura Ub. [lnanupoBanue npouenypst ayaura Ub.
Pa3znen 13. Opranuzauus u npoefeHus pador no ayaury Wb Ha mpennmpustun. Anroputm
NpoBeJeHUs ayauTa Oe3omacHoCTH mpeanpustus. Ilepeuens U cucremMaTH3anus JaHHBIX,
HEOOXOAMMBIX ISl poBeaeHus ayauta b na npennpusarun.

Pa3znen 14. BripaGoTka pekoMeHIAlMii M MOATOTOBKA OTYETHBIX AOKyMeHTOB ayauta Wb Ha
npeInpusITHH. DKOHOMHUYECKas OlleHKa obecrnieuenus Vb mpenmpusitus.

Pa3znen 15. [Iporpammubie cpeicTBa Ans NMPOBENCHHS ayauTa MH(QOPMAIMOHHOW 0e30macHOCTU
CpaBHUTENBHBINA aHATTU3 BUJIOB UCIIOJIB3YEMBIX ITPOTPAMMHBIX MPOJAYKTOB.

Pa3znen 16. IIporpammHbie cpeiacTBa Uisl MPOBENEHUs ayauTa WH(DOPMALMOHHOW O€30MaCHOCTH.
Cucrema CRAMM.

Pa3znen 17. IlporpammHbie cpeAcTBa JUisl MPOBENEHUs ayauTa WH(DOPMALMOHHOW OE30MaCHOCTH.
Cuctema KOH/IOP.

Pa3znen 18. IIporpammubie cpeiacTBa IUIsl MPOBEACHUS ayauTa MH(POPMAIIMOHHOW OE30MacHOCTH.
Hcnonp30BaHnE CETEBBIX CKAaHEPOB.

CemecTp 2

Pazgen 1. KoHuenuus NOCTpoeHUsI CUCTEMBI 0€30MacCHOCTH MpEeANpHATHA. 3amuTa HHPOpMaLUU B
cuctemMe 0€30MacHOCTH MPEAIPUITHS.

Pazgen 2. KonuentyanbHble MOJIETH KOMIIOHEHTOB CHCTEMbI O€30MacCHOCTH MPEANPHUSTHUS.
[TpyHLIMIIBI TOCTPOEHUS CUCTEMBI 0€30IaCHOCTH MPEAIPUITHS.

Pazgen 3. OcobeHHOCTH NMPUMEHEHMs CPEICTB 3aLIUTHI A obecrieueHust 6€30MacCHOCTH CUCTEMBbI
ANEKTPOHHOTO AoKyMeHTooOopoTa (CO/I). CpenctBa 3amuThl HHPOPMANUU. YTIPABICHUE JOCTYIIOM
B 3ammuieHaoi CO/I.

Pa3znen 4. Konrtponbs nenoctHoctu o0wvektoB COJI. Kpunrorpadpuueckue cpenctBa M METObI
3alUThl MHQOpPMAMM M TMepcoHaNbHBIX JaHHBIX B COJI. MexcereBoe 53KpaHHUpOBaHHE U
aHTUBUpPYCHAs 3a1uTa i odbecriedenus 0ezonacHoctu CO/I.

Pazgen 5. 3ammra n1aHHBIX B 00JAUHBIX CHCTEMax PabOTHI C AIIEKTPOHHBIMH JokymMeHTamu CO/I.
be3onmacHOCTh MOOWJIBHBIX YCTPOWCTB, mpuMeHseMmblx B COJI. 3ammra MaHHBIX Ha CETEBOM H
TPAHCIIOPTHOM YPOBHE.

Paznen 6. [IlpaBoBble OCHOBBI  JI€ATEIBHOCTH  CHYKObl ~ O€30MACHOCTH  MPEIIPUSITHSL.
OpraHu3anOHHO-(YHKIIMOHAIbHBIE JIOKYMEHTBl CHUCTEMbl O€30MacHOCTH MNpeanpustus. Bumipb
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HOPMATUBHBIX JIOKYMEHTOB. JIMIIEH3UpOBaHWE BHUAOB JEATEIBHOCTH CIYXObl 0€30MacHOCTH
npennpusatus. PexkomeHganmuu mo pa3paboTKe YCTaBHBIX JOKYMEHTOB CIY>KObl 0€30ImacHOCTH
NpEANPUITHS.

Pa3nes 7. OpranuzaiioHHOe IPOEKTUPOBAHUE JIEATEIHHOCTH CIIYKObI 0€30MaCHOCTH MPEAIPHUITHS.
OCHOBBI OPraHM3aLMOHHOIO IMPOEKTUPOBAHUS CUCTEM yINpaBieHUs. MeToauka NpOoeKTUPOBAHUS
(GYHKIIMOHATIBHOTO CO/IEP KaHUS YIPABIECHYECKON AESITETbHOCTH.

Paznen 8. Mertoauka NpOEKTHUPOBAaHUS OPraHU3ALMOHHOM CTPYKTYpPbhl CHUCTEMBI YIIPaBJICHHUS.
Metoauka opopMIIEHHS OCHOBHBIX JOKYMEHTOB OPraHU3allMOHHOTO MTPOEKTa CUCTEMBI YIIPABICHHUS.
Paznen 9. Crpykrypa u GyHKIUH CIoyKObl Oe3omacHocTH mnpeanpustus. CocraB  CIyx Obl
6e3omacHocTH npeanpusaThs. OcCHOBHbIE PYHKINHU CITyKObI 0€30MaCHOCTH MPEIIPUSITUS.

Pa3nen 10. [TocTpoeHne CTPYKTYPHOIH CXEMBI YIPABIEHUS CITyKO00i 0€30MaCHOCTH MPEAIPUSITHS.
Paznen 11. Ilogpasnenenus ciyxObl OezomacHocTd mpeanpusatus. llogpasaeneHus pexuma u
oxpanbl. llogpasneneHne WHPOPMALMOHHO-AHATUTUYECKON NEATEIBHOCTH. PEXMMHO-CEKpEeTHOE
nonpaszaenenue. [logpasneneHre HHKEHEPHO-TEXHUUYECKON 3alUThI.

Pa3nen 12. Opranuzanus cinyx0b1 3amutel nHGopmaruu. Coznanne C3U. Crpykrypa C3U.

Paspnen 13. OpranuzaunoHHo-TexHuueckue mepornpusitus C31.

Pa3znen 14. PykoBoauTenb CiykObI 3alIUThl WH(DOpPMAIMH, €r0 MpaBa M 00sS3aHHOCTH. MeToauka
pa3paboTKU AOKHOCTHBIX MHCTPYKIMN I CIICIUAIHNCTOB 110 3alIuTe HH(pOpMaLiH.

Pa3nea 15. Ynopasnenue cinyx6oii 6e3onacuoctu npeanpustas (CBIT). Meronsl ynpasnenus: CBIIL.
®ynkuuu nporeccos yrpasieHus CIIb. [Ipunnune! ynpasnenus CBIIL.

Pa3zgen 16. OGecrieueHne AeATEIBHOCTH CITy>KObI 0€30IacHOCTH. YTIpaBiieHHE Oe30MacHOCTHIO
MOPEINPUATHS B KPUSUCHBIX CUTYAIIHSIX.

Paznen 17. Ilonbop, pacctaHOBKAa M OOy4YE€HHE COTPYAHHKOB CIY>KObI 3amuThl HHMOpMaluu. Pob
nepcoHaa B cucrteMe 3auuThl nHpopmanuu. Ponb mepcoHana B cucreMe 3aluThl MH(OpMALIUU.
Hab6op u ot6op nepconana B CBII.

Pa3znen 18. TpeGoBanusa k coenuanuctam 1o 3ammure uHpopmanmu. Opranuzauus oO0ydeHHS
CHEeNHMATNCTOB MO 3amure uHpopMmanuu. TpeOoBaHMsS K HAYAIBHUKY CIYXObI 0€301MacHOCTH
npennpusatus. HoBble NOAXOABI K KagpoBOMY OO0ECIEUEHUIO CIYKObl HH(OPMAIMOHHOM
0€30MacCHOCTH MPEATIPUATHSL.

Conepmaﬂue NPAKTHYC€CKHUX 3aHATHH MO JUCHUILINHE

Tembl npakTHUecKHUX 3aHATHI 1 cemecTp

IIpakTnueckoe 3ansaTue Nel. Vzydyenue napamMeTpoB MH(YOPMAITMOHHBIX CUCTEM U ITOKa3aTesei
KayecTBa CUCTEM 3allUThl HHOPMAIUU NPEANPUATHS. 3HAKOMCTBO C BO3MOXHOCTAMU
nporpaMMHoro komiuiekca Microsoft Security Assessment Tool (MSAT).

IIpakTuyeckoe 3ansaTue Ne2. Opranu3zanus u nposenenue 3xcneptussl AUC npennpusitus.
MeTobl SKCIIEPTHBIX OLIEHOK.

IIpakTuyeckoe 3ansaTue Ne3. Opranuzanus u nposeaenue sxcneptussl AUC npeanpusitus.
Heuerkune MHOXKeCTBa U HEeUeTKHE uncia. HedueTkne Mepsl.

IIpakTuyeckoe 3ansaTue Ned4. Ayaut cteneHu cooTBeTcTBUs mapameTpoB C3U tpeboBanusiM
CTaHJapTOB OE30MaCHOCTH.

IpakTnyeckoe 3ansitue NeS. Metouka olieHKH nokaszarenen kauectsa C3U npeanpusrus.
IIpakTuyeckoe 3ansaTue Ne6. Meroanka oneHku yrpo3 6ezonacHoctu uHpopmarmn GCTIK
Poccun.

IIpakTnyeckoe 3anssTue Ne7. baza nanneix yrpo3 6ezonacnoctu nadopmarun @CTIK Poccun.
IIpakTuyeckoe 3ansaTue Ne8. Pacuer nokazareneil kauecTBa CUCTEMbI 3aIlIUTHI HHPOPMAIIH Ha
IpuMepe KoMMepdeckoro npeanpusatus. Yacrts 1.

IIpakTuyeckoe 3ansaTue Ne9. Pacuer nokazareneil kauecTBa CUCTEMbI 3aIlIUTHI HHPOPMAIIMH Ha
IpUMepe KOMMepYeCKoro npeanpusatus. Yacts 2.
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TeMbl NpaKTHYECKUX 3aHATHI 2 ceMecTp

IIpakTuyeckoe 3ansaTue Nel. PazpaboTka nmojiokeHus 0 cyk0e 6€301macCHOCTH MPEPUATHS
(YcraB ciryx0b1 6€3011aCHOCTH).

IIpakTuyeckoe 3anaTue Ne2. Pazpaborka nonoxxerus «O 3ammuTe HHPOPMAIMKA OTPAaHHYCHHOTO
JI0CTyIa OT €€ YTEUKH 10 TEXHUUYECKUM KaHaJlaM».

IIpakTuyeckoe 3ansaTue Ne3. PazpaboTrka nonoxxenus «O Moapas3aeieHu HHXXEHEPHO-
TEXHUYECKOH 3aIIUTHl HHPOPMALTUI.

IIpakTuyeckoe 3anaTue Ned. Pazpaborka nonoxxerus «O Moapa3ieieHUH OXPaHbl U PEKUMAY.
IIpakTnyeckoe 3ansaTue Ne5. Pazpabotka unctpykimu «O0 oCyIecTBICHUN KOHTPOJIBHO-
MPOIYCKHOTO U 00BEKTOBOTO PEXXKUMA HA OOBEKTEY.

IIpakTnyeckoe 3ansaTue Ne6. PazpaboTka nmonoxxeHus: «O MOCTOSHHO ASHCTBYIOLIEH SKCIEPTHON
KOMUCCHH T10 3alIUTe KOH(UIEHIINAIBbHON nHpOopMaumy.

IIpakTnyeckoe 3ansiTue Ne7. PazpaboTka HHCTPYKIMH (TIOJ0KEHUS, PyKOBOJICTBA) IO 3aIUTE
uH(pOpMallK OTPAHUYEHHOTO JJOCTyNa Ha 00BEKTE.

IIpakTnyeckoe 3ansTue Ne§. PazpaboTka MHCTPYKIMH (TIOJ0KEHUS, PyKOBOJICTBA) IO 3aIUTE
uH(pOpMaIlMK OTPAHUYEHHOTO JJOCTYTa MPH €€ 00paboTKe C MOMOIIBIO CPEACTB BHIYUCIUTENLHOM
TEXHUKH Ha OOBEKTE.

IIpakTuyeckoe 3ansaTue Ne9. PazpaboTka MoyokeHus 0 BBEICHUU PEKUMA KOMMEPUYECKOM TalHBI
Ha NPEANpUATUH.

5. OHEHOYHBIE CPEJACTBA JJIAA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTAIIMHA IO U'TOT'AM OCBOEHUA JUCIHUATLIAHBI
U YYEBHO-METOJUYECKOE OBECINNEYEHUE CAMOCTOSTEJIbHOM PABOTHI
CTYAEHTOB

5.1. Tekymuii KOHTPOJIb yCIIeBaeMOCTH
Cemectp 1
Ilepeyens BOonpocoB K peiiTHHI-KOHTPOI0 Nel
- Ilapaaurma cucreMsl ynpaBieHus: HHGOPMaMOHHON 6€301aCHOCTHIO.
- Ponb undopmanmonHoit 6ezonacHoctu, kak npouecca. Llukn [lyxapra—/lemunra.
- IlpoueccHsblil mOAX0/ B yIIpaBiIeHUH HH()OPMALIMOHHON O€30MaCHOCTHIO.
- JIOKyMEHTHPOBaHHOCTb CUCTEMBI yIIpaBJieHUs] UH()OPMAIIMOHHON 6€30IaCHOCTHIO.
- OpraHu3anMoOHHO-TEXHUYECKUE TPEOOBAHUS CUCTEMBI YIIPaBICHHSI HHPOPMAIIMOHHOM
0€30MacHOCTHIO.
- OueHuBaHue prucka B UHQOPMALIMOHHBIX CUCTEMaX Ha OCHOBE OOBEKTUBHBIX OLICHOK IS
MOBBILIEHUS IOCTOBEPHOCTH TIPU PACUETE IKCIIEPTHBIX OLIEHOK.
- Anroput™ pacdeTra 00bEKTUBHOW BEPOSTHOCTH peanu3ainii HeOJaronpusTHBIX COOBITHIN B
KOMIIBIOTEPHON CUCTEME
- OObeKkTHBHAs CTOMMOCTHAs OIIEHKA MPECKa3aHus BEJIUUMHBI yiiepoa oT HapyleHui
6e3onactoctu UP. I'pynmnbl koHTposeit 6e30macHoCcTH
- Hcnonb3oBanue anroput™a ¢puibTpa Kanmana ais OleHKH BEeTUYMHBI yiepOa oT HapyIIeHui
6e3onacHoctu MP. Criyyaii B3aMMHO-KOPPEJIMPOBAHHBIX ITYMOB JUHAMUKH U U3MEPUTEIIS
- OnenuBanue 3()(heKTUBHOCTH MHBECTHIIMN M ONTUMANIBbHBIN BEIOOp CPEACTB AJISi KOMITJIEKCHOM
CUCTEMBI 3alUThl HHPOpPMAIIH.
- AHanu3 3alUIIeHHOCTH HH(POPMAILMOHHBIX PECYPCOB MPEATIPUATHS.
- OnTuManbHbBI BBHIOOP CPEICTB KOMIUJIEKCHOM CHCTEMBI 3alllUThl MH(POPMAIMK OT BO3MOXKHBIX
yrpo3 nHpopManroHHoi 6e3omnacHocTH. [TocTraHOBKA 3a7aun.

Ilepeyennb BOPOCOB K PEHTHHI-KOHTPOJIIO Ne2

- OnenuBanue 3((HheKTUBHOCTH MHBECTUIIMI ¥ ONTUMAJIBbHBIM BEIOOp CPEACTB AJIsi KOMITJIEKCHON
CUCTEMBI 3alUThl HHPOPMAIIH.
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- AHanu3 3alUIIeHHOCTH HH(POPMAIIMOHHBIX PECYPCOB MPEATIPHUSITHUS.

- OntuManbHbIH BEIOOp CPEICTB KOMIIJIEKCHON CUCTEMBI 3aIUThl HHPOPMALMU OT BO3MOKHBIX
yrpo3 nHpopMannoHHoi 6e3omnacHoctH. [TocraHoBKa 3a1aun.

- OntuManbHbIi BEIOOp CPEICTB KOMIIJIEKCHON CHCTEMBI 3aIUThl HH(POPMALUU OT BO3MOXKHBIX
yrpo3 nHPOPMALMOHHOH Ge30macHoCTH. MeToANKa PeleHHs 3aJa4u.

- Merononorus MmeHemxMeHTa pucka. OCHOBHbBIE OHATHS YIIPABICHUS] PUCKOM Ha MPEIPUATHH.
[TpuHIMIBI YIIpaBICHUS PUCKOM Ha TPEATPUSITHH.

- Konuenmus npoBezieHnss MEHEP)KMEHTa prcka Ha npeanpusatuu. [Ipouecc puck-MeHea)KMeHTa Ha
NPENPUSTHH.

- Meronuka npoBeneHus ayauTa HHHOPMAIIMOHHON 0€30MacHOCTH Ha MpeanpusaTiu. Tpu moaxoaa
K npoBeaeHuto ayauta Ub.

- 3agauu u conepxaHue padoT npu nposeaeHuu ayaura 1b.

- IloaroroBka npeanpuaTuii k nposeaeHuto ayaura Mb.

- IImanuposanue npouenypst aynura b Ha npennpustun.

- Opranuzanus 1 nposeneHus pador no ayaury Wb Ha npeanpusitun.

- AuropuT™ npoBeneHHs ayauTa 0€301macHOCTH npeanpusTus. [lepeueHp u cucremaTu3anus
JAHHBIX, HEOOXOMMBIX AJ1s poBeeHus aynuta b Ha npennpustuu.

IlepeyeHb BONPOCOB K PeiiTHHI-KOHTPOJIIO Ne3
- IloaroroBka npenanpusituii K npoBeaeHuto ayaura Ub.
- IlmanupoBanue npouenypst aynura b Ha npennpustun.
- Opranuzanus u npoBefeHus padot no ayauty Ub Ha npeanpustum.
- Axroput™m nmpoBeaeHus ayauTa OezonacHoCTH npeanpustud. [lepeuens u cucremaTu3anus
JAHHBIX, HEOOXOAMMBIX )i npoBeaeHus ayauta Ub Ha npennpusituu.
- BrIpaboTka pekoMeHAalMii ¥ TOTOTOBKA OTYETHBIX IOKyMEHTOB aynuta Wb Ha npeanpustuu.
OxoHomuuecKkas oneHka odecneuenus b npennpustus.
- IIporpamMMHBbIe cpeacTBa Il MPOBENCHUS ayIMTa HHPOPMAIIMOHHON 0€30MacHOCTH
CpaBHUTENBHBIN aHATIU3 BUJOB UCII0JIb3YEMBIX IPOIPAMMHBIX IPOAYKTOB.
- IIporpamMMHBIe cpeacTBa ISl MPOBEICHUS ayIuTa HHPOPMAIIMOHHOM Oe3omacHocTH. CucTema
CRAMM.
- IIporpamMMHBIe cpeacTBa [Tl MPOBENCHUS ayauTa HHPOPMAITMOHHOM O6e3onmacHocTu. Cuctema
KOH/JOP.
- Hcnonb30BaHue ceTeBBIX CKaHEPOB JUIsSl TPOBEACHUS ayUTa HHPOPMALIMOHHOM GE30MaCHOCTH.

Cemectp 2

Ilepeuensb BOnpocoB K peiiTUHHI-KOHTPOJI0 Nel
- Konuenmus noctpoenus cucteMbl 0€300aCHOCTH NPEeaNpUsITHS. 3a1uTa MHQOpMAaIui B CUCTEME
0€30IaCHOCTH MPEIIPUATHSL.
- KonuentyanabHble MOJI€IM KOMIIOHEHTOB CUCTEMBI O€30MIaCHOCTH MPEATIPUATHSL.
- IIpuHIMIBI TOCTPOEHUS CUCTEMbI 0€30MTaCHOCTH MPEANPUATHUS.
- Oco0eHHOCTH IPUMEHEHHUSI CPENICTB 3ALUTHI U1 00ecredeHnsi 0€30MaCHOCTH CUCTEMBbI
AIIEKTPOHHOTO AOoKyMeHTooOopoTa (CO/I).
- CpenctBa 3anmuThl HHPOPMAITAX IS YIIPABIEHUE JOCTYIIOM B 3amuiieHHoi CO/I.
- Kontpons nenocruoctu o6bextoB CI/I.
- Kpunrorpaduueckue cpercta 1 METOABI 3alIUTHI HHPOPMAIIUHU U TEPCOHATBHBIX TAHHBIX B
CD/I. MexceTeBoe 3KpaHUPOBAaHHE U aHTUBUPYCHAs 3aIuTa s obecrieuenus 6ezonacuoctu CO/I.
- 3ammra 1aHHBIX B 00JaYHBIX CUCTEMaX pabOoThI € NEKTPOHHBIMHU JokyMeHTaMu CO/1.
- be3onmacHOCT, MOOMIIBHBIX YCTPOUCTB, MpuMeHsieMbIx B COJI. 3anuTa JaHHBIX HA CETEBOM H
TPAHCIIOPTHOM YPOBHE.
- IIpaBoBble OCHOBBI JESATEIBHOCTH CITY>KOBI O€30MmacHOCTH npeaAnpusaTus. OpraHu3aioHHO-
(YHKIMOHATIBHBIE TOKYMEHTHI CITyKObl 6€3011aCHOCTH MPePUSTHUSI.
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- Bwuabl HOpMaTUBHBIX JOKYMEHTOB CITy>KObI 0€30MaCHOCTH MPEIIPUSTHS.
- JluueHsupoBaHue BUAOB NEATCILHOCTH CITY)KOBI 0€30MTaCHOCTH MIPEATIPHUSATHS.

IlepeyeHb BONPOCOB K PEHTHUHI-KOHTPOJIIO No2
- Pexomenmanuu mmo pa3paboTKe yCTaBHBIX JOKYMEHTOB CIIyKObl 0€3011aCHOCTH MPEIIPUATHS.
- OpraHu3annoHHOE MPOEKTUPOBAHUE JACATEIBHOCTHU CITY>KOBI 0€30IaCHOCTH MPEATIPHSTHS.
OCHOBBI OPraHU3AIMOHHOTO IIPOESKTUPOBAHUS CUCTEM YIIPABIICHHUS.
- Meronuka npoeKTHPOBaHUS (YHKIMOHAIBHOTO COACPIKAHUS YIIPABICHUECKON AEATEIHHOCTH.
- MeToanka IpOEKTUPOBAHUS OPraHU3AINOHHON CTPYKTYPbI CUCTEMBI YIPABJICHHS.
- Meronuka opopmiIeHHS OCHOBHBIX JOKYMEHTOB OpPTraHM3allMOHHOTO MPOEKTa CUCTEMBI
yTpaBJICHUS.
- Crpykrypa u pyHKIMHU CITy>KO0bI Oe3omacHocTH npeanpustus. Cocras ciry:k0b 6€30MaCHOCTH
npeanpusatis. OCHOBHbIE PYHKIMH CITYObI 6€30I1aCHOCTH PEATIPUSTHS.
- IloctpoeHne cTpyKTypHOW CXEMBbI yIIPaBIeHHUs CIyk00i 0€30IMacHOCTH IPEIIPUSATHS.
- OcHoBHBIE TIOApa3IeNeHHs CTyKObI 0€30MaCHOCTH MPEIITPUATHSI.
- DyHKUMY MOPA3/CICHUS PEKUMA U OXPaHBI.
- @yHKIUM moapasaeiaeHus HHPOPMAINOHHO-aHATUTHIECKON eI TeTbHOCTH.
-  DyHKUUU PEKUMHO-CEKPETHOTO MOAPa3ICICHUS.
- @OyHKIUM MOpa3/IeICHUs MH)KEHEPHO-TEXHUYECKOM 3alUThI.

Ilepeyennb BOpocoB K peHTHHI-KOHTPOJIIO Ne3
- Opranmzanus ciny>x0b1 3amuTsl uHGopmanuu. Coznanne C3U. Ctpykrypa C3U.
- OpranuzauuoHHO-TexHHYeckue Meponpustus C3U.
- PykoBomutens ciyxObl 3aIUThl HH()OPMAIMH, €TO MTPaBa U 00SI3aHHOCTH.
- Meroauka pa3paboTKU JOHKHOCTHBIX HHCTPYKIIMM JUIsI CIISLUATMCTOB 10 3aluTe UH(POpMAaLIUHU.
- Ynpasnenue ciyx6oi 6e3onacnoctu npeanpustus (ChIT). Meroas! ynpasnenus CBIL.
- ®ynkuuu npoueccos ynpasienus CIIb. [Ipunnunst ynpasienust CBIIL.
- OobecrieueHue nesTEIBHOCTH CITY>KObl 0€30MAaCHOCTHU MPEANPHUATH. Y IpaBieHne 6€30MacHOCThIO
MPEANPUSITHS B KPUSUCHBIX CUTYaIIHSIX.
- Tloxbop, paccranoBka U 00y4eHHE COTPYTHUKOB CITY>KOBI 3aIIMTHI HHPOPMAIIUH.
- Ponp nepconana B cucteme 3anuthl nHGopmannu. Habop u oto6op nepconana B ChII.
- TpeboBanus k cnernuanucTam o 3amure uHpopManuu. Opranuzanus 00ydeHHs! CIEeIUATNCTOB
1o 3anuTe HHGOPMAIIIH.
- TpeboBanus k HauaNbHUKY CITY>KObI O€30MacHOCTH NpeanpuaTrs. HoBble moaxoapl K KaJpoBOMY
obecrnevyeHnto cy>K0bl HHGOPMAIMOHHON 0€30M1aCHOCTH MPETPUSITHSL.

5.2. IIpoMeskyTOYHASI aTTECTALUSA
Cemectp 1

IIpuMepHbIi NepedYeHb BONPOCOB K IK3aMeHY
1. Ilapagurma cuctemsl yrpaBieHHUsI HHPOPMaIMOHHONW 6€30MacHOCTBIO.
2. Ponb nnpopmanoHHoit 6e3omacHocTH, Kak npouecca. Llukn Hlyxapra—/lemunra.
3. IlpomeccHbIi TOAXO B YIIPABICHUH HHPOPMALIMOHHON 0€301MacHOCTHIO.
4. JIOKyMEHTHUPOBAaHHOCTb CUCTEMBI yIpaBiIeHUsI MH)OPMAIIMOHHON 6€30I1aCHOCTHIO.
5. OpraHu3allMOHHO-TEXHUYECKHE  TpeOOBaHUS  CHUCTEMBbl  YINpaBieHHs  UH(GOPMaLMOHHON
0€30MacHOCTBIO.
6. OueHuBaHue pucka B HH(DOPMAIMOHHBIX CHCTEMAaX HAa OCHOBE OOBEKTHBHBIX OIICHOK JIS
MOBBILIEHUS IOCTOBEPHOCTH TPU PACUETE IKCIIEPTHBIX OLIEHOK.
7. Anroput™ pacdyera OOBEKTHBHOM BEPOSTHOCTH pealnu3aluil HeOIaronpusTHBIX COOBITUN B
KOMIIBIOTEPHOU CHCTEME
8. OOBbeKTHBHAsE CTOMMOCTHasi OIIGHKAa TNpeICKa3aHWsl BEIMYMHBI ymiepba OT HapylIeHWiH
6e3onacuoctu UP. I'pynmbl koHTposeit 6e3omacHoCcTH
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9. Ucnonp3oBanue anropurMa ¢uiabtpa KanMana s OLIEHKH BEJIMYMHBI ymiepOa OT HapyIleHHi
6e3onacHoctu MP. Ciydaii B3auMHO-KOPPEITUPOBAHHBIX IITYMOB TMHAMHUKHU U U3MEPUTEIIS

10. OnenuBanue 3(pPEeKTUBHOCTH MHBECTUIUI M ONTUMAIIBHBIA BBHIOOpP CPEACTB Ui KOMIUIEKCHON
CHCTEMBI 3allUThl HH(OPMALIUH.

11. AHanu3 3aIMIIeHHOCTH HH()OPMAIIMOHHBIX PECYPCOB MPEATPHUSATHS.

12. OnTtumanbHbIi BBIOOpP CPENICTB KOMIUIEKCHOM CHCTEMBbI 3aIUUThl MH(MOPMALMU OT BO3MOXKHBIX
yrpo3 nHpopmMannoHHoi 6ezomnacHocty. [TocraHoBKa 3a1aun.

13. OntumanbHbIi BBIOOpP CPENCTB KOMIUIEKCHOM CHCTEMBbI 3aIUThl MH(MOPMALMU OT BO3MOXKHBIX
yrpo3 nHPOPMALMOHHOH Ge30macHoCTH. MeToANKa PeleHHs 3a1a4u.

14. Meronosorust MeHeKMeHTa pucka. OCHOBHBIE IOHATHUS YIPABJIEHUS PUCKOM Ha MPEIIPUATHH.
[TpyHLMIIBI yIIpaBJIEHUSI PUCKOM Ha IPEIIPUSTUN.

15. Konuenuus npoBeieHUs] MEHEUKMEHTa pucka Ha npeanpusatuu. [Iponecc puck-mMeHeKMeHTa
Ha NPEANpUATUH.

16. Meronuka mnpoBeieHHs ayauTa UHPOPMALMOHHOM O€30MAaCHOCTM Ha HNpeAnpusTHH. Tpu
noaxoza K nposeneHuro ayaura Ub.

17. 3apaum u conepkanue padot npu nposeneHuu ayauta Ub.

18. IloaroroBka mpeanpusTHii K mpoBeaeHuto ayaura Mb.

19. IlnanupoBanue npouenyps! ayaura b Ha npeanpustuu.

20. Opranmzanus u nposeneHus padot o aynuty Wb Ha npeanpustum.

21. AnropuT™m mpoBeIeHHUs ayauTa Oe3omacHOCTH mpeanpusatus. llepeueHb M cuctemaruzanus
JAaHHBIX, HEOOXOIMMBIX AJis IpoBeaeHus ayauta b Ha npennpusitun.

22. BpipaboTka pekoMeHIauui 1 IOJArOTOBKA OTYETHBIX JOKyMEeHTOB aynuTa b Ha npeanpustun.
OxoHomuuecKas oneHka odecneuenuss b npennpustus.

23. IlporpammMHble cpeacTBa Ul NpPOBEIEHHs ayauTa HMHPOPMALMOHHOW Oe30macHOCTH
CpaBHUTENBHBIN aHAJIU3 BUJOB UCII0JIb3YEMbIX IPOIPAMMHBIX IPOAYKTOB.

24. TlporpamMHbIe CpeicTBa AJis NMPOBENCHMs ayauTa MH(popMarmoHHoW Oe3omacHocTu. Cucrema
CRAMM.

25. IIporpammHble cpeicTBa AJs NMPOBENEHUS ayauTa MH(popmanuoHHOW OezomacHoctu. Cucrema
KOH/OP.

26. Vcnonb3oBaHUE CETEBBIX CKAHEPOB JJIS MPOBEACHUS ayTuTa HH(POPMALIMOHHOMN 0€3011acHOCTH.

Cemectp 2

IIpuMepHBbIii NepedyeHb BONPOCOB K IK3aMeHy
1. Konuenuus nocTpoeHusi CUCTEMbl 0€30MaCHOCTH MPEANPHUATHS. 3aluTa HHPOPMAIIUK B CUCTEME
0€30MacCHOCTH NMPEATIPUATHSL.
2. KoHuenTtyaibHble MOJENIN KOMIIOHEHTOB CUCTEMbI 0€3011aCHOCTH MPEIPUATHS.
3. TIpuHIMIIBI TOCTPOCHUS CUCTEMBI O€30TTaCHOCTH MPEATIPHUSTHSI.
4. OcOOEHHOCTH TPUMEHEHUS CPEACTB 3alIUThl Ui oOecredeHus: Oe30MacHOCTU CHUCTEMBbI
AJIIEKTPOHHOTO JOKyMeHTooOopoTa (CO/).
5. CpenctBa 3auuThl MHGOPMAIMK JUIs yIIpaBJIeHUe JOCTYIOM B 3amuieHHoi CO/.
6. Kontpouns nenocrnoctu 00b6ekToB CI/1.
7. Kpunrorpaguueckue cpenctBa U METO/Abl 3alIUThl MH(GOpPMAIMKU M TMEPCOHAIbHBIX JAaHHBIX B
CO/1. MexcereBoe SKpaHUPOBAHUE U aHTUBUPYCHAS 3aIuTa 11 ooecniederus 6ezonacHoctr CO/I.
8. 3amuTa 1aHHBIX B O0JIaYHBIX CUCTEMaX PabOTHI C NEKTPOHHBIMH JokyMeHTaMu CO/1.
9. be3omacHOCTh MOOWIIBHBIX YCTPOMCTB, mpuMeHseMbix B COJI. 3ammTa JaHHBIX HAa CETEBOM M
TPAHCIIOPTHOM YPOBHE.
10. IIpaBoBBIE OCHOBBHI IESATEIHFHOCTH CIYXObI Oe3omacHOCTH mpennpuatus. OpraHu3alMOHHO-
(YHKIMOHATIBHBIE TOKYMEHTHI CITyXKObl 0€3011aCHOCTH MPENPUATHSI.
11. Bupabl HOpMaTUBHBIX TOKYMEHTOB CIIy>KObl 0€30aCHOCTH MPEAIPUATHS.
12. JIuueH3upoBaHHE BUIOB JAEATEIBHOCTHU CIIY>KObI 0€30MaCHOCTH MPEANPHUITHUS.
13. PexomeHmammu 1o pa3paboTKe YCTaBHBIX JTJOKYMEHTOB CITYKOBbI O€30TTaCHOCTH MPEIIPUSTHS.
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14. OpraHu3allMOHHOE TPOEKTUPOBAHHE JESITEIBHOCTH CIIYy>KObl OE30MaCHOCTH MPEIIpPUSTHSL.
OCHOBBI OPraHU3aIIMOHHOTO MPOEKTUPOBAHUS CUCTEM YIIPaBICHUS.

15. Meronuka npoeKTHpOBaHUs (PYHKIMOHAIBHOTO CO/ICPIKAHMS YIIPABICHYECKON IEATEIbHOCTH.
16. Merouka NpOEKTUPOBAHUS OPTaHU3ALMOHHON CTPYKTYPhI CUCTEMBI YIIPABJICHUS.

17. Meronuka OQOpPMIECHHS OCHOBHBIX JIOKyMEHTOB OpPraHM3AallMOHHOTO TIPOEKTa CHCTEMBI
yIOpaBIeHUS.

18. Crpykrypa u ¢yHKuuu ciayx0bl 6e3omacHocTd npennpuarusi. CoctaB ciryk0bl 6€30MaCHOCTH
npennpusaTus. OcHOBHbIC GYHKIIUHU CITYKObI 0€30MaCHOCTH NMPEATNPUSATHUS.

19. TlocTpoeHue CTPYKTYPHOH CXEMBI YIIPABICHUS CIIyK00i 0€30MacCHOCTH PEIPUSITHS.

20. OcHOBHBIE TIOJIpa3/ICTACHUS CITY>KOBI 0€30MMaCHOCTH TIPEATPUSTHS.

21. ®yHKUMU NMoApa3eNeHHs PeKUMa U OXPAHBIL.

22. ®dyukuuu nonpaszzaeneHus THGOPMaIMOHHO-aHATMTUYECKON AesITeIbHOCTH.

23. OYHKIUU PEeKUMHO-CEKPETHOTO MOIPa3/IeICHHUS.

24, dyHkuMU noJpas3aesieHus] MHXEHEPHO-TEXHUYECKOM 3aIlUTHI.

25. Opraamzanus ciryx0s1 3amuTel nHpopmanuu. Cozganne C3U. Ctpykrypa C3U.

26. OpranuzanuoHHO-TexHUYeckne Meporpusatus C3U.

27. PyxoBoautensb ciryKObI 321U THI HH(OPMAIIMH, €TO IIPaBa U 00SI3aHHOCTH.

28. Meroauka pa3pabOTKU JOHKHOCTHBIX MHCTPYKIIHA JUISl CIISUATMCTOB 10 3aluTe HH(popMauu.
29. VYmupasinenue ciyx60i 6ezomacHoctu npeanpustust (CBIT). Meronsr ynpasnenust CBII.

30. ®ynkuuu npoueccos ynpasnenus: CIIb. [Ipunnunst ynpasienust CBIL

31. O0GecriedeHne  AEATENBHOCTH  CIYyKObI ~ 0O€30MacHOCTH  TPEANpUsTHS.  YIpaBJeHHE
0€30MacCHOCTHIO IPEANPUATHS B KPUZUCHBIX CUTYaLIUAX.

32. Tlombop, paccTaHOBKA U 0OYYECHHUE COTPYTHUKOB CITYKOBI 3aIIUTH HHPOPMAIIHH.

33. Poab nepconana B cucteme 3amuthl nHGopmaruu. Habop u ot60p nepconana B CBII.

34. TpeOGoBaHus K crenHaIrcTaM 1o 3amure nHpopmanuu. Opranuzanus 0O0y4eHUs CIICIHATUCTOB
10 3amuTe HHPOopMaIuu.

TpeboBaHMs K HAYATBHUKY CITY>KOBI O€30MacHOCTH TpeanpusTHs. HoBbIe MOAX0bI K KaAPOBOMY
obecrnevyeHunIo cy>K0bl HH(GOPMAIIMOHHON 0€3011aCHOCTH MPEITPUSITHS.

5.3. CamocTosiTe/IbHAsA padoTa 00y4arouerocs.
IIpumepHasi TeMa KypcoBoii pa6oThl (110 BADHAHTAM)
KommuiexkcHass onenka cocrosinus mHpopmanuonHoilt 0esomacioctn AMC npeanpusaTusa (mo
BapuanTaMm). B Tom uncne: popMupoBaHue nepedHs 3amiuniaeMond MHGOpPMAalUK Ha MpeanpUsITHH
(mo BapuaHTaM); (OPMHPOBAHHWE MATPHUIBI U MOJENU AOCTyNa K YNpaBIEHUIO UHPOPMALMOHHON
O6e3onacHocThiO; Kiaccudukamuss AWC mnpenmpusitus; omnpeaesieHHe Kiacca 3allMIIeHHOCTH
UH(POPMALIMOHHOM CUCTEMBI IPEANPUATH; (HOPMUPOBAHHE MOJEIN HAPYLIUTENsS HHPOPMALIMOHHOM
6esomacHoctt B AMWC Ha mnpennmpusTHM; cOCTaBlI€HHWE dYacTHOM wmoxenu yrpo3 st AVC
npeanpusTis (IO BapuaHTaM) COTJACHO METOJMKE OLEHKM Yrpo3 0e30macHocTH HH(OopMaiuu
OCTOK Poccun (yrBepxkaena 05.02.2021); ¢opmupoBanue nomutukun Wb B opranusanuu;
IPOBE/IEHUE OIIEHKH PHUCKOB MH(POPMALMOHHON O€30MaCHOCTH MPEIIPUATHSL.

Cemectp 1

IIpumepHbIe BONPOCHI U 321aHUS IJIS1 CAMOCTOATEIbHOI padoThI CTY/IEeHTOB

- OcHoBHbIe 00bEKTHI HH(poIOrHUeckoit Mojienu oobekTa [lepeuenb Hanbosee pacpoCTpaHEHHbBIX
yrpo3. OCHOBHBIE KOMIIOHEHTHI MOJIENIN YTPO3 OpraHU3aluy.

- OcCHOBHbIE HCTOYHHUKH BO3HMKHOBEHMSI yrpo3. BoO3MOXHOCTH KOHKYPEHTOB, KJIHEHTOB,
IIOCETUTENIEH U XaKEPOB B KAYECTBE MOTEHIUAJIBHBIX 3JI0YMBIIIIEHHUKOB. Llenn aqgMuHUCTpaToOpoB,
IIPOrPaMMUCTOB, ONIEPATOPOB, PYKOBOAUTENEH, TEXHUUECKOTO NIEPCOHAIIA, COTPYIHUKOB, YBOJIEHHBIX
¢ paboTHI B KauecTBe MOTEHIMAIBHBIX HapymuTeneii b

- Mogenu o1leHKH BEPOATHOCTH OCYIIECTBICHUS yrpo3bl. OCHOBHBIE METPUKHU, UCIIOIb3YyEMbBIE IS
OLIEHKU BEPOSITHOCTH OCYILECTBIECHHS yrpo3bl. CIocOOBI Mpeaynpex1eHIs] BO3MOKHBIX YIPO3.
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- Cnoco6sl oOHapysxeHHs1 yrpo3. CrnocoObl TpeceueHHs WM JIOKaTu3aluu yrpos. JlencTBus
crioco0a JIMKBUALNHN TTOCIEACTBUM.

- 3amuTHBIE JeWcTBUSA MpH peanm3anuu  crnocob6oB 3U. Tpu rpynmbsl  MEpONpHUATHH 1O
TEeXHUYeCKoH 3ammure MHGopManuu. OCHOBHBIE OpraHU3alMOHHbIE MEPONPUATHS MO0 TEXHUYECKOU
3amyTe HHPOPMaLUH.

- Ponp pykoBomuTens opraHuzanuM B IIpPOLECCE YIPABICHUS PUCKaMU HH(POPMALMOHHOM
6e3omacHoctu. Ponp HavanpHMKa oTAena (ympaBiieHHs) HHGOPMAIMOHHOW O€30MacHOCTH B
npolecce yrnpaBlIeHUs pUCKaMM MH(POPMALMOHHOW 0€30IacHOCTU. DTamlbl MpoLEcca YIMPaBICHUS
pHUCKaMHu.

- Oran BeIOOpa aHaIM3UPYEMBIX OOBEKTOB M YPOBHS J€TalU3allMM UX PAacCMOTPEHMsI Ipolecca
ynpasieHus puckamu. OCHOBHBIE ILIark aHAJIN3a YIrPpo3 B NIPOLIEYPE YIIPABICHUS PUCKAMHU.

- Ortam OLEHKHM PHUCKOB B IpOLENype YIpPaBICHHS pUCKaMM. OJTal BbIOOpA 3alUTHBIX MEp B
npolenype yNpaBICHUS PHUCKaMH. ODTall peain3allid W TPOBEPKM BHIOPAHHBIX MEp 3alIUTHI B
IIPOLEAYPE YIIPABICHUS PUCKAMM.

- Bo3moxnocTn B mpouecce orpaHuueHus (HeWTpanaus3aluu) pucka. Bo3mokHOcTH B mpolecce
nepeaapecanuu pucka. Onenka 3koHoMuueckoi 3¢ pextuBHocTH. [nan peanusanuu KOHTpMED.

- TpakroBka M crnocoObl BbIYMCIEHHUA pUCKOB. IlpencraBieHue puckoB B BHUAE JiepeBa
YSA3BUMOCTEH, YTPO3 U KOHTPMED.

Cemectp 2

IIpuMepHbIe BONIPOCHI M 3aJaHUsI LISl CAMOCTOATEIbHOI padoThl CTY1eHTOB

- Cmyx0a 3amuTsl HHQOPMAIMH KaK COCTaBHAS YacTh CUCTEMBbI 3allIUTHI M KaK OpraH YIpaBICHUS
3amuTo nHpopmanuu. Konnenuus noctpoeHus cucTeMbl 6€30MaCHOCTH MPEAIPUATHS,

- IIpaBoBble OCHOBBI JAEATENBHOCTH CIYXObl Oe30macHOCTH mnpeanpustus. OpraHu3allOHHO-
(yHKIMOHAJIbHBIE JIOKYMEHTbl CHUCTEMbl O€30IaCHOCTH MpeanpusaTHs. Buasl HOPMAaTHBHBIX
JIOKYMEHTOB;

- OpraHuzanioHHBIE 33a7add  CIy)KObl 3amuThl uHGOopMaruu. DyHKIMH CIyKObI 3alIUTHI
nHpopmanuu;

- B3aumocBs3p OpraHU3aIMOHHBIX, TEXHOJOTUYECKUX, KOOPAWHAIMOHHBIX 33434 U (DyHKIHA
ciy>xk0bl 3amMThl MHGpopManuu. dakTophl, BAMAIONIME HA 3aauydl U (YHKIMM CIIy>XObl 3aIlUTHI
uH(pOopMaLnu;

- CrpykTypHas cxema CIyKObl 3amuThl HWHGpopManuu. J(OJKHOCTHOH COCTaB COTPYIHUKOB
CIIyObI 3amuThl MHQOpMaUK. BuUIbl U TUIBI OpraHU3aLMOHHBIX CTPYKTYp CIIyKObI 3allUTHI
uHpOpMaInu;

- 3agauu, QyHKIUH, IPaBa U OTBETCTBEHHOCTh COTPYIHUKOB CITYKObI 3aIIUThI UH(POpPMALIHH;

- Tlopsinok co3manust cimy>kObl 3aIIUTHl HH(OpMaIUHY;

- CTpyKTypa U cojiepkaHhe MOJIOKEHHS O CiIyk0e 3aIuThl HHPOPMALIUY;

- Opranuzanusi B3aMMOJCHCTBHS CIIy>KObl 3alUTHl MHGOPMALUU U MOAPA3JCICHUNH U BHEIIHUX
CITy>k0 3aIuThl HHPOpMaIuy;

- TpeboBanus, npeabsBisieMble K COTPYAHHKAM CIIy>KObl 3amuThl uHGopManuu. OcoOEHHOCTH
noa0opa KaapoB JUIs CIIy>KObI 3aIIUTHl HHPOPMALINH;

- ®opmbl NOBBIIEHUS KBATU(PUKAIIUHN IEPCOHANIA U ITOATOTOBKA KaJIpOBOTO PE3EPBA;

- OcoOeHHOCTH JEATENIbHOCTH COTPYAHMKOB CIyXObl 3amuTel HHpopMmainuu. Pacmpenenenue
00s13aHHOCTEN MEKIY COTPYIHUKAMHU CIYKObI 3alIUTHl HH(POPMAIUK;

- CrpykTypa W cojepXaHuE€ JOJDKHOCTHBIX WHCTPYKIMHA COTPYIHHMKOB CIIY>KOBI 3aIlUThI
uH(pOopMaLnu;

- IlpuHuunse! ynpasieHus ciry:k00ii 3amuTel nHGopMannu. CuctemMa METO/10B yIPaBIICHHUS;

- Bupawl nimanupoBanus U ux Ha3HaueHue. CoJepikaHue U CTPYKTypa IJIaHOB;

- Opranuszanus ¥ TEXHOJIOTHUS TUIaHUPOBaHUA. MeTobl U GOPMBI KOHTPOJIS BHIITOJIHEHHUS TUIAHOB;

- Metozs! oueHku 3()(pEeKTHBHOCTH M KauecTBa CIIy>KObI 3allIUThI HH(POPMAIIUH;
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- Bribop o0opynoBaHUS UM TEXHHYECKUX CPEACTB Ul OCHALICHHUS PabO4YMX MECT COTPYIHUKOB
CITY>KOBI 0€301TaCHOCTH U 00€CIIeUeHHUs UX JACSITCIBHOCTH;

- Oprasuzanysi B3auMOJICHCTBHS M COTPYAHHUYECTBA CIyXObl OE30MAaCHOCTH NPEANPHUITHS C
CUJIOBBIMH CTPYKTYpPaMH PErHOHa;

- HanpaBneHus pa3BUTHsI METOJIOB U CPEACTB 0€3011aCHOCTU IPEIIPUSITUS

@®oH  oueHouHbIX MartepuaioB (POM) g mpoBeleHUS — aTTeCTallMd  YPOBHS
Cc(OPMHUPOBAHHOCTH KOMIIETEHLUH OOYyYaloLMXCs MO JUCHUIUIMHE O(QOpPMIIAETCS OTAEIbHBIM

JIOKYMEHTOM.
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¢enepanbHblit yausepcuret, 2018. — 121 ¢. ISBN 978-5-

9275-2742-7
Ab1eHoB, A. COBpeMeHHbIE CHUCTEMbBI YIIPaBICHHS 2017 | https://biblioclub.ru/index.php?page=book&id
HHPOPMAIMOHHON 0€30MaCHOCTEIO: yueOHOe mocodue: =574594 (nara obpamenus: 25.08.2021)

[16+] / A. A6aenos, I'. [lpoHoBa, B. TpymmmuH;
HoBocubupckwii TocyJapCTBCHHBIH TEXHUYECKUI
yHuBepcureT. — HoBocnbupck: HoBocnOupckmii

TOCyIapCTBEHHBIN TEXHUYECKUH yHUBEpCcHUTeT, 2017. — 48
c. ISBN 978-5-7782-3236-5

Becenos, I'. E. MeHesKMEHT prcka HHDOPMAI[HOHHOM 2016 | https://biblioclub.ru/index.php?page=book&id
6e3omacHoctu: yuebHoe nocodue / I'. E. Becenos, =493331 (nara obpamenus: 25.08.2021)

E. C. A6pamos, A. K. IlIunos; FOxHbIH DheaepanpHbIi
yHUBEpCHUTET, IH)KEeHepHO-TEXHOJIOTHIECKast aKaleMHsl. —
Taranpor: FOxHblIit (penepanbHblil yausepcuret, 2016. —
109 c.ISBN 978-5-9275-2327-5

Asepuenkos, B. . Ayaut uapopmaiinoHHoi 2016 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHOCTH: yueOHOE TTOcOOue IS By30B / =93245 (nata obpamenns: 25.08.2021)

B. . ABepueHkos. — 3-¢ u3., crep. — Mocksa: ®JIMHTA,
2016. — 269 c. ISBN 978-5-9765-1256-6

I[OHOHHI/ITCHLH&H JaTeparypa

Asepuenkos, B. 1. Ciryx6a 3amutsl nHGopmManum: 2016 | https://biblioclub.ru/index.php?page=book&id
opraHusaiys u ynpaeienue: [16+] / B. . ABepueHKoB, =93356 (mata obpamenus: 25.08.2021)

M. 1O. PeitoB. — 3-¢ u3z., crep. — Mocksa: ®JIMHTA,
2016. — 186 c. ISBN 978-5-9765-1271-9

3arunaiiios, 0. H. Teopus uHbOpMAaMOHHON 2015 | https://biblioclub.ru/index.php?page=book&id
6e30MaCHOCTH ¥ METOJOJIOTHS 3aITUTH HHPOPMALINH: =276557 (nara obpamenus: 27.08.2021)
yaebHoe nocodue / FO. H. 3arunaiinos. — Mocksa; bepmuH:
Jupexr-Menna, 2015. — 253 c. ISBN 978-5-4475-3946-7



https://biblioclub.ru/index.php?page=book&id=612591
https://biblioclub.ru/index.php?page=book&id=612591
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=493331
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=93356
https://biblioclub.ru/index.php?page=book&id=276557
https://biblioclub.ru/index.php?page=book&id=276557
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Opranusanus 6e30nacHol paboTel HHYOPMAIHOHHBIX 2013 | https://biblioclub.ru/index.php?page=book&id
cucreM: yuebHoe nocooue / 0. YO. I'pomos, =277794 (nara obpamenus: 27.08.2021)

0. @. Maprembsnos, 0. K. Bykypako u ap.; TamOoBckmii
TOCyIapCTBCHHBIN TEXHUUECKUH YHUBEPCUTET. — TaMOOB:
TamOo0BCKHIf TOCYIapCTBEHHBIA TEXHIYSCKUH YHUBEPCUTET
(Tr'TY), 2014. — 132 c.

HckyccTBO yrpaBieHUs: HHOOPMAIIMOHHBIME PUCKAMH / 2010 | http://www.studentlibrary.ru/book/ISBN97859
AcrtaxoB A.M. - M. : IMK Ilpecc, 2010. -. 312 c. 40745747 .html (nata obpauenus: 25.08.2021)
Cannunkosa, M. H. DxoHomuueckas Ge3onacHocTh: yuebHoe | 2018 | https://biblioclub.ru/index.php?page=book&id
nocobue: [16+] / W. H. Cannukosa, E. A. IIpuxoapko; =575023 (nara obOpamenus: 27.08.2021)

HoBocubupckuii rocyrapcTBeHHbIH TEXHUYECKHUIT
yHuBepcuret. — HoBocubupck: HoBocubupckuit
rOCYJapCTBEHHBIN TeXHHMYeCKHi yHuBepcuteT, 2018. — 103
c. ISBN 978-5-7782-3693-6

6.2. Ilepuoauyeckue u3aaHusi

1. DnekTponHblii xypHan «3ammTta uHbopmarmu. Mucaigy ISSN 2413-3582, Pexum mocrtyma:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIi )ypHan «Crenrexauka u CBsi3by», Pexxum noctyna: http://www.st-S.su/

3. DnexTpoHHbI x)ypHan «Cuctembl 0€30MAaCHOCTU CBS3M U TEJIEKOMMYHHUKAIIMID —KOMITAHUS
«I'porex», Mocksa [Dnektponnsiit pecype] / URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIA HAay4YHO-TEXHUYECKHH XypHal «CrenuanbHas TeXHUKa», MockBa [DIeKTpOHHBIN
pecype] // URL: http://www.ess.ru/

5. Dnektponnsiii xxypHan «bJIW» (besomacunocts, [loctoBepHocts, Uudopmanus), C.-IletepOypr.
[Dnexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UnTepHeT-pecypcebl

1. Caiit «I'pynma CT» r. Cankr-IlerepOypr [Dnexkrponnsiii pecypc] / URL: http://spymarket.com/

2. Caiit «I'pynna xkommnanuii «Mackom»» r1.MockBa [OnektponHblii pecype] //  URL:
http://www.mascom.ru/ (nata oopamenus: 13.06.2018).

3. Caiit 3A0 HIIL] ®upma "HEJIK" r. Mocksa [ OnextponHnslii pecypce] / URL: https://www.nelk.ru/
4. Caititr «HIIO 3amura wuHbopmamum» 1. MockBa [DnexktponHsiii pecypc] // URL:
http://www.sinf.ru/

5. Caitit xommnanuu «[IpomuHdpopm3ammray 1. MockBa  [Dnektponnbii pecypc] // URL:
http://www.profinfo.ru/

6. Caiit komnanuu «Croptens» . MockBa [nekrponnsiii pecypce] // URL: http://www.suritel.ru/

7. 3A0 II® «DnBupa» MockoBckas 00:1. T. JXKenesHogopoxHblil [DnektponHslii pecype] // URL:
http://www.elvira.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCHUIIJIMHBI

3aHsTHs TPOBOAATCA B cienyromux ayauropusax Bal'y (kopmyce Ne2) no anpecy r. Bnaaumup,
yi. benokoHcko#, 1. 3.

ayna. 408-2, JlekiimoHHas ayIuTOpHsi, KOJIMUECTBO CTyJAeHUECKUX MecT — 50, miomans 60 m2,
OCHAIlleHUE: MyJIbTUMeIuitHOe 00opyaoBaHue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), noytOyk Lenovo Idea Pad B5045

ayn. 427a-2, maboparopusi CETEBBIX TEXHOJIOTUH, KOJIMYECTBO CTYyJEHUECKHMX MecT — 14,
rmiomaas 36 M2, OCHAIIEHHE: KOMITBIOTEPHBIN Ki1ace ¢ 8 pabounmu cranmmsimu Core 2 Duo E8400 ¢
BbIXoJ0M B Internet, 3 mapmpyrtuzatopa Cisco 2800 Series, 6 mapmpytuzaropos Cisco 2621, 6
koMmmyTaTopoB Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, koMMyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaHn HacTEHHBI pPYJIOHHBIH.
JlunensuonHoe  mporpamMmHoe — oOecnedyeHue: — omepanuoHHas — cuctema  Windows 7
[Tpodeccnonanbuas, oducHelii nmaker npuioxkenuit Microsoft Office IIpodeccronanbhblii mmoc
2007, GecrutaTHO pacmpoCTpaHsIeMoe MMPOrpaMMHOE OOeCIIeYeHUe: THHEHKa HHTETPUPOBAHHBIX CPell



https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://www.studentlibrary.ru/book/ISBN9785940745747.html
http://www.studentlibrary.ru/book/ISBN9785940745747.html
https://biblioclub.ru/index.php?page=book&id=575023
https://biblioclub.ru/index.php?page=book&id=575023
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
https://www.nelk.ru/
http://www.sinf.ru/
http://www.profinfo.ru/
http://www.suritel.ru/
http://www.elvira.ru/
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paspabotku Visual Studio Express 2012, mporpammubiii mpoaykT BupTyanuszauumu Oracle VM
VirtualBox 5.0.4, cumynsatop cetu nepenaun manabix Cisco Packet Tracer 7.0, mHTErprpoBaHHas
cpena pa3padbotku nporpammuoro obecrieyenus IntelliJ IDEA Community Edition 15.0.3.

aya. 4276-2, YHIl «KommiekcHas 3amura OOBEKTOB HHGOPMATH3AIMN», KOJIHMYECTBO
CTyACHYECKHX MecT — 15, mimomane 52 M2, OCHaUIeHHWE: KOMIIBIOTEPHBIM Kilacc ¢ 7 paboyumu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xommyrarop D-Link DGS-1100-16
MYJIbTUMEANHHBINA KOMIUIEKT (TipoekTop Toshiba TLP X200, sxpan HaCTEHHBIN PYJIOHHBIH), IPUOOP
ST-031P «Ilupanps-P» MHOropyHKIMOHATBHBIM ITOWCKOBBIM, MpHOOpP «YiaH-2» ITOUCKOBBIM,
BUOpoakycTrueckuii reneparop myma «Conara AB 1My, umutaTop paboThl CpPEACTB HEIETAIBHOTO
cheMa nHpopManuu, padboTaromux 1o paguokanany «lllunosauky», ananuzatop crnekrpa «GoodWill
GSP-827», uanukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo Gi10KupoBaHus pabOThI CUCTEM
MOOWJIBHOW  CBsi3u  «Mo3aiika-3», yCTpOWCTBO 3allUTHl  TeJEe(MOHHBIX IEPErOBOPOB  OT
npocinymmBanus  «[Ipokpyct 2000», mmktodpon Edic MINI Hunter, mokatop «Pomauk-2K»
HEJIMHEWHBIN, KOMIUIEKC MPOBEACHUS aKyCTHMUECKUX W BHOpOakycTHYecKuX usMmepeHuil «Crpyt
MUHH-A», Buaeopeructparop mudposoir Best DVR-405, renmeparop Llyma «I'HOM-3»,ydueOHO-
HCCIIEIOBATENBCKUN KOMIUIEKC «CBEpXIIMPOKONOIOCHBIE OECIPOBOAHBIE CEHCOpHbIE ceTu» (Nano
Xaos), ckanupyrommii nmpueMHuk «Icom IC-R1500», amamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTUBHOM aHTeHHOH. Jlunensnonnoe nporpammuoe obecreuenne: Windows 8 Ilpodeccuonanphas,
opucHeni maker npunoxeHuii Microsoft Office Ilpodeccnonansusiii wmoc 2010, OecruiatHO
pacmpocTpaHsieMoe TporpaMMHOe oOecredyeHHe: JMHEeWKa WHTETPUPOBAHHBIX cpel pa3padoTKu
Visual Studio Express 2012, uHCTpyMeHT UMUTaIMOHHOTO MozaenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, naTerpupoBanHas cpefa pa3padotku nporpammuoro odecrneuyenus IntelliJ IDEA
Community Edition 14.1.4.
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PaGouyio nporpaMmy cocTaBmi L aouent xadeapel U3U Tenpnbrii A.B.
/ (®HO, 101KHOCTS, NOANHCE)

Penensenr /

(npeacTaBuTEND paboronares) E€CTUTEIb PYKOBOJAMTEA PAIT 000

«Mudollentpy K.T.H. Beprunesckuii H.B.
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[Iporokoi 3acenanus kapeapbr No oT roja

3aBenyronuii kageapoi
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JUCT PETUCTPAIIMA UBMEHEHUWI
B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
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