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1. HEJTH OCBOEHHA THCUHHILTHHBI
Ueasgvn _ocpocnns AMCUMIINEL! ¢ CospeserEDH NparTRER ES(OPMRIHORROE Oe -

somacEcCTE b ABRIAOTCR OfCCHeYeHEE NOATOTORKE MaTHCTDOE B COOTBETCTHRHE ¢ TpeDosanmsMun
GIOC BO » yveebioro s no sanpastesmio 100401 «Hudopmanmonsan SelonacHocib,
dopmuposaiine ¥ GukaEapon ITPOPCCCHOBMIBILIN HERWKOE 10 WCIUTYETAIN H 0DCTY KHIRIHIC
annaparypsl, ODOPYACBIHNE W NPOIPAMMHOMD OOECHEYeHis, CBAIAHFMX 0 -0DeCTeucHNCM
Ge30facHOCTH [IAHHEN; - MHQposaHuey H 3AMHTON 07 HECAHKIMOHMPOBAHHOIO JOCTYIM] -
NpOdECCHONATRHEIN HARLIKOB BRUMAICHHA #  YHEYTOMCHAN  KOMIBIOTCPHLIX BHPYyCOB, -
NPOTHBOJEHCTRIN  HAPYLICHUSM ceTenofl GEIONBCHOCTH € MCNONLIOHAHMEM  PRUTHUHBIX
IPOIPAMMARNS i AINAPATHRX CPEICTH SAUNTHL ~HANKKOS PEBOTH CO CnerAIRHON TEXHAYBCKOR
ANTEPATYPOR; ~Colganie MPEACTARNCHER O MPIHINORK, MCTOIAN U CPeICTEax BRABICHWS Y¥TPO3
GesonaciocTt  MHQOPMANMOMHAIX  cHCTeM; -passiTHE  cnocolmocrell x  norHdeckoMy  n
AIFOPHTMITECKOMY  MMILIEHII0 B DCYIECTRICHIK BPOSEPKR JanmMestocT o0nexTon
COUTBETCTBNG TPCGORANNEM HOPMATHEHLN JOKYMEHTOS,

2. MECTO JUCUHILTHHBL B CTPYKTYPE OO BO MATHCTPATYFhAI

Naauas Jecimmmnn ortsocwtes k Gasopoft vactit Baoka Bl (xon 61.6.16), B yueGnow
MAANE OPEAYCMOTPEHK W yuehuofl JIeATeTRHOCTH, 05ecneMHBIIONINE CHHTEY TEOPETHHECKIX
AeKIE 1 AaDopUTOPRLIX PaboT.

JhrcumnInEs MIVYAaSTCA HE WCTBEPTOM Kypoe, TPeDOoBaHM® K CENOINEM» IHAHHAM,
YMEHHEM ¥ rOTOBHOCTAM (npepexsusurad) 00yumloWerocs onpexenstores Tpebomanmamn &
VPOBHIO NOArOTOEKM no kypeas «OcHosn unfropsaumonnoll GeonacHoctiy, «ANmapaTHhC
CPEACTBA BLIMHCIHTENLHON TeximKkiy, «KpunTorpapuucckine METOLW JRINTIE MITHOPMALLIT.,
o TEXHIMECKAS TanTTTa NHHOPMALNIES [0 HATPANICHMO NOAroToRkH 10.04.01 «HadopMaunomias
BeronacHocTss, KRATHpHKaR - Gakagasp. Kpome TOFQ, 008 IPEMOTHOIO HCDOILIOBANRE
moTviennLy  ananuf B npodeccronatutofl  gestensHocTH, TpelyeTes  WIvHemmc  Kypoob
«Maremarsras: «Mndopmurmeas.

Kype TecHo B3ARMOCRENAN © JIPYTHMN JIHCITATUTHIANIE, Oun seasercs voJe3IERM JUIN
HIVNEHHS TagHX JRCHHNIMHE  Kax oY OpaRIeHNe  HEQOpMaitHoHHOH Bez0nacHoCTEION,
wOprasssanmonsoe W npasosoe ofecnevenne Wipopmatmoniof GejonackocTit, aCHcrema
samurTel pabopsanmn BA  opejupuETHEs, o3aura  audopsmen B KOPUOPATHEH KX HCs,
aC iy sndpopsiatmo ol GeronaciocTi Hi NPEANPRATHI,

3. KOMIETEHIHH OBYYAKUETNOCH, ®OPMHPYEMBIE B PE3YIBTATE
OCBOEHHS THCITHILIHHBL

B pewastare ocpockms  ANCUMIUIMNGI  MarECTp  JOMKEH  ODJMLATH  CARANIOUIMM
IPOrECCHOHELTI IV KOM IS TERITHRM I

[1K-1 ~ cioco(HOCTRIO BHITOMESTL PaboTsl N0 YOTAHORKE, HACTPORKE W OOCTYRHBAH N
APOrPAMMHELIX, TPOTPAMMHO-ANNRPATHLIY (B TOM 4MChE KpHITOrpahHIcCRUX) B TEXHHUCCKHX
CPEaCTH UL T HHDops AL,

[TK=6 - crocoDHOCTEIO NPHIHAMNTE YUUCTHE B OPTAIHINH # DPOBCACHHN KONTPOThHLN
NpOREPOR PEBOTOCHOCORHOCTH W IMPCETHBHOCTH MPHMCHREMBIX NPOFPAMMALIX, NPOIPEMMHO-
ANHAPSTHRD § TEXHHYECKHX CPEACTY JAIATH AHGOPMAILIY,

B pe1yantane ocsockHy JMCHNTUENE obyMmounifics Jonwet AeMOHCTPHPORATE CleIyioliRe
PERVARTHTE ODPATONIHIN
1)  3math: - OcHOBNME cpeactsa W cnocolm  obecnewends  mmgopmatHoEHol
GEIONACHOCTI KOMMBIOTEPHAIX ceTeM; TpeOomrpa & ssumrmenssiy AC-  KPHTSPHE OUEHKN
P ETHRAGCTH SANIMIICHHOCTI, THITLE B B (POIPAMMHLIX | IPOIPAMMEQ-AITISPATHEIX CHCTEM
JALNITRE MABOPMAITING - MOTOAM MaenTnwkanns nomesopaTenelt KC-cyOhekTon foctyni
JAKHEM, CPEACTRA M METOOW OTPAHHMCHHN DOCTYNAE K afinam] GANAPATHO-TPOTPAMMHBIC
cpeacTal kprrTorpadurieckoli JMATE MHOOPMAITIHL - METOE ¢ CPEACTRI OrPAHNUCHIUN J0CTYIA
% mosMponenTav IBM: - meroan wMUNHT HPOrpaMM OT BECAHKINOHHPOBANNOrD KOITHPOBLHITSE,
METO TR AAIINTH TPOrPEMMILIX cpeacTs ot neearenosanna (TTK-1; [TK-6);




2} ¥mern: - xRUTHOATNPOBAHAC OUEHHBATE OONACTH NPHMEHEHHA NPOTPAMMHO-
aNmapaTHOr) CPeJcTRA JAMHTE] ¢ VHeTOM Cheudika oDBexTa JaUTh pHMeHsTE cpeactea BT,
CpelcTsa  DPOTPAMMEPOBAHHS 108 3bPeKTREHON  PeAlHIAUMH  ANNAPATHO-IPOTr PAMMHELN
KOMILIeKCOE 3@IiHHOTO HAEYECTHA H B 3IaHHBEe CPOEH; NPOBOJAHTL HCITRMTEHHH COLEKTOR
MpoPeccHOHANLHOA ASHTEIBHOCTH, ~ TPOHIBOAHTE YCTAHOBKY, HAacTpofky H obcnymuBagne
MPOTPAMMHO-ANNEPATHEIX  CPEICTS  JalMT:El  WHQOPMAUMH;, - CTABHTL W peWares 347aun,
HOIHHRAKYITHE B NPOIECCe NPOSKTHPORAHASA, OTJAIKH, HCHRTAHHH H IRCIAYATANHE CHCTEMHELX
nporpaMsysx cpeacTs (1IK-1; [kK-6);

3 Baagers: - HaBERKAMH OCBOSHHME, BHEIPEHMH H COMPOBOMIEHHN [IPOrpaMMHO-
ATIFAPATHRIY CRE[ICTR  SalENThRE I'rII-Id]-('I]‘I-h{EJlHH A OOREKTAX PATTHHHOrD THME, - HIBLIKSMHI
CONPORMKICHN  NPOTPAMMHO-ANTAPATHRIX CPENCTS  JRIUHTE  HHQOPMAnuM, - HABLIKAME
KOHCYIETHPORAHKA NePcORANa B NpOLEcce HCOo/Ik3oBanna ykazanusrx cpeacts ([TK-1; ITK-6),

¥ ofvuaembiX B (POLECCE  HIYHEHHA  IHCLMTUIHHEl  JOTDKHEL  BEPACATLIRATLCS
AOMONHATENRHEE KOMIETEHIINH, C Y4eTOM TpeGopannii paboTomaTenen:

- CMOCODHOCTE OCYIECTRARTE IKCIUIYATRIHOHHO-TEXHHYSCKOE O0CIYMIBANNE IIPOIPAMMHO-
AMMAPATHLIX  KOMIUISKCOB  3A0MTH  HHEQOPMAIMH  cOTlacHD  TpeDoBandaM  HOPMATHEHO-
PACTIOPAINTEILHEIN TOKYMEHTOB M T0KYMEHTAIHE TPOHIBOIHTETeH 000PYIOBANHA.




4. CTPYKTYPA H COIJEPAAHHE JHCIHNITHHEI
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5. OBPASOBATE/JILHLIE TEXHOJTOI'H

Hiyuerne IHOUHIIHNG DPEANONRFAET ¢ TONEKG JANOMHRENRE ¥ MOHUMAHTE, HO M alams,
cHHTel, pedpaekcmo, (OPMBEPVET VHHECPCUTRHME YMEHMA B HaBLIKH, SENKIOUIAECE OCHOBORH
cranoRmerna bakamspa no sanpastesno «Hrdopvaimontag Se30nacHOCTEY,

JAni peanit3anii KOMOCTEHTHOCTHOM MOAX048 NPSLIniacTes HHTCIrPHPOBATE B vHebHbIl
Opoidect HHETCPaKTHBHBLE uﬁ]ﬁamna*re:rwue TEXHOMIOMME, BEESEH HHI;J'DPMEJJ.HHHH.HE H
ROMMYHHKRNHOHNEE Texnosorun (MKT) upn OC¥IHNECTANeHNH PasadiHigy BHAOE yHcOHOM
PaGOTE

pa3fiop KOHKPETHREX CATVALINIT,

yHeBHYHY AHCKY COHH);

HICKTPOHNEIE CpeacTs obvyenys (crabla-nexuun).

JIeKUHOHABIE FARSTHA NpOBOINTCA B ayadrTopun. obopyaopamnodl OpoeETopeM, IO
FOTHOIMAET COYSTAThH AKTHRHLE B HHTEPAK THEHEE QIOpMEL IO BEIeHEs FaRaTHil.

Kag Tpamnumonnsie, rag m JeKIHE WHHOBAIROHHOND XEDAKTEMD MOTYT CONPOBORIATLCN
KOMOROTEDHEME CRafizaM oy chaiti-nesumasy. OcHosHoe TpeboBaHMe K CHafin-JicKIHE —
NpUMCHERRNE  TEHAMBuecKEs  OfdesTon  (AHMMHpOBAHELIN  ODBEKTOR),  (YHELHOBAIEHLIM
HINgYeHHeM KOTOPRIX ABIMEICA MAMMATHO-00pAIHOe MPeIXTABICHHE HHGOPMAITNN, CTOAION s
MOHEMAHNS I 0CMLICNenHE DaxaTappans, 8 TREKe HHTEHCHPHKALNE 1 msependuralina viedroro
apouecca,

Yiaenwuniil mec aHATHL DPOBOIHMBN B MHTCPAKTHIHLIX QOPMAX, DEPSILIRETCR ManRoR
geansy  (IOI marmcTpaTypu no  panpasgchEme 100401, oCODEHHOCTHEY.  KOHTHATEHTS
OOYHANIIHACS ¥ COACIMaNASM KOHKPETHBE ANCIHHIIHE, § B LEH0oM, B yIebROM DpoLngcce OHH
CUCTEBNHIIT He MeHee ) NpodeHIOR AVIHTOPHEIX SaHATHA,

JoMATHA EKOHOHHOMD THOA 408 COOTBETCTEYIIIMX CPYIDN CTYJACHTOE  COracH?
pefoBAHNAM CTAHIAPTA BRCIErD OOPaIcAIHHE HE MOTYT COCTAaRaNTE Oojee 45 [pOlcHTOR
AYIHTOPHLIY aaaTail, [Iporpasya THCHANINEN CoOTRSTCTRVET SaHiLM TPe0OBaHNaM.

Tagum oOpasoM. OpEMEeHEHHEe HHTEPAKTHENEX 00paI0BATEILHB: TEXHONOMHMA npHIaer
AHACBANKORANT XapaKTep NpaxTHUeCKH BCeM BRAaM YaclHeX 3aHNTHH, BKOYAN TEXIHOHHEE.
Ilp oToM [CMABTCR aKUEET Ha PAtBHTRE CAMOCTOSTCIRHOIO, MPOAYETHRHONG MEIIACHESN,
OCHOBAHFOND HA IHAMOTHYECEIY TIAKTHYCCK IR OPHeMax, cy0peKTHOR nomaial olyYauerocs u
pipajokalesiom  mporeced.  Tem  ciMmM  COSMMITCN  YOLORMA TN PEATHIANHN
ROMIIETERTHOCTHOT D MY IXAEE TP Ay HCHHR TAHAOH JCHNTINHEL

6. OLIEHOYHBIE CPEACTBA 718 TEKYIIETO KOHTPOS YCHEBAEMOCUTH,
MPOMERYTOYHOR ATTECTAIINHA MO HTOFAM OCBOEHAS JUCHHTLIHHLL H
YHEBHO-METOAHYECKOE ORECHEYEHIE CAMOCTOATETLHOH PABOTEI
CTYJIEHTOB

ﬂ:m TERVIIETD  KOITPOEE  YCICBAGMOCTH [OPSIAGracTes HCMOMRI0BATHE PCETHJ.LI'UH.Uﬂ
CHCTENMBL OICHEH, WROTOP3E HOCKET HHTEPPHFI]BEHHI:IH IAPAKTEP W YYIWTRHIBHNCT YCOOemHMTh
fakangapa B paanyHLX BAiAx vieBHol JeRTeThHOCTH, CTeneHs chopMuposasnocT ¥ GaKataspa
OO IERY IETYPELIX 11 TPOdCCCHOHATEHEIN ROMTIETCHIIIE,

[Mpssicpubill pepegers 30aHui IR TeRYIEX KORTPLUIbHEDN MePOTIPHRATH:
Bonpock! peitrasr-soni poia Nal:
Ipenmer B 3233901 COEPEMERRNE FPENTHES MEQOIMATHOERNE Tai0MacEnCTH |
Wnentrdmsames noassosareneh (cyFpexios J0CTYHE K JaHHRM ),
Mporosonss wrenTidEkamn ayTes TRHEa iy (oDoberHs aIropHT™ ),
llporoxoms naeaTadmkauni'ay renTrguranun (A ccope aropiTya RSA )
I[Nporokoms wrenTrdmkauw/ayrea TR geranmn (cxema Qefire-duara-1 Lasmpa),
[TpoTokony WIEHTRONRAITH Sy TeH THMELLIR (Cxena ib-T amans ).
Mpororoie wied rdnkamwavrenraduyann (cxema Hinoppa).
LIpoToKoiis HISHTHIHEAIITH ¢ HYIeR0f nepetaseit tranil.
Mporaron Kerberos,



[Mpotokone: S/Key (RFC 17600, PAP v CHAP,
[Tpotokoasr OpenlD, Windows Live 1D,

[Tporoxoas LDAP, OpenLDAP,

LAMHaR CHOTCMA HACHTAPHKAINA 0 ayTenTHp ke PO,
CHCTEMA pazrpaHHUeHHs J0CTY A & HHHOpMAaig,

Bonpoce pefirumnr-wonrpoan Nel;

¢ MeTonel M cpeacTRA IANMTRE MPOCPAMM 0T KOMUBIOTEPHBIX BHPVCOB (CIHCOK YIOUHSETCH
EIETOIHO).
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Obzop npoaykros kosmmannd AVG Technologies.
(030p NpoIVETOB KoMOaHas AVAST Soffware (ALWIL).
Odzop npoaveros Avira GmbH.

Ofzop npoavrTos BitDefender.

Osop mpoayveTor Dr.Web,

Obaop npoaykros G Data Software AG.

Q&3op npoayrros Microsoft,

Oozop npoayxros ESET.

Clfzop npoayxros Symantec,

Qfaop npodyrtos Panda Seourity,

Qdzop npoayxtes A0 «Jlabopatopun Kacnepekoros,
Qfzop npoayrTos Agnitum Lid,

Ofaop npoaveTor MeAfee,

H T.0

[MporpasMsibic ¥ ANN4paTHBIC CPEOCTHA 3ZIMIMTH (COHCOK YTOUHSETCH EMErOOHO N0 peecTpy
BCTOK):

MAK Cofons / Pocomaxa / Kpuurou.

AINKLL "Koutnnent”.,

C3H vGate,

Honeypot Manager.

CHOTEME KOMANSKSHOMO yopaeacHeEn GewonscHocT=n KYE.

C3H o1 HCJ "Crpas NT",

llporpassusee kosmiercs sawpru undgopsaunn o1 HC I Dallas Lock.
Konryp nudopsamionnoii Geaonacsocth SearchInfom.

CpeacTsa KOHTPOMA 3AUHIEEHAUCTH 0T HECAHKLMOHAPOBEHNOrS A0eTyna «AHMC Ty,
CpeacTso PHECAtHY B KOHTPONRE HCXOIHOTD COCTORHMA TIPOTpaMyHEoTe koMexca "GHKC",

CHETEMA HUULATH KOHGMACHUNATBHOR WHPOPMAIHA ¥ nepeoranbHeiy 2aHapix or HCM » sonuposadms

ecret Disk.

CPEICTEO COAMAHNA MOISTH CHETEMbI PRAFPEHNYCHHA d1oeTyna aPernsop-1 i (v« Peamop-2n ).
TTporpaMMB0e CpreacTio 3aunTsl HHOOPMALMH 0T HECAHKIHOHHPOBRHROID 10CTYHA « I Haats
[porpasMece ¢peacTro santHTh nHopmamu «Crypion Locks.

CSP VPN Client /Server [ Gate.

[Tpor paswe bifl kosrmere DeviceLock

KommiekcHas cHCTEMA JMHATED 0T HeCAHKIHOH HpOBaRHOTO AocTvie Diamond ACS.

Cepeep GesomacaocTy Dio [5.

[Mporpassssit komnneke "InfoWarch Traffic Monitor”

CHeTeMd KoHTPOR SALFLIEHHOCTH B C00TRSTCTEMA cranaapraw «hMaxPatrols.

Verpoletso npegoTepaiieni ceTenkix atak Proventia Network Intrusion Prevention System.
CHoremi yOPABRIEHHN CRPRITON MAPKAPORKOH TedaTHRN KON JjokymeHTon «SafeCopys.
[Tporpas MEO-AMTHPETHRE KoMnmeie Safeiet

[T0 ViPNet

ANNAPATHO-MPOCPAMMHER KOMIVIEKE DDHAPYHEHHA KOMOBIOTEPHbIX aTax "Aprye”.

Cucrema 3auimsr MHGOPMEURN 0T HECRHKIMOHHPOBAHHOID 10CTYNA «Aypay.
[porpamsso-anpaparian cacrema 3oy wrdhopvanms ot HCJL «Brokxocr-cems.

Mporpas vyl KoMmess « nekTpodibi sanox « Buraoss,

Haxer mporpasy «3ACTABA

Meskcerepoif  wkpan ¢ paciipernol  QYHRIHORLIEHOCTERIY,  KOMMYHHKALIHOMHLIL  UeHTp

Koaeuyra",

"HBK



MK «Anamarop nporpasmiore koga «Keazapy.

Mporpaumioe cpencreo sawrs wadopsiain « KPATTTOH-LHT».

AnmapaTHC-NporpaMMIETH KoMUiexe Aosepennei sarpyasn wlafupanr-J13s,
AnmapaTro-nporpaMsAs kommreke «l lasmnpey,

[MporpassE NoHGER 1B FRpAHTHROBAHHOTO VRS TomeHnA 1 awckax o« TERRIER .

[porpassa dukcagmn o KOHTPOIA HCXOIHOCD COCTORNMA TPCIPaMMHBX Kommiekcon « Tpadapers,
AHRTHIATOR HEXOLHMX TeReTon nporpasst o T peamons.

Chnerems 00HAPYHCHHA EOMITHIOTEPHIX aTaK «hopnocty.

Mepeonaneroe cpeacTio KpHmTorpaduteckod 3ammTe HEdopsay "Ik

WA

INCKTPOHABIE HISHTHQHKATOP:
Koamaunm " Anagoms PJL" (eToken),
Kosmanan " Anarnamd PJL" (JaCarta).
Konnaway “Anagans PJL" Maxim (iButton),
SafeMet [Sentinel ),

AL vArTne-codrs (Guardant).

FIAL wARTHE-COgT (Rutoken).
WIBL-SYSTEMS AG (CmDongle).
WIBU-5YSTEMS AG (WibuKey).
FAD "Cereronsb" {Senselock),

Q00 "Actpoma” (LOCK L

oOOoOoOoOoOD o0 oo0ee Qo

{m o B o B

o0 a9 Q9 Ko

Bonpocs: peiitnur-kouTpons Ned (1onoaunrersHo k sonpoeam | o 2 peiitunr-sKoHTposs):
o Cnocobin BHEIPEH N JaKTAT0R,

o KnaccuHgains HelekIapupoBIHHE BOIMMKHOCTER NPOrPAMMHOTD 0BECIICHEHU.

L] ["-'1E:'Il],ﬂ.l'.1l BCKPLITHA AT TapHpOEaHHED HOAMOEHOCTE HI:'H}TPHMMHDJ‘H ohecneyeHNg.

¢ [oaxoin BasBIeHNR e eRToR B NpOrpaMMEON DOeCTeveHIH,

o MeTodbl B ¢OOCOGE 3ALUHTE NpoTrpasyd o7 IECICI0EHNE,

o [loaxeas K sauiHTe ApOrpaMM OT HECAHKUNOHAPORAHHOT) KOMAPOBARIA.

[Mepedens Bonpocos K IKIaMeHy (MpoMexyTOTHOH aTTECTAUNH MO HTOTAM OCBOCHHN
ANCHHILTIHBL):
Brnet cocToHT M3 4-X BOMNPOCOH,
Boopocs: | B 2:
1. Tlpeamer B 3azaum tcczPauEEmi npnmnnmllolammmmuiﬂaﬂnmx:m [lpcamer 8 obvekT
samuThl, MeToant i cpeacTaa JHHTH HHGOPMALAH i TPEIOTRPAMCHAR T0CTYIA K Hel.
2. Huaewrmducauun noiszopareield  (cvfnecror gocryna K gaHdeiv).  MuedTeduxanis,
avrenTHdukanng 1 asToprzaung. Oxno 8 apyvxdarropuas uaenTHdgucanns. THnopoit amropaT
Ay TEHTH(IHEALNIN ONEIDEATENel.
3. Haenrndueaima noasiosarenei (cyfiLexTon nocTyna K Jaussin). BHOMETPHYECKHEE TPI-THAKH,
KOTOPLIE MOTYT BEITL HCIOILIOBANL] TPH HICHTHHKAIAH,
4. Texmonormit asromarmycckoll wacwTngmeamny. [lTpuxossie xoaw (cuMBoankn ). Paano-
HACTOTHAR RACHTR(HKALMA.
5. CHeTeMa pasrpadHgeHHs JocTyna B uHgopvanud. PyHKIHOHAAEHEE Gnokw, Komoemins
MOCTPOCHHA,
6. Mexaamavel VIpapieHHs JOCTYIOM (MOJETH pasrpaHnueHHs Jdoctyna). JIckpeinoHHOE
YOPABIeHHE TOCTYIOM,
7. Mexannimbl yIpaBicHHR 20CTynoM (MOOeny pasrpannseHns aocryna), Manaaraoe ynpagnenne
AOCTYVIOM,
8. MexanuavMu YIpapieHus J0CTYHOM (MOIETH pasrpadiHeHns 1oeTyra). Y npapienue JocTynom
Ha OCHOBE ponef.
9. Hals®HOCTE CHOTEM PAIFPAHHYEHHA LOCTYHA, HHTCHCHBHOCTE  UTKAIOR, (..:I'.fﬁﬂ.ll-&li': B
BOCCTARORIICHHA CHETCM B 3AITHTH MO OTRG3A
10, Metoaew npegoTepamennd viesex 3 KC. Knaccuduyanns saytpessnx HT-yrpoa.
| L. Metonw npenoTepaiienns yresex w3 KC. JakoAHBIN NepexBaT 1aqHRX.
12. Metoaw npegotapamensg vrevex 13 KC. Obodmennnii nponece aubopa cuerem DLP.



13. Metoak ® cpefcTea 3AIIATEL TPOIPAMM OT KOMOBOTEpHEY BHpyeos. D0ias xapakTepucinka
i knaccHdHKanHs.

14, MeToar ¢ cpefcTsa JAMETLL NPOIPAMM 0T KOMOBIOTEPHRIX BHPYCOB. OO0aR XapakTepHCTHRA
CPENCTR HETPILTHIAIAR KOMILIOTEPHEIX BHPYCos. MeTo/b 3aiHTsl 0T KOMITRIOTEPHEN BHPYOOR.
15, Meronm 3ampTel nporpaMyM o7 Bccmeaosanns, Chepa npavenenns. KoMIOHeHTED CHCTEMEL
JAMATE B WX (HYHKIHA,

16, Coocodnl 3aLIHThI IPOTPAMM 0T HCCIEA0BAHNA, 4-8 Kiacca crocofon 3ammTh .

Bonpoe 3:

B npuBeleHHOM Iaiée COHCKE YELAMTE NPOTPAMMHO-GNNAPATHBIE CpeacTea (MHHEMYM 3),
KOTOPRE MOTYT HCTIOIBI0BAT LR

1. A8 KONTPORA ¥YICHCK H KAHATOB PACTIPOCTPAHCHME IaMIIacMO i MHGUPMany,

1. nna paIrPEHHYCHHN J0CTY A,

3. IR OPraHuIsHY J0BEPEH RO JArPYIEH BMYSHCIRTETRHON CHCTEMEL

4. KAK ANBKTPOIILIT 98MOK,

5. Kax MERCCTEBEC IKPAHEL

6. aw opragniaims VPN,

T. AN AHATHIA MONOOILN KOL0R Oporpass © N0 BESBICHHEA JaENET0K,

8. kax cpeacteo dmxcannu coctontuua [10.

W NpHBSIETE ONHCAHHE HX OCHOBHMN dwHxumA, ceemesns o wammuun cepruduraros PUTIK
(knace saupugensoctd AC, xmace MCIIs, vposens sawmmensocts MCIIOE, yporers HJB,
knace M3, OY ), GCB (ganmme), Munobopornt PO (Haniuame).

TMAC3H (mepeuens yrodHaercs no peectpy GCTIK): CSP VPN Gate; CSP VPN Server; Honeypot
Manager; ViPNet BOX; ViPNet CUSTOM; AIKI Kowrunenr; HBK Konpuyra, Komnaeke
DeviceLock; Komnnexe Diamond VPN/FW; Kovnnere Ideco ICS 3; Komrnese InfoWatch Traffic
Monitor; Komryp HB SearchInform: TMAK SafeNet: MAK Aprye; MAK JlaGnpunt-[13; [MAK
Narmepe; [TAK Codome; TTAK Pocomaxa; [TAK Kpunton: [TAK ®IICY-IP; [la-keT mporpamm
"IACTABA"; TTK3H Dallas Loek; T10 TERRIER: 110 Pemmaop-1 (Pesnzop-1); 110 Tpada-per;
IO Tpuron; 110 DHUKC; Cepaep DioNIS: C3H Crvpton Lock: C3H Diamond ACS; C3H Secret
Disk; C3M Secret Net; O3 TrustAccess; C3H vGate; C3H Avpa: C3H Broknoer-20000XF; C3H
Brokxoer-cers; C3W Wlnmka, C3H Sruna+; Cucrema KYB; Cucrema @opnocr; CK3 MaxPatrol:
Yerpolicrso Proventia Network IPS.

Bompoe 4 TecT 10 coEpesesmoN NpasTHE: MHGOPMATHOEEOR DaS0MaCEOCTH.

B navane kamaoll nabopatopuoii pafoThl NPOBONMTCH XPATKHH MHCTPYKTAX M ODBACHCHWC
OONOAHHTEALHOTO TEOPSTHYECROTO MATeprani, HeoOXOAuMOoro M8 BRTOHEHAS NPEKTHYECKOrD
saganua. [Ipues naboparopaeix paboT NpoXoauT B JBa ITana:
1} ACMOHCTPALHA PEIVIRTATOR BRIMONHEHHN PADOThL
2) NpeaCTaRICHHE W 3aI0HTA (UTRET Ra TEOPETHUECKHE BONPOCH., CBASAHHBIC C BEITOTHEHHEM
npakTHHECKIX 3aManift) oT9eta mo TabopaToprod padoTe.

PeayneratoMm nOpoXO#IEHUS KakIOTo ITANA HEIHCTCH OUSHKA, BRICTARIASMAd 00 IOKaTe
MHTCHO/HeIa TeRo. batnn 3a naloparopryio padoTy BLICTARMAIOTCA [PH HLTHYHA J849ETOB 00
HCEM 2TanaM npuema padoTsl

Temul naboparTopabix pabor:

1) Kopnoparussble MekceTeRbIe JKPAHE HA Date CNennaTHINPORAHHELY JHCTPHOY THROR,
2) mescerenblie 3Kpann na Gase Linux;

3) OcHonrsl koRQUrypuposanus Netfilter/Iptables;

4] CpegeTea MeKCeTEROTO JkpaHnpoBanua  yerpodicts Cisco, ACL;

31 KondHrypHpOoBAHHE BHPTYAILHOM wacTHoi cet (VPN ).

&) ChcTema obHapyHCHS BropacHni;



CaMocrodrerHas Pﬂﬁﬂm CTVIAEHTA NMPEANGIaraeT HHIHBHITYLTEHY H pﬂﬁﬂ'l'f-" C JlH'lE[Jﬂ'[‘_"r'pDﬁ [mpu
MOITOTOEKS K JekiusM u aaloparopusiyd  sausTiss. Koutponn camocrosTensiod paboru
NPCROARTCS B OpoLecce caaul nabopatopuux pabor.

Bonpocs: m 38 iaHis LR CAMOCTOATEILHOE paiorsl CTYIENTOR:

1) Cocremel GroMeTprueckol nieETHORKAIN,

2 MexauuIn el YIIPARIEHHA TOCTYIOM (PEATH3AINS B COBPEMEHHRIN ONCPAHOHHA CHUTEMAX).

3) PaapaboTuHKl aHTHBHPYCHLIX cpencts 3amutsl, 110,

4) [IporpamyMHO-anNapaTHEE ¢PeleTEA JAMUTH (CPeIcTha KPHITOTpadHueckoi JauHTLI).

5) IporpaMuHO-aNNaApaTHLIE CPEACTBA 3ALUMTHL {CPEICTEA JANTHTH OT HECAHKIHOHHPOBAHHOrD
MOETYIE )

6} TMporpaMMHO-ANIAPATHRE CPENCTEA IAMMATEL (CPEACTRA IAMHTE HHEPOPMALAE CCTCBOMD
JERETHHA ).

T CHOTEME] LENTRATHIOBATROTD YIPARTCHHA VICTHRIMH JANHCAMH 1 OPaBaMA J0CTYITHL,



7. VUEEHO-METOJWYECKOE M HHDOOPMAIIHOHHOE OBECTIEYEHHE
THCIHILTHHEI

a) OcuoBian JuTEpaTYpa;

l. bamrw, I1. H, Hadopmanvonsas 0S30MacHocTs #o3amura MRGopsmanin: Yueduur / [ H.
bamne, A. B. babam, E. K. bapanosa, - M.: PHOP, 2013. - 2322 c. Pewmum JocTyna:
hitp://znanium.com/catalog. php?bookinfo=405000

2. Murermexryanbible cHeTeMsl saumrsr sadopaammn: yaed, nocobne’ Bacwises B, - 2-¢ uan,
Henp, " aom, - M: MammocTpoenne 2013, -
http:/fwww.studentlibrary. i/book/ISBNOTES042 756673 ltml 172 ¢

3. Tlporpamyuo-annaparHas 3amuTe BEpopManun: Yuebuoe nocobee / [LB. Xopes. - 2-e u3g,,
enp, H ojgom, - M. @opys: HHL HH®PA-M, 2015, - 332 ¢, Pesum  ODocTyvig
hitp://znanium.com/catalog, php?bookinfo=48%084

n

) lonoannreasaan aureparypa:

1. Crcrema 3ammTs HHGOPMALAN 0T HECAHKUMOHHPOBAHHOIO JOCTYIA HE OCHOBE NPOrPaMMHO-
ammaparHoro komnaexca “Secret Net 5.0° / Momemyxnn AA., Koporkux H.B. - Hosocuf.:HTTY,
2012, - 47 c.! [SBN Q78-5-7782-1990-8 Pewnm QOCTVIIA:
http:/fznanium.comv/catalog. php?hookinfo=3566949

2. Be3onacHocTs B YOPaBRISHMEe JoCTYNOM B HEQOPMALAOHHLIY CHCTEMax: Yuefnoe nocobne /
AB. Bacanekor, HLA. Bacumsros. - M. @opys: HHIT MHOPA-M, 2013, - 368 c., Pemiu
aocTyna: http://znanium.com/eatalog.php?hookinfo=405313

3. AL lllepbakos. CoBpeveHHad KOMOBIOTEPHA® 0€30NMACHOCTh, |EOPETHHMECKHE OCHOBBL
[MpakTigeckne acoexTel. YdeOnoe nocofwe. - M. KHwsneid smp, 2009, - 352 ¢ -
hitp:/www studentlibrary. r/book/ISBNOTRSE04 103782 hitml

) lepuoameckne naparm:

1. Hypuan e3ammra sadopyagnn. Hacafny [SSN 2413-3582, Pewum gocryne: httpi/finside-
zi.r'pages/about.html:

2. Rypuan «Cneurexnnra 0 Ceasey, Pesnnv Joctyna: hitpo//www,st-s.5u/

) Mporpasynoe ofecneqenne i Hrreprer-pecyperl:

1 ObpazoparenLinil cephep Kadeapd M3H - Pesoas zoctyna: httprifeduizivisum

2. Hundopuansonnas obpaiosarensnag ceth.- Pexoum gocryna: hoipd/ien.izivisoru

3 Brayrpusyzoscrne winauus Bal'Y — Pesoam nocryna: http/edibovlsurw/

+ HHTYHMT. Haunouansnsii oTkpareii yvHrBepeHTeT — Peaen noctyna: hitp:waw.intuit.ruf



8. MATEPHA/IBHO-TEXHHYECKOE OBECIIEYEHHE
AHCHHILITHHBI (MOIYJIH)

aya, 408-2, JlesunosHuA ayaNTOPHA, KOTHYECTRO CTYAEHYECKuX MecT — 50, miomais 60 w2,
OCHEIEHNE:  MYThTHMEIHAHOE oOopyloBaHie (WWrepaxTnpHas Jocka Hitachi FX-77WD.
npoekrop Ben() MX 503 DLP 2700ANS] XGA), soyvrove Lenovo Idea Pad B5043

aya 427s-2, naGopaTopHs COTEBRIN TEXHOROIMI, KONWHECTHO CTVISHHECKHX MeeT — 14,
WIoIHATE 30 M2, oCHAIICHHS: RoMIB0TepHLIE Kiace ¢ § pafogsmu crasumamn Core 2 Duo ES400
¢ BEIX0JoM B Internet, 3 mapmpytnsaropa Cisco 2800 Series, 6 mapurpyrusatopos Cisco 2621, 6
komMyTatopos Cisco Catalyst 2960 Series. 3 womsyratopa Cisco Catalvst 2950 Series,
wonnmyTatop Cisco Catalyst Express 500 Serfes. npoexrop BenQ MP 620 P, 3kpaH HacTcHHBI
pynoHHBG. JIHOeHEIHOHNOE UpOTpaMMice oDechieveHue: onepanmonHas cucrema Windows 7
Mpodeccnonankear, ofucHei naker npuioxesni Microsoft Office [podecenonaisasil mmoc
2007, GecrniaTHo PAcHpOCTPAHASMOE NporpaMMHoc obecnewenue: NUHSHKL HHTEPHPOBAHHLIX
eped pazpaborke Visual Studio Express 2012, nporpavsusdi npoaysr supryamsaa Oracle VM
VirtualBox 3.0.4, cumynatop cern nepenaun nannex Cisco Packet Tracer 7.0, HHTerpHpoBaHHas
epena paipaboTK nporpamMMiore oSeencaerna [ntelli] IDEA Community Editon 15.0.3.

ayia. 4276-2, YHIL «Kowmmnnercwas sammra obObeKToR WHOOPMaTHIANNKY. KOITHYECTHO
cTvaendeckux Mect — 15, muowans 52 w2, ochamenme: komMnuoTepHed knace ¢ T pabousmu
cramumany  Alliance Optima P4 ¢ spixonom s Internet, xosowyvratop D-Link DGS-1100-16
MYTETHMEIHANBIA KoMiiesT (npocktop Toshiba TLP X200, skpan pacrenubidl pyioHumi),
npubop ST-031P «allupames-P»  smuorodQyekumosansisil  nowckossid, npedop  «Vnan-2»
noHckosbld, BbpoakycTHyecknf reseparop wyma «Conata AB 1My, uMuTaTop paboTel CPEICcTs
HETeCATRHOrD Chehd HHdmpMﬂLlHH. pﬂﬁﬂ'l'EJGJILHK o pRaHCKaAHLTY -::Illnnmmmm, BHATTHIATOPD
coekrpa «GoodWill GSP-827», wamexarop nos «SEL SP-75 Black Hunters, yerpodcrso
GaoKHpoBaHEA PaloThl cHeTeM MOGHIBHOR cBa3H «Mosaiixa-3n, VeTpOHCTED SauMTE Tee(oHHEN
Meperopopos oT npocnyimsania dllpoxpyver 2000%, mwerodon Edic MINI Hunter, noxarop
«Ponaak-2K» meTnHelHEIL, KOMDIEKC DNPOBEIEHHE AKYCTMHCCKMX M BUOPOAKYCTHUCCKHX
maneperndl «CopyT siHi-Ap, sudcoperuciparop wigposoii Best DVR-405, reweparop [lyma
al Hom-3n y9eGHo-HeC I eloraTe e KoMIieke ¢ CBepXUIpOKOIOIIOCHER DecnpoBojiHEIE
ceHoopueie cetHy (Nano Xaos), ckanupyiomei npueMuus «lcom IC-R15006, asammarop cered
Wi-Fi Fluke AirCheck ¢ awxtwmmolt amrTemmoil. Jlmmensuwonxoe nporpamauos ofccneueHHe:
Windows 8  llpodecenonansnan, obwcumii  naxer opanowenuii  Microsoft Office
[Mpodeccuonansusil mmoc 2010, GecriaTio pacnpocTPaHAEMOE MporpaMMHDe obecneveHues!
JMHCHKD HHTCrpHpoBaHAmMX cpen paspaforkm  Visual Studic Express 2012, wncrpyMeHT
HMHTAMAOHAOTY. ModenMposaans AnvLogic 7.2.0 Personal Learning Edition. ssrerprposanmas
cpena paapatorky npolpamsuoro obecnescrmn Intelli] IDEA Community Edition 14.1 4.



PaBouas mporpaMMa JRCIATITHAK COCTARTEHA B cooTeeTeTamn ¢ Tpebonammavi ®IOC BO no
,  #AETOMATHSAMHA

wanpantesio_ 100401 «Hindopmans

HE{}OpMaIHOEED -2HAAHTHIE CEOH J eNTeAREOC THY

Pabouyio nporpassy coctasiun gouent kadexpu H3H k1w Bopouns A A,
(D0, noameck )

PenieraeHT
{H]I‘EMT&BHTE'IL pﬂﬁmaam:u} E.T.H.

pacTpYETVpht 000 «OMEK - Hw
1mm.uﬂiom TomwkoCTe, DHO, RO Imice)
1 kndheapn  HIH

fjed

| Iporpavsa pacesorpena u onolpena ua e
lMporokoaNe ¢ or J4 /) /& rom
Jase vl Kndeapoi

Pabouas nporpavua paccuoTpena ¥ osobpera wa weeaauey vuyebyo-MeToanueckoll koMiceHm
panpaanesus _10.04.01 gy ABTOMATHIAIER

m@opmmnﬂmmmma JERTETER L THN

MpotoxoaNe &  or 14 /12 /€ rom ’_/_/_1
[Tpeacesareas xoMuconn 1. 17.4., npodieccop ALIO. Mounaxos'

l{ MO, noanmses)

JAHCT NEPEYTBEPARIEHIS
PABOMEN TPOTPAMMBIL ITHCUHILTHHBL (MOIYJIH)

Padosas mporpusma ooGpenn nu ¥ /(8 M# /9 vyeOnu ro

Mporokon secemans kageapw N £ or I roaa
Jaseayiomnit xudenpolt s, npodeccop NWLK). Mosaxos'
JHCT HEPEYTBEPATEHUSH

PABOME MPOTPAMMBI THCUHMILIHHBL (MOJTY 18]

Pabowan nporpassa oaoipena aa JOYS/2800g wwﬁuuﬂ ron
[Mporokon secesms kupeapu Ne 7/ or ,'l!“ roan ‘X
Fameayioumh xapeapoll i, npodeccop \ '., L ¥ MO, Mosaxow'

me.'mj




JIMCT NIEPEYTBEPKJIEHUA
PABOYEH IMPOI'PAMMBI U CHUIIIMHBI (MOLYJISI)
Pa6oyas nporpamma onobpena Ha ﬂ.f{@ - Qf‘;ﬁ yueOHEI To]

[Tporoxon 3acenanus kadeapor Ne /I m&w 082019 ropa
3asemyromui kaheapoi a.1.1.. npodeccop ‘ ‘ ,\//‘/:\J/I,EO, Monaxos/

JIUCT HEPEBI’TBEP)K)IEHHH
PABOYEMN NPOTPAMMBI JUCHUATIIMHBI (MOAYJIS)

Pabouas nporpamma onobpena Ha A040- 3031 y4eOHBIH rox
ITporokon 3acenanus xadeapnbr Ne '{ b(\\qﬂ -D*'S. %QJ\(: roja

/M.IO. Monaxos/

3aBeayrommii kabenpoi A.1.H.. mpodeccop

(\
\J}:/
JIMCT NEPEYTBEP/XKJIAEHUS

PABOYEM ITPOT'PAMMBI JTUCHHUILITAHBI (MOLYJIS)

Paboyas nporpamma os06peHa Ha yueOHBI roj

[Tporokon 3acenanus kapeapn Ne or roga

3aBeayromii kadeapoi a.1.4.. npodeccop /M.IO. Monaxos/
JIMCT NEPEYTBEPX/JIEHUSA

PABOYEM IMPOT'PAMMBI JUCHUIIJIMHBI (MO YJIS)

PaGouas nporpamma oo0peHa Ha y4eOHBIH roa
[Tporokon 3acenanus kapeapst Ne oT roaa
3aBenyroinuid kageapoi 1.1.H.. npodeccop /M.IO. Monaxos/
JIMCT IEPEYTBEPXJIAEHUSA
* PABOYEM ITPOI'PAMMBI JUCILUILIMHBI (MOYJIS)
Paboyasi nporpamma ono0pena Ha y4eOHBbIH ros
ITporokon 3acenanus kahenpnr Ne oT roaa

3asenyromui kadeapoi 1.1.H.. npodeccop /M.1O. MoHaxos/
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