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1 HEJH OCBOEHHUSA TUCLHUIIJIMHBI

He.ﬂblo OCBOCHHS THCHHILTHHLI (<3<’;1].LI,HTH. KOPHMOPATHBHBIX I/IH(I)OpMaU.HO[lelX CHCTCM»
ABISIOTCS 0OecTeyenne MOATOTOBKU CIELHATHCTOB B cOOTBeTCTBHHM ¢ Tpebosanusmu ®I'OC BO u
ydebnoro nnana o Hanpagienuto 10.04.01 «Mudopvarmonnras 6e30mnacHocThby. 1lens0 0cBoeHUs
JAUCLUIIIMHBL SBISCTCA O3HAKOMIICHHE MAarucTpoB ¢ (OPMUPOBAHHE TEOPETHUSCKHX 3HAHUU U
MPAaKTHYECKUX HABBIKOB IO obecrevyeHHI0 UHPOPMALMOHHOH Ge30macHOCTH HH(OOPMAIMOHHBIX
cucTeM. 3ajavaMH AMCLMILUIMHBL SIBISIOTCS: OCBOGHHE TIPUHIUIIOB Dealu3alldd ¥ OCHOBHBIX
MNOAXOAOB K ONTHMAIBHOMY YIPAaBICHHIO Pa3MHYHBIMH MEXaHU3MaMu HHGOPMAMOHHOH
OeszomacHoCTH B MH(QOPMANMOHHBIX CHCTeMax. B mpoiecce OCBOGHHS AMCUMIIMHBI H3YYArOTCA
CIIEIIYIOIHE BOIPOCHL: - OCHOBHBIE PYKOBOMSLIME JMOKYMEHTBI M TIOKazareln 3((eKTUBHOCTH
CHCTEMBI 3alIMTHI HHPOPMAINK; -KOMIUIEKCHBIH 110aX0a K obecneuenuto Ub; -1ienu, crpateruu u
NONUTUKAZ HMH(POPMALMOHHOI 0e30macHOCTH; -OpraHH3allMOHHEIE AaclleKThl HH(OPMAaIHOHHOK
OesonacHocTH; - QYHKIUH YIIpaBIeHUs WHPOPMAIMOHHON 0€3011aCHOCTHIO; - POIECCHBIN [10J1X0/1
I yrpasieHuss MHQoOpMauMOHHONW Oe30MacHOCTBIO, - CHCTeMa OTBETCTBEHHOCTH B 0ONAcTH
HHQOPMALMOHHON OE30MacHOCTH, -OPraHU3alMsi W METOJUKA IIPOBENEHUS AayIuTa CHCTEMEI
yupapienuss — MHQOpMANMOHHOH — 0E30MacHOCTHIO;  -JITOPUTM  LPOBEIEHUS  aHalluz3a
uHpopManoHHbIX puckoB B KUC npennpustist; -aHaTHTUYCCKHAE TEXHOJIOTHH yipaslienus b

2. MECTO JUCHHITJIHHBI B CTPYKTYPE OIIOII BO MATUHCTPATYPBI

Janpas QUCIUIIMHA OTHOCHTCS K AMCHMILIHHAM IO BBIGOpY BapHaTHBHON uvactu bioka Bl
(kom b1.B.JIB.3). B yueOHoM mmaHe [pemyCMOTPeHBI BHIABI Y4eOHOH  JEATEIBHOCTH,
obecrieurBaroOIie CUHTE3 TEOPETUHECKHUX IeKIn# 1 TabopaTopHBIX padoT.

JucuunnuHa usydactes Ha 2 Kypce, B 3 cemectpe TpeOOBaHHS K «BXOIHBIMY 3HAHHAM,
YMEHHAM M TOTOBHOCTAM (NpepeKkBH3MTaM) 0OyJarollerocsl Ompefessitorest TpeOOBaHHMAMH K
YPOBHIO 110jir0TOBKM 110 HampasieHuio 10.04.01 «Mudopmarumornas 6e30mMacHOCTE» M0 Kypcam
«Texnonornn obecneueHuss wuHpOpMalponnon OezomacHocTHy), «OpraHU3alHOHHO-TIPABOBEIC
MeXaHu3Mbl obecrieuenus uHpopMannonHoit Ge3onacHocTHy, «MHPOPMallHOHHO-aHATUHTHYECKHUE
CUCTEMBI DE30TTaCHOCTH Y.

Kypc TecHO B3amMmocBsi3aH ¢ ApyruMmu jaucuumimiamMud. OH MoxeT OBITh TTOJIE3€H IS
H3Yy4YEHHMs] TaKUX JHCUMIIMH  Kak  «YmpaBiIeHWe HHOOpMalHOHHOH  0e30MacHOCTBION,
«3aiuiéHase HTHPOPMAIHOHHBIE CHCTEMbI» H T.J1.

3. KOMIIETEHIHWH OBYYAKUIEIOCS, ®OPMHUPYEMBIE B PE3YJIbTATE
OCBOEHUWA TUCIHITJIMHBI

[Iponecc  u3ydeHuss AMCHMIIMHBI  HampaBleH Ha  (QOPMHUpPOBAHME  CIEAYIOLIMX
npoeccHOHaTLHBIX KOMITETEHLINH, KOTOPEIMH A0KeH 06/1aJaTh BEITYCKHHUK:

IIK-2 — cnocobHOCTBIO pa3padaTelBaTh CHUCTEMbl, KOMILIEKCHI, CPEACTBA M TEXHOIOTHH
obecrieuenust nHGOPMAITMOHHOH Oe30IacHoCTH;

IIK-14 — cnocoOHOCTRIO OPraHm30BaTh PadoTy MO CO3AAHHIO WIIH MOICPHH3AIIMA CHCTEM,
CPEICTB W TEXHONOTHH obecnieueHNss HHPOPMALMOHHOW 0€30MacCHOCTH B COOTBETCTBHH C
IIPaBOBLIMH HOPMATHBHBIMH aKTaMM M HOPMATHBHBIMH MeTOJAHYeCKMMH JoKkymeHtamu DCH
Poccuu, ®CTHOK Poceun:

IIK-15 — ¢noco®GHOCTBIO OpraHM30BaTh BBIIOJHEHHe padoT Mo BBOAY B OKCILTYyaTALHIO
CHCTeM M cpejIcTB odectiedeHus: MHGOPMAMOHHON 0e30TTacHOCTH.

1) 3name: ocHOBHBIE MeXaHH3Mbl HHPOPMALMOHHONH OE30MACHOCTH U TUIIOBBIE TPOIECCH
YIpaBJICHUSA 3THMH MEXaHu3MaMH B MHGOPMallMOHHONW CHCTEME; - OCHOBHBIE YTIpo3bl Oe3omacHO-
CTH MH(OpPMALUK ¥ MOJCIH HApyIIHTENs] B MHQOPMAMOHHBIX CHCTEMaX; IPUHIMITEL (OPMUPOBA-
HUs MOMATUKH HH(QOPMAalMOHHOH 0e30MmacHOCTH B UH(OPMAIMOHHBIX CHCTEMax; - METOJbI aTTe-
CTally YPOBHS 3alUIEHHOCTH WHPOPMAIIMOHHBIX CHCTEM; - OCHOBHBIE METO/IBI YIIPABICHUS HH-
(hopManMOHHOH 0e30MacHOCTEIO; - OCHOBHBIC MPUHIMIEI OPraHU3a[MA TEXHUYECKOTr0, MPOrpaMM-

HOTO ¥ HH(POpPMAIMOHHOTO obecnedeHHs 3amuiieHHbx tHopmanuonsbx cucrem (ITK-2; TTK-14;
[1IK-15);



2) ¥Ymems: - crpouts cuctemsl obeciieueHns HHGOPMAIMOHHOM GE30MaCHOCTH B pasiny-
HBIX YCIOBHAX (DYHKUHOHHPOBAHHS 3allUIIACMBIX HHGOPMALHOHHBIX CHCTCM;- Pa3pabaThIBATE
MOJIe/IH YTPO3 U HapyluTened HHpopMauoHHON 6€30TIaCHOCTH HHDOPMAI[MOHHEIX CHCTEM; - pa-
pabarsBaTh YaCTHBIE MOMMTUKH MH(BOPMALMOHHON 0€3011aCHOCTH MH(OPMALMOHHBIX CHCTEM; -
KOHTPOJIHPOBATh 3G (CKTUBHOCTD MPUHATHIX MEp 110 PealH3allii YaCTHBIX TONMTHK HH(OpMALH-
OHHOH 6e30I1aCHOCTH HH(POPMALHOHHEIX CHCTEM; - OLCHHBATb HH(OPMAIHMOHHEIE PUCKU B HH(OD-
MAIMOHHBIX CHCTEMAX; - PaspaldaTeiBaTh [PE/UIOKEHNS 110 COBEPIICHCTBOBAHNIO CHCTEMBI YIIPaB-
JeHUS HHQOPMALMOHHON 6e30macHOCTEIO HHGOPMAMOHHEIX CHCTEM; - COCTAB/IATE AHATUTHIECKHE
0030peI o BorpocaM obecrieuenus: HHGOPMALMOHHON Ge30macHoCTH HHPOPMALMOHHEIX CHCTEM; -
00OCHOBBIBATE [IPUHLMIIBL OPraHU3alMH TEXHMYECKOro, MPOrpaMMHOT0 M HH(OPMAIHOHHOIO
obecreuenus uHpopManHonnoif 6esonacnoctn (ITK-2; TTIK-14; ITK-15);

3) Bradems: - MeTOAMM U CPEICTBAMHU BBISBICHHMSI YyIrPpo3 6e30MacHOCTH MHGMOPMALMOH-
HBIM CHCTeMaM; - HaBbIKaMu BbIOOpa W 000CHOBAHMS KpUTepueB 3(QHeKTUBHOCTH QYHKIMOHUPO-
BAHMS 3AMIHIICHHBIX MHOOPMALMOHHBIX CHCTEM; - HAaBBIKAMH YYaCTHA B OKCIIEPTH3C COCTOSHMUS
3AIMIICHHOCTH UHQOPMAalUWH Ha OOBEKTE 3alUMTh; - METOJAMU YNpaBleHHs UH(OPMAIHOHHOM
0e3011aCHOCTBIO HHPOPMAITMOHHBIX CHCTEM; - METO/AMH OLEHKH HHMOPMAITHOHHBIX PHCKOB; - Me-
TOAaMK OpraHM3alMy U YHPABICHUAS AeSTEIbHOCTRIO CoyxKO 3alIUTHI HHPOPMALIME HA IIPETPHs-
THH; - HaBbIKAMY YOPaBIEHUS HHOOPMALHOHHOH 6e30MacHOCThIO MpocThiX o0bexToB ([1K-2; TIK-
14; TIK-15).

Y o0y4aeMbIX B NpOLECCe U3YYeHWS JUCLUILIMHBI TODKHBI BBIPAOATHIBATHCS MAOMOJHHA-
TEJBHBIE KOMIIETEHIINH, C y4eToM TpedoBaHuil paboTonaTe e:

- CHIOCOOHOCTH pa3pabaTeiBaTh, 0GOPMIATL U PeaTH30BBIBATH MOTHTHKA UH(OPMAITHOHHOM
GesonacrocTu At coBpeMennbix KMC npeampusitus.



4. CTPYKTYPA U COIEP)KAHUE JAUCIHHUTITIIUHBI
OO01mas TpyR0eMKOCTh JUCUUILTHHEI COCTABISET 3 3aUeTHBIX enuuunsl, 108 gacos.
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Conepskanue THCHHILINHET «32MHTA KOPHOPATHBHBIX HH(POPMALHOHHBIX CHETEMY

Pazxea 1. Cereas paspenka. [Teperunbiit c6op urpopmarmu o KMC. Metozonoruu Penetration
Testing. IMousrne Footprinting. Drarel. MeToms CKaHHPOBAHHS KOPIIOpPaTHBHOM CETH.

Pasgen 2. MeTonuku 1 mporpaMMHBIE cpecTBa 0OHapy KeHHs aKTHBHBIX Y3JI0B KOPIIOPATHBHOM

CETH.

Meronukn #

[porpammuble cpejcrsa ckanuposanus TCP/UDP mopros ysios

KOPNOPATHBHOU ceTH.METONUKK M IIPOrpaMMHBIE CPeicTBa HACHTH(GUKAIIMHE CeTEBBIX CIYKG Ha

y3J1ax KOPIIOpaTuBHOM CEeTH.




Paspen 3. Meroaukn ckaHHpoBaHus cere. MEeTONMKH M IPOTpaMMHBIE  CpeJICTBA
MICHTH(HUKAMU ONEPalMOHHBIX CHCTEM Ha Vy371aX KOPINOPAaTUBHOM ceTd. MeToaukH H
IpOrpaMMHEIE CpeCTBA OCTpoeHus ceTeBbIX Auarpamm KHC.

Pasnen 4. Musenrapusanus pecypco KMC. Ioaxonst u Meronukn. MHBEHTapH3aIus pecypcoB
Linux y3noB KWUC. WuBeHTapmsamus pecypcoB Windows y3mos KUC. Ilpumenenue
CIIENHAIbHEIX CETEBBIX IIPOTOKOJIOB JUls HHBeHTapu3auuu pecypcoB KHC.

Paspen 5. Amanmus cereBoro Tpaduka. Meroauku U mporpamMmubie cpeacTBa. OcoBeHHOCTH
aHalIM3a CETEBOro Tpaduka B KOMMYTHPYEMOH cpefe.

Pazgen 6. Ataku na KMC Ha ocHOBe aHammsa ceTeBOro Tpad)uka B KOMMYTHPYEMOM Cpeme.
Araky Tuia otkas B odciyxusanun Ha pecypebl KUC.

Pasnen 7. Ilporpammiibie cpeacTBa MPOBEACHHS aTak THIIA OTKa3 B OOCTYKHBAaHHH Ha pecypehbl
KHC.

Pasznen 8. Araku na Oecnposogable ceth KMC. Besomachocts Oecrposoguoi cetn KHC.
[Iporpammuble cpejcTBa mpoBeacHHUs artak Ha Occnposoanbie cetd KNUC. Ckaneps! ya3BEMOCTEH
¥ METOJMKH UX IPUMEHEeHHsI.

P3pen 9. Ocobennoctu npumeHeHust ckaHepa OpenVAS. IlporpaMMHBIE CpejCTBa aHalli3a
saluIienHocTy  0a3  gaHHbiX. [IporpaMmHbBIe cpeacTBa aHanm3a 3amumieHHoctd WEB
OPUIOKEHHHA.



5. OBPA30OBATEJIBHBIE TEXHOJIOI' U

M3ydenre IUCHUIUIMHBI «3alliTa KOPHOPATUBHBIX UHOOPMAIMOHHBIX  CHCTEM»
IpeIoaraeT He TOIBKO 3alOMHMHAHME W IIOHMMaHWe, HO ¥ aHanu3, CHHTe3, pedieKcHio,
(GopmMupyeT yHUBEpCAIbHBIE YMEHUS U HABBIKH, SIBJISFOIMECS OCHOBOM CTAHOBIEHHA MarucTpa B
obnacti HHPOPMALHOHHOH OE30TMacHOCTH.

Jas  peanu3aluy KOMIETEHTHOCTHOIO IIOAXOAA I[IpelsiaraeTcsi HHTEIPUpPOBaTh B
y4eOHBII Mpolecc MHTEPaKTUBHbIE 00pa3oBaTe/lbHbIE TEXHOIOIHH, BKIIKOYas HHPOPMAIHOHHBIE
U KOMMYHHMKaUUoHHBIC TexHOoIoruH (MKT), npu ocylecTBIeHHH pa3ivvHbIX BHUAOB y4eOHOMH
padoThL:

pa300p KOHKPETHBIX CHTYallUi;

yueOHYIO AUCKYCCHIO;

3NEKTPOHHBIE CpecTBa 00yUeHHs (caai-TeKIH).

JIeKIMOHHBIE 3aHATHA TIPOBOJATCS B ayJIUTOPUH, OOOpPYNOBAHHONW MPOEKTOPOM, YTO
MO3BOJISIET COYETATh AKTUBHBIE U HHTEPAKTHBHLIEC (hOPMbI TPOBEACHMS 3AHATUI.

Kak TpanuuuoHHbIe, TaK U KU HHHOBAIIMOHHOTO XapaKTepa MOTYT COIPOBOKAATHCS
KOMTIBIOTEPHBIMM ClIaliiaMu WM ciaija-texiusMu. OcHOBHOe TpeQoBaHME K ClaiI-NTeKIUH —
IPUMCHEHHE JWHAMHYeCKUX 3(Q(PEKTOBR (aHMMMPOBAHHBIX OOBEKTOB), (YHKIMOHAIBHBIM
Ha3HAYEeHHEM KOTOPBIX SIBISIETCS HArsAaHO-00pasHoe MpeicTaBieHde MHGOPMAIUH, CI0KHOMN
JUISL TIOHMMAaHWSl ¥ OCMBICIIEHHSI MATMCTPAHTAMH, a TAKKe HHTeHCH(HUKAIMS U THBepCHbHKAIIIS
yueOHOro Impoiecca.

VYienpHBI Bec 3aHATHI, NPOBOJMMBIX B MHTEPaKTHBHBIX (opMax, ONpeaeisercs
IJIABHOM 11€/1bI0  (MHUCCHEN) I1IporpaMMbl, OCOOEHHOCTHIO KOHTHHI€HTA OO0y4alomuxcsi W
COlepKAHUEM KOHKPETHBIX JUCIHMIUIMH, U B 1[eI0M B Y4eOHOM Ipolecce OHU COCTABIAIOT He
meHee 30 TpPOLEHTOB ay AUTOPHBIX 3aHATHIL.

3aHsATHS JIEKIUOHHOI'O THIA U COOTBETCTBYIOIIMX TPYII CTYAEHTOB COTJIACHO
TpeOOBaHMSAM CTaHAApTa BBICHICIO 0Opa3oBaHMs 1O HanpasieHuo noarotosku 10.04.01
«Audopmanronnas 6e30MacHOCTE» HE MOTYT COCTaBIATE Oosiee 45 MPOLEHTOB ayIuTOPHBIX
3ansTui. [IporpaMma JUCITUILUINHBI COOTBETCTBYET JTAaHHBIM TPeOOBAHUSM.

Taxum obpa3zoM, NpUMEHEHHE UHTEPAKTUBHBIX 00pa30BaTeIbHBIX TEXHOJNOTUI MpUaaeT
WHHOBAIIMOHHBII XapaKTep MPakTHYeCKH BCEM BUIaM YueOHbIX 3aHATUH, BKIIOYas NeKIHMOHHBIE.
[Ipm 3TOM JemaeTcs aKIEHT Ha pa3BUTHE CaMOCTOSTENBHOTO, TPOIYKTHBHOTO MBIILIEHUS,
OCHOBAHHOTO  HA  JMAJTOTHYECKUX  JHJAKTUUECKHX  [pHeMaX, CyOBLEeKTHOH  MO3MIIHH
obyuaroierocs B 00pa3oBaTeIbHOM mpoliecce. TeM caMbIM CO3al0TCsl YCI0OBUS A peanu3alun
KOMITETEHTHOCTHOT'O M0/IX0/1a MPHU U3YUEHWH [IaHHOH JIHCITUTLINHEL.

6. OHIEHOYHBIE CPEJACTBA JJIA TEKYIWEI'O KOHTPOJISA YCIIEBAEMOCTH,
IMPOMEXYTOYHOMN ATTECTAIIMH 1O UTOT'AM OCBOEHMS IUCIIUTLIAHBI
M YYEBHO-METOJUYECKOE OBECTIEYUEHUE CAMOCTOSTEJBHON PABOTHI
MAT'HCTPAHTOB

Jnst mpoMeKyTOUHOM aTTecTallMy IIpeisiaraeTcs HCIOJb30BAaHHE PEHTHHIOBOH CHUCTEMBI
OLIEHKH, KOTOpas HOCHT MHTErPUPOBAHHBIM XapaKTep M YYUTBIBACT YCIEIIHOCTh MAarucTpaHTa B
pa3nuuHbIX BHAAX YyueOHOW desATeNbHOCTH, CTeneHb CGHOPMUPOBAHHOCTH Yy CTYAEHTA
OOIIEKYIBTYPHBIX U MPO{eCcCHOHATBHBIX KOMIIETEHIIUH.

IIpuMepHBIt epeyucHb 3a1aHIH 17151 TeKYIIUX KOHTPOJIBHBIX MEPOIPUSATHIA:
Bonpocel pefiTHHr-KoHTpO g Nel
e Merononoruu Penetration Testing.
e [loustue Footprinting. Itansl.
e MeTop! CKAHHPOBAHHUS KOPIIOPATHBHOM CETH.
o MeToauKkn U pOorpaMMHbBIE CpecTBa 0OHAPYIKEHUS aKTUBHBIX Y3J10B KOPIIOPATUBHOI
CETH.

e MeToauku u nporpaMmHsie cpeacta ckanuposanust TCP/UDP mopros y310B Kopriopa-
THBHOM CETH.



MeToa1KY U IporpaMMHbIE CPeICTBA HISHTU(GHKAIINE CETEBBIX CIIY:K0 Ha y3/1ax Koprio-
PaTUBHOM CETH.

MeToauKH 1 IPOrpaMMHbIe CPe/ICTBa MAEHTH(MKAI[HH ONTEPAITMOHHBIX CHCTEM Ha y3/1ax
KOPTOPAaTUBHOM CETH.

Bomnpoce peiiTunr-koHTpoas Ne2

MeToauKH U IPOrpaMMHBIE CPEICTBA OCTPOEH!s ceTeBbIX auarpamm KHUC,
HusenTapuzanus pecypcos KMC. 1loaxo1br 1 METOAUKH.

Wusenrapusaims pecypeos Linux ysnos KHUC.

NuenTapusanus pecypco Windows y3nos KMC.

[IpuMeHeH e CIICHUMATBLHBIX CeTeBBIX IPOTOKOIOB /s MHBeHTapu3aiuu pecypcos KHMC.
AHanus ceTeBoro Tpaduka. MeTOUKH U IPOTPaMMHBIE CPEICTBA.

OcobeHHOCTH aHallk3a CeTeBOro Tpaduka B KOMMYTHPYEMOM cpeie.

Ataxu Ha KMC Ha ocHOBe aHaIM3a ceTeBOro Tpaduka B KOMMYTHPYEMOH cpese.

Bonpocsi pefiTHHI-KOHTPOJIsE Ne3

Araky THna oTkKa3 B o0cyxuBanuu Ha pecypenr KHC.

[IporpamMmHBle CpeCcTBa [POBEIEHHs aTaK THIA OTKa3 B ODCIYKHBAHHM HA PECYPChHI
KHC.

Araxu Ha GecripoBoansle cety KHC.

[TporpamMMHBIE CpeCTBA [IPOBeIeHns atak Ha OecrpoBojnble cetn KHC.
CxaHepsb! y3BUMOCTEH U METOJUKH HX MPUMEHEHHS.

OcobenrocTy npuMeHenus ckanepa OpenVAS.

[IporpaMMHEIE cpecTBa aHAIN3a 3AMMILEHHOCTH 0a3 NaHHBIX.
[IporpaMMHEIe CPEICTBa aHATH3a 3aIHICHHOCTH WEB npunioxeHui.

Iepedens BONMPOCOB K YK3aMeHY (MPOMEKYTOUHOH aTTECTANMH 0 HTOTaM OCBOCHUSA

JHCIIATLIMHBIL):

e & ® & @

Merononoruu Penetration Testing.

ITousitue Footprinting. DTansl.

MeTos! CKAHUPOBAHUS KOPIOPAaTUBHOM CETH.

METOANKU M NpPOrpaMMHBIE CPEICTBA OOHApY)KEHHSA aKTHBHBIX Y3II0B KOPIOPATHBHOH
CETH.

MeTonMKH W TIporpavMMmuble cpexctBa ckanuposanus TCP/UDP moproB  y3ios
KOPIIOPATHBHOHN CETH.

MeToMUKH H MpOrpaMMible CpeiacTBa HIACHTH(UKALMH CETEBBIX CIYKO Ha Yyslax
KOPTIOPAaTUBHON CETH.

MeToaMKH U MPOrpaMMHEBIE CPeJCTBa HACHTU(GUKALIMYE ONEPALlMOHHBIX CUCTEM Ha y371axX
KOPIIOPAaTHBHOM CETH.

MeToINKH ¥ MPOTpaMMHBIE CPEICTBaA MOCTPoeHNs ceTeBbIx quarpamy KHC.
Musenrapuszanus pecypcos KMC. 1loaxoibr # METOIUKH.

Wusenrapusanms pecypcos Linux y3aos KHC.

Wusentapusanus pecypcoB Windows ysnos KHC.

[IpuMEHEHHE CIISLMATEHBIX CETEBBIX POTOKOIOB JUIS HHBCHTapH3auu pecypeos KHC.
Amnanus ceteporo Tpaduka. MeToauku 1 porpaMMHbIe CPeICTRA.

OcobeHHOCTH aHaJIM3a CETeBOro Tpaduka B KOMMYTUPYEMOH Cpee.

Ataxu Ha KMC Ha ocHOBe aHaIn3a ceTeBoro Tpadguka B KOMMYTUPYEMOH cpere.

ATaxy THIA OTKa3 B o0cay:kusanuu Ha pecypesl KMC.

[IporpaMMHBIE CPEJICTBA TIPOBEIEHUS aTak THIA OTKa3 B OOCHYKHBaHHH Ha PECYpChHI
KUC.

Araku Ha becripoBojibie cetn KUC.



IIporpammHEIe cpeacTBa IpoBexeHus atak Ha GecrpoBogubre cetu KUC.

CxaHepsl y3BEMOCTEH ¥ METOIMKH HX IPUMEHEHHUSL.

Ocobennoctu npumeHenus ckanepa OpenVAS,

[IporpaMMHEBIe cpejicTBa aHAIK3A 3AMMIIEHHOCTH (a3 JTaHHbIX.
[IporpamMmHBIe cpefcTBa aHau3a sanmmensoctn WEB nprioxeHuit.

Templ madopaTopHbIX pador:
Jaboparopnas pa6ora Ne 1. O6napyxenue y3108 xoprnoparusaoii CETU. ICMP ECHO
REQUEST (Ytumute: FPING u NMAP)

Jlabopatopnas padora Ne 2. O6HapykeHUe y3/10B KOPIIOPaTUBHO# cetn. VHMOpMaLHOHHbIE
ICMP coobrienus

JIaboparopuast padora Ne 3. OGnapy:Kenue y310B KOPIOPATHBHON CCTH CPeICTBAMH MIPOTOKO-
1a TCP (TCP-PING)

Jlabopatopuas padora Ne 4. OGHapyKeHue y3/10B KOPIIOPATHBHOMN CETH CPe/ICTBAMH [IPOTOKO-
108 UDP (UDP-PING), IP

Jlabopatopnas padora Ne 5. OGHapyKeHue y3710B KOPIOPATHBHOM CETH CPeICTBAMHU IPOTOKO-
na ARP (ARP-PING)

JlabopaTopuas patora Ne 6. OCHOBHBIC CpeICTBA ONPEACIEHAS MAPLIPYTOB IP-akeToB -
PING, TRACEROUTE

Jlaboparopuas padora Ne 7. JlononHuTenbHbIe CpeACTBa ONpeIeIeHus MapmpyTos IP-
[IAKETOB - NMAP, TRACEMAP, MRT

Jla6opatopuas pabora Ne 8. Mnentuduxanus craryca TCP-nopros (TCP-CONNECT. SYN-
SCAN)

Jlaboparopuas padora Ne 9. Metoxs! ckperroro ckanuposanus (STEALTH TCP SCANNING
METHODS)

JlaGopatopuas pabora Ne 10. VinenTnduranius npuKIagHbIX CeTEBELIX CIIyKO METOI0M aHaIk-
3a ocoOeHHoCTel peanuzanun (SMTP)

Bomnpock! 1 3a1aHAsT K ¢AMOCTOSITE/IbHOI paboTe MAarHCTPAHTOB

* Meroponorus Penetration Testing. Open Source Security Testing Methodology Manual
(OSSTMM).

* Merononorus Penetration Testing. Information Systems Security Assessment Framework
(ISSAF).

* Merogonorus Penetration Testing. Open Web Application Security Project (OWASP).

e Merononorus Penetration Testing. Web Application Security Consortium Threat Classi-
fication (WASC-TC).

o Crannapr Penetration Testing. Penetration Testing Execution Standard (PTES).

» Footprinting. Ilenn, 3ana4u Footprinting. Dramnst Footprinting u Reconnaissance.

* Footprinting. OTKPBITbIE HCTOYHUKH H IIACCUBHBINA ¢OOp HHGOPMAIWH,

» Footprinting. AKTHBHBIH cOop HHOpMAaLUH.

» Footprinting. Ilporpammasle uacTpymenTs! Footprinting u Reconnaissance.

» CxanupoBauue ceTH. OOHapyXeHHE Y3108 ceTH. METOIbI U POrpaMMHEIE CPeICTBa.

o CkanupoBanue ceTd. OOHapyKeHHe OTKPEITBIX IIOPTOB Y3/7a CETH. MeTOALl U Tpo-
rpaMMHBIC CPEJICTBA.

» Cxanuposanue cety. Tunnr ckanuposanus (Full Open Scan, Half-open Scan, Xmas Tree
Scan). OcoGeHHOCTH HCTIOMB30BAHNS PACCMATPHBAEMBIX THITOB CKAHMPOBAHMUSL.

» Ckanmposanue cet. Tunsl ckannposanus (FIN Scan, NULL Scan, ACK Scanning).
Oco0eHHOCTH MCMONB30BaHHUs PACCMATPUBAEMEIX TUTIOB CKAHUPOBAHUS,

» Ckanuposanue cet. Tumbl ckanuposaius (UDP Scanning, ARP Scan). OcobenHoctd
MCIIOTB30BaHUA PACCMATPHBAEMBIX THITOR CKAHUPOBAHHUS.

* Services fingerprinting. Metozsr Services fingerprinting.

» Services fingerprinting. IlporpavMmHsie nncTpyMenTE! Services fingerprinting.



OS Fingerprinting. Metoast OS Fingerprinting. Banner Grabbing.

OS Fingerprinting. Metozst OS Fingerprinting. ITaccuBHoe HceleoBanue CTeKa B 3aj1a-
ye uaeHTapukann OC,

OS Fingerprinting. Meronsr OS Fingerprinting. AKTHBHOE HCC/IeIOBAaHHE CTEKa B 3a]1a4e
uaeaTHHKauuun OC.

[Mocrpoenue kapthl cetr. [IporpammHble cpencta Drawing Network Diagrams.
Enumeration. [TongTue, menu u 3agaud Enumeration. MuBenTapn3amus pecypcos OS
Windows. MeTozp! 1 cpelicTBa.

Enumeration. [ToHsTHe, LeaM U 3amaud Enumeration. MuBeHTapusaums pecypcoB OS
Linux/Unix. MeToasl 4 cpeacTsa.

Enumeration. [Tonstre, mend #u 3amaun Enumeration. MHBeHTapu3al#us MOCPEICTBOM
SNMP.

Enumeration. [Tonstue, nenu u 3agauu Enumeration. ViapenTapu3samus LDAP.
Enumeration. Ilousitue, uenu u 3agaun Enumeration. MusenTapusauns SMTP.

Sniffing. Ilem u 3azaun ananmsa Tpaduka. IIporpamMMHble HHCTPYMEHTHI aHAIU3a Tpa-
(puka.

Sniffing ataxn B kommyTupyemoii cetesoii cpesie. MAC Flooding. ARP Poisoning.
Sniffing aTaku B KoMMyTHpYeMoii ceTesoit cpene. MAC Spoofing.

Sniffing ataku B KOMMYTHpyeMo#l ceTeBod cpeme. MeToaepl W CpeiCTBa 3allMTBI OT
Sniffing aTax.

Artaxu DOS. Llean u 3agaun atak DOS. Tune! atak DOS.

Atakn DOS. Service Request Floods. SYN Attack/Flood. ICMP Flood Attack. 1lpo-
rpaMMHEIEe CPEICTBA IPOBEACHMS aTaK.

Ataku DOS. Ping of Death. Teardrop. Smurf. Fraggle. IIporpammiibie cpeacrsa npose-
JCHUS aTaK.

Artaxyu Buffer Overflow. [Ipuauumst.

Ataku DDOS. OcoOeHHOCTH peain3aluy.

BecnpoBoiHbIe ceTH. YTPo3bl H ysA3BuMOcTH Wireless Networks.

BecnipoBoanble cetu. AyTeHTH(uKanHg Wi-fi.

BecnipoBosnble ceth. Ataku neayrertuduxanuy (Deauthentication Attack).

Cxanepsl ys3BUMocTel. MieHTudukanus ysa38UMOCTEH B CETHX.

OpenVAS.

Ckanepsl ysspumoctedt. Ysassumoctd b1,

CpejctBa ananusa 3amuiiessocTa b1

Cxaneps! ya3sumocteil. Ysssumoctn WEB npunoxenuit.

Cpenctsa ananu3a samminesHocTd WEB npunoxkenuit.



7. YYEBHO-METOANYECKOE " HH®OPMAIIMOHHOE
OBECIIEYEHUE JJUCHUILIUHBI

a) OcHoBHas THTEpaTYypa:
1. KoproparusHuele undopmarmonnbie cucTeMs! yiipasienus: Yuebnuk / [Tox Hayy. pex. H.M.
Abmukeesa, O.B. Kutosoii. - M.: HUL] UHOPA-M, 2014. - 464 ¢.: [SBN 978-5-16-003860-5,
Pesxum gocryna: http://znanium.com/
2. KowmiutexcHas 3arura nHpOpMaLiy B KOPIOPaTUBHEBIX cHcTeMax: Ydyebuoe nmocodue / B.O,
lagsrun. - M.: U] ®OPYM: HUL[ UHOPA-M, 2013. - 592 ¢. ISBN 978-5-8199-0411-4
Pesxxum nocryma: http://znanium.com/catalog.php?bookinfo=402686
3. Uadopmanronnas 6e30IaCHOCTh KOMIIBIOTEPHEIX CHCTEM H ceTeii: VueSroe nocobue / B.®.
[lanbrun. - M.: U] ®OPYM: HUL] MHOPA-M, 2014. - 416 ¢. ISBN 978-5-8199-0331-5,
Pesxxum noctyna: http://znanium.com/catalog.php?bookinfo=423927
4. ApXHTeKTypa KOPHOPATHBHLIX HHPOPMAIHOHHBIX cucrem/AcranuykB.A., Tepemenkoll.B. -
HoBocu®6.: HI'TY, 2015. - 75 ¢ ISBN 978-5-7782-2698-2  Pexum JocTyna:
http://znanium.com/catalog.php?bookinfo=546624
5. 3ammTa uudopmarmu: YueGHoe mocoGue / Al Kyx, EIL Kyk, O.M. Jlenewmkun, A.U.
Tumomkun. - 2-e u3n. - M.: ULl PUOP: HUIL[ UHOPA-M, 2015. - 392 ¢. ISBN 978-5-369-
01378-6, Pesxum moctymna: http://znanium.com/catalog.php?bookinfo=474838

0) llono/muTe/bHas uTEpaTypa:

1. VHTennekTyaibHbIE CHCTEMBI 3all[UTHI undopmanun: yueb. nocobue/ Bacuases B.U. - 2-¢
U3, uermnp. 7§ JIOIL. - M.: Mamunoctpoennue, 2013. -
http://www.studentlibrary.ru/book/ISBN9785942756673.html 172 c.- ISBN 978-5-94275-667-3.
2. HudopmanuonHas cucteMa mpemnpusTus: YueGHoe nocobue/Brosenko JI. A. - 2 usgm.,
nepepad. u ot - M.: Bysosckuit yueGunk, HUI[ MTHOPA-M, 2015. - 304 ¢. ISBN 978-5-9558-
0329-6, Pexxum nocryna: http://znanium.com/catalog.php?bookinfo=501089

3. IlpoextnpoBanue uHGOPMALHOHHBIX crcTeM: YuebHOe mocoGue / H.H. 3abortuHa. - M.:
HUIl  Hudppa-M, 2013. - 331 c: ISBN 978-5-16-004509-2 Pesxum JIoCTYIIa:
http://znanium.com/catalog.php?bookinfo=371912

B) Ilepuonueckue maganns:

1. JKypuan  «Bompocer  sammrs HupopMaIny. PexuMm  nmoctyma:  http:/i-
vimi.ru/editions/detail. php?SECTION ID=155/,

2. Kypman "Information Security/Wndopmamonnas 6ezonacHocts". Pexum JocTyna:
http://www.itsec.ru/insec-about.php.

3. ExemecsuHelfi  Teopermueckuii  u IPUKITATHON — HAyYHO-TEXHHUYECKHH  IKypHal
«MrpopmannonHsie TexHONOrHMY). Peskum soctyna http://novtex.rw/IT/.

4. «Kypuan ceteBbix peureHu/LANY -Peskum mocrymna: http://www.osp.ru/lan/current;

5. Omnextponnsli skypHan «KoproparuBHbie ceTu nepefavn NaHHbIX» -Pexum mocrymna:
http://www.delpress.ru/

r) lIporpamvuoe obecnevenne u HuTepuer-pecypesi:

E: OGpasosareisHerit cepsep kabenpor U3U.— Pesxum noctyna: http://edu.izi.vlsu.ru
2. Nidopmanumonnas o6pasopaTenbHas ceTh.- PeskuM focryna: http://ien.izi.vlsu.ru
3. BuyTpusysosckue m3nanms Bal'Y — Pexxum nocryna: http://e.lib.vlsu.ru/



8. MATEPUAJIBHO-TEXHUHYECKOE OBECIIEYEHHE
JAUCHUTIIMHBI (MO1YJIA)

ayn. 408-2, JlekuuoHHast ayJUTOPHS, KOIHYECTBO CTyAeHUecKkuX MecT — 50, nnomans 60 M2,
OCHAIllEHHe: My JIbTUMeauitHoe obopynoBanue (WHTepakThBHas pocka Hitachi FX-77WD,
npoektop BenQ MX 503 DLP 2700ANSI XGA), noyr6yk Lenovo Idea Pad B5045

ayn. 427a-2, naGopatopusi CETEBbIX TEXHOJIOTHH, KOIMYECTBO CTYIEHYECKHX MeCT — 14,
mIomans 36 M2, ocHaIleHHE: KOMIbIOTepHbIH Kiace ¢ 8 pabdounmu cranuusMu Core 2 Duo
E8400 ¢ BeixozoM B Internet, 3 mapmpyruzaropa Cisco 2800 Series, 6 mapurpytuszatopos Cisco
2621, 6 xommyTatopos Cisco Catalyst 2960 Series, 3 kommytatopa Cisco Catalyst 2950 Series,
xommyTaTop Cisco Catalyst Express S00 Series, mpoextop BenQ MP 620 P, skpan HacTeHHBI
pyIOHHBIH. JIMIIEH3MOHHOE MporpamMMHOe obecredenne: omepaiuonHas cuctema Windows 7
Tpodeccuonanbuast, opucHbIM makeT npuioxkernit Microsoft Office ITpoeccruonanbHbIi MTOC
2007, GecrutaTHO pacHpoCcTpaHseMoe MPorpaMMHOe oDeCIeueHUe: THHeHKa HHTCTPUPOBAHHBIX
cpen paspabotkn Visual Studio Express 2012, nporpaMMHBIH npoaykT BupTyaitusanuu Oracle
VM VirtualBox 5.0.4, cumymsatop cern nepedaud pgaHHeIX Cisco Packet Tracer 7.0,
MHTErpUpPOBaHHAs cpefa paspaboTku mporpavvuoro odecnevenus Intelli] IDEA Community
Edition 15.0.3.

ayn. 4276-2, YHII «KowmiuiekcHast 3amura OOBEKTOB HH(OPMATH3AMU», KOIHYECTBO
CTyIEHYECKMX MecT — 15, miomans 52 M2, oCHAIIEHHE: KOMIBIOTEPHBIH KIace ¢ 7 pabouuMu
crapumaMu Alliance Optima P4 ¢ Boixogom B Internet, kommyratop D-Link DGS-1100-16
MYTbTHMeInHHEIH KoMmruekT (mpoektop Toshiba TLP X200, okpaH HacT€HHBIH pYJIOHHBIR),
npubop ST-031P «[Tupaubs-P» MHOTOQYHKIHOHATBHBIN MOMCKOBBIH, NPHOOpP «YnaH-2»
ITOMCKOBBIH, BuOpoakyctmueckuil remeparop mryma «Comata AB 1My, mmurarop paboThl
CpescTB HeJeranbHoro chema uHbopmarmu, padoralomux no paauokanany «llIMmoBHEKY,
ananusatop crekrpa «GoodWill GSP-827», mnamkarop moas «SEL SP-75 Black Hunter»,
yCTpOiCTBO OmoKMpoBaHus paboThl cucTeM MOOMIBHOH cBsasu «Mo3aiika-3», yCTPOHCTBO
3alUTEl TeTeOHHBIX MeperosopoB oT mpocmymBarus «[Ipoxpycr 2000», muxrodon Edic
MINI Hunter, noxatop «Pomamnx-2K» HenuneHHBIH, KOMIIIEKC NPOBEJEHUS AKyCTHUECKUX H
BubpoakycTuueckux usmepeHuit «Crpyt munu-Ay, Bugeopeructparop uudposoit Best DVR-
405, reHepaTop [Ilyma «'HOM-3»,yueOHO-UCCIeI0BATETbCKH KOMILIEKC
«CBepXIIMPOKOIOIOCHbIe OecnpoBoaHble ceHcopHble ceTH» (Nano Xaos), CKaHHPYROLIUiH
npueMuuK «Icom IC-R1500», ananmuzarop cereit Wi-Fi Fluke AirCheck ¢ akTHBHOH aHTEHHOH.
JInmensuonHoe nporpammHoe obecnevenne: Windows 8 Ilpodeccronanbras, oucHbli maKeT
npuioxerudt Microsoft Office ITpodeccnonatsnslit nmoc 2010, GecniaTHo pacmpocTpansIeMoe
IPOrpaMMHOE OOecriedeHue: JIMHelka HHTerpHpOBaHHBIX cpejl paspaborku Visual Studio
Express 2012, HHCTpYMEHT UMUTAIIHORHOTO Mozenupoanus AnyLogic 7.2.0 Personal Learning
Edition, unTerpupoBaHHas cpena paspaboTKu mporpamvuoro obecmedenus Intellil] IDEA
Community Edition 14.1.4.



Pabogas mporpamMma JUCIUIIIMHBI COCTABIEHA B COOTBETCTBHU C TpeooaaHHﬂMH oIroc
BO no nanpaenenuro 10.04.01 «MudopmanronHas 6€300aCHOCTLY

Padowyro nporpammy cocrasui gouent kadeaper U3U k.1.H. Murns JI.B.

et

mon

‘-(}HO: MOJTINCE) /
Penensent \

(mpexncraBurens paborogarens) K.T.H. Kypeices Koncrantun Hukonaesnu BPMO 3amectuTens

HauaapHuKa Baagumupcekoro opuandeckoro vueruryra @CHH Pocecun o vaeOHoMH pabote
y

(MecTo paboTel, 10KHOCTE, PHO, Honnﬁc',b)

[Iporpamma paccMmoTpena u ogo0peHa Ha 3acenannu Kabeapsr _ M3U

Tpotokon Ne 7 or_J8 /2. l6 roma Wl /
3aBenyromuit kadeapoil A.T.H., mpodeccop - /M.IO. Monaxos/

(O '}ﬂ?ﬂéﬂ:h)

Pabowas nporpamMmMa paccMoTpeHa U omoOpeHa Ha 3acedaHuy yueOHO-METOIUUECKON KOMUCCUH

HanpasieHus 10.04.01 «Mudopmarmontas 6e30macHoCTbY

IIpotokon Ne  Z or 1% /216 roga M A/\/\-7
ITpencenarens xoMuceun J1.T.H.. npodeccop /M.IO. Monaxos/

O TOJITHCH )

JIMCT NEPEYTBEPKAEHU A
PABOYEM ITPOI'PAMMBI JTUCHUILJIMHBI (MOY.JIS)

Pabouas nporpamma ogo6peHa Ha 20 / {f yueOHBIH, Io1

[Tporoxon 3acenanus xagenper No ! or 28.08 I ?Y /
3asenyromuit kadpenpoil _A.T.H.. npodeccop /M.IO. Monaxos/

(PHO, no;mnc

JIMCT HEPEYTBEPXKJIEHUA
PABOYEI TIPOT'PAMMBI JUCIHUAILINHBI (MO 1Y JIS)

Pabouas mporpamMma ogoOpeHa Ha yueOHBIH roj
[Tporoxon 3aceaanus kaheaper Ne 0T rojaa
3aBeayrouuii Kabeapoit A.T.H., mpodeccop /ML.IO. Monaxos/

(DHO, noanuce)



[Ipunoxenue

MunucreperBo o6pasoBanus 0 naykn Poceuniickoii Pepepannu
GenepansHOe TOCYHAPCTBEHHOE GIOKETHOR 00Pa30BaTe/IbHOE YIPEKICHHE
BLICLICTO 00pa3zoBaHus
«BragumMupcekHii rocy1apeTBeHHbINH YHHBEPCHTET
umenn Anekcanapa I'puropsesnya u Huxonas I'puropbeuya CTo.1€TOBBIX»
(Baly)

Wucrutyt

Kadenpa

AKTyaIn3UpoBaHHAs

pabouas mporpamMma
paccMoTpeHa U of00peHa

Ha 3ace/laHuu Kadenpsl
oporokoa Ne ot 20 T,

3aBemyrouil kabeapoi

(noamuces, ®UO)

AKTyanu3anus padoyedl NporpaMMbl AHCHHILIUHBI

(HAHMEHOBAHNE THCHHNLTHHEI)

Hanpasienue nmoaroroskn
IIpoduis/mporpaMma moAroTOBKH
YPoBeHB BEHICIIETO 00pa3oBaHms

Dopma o0yueHus

Bragumup 20



Pabouast mporpamma yueGHOH [MCUMIITHHBI AKTYAIM3HPOBAHA B HACTH peKoMeHayemMoit

JUTEpaTyphl.

AKTyaJIM3alis BbINOJHEHA:

(moanucs, gomkHocTs, GHO)

a) OCHOBHasl IUTeparTypa:

0) JomoNHUTENEHAS TUTEPATYpa:

B) IEPHOINYECKIE W3 aHUS:

B) HHTEPHET-PECYPCHI:




