Hanpasienue noarotosku_10.04.01 Mudopyannoinnas fe3011acHOCTh

IIporpamMma noAroToBKH

VpoBeHb BBICIIETO 00pa3oBaHis MarucTparypa

MununcTeperso obpasosanus 0 Hayku Poceniickoi @exepaunu

BoLICIIIEro obpa3zoBaHus
«BaajuMupCKHii ToCyJapCTBEHHbIH YHUBEPCHTET
uvenn Ajexcanapa I'puropsesayua u Hukonas [puropbesnya CTo1eToBBIX)

(Bal'y)

E@VTBLP}KJ_Z[A}O 4

[ﬁpopemo p
I[G,Qﬁpaj Ba

e e
§¥ . Ky
Iy

denepansHOE rocy1apeTBeHHoe 510KeTHOE 00pa30BaTEeIbHOE YIPEK/ICHHE

o d

vl A A Tlandunor

« 29 »[2

2016 .

PABOYASI IPOITPAMMA JUCHUITJIMHBI

Oprasyu3aloHHO-IIPABOBbIE MEXAaHH3MbI obecnevYeHHH

unbopMaHOHHOH 0€30MACHOCTH

®opma oOyueHHs ~ O4Has
Tpynoem- | Jlex- | Ilpaxtuu. | Jlabopar. CPC DopMa TPOMEKYTOUHOTO
CemecTp | KOCTb 3a4. | [IHH, 3aHATHH, padboT, g, KOHTPOJIS
ejl./Jac. yae, yac. qac. ’ (9K3./3a4€T)
1 2/72 18 18 36 Jauer
2 3/108 - 18 36 18 Dx3amen (364), KP
Utoro 5/180 18 36 36 54 3aueT, HKk3amen (364), KP

BJIAJTAMUP 2016




1. HEJU OCBOEHUS JTUCIIUIIIUHBI

Ieaplo ocBOeHHS AMCHMILIMHBLI «OpraHu3allMOHHO-TIPABOBBIC MEXAHU3MBI 00CCIEUCHUS
HH@O}'JMBLIHOHHOI‘:I Oe30macHoCTHY  SIBIAIOTCA  obecrieveHue MNOATOTOBKH  CIICMHATIHMCTOB B
coorBercTBUM ¢ TpeboBanusmu PI'OC BO wu yuebHoro mmana mno Hampasienuto 10.04.01
«MHpopmanmonHass ©Oe30macHOCTE». Llenbl0 OCBOGHHMS MUCHHUIUIMHBI SBASCTCS yriyOiaeHHoe
U3y4YeHUEe MAarucTpaHTAMHM CBEACHUH [0 OpraHu3alMOHHOMY M IIPABOBOMY OOeCHedYeHUI0
nH@opmaioHHoi Ge3onacHocTH. [IpH M3yUeHHH Kypca IPOMCXOJIUT (GOPMHPOBAHHUE U ySCHEHHE
MarucTpaHTaMy 3HAYCHHUS HOPM TIpaBa, PEryIHpYIOMMX IOMCK, TOJIYYEHHE, MNPOU3BOACTBO U
pacrnpocTpaHeHre HH(pOpMaIuH 110 JeHCTBYIOMIEMY 3aKoHoJaTenscTBY Poccuiickoit Penepanyy. B
Kypce M3Y4arOTCsi IIPAaBOBbIE CPeJICTBA W OpraHU3allMOHHbIE MEXaHM3MBbI, HCIIO/Ib3yeMble Hapsly ¢
TEXHHYCCKHMH /151 0BeceteHns 3alunThl HHGOpMaloOHHBIX IIpaB U cBOOOI.

3agadaMy M3y4YeHUsl AUCUUIUIMHBL «OpraHu3alMOHHO-IIPABOBBIE MEXaHM3Mbl 00ecleYeHus
HHPOPMaIIMOHHOI 0e30TIacHOCTHY SBIAETCS IIPEOCTaBIeHHe SHAHUH 110 ClIEYIOIIMM TeMATHKaM:

- Yrpo3bl HHGOPMAITMOHHON 0e30TacHOCTH 00BEKTA; - OpraHu3alys ¥ BeJeHHe CEKPETHOrO U
KOH(MUIEHIMATHHOTO JelTONPOU3BOJICTBA;, - OpraHu3anusi cnykObl Oe3omacHOCTH 00BEKTa; -
noadop u padbora ¢ Kajupamu B chepe WHGDOPMAITMOHHON 0€3011aCHOCTH, - OpIraHU3ays OXPaHbI
0O0BEKTOB; - O3HAKOMJICHME C BaKHCHIIMMU MCTOYHHKAMM WH(pOpMaIMOHHOro npasa Poccuiickoi
denepanyy; - yCBOGHHE OCHOBOIOIATAIOIINX HOPMATHBHO-TIPABOBBIX aKTOB; - YMEHHE paboTaTh ¢
HOpMaTHBHO-HpaBOBOﬁ Oazon u LHPUMEHATE B KOHKPETHBIX IIpaKTHYCeCKUX CHTYalHdaXx, -
npuobpeTenne HABBIKa COCTABICHHS OCHOBHEBIX JOKYMEHTOB (JOFOBOPOB, MOJOXKSHHUH, TOKATBHEIX
aKTOB H Jp.), HCTOIB3yeMblx B chepe uHdopMaunoHHOH Oe30macHOCTH; - OCBOEHHE
[peIyCMOTPEHHBIX 3aKOHOIATEIBCTBOM CII0COO0B 3alUThl HH(OOPMAIIMOHHBIX IIPaB U CBODO/L.

2. MECTO AMCUUIIVIHHBI B CTPYKTYPE OIIOII BO MATUCTPATYPBI

JlanHas AMCLMILITMHA OTHOCHTCS K 00si3aTeTbHBIM AUCHUILIMHAM BapUaTHBHON vacTu broka bl
(xoq B1.B.OH.6). B yueOHOM Iu1aHe [PEeAyCMOTPEHBI BHABI y4eOHOH  JEATENBHOCTH,
obecreurBarOUINE CHHTE3 TEOPETUYECKUX JIEKIIUI U MPAKTHUECKUX 3aHATHH.

JucnurnimHa u3ydaetcs Ha 2 Kypce, TpeOOBaHHUS K «BXOJ/IHBIMY» 3HAHUAM, YMEHHAM W
FOTOBHOCTSM  (TIpepekBU3nuTaM) o0yddiollerocs OmpeAcisioTess TpeDOoBaHUAMH K YPOBHIO
IIOArOTOBKM BBINYCKHMKA OakanaBpuatra npu ocBoeHHH Kypca «lIpaBoBenenue», «IIpaBoBoe
obecrreuenre WHOOPMANMOHHOK 0€30MacCHOCTH» MM AHATIOIMYHBIX, B COOTBETCTBHH C
nporpaMMoif TMOATOTOBKM ©OakaltaBpOB B CHEAYIOLIMX MM CMEXKHBIX 001acTAX 3HAHWM: -
pHQOpManuoHHas  0e30IacHOCTh,  -3HEPreTHKd,  JHEPreTHYECKOoe  MAIIHHOCTPOEeHHE U
IEKTPOTEXHUKA; -ABHALIMOHHAS M PAKETHO-KOCMHUYECKas TeXHUKa; -(OTOHHKA, MPUOOPOCTPOCHHE,
-ONITHYECKNE W OMOTEXHUYECKHUE CUCTeMbL H TEXHOJIOTUH; -3IEKTPOHHAS TEXHUKE, PATHOTEXHHUKA U
CBf3b, -aBTOMATHKA M VIPABICHUE, -HHQOPMATHKA M BBMMHUCIUTENLHAs TEXHHUKA; -(U3HMKO-
TeXHUYECKHE HAYKH U TEXHOIOTHH; -YIIPABICHHE B TEXHUYECKHX CHCTEMAX.

Kypc TecHO B3aumocBsizaH ¢ Apyrumu JuciuimHamMu. OH MOKeT ObITh ITONIE3EH st
W3ydeHUsl TAKUX JIUCIUILIMH ~ Kak  «YmpaBieHue UHGOpPMANMOHHOH  0€30IacHOCTHION,
«3anmménnble  UHGOPMAIMOHHBIE CHCTeMbl», «MHPOPMaMOHHO-aHATHTHYECKHE CHCTEMBI
0e3011acCHOCTHY H T L.

3. KOMIIETEHIIUH OBYYARKIEI'OCS, POPMHUPYEMBIE B PE3YJIbTATE
OCBOEHUS JNCHUITJIMHbBI

[Ipouecc  W3ydeHHS  OUCHMIUIMHBI  HampaBieH Ha  (OPMHUPOBAHHE  CIEAYIOIIHX
mpohecCHOHATEHBIX KOMIIETEHLNH, KOTOPBIMY 10JKeH 0071aJaTh BEITYCKHHK:

[TK-10 — cnocoBHOCTBEI NPOBOAXWTL ArTecTamuio O00BEKTOB HMH(pOpMATH3ALMU  TI0
TpeboBanusM OezonacHoCcTH HHDOPMALIUU;

[1IK-14 — cnocoOHOCTRIO OpraHM3oBaTh paboTy MO CO3AAHUIO MM MOJEPHH3ALMH CHCTEM,
CpemncTB ¥ TexHomorumit obecneuyenuss uHGOpMANUOHHONW O€301IaCHOCTH B COOTBETCTBUM C
NPaBOBLIMM HOPMATHBHEIMH aKTaMHM ¥ HOPMATHBHLIMH MeTogHdecKMMu AokyMenTamu @Ch
Poceuu, ®CTOK Poccun;

[TK-15 — crocoOHOCTEK) OPraHu30BaTh BHITIOTHEHHE PAdOT II0 BBOJAY B 3KCILTYaTaIHIO
CHCTEM U CpeficTB o0ecneucHus HHPOPMALMOHHON 0e30IacHOCTH;



[IK-16 — cmocoOHOCTEIO paspadaTsiBaTh MPOEKTHl OPraHU3aIMOHHO-PACTIOPAIUTETBHEIX
JOKYMEHTOB, OH3Hec-IIaHoB B cdepe mnpodeccHoHaNbHON OeATEIBHOCTH, TEXHHYECKOH H
SKCILUTYaTallHOHHON HJOKYMEHTALMM HA CHCTEMBI M cpeiacTBa olecnedeHus HHPOPMALUOHHOH
6e3011aCHOCTH.

B pesynpTare ocROEHHS AUCHHUIIMHBEI 00YHAIOMUACS NODKEH IeMOHCTPUPOBATh CIEAYHOLIHE
pe3yiibrarthl 00pa3oBaHUs;

1) 3name: - METONONIOTHIO OpraHH3alMOHHON 3aluThl HHGOpPMAalUH, €€ COBPEeMEHHBIS
npod/eMbl H TEPMHHOIOTHIO; - OCHOBHBIE PYKOBOJSIIME NOKYMEHTHI O O0€CIeUeHHI0 peXKHMa H
CEKpPEeTHOCTH Ha OOBEKTe; - TUIIOBYIO CTPYKTYPY CiykObl 0€30I1aCHOCTH, €€ OCHOBHBIE 3a/1a91 U
(GYHKIMM TODKHOCTHBIX JIMI[; - OCHOBHLIE JOKYMEHTEI, PCTIaMEHTUPYIOMYIO OpraHd3alioHHYIO
fe3onmacHOCTs Ha O00BEKTe, - OCHOBHBIE HOPMATHBHBIE TIpaBOBble AakTel B o0OnacTH
uH(pOpMaMoOHHON 6e30ImacHoCT U 3alluThl HH(POPMAIMM, a TaKiKe HOPMAaTHBHBIE METOIMYECKUE
nokymenTel ®Ch Poceuun, @®CTOK Poccun B gaHHON 061acTH; - IPABOBBIE OCHOBBI OpraHU3aruu
3AIIATHl TOCYIAPCTBEHHOW TallHbl M KOH(pHISHIMATbHON HHOOPMAIHH, 3a0a4i OPraHOB 3alllUThI
roCyJapCTBEHHON TaWHBL, - MPABOBBIE HOPMbl W CTAHAAPTH 1O JIHIEH3UPOBAHUIO B 0OIacTH
obecreyenus 3alUuThl TOCYIaPCTBEHHON TallHBl M CepTH(QUKAIUKN CPENCTB 3alIUThl MH(POPMAIIHH;
OPUHIAITEI B  METOABI OpPraHM3alMOHHON 3aIiuThl MHQOpMAllMH; - OCHOBHBIE IPUHIIAITEL
OPraHHu3aluy TeXHMYECKOTO, MPOrpaMMHOrO M HH(pOpManuoHHOTO obecneueHus 3allUIEHHBIX
uadopmanmnonusix cucteM (ITK-10; ITK-14; 1IK-15);

2) ¥Ymemp: - IpUMEHSITH OT€UECTBEHHBIE U 3apy0eiKHble CTaHJapThl B 00IACTH KOMITBIOTEPHOH
0e30MacHOCTH Ui LPOSKTHPOBAaHUA, pa3paloTKu U OLEHKH 3alMIIEHHOCTH KOMIIBIOTEPHBIX
CHCTEM; - IOJB30BATHCS HOPMATHBHBIMU JTOKYMEHTAaMH MO 3amuTe MHGOpMAIUH; - OLCHUBATH
COCTOSIHFE OpPTraHH3alHOHHOM 3amuThl MHQOPMAMA Ha OOBEKTE; - OMNpelessaTh paldOHAbHEIE
MepBl 110 OOECTeUeHHI0 OpraHu3alMOHHON 3ammTe Ha OOBeKTe; - OpraHuM3oBaTh padoTy ¢
MIEPCOHATOM C CCKPEeTHOMN (KoH(uaenuanLuoi) uHdopManueii; - GopMUpOBaTH KOMIIIEKC MEP 1O
HHOOPMALHOHHOH Ge3011acCHOCTH € YYETOM €ro npaBoBoi 0DOCHOBAHHOCTH, aIMHHHCTPATUBHO-
VIIPaBIEHYECKONH M TeXHUYECKOH peaIu3yeMOCTH; - CaMOCTOATENILHO OCYLIECTBIIATE M3y4YeHUE U
00001IeHHE HAYYHO-TEXHHUSCKON JHUTCPaTyphbl, HOPMATUBHBIX H METOOMYECKMX MATCpHAlOB IO
Bompocam  obecriedennss HWHGOPMAKOHHOM Oe30MacHOCTH; OpraHu30BbIBATH PaboTBI 110
COBEPILEHCTBOBAHUIO, MOJIEPHU3AIMN W YHU(HKAIMHE TEXHOJIOIUi odecredeHns HHHOPMaMOHHOM
Gesomacuoctu (ITK-14; [1IK-15; 11K-16);

3) Baadems: - HaBblkamMd padoThl ¢ HOPMATHBHBIMM  NPABOBBIMH  aKTaMu,
npodeCcCHOHAIILHOW TEPMHUHOIOTHeH; HaBBIKaMHU (DOPMHUPOBAHMS METOAMUYECKHX M HOPMATHBHBIX
JOKYMEHTOB, TeX.JOKYMEHTauu#H B o0nacTH oOecrmedeHHss HHQOPMANMOHHON Oe30MacHOCTH;
3HaHMSAMH B 001acTH IpaBoBoro obecmeuenus MHGOpManMOHHONH O€30MacCHOCTH W HaBBIKAMH
IPABONPUMEHEHUST HOPMATUBHOTO 3aKOHOJATENLCTBA B JIAHHOW cdepe; - HAaBBIKAMH IIOMCKA
HOPMATUBHOMN U TeXHU4YecKoil nudopmalinu, HeoOxoauMoit 1 npodecCHOoHaIbHOH AeATEILHOCTH,
obocHOBaHMsl, BBIOOpA, peaTu3alldd W KOHTPOJs pe3ylbTaToB pabOThI; HABBIKAMH YNPABICHUS
nHOOPMALHMOHHOMK Ge3omacHocThIO pocThix 06bekToB (ITK-10; TTK-14; TTIK-15; I1K-16).

V  oOydaeMbIX B [pollecce U3y4deHHsl JUCLHUIUIMHBI  JOKHBI  BhIpadaThIBaThCS
[ONOIHUTEIBHBIE KOMITETEHITHH, ¢ y4ueToM TpeboBanuil paboTonaTenei:

- CNIOCOBHOCTB MPOrHO3UPOBATL YIPO3L] YTEUKH HHPOPMALINH [0 OPTaHU3alMOHHOMY KaHay;

- cnocoOHOCTh OIEHUBATh COCTOSHHE MH(OPMAMOHHONR 0e30IacHOCTH O0BEKTA C yYETOM
JefHCTBYIOIMX HOPMATUBHBIX U METO/INUECKHX JJOKYMEHTOB.



4. CTPYKTYPA M COJEPXKAHUE JUCUHUIJIAHBI
O61mast TPyA0EMKOCTE JUCIIHIIIMHBL COCTARIAET 5 3a4€THBIX e1MHAIL, 180 yacos.
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[Npaea Ha pe3yJbTaThl
MHTEJUIEKTyanbHOMH
AEATENLHOCTH H
cpeacTsa
HHIUBMIyaH3alHH.
ABTOpPCKOE NMpaso.
[1paBa, cMekKHbIE C
aBTOPCKHMH

3-4

]

2/50%

[TaTeHTIHOE NpaBo.
[TpaBo Ha TONOJIOTHH
MHTEIPA/lbHBIX
MHKPOCXEM,

1/25%

Peltunr-
koHTpoNbL Nl

[paBe Ha ceKkpeT
NPOU3BOACTBA (HOY-
xay). [Tpapa Ha
cpeacTaa
HHIMEKyaIn3aluu
FOPUANYECKHX JIMLL
ToBapoe, pabor, yciyr
U MpeANpUATHH.

7-8

1/25%

[1paBo WCTIONB30BAHKA
pe3vyiLTaToBR
HMHTEIIeKTYallbHOM
JeATE/1LHOCTH B
COCTaBE eIMHON
TEXHMIOIHH.

9-10

I-J
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OpranusallMOHHbIC
OCHOBbI 3a1LHTI
KOH(HAEHUHATLHOH
HHPOPMALMH Ha
MpEeANPHATHH.

11-121

2/50%

PeHTHHI -
KOHTpO:1b Na2

Oprasusaunsa KI1nOP
PEKHMOB Ha
MpeNnpUsITHH,

13-14
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1/25%

Konuenums
MOCTPOEHHSI CUCTEMBI
6e30MacHoCTH
MpeanpUATHA.
[IpaBoBLIE OCHOBLI
neareasHocTH Chb
npeLnpHsITHsA
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2
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KOHTpOoJIb No3

Beero
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10

CrenmaiibHble
TpeboBanms H
pPeKOMEHIALIHH 110
TeXHMYECKOH 3aluTe
KH (CTP-K) -2001

1-2

2/33%

11

CrelMaisHble
TpeboBaHuA U
PEKOMEHIALMH 110
TEXHHYECKOH 3aIlnTe
KH (CTP-K) -2001

3/50%

12

[NonoxeHue Mo
aTTecTalii 00BLEKTOB
WH(popMaTH3aLMH 110
TpeGoBaHusIM
Oe30nacHoCT
UH(pOpMALIHK

(S8

2/33%

Pe#TuHr-
KoHTposb Nel

[Tonoxenue no
aTTecTaliHd 00BEKTOR
“HpOpPMATH3ALHH 110
TpeOoBaHUAM
OesonacHoCTH
HHpOpMALIMHA

]

=
i
)

TpebGopanus o 3aluTe
nHpOPMaLIHH,
cojiepskallefcs B
HH(OPMALIMOHHBIX
chcTeMax obmiero
OJIb30BaH U

9-10

€]
Iy
]

2/33%

TpeGosanua o 3aluTe
HHpOPMALMHK, He
cocTasnstomeidt ['T,
cojepsallencs B
roCyaapCTBEHHbBIX
HHGOPMALIHOHHBIX
cHcTEMAx

2/33%

PelTUHT-
KOHTpOsTE No2

Zawmra o1 HCJL
MHpOpMaLUH
knaccudpurauus AMC
TpedoBaHus MO 3aLKUTe
HHpOPMALIHK

(§8)]

17

samuTa o7 HCJL &

W OMpeneneHus

undopmannn . TepMuHbi

&)

]
EN
]

3/50%

KoHuenuus 3aniuTsbi
cpencte BT u AC or
HCJI k uxopmanmu

o

17-18|

3/50%

Pefitunr-
KOHTpOJ1b No3

Bcero

36 18 KP

22 (41%)

JK3aMeH

|
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Cojep/anHe  JAHCUHINIHHBI  «OpraHu3alioHHO-NPABOBbIE  MEXaHH3MBI obecrieueHnd
nHGOPMANHOHHOH Ge30macHoCTHY

Pasgen 1. MHDOPMALMOHHOE 3aKOHONATE/ILCTBO M €ro chcTeMa B Poccuiickort ®enepanyn. OCHOBBI
MH(OPMAITHOHHOTO 3aKoHojatTenscTBa Poccmiickoil Denepauun. CTpyKTypa AHGOPMALIMOHHOTO
3aKOHOJATeNbCTBA. 3ammTa WHHGOPMALMHE ¢ OFpaHAYEHHBIM JocTynom. [loHsTHe U  BH.BI
uH(pOpPMAIINH, 3allMIIAEMON 3aKOHOJATENbCTBOM Poccuiickoii ®enepauun. [TpaBoBoe obecnedenue
3alUTHl TOCYJAapPCTBEHHON TaiHBl, KOMMEPHYECKOH TaiHBl, cayxeOHOW TalHbBl, MNEPCOHATIBHBIX
JAHHBIX, MPO(ECCUOHANIBHON TAHHEL.

Pasgen 2. [lpasa Ha pe3yibTathl HHTEIICKTYAILHON ACATS/ILHOCTH U CPEICTBA HHAWBHIyaIH3allnH.
Astopckoe npago. [Ipasa, cMeikHbie ¢ aBTOPCKHMH.

Pazaena 3. [latenrHoe nipago. [Iparo Ha 1011010THH HHTCTPalbHbIX MHKPOCXEM.

Pasgen 4. TlpaBo Ha cekpeT mnpomsBoacTia (Hoy-xay). [IpaBa Ha CpeACTBA HHIMBHAyaln3alUH
FOPH/IMYECKHX JIMLL, TOBAPOR, pabot. yCIyr U UPCTPHATUIH.

Pasgen 5. IlpaBo ucnonb3oBanus pe3yiibTaToB MHTE/UIEKTYalbHOM ACATEILHOCTH B COCTaBE €IMHOM
TEXHOIIOTHH.

Pasgen 6. OprasHM3alMOHHBIE OCHOBBI 3alUTHI KOH(pHUICHINAIBHON HH(OPMALIMK Ha NPEANPHATHH.
OCHOBHBIE HampaBjIeHWs W MeTOIbl paboThbl ¢ MEPCOHATOM IMPEANpPUATHS, JOMyMCHHBIM K
KOH(pUIEHIHATLHOR HHPOPMALIHH.

Pasnea 7. Opranusauys BHYTPHOOBEKTOBOIO M MPONYCKHOTO pPEXMMOB HA IPEATPUATHH.
[InaHMpOBaHKE MEPONPUATHIA 110 OPraHW3aMOHHON 3aIKTe HHPOPMALMY HA MIPETPUATHH

Pazpen 8. Kouuenmus nHocTpoeHws CUCTeMBI Oe301aCHOCTH NpeanpusTus. [IpaBoBbie OCHOBBI
JEATENBHOCTH CIIY)KOBI 0€3011aCHOCTH MPeIIPUsITHS.

Pasgea 9. Ctpyxtypa u Qyaxnum cayxOel GesonacHocTd npeanpustus. [loapasaenenus CITy #Obl
Ge30MacHOCTH TIPpeANpUATHa. Ynpasienne cnyx60i Heszomacnoctn npeanpustus (CBIT).

Pasgen 10-11. Cremmaibibie  Tpebopanvs W PEKOMCHAAUMM MO TEXHUYECKOW  3allUTe
koH(puaeHmansHoi uHpopmaunn (CTP-K) -2001:

Paznea 12-13. TpeGosanus gokymerra GCTIK PD P_1994.11.25. TlonoxkeHue no arrecralnuH
06BeKTOB MHPOPMATHIALMH 110 TPeOOBAHIIM 0E301aCHOCTH HH(pOPMAIIHH;

Pazgen 14. TpeGosauus jgokysvcuta ®CTIK PO P_2010.08.31_489. O6 yrsepikienun TpeboBaHus o
samATe nHGOPMALIMH, CoAepiKallieiics B uipopMaIMOHHLIX CHCTEMAaX 001UeTO MOIb30BaHHA;

Pasgen 15. TpeGosanusa moxymenta ®CTIK PO mpukas Nel7 or 11.02.2013 o6 yrBepkncHuHA
TpeGoBanuii 0 3amUTe MHPOPMALMHN, HE COCTABIIAIONMEHR rOCY/IAPCTBEHHYIO TaliHy, COACpKAIICHCs B
roCyIapCTBEHHBIX HHPOPMALIMOHHBIX CHCTEMAX

Pazgen 16. Tpebosanus nokymenta ®CTIK PP RD _1992.03.30 1. PykoBOAAMMA HOKYMEHT
ABTOMATH3HPOBAHHBIE CHCTEMBI. 3alllATA OT HECAHKIMOHMPOBAHHOrO JOCTYyNa K HH(OpMAIUH
KITaCCH(HKaIIHs aBTOMATH3MPOBAHHLIX CHCTEM U TpeOOBaHHUS 1O 3auiuTe HHHOPMALIMH;

Pa3snen 17. Tpebosanus gokymenta @CTOK PO RD_1992.03.30_3. PykoBoAsiiini JOKYMEHT 3alluTa
OT HECAHKIIMOHMPOBAHHOI0 AOCTYNd K WH(pOpPMALMK . TEPMHHBI U ONPEICTICHNUS;

Pasnen 18. Tpebopamma pokymenta ®CTDOK PD RD_1992.03.30 4. PykoBoasuui JTOKYMEHT
KOHIIEMIMS 3alIAThl CPEJICTB  BHIMHC/IMTETBHON TEXHWKH H aBTOMaTH3UPOBAaHHBIX CUCTEM OT
HECaHKIIHOHUPOBAHHOTO AOCTYIIA K HHGOPMAILHH.



Coaepkanne  aucnmumumubl  «OpPraHU3aNHOHHO-NIPABOBBIE  MEXAHH3MBI  0OGecredeHus
uH(pOPMALIHOHHOH (e30nacHoCTH

Pazgen 1. MadopMannoHHOe 3aKOHOAATENECTBO H ero cHcTeMa B PoccHiickoit Qenepanuu. OcHOBBI
HH(POPMAIMOHHOTO 3aKOHO/aTelbecTBa Poccuiickoii  Meepartum. Crpyktypa uHGOPMAIHOHHOTO
3aKOHOJATEeNbCTBA,  3allluTa WHQOPMALMH C OrPAaHHYCHHBIM MOCTYIIOM. IIOHSTHE ©  BHIHI
HH(OpMAIHH, 3alumaeMol 3aKoHodaTe bcTBOM Poccuiickoit ®enepauun. [IpaBoBoe obecredeHne
3alUThl TOCYNAPCTBEHHOM TalHbl, KOMMEPYECKOH TalHBI, ciyxeOHOW TalHBI, MePCOHAIBLHBIX
JAHHBIX, IPo(eCCHOHANBHON TaifHEL

Pazzen 2. Tlpasa Ha pesynbTaThl HHTEIUISKTYaIBHON AESTENBHOCTH M CPECTBA HHIMBHAYATH3ALH,
ABTOpcKoe npaBo. [IpaBa, cMeKHEIE ¢ aBTOPCKUMM.

Pasaen 3. IlatentHoe npago. IIpaBo Ha TOMONOrHA HHTErPATLHEIX MHKPOCXEM.

Paspen 4. [lpaso na cexper mpomsBoacTsa (HOy-xay). IIpaBa Ha cpemcrea HHIABUYaTU3aluu
FOPUIMYECKUX JTUII, TOBAPOB, PadoT, YCIyT U TIPeNpUsiTHIA,

Paznen 5. IIpaBo ucnosnb3oBaHus pe3ylnbTaTOB HHTEIEKTYalbHON NeSTeI5HOCTH B COCTAaBE CIMHOM
TEXHOJIOTUH.

Pazpen 6. OpranusanmoHHbie OCHOBBI 3al1UTBl KOHGUIEHIHATBHON uH(OPMAINK Ha [IpEITPUSTHH.
OcCHOBHBIC HANPABIEHMA M METOHBI PAbOTbl C MEPCOHATOM MHPENNPHATHS, JONYIICHHBIM K
KOH(pUIEHIMATLHOK HHPOPMALINH.

Paspenr 7. Opranmsars BHYTPHOOBEKTOBOTO M IIPOLLYCKHOTO PEXUMOB Ha IPEINPHSTH.
ITnanuposanne MeponpuATHI O OpraHU3alHOHHON 3aUTe HHMOPMALIEY Ha IPeTPHATHN

Pasgen 8. Komuenuwms mocTpoenns cHCTeMb! 0Ge30MaCHOCTH TPEINpHATHS. |IpaBOBBIE OCHOBEI
JESTENIbHOCTH CyKObl 0€301IacHOCTH PEAIPHATHS.

Pazxen 9. Crpykrypa u QyHKUMH c1y)6bl Ge3onacHoCTH mpeanpustus. IlompasmencHus CILY KOBI
0e30MacHOCTH NpeaNpHATHS. YTIpaBlieHue ciyx60i Gesonacnocty npeanpustus (CBI).

Paznen 10-11. Crenuanshble TpeGOBaHHS W DPEKOMEHJAIMM 110 TEXHAYECKOH  3ammTe
KoHpuaeHuuansnoi nadopmanuu (CTP-K) -2001;

Paznen 12-13. TpeGopanus noxymenta ®CTOK P® P 1994.11.25. ITonoxeHne Mo arTecTalun
00BeKTOB HH(DOPMATH3ALMY 110 TPeOOBAHUSIM 0E30IACHOCTH HHPOPMALLHH;

Pazpen 14. TpeGopanus nokymenta ®CTOK PO P_2010.08.31_489. O6 yreepkaeHun TpeGoBaHui 0
3aluTe HHGOpMaLKH, coaepiKalneiics B HHPOPMANHOHHBIX CHCTEMAX OBLLIEro TOIb30BAHUSL;

Pasmen 15. TpeGosanus moxymenta ®CTOK PO npukaz Nel7 or 11.02.2013 06 yrBepxieHun
TpeOoBaHuil 0 3amUTe HH(GOPMALMH, HE COCTABIIAIOMICH TOCYIAPCTBEHHYIO Tally, ColepKaLLeics B
roCy1apCTBEHHbIX HHOPMAIMOHHBIX CHCTEMAX;

Pasxex 16. TpeGosauns poxymenta ®CTOK PO RD 1992.03.30 1. PykoBomsiimii JOKyMEHT
aBTOMATH3MPOBAHHBIC CHCTEMBL 3aliuTa OT HECAHKIHOHMPOBAHHOLO [MOCTYHNAa K HH(OpPMAalun
KITacCH(QUKALNsI aBTOMATH3UPOBAHHBIX CHCTEM U TpeGOBaHMS MO 3aIIUTe HHPOPMALIHH;

Pazpen 17. TpeGosanus noxymenta ®CTOK PO RD_1992.03.30 3. Pykososmuii TOKYMEHT 3aIuTa
OT HCCAHKLMOHMPOBAHHOI0 AOCTYA K HHOOPMALUY . TEPMHUHEI H OIPEICICHUS;

Paspen 18. TpeGopanus moxymenta ®CTOK P® RD 1992.03.30 4. Pykosomsimmii TOKYMEHT
KOHIEIIIHA 3aIIUTEl CPEJCTB  BBIYUCIUTE/ILHON TEXHUKH ¥ aBTOMATU3MPOBAHHLIX CHUCTEM OT
HECAHKIMOHMPOBAHHOTO JOCTYIA K HHPOPMALUH.



5. OBPA30OBATEJIbHBIE TEXHOJIOI'HH

Nsyuenue aucHuIInael  «OpraHn3alMOHHO-TIPABOBEIE MEXaHU3MBI  00eCreYeHus
UH(pOPMAIIHOHHONW 0e30MmacHOCTHY MPeroiaraeT He TOJIBKO 3allOMMHAHUE W IMOHMMaHHe, HO U
aHamm3, cuHTe3, peduieKcHio, (POPMHpYET YHUBEPCAbHbIE YMEHHSA U HABBIKH, SBIISIOIIHAECS
OCHOBOM CTAHOBJICHUS Marucrpa B 001acTH HHGOPMAMOHHOH 0€30ITacHOCTH.

Jnsi peanusaldy  KOMIETEHTHOCTHOTO II0JXOJa IIpeiaracTcs HWHTErpupoBaTh B
yueGHBII TIPOIece UHTEPAKTUBHEIE 00pa3oBaTe/bHble TEXHOIOTHY, BKIIOYAs HH(QOPMAIMOHHbIE
¥ KoMMyHHKaiuonHele Texnosorud (MKT), npu ocymecTBICHHH pa3NM4HbIX BHUIOB y4eOHOH
padoThL:

pazbop KOHKPETHBIX CUTYalWi;

yueOHYIO JHCKYCCHIO;

57€KTPOHHBIE CPeICTBA 00yUeHHUs (CIaka-TeKIUH ).

JleKUMOHHBIE 3aHATHs L[POBOJATCS B AYAUTOPUH, OOOPYIOBAHHOW MPOEKTOPOM, HYTO
[I03BOJISICT COUETATH AKTUBHBIC ¥ HHTEPAKTUBHEIC (POPMBL IIPOBEICHUS 3aHATHH.

Kax TpaJuIMOHHBIE, TaK ¥ JIEKIIHH HHHOBALMOHHOIO XapakTepa MOTyT CONPOBOKIATHCA
KOMIIBIOTEPHBIMH CjlaiiilaMu Ui ciaai-inexnusiMu. OCHOBHOE TpeDOBaHHE K CIaH-IeKIUH —
NpUMEHEHUE JHHAMHYCCKUX O(QQPEKTOR (aHMMUPOBAHHBIX OOBEKTOB), (YHKLIHOHAIBHBIM
Ha3Ha4YeHWeM KOTOPBIX SBJIAETCS HarlsIHO-00pasHoe MpeAcTaBleHHe WHPOpMAlUM, CIOKHOH
IS TIOHMMAHMS. U OCMBICIICHUS MATMCTPAHTAMH, a TAKiKe UHTeHCH(OHKATMS U AMBEpCHpUKAIIUs
y4eOHOro npotecca.

VienpHbIA BeC 3aHATHH, NPOBOJUMBIX B WHTEPAKTHBHEIX (OpMax, ONpeNensercs
[JIABHONW 1eNpk0  (MuccHel) [porpaMMmebl, OCOOEHHOCTBIO KOHTHHIEHTa OOydalomuxcs u
collepyKaHWEM KOHKPETHBIX JUCIHUILIMH, U B LEJIOM B y4eOHOM MpPOLECCe OHU COCTABILAIOT HE
MeHee 30 TpOLEHTOB ay IUTOPHBIX 3aHSATHH.

SaHaTHs JEKIMMOHHOI'0 THIIA OId COOTBCTCTBYHOIIHX rpyin  CTYIEHTOB corinaacHo
TpeGOBaHUsIM CTAHIApTa BbICIIEro 00pa3oBaHus 10 Hampasnenuio noxroroskn 10.04.01
«VrdopmannorHas 6e30[acHOCTE) He MOTYT COCTaBIATh Oonee 45 MPOLEHTOB ayAHTOPHBIX
3aHsTHiA. [IporpaMMa JTUCIUILUIMHBL COOTBETCTBYET JaHHBIM TPEOOBAHUSAM.

Takum oGpa3oM, npuMeHeHHe HHTEPAKTHBHBIX 00pa3oBaTe/IbHLIX TEXHOJIOIHH MpHIaeT
HHHOBALIMOHHBIN XapakTep MpaKTUYecKd BceM BUAAM y4eOHBIX 3aHATUH, BKIHOYas JTEKIHOHHBIC.
[lpm sTOM JleffaeTcss akKIeHT Ha DPasBUTHE CAMOCTOSTENBHOTO, MPOYKTHBHOTO MBIILIEHUS,
OCHOBAaHHOTO HA AMAJIOTMYECKHX  IHIAKTHYECKHX TpHeMax, CYOBEKTHOH  TNO3HLHUU
obyyarouierocsi B 00pa3oBaTeIbHOM IIpolecce. TeM caMbIM CO31al0TCs YCIOBHS UTs pealn3alun
KOMIIETEHTHOCTHOTO TIO/IXO A [IPU U3YYEHUH JIaHHOM JIMCIUTUTHHBL.

6. OIIEHOYHBIE CPEJACTBA /IJIsl TEKYIIEIO KOHTPOJIAA YCHHEBAEMOCTH,
MNPOMEXYTOYHOM ATTECTAILIMHU 1O U'TOI' AM OCBOEHMSI JUCIHUILIAHbI
U YYEBHO-METOJUYECKOE OBECIIEYEHHUE CAMOCTOSTEJBHOM PABOTBI
MATUCTPAHTOB

JIist IpOMEsKYTOUHOM aTTecTaluH IIPearaeTcsi HCMOJb30BaHHEe PEHTHHIOBOH CHCTEMBI
OLEHKH, KOTOPast HOCUT HHTEIPUPOBAHHBIN XapaKTep U YYATHIBACT YCHEIIHOCTh MarucTpaHTa B
pasNMUHBIX BUAaX Y4eOHOM JCATEIbHOCTH, CTENECHb CHOPMHPOBAHHOCTH Yy CTYACHTA
OBIIEKYIBTYPHEIX ¥ MPOMECCHOHATBHBIX KOMIETEHIIUH.

[IpuMepHBIi 1IepedYeHb 3aJaHiH Ul TEKYIINX KOHTPOIBHBIX MEPOIIPHATHIH:

IlepBbIiii ceMecTp
Bonpocel pefiTuHr-koHTpo.as Nel
e OcHoBbl 3aKkoHoOmarenbcTBa Poccuiickoit @emepanmu B o0nact  MHOOPMALHOHHOW
0€3011aCHOCTH M 3aIUTH HHQOPMALHHU
o TlonsTe ¥ BU LI HHQOPMALIHH, 3aIMIaeMOH 3aKOHOAaTebCTBOM Poceuniickoi Peiepatiuu
o TocymapcTBeHHas TaifHa Kak 0coOBIi BU 3amuilaeMOl HHPOpMALIHH
e CucTema 3alMThHL TOCYAapCTBEHHOM TalHbI
o OpraHu3anoHHbIE U TEXHHYECKHE CIOCOOBI 3aIATEL FOCY JaPCTBEHHONH TalHBI



o KonunennuansHas HHGOPMAIIU H €€ 3aIIUTa

e [IpaBoBoe obecreueHne 3aUTHl KOMMEPYECKOH TafHbI

» IIpaBoBoe obecnedyeHne 3aUIUTEL CYHKEeOHON B IPpodeccHOHaTEHOM Tajilb

® CTaHOBHCHHe MEK/AYHApPOOHOTO 3aKO0HO/IATe/IbCTBA W HAHOHAILHOI'O 3aK0HOJIATEILCTRA
pa3IMYHBIX CTPAH B 001aCTH 3aIMUTHI [IEPCOHATBHBIX JAHHBIX

3axoHOgaTenbeTBO PO B 001aCTH 3alUTH TEPCOHATBHEIX JaHHBIX
HopMmaTHBHO-pacnopsaauTeNbHEIE JOKYMEHTEL, CO3IaHHbIe BO HCIIONHEeHHE 3aKoHa Ne 152
OpranuszanvoHHO-IPOLENYPHbIH YPOBCHB 3allIUTHI HePCOHATBHEIX JaHHBIX

Iopsaok mpoBenenus obcaeaopanus MCIITu

ITopsinok nposenenus kraccudurarmn UCITIu

Onpenenenne cnocoOoB MOHMKEHUS TPeOOBAHMI 1O 3AIINATE MEPCOHAIBHBIX JAHHBIX

Bonpoce! peiitunr-konrpous Ne2 cemectp 1
L4 33LL[HT3 [IEPCOHAIBHBIX JIAHHBIX OT YTCHKH II0 TEXHHYECKHM KaHallaM
e 3amuTa NEPCOHATBHBIX JaHHBIX OT HECAHKIMOHHPOBAHHOTO [OCTYIA M HENpPaBOMEPHBIX
JelcTBUM
e OOecneueHue oOMeHa MEPCOHATPHEIMH JaHHBIMU
e JloaroToBka K MpoBepKaM 3aKOHHOCTU 00PabOTKH MePCOHATBHBIX JaHHBIX
e OCHOBBI 3aKOHONATCIBCTBA B OOJACTH 3alUTBHI [IPAB Ha PE3YJILTATHl WHTEIEKTYAIbHOM
JeSTEeTBHOCTH
IIpaBoBOe pery1upoBaHne OTHOIICHUH B cepe aBTOPCKOTO TpaBa
IIpaBoBoe perympoBaHie OTHOLICHUI B ciepe 3allHThI [IPaB, CMEKHBIX ¢ aBTOPCKUMH
IIpaBoBoe peryiupoBaHue OTHOLIEHHH B cdepe NaTeHTHOTO NpaBa
IIpaBo Ha cekpeT MPOU3BOMCTBA (HOY-Xay)
IlpaBo Ha cpeacTBa MHIMBHAyAIM3alHM IOPUAMYCCKHX JHI, TOBApoOB, paboT, YCAYT H
NpeaIpPUITHR
e [IpaBo HCHONB30BAaHUS PE3Y.IBTATOB HHTELICKTYAlbHONW HEATEILHOCTH B COCTaBE €IHHOM
TEXHOJIOI'HH.
e OcHoBHBIE 0043aHHOCTH OPraHOB 3aKOHOIATEILHOM BiacTh B cdepe Ub
® OcHoBHBIE 00513aHHOCTU OPraHOB UCIIOJHUTEBHOM BilacTu B chepe UB
e Kakne nHQOpMaLOHHBIE PECYPChI IPEANPHATHS HE MOTYT OBITh OTHECEHBI K KOMMEPHYECKO
TaiHe?
¢ HasoBuTe oCHOBHBIE HalpaBlIeHUs PadOTHI 10 3alIATe KOH(GUIEHMANEHONH HH(GOPMALIMH Ha
HpeAIpUs THH,

e @ @ o o

Bomnpocs! pefiTuHr-konTpoas Ne3 cemectp 1
e OcHoOBHBIE 00A3aHHOCTH OPraHOB HCHOIHUTENBHOU BiacTu B chepe UB
e Kaxue HHQOPMALMOHHBIE PECYPCD] NPEANPUATHS HE MOTYT OBITH OTHECEHBI K KOMMEPUECKOM
Tailie?
¢ HasoBuTe OCHOBHBIC HalpaBaeHHs paboTH MO 3allUTe KOH(UIACHIMATLHOH HHOpMAMY Ha
OpeaIpUsiTHH,
¢ Kakue OCHOBHBIC MOIOKECHHS IODKHO COIEPKATh TEXHHYECKOE 3alanue Ha pa3spaboTKy
CHCTEMBI 3allMTEI KOH(QUICHIHANbHOMH HHOOPMAHK Ha IPEANPUSTAN?
e HasoBuTe OCHOBHBIC (QYHKIHU C1yxKObl 6C30MACHOCTH Ha IPEeANPUSTHH.
e HazsosuTe BcroMorarenbHbie (GYHKITHH ClYKOBI OE30TIACHOCTH HA TIPEIIPUSTUH.
¢ Ha3sosuTe OCHOBHbIE QYHKINH NOIpa3IelIeHust 110 3aIMTe HHPOPMAIHH HA IIPEIIPUATHH.
¢ Tumosas CTpyKTypa (OCHOBHBIE MOIPA3ICICHHUS) CITyXKOBI 0€30IIACHOCTH HA MPEANPHUITHH.
e Kakue MOryT OBITH BAPMAHTBI CTPYKTYPHI CIYKObl Ge30MacHOCTH, MPEANpHATHS U KaKoBa
HOTYHHEHHOCTD NoApa3aeiacHui cayxop! 6e3onacHocTn?
e Kakuec npenbsBaaioTes TpeOoBaHMs K YPOBHIO IOOrOTOBKA PYKOBOIHTENEH CITyKOBI
OesonacHOCTH MpeAnpHATHS?



* HasoBute ocHOBHBIE GYHKIUHH TOAPA3AETIEHHS 110 OXpaHe U PeKUMY Ha MPeIpPUSITHH.

* Hasosure ocHOBHEIe (yHKIMH moxpasaenenus no UT3U Ha [PEATPUSITHH.

* HasoBute ocHOBHEIC (YHKUMM HHPOPMALHOHHO-AHATHTHUCCKOTO nojipasacieHusl Ha
IPEANPHATHH.

* HazoBuTe 0CHOBHBIC QYHKIAH PEKHMHO-CEKPETHOTO HOApa3IeIeHus Ha IPEIIPHATHH.

e Kakde Bumpl jesTempHOCTH 10 3amute uHpOpMAaUMM Ha HOPEINPUATHA  IOJIIEKAT
TALEH3UPOBAHHIO?

Ilepedens BonpocoB Kk 3a4eTy nepBblil cemecTp (MpoMesxyTO4UHOH aTTecTALMH MO
ATOTaM OCBOEHHS IHCHHILIHHBI):
1. Ocnoeer 3akonomatenecTBa Poccuiickoit ®enepaups B 06nacTh HH(POPMALUOHHOM
0e30MacHOCTH 1 3aIIUTHI HHGOPMALHU
IonsiTie u BubI uEGOPMAnUY, 3alTHITAEMO} 3aKOHOAaTEMbCTBOM Poceniickoi Deneparuun
I'ocynapcTBennas Taiina kak 0coObIi BH 3alIHIIAeMO uudopMmaru
Cucrema 3amuThl roCy JapCTBEHHOM TalHbI
OpraHu3aioHHbIe # TEXHUIECKHE CIIOCO0bI 3aIHThI roCyIapcTBEHHOM TaltHBI
Konpunennuansnas unGopManis 1 ee 3ammra
IlpaBoBoe obecneuenue 3aUTEl KOMMEPYECKOH TAIHBI
IlpaBoBoe obecreuenue 3amuTh! cykeGHOU U npodeccuoHANBHOM TalHb
CraHOB/IeHHE MEXIYHAPOJHOrO 3AKOHOJATEIBCTBA M HALMOHANBHOTO 3aKOHOJATEIbCTBA
Pas/IM4HBIX CTPAH B 00ACTH 3alIUTHI IEPCOHATBHLIX JaHHBIX
10. 3akonomarenbcTBo P B 061aCTH 3aNTHTbI TEPCOHATBHBIX JAHHBIX
11. HopMaTHBHO-pacropsauTebHbIe JOKYMEHTBI, CO3IAHHbIE BO HCIOMHeHHe 3akona Ne 152
12. Opranu3saumoHHO-IIPOIIEyPHBIH YPOBEHb 3alIHThI IEPCOHATBHBIX TAHHbIX
13. Topanok npogenenus o6cnenopanus UCIIa
14. IMopsimok nposemeHus knaccuduranuu UCITu
15. Onpepenenue croco6oB noHusKeHHs TPeGOBAHMIL 110 3aIIATE NEPCOHAIBHBIX JaHHBIX
16. BaimTa nepcoHaNbHBIX AAHHBIX OT YTEUKH 110 TEXHHYECKHM KAHAIAM
17. 3amuTa NepcoHATbHBIX IaHHBIX OT HECAHKIMOHHPOBAHHOTO JOCTYIIA ¥ HEMPABOMEPHBIX
ACUCTBUH
18. Obecnedenne 0OMeHa MepcoHATEHBIMU JTaHHBIMH
19. lloaroToska K IpoBepKaM 3aKOHHOCTH 06paboTKH MIePCOHANIBHLIX JaHHBIX
20. OcHOBBI 3aKOHOMATENBLCTBA B OGTACTH 3AIIHTHI [paB Ha pe3yIbTAaThl MHTEIIEKTYaIbHOM
JIeATeIbHOCTH
21. IlpaBoBoe perynupoBaHHe OTHOIIEHHUI B cdhepe aBTOPCKOTO IIpaBa
22. llpaBoBOe perynmpoBaHue OTHOUIEHHUI B chepe 3aimuThl NpaB, CMEKHBIX C aBTOPCKHMH
23. IlpaBoBoe perynmpoBaHWe OTHOLICHHI B c(epe aTEHTHOTO ITpaBa
24. 1lpaBo Ha ceKpeT MPOU3BOCTBA (HOY-Xay)
25. IlpaBo Ha cpeaCTBa WHIMBHIYaNU3aluH IOPUAMYECKUX JIHII, TOBApOB, padoT, ycIyr H
IPENTIPUSTAN
26. IlpaBo HCHIONB30BAHUS PE3YIBTATOB MHTEIICKTYAIbHON IeATeTbHOCTH B COCTABE COMHOM
TEXHOJIOIHH,
27. OcHOBHBIE 0OS3aHHOCTH OPraHOB 3aKOHO/IATEIBHOMN BAACTH B chepe b
28. OcHoBHbIE 0053aHHOCTH OPTaHOB HCIOTHATE ILHOM BIACTH B cgepe Ub
29. Kakue uHQOpPMAUMOHHBIE pecypesl NpPeNpUATHA He MOryT OBITH OTHECEHBI K
KOMMEpPYecKoH Taiine?
30. HasoBuTe OCHOBHBIC HallpaB/IeHHs PAGOTHI [10 3aIUTE KOHGMICHIIHAIbHON HH(pOpMaluK Ha
PN PUATHH.
31. Kakue OCHOBHBIE MONOXEHHS JOIDKHO COAEPIKATh TEXHHYECKOE 3ajaHue Ha paszpaboTKy
CHCTEMBI 3aIUThl KOHQUACHIHAILHOH HH(OPMALIHK Ha TIPEATPHATHH?
32. Hasosute ocHOBHBIE QYHKIMM CTyKOBI O€30MaCHOCTH Ha HPEANPUSITHH.
33. Hasosure BecromorareibHple GyHKINT CIyKOB 6€30NaCHOCTH Ha IPEIIPUITHH.
34. Hasosute ocnoBHEIC GYHKIHH IOAPA3ICICHHS [10 3AITUTE HHGDOPMALIMH HA TIPEATIPHITHH.
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35. TumoBas cTpyKTypa (OCHOBHEIE TOpa3ieieHust) cyKOb! 0€30IACHOCTH Ha MIPEIPUSTHH.
36. Kakne MOryT OBITh BapUaHTBI CTPYKTYPbI CyxObl 0e301IaCHOCTH, NPEANPHITHS W KaKoBa
IOJYMHEHHOCTD MOApa3eneHui ciyx0bl He30macHOCTH?

37. Kakue npegbsBnstoTcss TpeOOBaHHsS K YPOBHIO MOATOTOBKH PYKOBOAMTENEH CITyKOEI
Oe30macHOCTH NpeanpuaTHs?

38. IazoBuTe ocHOBHBIE (BYHKIHMHU MOIPA3IeNeHHUs 10 OXPAHE U PEXKUMY HA MIPEAPHSTHH.

39. Hazosure ocHoBHBIe dyHKImu noapaszaenerus mo UT3U va npeupustun.

40. HazoBuTe OCHOBHBlE (YHKUHH WHPOPMAIMOHHO-aHATUTHYECKOTO TIOApA3IeIcHUs Ha
e ITPHSITHH.

41. HazoBute ocHOBHBIE (DYHKIIMU PEKUMHO-CEKPETHOIO LOAPA3AETCHNS HaA IPEAIPHATHH.

42. Kakve BHABI JeATeNBPHOCTH MO 3aliute uHpopManun Ha NOPEONPUITHH TOLICHKAT
JHIEH3UPOBAHUIO?

Bropoii cemecTp

Bonpoce! peiirunr-konrpo.s Nel cemecrp 2
e OcHoBHBIE TpeOOBaHMSA W PEKOMEHIALMM [0 3aIUTe UHGOPMALMH, HHUPKYJIHPYIOLIEH B
3anMIIaeMblx [oMelleusix coriacHo Tpedosannii (CTP-K) -2001
e 3ammTa UHGOPMALUM, LUPKYJIUPYIOUIEH B CHCTEMax B3BYKOYCHIEHUS U 3BYKOBOIO
COIIPOBOX/1IEHUS KUHO(PUIBMOB cornacHo rpedosanuit (CTP-K) -2001
e 3amuTa HHGOPMAIMHK ITPU MTPOBEJIEHHHM 3BYKO3anucu cornacao tpebosanuit (CTP-K) -2001
e 3amuTa pedeBod MH(OPMALUM IPU €€ Mepejayue [0 KaHaTaM CBA3M COTNTAcHO TpeGoBaHMIA
(CTP-K) -2001
e Tpebopanus M pexoMeHIalMH No 3amute WHOGOpMauuu, obpabaTbiBaeMOR CcpeacTBaMH
BBIMUCIUTENBLHON TeXHUKH cornacHo Tpedosanuil (CTP-K) -2001
e OcHoBHbIe TpeOOBaHMS M PEKOMEHJALMH 110 3alIUTe CIyx)eOHON TalHBI U MEePCOHATBHBIX
naHHBIX cornacHo Tpedosanuit (CTP-K) -2001
e OcHOBHbIE PEKOMEHAALMH TIO 3alliTe WHYOPMALHU, COCTABIMIOMEN KOMMEPUYECKYIO TANHY
cornacHo Tpebopanuii (CTP-K) -2001
e Jlopsanok obecreuyeHns 3alIUThl KOH(UICHIMATEHOH WHObOpMaIMu npd sxcrutyaramun AC
coriacHo TpeboBanuit (CTP-K) -2001
e 3amura KOH(UIEHIMATEHOW HH(OPMAIMKM Ha aBTOMATU3MPOBAHHBEIX pabouYMX MecTax Ha
6ase asroHoMHBIX [IDBM coriacto tpedosanuii (CTP-K) -2001
e 3amura MH(GOPMANWK TPH HCIOJI30BAHUN CHEMHBIX HAKOMUTEIeH OOIBIIOH eMKOCTH s

aBTOMATH3UPOBAHHBIX pabouux MecT Ha 0a3e aBTOHOMHBIX [I9BM cornacuo tpeGosanmii (CTP-
K) -2001

Bonpocel peifiTuHr-koHTpoast Ne2 cemecrp 2
e 3ammra MHQOPMALUK LIPU KCIIOIB30BAHUMA CHEMHBIX HAKOIMTENeH GONBINON eMKOCTH Uit
aBTOMATH3UpPOBaHHBIX pabouux mecT Ha Oasze asToHOMHBIX [I9BM cornacuo TpeGorannit (CTP-
K) -2001
¢ 3amuTa uHGOpPMAIMK B JTOKATEHBEIX BLIMHCIUTENBHBIX CeTAX coriacHo Tpebosanuit (CTP-K)
-2001

e 3amuTa MHGOPMALUH IIPH MEKCETEBOM B3auMoAcHcTBUM coriacHo TpeGosauuit (CTP-K) -
2001

e 3ammra MHGOpPMAlMU IpH paloTe C CHUCTEMaMH YIpasieHus 0azaMd JAHHBIX COTVIACHO
tpebosanuit (CTP-K) -2001

e OpraHum3anMoHHAs CTPYKTypa CHCTe€MBl arTecraldd O0BeKTOB WH(POPMATH3AUMU IO
TpeOoBaHUsIM De30MacHOCTH HHpOpMaLUK

e [lopsnox npoBeneHHsl aTTeCTAllMl U KOHTPO/Ist 06beKTOB HHGOPMATH3ANHE 110 TpeOOBAHUAM
Ge3omacHocTH HHGOPMALTHK

e TpeOGoBaHMS K HOPMATHBHBIM M METOIMYECKHM JIOKYMEHTaM II0 AaTTeCTallid OOBEKTOB
HHpOpMaTH3aLUH



* Tpebosanus 0 3amure HEGOPMALUH, ComepKallelics B HHYOPMALMOHHBIX CHCTEMAX 0BIIero
1OIb30BAHMS

o Knaccupukanust HHPOPMAIHOHHBIX CHCTEM OOIIEr0 [0IB30BAHUS

o Tpebomanms o 3ammre wHPOpPMAUMM, He cocraisiromied  I'T, comepkamieiics B
roCy1apCTBEHHBIX HHPOPMAIIHOHHBIX CHCTEMAX

® 3ammra OT HECAHKIMOHHPOBAHHOIO AOCTYMa K  HH(pOpMALuH KaaccuuKamnus
aBTOMAaTHU3HPOBAHHBIX CHCTEM U TpeboBanus 1o 3ammTe HHGopmanuu. Knaccnduxanus AC

® 3ammra OT HECAaHKIMOHHPOBAHHOTO JOCTyna K MHDOpPMAmMu  KiaccH(UKALus
ABTOMATH3UPOBAHHbIX CHCTEM H TpeOOoBaHUs 10 3ammTe HHGopMaruu. Obmume TpeGoBaHHS O
samure uaopmanuu ot HCJI s AC,

Bomnpoce! peiitunr-koHTpo.as Ne3 cemectp 2
* 3ammra 0T HECAHKUHOHMPOBAHHOTO JOCTYHa K HHpOpMAmmM  Knacchdukauus
aBTOMATH3WPOBAHHBIX CHCTEM U TpeDoBaHus 1o 3ammTe nHdopvannu. Knaccnduxanus AC
* 3ammWra OT HECAHKIHOHMPOBAHHOTO AOCTYma K  HH(OpMAIMHA KI1accu(uKamus
aBTOMATH3MPOBAHHBIX CHCTEM U TpeOoBanus 110 3ammute uHdopmaruu. Obimue TpeboBanus 110
3aumte uHopmaunu ot HCJI ms AC.
* 3ammTa OT HECAHKUHOHMPOBAHHOTO  JOCTYNAa K  HHGMOPMALHH KIaccupuxanus
aBTOMATH3HUPOBAHHBIX CHCTEM M TPeDOBAHUS 1O 3allluTe HHPOPMALIUH,
e 3ammmra ot HCJI k nudopmanuu. OCHOBHBIE TOHATHS, TEPMHUHEI U OIPEICTICHHUS.
» Konuermms samuter cpencts BT u AC or HCJ[ k urdopmarmu. OcHOBHBIE TPUHIIAIIBL
samTel ot HCJT.
* Komnemnmus sammrer cpeacts BT u AC ot HC/T k undopmarmu. Mojens vapymmtens 8 AC
* Konuenmus samutel cpeacts BT u AC ot HCJT k undopmarun. OCHOBHBIE CIIOCOOBI HCA
o Konnenuus samutsr cpencts BT u AC or HCJT k undopmarmu. OcHOBHbIE HaIpaBIeHUS
obecrieyenus samute oT HCJT
* Konnenuus samutsl cpencts BT u AC ot HCJI x mHdopmarun. OcHOBHBIE XapaKkTEPUCTUKHU
TeXHUYECKHX CpeAcTB 3amuTel oT HC/I
* Konnermms sawmtst cpeacts BT u AC ot HCJ] k undopmannu. Kraccuduxanus AC
* Komuenuus sammrel cpencte BT u AC or HCJ x undopmamuy. Opranusauus paboT 1o
zamute ot HCJJ

Ilepeyens BompocoB K 3K3aMeHY BTOpOil ceMecTp (IIPOMEKYTOMHOI ATTECTAIHH IO
HTOr'aM OCBOEHHH THCIMILIHHBI):
1. OcHoBHble TpeGOBaHMS H PEKOMEHIAUMK IO 3alIUTE HH(OPMAIAH, LUPKYIAPYIOLIEH B
3aluIaemMblX noMenmeHusax mo tpedosanusm (CTP-K) -2001
2. 3amura WHEQOpPMANMH, LMPKYIHPYIOWEH B CHCTEMaX 3BYKOYCHIEHHS H 3BYKOBOTO
CONPOBOXACHHUSI KHHOQUIBMOB 110 TpeGoBanusm (CTP-K) -2001
3. 3ammTa MHGbOPMAIMHU IPH TPOBEIEHNH 3BYKO3ATIHCH 110 TPEOOBAHUSM (CTP-K) -2001
4. 3amuTa pedeBoit HHQOPMALMHK TIPH €€ Nepesiaue Mo KaHaTaM CBSI3H 110 TPeOOBAHUIM (CTP-K)
-2001
5. TpeGosanust m pexomeHjaUuu [0 3amure MHGOPMAIAM, 06pabaThIBaeMOil cpeacTBaMu
BBIYMCIHTEILHON TeXHUKH 1o TpeboBanuam (CTP-K) -2001
6. OcHoBHBIe TpeOOBaHWsA H PEKOMEHIALMU MO 3allUTe CIyKeOHONH TalHbl U [IEPCOHAIBHBIX
naHHbIX 110 TpedosanusiM (CTP-K) -2001
7. OCHOBHBIE PEKOMEHIALHMH 1O 3alIUTe HHGOPMALHUH, COCTABISIOMEH KOMMEPUECKYIO Taifiy
no Tpebosarnsam (CTP-K) -2001
8. IMopsamox obecrneyeHns 3amuTsl KOH(UISHIHATBHOIM uHbopmainu npu skermyaranun AC no
tpebosanusam (CTP-K) -2001
9. 3ammra KoH(GUIEHIMAILHOR HHOOPMALMH HA ABTOMATH3UPOBAHHBIX pabodux Mecrax Ha
base apronoMHBIX [I9BM 110 TpeGorannsy (CTP-K) -2001



10. Baumura wHGOpMAIMY PH UCHOIB30BAHUU CHEMHBIX HAKOITHTENIEH GOJBINON eMKOCTH JUIs
ABTOMATH3HPOBAHHBIX PadOYMX MeCT Ha Gase aBToHOMHBIX II9BM mo tpeGopanusm (CTP-K) -
2001

11. 3ammra uHdopManum B JIOKATBHBIX BBIMUCIHTETRHBIX CETAX 1O TpeGOBaHUSIM (CTP-K) -
2001

12. Bauwura uHpOpMAaIMK TPH MEKCETEBOM B3auMOAeicTBAM 1o TpeGoparmsam (CTP-K) -2001
13. 3amura undpopmammu upu paboTe ¢ CHCTEMAMH YIPAaBIEHHS 0a3aMd  JAHHBIX 110
tpebosanusm (CTP-K) -2001

14. Opranu3anuoHHas CTPYKTypa CHCTEMBI aTTeCTALMH OOBEKTOB HH(OPMATH3ALHH 10
TpedoBanuaM Oe3onacHocTH HHGOPMALIUY

15. Ilopsnok mpoBeneHus aTTecTallMy M KOHTPOJIsS OOBEKTOB HMHGOPMATH3AlAH IO
TpeboBanusM Oe3omacHoCTH HHDOpPMALIUK

16. TpeGoBauus K HOPMATHBHBIM W METOJIMYECKAM JIOKYMEHTAM MO ATTECTALHH OOLEKTOB
unbopMaTH3aLUH

17. Tpebosanust o s3ammre MAGOPMANUM, coaepKalledcs B MHOOPMALHMOHHBIX CHCTEMAx
001Iero 1o1b30BaHAS

18. Knaccuduxanuus nHQOPMALHOHHBIX CHCTEM OOILErO T0I530BaHUS

19. Tpebosanust o 3awmute uHbOpMmaumuu, He coctamsnomedt [T, comepxkameiics B
rOCY1apCTBEHHBIX HHPOPMAIMOHHBIX CHCTEMAX

20. 3ammra OT HECAHKIMOHMPOBAHHOTO [0CTYNAa K UHQOPMANMM  KaaccH(bHKALHs
aBTOMAaTH3HPOBAHHBIX CHCTEM U TpeOoBaHuUA 110 3aiuTe HHPopMaimu. Kraccuduxanus AC

21. 3ammura OT HECAHKI[MOHMPOBAHHOTO  JOCTYIa K HMHpopMammu  KiaccHbukarms
dBTOMATU3MPOBAHHBIX CHCTEM U TpeOOBaHUs 10 3amuTe MHpopMmarmu. O6ume TpeGoBanus Mo
sammte HHGopmanun or HCJ ans AC.

22, BammMTa OT  HECAHKIMOHMPOBAHHOIO jocTyma K mubopmarmu KJlaccupuKarus
aBTOMATH3MPOBAHHBIX CHCTEM U TpeOOBAHHS 110 3alIUTE HH(POPMALIHMH.

23. 3aummra ot HCJI x uadopmarn. OCHOBHbIE NOHATHSA, TEPMUHBI M OTIPEIeTICHHUS.

24. Konnenmms samutel cpencts BT u AC or HCJl kx undopmaruu. OCHOBHbIE [IPUHIAIEI
3awuTel ot HCJI.

25. Konnenuus samutel cpeacts BT u AC or HCJI x undopmanun. Mozens wapymurens 8 AC
26. Konnenmus samutet cpesicts BT 1 AC or HCJI x nadopmanun. OcroBHEIe criocobsr HCJ]
27. Konuenuusa sammtel cpeacts BT u AC or HCJI k undopmanuy. OCHOBHBIC HAIPABICHHN
obecrnieuenus 3amutel 0T HCJI

28. Konnenuust 3ammrer cpeictB BT u AC or HCJ] x wundopmammn. OCHOBHBIE
XapaKTCPUCTHKH TEXHHYECKUX cpeacTB 3auuthl o1 HCJL

29. Konuemnuus sammtsl cpeacts BT u AC or HC/T k undopmarmu. Knaccuduxarms AC

30. Kornenuus sammrel cpexcte BT u AC or HCJT k uudopmaiuu, Opraumsamnust paGoT 1o
3amute ot HCJJ

Tembl npakTHYecKHX 3aHATHI | cemecTp:
HpakTudeckoe 3anarue Nel-Ne2 Vsyuenne «MucTpyKunu o Mopsake JOMYcKa JOTKHOCTHBIX
M W rpaxgaH  Poccubickodft  Qexmepamum K rocyaapcTBeHHOM  TaiiHe» (yTBepKIEHA
nocraHoBiieHueM lpasuTenkersa PO ot 06.02.2010 Ne63)
IlpakTudeckoe samsitue Ne3-Ned  Usyuenwe TpeGoBaHHM —THIIOBBIX HHCTPYKLMH 1O
00ecreYeHUI0 COXPAHHOCTH KOH(QHISHIHATBHON HHGOPMAIIMH HA IPeANPHATHH
IIpaxruyeckoe 3ansitne N5 M3yuenue tpeGoBaHUH TUIIOBEIX MHCTPYKLHH 110 OGECHEYEHUIO
COXPAHHOCTH ~ KOH(UICHIMANLHOH wuHpopMamuu npu ee oOpaloTke Ha  CcpecTBax
BBIYMCIUTENBEHON TEXHUKH
Ipaxrugeckoe 3ansrue Ne6-Ne7 H3yuenue 1opsika aTTecTanun 066eKT0B HHGOPMATH3AINHI
Ilpakruyeckoe samaTme Ne8 Msyuchue Qopm M Topsaka 3amoiHeHHs TOKYMEHTALMH [0
pe3ynbTaraM aTTecTalui 00beKTOB MHYOPMATHIALIUH
Ipakruveckoe s3amsitue No9 Vsyuenue mopsjka TIpOBeJ€HHS OPraHW3AlHOHHBIX W
TeXHUYCCKHX Meponpuatuit mo T3U na OU



Tembl npakTHYECKUX 3aHATHH 2 ceMecTp:
IlpakTnyeckoe 3ansitie Nel. Crenuanbhble TpeOOBaHHS U PEKOMEHJAIMM 10 TEXHUYECKOMH
samuTe KoHpueHuanpaoi nudopmanuu (CTP-K) -2001;
IpakTuueckoe 3ansaTue Ne2. Hsydenne noxymenta O@CTOK PO P_1994.11.25. Ilonoxenue
II0 aTTecTalni 00beKTOB HHDOPMATH3AIMH MO TpeOoBaHUAM Ge30NaCHOCTH HHPYOPMALHH;,
IpakTuueckoe 3anstne Ned. Mzyuenme noxymenta @CTDOK P® P_2010.08.31_489. O6
yTBepKICHUH TpeOGoBaHuil 0 3amuTe HHbOPMALNH, cojeprkalieiics B HHPOPMAIIHOHHBIX CHCTE-
Max 001Iero noJs30BaHus;
ITpakTudeckoe 3auaTHe Ned, Usyuenue goxkymenta @CTOK PO npuxas Nel7 or 11.02.2013
00 yTBepKAeHUH TpeOOBaHMI O 3aluTe UHPOPMAIMH, HE COCTAB/IAIOIIECH TOCYIapCTBEHHYIO
TaliHy, cojep Kalleiicsl B TOCY IapCTBEHHBIX HHOOPMAHMOHHBIX CHCTEMAX;
IpakTnueckoe 3anaTue NeS. Msyuenue nokymenta @CTOK PO RD_1992.03.30_1. Pykoso-
AAIIMN JOKYMEHT aBTOMATH3UPOBAHHLIE CHCTEMBL. 3aluTa OT HECAaHKIIMOHMPOBAHHOTO J0CTYTa
K uH(pOpPMAIMH KIacCH(HUKALMs aBTOMATH3HPOBAHHBIX CUCTEM M TpeOOBAHMS 10 3aAlIMTE UH-
dopmariimu;
HpaxkTuueckoe 3auarue Ne6. Mzyuenne gokymenta @CTIK PO RD_1992.03.30_3. Pykoso-
ISMIMA AOKYMEHT 3all[iTa OT HeCaHKIHOHHPOBAHHOIO AOCTyNa K HHOOPMAIHMH .TEPMHHBI H
olpe/IesIeHHs;
IpakTudeckoe 3anaTue 7. Msyuenue goxymenra @CTIOK PO RD_1992.03.30_4. Pykosoas-
Ui JOKYMEHT KOHIENIMS 3aLUThl CPeICTB BBIYUCIUTENLHON TEXHUKH M aBTOMATH3UPOBAH-
HBIX CHCTEM OT HECAHKIMOHMPOBAHHOTO J0CTyNA K HHPOPMAIHH.

TeMbl J1a00paTopHBLIX padoT 2 ceMecTp (M0 BAPHAHTAM NPEMOXABATE/IM):
JlaGoparopuas padora Nel Pazpaborka nojoxeHHs o ciykOe 0e3011aCHOCTH IIPeIpUSTHS
(Yeras ¢ayx0Ob1 6€30MacHOCTH)

Jla6opatopuan paGora Ne2 Paspaborka nonokerus «O — 3ammTe uHGOpMAUMH OT
TEXHHYECKHUX Pa3sBEIOK U OT €€ YTEHKH 110 TEXHHHUCCKUM KaHailaM Ha 06]361{'1'6»;
Jlabopatopuas padora Ne3 Paszpabotka mnonoxenus «O noApa3sfeNeHdsX HHKECHEPHO-
TEXHHYECKOH 3ammThl HHGOPMALIUU Ha 00BEKTEN

Jladoparopuan padora Ned PazpaGoTka monmoxkeHus: «O peXxUMHO-CEKPETHOM II0Apa3ieIeHHH
Ha 00LEKTEe»

JlabopaTtopHasi pabora NeS Paspabotka mHeTpykumm «OO0 OCYIIECTBIEHHH KOHTPOJBHO-
TIPOIIYCKHOTO ¥ 00BEKTOBOIO pekuMa Ha 00BEKTe)

JlaGoparopuasn pabora Ne6 PaspaGorka mnonokeHus «O MNOCTOSHHO —IEHCTBYIOLIMX
TeXHHYECKHX KOMHCCHSIX TI0 3aimTe KoH(u1eHInaIbsHol HHQOpMALUH»

Jlabopatopuas paGora Ne7 Paspaborka WHCTPYKIMH IIO 3allUTe KOH(HIEHIMAIbHOH
uH(popManuu Ha 0OBEKTE

JlabopaTopnas paGora Ne8 PaspaGoTka MHCTPYKIHMH IO 3aUIMTe KOH(UICHIHATBHOM
HHGOPMAIIHH TTPH ee 00paboTKe ¢ MOMOIIBIO CPE/ICTB BRIMACTHTENEHOMH TEXHUKH Ha OOBEKTE
JlaGopaTopuas pabora Ne9 PaszpaGoTka I0DKHOCTHBIX WHCTPYKUME coTpymuukoB Cb Ha
obBeKTe (110 3aJaHMI0 IIPEogaBaTe s )

JlabopaTopuas paora Nel0 PazpaGorka j10/KHOCTHON HHCTpYKInn pykoBourens Cb
JlaGopatopHas padora Nell PaszpaGorka HOMEHKIATypel [Ae/1 1O OOECHEYEeHHIO 3alllHThI
KOH(QUIeHIHATbHON HH(pOPMall Ha 00BEKTE

JlaGoparopuas pabora Nel2 PaspaboTka TOMSTKH 110 0oOeclieHeHHI0 KOH(QHUASHITMAIBHOCTH
uHdGopMaun 118 paboTHUKOB 00BeKTa (10 3a1aHUIO [IPENOAaBATE )

Jla6oparopuass paGora Nvl3 PaspaGorka mnepeuHss cBedeHull KOHQHIEHLIHAIBHOH
uH(pOopMaMK Ha MIPeIPUITHA

Jlabopatopnas paGora Neld PaspaGoTka npockta A0roBopa NPEQNPHUATHS ¢ YACTHOH
OXPaHHO} opraHu3alyei o odecneueHnIo GYHKIHNA OXpaHbl 00bEKTA

JlaGopatopnas paGora Nel5 PaspaboTka MHCTPYKIIMM TI0 3aIquTe KOH(HIEHIMATIbHOM
nHGOPMALMU pPH [POBEICHAM COBCLIAHUH, CEMHHAPOB, OCYLUECTBICHHH MyOIMKATOPKOM



JeATeIBHOCTH, OCYIIIECTBIEHHH KOMaHIHPOBOK H CTAXKHPOBOK
JlabopaTopHasi paGora Nel6 PaspaboTka HHCTPYKIMH 10 OpraHM3aluy KOH(pHICHIHAILHOTO
JeNONpON3BOACTBA

Bonpocs! 1 3aaHus K caMocToATe/IbHOI pabore marucrpanTos 1 cemecrp
e JlaiiTe XapakTepHCTHKY OCHOBHBIX A0KyMeHTOB QCTOK u «OOmuX KpUTCPHEB OLICHKH
6esonacuoctu UT ISO/IEC 15408» B wactu 3H.

e 3aKOHOJATENBCTBO B  00JacTH  MEXKIYHApOJHOro HH(GOpMAalUMOHHOrO oOMeHa ¥
KOMITBIOTEPHBIX [TPEeCTYIICHHH

e  MexnyHapoaHble COTJIAIeHHs] IO IPEIYTIPEKISHUI0 KOMIIBIOTEPHBIX IPECTYILICHUH

e MexIyHapoaHbIi TMPaBoBOH ONBIT ofecrneuenus O0e30MaCHOCTH HEroCyAapCTBEHHBIX
00BEKTOB IKOHOMHKH

e 3aKOHOMATENLCTBO  3apyOEKHEIX CTpaH B O0JacTM  3alMTBl  MHTEIEKTYaIbHON
COOCTBEHHOCTH

e HopMmaTUBHO-IIPaBOBOE PEryInpoBaHue nNpodeccHoHaIbHOM TalHbI

e CayxeOnas TaiiHa U ee 3ammra

L] Hpa'BOBaﬂ 3aluTa [epCcOHAlIbHBIX JAHHBIX

e OcHoBHBIE MOJ0XkKeHUs 3akoHa «O MepCOHATBHBIX JAHHBIXY

o Tpebopanus K 00paboTKe NepCcoOHANLHBIX JAHHBIX

e OTBeTCTBEHHOCTH 3a HapyllleHHe pabOoThI C MEPCOHAIBHBIMU JAHHBIMH

e Me}I{HYHaPOIIHOC 3aKOHOOATEeNNbCTBO W HAOHOHAJIBHOE 3aKOHOIATCIBCTBO 3apy6e}Kme
CTpaH 0 3alIUTE NePCOHAIBbHBIX JaHHBIX

e [lepcoHanbHBIE JaHHBIE B CHCTEME JOKYMEHTO000POTA HNPEAIIPHATHA

ABTOpCKOE ITpaBo

[IpaBa, cMexkHBIE ¢ aBTOPCKHMH

ITarenTHoE npaBo

IIpaBo Ha ceKpeT IPOU3BOICTBA

[TpaBo KCIIOIB30BAHHUS PE3yIBTATOB MHTC/UICKTYaIbHON eSTebHOCTH B COCT4BE €IUHON
TeXHOJIOIHH

o [lpuHUMIBI TOCYNAPCTBEHHON MOMUTUKH 00ecedecHU HHPOPMALMOHHOM De3011aCHOCTH
o Kimodessle npodneMbl HHPOPMALMOHHOH 0€30MMacCHOCTH rocy1aperba

e MHpopManmoHHOE 00IIECTBO — HOBBIHM 3Tall pa3BUTUS YEJIOBEYECTBA

o Mudopmamus — Gakrop cyliecTBOBAHUS U pa3BUTUS 001IeCTBA

e Ilpobnema mpaktuueckoro mpumenenus @3 «0O06 wundopmanuy, HHGOPMALUMOHHEIX
TEXHOJIOTUSX U 0 3allUTe HHPOPMALHHY

Bonpocsl H 3aJaHUA K CAMOCTOATEIbHO padoTe MATHCTPAHTOB 2 ceMecTp

e 3aKOHOATEILCTBO B 001aCTH HHHOPMAIIMOHHO-TICHX0JI0THYECKON Oe3011aCHOCTH.
[lepeunciauTe OCHOBHBIE XapakTepUcTUKy mpouecca 31

Y10 NOHUMAFOT O] YCTOHIUBOCTBIO cuctembl 37

Yro noHUMAIOT U YeM 00ecreduBaeTCes HelpepLIBHOCTE pelteHus 3aaay 317

YT0 NpUHSATO MOHUMATE 101 CIIyKeOHOI uin KoMMmepuecKkoi TaifHou?

[lepeuncnure CTENeHb CEKPETHOCTH (TpH), KOTOPBIH MOTYT HMEThb CBEIECHHs,
COCTABIISIOIINAE CIYKEOHYIO HIIH KOMMEPHECKYIO TallHy IpeapUsTHs

e U3 kakux 3TamoB cocTouT pabora mo dopmuposanuio [lepedns cBeneHuit, COCTABIAIOMIMX
CIyAeOHYI0 UITH KOMMEPUECKYIO TalHy?

o Kaxkumu  moxkymMeHTaMu  HeoOXOZMMO  PYKOBOACTBOBATHCS ~ MPH  COCTABIEHHH
TpeBapHTeTbHOrO llepeuHs CBeleHMH, COCTABISIOMIUX CIY/KEOHYI0 HIH KOMMEPYECKYIO
Tainy?

o [lo KakuM acrekTaM JKCIepTHas KOMHCCHS PEATPUITHS paccMaTpUBaeT NpeABapUTEIbHEBIH
nepedeHb KOHQUIEHIHATBHBIX CBEACHUNA?



e Kak OIIpeaenseTcs BO3MOJKHBIi y1uepo, HACTYIAOIIHH B pesyibTare
HECAHKIIMOHUPOBAHHOTO PACIIPOCTPAHCHUS CBEICHUH, BKIIOYAaeMbIX B 00001meHHbli# [Tepeyenn?
* Kaknm obpasom npunmmaercs ¥ Kak oQOpMISeIcs pemreHds O BKIIOYEHHH CBEICHHH B
OKOH4aTenbHbIN BapuaHT [lepeuns?

o Ilpusennte THIIOBOH MPHMEpPHBNH [epeyeHb CBEIEHUH, COCTABISIONUX CIIy’KeOHYIO W
KOMMEPYECKYIO TAHHY OpraHu3aluu.,

o Jlus yero HeoOXoxuMO (HOPMHUPOBATH CIIMCOK OPraHU3aIMil U YaCTHBIX JHI[, KOTOPBIE MOTYT
OBITH 3aMHTEPECOBAHBI B JJOCTYIIE K OXpaHseMoit nH(GopMaiun?

* KaxkoBbl KpUTEpUHM OTHECEHHMS OpraHW3amvii M YACTHBIX JIMI[ K [IOTEHIHAILHEIM
3N0YMBIIITEHHHKAM  (KOTOpble MOTYT OBITh 3aMHTEPECOBAHBI B JIOCTyNlE K OXpaHseMoil
unopmanuu)?

* Y10 nomxHa BKIMOUATE B ceds B 0600mennom suae Konnennus obecreuenns UB?

e  Uro nonumaior nox [omurukoit UB?

¢ Hasosute npuunner HeoOXxoxumocTn paspabotkn KoHuennuu obecnieuenus UB Ha kaxmiom
LIPeIIPHSITHH.

e Ilepeunciute ocnorHbIe nementrl Konuenmum obecrieuenns MB Ha kaskmiom NIPeIIPHATHH.
¢ Kakyro undopmanuio BkIOYaeT B ce0s pasjen oOIIHX MOJIOXKeHHH mo obecneyenuio UB
Konnenuun?

* 3adyem HEOOXOIUM pasfel ¢ OCHOBHBIMM NOHSITHSIMU KOHIEIIHN?

e IlpoxommenTupyiire pasgmenst Kosmemmuu, —kacarommecs ONpEICICHUS  COoCTaBa
MOTCHIMANBHO  CYIIECTBYIOIMX YIp0o3 0e€30IacHOCTH HWHOOPMALMM, ONMCAHHA KAHAJIOB
BropakeHuss B MC, tpeboBanuit x cucreme obecneuenns UB u METONOB ONEHKH ee
3¢ heKTUBHOCTH.

* Ilpoanamsupyiite pasaenst KoHuemmmu: 101rocpodaas porpaMMa pasBuTHs cucremst UB;
OpraHu3alus U nporpaMma MoAroTOBKH Kaapos 110 Bonpocam Wb, opranusaius nenons30Banus

cucrembl 3U; xagpoBoe obecrievenue 3U; yenoBHs, HEOOXOINMBIE TSl HAEHKHOIO 00eCeyeHH s
3.



7. YYEBHO-METOAUYECKOE U HH®POPMAIIMOHHOE
OBECIHEYEHUE JUCHUIIINHBI

a) OcHoBHA# JUTEpaTypa:
1. 3ammra uadopmanun: Yuebuoe mocodue / ATl Ky, E.IL XKyk, O.M. Jlenemxkun, A.W.
TumomxkuH. - 2-¢ w3a. - M.: U1 PUOP: HUILl MHDOPA-M, 2015. - 392 c. ISBN 978-5-369-
01378-6, Pesxxum moctyna: http://znanium.com/catalog.php?bookinfo=474838
2. Mndopmanuonnas Ge3onacHocTs: 3aumra 1 Hanagenue / buprokos A.A. - M. : JIMK Ilpecc,
2012. - http://www .studentlibrary.ru/book/ISBN9785940746478 .html. 474 c.
3. PeruonanbHas u HallHOHANBHAs Oe30nacHoCTh: YueOHoe mocodue / A.B. JloryHos. - 3-e U3,
nepepad. u jaon. - M.: By3zoscknit yuebnuk: HUL[ UHOPA-M, 2014. - 457 c.: ISBN 978-5-
9558-0310-4, Pexxum goctyna: http://znanium.com/catalog.php?bookinfo=406872
4. Undpopmanuonnoe mpaso: / ore. pex. .M. PaccomoB. - M. : Ilpocmekr, 2015. -
http://www.studentlibrary.ru/book/ISBN9785392173747 html.
5. KoMmutexcHas 3amurta MH(OPMALMN B KOPIOPATUBHBIX cHcTeMax: YuebHoe mnocobue / B.O.
[Hawprus. - M.: UJI ®OPYM: HUI] UHOPA-M, 2013. - 592 c. ISBN 978-5-8199-0411-4
Pesxum noctyna: http://znanium.com/catalog.php?bookinfo=402686
6. CoBpeMEHHBIE TEXHOJOTHM W TEXHMYeCKHe cpeacTBa MH(opMaTmsamuu: YueOuuk / O.B.
[lumog. - M.: HUAL] Uudpa-M, 2012. - 462 c.: ISBN 978-5-16-005369-1 Pexum mocTyma:
http://znanium.com/catalog.php?bookinfo=263337

0) JonoanuTeabLHAas JHTepaTypa:

1. Oxpannuple noapaszaenesus / Bopona B.A., Tuxonos B.A. - Bemr. 6. - M. : Topsvuas manust -
Tenexom, 2012. http://www.studentlibrary.ru/book/ISBN9785991202398.html

2. [IpoBepka M OLEHKA JEATENBHOCTH IO YIIPABIEHHIO HH(POPMAIMOHHON Ge30IacHOCTHIO
Yuebnoe nocodue st By30B / Munocnasckas H.I'., Cenatopos M.IO., Toncroit A.U. - Beim. 5.
- M. : ["opsiuasi JIMHUS - Temexom, 2013.
http://www.studentlibrary.ru/book/ISBN9785991202756.html

3. MopenupoBanue cuCTeMBI 3auldThl HHpopmauuu: IIpakrukym: VYdueOGmoe mnocobue /
E.K.bapanosa, A.B.babaw - M.: U1l PUOP: HUL] MHOPA-M, 2015 - 120 ¢.: ISBN 978-5-369-
01379-3 Pesxxum noctyma: http://znanium.com/catalog.php?bookinfo=476047

4. ®aiiman, O.U. IIpaBosoe obecreuenne nudopmannoHHONH Ge301aCHOCTH : ydeOHOe mocodue
[ O. U. ®aiivman, B. A. I'panux, M. KO, Monaxos ; Brnagumupckeii rocyxapCTBEHHBIN
yHuBepcurtet (Bal'V) .— Bnagumup : 2010 .— 86 c. ISBN 978-5-9984-0020-9

5. Muxprokos T.B. Cayx0pl sxoHOMHMueckoit OeszomacHoctn ¥ ux (yHkuuw / BectHuK
Ymyprekoro yHusepcuteTa. Cepus 2. DkoHOMHKA ¥ npaBo, Bem. 1, 2010 Pexum moctyma:
http://znanium.com/catalog.php?bookinfo=525174

6. Kysneuos, M. H. busuec-6ezonacuocts / M. H. KysHenos. - 3-e¢ uzia. - M.: Jamkos u K,
2013. - 416 C. - ISBN 978-5-394-01438-3. Pexxum JIoCTyma:
http://znanium.com/catalog.php?bookinfo=430343

B) Ilepunoauyeckue u3ganus:

1. HndopmauunonHo-merogmueckuit xypHan «3aummra uHbOpMmanuu. KonduaoeHT»
http://sec4all.net/konfj-5 03.html

2. Kypuan "Anroput™ 6e3onacHocTH» — Peskum poceryna: http://www.algoritm.org/index.php;
3. DnexTpoHHBI HayuHbli JKypHan «[IpoGnemsl Ge3omacHocTH» — Pexum pocTyma:
http://www.pb.littera-n.ru/

r) IIporpamvuoe odecieuenne u Murepuer-pecypest:

Ls ObpazoBarenbHblil cepsep Kadenpst U3U.— Pexum jroctyma: http://edu.izi.vlsu.ru
2. Nudopmannonnas obpasosartebHas ceTh.- PesxuM gocryma: http://ien.izi.vlsu.ru
3: BuyTtpuBysosckue uznauus Bal'y.— Pexxum goctyma: http://e. lib.visu.rw/



8. MATEPUHAJIBHO-TEXHUYECKOE OBECIIEYEHHE
JAUCHHUIIJIIUAHBI (MOY JIsI)

aya. 408-2, JlekuuoHHast ayJUTOPUS, KOJTMUECTBO CTyAeHUecKuX MecT — S0, mnomans 60 M2,
OCHaIlleHHe: MyIbTHMeIMHHOe obopymopanue (uHTepakTHBHas pocka Hitachi FX-77WD,
npoextop BenQ MX 503 DLP 2700ANSI XGA), noyt0yk Lenovo Idea Pad B5045

ayja. 427a-2, nabopaTopHsi CETeBBIX TEXHOJIOTHH, KOIMYIECTBO CTYJEHYECKHMX MecT — 14,
mIomans 36 M2, ocHalleHHe: KOMIBIOTepHbIH Kiace ¢ 8 paboummu cranuusmu Core 2 Duo
E8400 ¢ BrixomoM B Internet, 3 mapmpytusaropa Cisco 2800 Series, 6 mapipytusaropos Cisco
2621, 6 xommytaropos Cisco Catalyst 2960 Series, 3 xommyTaTopa Cisco Catalyst 2950 Series,
kommyTarop Cisco Catalyst Express 500 Series, npoextop BenQ MP 620 P, skpan HacTeHHBIH
py/1oHHEI. JIMIIEH3MOHHOE LPOrpaMMHOe oOecTieueHune: olepalyonHas cuctema Windows 7
[Mpodeccuonansras, opucHbH maket npunoxennit Microsoft Office IIpodeccronalbHBIA TUTFOC
2007, GecmaTHO pacHpocTpaHseMoe MporpaMMHoe obecredeHne: THHEHKa HHTErPHPOBAHHBIX
cpen paspaborku Visual Studio Express 2012, mporpaMMHBIH mpoaykT BupTyamusanuu Oracle
VM VirtualBox 5.0.4, cumynstop ceru nepernaun nanHeix Cisco Packet Tracer 7.0,
MHTErpUpOBaHHas cpeja paspaboTku mporpavmuoro obecnedenus Intelli] IDEA Community
Edition 15.0.3.

aya. 4276-2, YHI[ «KomiuiexkcHas 3ammra OOBEKTOB HHMOPMATH3ANMKY, KOIHYECTBO
CTYIEHYCCKUX MecT — 15, miomans 52 M2, OCHalleHHe: KOMIBIOTEPHBIH Kimacce ¢ 7 paboyuMmu
crannusamu Alliance Optima P4 ¢ Beixomom B Internet, xommyratop D-Link DGS-1100-16
MyJIbTHMeAMHHBI KoMIekT (mpoektop Toshiba TLP X200, skpaH HacTeHHBIH pYTOHHBIH),
npubop ST-031P «[Tupaubs-P» MHOrodyYHKIMOHAIBHBIM MOMCKOBBIA, mpubop «YmaH-2»
IIOMCKOBHIN, BUOpoakycTuueckuit reneparop myma «Corara AB 1M», umurtatop paboThl
CpeJICTB HEJeraibHOro cheMa HHpopmarmu, paboraomux 1o pagpokanany «[lIunoBHUKY,
anammsatop crnekrpa «GoodWill GSP-827», unauxarop momns «SEL SP-75 Black Hunter,
yeTpoiicTBO OokupoBaHus paboThl cucTeM MOOUIBHOH cBA3W «Mo3saiika-3», YCTPOHCTBO
3amMTH TeleOHHBIX IeperoBopos oT mnpociyumBanus «[Ipoxpycr 2000», mukrodor Edic
MINI Hunter, nokarop «PonHuk-2K» HeIMHEHHBIH, KOMIUIEKC IPOBEICHUS aKyCTHYECKHX H
BubOpoakycTuueckux usmepenuit «Crpyr MuuH-A», BujaeoperncTparop nudponoii Best DVR-
405, reHeparop [lyma «I"'HOM-3»,y4eOHO-H1CCIIe/10BATEIBCKUH KOMILJIEKC
«CBepXIIHPOKOIONIOCHBIe OeclpoBOAHBIe ceHcopHble ceTH» (Nano Xaos), CKaHUPYIOLIHH
npueMHHK «Icom IC-R1500», anamusarop ceredf Wi-Fi Fluke AirCheck ¢ akTHBHOH aHTEHHOM.
JInuensunonHoe nporpammuoe obecreuerne: Windows 8 ITpodeccuonanbras, oQUCHBIH MaKkeT
npunoxenuit Microsoft Office IIpodeccnonaasneni nmoc 2010, GecnnaTHO pacIpoCTpaHAEeMOe
nporpaMMHoe ofecriedeHue: JIMHEMKa MHTETPUPOBAHHBIX cpen paszpaborku Visual Studio
Express 2012, HHCTpYMEHT MMUTAIIMOHHOTO MogenmupoBanus AnyLogic 7.2.0 Personal Learning
Edition, unrerpupoBanHas cpeia pa3paboTku nporpammuoro oOecnedenus Intelll] IDEA
Community Edition 14.1.4.



PaBouas nporpamMma JUCHHUIIMHBI COCTaBIEHA B COOTBETCTBUM ¢ TpeGoBanusaMu OIOC
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[Ipunoxenune

MuuucTeperso o0pa3osanus U Hayku Poceniickoii @eaepanuu
depepaibHOE rocyqapeTBeHHOe 010/ KeTHOE 00pa3oBaTeNbHOE YUpeKIeHHE
BBICIIIEr0 00pa3oBaHus
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(BulY)
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Pabouas mporpamma yueGHONH IUCHHIIIMHBL aKTyalH3upoBaHa B YaCTH PEKOMEHIYeMOil

JHTEPATYPbI.

AKTyalu3aLis BLITOTHEHA:

(noanuce, po/mkHOCTH, GUO)

a) OCHOBHAs! JINTEPaTypa:

0) AomoNHUTENBHAS TUTEpATypa:

B) IEPHOTHYECKUE W3 AHHUS:

B) HHTEPHET-PECYPCHL:




