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1. IEJA OCBOEHWVS TNCITUITINHBI

Uenbto OCBOGHMS JUCHUIUIMHBL «3al(uTa MHGOPMAIHNY SBISETCS o0y4eHHe CTYJIEHTOB
METOJONOTHM pelIeHHs MpobaeM H 3afad B 00dacTH MH(POPMAIMOHHOM 0e30macHoCTH ¢
UCITOJIb30BAHMEM MaTEMAaTHICCKOTO aNlapara i KpUNTorpadhuaeckux Ipeobpa3oBaHuii.
3apaym: ‘

1. OBnanenne HaBbIKaMM aHAH3a 3ALIMIIEHHOCTH HHOOPMALHOHHOM CHCTEMBL

2. 3yyeHue npuHIMIOB PaboOTHl C KPUNTOrpadUYECKMMH alTOPUTMAMH U OLEHKOH HX
KPHIITOCTOUKOCTH;

3. ®opMHpOBaHKE HABBIKOB PaGOTHI CO CTAHJAPTHEIMU KPUIITOTpaQUUECKIMH aXrOpHTMaMK
C MCIIOJIE30BAHIEM COBPEMEHHOTIO AIIapaTa MporpaMMUAPOBAHHUS.

2. MECTO JUCHUITJINHBI B CTPYKTYPE OIIOIT
Juciuruna «3amura HHGOPMALHH» OTHOCHTCS K OOS3aTEIBHBIM IUCIAILIHHAM y4e6HOro

e

¥ neqaTensHOCTH

BBIOOpPA METOIOB PEIICHUS
3a1a4 IpoheCCHOHATBHOM
JIEATENBHOCTH Ha OCHOBE
TEOPETHYECKUK 3HAHMIA

METOJIOB PELICHUS 3a/1a4 3aI[UTE]
UHGOPMALIUK Ha OCHOBE
TEOPETHUECKHUX 3HAHHIA

ILJIaHa.
¢
3. NTAHUPYEMBIE PE3YJIbTATHI OBYUYEHUS 110 ANCHUITVINHE
Dopmupyemnie I[Inanupyemeie pe3yasTaTs! 00yYeHHs [0 AUCLUIITHHE, B COOTBETCTBHH C HaumeHoganue
KOMIICTCHUUH MHIUKATOPOM HOCTHIXKCHUSI KOMITETEHITHNA OLCHOYHOTO
(xox, conepxauve Wnnukarop nocTimxenns xommereHuuy|  PesynsTaTsl 00YYeHMs 10 JUCLUIIIMHE CpeICTBa
KOMIIETCHITUM ) (x00, codepoicanue unouxamopa
OIIK-1. Crocoben | OIIK-1.1. 3naer npuHIHAIB! 3HaTb: 6a30BEIe 3HAHMS, TectoBble
[IPUMEHSTh HCIIO/Ib30BAHUSA . MOJTy4eHHBIE B 00acTu BOIIPOCBHI
dyHnamenTanpape | GYHAAMEHTANBHBIX 3HAHKI, MaTeMaTUYeCKUX U (HIN) CutyaumonHs!
3HAHMS, MTOJIVYEHHBIX B 00J1aCTH €CTECTBEHHBIX HayK € 3aJa4u
MaTEMATHIECKUX U (UITH) Ipakruko-
HOJTy4€HHEIE B :
€CTECTBEHHBIX HAYK, OPHEHTHPOBAH
obnacTtu OIK-1.2. Vmeer VYMeTh: ucnosnb3oBath 6a30Bbie TR THTTE
MaTeMaTHYECKMX M | penonpsoBaTh GazoBsie sHagms | 3HAHMA U3 06/1acTH
(mm) 13 00JIaCTH MaTEMATHUECKUX KM | MATEMATHYSCKUX M (WIIH)
€CTECTBEHHBIX (WIM) eCTECTBEHHBIX HAYK B €CTECTBEHHBIX Hayk B 00JIaCTH
HayK, 1 npodecCHOHATLHOK 3alUTH HHGOPMALIIH
HCIIONB30BaTh UX B | ACATCIBHOCTH.
npodeccuonansho | OIIK-1.3. Braneer naEIkaMu | Biajiets: HaBbIKaMH BEIGOpA

OIlIK-2. Cniocoben | OIIK-2.1. 3naer 3HaTh: MATEMATHYECKHUE OCHOBEI | T€CTOBEIE
IIPHUMEHATH MaTeMaTHYEeCKHE OCHOBBI MPOrpaMMHPOBAHHS U SA3BIKOB BOIPOCHI
COBPEMEHHBI NPOrpaMMHPOBAHUA U A3BIKOB | IPOrpaMMHUPOBAHKS, CuryaimonHsl
MaTeMaTHYeCKHii | [POrpaMMHpPOBAHHS, opranuzaiu 6a3 JaHHbIX U g penaim
anmapar, opraHuzauuu 6a3 JaHHBIX U KOMITBIOTEPHOTO MOJIE/IMPOBAHMS; l(;g);é(;fpl:;c;saﬂ
CBSI3aHHBI ¢ KOMITBIOTEPHOTO MATEMATHYECKHE METOJI! OUCHKH | oo o0 o
NPOEKTHPOBAHUEM, | MOIEIMPOBAHHUS, KauecTBa, HAAEKHOCTH U

paspaboTKoii, MaTeMaTU4ECKUE METOMBI 3(HeKTHBHOCTH NPOrPaMMHBIX

peanuzaumueii u
OLICHKOH KauecTBa

OLIEHKHU Ka4eCTBa, HaZ&KHOCTH
¥ 3pGEKTUBHOCTH

IIPOAYKTOB B chepe 3alUTE]
MHGOPMALIUK; MaTeMaTHYECKHE

NpOrpaMMHBIX OPOrpaMMHBIX IIPOAYKTOB, METOAb! OpraHU3aLuu
NPOXYKTOB U MATEMaTUIECKHE METOIBI HH(OPMAIIMOHHOM Ge30MacHOCTH
IPOr pAMMHBIX OpraHHu3aLiH npH pa3paboTke U SKCIUTyaTaldy
KOMIUIEKCOB B UH(OPMAIMOHHOM MPOrpaMMHBIX MIPOTYKTOB U
Pa3aMYHBIX GesonmacHoCTH IIpH paspaboTKe | MPOrpaMMHBIX KOMILIEKCOB;
obmactsax M 9KCIUTyaTaluu

YeII0BEHEeCKOM IPOrpaMMHBIX IPOHAYKTOB H VMeTh: ocylIecTBIATh
JEATeILHOCTH IPOrpaMMHBIX KOMILUIEKCOB, 000CHOBaHHBIM BHIGOP JAHHOTO

OIIK-2.2. VmeeT

MaTeMaTH4YCCKOro anmnapara npu




OCYHIECTBJIATh OOOCHOBAHHBIM
BBIOOP MaTeMaTHIECKOTO
anrnapara Ipu pelieHuH 3a1a4
npodecCHOHABHOM
JEeATeIBHOCTH.

OIIK-2.3. Bnageer HaBbIKaMu
NPHUMEHEHHS MAaTEMaTHYECKOT0
anrapara npy perreHuu
KOHKPETHBIX 3a/1a4.

PELIEHHU 3a/1a4 3AIIHTHI
HH(OpMaInu;

BriajeTs: HaBBIKAMU NpUMeEHEHNA
MAaTeMaTH4ECKOro anmnapara Inpu
PELIEHUM KOHKPETHBIX 33184
3aIIUThl HHGOPMALIUH;

OIIK-3. Crioco6er | OITK-3.1. 3naeT npUHIMNEL 3HaTh: OCHOBHBIE TOJIOKEHHUS U Tecrosbie
IMOHHUMATh U pabOThI ¥ UCTIONB30BAHMS KOHICTIIHY IPHUKIIATHOTO U BOIPOCH!
NIPUMEHATh COBPEMEHHBIX CHCTEMHOTO [IPOrpaMMHUpoRanus, | CHTYALMOHHEI
COBpEMEHHEIS HHGOPMAIMOHHBIX APXMUTEKTYPBI KOMITBIOTEPOB H 19113anaqn
UH(QOPMALIMOHHBIC | TEXHOJIOTH B CeTeil; COBpeMEHHbIE A3BIKK 055::?;:;%{
TEXHOJIOTHH, B TOM | IIPpOdeCCHOHATEHOM NPOrpaMMUPOBAHHS; TEXHOJIOTHH

qUcJe

JEATENBHOCTH, OCHOBHEIE
TpebGoBaHus HHGOPMANKOHHOH

OTE€YEeCTBEHHEIE,

MpH CO3/IaHHUU 0e30HacHOCTH, 3HAKOM C
MPOrpaMMHEIX Enunemv peectpom
MPOIYKTOB K POCCHICKHX IPOrpamm.
IIPOrpaMMHBIX OIIK-3.2. YMmeer

KOMIUIEKCOB OCYIIECTBIIATL 0O0OCHOBAHHBIN
Pa3NMYHOro BBIOOP HEOOXOAMMBIX
HazHAYeHH HH$OPMAITMOHHBIX

TEXHOJIOTUH [PH PEIIEHAN
3a71a4 IpodecCHOHAIBLHON
JeSTebHOCTH.

OIIK-3.3. Bnageer naBrikamMu
pa3pabOoTKU MpOrpaMMHEIX
NPOAYKTOB U MPOTPAMMHBIX
KOMIDIEKCOB Pa3IMYHOrO
Ha3HaYeHHSI.

CO3JIaHHs | SKCIUTyaTaluu
TPOrpaMMHBIX IPOAYKTOR H
IPOrPaMMHBIX KOMIUTIEKCOB;
Enmunelii peectp poccHiickux
IporpamMm.

YMeTb: OCYIIECTBATE
000CHOBaHHBII BBIGOD
HEOOXOIMMBIX HH()OPMAIMOHHBIX
TEXHOJIOTUH IIPH peIleHHH 3a0a4
3alUTH HHQOPMAIIUK

Bnagets: npaxktuueckumu
HaBBIKAMM pa3paboTKu
MIPOrPaMMHBIX TIPOIXYKTOB H
HPOrPaMMHBIX KOMITIEKCOB
3aIUTBl HHGOpMaNuu

HOE€ 3a1aHNne

4. OFBEM M CTPYKTYPA IUCIUIIJINHBI

TpymoeMKOCTb TUCHHINIMHEI COCTABIAET 5__ 3a4eTHbIX equHmr, 180 JacCOB
TemaTH4ueckuii mian
(dopma oGyuenns — ounas
KonTaktHas paGora Dopmbl
. obyvaroumxes TEKYIIIEro KOHTPOJIs
E‘ C IeNaroru4eckum paGOTHHKOM § YonesacmocTH,
) . E dopma mpomercyTounoi
Ne Haumenosanue tem w/iim g § E E § 8 E g arrecrauny
wn Pa3/IeNIOB/TEM JUCLHATITMHBL 5, 5 é 8 E §~ B % § § g 8 (no cemecmpanm)
g 58| 938 g
2| £ 58 28ITH S
= S S
1 Teopernyeckue OCHOBEI 7 14 4 2 25 PEeHTHHT-KOHTPOITL
3aIIMTEL HKHbOpManuu Nel
2 Kpunrrorpaduieckue meromemr | 7 | 5-14 | 28 12 25 | peHTUHT-KOHTpONIb
3anuThl HHGOPMAaIUK Ne2 s
3 OCHOBBI KPUNITOAHATH3A 15-16 2 24
OcHoBEH creranorpa¢uu 17-18 25 PEHTHHT-KOHTPOITL
Ne3
Bcero 3a 7 cemectp: - - 36 - 18 - 99 sKk3amMeH (27 yacos)
Hammaue B mucupmmune KIT/KP - - . - - - 7 -
Wroro no nucrmmiuue - - 36 - 18 - 99 9K3aMen (27 qacos)




Conep:xanHne TeKIHOHHBIX 3aHATHI M0 AHCIMILIHHE

Paznien 1. Teopernyeckue OCHOBBI 3aIIIUTHI uaGopManyun

Tema 1. Iousatne nupopmanuonHol 6e3onackocTu. Kiouessle BOIPOCHL HHPOPMAIIOHHON
Oe3omacHoOCTH,

PaccmarpuBaioTcs MOHATHS — 9KOHOMHYECKOM ¥ MHQOPMALMOHHON GE30MACHOCTH.
OnuceiBaercs ofmas cTpykTypa HHQOPMAIMOHHOM GE30MACHOCTH ¢ TOYKH 3peHus TpeOOoBaHUMH
MHGOPMANMOHHOM Ge30macHOCTH. PaccMaTpUBAIOTCS  KIFOYEBHIE BOIIPOCHl  MH(OPMAIMOHHON
0e30acHOCTH: HA0 M 3alIHIIATECS U YTO CIEyeT 3alMINATh? OT KOTO HAAO 3aUIHIAThCH? OT
4Ero HaJo 3aIUMIIATECA? KaK HaJo 3aIMmATECsa? 410 obeceunt 3¢ (GpeKTUBHOCTD 3alMTh? BO YTO
o0oeTCs pa3paboTKa, BHEAPEHHE, SKCILTYATAIHS, COIPOBOXK/ICHUE U Pa3BUTHE CUCTEM 3aIIUTEI?

Tema 2. Buas! yrpo3 undopMarmorHoi 6€30macHOCTH

lpuBomsress BUIBL yrpo3 mHGOPMALMOHHON Ge30MacHOCTH, KIACCH(HUKALES HCTOYHUKOB
YIpo3 1 3amumaeMoit uHGOPMAaITHH,

Tema 3. OcHoBEI 3aKOHOATENBCTBA B 06J1aCTH 0GecTIeueHHs HHPOPMAIMOHHON Ge30MaCHOCTH

PaccmarpuBaeTcss HopMaTuBHOMN 6a3a IUIS 3aUIHTEL uHpopManun. 3akoHomarenseTso CIITA |
Espomns! B chepe samuutst napopmanuu. 3akoHonaTensCTBO PO B chepe 3ammTH HHGOPMALIHH.

Tema 4. IocTpoenne cucteMsl UHPOPMAITIOHHOMN Ge30MaCHOCTH

PacKpBIBAlOTCS MOHSATHS OTBETCTBEHHOCTH M MPOTPAMMEI HH(OPMAIMOHHOH Ge30NaCHOCTH,
Paccmatpusatoress mojemn MHGOpPMAUMOHHON Ge30TacHOCTH, TPeGOBAHHS ¥ OCHOBHEIC HTAIIbL
peamusanuy  WHGOPMALMOHHON — GE30IACHOCTH.  YKA3BIBAIOTCA MEPONPHATHS MO  3aIiuTé
MH}OpMaIK, IPUMEHsIeMEIe B OPraHu3aluy. PaccMaTpHBASTCS IOHATHE TIOHTHKHA Ge30MacHOCTH,
IIPOBOAMTCA pacCMOTPEHHE METOJOB aHAINW3a M YOPAaBICHAS DPUCKAMH NpH  peaH3alldy
HHGOPMAITHOHHOMN GE30IIaCHOCTH

Pazzen 2. Kpunrorpaduyeckire MeTos! 3amuTs! maGOpMaLyn

Tema 1. OcroBHBIE OHATHS KpUITOrpaduw. Knaccuduxarus mudpos.

PaccmatpuBarores monsTus xpunrorpadun, Kimoua, umdpa, KPUIITOTPaMMBI, KpUNTOrpahuIecKoro
npeobpasoBanud, WHQPOBaHUI,  JemM(pPOBAHMS. IlpuBomuTcss  cxeM  mpocTeitieit
kpunrorpaguueckoit cucrems: no lllemnomy. PaccMarpusaercs KIaccHQHKauuu wWH(PoB 10
Pa3sHbIM IIPH3HAKAM.

Tema 2. Knaccugeckast kpunrorpadus.

PaccmarpuBaroTes  McTOpHdeckre KpUITOrpadHuecKHe CHCTEMET (mupd u wudpoBamBHEIE
YCTPOICTBa) ¢ JpeBHEHINX BpeMeH [0 cepeunbl XX B.

Tema 3. TlepectaHoBoUHEBIE M MHQPBI 3aMEHEL
PaccmarpuBaroTcss 1mu¢pel mepecTaAHOBOK M 3aMEHbI, MOHO@I(ABUTHBIE W NoNMandaBUTHEE. B
Ka9eCcTBe NPUMEPOB paccMaTpuBarotcs mH@prl Lesaps u BmxeHepa. YKa3blBalOTCS METONBI HX
KPHUIITOAHAJIH3A.

Tema 4. [lludpoBanye TaMMHPOBAHHEM U OFHOPA3OBEIEC GIOKHOTEI (mudp Beprama). |

PaccmarpuBaercs anropur mudposanus raMMHpoBaHHEM U mupp Beprama. [Tokassiaercst
Kpunrocroiikocte mudppa Bepnama.

Tema 5. Cummerpuunsie mugpsl. Cers Deiicrers,

PaccmaTpuBaercs anroputM IIM(POBAHUS ¢ MCHONE30BaHWEM ceTH DeHCTens, a TaKk JKe
OCHOBHBIC ~Mpeo0pasyromue (YHKIUH, HUCIONb3yeEMBIE B JAHHOM anmropurMe.  IIpumepst
muQpoBanus/AemuQpoBaHus. YKa3bIBAIOTCS METOLB! KPHITOAHAIN3A JAHHOTO mudpa. ;

Tema 5. Cummerpuunsie mudppsr. DES
Paccmarpusaercs anroput™ mudposarus DES, pexuMer ero paborsl (CBC;CFB;OFB). I[Tpumeprr
1 poBanus/ et POBaHKS. YKa3bIBAIOTCS METOE! KPUITOAHATN3A TAHHOTO mudpa. ;

Tema 6. Cummetpranste mmdpss. Hlupp TOCT 28147-89, mudp Blowfish,
Paccmarpuparotes ayroputmsr mudposasus OCT u Blowfish. VkassaroTcs [IPEUMYIIECTRA 10
cpaBHeHUIo ¢ DES,

Tema 7. Cummerpuunrie mudpsr. Anroputm Rijndael, mudp AES.

PaccmarpuBarotes anroputMsl umdposanus Rijndael u ocnoBanmsiit Ha Hem AES.

Tema 8. Cummerpuunbte mudpsel. Yipapienne KIOYeBoi uHbOpMAaIHEei,
Paccmarpuaercs [Tporoxon Kerberos.

™



Tema 9. IloToxoBbre mudpet
PaccmarpuBaeTcs moHsATHE MOTOKOBOTO mHbpa. THUIBI HOTOKOBBIX muGpPOB, MX OTJIHYUE OT
OJIOYHBIX.

Tema 10. TToroxorsle muppsr. [ugp RC4.
Paccmarpusaercs anropurm RC4, ero KpuToanamus 1 IpuMeps! HCIIOIB30BAHMS.

Tema 11.Accumerpuunoe mudposanue.

Paccmarpupaercs monsaTue accumerpraroro mudpa. Ero omimuue ot CHMMETPHYHOTO. ,

Tema 11.Accumerpuunoe mudposanue. Pacopenenenne KIroUeH Mo cxeMe Huddu-Xenmvana

Paccmarpusaercs  anroputm  [uddu-XemmMana, m03BOJISIONHI IByM  aDOHEHTaM,
OOMEHMBAsICh COOOIICHUAMH 10 HeGE30IIacHOMY KaHaJly CBS3H, PacCIpeNesUTh Mexay coOoi
CEKPETHBIA KIII0Y MU(PPOBaHHS.

Tema 12.Accumerpuunoe mupposanue. [ugpst RSA, Diap-Tamans.

PacematpuBatoTes: KpunTorpaguueckie CHCTEMbI HA OCHOBE anroputMoB RSA u Bnp-T"amans.

Tema 13. KoMOHHHpOBaHHAs KPUIITOCHCTEMA MU POBAHSA :

PaccMaTpiBalOTCS METOMBI COBMECTHOTO HCIONB30BAHHE CHMMETPHIHBIX U ACCHMETPUUHBIX
mudpos.

Tema 14. Xom dyrakunu. Anroputmel SHA-1 u N-hash.

PaccmatpuBaroTcs MOHATHS X311 QYHKIMH, NaiIKeTca U UX 0COOSHHOCTE. PaccmarpuBarotes
peamm3anmy Xou GpyHKiui 1 mu¢poB Ha M3 ocHOBe o anropurmaM SHA-1 u N-hash.

Tema 15. Dnexrponnas mudposas mommucs (DIII). ANTopuT™M (HOPMHPOBAHUSA 3NEKTPOHHO-
mudporoit moamucu DSA. ‘

PacematpuBaercs moustre DI, a Taoke ee ¢opmupoBanue Ha ocHOBe anropurMa DSA.

Tema 16. 3anura unpopmanuu B IP cerax.

PaccMarpuBaroTcs OCHOBHEIE IPOTOKONHI ceTH VHTepHer, 00€CIeUNBAIOIINE  3AIIUTY
uHpopmanun: S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP wu MexceTeBbIe SKpaHBI.

Tema 17. Kpurnrroanropurmet mpoctpanctsa .Net.

Paccmarpusaercs npocrpanctso uMen [IpocTpaHCTBO UMeH Cryptography B .NET Framework:

Tema 18. XML- xpunrorpadus

PaccmarpuBaroTess Bo3MoxuOCTH XML —KpunTorpa@uy, CpaBHUBAIOTCA DPA3IUYHBIE THIILI
XML —moamucei =

Pasnen 3. Kpunroanamus.

Tema 19. Kpunrroananus

PaccMarpuBaroTcs METOIB! KPUITOAHATH3A: YACTOTHBIN, METOM TIONHOTO nepeGopa, araka 1o

3

'
K

KIIIOYaM, MeTon "BCTpeud mocepenuue”. Kpunroanamms cEMMeTpHYHBIX mU(POB, KPUIITOAHAIN3
aCHMMETPHYHBIX MHU(POB, KPUITOAHATH3 X3UI (YHKIHH, KPHITOAHAIA3 MO MOGOYHEIM KaHaJaM,
KBAaHTOBBIH KpUNITOAHAINS,

Pasnen 4. OcHOBBI cTeranorpaduu

Tema 20. OcHOBEI cTeranorpaduu

Honstue u Bumel creranorpaduu. Creranorpadus u usoOpaxeHus:: Meton LSB,
cTeranorpacus u Bujeo, creranorpadus u aymuo. CreraHorpaduaeckue IIPOTPaMMHBIE IPOIYKTEL,

s

Coneprkanne NpaKTHYECKUX/T1a60PATOPHBIX 3AHATHIA 10 JMCIAIIHHE

Pazzen 1. Teoperutieckue OCHOBEI 3aMIUTH HHGOPMALAK

Tema 1. IlonsTie nupopmanmonnoi Gesonackoctn. Kiroueprie BOIIPOCHI HHPOPMAIIMOHHOM
Oe3omacHOCTH. 3

JlaGoparopmasn paGora Nel. «I'eHepaltuis IceBOCTyYaliHBIX I0CIEA0BATEHHOCTEHR ”

W3ydenue,mporpaMMHas reHepalis 1 OLeHKa [ICeBIOCIYaiiHEIX MOCIeI0BATEIBHOCTEN.

Jlaboparopnas pabdora Ne2. «IloacucTeMEbl HapONBHOM AYTEHTH(UKAINKA TTOIB30BaTENEH,
I'eHeparopst naposteit. OneHKa cTeleHn CTORKOCTH HapoNbHOM 3aIIUTED '

Hccnenoanme NapoNBHBIX —IOICHCTEM —ayTeHTU(MKALMM —MONb30BATEIIEH. Peaymzanus
IPOCTEHINEro reHepaTopa naposel, 06a1aonero TpebyeMoit CToRKOCTEIO KO B3JIOMY.

Pazyen 2. Kpunrorpadudeckie MeToap! 3amuuTsl HEGOPMAIUU

Tema 1. Knaccuueckast kpunrorpapus



JlaGopaTopnas padora Ne3. «Kiaccuueckas kpunrorpadus. IMudp Lesapsa»

W3ydenue u mporpaMmuas peanusauus mudpa Llesaps.

Tema 2. Cummerpuunas kpumrorpadus

Jlaboparopuas pabora Ned. «Cummerprunas kpunrorpadus. Cers Deiicresy

Usyyenne ocobeHHOCTE 1 IporpaMMHas pearusanus cetu DeifcTens.

JlaGoparopnas padora NeS. «Cummerpuunas kpuntorpadust. [IoTOKOBbI uHpp RC4»

Peanusosarh npocTedmiii TOTOKOBBIA mHGP € CHMMETPUYHBEIM KIIOYOM HA OCHOBE
anroputma RC4,

Tema 3. AccumeTprdnas kpunrorpadus

JlaGoparopnasi pa6ora Ne6. «AccUMETpUYHEIE AT OPUTMEL I POBAHNS TAHHEIX. ANTOPHTM
RSA»

V3yuurs npuHummn paGoTEI  aCHMMETPHYHBIX ATTOPUTMOB IIHMPOBAHHS Ha puMepe
aroputMa RSA.

Tema 4. Kprnrrorpadus B OC Windows

JlaGopaTopnas pabora Ne7. «IlporpamMmmupoBane KpUNTOrpaduyuecKuX INpoBaiiiepos Ha
wiatrgpopme .NET: AnropurMer xsmuposauust SHA-1 u MD5»

Hayuuthcs mcmonssoBath  xpuntorpadudeckue npoBaiiepel  xour-¢pyaxuui B NET
Framework.

Paszen 3. OcHOBHI KpunTOaHATH3A

Tema 1. Tnddepenunansurii kpunroanamus

JlabopaTopnas pa6ora Ne8. «luddhepeHnuansHbiit KpUNTOaHAIN3 OIOYHBIX IU(POBY

Wsyants MeTon nuddepeHnatbHoro KpUnToaHank3a IPUMEHHTENBHO K MHOTOpPayHOBEIM
aJIrOpUTMaM GJIOYHOTO MU POBAHHUS.

Paspen 4. OcHOBEI cTeranorpaduu

Tema 1. Cxpritue TexcToBol nHdOpMaruu B daiine u300paxeHus

Jlaboparopras pabora Ne9. «Creranorpagus. Ckpbitie TekcToBol uHGOpMamuE B daiiie
H300pasKeHHS =

PeaymsoBrBats MeTon LSB, KOTOPBI 3aKII0YaeTCs B 3aMEHE MOCIECIHUX 3HAYAIINX OuroB B
KOHTeHepe U300pakeHHs Ha GUTHI CKPBIBAEMOTO COOBIIECHHS. 2

5. OHEHOYHBIE CPEACTBA JIUISI TEKYIIEI'O KOHTPOJLS YCIIEBAEMOCTH,
HNPOMEJKYTOYHOMH ATTECTAIIMM 110 HTOT'AM OCBOEHUS JANCIHMIIINHBI
A YYEBHO-METOJAUYECKOE OBECTIEYEHHUE CAMOCTOSITEJBHOM PAEOTBI

CTYAEHTOB

S.1. Texymmuii KOHTPOJIb yCIIEBAEMOCTH
KoHTpoNEHEIE BOIIPOCH! PEHTHHT-KOHTPOJIS:
Peiimunz-xonmponn 1
Bapuanr 1
Pa3sBepHYTO OTBETUTDH HA BOIIPOCEHL
Bonpoc 1. KimoueBbie Bompocs! HHYOPMAIHOHHON 6e30MacHOCTH.
Bomnpoc 2. Buzsr yrpo3 uaopMAaIMoRHO Ge30MacHOCTH.
Bompoc 3. Anroput™ npoBeieHNS aHATH3a ¥ OLIEHKH YTPpo3 HHQOPMAIHOHHOM O€30IaCHOCTH,
Bapnanr 2
Pa3sBepHyTO OTBETHTH Ha BOIIPOCHL.
Bompoc 1. CocTaBnsroniue nEGOPMAHOHHOM Ge30MaCHOCTH.
Bompoc 2. Mozens yrpossl nHGOpMAIHOHHO# 6e30MacHOCTH.
Borpoc 3. OcropHsIe BiBI 3ammmaemoit nHGOpMaLHY.
Bapuanr 3
PasBepHyTO OTBETHTH Ha BOIIPOCEHL
Bompoc 1. Buas! yrpos undopManmonnoit 6e30macHOCTH.



Bompoc 2. 3axonomatenscTBo PO B 06nacTy 3aImuTE HEGOPMALKH.
Bompoc 3. Coxepxanue mogenu HHGOPMAMOHHOM 6e30MaCHOCTH.
Bapuanr 4

Pa3BepHyTO OTBETHUTH Ha BOIIPOCHL

Bompoc 1. KioueBEie Bompock! HEGOpMAOHHOM Ge30MacHOCTH,
Bompoc 2. Buas: Mozeneit nHpopManuonHol Ge30macHoCTH.
Bompoc 3. ITonutika unpopManrnosHoi 6€30MaCHOCTH.

Peiimunz-xoumpons 2

Bapuanrt 1

PasBepHyTO OTBETUTE Ha BOIIPOCEL

Bompoc 1. Anroput™ pacmmbposarus TOCT 28147-89.

Borpoc 2. AnroputM™ pacmpenesnesus kitodei o cxeme Juddu-Xemmana

Bompoc 3. Anroputm RC4

Pemuts 3amauy.

3anaua Nel. Anroput™ mudpoBanus rsa.

CrenepupyiiTe OTKPHITHIA ¥ 3aKpHITEIM KIIOYHA B anroput™e mudposanua RSA, BriGpas
IpOCTBIC YHCHNAd p M ( U3 IEpBOM cOTHH. 3amudpyiite COOOLIECHHE, COCTOSINEE M3 BAIIHX
nHUIHaoB: OO,

Bapuanr 2

Pa3BepHYyTO OTBETHTH Ha BOIIPOCEHL

Bonpoc 1. Anropurm pacumdposanus T'OCT 28147-89. O6mias cxema.

Bomnpoc 2. [lTudp Blowfish

Bomnpoc 3. IIportokon Kerberos

3anaya Nel. Anropur™ mudpoBaHus rsa.

Pemurts 3amauy.

CrenepupyiiTe OTKDHITBI M 3aKpHITHI KIIOYA B anroputMe mm¢posanus RSA, BoiOpas
IPOCTBIC YHCHa P H ( M3 BTOpOM coTHM. 3ammdpyiite COOOLIEHHWE, COCTOSINEE M3 BAIIHX
nHunuaios: ®1O,

Bapuant 3

PasBepHyTO OTBETHTH HA BOIPOCEL

Bormpoc 1. Kakue hyHKImu MOryT HCIONB30BaThes IpH mudpoBanuu B cetn Peficrens?

Borpoc 2. Onucats aroput™ pacpeieleHus KIouel Mo cxeMe Huddu-Xemmmana

Bompoc 3.0Omucats anroputv RC4

Pemmts 3agauy.

3amaua Nel

Brimonuuts 3 paysna mmbposanus u nemmbposanus cetbio DelicTens coobmenue «2014»,
rae F=(L+n)mod 256 (mod — ocrarok ot menenus), n— HOMED BapHaHTA.

Bapuanr 4

Pa3sBepHyTO OTBETUTE HA BOIIPOCEHL

Bompoc 1. Kaxumu cBoiictBamu 061aaar0T Xon1 GyHKIHu?

Bompoc 2. Omnucatp anroput mudposanus Dis- [amans

Bompoc 3. Omucarts anroputm mudposarns DES

Pemmts 3amauy.

3amaua Nel,

Ucnonbsys mudpp Llesaps, sanmdpyiite cron ®amummro Ums OTuectso. Bemmumna CHBHTA
paBHa HOMEPY BapHaHTa.

Peiimunz-xonmpons 3

Bapuanr 1

Pa3BepHyTO OTBETHTE HA BOIPOCHL.

Bormpoc 1. KoMOuHMpOBaHHAs KPUITOCKCTEMA MHABPOBAHHS

Bompoc 2. Anroput™ dopmupoBanust DneKTpoHHO-E(poBoit moamucH DSA



Bomnpoc 3. IIporoxonsr SSL u TLS

Bompoc 4. Kpunroananus cuMMeTpHYHEIX IH(POB
Bapuanr 2

Pa3BepHYTO OTBETHTD Ha BOIIPOCHL

Bonpoc 1. Xam ¢pyaknun

Bomnpoc 2. Anroputm SHA-1

Bomnpoc 3. ITporokon S/MIME

Bonpoc 4. Kpunroananus aCMMMETPHYHEIX TIHPPOB
Bapuanr 3

Pa3BepHYTO OTBETHTE HA BOIPOCHL

Bomnpoc 1. DnexTponnas nudpopas moamuck
Bomnpoc 2. Anroputm SHA-1

Bompoc 3. TIporokon S/MIME

Bonpoc 4. Kpunroanamus xem-¢yakmuit

Bapuanr 4.

Pa3BepHYTO OTBETUTH HA BOIIPOCEL

Bompoc 1. Creranorpapuyeckue MeTonst

Bompoc 2. Kpunroanroputmsl mpoctpanctsa Net
Bompoc 3. YactoTHI KpunmToaHamms

Bompoc 4. KBaHTOBEIC KPUIITOAITOPUTMEL.

5.2. IlpomesKyTOTHAS ATTECTAUHS [0 HTOraM OCBOSHUS JTHCIUTIIHHEL
IK3aMeHANNOHHbIE BONPOCHI [0 HCIMILIHHE:

1. CTpyKTypa ¥ OCHOBHBIE COCTABISIONINE HH(POPMAIMOHHOMN 6€30aCHOCTH
2. O6mue Bompocs! HHGOPMAITMOHHOM GEe30MIaCHOCTH.

3. Buzs! yrpo3 uaGopManuoHHOH 6e30IaCHOCTH.

4. 3axononaTenbcTBo PO B 061acT HHGOPMALMOHHON 6E30IACHOCTH.
5. Knaccuueckas kpunrorpadus.

6. udp Lesaps.

7. Cetp Deiicrens.

8. OYHKIWH, NCTIONb3yeMBble PH MUGPOBAHUH B ceTH DelcTes.

9. Anroputm mudposauus I'OCT.

10. Anroputm mudposanus Blowfish.

11. Anroput™ mudposarus DES.

12. Anroput™ mmbposanus Rijndael.

13. Anroput™ mudposanus AES.

14. TTorokoBsle mmbps1. Anropurm RC4.

15. Anroputy™ pactpeeneHus Krouei mo cxeMe Jupdu-Xennmana.
16. Anroput™ mndposarus RSA.

17. Anroputm mudposanus Db [Namas

18. Anroput™m mugposarus SHA-1,

19. CrolicTBa 0AHOCTOPOHHHUX (GYHKIIHIA.

20. Kpunroanropurmsr npoctpancTsa .Net.

21. TIporoxons! 3amuTh nEGOpManuy B IP cersx.

22. Mertozb! KpUIITOaHAIM3A

23. Merogs! creranorpadum.

5.3. CamocrosiTeIbHas PaGoTa 00y YAIOLIEroCs.
Bonpocer 1uist KOHTPOJIS caMOCTOATEALHO PaGoThI:
1.PackpoiiTe mOHATHS HHGOPMAMOHHON B SKOHOMHYECKOH GE30MaCHOCTH.

2. Ilepeuncnnre ¥ ONKIMTE BUIBI HCTOUHHKOB yIpo3 HHGOPMAIHOHHON GE30MacHOCTH U HX
0COOEHHOCTH.

3. YKaxxuTe OCHOBHEIE BHJIBI 3aIUINAEMO nHGbOpPMaIHH,



4. OnnimTe MK IyHAPOAHOE 3aKOHOATENLCTBO B CEpe 3aITHI HH}OpMAITHH,

5. Onuimmre CTaHIAPTH 1 3aKOHOAATENBCTBO PO B chepe 3ammnTer HHQOpPMAITHH,

6. YKaXuTe OCHOBHEIE aCIIEKTHI IIOCTPOCHHS CHCTEMBI HHMDOPMALHOHHOMH Ge30MacHOCTH.

7. Chopmynupyitte nporpaMmy HHGOPMAIHOHHOMN GE30MACHOCTH,

8. ITprnynciure Monem HHOPMAIHOHHOM (e30MACHOCTH, YKaKUTE UX 0COOEHHOCTIL.

9. KakoBb! OCHOBHBIE JTAITbI PeAIM3AIUA MOJIENH HHMDOPMAMOHHOM 6e30MaCHOCTH?

10. Kaxde MeponpusTHS 10 3aI1Te HHOPMAIIHE IIPOBOIATCS B Oprau3anusax?

11. Kakum o6pasom GopMupyeTes HoNMUTHKA Ge30IACHOCTH B OPraHK3aIn?

12. Kakum 06pa3oM Ipon3BoAuTCS ylpaBieHAe PUCKAMHE B CHCTEMAX HHQOPMAIMOHHOM
Oe30macHOCTH,

13. Kak onenuBaerca 3h(heKTHBHOCTE H peHTAOEIBHOCTD CHCTEM UH()OPMaIHOHHOM
6e3omacHOCTH.

14. Kakne meromonormue  omenkn  GesomacHocTH — MH(DOPMALMOHHON  CHCTEMBI
CYIIECTBYIOT U UCITOJIB3YFOTCS CETOIHA?

15. Yro Takoe kpunrorpapudeckas samuta nHGOpMaUU?

16. Kakue knaccupuxanuu mudpos cymecTBYIOT Ha CerOMHAMIHE TeHb?

17. Onminre mmpde: u yerpoiicTsa Kiaccuueckoit KpunTorpapuu.

18. B uem 3akimodaeTcst CyTh OACTAHOBOYHEIX H EPECTAHOBOYHEIX muppos?

19. Packpoiite cyts mudpa Liesaps.

20. Omummure mmdp Buxenepa.

21. VkaxuTe OCHOBHBIE IPHHIAIIEI NIH(POBAHMS raMMHUPOBAHUEM.

22. Kak ucnons3yercs mu@poBaHHe METONOM 0JHOPAa30BOTO GIIOKHOTA?

23. B yeM 3aKIIIOYAETCS CYTh CUMMETPHYHOM Kpunrrorpagum?

24. Kak popmupyerca cetb ®eiicrens?

25. Kaxum o6pa3om opranusosass! mubpk! Ha ocHoBe cetr Deticress: I OCT, Blowfish?

26. Onumure mmdp DES.

27. Onnmmre npuamMn feficteus mudpos Rijndael, AES.

28. KakoBEI 0COOEHHOCTH IIOTOKOBOTO NIH(POBAHKS TI0 anroput™My RC4?

29. VxaxuTe OCHOBHBIE IPHHIMUITE ACCHMMETPHYHOM Kpunrorpaduu.

30. Ommmmure mugp RSA.

31. Ommumute MaTeMaTHuecKyto 6asy mudpa s Mamas,

32. Cdhopmymupyiire nonsrue DL

33. Onumre DSA anroput™ ¢popmuposasus SUIL

34. ChopmyupyiiTe HOHATHE X3 ¥ €r0 OCHOBHBIE CBOMCTRA.,

35. Onummure anropurmsl SHA u N-hash.

36. OnuumuTe MaTeMaTHYECKyIO 6a3y anroputMos tuma MD.

37. Kakum 06pa3oM MpoH3BOAMTCS KOMGHHEPOBAHYE CUMMETPHYHON U aCCHMETPUYHON
Kpurnrorpaduu?

38. Kaxnm 06pazoM peansyroTcst ¥ HCIIONB3YIOTCS KPUIITOTIPpOBakiepsl Ha miaTdopme
NET?

39. C Henons3oBaHHEM KaKHX NPOTOKONOB OCYILECTBIAETCS 3aIIHTA uHdopMmanuu B IP
ceTax?

40. Kakue 0CHOBHEIE METOBI KPUNITOAHATH3A CYILIECTBYIOT?

41. Packpoiite 0OCHOBHEIE METOIBI IH(POBOL cTeraHorpadum.

3anaum LI KOHTPOJIS CAMOCTOSTEILHOI PAGOTDI:

3amaya Nol.

Henonssyss mmdyp Llesaps, sammdpyitre con ®ammmio Mms OtuecTso. Bemumma CIIBHTa
paBHa HOMEPY BapHaHTA.

3amaya Ne2,

3aumdpyiite cnopo AJI®ABUT no ramme UJIOHTX,

3amaua No3.

3aumppyiite cioso AJIOABUT mmdpom Bmxenepa ¢ ximouom MUP

3amaga Ne4,




Coobmerne SOKYDIOLIGCWUUHO 3amm¢posano muppoM BepTHKAIbHON [IEPECTAHOBKH
( 1 2 3 4 5 6)
3541 6 2
Pacummdpomars coobiienne.
3amayda Ne5.
3amu¢pyiite npennoxKeHHe, IPUMEHUB CIEIYIONTYIO NEPECTAHOBKY CIIOB; MEHSIOTCH MECTAMHU

IICPBOE U IIOCIIETHES CII0OBA, 3aTEM BTOPOE U NPEANIOCIIEIHEE U T. 1.

3amaua Ne6.,

CKOJIBKO JOTOMHHUTENBHBIX OUT HanO J00ABHTEL K coobmennio aymHoM 100 cMMBOJIOB, eciu
KOZIUpOBaHUE OJHOro CUMBONA Tpebyer 86MT U Gnoumbii mmdp paboTaeT ¢ GIOKAMH IMHOMN
646uta?

3amaga Ne7.

BrinonsuTs 3 paynna mudpoBanus u gemmdpoanus ceTsio DelicTens coodmeHme «2016y,
rae F=(L+n)mod 256 (mod — ocrarok oT genenus), n — HOMEp BapHaHTA.

3agaga Ne§,

OTKpEITBIH TEKCT M ero WH(POTEKCT UMEIOT JIMHY 46HTa, MIHHA KIoUa 36uTa. OyHKnus
u3BJIeKaeT 1-s0in 3-uif GUTHI KIfoua, HHTEPIPETHPYET HX KAaK JECATHYHOE YHCIO, BOIBOJUT €r0 B
KBaJpal W MHTCPIPETHPYET PEe3yJbTaT KakK 4-OMTOBYIO mocnenoBaTelbHOCTh. Haiftu pesymbrar
3aumdposanys u paciudpoBaHus, eCI MePBOHAYATBHEIH HCXOMHbL TekeT —011 1, xirou—101.

3amaya Ne9.

CrenepupyiiTe OTKPBITBIM M 3aKPBITHIA KIIOYH B airoput™Me mudposanus RSA, BeiGpas
IPOCTEIC 4uCAa p W ( U3 HepBod coTHH. 3ammdpyiite COOOIEHHE, COCTOSINEE M3 BALIMK
uHMANKAanoB: ®HO.

3amauya NelQ.

CKOJIBKO MMeeTCsl HATYPaNBHBIX YHCEN, MEHBIINX N=pq u B3aumMHO 1pocThIX ¢ N, I7ie p 1 q =
Pa3JIMYHbIE MPOCTHIC YnCIa?

Qonx  oumeHouHRIX Marepuanop  (OOM) s IPOBEJICHUS  ATTECTALMHA  yPOBHs
chOPMHPOBAHHOCTH KOMIIETEHIMH OOYJaiOMMXCS 10 MHCHHIIIHHE obopMIIsIeTcs  OTAENBHBIM
JOKYMEHTOM.

6. YHEBHO-METOJIUYECKOE U UH®OPMAIIMOHHOE OBECITEYEHUE

JUCHUATIJINHBI
6.1. Knuroo6ecneuennocts
HanmMenobanye nuTepaTypsI: aBTop, HA3BAHYE, BUA M3NAHNA, H3LATENRCTBO I'on KHUTOOBECMEYEHHOCTL |
H3JIAHHA Hanuume B anexrpoHHOM KaTtaiore |
9BC |
OcHosHas nureparypa*
1. A.O. Kyuepux, A.IO. Jlexcun, JI.H. Byxapos, A.IO. arypuna Kype 2017 http://e.lib.vIsu.ru/bitstream/
JeKnuii o pucuuminHe «3amuTa uadgopManuny / Biagum. roc. YHH-T 123456789/6466/1/00702.pd
nMeHn Anekcarnpa I'puropsesnda u Hukonas puropresmya f
Croneroseix. — Bnagumup: M3a-so Bnl'Y .
2. Kyuepuxk A. O. ,Byxapos JI, H. 2017 http://e.lib.vIsu.ru/bitstream/
Hosuxosa O. A., Cambunkusn B. JI, Metommueckue yKa3aHUA 110 123456789/5886/1/00678.pd
BBINIOJTHEHHIO JTa0OPaTOpHEIX paGoT M0 AUCIMIIHHE «3aIluTa f
HHpopManum» BraguM. roc. yHU-T UMeHH Anexcannpa I'puropbesnya u
Hukonas I'puropsepmaa CroneTosrIx; — Biagumup: W3g-80 Bal'Y
3. bonenoga 3.A., Uugopmarponnsit Mmup XXI Bexa. Kpunrorpadus - 2018 http://www.studentlibrary.ru
O0CHOBa HHOPMAIMOHHOM Ge30macHOCTH [DNeKTPOHHEIH pecypc] / /book/ISBN97853940303 14.
Bonenosa 3.A. - M. : Tamkos u K html
JononHuTenbHas tnreparypa Ll
1. Asepuenxos B.U., Kpunrorpahudeckue METOIbI 3aIHTEI nHbopManun 2017 http://www.studentlibrary.ru
[OnextpornsIit pecype] / ABepuenkor B.U. - M. ; ®JIMHTA. /book/ISBN9785976529472,
html
2. AppommH C.M., JIMCKpeTHas MaTEMATHKA. Monynapras anre6pa, 2017 http://www.studentlibrary.ru
Kpumrorpadus, koauposanue [neKTpoHHbLH pecypc] / ABgomms C. M., /book/ISBN9785940744083.
Habebuu A. A. - M. : IMK Tlpecc. html
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3. buprokor A.A., Undopmannonnas 6e30macHOCTD: 3a1MTa U HATIANCHHE 2017 http://www.studentlibrary.ru
[Anexrponnsiii pecypc] / Buproxos A. A. - M. : IMK Ilpecc. /book/ISBN9785970604359.
html

6.2. IlepuoguyecKue M3AAHUA

1. Xypnan "3amura unpopmanuu. Mucaiin'. - Pexcam moctyna: http://www.inside-zi.ru/
2. Mugopmanus u 6e30macHOCTS. - Pexum gocTyma: http://cchgeu.ru/science/nauchnye-
izdaniya/informatsiya-i-bezopasnost/

3. Information Security. - Pesxum nocryma: http://www.itsec.ru/

6.3. UnTepHer-pecypenl

1. Oner I'panwunn, Bragumup Kusies BezonacHocTs mEQOPMALMOHHBIX CHCTEM. — Pesxum
nocryna: https://www.intuit.ru/studies/courses/13845/1242/info

2. Onpra Jlanonuna Kpunrorpaduueckue ocHOBBI G€30MacHOCTH. — Peyxim JOCTyTIa:
https://www.intuit.ru/studies/courses/28/28/info

3. lanuna Bacanosa OcHOBBI KpunTorpaduu. — Pesxum IocTyma:
https://www.intuit.ru/studies/courses/691/547/info

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEUEHUE JAUCHUTTLINHLI
Jul  peanusanuM JaHHOK IUCUMIUIMHEI HMEIOTCS CIIELUAIBHBIE HOMEITCHMS JUTS
NPOBE/ICHUS 3aHATHH JICKUIHOHHOTO THIIA, 3aHATHI 1a60paTOPHOTo THIIA.
JIaboparoprsle paGoTsI mpoBoasTes B ayn. 100-3, 106-3, 51 16-3, 511r-3.

IlepeueHs HCHONBE3yeMOro NUICH3MOHHOIO porpaMMHOro obecrnedenua; MS Visual
Studio.

PaGouyro nporpamMmy cocTaBmII cTapinii IpemoaBaTes <3$~ JL.H. Byxapos
(®HO, nomxHOCTS, nonnncr,) .

/
Lr = /__'_ 7
Penensent ["enepansubrii mupextop 000 «®C CepBucy C — e 7 ,[[ C. KBacos

(Mecto paGoTel, JomKHOCTS, PHO, mosmucs)

IIporpamma paccMoTpena u ono6peHa Ha 3aceIaHny Kagempel DullM
IIporoxon Ne 1 ot 30.08.2021 roza e
3apenyrommuii kadenpoii ;’Tﬁ/ C.M. Apakensu

/
Pabovas mporpamma paccMoTpena m omoGpeHa ma 3acelaHHH y4eOHO-METOTUYECKOH KOMUCCHH
HalpaBJIEHUsI 02.03.03 MaremaTuueckoe obecneuenue H AIMHHUCTPHPOBAHUE
HH(OPMAIOHHBIX CHCTEM

IIporokon Ne 1 ot 30.08.2021 rona édj—fw

[Ipencenarens komuccun 7 C.M. Apakeisii
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JIMCT NEPEVTBEPKJIEHUS
PABOYEN ITIPOTPAMMBI U CLIUILINHbBI

PaGouas mporpamma onoGpena na 20,/ /20~ , yuebusiit roga

[Iporokoin 3acenanus kapeapnr No [ or9g / | /) Pona _
3aBenyromuii kadeapoi / \ CLr Ay eertr iy
Pa6ouas nmporpamma ono6pena Ha 20 /20 y#eOHbIH roma

ITporokon 3acenanus kabeaper Ne 0T roja

3aBenyromuii kadeapoit

PaGouas nporpamMma ofo6pena ua 20 /20 yueOHBIH Toaa

IIpoTokoun 3acenanus kapempsr Ne oT rojia

3aBenyronmii Kadeapoi




