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1. IEJU OCBOEHMS JUCITUILJINHBI

HeJIHMI/I OCBOCHHA OUCHUIIIHNHEBI 33LHHT a uH(pOpMAIH SBIIIOTCS: N3yUYCHE OCHOBHBIX

METOZIOB ¥ CIOCO00B 3amuTE HHGOPMALMH; COBPEMEHHBIX KPUITOrpadUIecKuX
YCTPaHEHUE ¥ NIPENOTBPAIlCHHS HECAHKIIMOHMPOBAHHOTO JJOCTYIIA B CHCTEMY.
3ajavuaMy JUCIUILINHEI SBJISIIOTCS:
- U3y4eHye MEeTON0B UG poBaHHI HHOOPMALIUI
- H3yYeHHe METON0B U CIIOCO00B 3aMMTEI HH(OpMAaIfHK

- N3YUCHHUC COBPCMCHHBIX KpI/IHTOI"pEl(l)H‘ICCKHX AJITOPUTMOB.

2, MECTO JMCIMIIJIMHLI B CTPYKTYPE OITIOII BO

Jannas IuCIMIIMHA OTHOCKTCS K Bapuarusroi yactu OIIOII pasgen Bl mu

ANTOPUTMOB;

CIOUTIIMHBI I10

BBIOODY. V3yuenwe MMCIUIIIMHET IIpelionaraeT HaMIue y o0yHaromuxces (yHIMeHTaIEHbIX

3HAHUA 110 MHGOPMATHKE, KOTOPEIE MOTYT OBITH [OXYYEeHBI B paMKaX Kypd

IPOTpaMMHPOBAHMSI, «SI3BIKN IporpaMMHpPOBAHUIY,

NporpaMMUpoBaHue». Taxke HEOGXOIUMO 3HAHHE OCHOB s3k1Ka C++, CH..

3. KOMIIETEHIINY OBYYAIOIIET OCSI, POPMUPYEMBIE B PE3
OCBOEHUSI JUCHUILINHEI (MO 1Y JIST)

B pesyneTare u3yUeHHS JWCHMIUIMHBL OOYdYalomMHCS JOMKEH OCBOWTEH
KOMIIETCHIIHHL:
- CIOCOOHOCTBIO pellaTh CTaHAAPTHBIE 3a1aud Mpo(eCCHOHATBHON AeITENBHOC
MH(QOPMALMOHHOH 1 OGUONHOTPAUICCKON KyJIBTYpHl C HpUMEHEHHEM HH(
KOMMYHUKAIIOHHBIX TEXHONOTHH M ¢ y4éTOM OCHOBHBIX TpeGoBanmii mHH(
6esonmacHocTH (OITK-1).
B pesysbrare 0CBOEHMS MUCTHMILIMHE! O0YYAIOLIMACS JTOTKEH IGMOHCTPHPOBAT

pe3ynbTaTel 00pa3OBaHMs:

0B «OCHOBBI

«OOBEKTHO-OPUGHTHPOBAHHOE

YJIbTATE

CJIC/yI01IHue

TH Ha OCHOBE
OpPMaLMOHHO—
OpMaMOHHOR

b CITEYIOLIIE

1) 3narte: ocHOBHEIE CTOCOOBI KOJUPOBaHMS M MIMQPOBAHHSA HHGMOPMAIMI, METOXBI U

Ccr1oco0BI 3aIATHL UH(YOPMAIMH; COBPEMEHHbIE KPUITOrpadUUECKUE ATTOPUT

2) YMerh: pemaTe CTamJapTHHIC 3a7a9d  TPOGhECCHOHATBHON  JesT

NIPUMEHCHUEM HMH(POPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH W
OCHOBHBIX TpeGoBaHui HEQopMALHOHHOM GesonacHocTn (OIIK-1).

3) Bnagers: wndopmanmonHoii #  Gubmmorpaduueckoif  KymETYpoii

HHOPMAIHOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH IIPH KOJUPOBAHHUM

(OIIK-1).

(61 (OIIK-1).
CJIBHOCTH  C

¢ yuéToM

IPUMCHCHUI

AH(pOpMaIUN




4. CTPYKTYPA U COAEPKAHUE JUCIHAILIUHBLI (MO/IVJLA)
O6mast TpyA0eMKOCTh UCIUIUIMHEL COCTABILET 5 3a4eTHBIX eAuHMIEL, 180 wachs.
Buger yueGHolt paboTel, BiutroHasn
) O6nem
o CamMoCTOATENLHYIO paboTy CTYACHTOB . I )
=3 1 TPYZGCMKOCTS (B HaCaX) yueOHoI DOpMEI Ty LIErO KOHTPOIS
E. 5 paboTEl, ycreBaeMocTH
Ne Pazpen (Tema) g § g 2 g C MPUMEHEHHEM (no Heddnan cesrecmpa),
n/n JMCLUILIMHEI 3 & ] § = g3 = B £ | VHTEPaKTHBHBIX dopma lupo.\rlcncy’rouuoﬁ
O g g 2 & g L[é 8 8 2 ~ METOZO0B gifrecTaLm
e = E § 59 E‘ g| © IQ‘ (B wacax / %) (no demecmpan)
2 S S !
= = ~
1 | Kounenryamsus! | 5 [1-7 12 2 - 2| - 7750% | Pelitunr-koutpons Nel
€ OCHOBEI !
3aI0UThI
uHpOpMaTHK
2 | OcHOBHEIE 5-14 12 4 - 40 | - 8/50% | Pefitunr-fonTponsNe2
METOJBI U
CIroco0nl
3alllUTh]
HHE(OpMAIN
3 | CoBpemenHbie 5114-18 | 12 12 e 28 | - 12/ 50% | Peditunr-fontpons Ne3
kpunrorpaduie
CKHC aJITOPUTMBIL
1 0051acTH HX
IIPUMECHCHUA
Bceero 5|18 36 18 | - 90| - [27/50% | ax3amen (36 uac,)
TemaTrka IeKIMOHHEIX 3aHATHI.
Paszges 1. KonuentyabHble 0CHOBBI 321U THI HH(OPMATIIH.
1. OcroBHBIE TORATHS 3aIATEl HHGOPMALMA, YIACTHUKY HHMOPMALHOHHGTO rporecca,
[Iporenypa unentudrKanuy, ayTeHTHOUKAINE, ABTOPU3AIIHHT TOJIB30BaT LI
Paznesn 2. OCHOBHBIE METO/(BI H CII0COOBI 3AIHTHI nHpOpMAaIUH,
1. IlousaTre KOAMpPOBAHMS ¥ IMHGPOBAHKSA JAHHBIX. AJITOPUTMEI ITA(GPOBAHIS.
2. CHMMETpUYHBIE ¥ ACHMMETPHYHBIE AITOPUTMEL BIIouHEIe IH(bpPEL
3. llomsarme KpUNTOAHANIN3A JAHHBIX: B! KPHIITOAHAH3A.
4. Mopens ysa3Bumoii cpensr Jonesa-So.
Paspen 3. CoppemenHble Kpunrorpaduueckue aaropuT™Mbl M (0JgacTd  uX
[pHMEHeHHUSI,
1. Creranorpadms: Bunst u meronpl. [Iudgp AES.
2. KBaHTOBas Kpunrorpadus 1 KpUITOAHAIN3.
TemaTuka 1a60paTOPHLIX 3aNATHIA.
1. HM3syuenue METOJ0B KOMUPOBAHKS JAHHEIX. (64.)
2. OnHOPa30BEIHA OJIOKHOT (64.)
3. Iu¢p Buxenepa.(4u.)
4. Anroput™m RC4 (44)
5. Cetp Oeiicrems(61.).
6. lludpp AES(4ua.).
7. Creranorpadus (64.)
S. OBPA3OBATEJIBHBIE TEXHOJIOT YN
B rannHo# mucnummHEe NPUMEHSIOTCS CIeyIoIme 06pa3oBaTe/IbHBIE TEXHOMOTH:




1a00paTOPHBIC 3aHSTH);

METO/J[ IIPOEKTOB (pa3paboTka U peanusarys Ha 1abopaTopHLIX paboTax
3TAIlOB YKU3HCHHOTO IMKJIA TPOEKTA — aHAJIU3, IPOCKTUPOBaHUE, paspa(
pean3anys peleHus 3a1a4m );

IIBYX HIH TPEX YEIOBEK);

HaBBIKOB KPUTHUECKOH OLCHKH pa3pabOTaHHBIX MMH aJTOPHUTMOB);

MYJIbTUMEIHA-TCXHOJIOTHH (IIPOBE/ICHHE JICKIMOHHEIX U JTa00paTOPHLIX
HCTIONIB30BAHKUEM IIPOEKTOPOB U JPYTHX MYJIBTUMEANITHEIX YCTPOUCTB).
MeroJ (case-study) CTYIEHTH! MOMYYalOT «IIPOOJIEMHEIE» 3aJaHUS

HA3y4acMOro pasjeia.

PeliTuHrosas cucrema oGyJenns
Pedrnur-xontpons mposopuTes TpH pasa 3a cemecrp. OH mpeamonara
CYMMapHBIX OaJUIOB 10 CJIEIYIOMIMM COCTABJIIONIMM: Oajibl HAa KOl
3aHATHAX; Ka4eCTBO BEHINOJHEHHUS JIOMAIIHMX TUIIOBbLIX 3a/IaHUi, paccMarpH
IPAaKTHYECKUX 3aHATHAX. Pacnpesienenue GalIOB 1O KOHTPOJBHEIM MEp
OIPEHCIISACTCS JICKTOPOM, BEAYIUM AUCIHILINHY,

JCKIUOHHO-CCMHUHAPCKAs CUCTEMa 06y‘1€HI/I§I (’Fpa,I[I/II_II/IOHHBIe JICKITUOHJIBIC B

OCHOBHBIX
OTKa U

o0y4eHHe B MAIBIX TPYNIax (BEIIONHEHHE Tab0paTOPHEIX paboT B rpyrinax u3

TCXHOJIOTHS Pa3sBUTUA KPAUTHYCCKOTO MBIIIIIICHH S (HpI/IBI/IBaHI/Ie CTYACHTEAM

3aHATHH C

II0 TCMAaTHUKE

T OLEHKY
ITPOTTLHBIX
BaeMbIX Ha
IPUSTHIM

6. OLEHOYHBLIE CPEJICTBA JJIs1 TEKYIIET'O KOHTPO.|

YCIIEBAEMOCTH, IPOMEXXYTOYHOI ATTECTAIIMH 1O

OCBOEHMS JVICHAIIJIMHBI 1 YYEBHO-METOJUYECK
OBECTIEYEHUE CAMOCTOSTEJILHOU PABOTHI CTYJILF

TeKyHII/Iﬁ KOHTPOJIb YCII€BACMOCTH HPOBOJUTCH 110 BCEM BHUAAM 3aHSITHUU ¢ HCT

PEATHHIOBOH CUCTEMEL.

A. Bonipoch! AJ19 peMTHHT-KOHTPOJISL,

Bomnpock! mist peitruar-konTpoaNed.,

1. Ilomsarue 3amuThl HHGOPMAIUH.

2. CgoiictBa HHpOpPMALIHHY.

3. VYvacTHEKE HE(QOPMAIIMOHHOI'O IIPOIECCa: X PONH B (YHKIIHH.

4. TlpaBa u npaBmiIa JOCTyNA K HH(OPMALHH,

5. Cranaapter 6e3omacuocty it MC.

6. Crpyxrypa nanusix B UC.

7. Cranpapts! nHbOpManroHHo#i GesomacHocTH B Poccuy,

8. VYrpossl: BUABI U KNacCHDUKALMS.

9. HeumdpoBaTh I poTeKCT c HCII0JIb30BaHUEM mudpa
«Kphrtocvkqpeqfgkuxgtaukosngogwjqfghxkuwenkucvkqp»

10. PackoyupoBaTh  CHEAYIONYI0 CTPOKY COOGIIEHHS, MCIONB3YS KO/

«Oljkwitvljqdo#lv#d#rqh#rif#pdqbi#fwbshviri#vljdovy (# osnagaer mpobern)

11. JlafiTe onpeneneHne NOHITHO «AHGOPMALMOHHEIH 00BEKT»

OJIL30BaHUuEeM

[lesaps:

Lezaps:




12. Bunp! KpunTOaHaNH3a: XapaKTEPHCTHKA.

13. AanTuBHOE BCKPHITHE ¢ OTKPHITHIM IIH(QPOTEKCTOM.

14. BekprITHE € MCTIONB30BAHHEM OTKPEITOTO TEKCTA.

15. [laiiTe onpenenenue MOHATHIO «Ge30MaCHOCTE HHPOPMALHOHHOTO 0GHEKTS

16. AIropuT™ € OTKPBITEIM KIIFOUOM.

17. AnropuT™ ¢ 3aKPBITHIM KITIOUOM.

18. CumMeTpuYHas KPUIITOCHCTEMA.

19. AcuMmeTpryHas KpUIITOCHCTEMA,
Bonpocs! ais peiitnar-conrponnNe2,

1. Tlomstue xpunrorpaduu.

O Nk WD

9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Bompocer pis peiirunr-konrpoaaNe3.

. Bmger mudporekcra.
. JduddepennnansHbIif MeTON KpUNITOAHATH3A.
. JIMHEHHBIA MeTO KpUIITOaHAIIH3A.

[IIndporanre 1 KOAUPOBAHHUE JAHHEIX.

Knaccsl 6e3onmacHocT.

Kiacc G6ezonacroctr Cl  ero XapakTepucTHKA.

ITpocTeie nepecTaHOBOUHBIC KDL

CHUMMeTpHYHbIE M aCHMMETPHYHBIE AJIFOPHTME! III(POBAHHSL.
Kunacc Gesonacnoctn C2 u ero xapakTepucTHKA.
AnropaT™ MUGPOBAHHUS C OTKPHITEIM KIIOYOM.
IIpocTpaHCTBO KITIOUCH,

Kinacc Bl u ero xapakrepucruxa.

Kitacc B2: xapakrepucruxa.

Knace B3: xapakrepucruka.,

Kiace A: xapakTpepuctuka,

Kpunroananus: moustee u BUIEBL

JemubpoBanue NaHHBIXK.

KpunrocrolikocTs anroputma,

AGCOIIOTHO CTOMKME CHCTEMBL.

JlocTaTouHO CTONKHE CUCTEMEL.

Pacuét TpymoémkocTn anropurma.

Konnposanue nanusIx ¢ nenons3opanuem mmdpa Llesaps.
Konuposaune nannpIx ¢ ncnons3opanuem mmdpa Brkenepa.
Konmuposanune nauneix ¢ ucnons3osannem mudpa JTHK.

[onsTtue u Buanr DLII.

Kpunrorpapuyueckne IpoTOKOIE! U KX BUIIEL

CaMoyTBepxaaroImuiics: Kpunrorpaduueckuii IpOTOKOIL.

IIpoToxoir ¢ HOCPeTHUKOM.,

Konmuposanue nauHeIx ¢ nenons3osaanem mmdpa JIHK.
CamMo0cTaTOUHbIEC TPOTOKOJIEL

MeTombI BCKPHITUS TPOTOKOJIOB,

Onenka KpUITOCTOMKOCTH CHCTEM MIH(QPOBAHKS IAHHEIX.

Konuposatue IaHHBIX ¢ 9acTBIO KITTOYA ¢ IOMONIBIO mudpa Bmkenepa.
Hpranun Kepkroddea u ero tpeGosanus x anroputmy mmuhpoBaHus JaHH

X,



14.
15.
16.
17.
18.
19.
20.
21.

B

® = S LA

- briounste mmdpsr: BupbL, MeToAMKE MIMGBPOBAHMAS, BUIL! ATaKH.

1.
12.

13

- ugp XOR: anroputy paGoTsL, IpUMeHeHNe IIPH KOAMPOBAHAN IAHHIX.

14.
15.

16.
17.

18

. [Iudp AES: Meroanka mmpposaHus TaHHBIX,

19.
20.

21.
22,
23.

24

. KBanroBpIi KpUnOTOaHaJIN3; BUALI aTaKKH Ha JJaHHBIE,

23,
26.
27.
28.
29.

30.
31.

lloTounsie 1 6J10YHbBIE AMTOPATME! IH(BPOBAHHS JAHHEIX: XaPAKTEPHCTHKA
Knaccuduxanus 6no4sbrx mmdpos.

Metonpr 3anmuTel nasaex B UC.

JlBoitHOe mudposanwe.

Knaccndukanus NoTOYHBIX MH(POB.

CIIIL: noHsTHE, XapaKTEPUCTHKA.

AIIII: moHsATHE, XapaKTEPHCTHUKA.

Kmaccuduxarnus anropurmon D111,

Bonpocs! k 3K3ameny.

Honstne nHGOPMAMOHHON CHCTEMBI: KIACCUDHKAIMS ¥ PA3HOBUIHOCTH.
SaiuTa HHQOPMAITMH: OCHOBHBIE TTOHATHSI,

AnropuTMEL UM ppoBanys NTaHHKIX B FIC: CHMMETpHYHBIC H aCHMMETPHYHbe.
CummMeTpryHBli  anroputv  mEGpPOBAHMA  JAHHBIX: METOAMKA  IIH(pOBaHus,

npuMeHenue B HC.

ACHMMETPHYHEIH aJIrOpUTM IMHPPOBAHKS TAHHBIX.
Kpunroananus: moHstre, pa3sHOBUIAHOCTH, OCHOBHEIE METO/IBL.
Agroputm RC4: MeTonmka mudpoBaHus JaHHEIX.

YaacTHUKE HHGOPMAIMOHHOTO IIPOLECCA: POTTH U (YHKIH.
Yrpossl GesomacHocTr HHOPMALNK: BHBI B KACCHUKAIHS.

HoTtounere mmbpsL: MeToxMKa IIH(PPOBAHUSL
Inpp  «oOHOPA3OBEIE»  GIOKHOT: METOJMKa  IH(POBAHMS

KPHIITOCTORKOCTD.,

OUIL: monsaTHe, BUAB! ¥ NPUMEHEHNUE TPH MEGPOBIHIN NaHHEX B KIC.

JAHHDIX,

]._IpOCTBIe I[IEPECTAaHOBOYHELIEC II.IH(l)pBI: IIOHATHE, BUIBLI TICPECTAaHOBOK, [IUMEHEHHE

1P KOJUPOBAHUU JAHHBIX.
Wndp Brkenepa: MeTomuKa mu(ypoBanus 1 AembpOBAHUS JAHHEIX.
ucp Lesaps: meTonuxa mudposanus u JemudGpOBAHES JAHHEIX.

lIpaBoBoe ofecneuenne 3armuThl HHGOPMAIIHHL.
HecanKIMOHMPOBAHHEIA JOCTYI: IOHATHE, BHJBL, ONEGHKA CTCICHH
Oe3omacHoCTH HaHHbX B MC.

Ilpasa n paBuiIa nocTyna K uHQpOPMAIHH.

Creranorpadus: noHsTHe, BHILL, IPUMEHEHNE TPH MA(GPOBAHAN NAHHAIX.
KBanToBast kpunrorpadus: HOHSTHE, METOIMKA KOXUPOBAHHYS,

Xo1-Tab)HIEL IPUMEHCHHE TP KOAMPOBAHUY AHHbIX.
Cetp QelicTerns: MeToOIMKa KONUPOBAHUS NaHHBIX,
Konosete nepesbs: cTpykTypa, Bujibl, KTaccHMHKAINSL.

OHTPOIHS: IOHATHE, METONUKA PACUETA, IPUMEHEHME B IH(POBAHIY ,z[aHszax.

l'ammuposanwe: moHsTHE, CHOCOOBI pacuéTa, NPUMEHEHHE B  KOJ
nHGOpMAITHH.

Hcnonpzosanue CTEJIC TexHONOIHI B BUPYCHBIX [IporpaMmmax.
Bupycsr: Buzsl, Kimaccuduxanms.

YI'PO3EI

IPOBaHWH



32. BpemoHOCHBIE BO3ISHCTRBHS: TOHSATHE, BHIbI, METOZB! BO3ACHCTBYS Ha UH(

33. Kpunrorpaduueckre IpoTOKOSIbE: BUABI W KIacCH(UKALI,

34. Cuctema ¢ oTKpbITEIM KiEodoM Judpu-Xemmana,

35. IIpocTele mMOACTAHOBOYHEIS IMU(PEL MOHATHE, BHAL! MOICTAHOBOK, IPUMG
KOJIMPOBAHWUH JAHHBIX.

HPMALHIO.

HEHUC TIPU

36. Anroputv  EBKmnaa: noHsarae, MoaubuKalMM, NpUMEHEHWE IpH Ii()pOBAHKH

JIAaHHBIX.
37. KpunrocucreMa: BU/IBI M CTPYKTYpa.

38. Anroputmer 'OCT: meToanka mud)poBaHus 1 IPAKTHIECKOE HCIIONL30BAH
39. Kondunennuansuas uadopManus: MOHITHE, BAIEL

40. KW C: nonsiTae, XapakTepUCTHKA CTPYKTYPHBIX dJIEMEHTOB.

41. I'enepaTopsl IICEBOCITYYAHEIX YUCEIT.

42. lu$popMariOHHEIE CHCTEMBI, CETH, KAHAI ¥ CPEJIBL

43. OpraHu3anMOHHO-aAMIHHCTPATUBHEIC METOBI 3AIUTEHl HHGOPMAIIUH.

B .CamocTrosiTensHas pabora

CamocTodreinsnas paboTa 110 JUCHUIIIMHE IPENCTABIEHA B HECKOIBKIX BH
A) W3y4YeHHC TEOPETHYECKOT0 Marepuana Juisi MOATOTOBKH K peHTHHTY H
(MUTEPATYPHEIC HCTOUYHHUKH);
B) pelienune npakTHYeCKUX 3a/1a4 IO OIPE/ICIIEHHIO yA3BUMOCTeH HHDOPMAIIHOHH
(paspaboTka mporpamm).
[lopsiiox  BBEIOJIHEHMST CAMOCTOSATENBHOM pAaGOTEI CAEAYIOMHIT: BCE 3a[aHM!
NPOBEPSIOTCS B IPOIECCEe BBIIONHCHUS 3aJaHHM PEUTHHI-KOHTPOIAS Y CHAYU
3alaHusl TPynnmsl b OpemycMaTpHBalOT HECKOIBKO YPOBHEH ONEHKH: (Of
IPOTPaMMHOI0 KOAQ, MHTep(edc NporpamMMmel (KOHCONBHOE WIIM OKOHHOE IIpI
YPOBEHB BJIAJICHHS A3BIKOM IIPOrpaMMHPOBanud). Bee mepedncienble mapamerp
Ipymnbl b yunTeBatoTcss B kauecTBe OOHYCHLIX OalUIOB B HUTOTOBOM
o0yuarorerocs.
Ocofoe BHHUMAHME HYXHO YHCTUTH CIEIYIOMUM pasfelaM IHUCLHIIAHEL2. (
MeTOABI M croco0bl 3amuTel mudopmanun, 3. CoBpeMeHHbIE KPUITOIpA
AITOPHTMBL ¥ 06JaCTH MX npUMeHeHus. J[aHHEIC pasfelbl IUCIUILIMHEL (op
o0y4aroIiuXcst IIPAKTHYECKHE HABBIKK| KOXHPOBanuMs ¥ 1mudpoBanus uubo
MOHATHHHLIN almnapar o u3ydaeMoil TeMaTHKe.

Bomnpocs! i KOHTPOIIT caMOCTOATENBHOM paboThI:
Yro naswiBaeTes HOJI 1 cdepa ero npuMeHeHus mpy mudpoBaHHN AaHHBIXN

Uro Ha3BIBAETCA KPUNTOCTORKOCTHIO ArOPUTMA MIA()POBAHIS JAHHEIX.
B €M oTimume afanTUBHOrO BCKPBITHS OT BCKPLITUS C OTKPHITHIM IIH(pPOT
B uem oTnmumne npas gocTyma OT IpaBuII JOCTYIIA K JAHHBIM.
Kax paccunraTs SHTPOIIHIO HHPOPMAIIMOHHON CHCTEMEL.
Meronpt coxprITHs HHGOPMAIMK € TOMONILIO cTeraHorpadum.
ATaky Ha TOTOYHEIC MH(PEL

S - e

ax:

SK3aMCHY

BIX CHCTEM

BUJIa A
JK3aMeHa;
TAME3aITHS
JI03KEHUE),
bl 3a0aHTH

pENTUHTE

)CHOBHDIE
(puueckue
MUPYIOT |y

MallHl |

CKCTOM,




8. Hro mazpBaercs CIIIII.
9. Bunsl aTaku Ha GIIOYHEIE IUH(PEL.
10. Yrposer 6e3omacHocTH.
11. YTo Ha3BIBACTCS MOCTYIIHOCTLIO JAHHEBIX.
12. B 4éM oTiIMYME CHUMMETPHYHOTO AJITOPUTMA OT ACHMMETPHIHOTO.
13. B yem cyTs MeTOz@ KOIUH3HI IIPY KPHUIITOAHAIH3E NAHHBIX.
14. Kax onpenenuts mommaaocts DI
15. Yro mpexcrapiser co6oi METOJ «Pajiy KHBIX» TAOTHI] B KPUIITOAHAIIHIE.
16. OcHOBHEBIE CBOMCTBA 3alMIIAEMOI uHpOpMAaIIHH,
17. Komnonents! asromarusuposannoii VIC.
18. B uém ommmame anropurMa Brokerepa ot anropurma Llesapst.
19. Urto HasweIBaeTCS aQUHHOM TEPECTAHOBKOM.
20. Kax ocymecTBisieTcss BCKPBITHE [0 METOY «IAT» POIKACHHUS.
21. KaxoBBI OCHOBHEIE YCIIOBHSA 1Jis 0GecneyeHust Ge30macHOCTH aHHEX B VIC)
22. B uéM cyTh METO/a KPHIITOAHAINBA! «ATaKa IPy6Oil CHITOM.

23. Yro wnaswBaeTcs 0oAHOMAKTOPHOM ¥ MHOTO(GAKTOPHON 3aIiMToN NaHHMX. B udM

IPCUMYIIECTBA OAHON Hal APYIOH.
24. UeM OTNHYAETCS YA3BUMOCTH CHCTEMBI OT HEHCIIPABHOCTEH B HEH.
25. B uéM cyTh MeTO/Ia TaMMUPOBAHNS NaHHBIX,

26. B uém npenmymniecTBa MeTOA MH(POBAHUS TAHHEIX: «OJHOPA3OBbINA GIOKHOTY.

27. Yto HaswIBaeTCs 0OHLEKTOM 3aITHTEL.

28. Kax ocymectsnsercs mudposanne JaHHbX B anroput™e AES.

29. B uem cyTs MeTo1a U POBAHKS JAHHEIK ¢ TOMOIIBIO X3II-TaOJIHII.
30. B uém cocTonT MeTOx MU(pPOBAHMS JAHHEIX C IIOMOIIBIO GJIOKOB.

31. Kax npoeeputs, JOCTOBEpHA M EpeNAHHAS HHPOPMALIHSL.

32. Yto Ha3BIBAETCS KOHTPOJILHEIM OGHTOM B COOGIIEHHH.

33. KakoBa B3aUMOCBS3b MEIJLY CYOBEKTOM, IPEIAMETOM H 0OGHEKTOM 3aITHTHL,
34. Uro naspIBaeTcs GAaHAUTCKAM KPHUIITOAHATH3OM.

35. Hro npexcrasisier coboii yassumas cpesa B Moxean J{onena-Slo.

36. B 4ém cyTs anroput™ma Jlyna.

37. DDOS — araka, KaKk BUJ{ yrPO3bl HH()OPMAITHOHHOL 6e30IaCHOCTH.

38. IlporpamMMHbIe 3aKTaKH 1 MX BIMALUE Ha G€30TACHOCTb HEBOPMALIHH.

7. YYEBHO-METOJAHUYECKOE U UH®OPMAIIMOHHOE OBECHIUEHUE

JUCHUTLIMHBL (MOYJIST)

4) OCHOBHASI JIHTEPATYpAa:

1. 3amwura undopmarmu: Yaebroe mocobue / A.IT. XKyx, E.I1. Kyk, O.M. Jleneujrun, A.H.
Tumorukun. - 2-¢ m3x. - M.: UL PUOP: HUIT MH®OPA-M, 2015. - 392 ¢.: 60x90 1/16. -
(Beiciee oOpasosanue: Baxanaspuar; Maructparypa). (meperuter) ISBN 978-5-3669-01378-

6, 500 sx3. (OBC 3SHAHHUYM).
2. Nadopmanmonnas Ge30IacHOCTs KOMIBIOTEPHBIX CHCTEM M ceTel: YdeGHoe

10cobue /

B.®. lManprun. - M.: JT ®OPYM: HUI[ UHOPA-M, 2014. - 416 c.: un; 60x90 1/16. -

(Ilpodeccuonansroe o6pasosanue). (mepemner) ISBN 978-5-8199-0331-5, 1000
SHAHUYM).

3K3.(9EC



3. Merombl U cpencTBa 3ammUThl MH(GOpMammu [DNEKTPOHHEI pecype]: MeloiuuecKue
yKkasanud K saboparoprbmm paGotam / C. B. Mackees, M. A. Tpodumos; Biajiumupeknit
FOCYJapCTBCHHBI  YHHBEPCHTET HMeHH  Ajekcanapa [puropnesuda u| Huxojas
['puropresuya Crostetorsix (Bal'Y), Kadenpa BEMECIHTENBHON TeXHUKH .— DJl EKTPOHHEIC
TeKCTOBBIC JaHuble (1 Qaitn: 317 K6) .— Bragumup . Bnagumupckult rocymapcTBeHHELH
YHEBEpCUTET HMEHH Aunekcannpa I'puropsesuda u Hukonas ['puropsesnmdga (roneroBsix
(Bal'Y), 2013 .— 19 c. : mn. — 3arnasue ¢ TUTY/A SKpaHa.— DIIEKTPOHHAS BEPCUf 1IEHaTHON
ny6nukanuy .— Bubmuorp.: ¢. 18 .— CBoGOAHbIHA OCTYN B 3MEKTPOHHBIX YATANBHbBIX 3aIaX
Oubnuorexu.(BryTprBy30BCcKHE H3JIaHUS Bal'y
http://elib.vlsu.ru/bitstream/123456789/3325/1/01254.pdf>)
0) MonoJHUTEILHAS JIUTEPATYPA:

1. Kpunrorpapuaeckue meronp! samutel maGopManud. Tom 3: YueGHO-MENOIHYCCKOE
nocobue / A.B. Babam. - 2-e m3x. - M.: WL PUOP: HULT NHOPA-M, 2014. - 216 c.: 60x88
1/8. - (Bricmuee oGpaszoBanme: baxamaspuar). (obmoxka) ISBN 978-5-369-01504-5, 200
3k3.(9BC 3BHAHUYM).
2. KommexcHas 3amura HHGOPMAIMH B KOPIOPATHBHEIX CHCTeMax: Ywue6Hoe |mocoGue /
B.®. Manprun. - M.: UJI ®OPYM: HUL[ UHOPA-M, 2013. - 592 c.: mi.; 70x]00 1/16. -
(Brremee o6pasosanue). (nepemrer) ISBN 978-5-8199-0411-4 (OBC SHAHUYM)
3. 3omorapes, B. B. Vmpasnenwe wunpopmarmonnoit 6eszomacmoctsro. Y. [. Amanuz
HH(POPMAIMONHEIX PHCKOB [DIeKTPOHHKI pecype] @ yue6. mocobue/ B. B. 3omor pes, E. A.
Hauwnnosa. - KpacHospek :Cub. roc. aspokoemud. yu-T, 2010. - 144 c.(ObC 3HAHUVYM),

B) IIEPHOAMYIECCKAC H3AAHU
1. VudopmammorHas  GesomacHocTh. ApxuB  HOMepoB. //  Pexum JOCTYTIA;
http://www.infosecurityrussia.ru/2015/itsec
2. Texuonorny 3amuTeL. APXHB HOMEpOB. //Pexnm nocryna: http://www.tzmagaziije.ru/
3. Security News. Apxus Homepos.//Pexum goctyna: http://www.secnews.ru/
B) HHTEPHET-PECYPCEHI

1. Mapopmarmonnas Gesomacuocts // Pexum noctyma: hitp:/protect. htmlweb.ru/pl1.htm

2. Cucrema HH(DOPMAaNMOHHO OezomacHOCTH //Pexxum aoctyna:
http://tvoi.biz/biznes/informatsionnaya-bezopasnost/sistema-informatsionnoj-
bezopasnosti.html

3. Buamummp Jlumae. OcHOBHBIE ~(aKTOPHL, OUPEHEISIONIAE  TEXHOI ['HYECKYIO
OesomacHocTh  WHMOPMAMOHHBIX cucteM // PexuM  mocryma:  hitp:/www computer-
museum ru/histsoft/ji97061.htm.

8. MATEPHAJBHO-TEXHUYECKOE OBECIEYEHUE AUCIATI NI
(MORYJIST)
B Ka4YeCTBEC MaTCpHAJIbHO-TECXHUYCCKOIQ 06CCHGT-ICHI/IH JHUCHUIIIINHEBI H Cl'IOJII:?)yH)TCSI

CICAYIOIUE CPEICTBA: NPOCKTOP, HAOOPBI CHalioB 110 y4eGHOM TeMaTHKe, K MITBIOTEPHEIE
Knacchl ¢ yeranosienuem [10: VS 2012, 2013, 2015, mynstuMenuiinsre ayUTOPHIL.
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