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r4HCTpyMeHToB.

3 agauu Ar,rcrlr{nJII4lr{hr :

. rtoJrfrettue cne4eH.zft

upolpaMMHbrx cpe,qcrB,

O HA3]HAIIEHW,I II BO3MOXHOCT'X

rrcrroJrr$yeMbrx n LIC ;

1. I[EJIrr OCE OEHI4fl AtICUtIIrJrr,IHhr

Idemlo AIICIIITIIIJIIZHbI ,'II]JIf,ETC' II3YqEHIIC

nueopMarluoHHrrx cr.rcreM, xoHqenquft ra rexnolorufi lrx

EOpMrlpOBaHr{e [paKTaqecKr4x H€rBhrKoB IlICnOJrb3oBaHU.rr

a

a

3HaKoMcrBo c (pygrrlr4f,Mr{, uporleA}?aMn u c:lyxiawn

r43freur4e rleHTp€urr{3oBaHuux lruQopuarlr{ouubrx cricreM

pecypcaMr.r Ha nplrMepe clyN6 Active Directory;

r $oprur,rpor alrre y o(5yrarorquxcx HaBbrKoB

ynpaBJrenfi eM oleparlkroHHbrMr4 crzcreMaMra rrana Windows;

2. MECTO lu4crlr4rrJrr,rHbr B cTpyKTypE orr0

,{rcqunluna <Agvtt Hr.rcrprup oB aurre

HaxoAr4Tc.{ e 6a3onoft qacrrr ocHoBHoi npo$eccrzonanurofi

[porpaMM6r. llsyveuze ocHoBnoro Marepr.raJra flpoxoArrr B

2-u celrecrpe qacrb Marepr4ana (n r. q. rz3),qeuuur [prr rroJrfi

crreqrl€urbuoro o6pa:onanrnx) nepeauecroBbrBaerc.fi.

.{ucquuluua JloruqecKrr I{ coAepxareJlbHo-MeroAuqecKl,I

TeopeTurrecKr.tx Arrcq[rrJrr4H t4 npaK.Tr{K flpeArrrecTByroqero

(I4u$opuarzrca, Apxuremypa KoMrrbrorepoB, Kounuorepurre

AaHIrhIX, OnepaquoHHrte clzcreMrr, Cltcrevrr pe€ulrHoro

yCIeIIIHOTO oCBOeHLI.{ Kypca cTyAeHTbr AOJTXHbT 3HaTb

uu(popuaqura, yc:rpoficrno a rlpr{}rqznbr SynrquonuponaHul
IrocTpoeE}tfi I4 [pI{MeHerrLLrI oflepaquoHHblx cucTeM I{ KO

flolyreunrre B xoAe r,r3f{eHr{f, Ar{crlr4rrnr{Hbr 3:rra:nt4l;.

r4cnoJIb3yroTcq Aa,rHreiiureu xo,4e o)KltreHr{.rr
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lporr3BoAarBeHHoft/npe.4Ar.r[JroMHofi npaKTuK tr BbrrroJrHeHrinr

KBaJrr4Ou KauriroH Hoft pa6oTbr.

3. KOMTTETEHIIUII OE]'rIAIOIqErOCfl, OOPMIIP
B PE3YJIbTATE OCB OEHlTfl AI':CIilIIIJITIHbI

B pe3yJrbrare ocBoeHut .4l.lcIIunJr uHbI 06

AeMOHCTpr4pOBaTb cJre/qyoqrre [pooecc[oHaJrbHbre KoM[eTeHqrrr{:

. BJraAer{rre uHoopMaunet o HalpaBneHtrfrx pasBnTrrfl.

rpaAr4rlr4oHHoft (uerpa4rzqrzon:aoft) apxzterrypoft; o reHA

Qyurquft tr apxr.rrerTyp npo6neuno-opueuTnpoBanrrbrx

cl4creM LI KoMtIJIeKcoB (OIIK-5);

o cnoco6nocrb t4 ctroJrl3oB a.rb 3r.atvrfl MeroAoB ap

lpynrrlrloHt4poBaur4r cr.rcreM pe€urbHoro BpeMeHr,r (OIIK- 1 0);

. foroBuocrb l4crroJlb3oBar6 HaBbIKr4 Bhl6opa, npoe(Tlrpo

orleHKrr KaqecrBa Lr aualrn3a s$(pexrlrnnocrr{ rrporpaMMHorc)

4.,rf, perrreHtrr 3agaq B pa3JrlrqHbrx [pe,qMerrrbrx o6nacrax (O

. roToBHocTb K T4CTIOJIb3OBaHIIITJ COBpeMeHHbIX CI{CTeMHbIX

cpeAcTB: olepaql{oHHbrx cuc:teM, ollepaquoHHblx LI ceTe

cepBlrcHhrx rporpaMM (lIK-s ).

B p$ynbrare ocBoenrzr Atrcqu[Jrr4urr o6

,qeMoncrpr4poBarb cneAyroufte pe3yn]brarbr o6pa^:oeauux :

1. 3uarr: HasHaqeHrre uuSoplraquonubrx clrcreM

3aAaqv aAMaur4crprzpoBauws, r.rueopMarlr4oHubrx c?rcreM (IIK-

K CeTeBhrM pecypcaM, [peAocTaBrf

otIK-10).

rprrurlr{nbl Qymquounpoeanlrx cny:x6n DNS (OIIK-I0, OIIK-5)

rleurp€urn3oBauurrx crryx6 Kararrora (OIIK-5, OIIK-I l); Jrc)

Srzsuuecxyro crpyKrypy

fipe.qocTaBneHnfl Aoc'fyna

Kararrora (lIK-5, OIIK- 1 1,

Active Directory (OIIK-10, IIK-5);

2. VIuerr: $opnaynuponarb rexHr4rrecrr{e rpe6onanzx

uuQoprvraqzonHlrx c?rcreM (fIK-5, OIIK-10, OIIK-1 1); rrraHrrpo

BbIlIyrgKHo[

Ay"rnrD

,q(}JrxeH

BC

pa3lsprTrrfl

rpaM.MHhIX

€uropfiI'MoB

peaJLtlBIAIIIILI,
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-r1);
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r.rn$opMarlrroHHhrx crrcreM (OIIK-5, IK-5, OIIK-I0);

QyHrqzonaponaurze zn(f opl,raquoHtlrbrx crrcreM (Itrt-s, OilK-s" 0

aAMr4nr.rcrpr{poBauufr r.{H(popMarluorrHbrx cr{creM (OIIK_5, IIK-5,
I 1).

JtTEKTIIII4

Bre4eHze B Arr currr[Juruy

o ocHoaHbte noHnmufl tr4C, $yurc4uu u npoqedypot
(ynpaeneuue xouQuzypat4ueil I.IC, 6wn6neHue u
ou.tu6oquutx cumyaquil, ynparreHue cucmeaofi
ynpasJr e Hue o 6 upttv d o c my noa)

3. B,raAerb: HaBbrKaMr,r llcnoJrb3oBaHr4r rzHcrDvM cpe.qcrB

-11).

-10, onK-

4. CTPYKTYPA I4 COAEPXAHI4E NIICUNIJII,IH]bI ()4ruuD

O6rqas rpyAoeMKooTr Aucq[rrJruubr cocraBJrrer 3 ga.rerHue e 108'racon.
Br,rgu yre6uofi pa6oru,

BI{JIIOiIAJI
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pa6oru, c

nprzMeHeHrieM

naero4on (n
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(DopMEr reKyrqero
K0HTpOnt

ycltenitenocrt (no
Heoalfl.u cettecmpa)

(DopMa

[poMe)rryroqHoit
al.Te?Tar\Lrrr (no

,set$ecmpa 4)

AnryanrHrre BoIrpocBI
aAMI.rHnCTpr.rpoBaHrzs fleprearrecraqnn

(raver)
I{roro sa 2

Pe.ft'urnr-
ro'urpolr J\bl

3rcmyaraqm r.r

cotrpoBox.{eHl.re
an$opuaquounrx
CI{CTEM

A4vzuncrpzponauue
uulpopuaqnonnrx
OI,ICTEM HA OCHOBE

.Peitrunr-
rourlrom J,,lb3

I4roro sa 6

c6or)rn'tx u



o Heo 6xo drunocmb npoqedy,p adMuHucmpupoqaHua.

o O6oexmat u uemodot aduuuucmpupoeaHun.

o Cocmaenute uacmu

o

o

o

o co6euuocmu annapamLrcreo o 6 ecneqeuun

Cnyarc6 ot a duuuucmpup o BaHun.

Cnyx6rr Kara;rora

o Onpedeneuue u Ha3HaqeHue cnycrc6 rcamanoeol.

o Ocuoeuarc $yurct4uu u sadaqu cnycrc6 Karnarozoa.

o Cmaudapmu3at4ua cnycrc1i xamanozoe.

o llpuuepat pealxtt3aryuu cnycrc6 Kamanozol.
o llpomorconat DAP, LDAP.

A4r'rauucT :pupoBaHve vH$opMaqr.rouHrrx ctrcreM Ha ocnoBe

(AD)

o

o

o
o

o

o
o

o

o

JIAE OPATOPHbIE 3AITfl TI,{.fl

Patnep'rrrnanne u Hacrpofra OC n nr,rpryanbuoft cpeAe.

Pasneprrrnanze clyx6rr KaraJroroB. tr4ncrpyvenrrr aAMrrHr4

1.

2.

Srcruyar:aqur r{ corrpoBoxr4eHne ran$opnaaqlroHHbrx cr{creM

Ifnauupoeauue u euedpeuue uufiopuaquouHbtx cucmeu4.

Bedeuue cmamucmuKu ucnonb3oaanTun pecypcoz
cucmeJmu.

o Bameneuue u ycmpaHeHuet y3Kux Mecm uuQopuaquouuor)
o OnepamueHoe ynpaeneHue u peeJranteHmuue pa6omat

Bepcuu AD
Rounoueumot AD
CmpyrcmypaAD

,[ o e ep um e n au bt e o m t7 o ul e Hun

Pennuxat4ua dauuutx

Adauuuc mpupo saHue yuerwtwx s anuc ett nonasoeameneti
y npagneHue pecypcatutu nl2u noMou4u epynno^btx
If nauup o eauue uurppac mpyrcmypat AD
P esepeupoeauue u aoccmaHo7neuue AD

cuctfi€lvbt,

e Directory

zpw,n



3. Vnpannenue noApa3AeJreur{rMrr Active Directory v
uoJnnoMo.I[fi.

Ynpar.uenue yqerHbrMr,r ganucfrMrr noJrr3oBareJreft lr rpynnarrar.r.

fpyunoarre noJrr,rrr{Kr{.

Tonororur cafirog u pelnvKartrur.

5. OEPA3O]BAT EJIbHbIE TEXHOJIOIUII

.JrerrlrioHHo-ceMr4HapcKaf, cricleMa o6yvenux (rpa4raqu

u :ra6oparopnrre oanr:rlrx);

.o6y,{eHue B Malrbrx rpyrrfiax (nrrnolneuue la6oparopurrx

I,I3 ABIX ntZ rpex .reloner<);

.Macrep-KJraccu (4evoHcrpa\urfr Ha na6oparopurx

pacqera r,r [poeKTrdpoBaurr{ olrr,rqecrcrax 4era,re[ u orrrr.rqecKr4x c

.rrpr{MeHeHfi e MynbrrrMeAva rexlroJroruft (npone4eru.re JreKqlro

c [pr4Meneur4eM KoMrrbrorepubrx rrpe3erx.rat1uft u AeMoncrparluo

rroMoulbro rrpoeKropa ulu 3BM);

. IIHQopMaII[oHHo-KoMMyrrr4 KarlrzouHbre

uuQopuarluouubrx rexHoJroruir a:nx Mourzroprrnra relcyqefi

cryAeI{ToB 14 KoHTpoJUr suauzfi).

6. OIIEHOTTHbIE CpEACIfBAAJI.fl TEKyIUETO KO
YCIIEBAEMOCTI4, IIPOMEXYTOIIHOIZ ATTECT]

I,ITOIAM OCBOEHI{'I IIICUIIIIJIIIHbI II
METOALilIECKOE OEECITETIEHIIE CAMOCTO

PAEOTbI CTYAEHTOB

Ceruecrp 2

a) Bonpocu AJrfl flepearrecrarluu (sauera):

1. A4rr,tuuzcr:pupoBaHrze roKaJrbubrx BbrqrzcJrrrreJrbnrrx cereft

2. llpoerrupoBaulre crpyKrypu JIBC rpeArrpr.rfirr.rtr

3. Maprupyrrcaqus B IP-cerxx nepeAaqu AaHHbrx

4. EecnpoeogHbre cerr,r flepeAaqfi AarrHbIX

4.

5.

6.

TEXHOJIOII4I4

eI'EpoBaHrre

JIEKUIICIIII.HbIE

B rpymrax

IIpurrlflIIoB

gatlnruir

p0JIrr.KoB c

"ln,T
il()

HCIII



5. flpororolrr o6ecneqeHus 6esonar;Hocw IPSec

6. Texnonornr Br,rpryaJrbubrx qacrnl;rx cerefi (VPN)

7. MeNcereshre gKpaHbr rr r{x aAMr4Hrrc'lplrpoBanr4e

8, CrryN6a AoMeHHbrx r,rrr,lelr DNS

9. A4rvrunncrpr4poBaur.re ne6-cepnepa

1 0.A4uunucrpr{poBarrrae cepnepa 6as AaHHbrx

I l .AgruunrzcrpupoBaHr{e cepBepa oneKrpoHnoft nourn

l2.Cepnepnue o[eparlr{oHHrre cacreMbi

1 3.Texuo.norr.u Br4pryaJrr{3aurrfi cepBepqB

l4,Pa^:rpanu.reufie [paB Aocry[a rrorJrb?oBareJreft r pecypcarr,r I
CIICTEM

I 5.Yrposr,r 6egonacnocrv B coBpeMeHubrx rzn1poprraaquonuhrx clr

1 6. Cpe4ctna o6ecne.reHr,rx on<a^:oycr:oftur4Bocrr4 B

l7.Opraunsagut pe3epBr{poBaHr{r AaHHbrx B

Koprroparr4BHofo ypoBH.rr

1 8.Texnolorufi (o6raqttbx)) ceoBrrcoB

6) Bonpocu AJrfl caMocrosre;rrnofi pa6orrr:

llpororor LDAP u crau4apr X.500

f{poeepra flo.4Jrr,rHuocrrr yueruoli 3arTprctr B cnyx6e KaraJrora

Kerberos.

@ynxquoualrubre ypoBHrr AoMeHa ra neca AD.

Poru FSMO KoHrpoJrJrepoB AoMeHor].

Ceuecrp 6

a) Bonpocr,r rc pefirr.lrr-noHTporrrio:

P et)muuerxoumponu Jtlb I

1.

2.

3.

4.

1. @yur<qurE u [porleAypbr aAMr{Hrrcrpr4poBalvrt (yupaeneHlre

lIC, nrran;reuue v KoHTpoJrr c6oiinrx u oruz6o.rnHx

cucreuoft 6egonacnocrr.r, y[paBJreHr,re o6qurrl AocrynoM)

Heo6xo4uuocrb flporleAyp aAMr4H r{clpr4poBaur{fi .

O6rerclrr rz MeroAbr aAMnHr4crprrp oBalnr4n.

2.

J.

uE(bopMaqr.ro

MauHoltFrbrx

IIpoloron

urypaqueft

y[pasreHr{e



4. Cnyxdrr aAMuHr{crprzpoBaHr.rfi.

5, lhranzponaurre r4 BueApeHr,re r.rnSopuaqrronubrx cr4creM,

6. Be4erue crarr{crr{Kr{ r.rc[oJrb3oBaurrfl pecypcoB uu(popir.raqraoruro

7. Brrqsaenze v ycrpaHeHve y3Krrx tvrecr uu$opltaquonnoft cr.rcte

8. Oueparuauoe y[paBJreHr,re u pe raMeururre pa6o:rrr.

Pettmuue-xoumpono Nb2

9. Onpegenen e r,r Ha3Haqeune cnyx6 r(araJroroB.

l0.Ocnosnrre Synrqzz n3a ac'v cqix6 KararoroB.

1 l.Cran4apru:aqux cnyN6 Kar€uroroB.

1 2. flpuruepu p eaJrfi3ar\Lrtr cnyx6 r<araloroe.

I 3.flpororonu DAP, LDAP.

l4.OcnoeHrre rronfl't rfr. Active Directory

I5.Mo4enr AaHHBrx u Synxqrzonaabrra"rr crpyKrypa Active Directoqr

1 6. Jlorr.rqecraq u (plrsluecxax ctpyrrypa Active Directory

1 T.Trznrr AoBeprzrenbubrx o:rnourennli

I 8.Mo4ern perJrrrKarlrrr{ Active Directory

I 9.Buau pennnlrpyeMofi znQopuaqlru

Pei.tmuue-rcoumpona M3

2O,Tvnu yqerubrx sanucei4 nonb3oBareJrefi

21.Tunu rpynn

22.Kat er opuu rpyrrfloBofi [oJrrrrr4Kr4

23.flopx4ox o6pa6orrcz o6lerroe rpynnoaofi [oJrrrruKr{

24.Cs susaurae o66eKroB GPO c crpyrlypofi Active Directory

25.Ilaauuponanue zepapxzz OU

26.IpoerrapoeanrEe lruQpacrpyxrypru DNS

2T.IlpoertupoBanrre crpyKrypbr neca

28.PeeepnupoBauvre vr eoccranoereHlre AD

6) Bonpocrr K saqery:

(Dynr<quu r4 [porleAypbr aAMrrHr,rcrprip oBaHLrfl

O6rer<r'rr r4 MeroAhr aAMrrHr{c'rpr{p oBa1vq.

1

2.

cucTeMbl.



3, CnyN6rr a,qMr4ur{crprrrpoBaHr{fl

4. DNS. OcHosHHe nonrrr{r r{ MexaHr43M $ynxquonzponaurax.

5. Onpege.neruie v Ha3HaqeHue clyxc6 KaraJroroB. OcuosHrre

6. OcHoeHrre fioHrrtur Active Directory: AoMeHr, AepeBo, Jrec,

roureftuep, pag,4eJr. Tunrr uuen o6rerros.

7. I4ncrpynrenrbr aAMr4ur,rcrpupoBaHrrs. Active Directory.

8. Mo4en r AarrHErx u rorfiqecKar crpyKrypa Active Directory.

9. (Drguqecra.s crpyKrypa Active Directory.

I 0.Tunrr 4onepr.rreJr6rr6rx oruorueHz.ft .

1 l.fno6a",rrsuft raranor.

l2.Konrponnepbi AoMeHoB r.r ltx poJur.

1 3.Mo4enr pennvKaUr{u Active Directory.

I 4.Ipoer<tzpoBaHve crpyKT)?Er Jreca.

I 5. llnanraponanne lrepapxzn OU.

1 6. Tvnrr yirerHbrx sanuceft nomgoearerrefi .

1 7.llpo$u;rrz noJrb3oBareJrefi : Ha-gnaqeur4e, Tr.rnbr. Bosl{oxuocru A.

no ynpaBneHr{n rpo(prlxrr,rz.

18.Tpe6onaur,rx r ycroft.rnuocrv uapolefi ) rerubrx zanuceit.

l9.fpynnu. Knaccu(lrEraqr4r rpytrtr flo r]r4ArrM u o6rracru geitc.rnun.

20.O6rerrrr rpyr[oBbrx rrorrrrrr{K ({iPO): Ha3Haqeuze, BrrAEr

ueroralrnrre).

2l:Llepapxut GPO. IIopx4oK rptrMeueHydr rapaMerpoB GpO npz

r) CauocronreJrbHafl pa6ora c'rylteuToB:

l. llo4roronra K rery[.leMy KoHrpoJrro rz npoueNyrovuoff

2. llo4roronra x na6oparopnrru pa6oralt u o$oprraneun

pe3yJrbraraM Lr3 BbrrroJrneurza. Korrrpo:rr ocyulecrBJrrerc{ Ha

ycTrrbrx oTBeToB Ha BO[pOChr [perroAi]BaTeJrr IIo coAepxaHr4ro oTr

3. Pa6o:ra c AonoJrHrdreJrruoil ,wrreparypoi no nonpocan,

Ha caMocro{TeJrbrroe v3yqenrle. KoHrponr ocyqecrBJr{ercfl Ha 3a

B Br,rAe

veDirerctory

(lorrLnlurre,

oTqerlfoB IIo



l.

2.

l. PeseparapoBanlre v BoccraHoBJreuue pa6orocnoco6:

raralora AD

2. lleperr,reqenze o6rexros MexAy 4orrlenaltu AD

3, Cpe4crna alurvr3a r4ynpaBJreurir rrpor,r3Bo.4r4TeJr6noc

4. Cnyx6u ceprr.r$zr<aquu AD CS

5. CnyN6u ylpaBneurirr rrpaBaMrr AD RMS

6. Cryx6rr Qe4epaqura AD FS

Pacnpe4eneuue BIAoB caMocrorrreJrbnoft pa6orrr rro pa3AeJraM

cJryx

A]D

:6

14ullullJj14Hbl;

Ill)

n/n
Pas4el 4ucqranraurr

Bu,q CPC

(1) (2) (3)

I AKryarbHEre Boflpocbr aJlMr.rHr4crlpr4poBaHus
LI!4p exnpunus. (ceuecrp 1 )

6 30

2. Bne,qenr.re B Ar4curinJrr.rHy 2

3. JKClJryaTaqr4t u conpoBo)ItaeHr4e
uu$ oprr,raqrouuhrx cr4creM

2 4 zl

4. Cryx6rr r<ara:rora 2 zl

5. Aguunncrpuponanue un(f opuaquonurrx
crrcreM Ha ocHoae ActiveDirectory

4 8 6

Bcero 10 12 t4

'7. yqEEHO-METOTFI.ECKOE r4 r4HOOpMArIl[O]
OEE CIIEq EI]IT4E AIICqI{UII,IIIbI

a) ocHonuaa Jrr.lreparypa

Anexceen B.A. Eecnpono4une JroraJrbnbre cerr4 IEEE B

[3nerrponuufi pecypc]: MeroAuqecKrre yKEBaHrir K

na6oparopurrx pa6or rro Kypcy (Cerr4 3BM rz reJreKoM

Anercees B.A.- Sner<rpon. TeKcroBbre IaHHhre.- Jft.rneqt

rccyAapcrBeHHhrft rexHr4qecKrift yHr4rlepcr{rer, 3FC ACB, 2012.--
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