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1. OEJIX OCBOEHUSI JUCITAIIJINHBI

[enbio 0CBOEHHS MUCHMIUIMHBI «3alldTa HH(OPMAIIUHY HBJI}IGTCFI 00y4eHNe CTYICHTOR
METOJIOJNIOTHE pellleHuss IpobiieM M 3ajad B o0NACTH HH(GOPMALMOHHOA GE30MacHOCTH ¢
JMICTIONB30BAHHEM MATEMATHYECKOTO allapaTa ¥ KpUNTorpaduaeckux npeo6pa301aaHnn

3amaun;

OBJ'IaI[CHHe HABBIKAMH aHaJIM3a 3alllUIIICHHOCTH I/IH(bopMaHI/IOHHOI/I CI/ICTGMBI

Uzyyenue

HIPUHIIUATIOB
KPHUITOCTOMKOCTH,
@opMHUPOBaHHE HABBIKOB PabOTHI €O CTAHAAPTHHIMH

paboTel ¢

KpUNTOrpa@uIeCKuMHU anropI/ITMaMH u
|

HCIIOJIb30BaHUEM COBPEMCHHOIO amrapara IIpOTrpaMMHPOBAHUSA

OLECHKOH HuX

KPUIITOrpaQUUeCKIMH  aNTOPUTMAMH C

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE 101101'[
Jucnunnuna «3amuTa nHGOpMaIEy» 00SI3aTeTEHBIM JMCHUHKIIIMHEAM YIe0HOTO IITaHa,

3. INTAHUPYEMBIE PE3VJILTATHI OB YUYEHHUS 1O PII/ICIII/IHJIM[HE

®opmupyemsie

KOMIICTEHIINH
(xoz, conepxanme

KOMIIETEHIIMH)

[Inanrpyemsle pe3yibTaTst 00y4eHHs 0 AUCLHAININHE, B COOTBETCTBHH C
HWHAMKATOPOM NOCTIDKEHUS KOMIICTEHIMHI

Hupukatop pocTivkenus
KOMIIETCHIHH
(00, codeprcanue unduxamopa

Pesynbrarer oﬁyqe}mﬂ no
JUCUMILTHHE

HanmeHoBaHIE OLEHOYHOTO
CpenCTRa

OIIK-1. Cnocoben
HIPUMEHSTE
byHOaMeHTaIbHbIE
3HaHWU,
HOJy4YEeHHbIE B
obmacTu
MAaTEeMaTHYECKHX U
(wm)
€CTeCTBEHHBIX
HayK, "
HCIIONIB30BATh UX B
podecCHOHAIBHO
i nesTenbHOCTH

OIIK-1.1. 3HaeT mpUHUMITEL
HCTIOJIE30BaHHS
(byHIaMEHTAIBHBIX 3HAHHH,
MOJTYYICHHBIX B 00J1aCcTH
MaTEMATHIECKUX U (WITH)
€CTECTBEHHBIX HayK.
OIIK-1.2. YMeer
HCITOJIb30BATH 0A30BLIE
3HaHMUA U3 006J1aCTH
MATEMATHYCCKUX U (W)
€CTECTBEHHBIX HAYK B
pohecCHOHANBHOMN
JIeATEeTHHOCTH.

OIIK-1.3. Bnageer HaBeIKamMu
BBHIOOPA METOOB PeLICHHUS
3a1a4 NpodecCHOHATBHOM
JIeATEeNLHOCTH Ha OCHOBE
TEOPETHUECKUX 3HAHMIA

3uaTh: 6a30BbIC 3HAHMS,
HIONy4eHHBIE B 06J1aCTH
MaTeMaTUYeCKHX U (HITH)
€CTeCTBEHHBIX HAYK |
YMeTb: UCTIONB30BATh |
6a30BbIe 3HAHUS U3 OOMACTH
MaTeMaTHYeCKHX U (k)
€CTECTBEHHBIX HAYK B
0oDJIaCTH 3aLIHATHI |
uHGOpMALIUH |
Bnapets: naBblkamMy
BEIOOpA METOZIOB PEIUSHHUS
3a/1a4 3aIIUTHI HHOPMALMH
HA OCHOBE TEOPETHUYECKUX
3HaHHH |

TecToRbIe BOIPOCHI
CutyanvoHHbIE 380291
IpaxTuko-
OpPUECHTHPOBAHHOE
3ajlaHue

OIIK-5. Ciocoben
MHCTAJUTHPOBATh U
COIIPOBOXK/IATH
nporpaMMHoe
obecrieueHne
HHGOPMAITHOHHEBIX
CHCTEM H 0a3
JIaHHBIX, B TOM
YUCIIe
OTEYECTBEHHOI' O
TIPOHCXOXKIEHHS, C
y4YETOM
MHPOPMALIHOHHOMN
6e3omacHoCTH

OIIK-5.1. 3HaeT npHHIMIIEL 1
OCHOBHBIE IPOLIEYPbI
YCTaHOBKH H
aJIMUHHCTPUPOBAHHS
MH(OPMAIMOHHEIX CHCTEM
6a3 NaHHBIX, OCHOBHBIE
TpeboBaHuS
UH(OPMAITHOHHOIM
0€30IacCHOCTH, 3HAKOM C
coxepskanuem Exunoro
peecTpa poccuiickux
IIPOTrpaMM.

OIIK-5.2. Ymeer
OCYILLECTBIIATh
060CHOBaHHEII BHIGOD H
peanM3aluio MpoLeccoB
YCTaHOBKH U TEXHUYECKOTO

3HaTb: IPUHIAIIBI j u
OCHOBHBIE npouexl[ypm
YCTaHOBKH . u
aJIMHHUCTPUPOBAHUS |

MH()OPMALIMOHHBIX CHCTEM
u 6a3 JaHHBIX; OCHoéHLIe
TpeGoBaHMs |
UHPOPMALTHOHHOM |
6e3onacHoCTH; cofiepKaHHe
Eaunoro peectpa
POCCHIICKHX IPOrpamm;|
YMeTh: oCyIECTBIATS |
000CHOBAHHEIH BEIGOD u
PeATU3aLHIO TPOLIECCOB!
YCTaHOBKH U TEXHUYECKOTO

CONPOBOXKACHUS 1

UH(OPMALMOHHBIX CHCTEM

TecToBbIE BOTIPOCH
CuTyannoHHBIE 38.0a9H
INpaxTuko-
OPUEHTHPOBAHHOE
3ajaHue

3]




COIIPOBOXKIICHHS u 6a3 aHHBIX;
MHPOPMALMOHHBIX CHCTeM U | BrianeTs: HaBBIKaMu

6a3 maHHBIX. WHCTa UTALMH U HACTPOUKH
OIIK-5.3. Bnageer HaBBIKaMHU | MPOrPAMMHBIX KOMIUIEKCOB,
MHCTAJUIALUM ¥ HACTPOHKH NPUMEHEHUS OCHOB

MPOrPaMMHBIX KOMILIEKCOB, CETEBBIX TEXHOJIOTHH
IIPYMEHEHUS] OCHOB CETEBBIX
TEXHOJIOTHIA.

4. OFbEM U CTPYKTYPA IAUCIHUILINHbI

TpynoemMKocTb TUCIMILIMHEI COCTABIIIET 5 3aueTHBIX equHui, 180 JacoB

TemaTuueckuii rIan
¢popma oOyuenns — ounas

KonraxTtHag paboTa obyuatommxcs Dopmbl
o C NnNeaarorn4yeCKumM paGOTHPlKOM 5 TCKYILETO KOHTPOIA
E ° = YCTIEBAEMOCTH,
o] Q £ =
= = 3 ) o tdopma
Ne | HawMeHOBaHWE TeM W/HIIH Pa3ienoR/TeM g ] = § 5 z z 9 § § g E TIPOMENCYTOuHOH
wn {HCURILTHHED S’ 8 5| g E ge | §x§ g4 aTTecTaUMH
)
% = g g é‘ 8, "8‘ § ,‘§ % (no cemecmpam)
T = K} % 8| O
1 TeopeTnyeckue OCHOBEI 3aUTH | 5 14 4 - 2 - 25 pEeUTHHT-KOHTPOIE
HHpOPMALUH Nel
2 Kpunrorpaduaeckue MeToas! 5 5-14 28 - 12 - 25 PeATHHT-KOHTPOE
3alUTE HHQOpManuu Ne2
3 OCHOBBI KpUNTOAHAIH3A 5 15-16 |2 - 2 - 24
OcHoBsI cTeranorpaduu 5 17-18 | 2 - 2 - 25 PEHTHHT-KOHTPOJIb
Ne3
Beerosa 5 cemecrtp: - - 36 |- 18 - 99 3K3aMeH 27
Hanwmuane B qucuuminne KP/KI] - - - - - - - -
Hrtoro no pucrmmimme - - 36 |- 18 - 99 3K3ameH 27

CopepxaHne NEeKIUOHHBIX 3aHATHIH 110 THCHHIIIAHE
Pasgen 1. TeopeTuyueckre 0CHOBBI 3aIMTH HHPOPMAITHH
Tema 1. IlonsTue urGOpManuonHoi 6e30omacHocTd. Kirouesnie \Bonpocm PHQOPMAIIMOHHON
Ge3omacHoCTH. 1
PaccmarpuBatoTcss  DOHATHS — SKOHOMHYECKOH U HH(bopMauHOHHou Ge3omacHoOCTH.
OmuceBaercst obwas crpykTypa HHOOPMAIMOHHOMN Ge30macHOCTH C\ TOYKH 3peHus TpeboBaHmit
uHpopmamorHoii  GesonmacHocTd. PaccMarpmBaloTcs  KITIOUEBBIE BOIIPOCHl  HHBOPMALHOHHOI
0e30macHOCTH: HAZIO JIM 3AIIUIIATLCS M 9TO CHeAYeT 3allUIaTh? OT KOTO HaJ0 3alUIIATECA? OT
Yero HaJlo 3alMIIaThCA? Kak HAJIO 3alUIAaThCI? 49TO 00EeCIIeYUT a(b(l)eKTI/IBHOCTL 3aIUTEI? BO YTO
obofinercs paspaboTka, BHEAPEHHE, IKCILTYATAllHs, CONPOBOXKACHHIE 1 pasBHTHe CHCTEM 3aIlUTHI?
Tema 2. Buns! yrpo3 uHdopMannoHHo# 6€30MacHOCTH
[TpuBonsaTcs BUABI yrpo3 WHOOPMAIMOHHON 6€30MacHOCTH, maccmbmcaum HCTOYHVKOB
yrpo3 u 3auminaeMoil uHGoOpMaIi. |
Tema 3. OcHOBEI 3aKOHOMATENECTBA B 06IacTH 0Geceuenns HE(GOPMAIOHHOM Ge30MacHOCTH
PaccmarpuBaercs HOpMaTuBHOM Ga3a IS 3aMUTEL urbopManuy, 3akoHozatenscto CIIIA 1
EBporie! B cdepe sammrer mEpopmanmn. 3akoHoatenscTso PO B edepe | 3ALIUTH HHQOPMAIKH,
Tema 4. INocTpoenue cucreMbl HHGOPMAMOHHOE G€30IACHOCTH | i
PacKphIBaroTCS MOHATHS OTBETCTBEHHOCTH W IIPOTPAMMEI MHGOPMAHOHHOM Ge3omacHOCTIH,
PaccmarpuBaroTcst Monenu HHGOPMAIHMOHHOH O€30MacHOCTH, TpeOOBaHHS M OCHOBHBIE STallbl




peaymzanyu  HHGOPMAIMOHHON — Ge30IIACHOCTH. YKA3BIBAIOTCA MEpPOIpUATHS 110  3aIIIHTE
MH(OpMAIKY, IPUMEHSIEMBIE B OpraHu3alku. PaccMaTpuBaeTcs nomn‘*ne TIOJIUTUKA O€30IIaCHOCTH,
IIPOBOMUTCS PacCMOTPEHME METOJOB aHaTW3a W YIPaBJICHUS pI/ICKaMI/I opu peannsaunn
HH(bOPMaHOHHON 0€30MaCHOCTH ;

Pasnen 2. Kpunrorpaduaeckre MeToab! 31U TH KHPOPMALIHH |

Tema 1. Ocuosrele noHATHA Kpunrorpabuu. Knaccupuxanus mh(prB :
PaccMaTpuBaoTCA [OHATHS KPUITTOTpaduu, Kioda, mudpa, KPEITOTPaMMEL, KpHHTorpa(quecxoro
npeoOpasopanus,  mudpoBaHus,  AeIIUPPOBAHMS. IlpusommTcs  cxem  mpocTeiimeii
kpunrorpapudeckod cucremsl mo Illennony. Paccmarpusaercs KiaccmduKaruu mupoB 1Mo
Pa3HBIM IPU3HAKAM. 1

Tema 2. Knaccudeckas xpunrorpadus. i
PaccmatpusaroTess  mcTopuueckwe KpunTorpapuueckme cucTeMmsl |(mEpd 1 HIH(prBaJILHLIe
YCTpOHCTBA) ¢ ApeBHEHITNX BpeMeH 110 cepequunl XX B.

Tema 3. IlepecTaHOBOYHBIE U TH(PHI 3aMEHEL
PaccmarpuBaroTcs mmpbl MepecTaHOBOK M 3aMEHEL, MOHoaJ'I(I)aBI/ITIlILIe U nosmaidasuTHEE, B
Ka4yecTBE NPHUMEPOB paccMarpuBatoTes mudpsl Llesaps u anceHepa VYKa3bpIBAIOTCA METOABI UX
KpHUIITOAHAIN3A,

Tema 4. [llupoBanye raMMHPOBAHUEM U OHOPA3OBHIE 6JIOKHOTBI (mudp Beprama).

PaccmarpuBaeTcst anroput™ mu@ppoBaHus raMMHPOBAHUEM 1 mmbp Bepnama. HoxasmBaeTckl
KPHUITOCTORKOCTE mudpa Bepuama. ! 7 A

Tema 5. Cummerpuunsre mudper. Cets eiicrens,

PaccmaTpuBaeTcss anroputM muQpOBaHMS C HCIIOIb30BAHHEM | cem Deiicrend, a Tak xe
OCHOBHBIC TIpeoOpasylomue (yHKIHM, HWCHONb3YeMbIE B I[aHHOM anroput™e. llpumepsr
mu¢poBanus/iemubppoBaHus. YKa3bBAIOTCS METO (bl KPAITOAHAIN3A ;:;aHHoro mmdpa. ;

Tema 5. Cammetpuunsbie muper. DES
Pacemarpusaetcs anropur™ mudposanns DES, pexumsl ero paboTeI ‘(CBC CFB;OFB). Hpmvlepbl
mudposanus/nemudpopanus. YKazblBaloTcs METO/ B! KPAIITOAHATH3A JAHHOTO mugpa.

Tema 6. Cummerprunsie mudpst. upp FOCT 28147-89, mudp Blowfish.
PaccmarpuBatotest anropurmsl mudposanus [OCT u Blowfish. Vkasssarores MPEUMYIIECTBA 10
cpasuenuio ¢ DES.

Tema 7. Cummerpuunste mudpsl. Anroput™ Rijndael, mmdp AES
Pacemarpusarorcs anroputmsl mmposanus Rijndael u ocHoaHHSI Ha HeMm AES.

Tema 8. CummeTpuunble mudpsl. YpaBieHne KIFOYEBOM I/IH(i)opMauHeH
PaccmatpuBaercs Ipotoxon Kerberos. 1

Tema 9. [ToTokoBrie mEGPEI 5
PaccmaTpuBaeTcss MOHATHE MOTOKOBOro mudpa. THIED HOTOKOBBIX‘ muAPpPOB, UX OTIHYME OT
OMOYHBIX. |

Tema 10. ITotoxoste mudpsr. [udpp RC4, |
Pacemarpusaercs anroputM RC4, ero kpunroananus u mpuMepet I/ICHOJI:BSOBaHI/ISI.

Tema 11.Accumerpuynoe mmbposanue. |

PaccmatpuBaeTces nonsaTHE accuMeTpudHOro Mrdpa. Ero oTIHume 0T CUMMETPUYHOTO.

Tema 11.Accumerprunoe mudposanue. Pacipenenenue Kiodei 1o cxeme Jnddpu-Xennmmana

PaccmatpuBaercs  anroput™  [udu-XemmMana, HOBBOJIHIQIHI/II/I JIBYyM  a0OHEHTaM,
OOMEHHBAACH COOOIICHUAME II0 HeGE30IIaCHOMY KAHAIy CBSI3H, pacnpez:enmb MEXIy coboi
CEKpETHBIN K04 MU (pOBaHuSL. |

Tema 12.Accumerpranoe mudposanne. Hludps RSA, Dib- FaMan;I

PaccMarpuBaroTes KpUITOrpaguuecKue CHCTEMBI Ha OCHOBE aJIFOpI/ITMOB RSA u Onp-T'amans.

Tema 13. KoMmOuHupOBaHHAS KPUITOCKCTEMA IMH(GPOBAHUS 1

PaccmaTpuBaroTCS METOBI COBMECTHOTO HCIIOJIB30BAHIE CI/IMMeTpI/I‘-IHBIX U aCCHUMETPHYHBIX
mudpos.

Tema 14. Xour ¢pyaxuun, Anropurmel SHA-1 u N-hash.
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PaccMaTpyBaroTCsS ITOHATHS X9UI GYHKIHH, AalIKeTca U HX 0COGEHHOCTEH. PaccmarpuBaroTcs
peanusaimu xout GyHKIOuH ¥ MEGPOB Ha U3 OCHOBE 110 AITOPATMAM SHA 1 1 N-hash.

Tema 15. Dnexrponnas nudposas moamucs (DLIII). Anropurm (bopMHpOBaHH;I 3NEKTPOHHO-
mu¢poBoi noamucu DSA.,

Pacemarpusaercs nonstue OLITI, a Takke ee popMupoBaHue Ha ocHoBe anroputMa DSA.

Tema 16. 3amuta uadopmarmu B IP ceTax. 1

PaccMarpuBaroTCs  OCHOBHBIE IIPOTOKONBI ceTH MHTepHerT, | | 00ECIICYHBAIOIHAE  3AIUTY
undopmarmu: S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP u MEIKCETEBbIC SKPAHEL

Tema 17. Kpunroanroputmer mpoctpanctsa .Net.

PaccMmarpuBaercs nmpoctpancTso umen [IpocTpancTBO HMEH Cryptography B .NET Framework.

Tema 18. XML- kpunrorpadus

PacemarpuBarorcs Bosmoxxnoctd XML —kpuntorpadmnm, CpaBHI/IBaIOTCSI PasIUYHEIE THIIE]
XML —mropmuceit =

Paznen 3. Kpunroananus.

Tema 19. Kpunrroananus

PaCCMa’]‘pI/IBaIOTC}I METOJIbI KpI/IHToaHaJ'IHSa‘ YAaCTOTHBIM, METON HOJ'IHOFO nepebopa, aTaka 1o
KIIFOYaM, MeToj| "BeTpeun mocepenune”. Kpunroanamms CI/IMMeTpI/I‘IHLIX MHGPOB, KPUNTOAHAIN3
ACHMMCTPHYHBIX MHPPOB, KPUITOAHATH3 XOII (DYHKIMI, KpnnToaHanns 1o HO60‘-IHLIM KaHajam,
KBAaHTOBBINA KPUNITOAHAITHS, ‘

Paznen 4. OcHOBEI cTeranorpaduu

Tema 20. OcHOBEI cTeranorpaduu

Honsitme w  Buael  creradorpaduu. Creraorpadus u 1/1306pa>1<eH1/151 Meron LSB,
creraHorpadus u BUIEO, CTCTaHOTPadus ¥ ayJuo. (vTeraHorpa(queCKHp IIPOTPaMMHBIE IPOAYKTEL

\
Conepxkanue npakTHuecKnX/1a60pATOPHBIX 3aHATHIA 11;0 AUCIUTLIMHE

Pazzen 1. Teoperndeckue 0CHOBBI 3aIUTEI HH(OPMALUH ;
Tema 1. Ilomsrue wundOpManuoHHOH Ge3omacHOCTH., KIoueBble BONIPOCE MHQOPMAIHOHHOM
OezomacHocTH, |
JlaGopaTopnas pa6ora Nel. «I'enepanusi nceBaoCAyYaiHbIX nocne;(‘OBaTe.anocwn»
W3ydenue,mporpaMMHas reHepaLus U OEHKA TICEBI0CITY IailHbIX nocne,uOBaTeJILHocrt,H
Jabopatopras paGora Ne2. «IlomcucTeMbl MAPOILHOlM AyTCHTHPHKAUMA T0JIB30BATEIeH,
I'enepatopei naposeii. OneHka creneHu cTORKOCTH NAPOJILHON 3AMATLD
Hccnenosanye mapolbHBIX IIOJCHCTEM ayTeHTHOUKAAN nom:soBaTenep Peaymsanus H]pOCTeI/IU_IeFO
TeHepaTopa Hapoiel, obJianaomero TpeGyeMoi CTOMKOCTBIO KO B3TIOMY,
Paspen 2. Kpunrorpagudeckue METO/IbI 3aIATH HE(GOPMALIHH
Tema 1. Knaccuueckast kpunrorpadus
JlaGoparopnas pa6ora Ne3. «Knaccugeckass kpuntorpadus. IIImbp He3apsa»
Wsy4enue u nporpammuas peamsaiys muppa Llesaps. |
Tema 2. Cummerpuunast kpunrorpadus !
JlaGoparopnas pa6ora Ned. «Cummerprunas kpunrorpadust. Cetn| QeiicTenn»
Wsyuenne 0coGeHHOCTEl M porpaMMHast peausanus cety DefcTes. i
JlaGoparopuasn pa6ora Ne5. «CummeTpuunas kpunrorpadus. ToToxoBniil mupp RC4»
Peannsopate mpocTeimmmit MOTOKOBBIA MUbP ¢ CHMMETPHUYHEIM KJIIOYOM HA OCHOBE allOPHTMA
RCA4. |
Tema 3. Accumerpranast kpunrorpadus
JlaGopaTtopnas pa6ora Ne6. «AccHMeTpHIHBIE AJrOPHTMbI mn(])poBaHnﬂ AAHHBIX. AJITOPATM
RSA»
Usy4uts npunnun paGoTHL aCHMMETPUYHBIX ANTOPHTMOB mudpoBasis Ha IIPUMEpPE arOpPUTMA
RSA.
Tema 4. Kpunrorpagus 8 OC Windows
JlaGoparopuas paGora Ne7. «IIporpaMmmpoBanue KpunrorpaguYecKux mnpoBaiigepos Ha
mnatgopme NET: Anropurmer xsmuposanus SHA-1 u MD5»
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HayuuTtbcs uecnonp3oBath KpunTorpaduueckue npoBaiaeps! xam-q)yHKuHH B .NET Framework.,

Pasnen 3. OcHOBBI KpHIITOaHAIN3a |
Tema 1. Tnddepennnanbubtii KpUnTOAHATH? |
Jlabopartopnas padora Ne8. «/IndpepennmannHLIii KpunTOaHAIU3 GI0IHBIX muppoB»
Usyante Mmerox nuddepeHnUaibHOro KpHNTOAHATIHM3A l'IpI/IMeHI/IT‘eJIBHO K MHOTOPayHJIOBBIM
aIropuT™MaM OJIOYHOTO MHPPOBAHHAA. |
Paznen 4. OcHoBEI cTeranorpaguu
Tema 1. Ckprrtre TekcToBo! uHdOpMammu B daiine H306paKeHns
Jlaboparopnas pabora Ne9. «Creranorpadus. CkpbiTue TeKCTOBOW uHpopManun B aiiie
H300paskeHUD |

|

PeanuzoBeiBaTte MeTox LSB, KOTOPBIA 3aKIIOYaeTCs B 3aMeHE IIOCIC[HUX 3HAYaliX OHTOB B
KOHTEHHEpe M300paXKeHUs Ha OUTHI CKPEIBAEMOT'O COOOIICHHS.

5. OHEHOYHBIE CPEJACTBA JJI51 TEKYIIETO KOHTPOJI}I YCIIEBAEMOCTNA,
MPOMEXXYTOYHOMN ATTECTAILIAU 10 UTOT'AM OCBOEHI/IH ANCITAIIJINHbBI
1 YYEBHO-METOINYECKOE OBECIIEUEHUE CAMOCTOHTEHLHOI/I PABOTHI
CTYAEHTOB

5.1. Texymuii KoHTpOJIb ycIeBaeMocTH

KoHTponbHEIE BOIPOCH! PEUTHHT-KOHTPOJLA:

Peiimunz-xonmpons 1

Bapuanr 1 - G
PassepHyTO OTBETHTE Ha BOIPOCEL

Bompoc 1. KimroueBste BOpock! HEGOPMAIHOHHOM 6€30MaCHOCTH,
Bompoc 2. Bugs! yrpos nHpopManHoHHOM 6e30macHOCTH.

Bonpoc 3. Anroputv npoBeeHUs aHANH3a U OLEHKH yTPO3 I/IH(I)OpMaHI/IOHHOI/I 6ezomacHOCTH,
Bapuant 2 !
Pa3BepHyTO OTBETUTH HA BOIPOCHL

Bompoc 1. Cocrapmnsronye nrGOpPMAIOHHON GE30MaCHOCTH.

Bomnpoc 2. Monens yrposst HHGOPMAIMOHHOM Ge301acHOCTH.

Bomnpoc 3. OcHoBHBIE BHABI 3aIuInaeMoi HHGOPMAIHH.

Bapuant 3

PasBepHyTO OTBETHTH Ha BOIIPOCEL

Bompoc 1. Buzst yrpos unbopmarosnoit 6e30macHoCTH.

Bompoc 2. 3akonomarensctBo PD B 061aCTH 3aIIUTH UHGOPMAIVH.
Bonpoc 3. Conepxxanue Mozenn HHGOPMAIOHHOM GE30MACHOCTH.
Bapuanr 4

Pa3BepHyTO OTBETUTDH HA BOIIPOCHL

Bompoc 1. Kimouessie BOIPocs HEGOPMAIMOHHON 6e30MacHOCTH.
Bompoc 2. Bujtsl Mozeneli nadopMaIiMoHHOH 6e30MacHOCTH.

Bompoc 3. ITomutika nHGOpMaLOHHOH 6e30MacHOCTH.

Peiimunz-konmpons 2

Bapuanr 1

Pa3BepHYTO OTBETUTH HA BOIIPOCEHL

Bonpoc 1. Anropurm pacimdposanus TOCT 28147-89.

Bompoc 2. Anroput™ pacipeienieHus KIIIoUei Mo cxeme Judpdu- XeJ'IJ'IMaHa

Bompoc 3. Anropurm RC4 |

Pemnts 3anauy.

3anaua Nel. Anroputm mmdposanus rsa.

CrenepupyiiTe OTKPBITBIA H 3aKPBITHI KIFOYH B aNTOPHTME mmprBaHlm RSA, BrIOpaB mpocteie
YMCNIA P ¥ q U3 TICPBOH COTHH. Jammudppyiite coobIeHne, COCTOSINEe U3 Bamux MHAMAN0B: ®HO,



Bapnanr 2

Pa3BepHYTO OTBETHTH HA BOIPOCHL.

Bompoc 1. Anrroputv pacnmdposanus TOCT 28147-89. O6mas cxema,

Bompoc 2. [TIngp Blowfish

Bomnpoc 3. TIporokon Kerberos

3anaua Nel. Anroput™ mudpoBaHus r5a.

Pemuts 3amauy.

CrenepupyiTe OTKpHITHIH M 3aKPBITHIA KIIOYM B AITOPUTME mmdposanust RSA, BEIOpaB TpocThiE
4KCIIa p ¥ q U3 BTOPO# coTHH. 3ammdpyiite coobIeH e, CoCToAIIEe U3 Bammmx nHIIHAI0s: OUO.
Bapnant 3

PasBepHyTO OTBETHTE Ha BOIIPOCHL

Bompoc 1. Kaxue hyRKIME MOTYT HCIIONL30BATECS MPH MHdpoBaHUH B cetd Deiicrensa?

Bompoc 2. Onucats anroputm pacnpenenenus KIodei mo cxeMe Hmb(bn-XeJmMaHa

Bompoc 3.0nwucate anroputm RC4
PemwuTs 3amayy.

3anaua Nel

Brimonuuts 3 payrna mudposanns u meumpposanns cetsio Meiicrens coobmenue «2014y, rue
F=(L+n)mod 256 (mod — ocTaTok OT AeneHus), n— HOMep BapHAHTA.

Bapuanr 4

Pa3BepHYTO OTBETHTH HA BOIPOCHL.

Bompoc 1. Kaxumu cpoficTBaMu 061a1a10T X911 GyHKIME?

Bompoc 2. Onmcars anroput™ mudposanus Dib- Famans

Bompoc 3. Onwmcars anroputM mudposanus DES

Pemmuts 3amagy.

3amaua Nel.

Hcnonesys mudp Iesaps, samudpyitte con @amumuro Ums OquCTBo Bemnuuna cnura pasua
HOMEDPY BapHaHTa.

Peiimunz-konmpons 3

Bapuanr 1

Pa3BepHyTO OTBETUTH HA BOIPOCEHL

Bompoc 1. Kom6uHEpOBaHHAS KPUITOCHCTEMA IMH()POBAHIS |
Bompoc 2. Anroput™ GopMupoBanis DnexrpoHHO-IH(BPOBOI nommcmDSA
Bompoc 3. IIpotoxonsr SSL u TLS |
Bonpoc 4. Kpunroananms cuMMeTpUyHBIX HQPOB

Bapuanr 2

Pa3BepHYTO OTBETHTH HA BOIPOCHL.

Bonpoc 1. Xom dyuxmmn

Bompoc 2. Anroputm SHA-1

Bomnpoc 3. ITpotokon S/MIME

Bornpoc 4. Kpunroanains acHMMETPUYHBIX INH(POB

Bapnanr 3

Pa3BepHYTO OTBETHUTH HA BOIPOCHL

Bonpoc 1. Onexrponnas mudposas momucs

Bompoc 2. Anroputm SHA-1

Bompoc 3. [Tporokosr S/MIME

Bomnpoc 4. Kpunroananus xem-Qysxumii

Bapuanr 4.

Pa3BepHyTO OTBETHTH HA BOIIPOCEL

Bompoc 1. Creranorpadudeckme MeTOIbI

Bonpoc 2. Kpunroanroputmsl poctpanctsa .Net

Bonpoc 3. YacToTHBI! KpUnITOQHAIN3



Bonpoc 4. KBaHTOBBIE KPHITOAITOPHTMEL

3.2. IIpome:xyTOUHAsE ATTECTAUHMS 110 HTOIaM OCBOSHUS nncunnmnﬁm
JK3aMeHAIMOHHBIE BONPOCHI 110 AMCHHUILINHE: |
1. CtpykTypa M OCHOBHEIE COCTABISIOIIME HH()OPMAHOHHOIN Ge30macHOCTH
2. O6mue Borpocs! HHGOPMAIMOBHON 6e30IaCHOCTH.
3. Bugsl yrpo3 nHGOpMannoOHHON G€30II1aCHOCTH.
4. 3akoHonaTenscTBO PO B 00macTu uHOPMALMOHHOH 6E30MacHOCTH,
5. Knaccuueckas kpunrorpadus.
6. Illudp Liezaps.
7. Cets Oeiicrers.
8. OyHKIUH, UCIIONE3YeMBIe TIpH MH(pPOBAHKH B ceTh Deticres.
9. Anroput™m mudposauus 'OCT.
10. Anroput™ mudposanus Blowfish.
11. AnropurMm mudposanus DES.
12. Anropur™ mmdposanus Rijndael.
13. Anroput™ mmdposanug AES.
14. TToroxoBsle mmppr1. Anropurym RC4.
15. Asroput™ pacnpenenenus kiodei mo cxeme Juddu-Xemmana.,
16. Anroputm mudposanus RSA.
17. Anroput™ mndposanus Dnn- [Namams
18. Anroput™ mudposanus SHA-1.
19. CaoiicTBa 0OAHOCTOPOHHMX (GYHKIIHL.
20. Kpunroanropurmsl mpoctpascrsa Net.
21. IIpoTOKOJIBI 3AIUTEI uHpopmaruu B IP cerax.
22. MeTomp! KpHNITOAHAIN3A
23. Metons! creranorpaduy.
5.3. CamocTosTe/bHAS paGoTa 00y4AIOIIErOCH.
Boupoce! /151 KOHTPOJIsI CAMOCTOATENBLHOI PaGoThI:
1.PackpoiiTe moHATHS HHOOPMAMOHHOM K IKOHOMHYECKOI Ge30MacHOCTH.
2.IlepeunciuTe W ONMIIHTE BHABI HCTOYHHKOB YIPO3 HH(bopMaIiHOHHOH 0€3011aCHOCTH M HX
0COOEHHOCTH.
3.YKaxuTe OCHOBHBIE BH/IbI 3aIHINAEMON HH(POPMALIHH.
4. OnmnruTe MeXIyHapOIHOE 3aKOHOAATENBCTBO B cdhepe 3aIJ.[I/ITH “HpOpMAIWH.
5. OnuIuuTe CTaHAAPTHL X 3aKOHOAATENHCTBO P® B chepe SaHII/ITBI uHGOpMAIIHH,
6. YKaXHuTe OCHOBHBIC ACIIEKTHI [IOCTPOEHHS CHCTEMBI I/IH(i)OpMaI_II/IOHHOI/I 6e30I1acHOCTH,
7. Chopmynupyiite mporpaMmy HHPOPMAIHOHHOM Ge30IaCHOCTH,
8. [purumcinre Momeny HHGOPMALMOHHON 6e30MacHOCTH, YKaXHTe MX 0COGCHHOCTH.
9. KakoBBI OCHOBHEIE 3TallBl pEATH3ALUY MOJICITH I/IH(I)OpMaIII/IOHHOI/I 6e3zomacHOCTH?
10. Kaxne MeponpuaThs 110 3a1mure UHGOPMAIMH IPOBOIATCS B opraHI/I3aun;Ix‘?
11. Kaxum 06pa3zoM hopMupyeTes TOIRTHKA 6e30aCHOCTH B OpI‘E‘lHI/ISaIII/II/I?
12.Kakum 06pa3soM NpPOM3BOAWTCS YIpPAaBICHHE PHCKAMH B cucreMax I/IH(l)OpMaI_[I/IOHHOI/I
0e30macHOCTH. ‘
13.Kax onenupaercs >(GGEKTUBHOCTE U PeHTaGEIBHOCTH | |CHCTeM  HH(OPMAaMOHHOM
6e30macHOCTH. |
14, Kakue METONOJIOTHH OLEHKH 0€30IaCHOCTH I/IH(l)OpMaI_II/IOHHOI/I CHCTEMBI CYLIECTBYIOT U
HCIIOJIB3YIOTCS CETOMHA?
15. Yro Taxoe xpunrorpathuueckas 3anura HHGOpMAITHH?
16. Kaxne knaccuduxannn umdpos CylIeCTBYIOT Ha CETOJHANIHAIN TeHb?
17. Onmumute mupd! 1 yCTpORCTBA KIACCHIECKOM KpunTorpaduu.
18. B uem 3axmodaeTcs CyTh HOACTAHOBOYHBIX ¥ MEPECTAHOBOUHEIX MH(BPOB?
19. Packpoiite cyTs mmubpa [ezaps.




20. Onummure mudp Bukenepa.
21. YkaxuTe OCHOBHBIC MIPHHIHIIE! ITHPPOBAHK FdMMPIpOBaHI/IeM
22. Kax ucrione3yercs muppoBaHue METOAOM OJTHOPa30BOT0 6J10KH0Ta‘7
23. B yeM 3aKy1r09aeTCA CYTh CHMMETPUYHOM KpUITOrpadun? ‘
24. Kak popmupyetcs cetp Pelicrens?
25. KaxnM 06pa3oM opranu3oBanbl madpEI Ha ocHOBe cetr Deit q ensa: ['OCT, Blowﬁsh‘7
26. Onumure mudp DES. |
27. Onumure npuHOMI AeiicTBus mudpos Rijndael, AES. \
28. KaxoBBI 0COGEHHOCTH ITOTOKOBOTO IMMHGPOBAHUA TIO anroputMy RC4?
29. VkaxuTe OCHOBHbIE IPHHIMITEI ACCUMMETPHYHON KpnnTorpa(bHH
30. Onuumure mmgp RSA. |
31. Onumure MaTeMaTHIecKyto 6asy mmdpa Db [amas.
32. Chopmymupyiite moustue JLIIL
33. Omammmre DSA anropurm popmuposarms DI
34, ChopmynupyiiTe HOHATHE XL ¥ €70 OCHOBHEIE CBOMCTBA.
35. Onummwre anroputMel SHA u N-hash.
36. OnumuTe MaTeEMaTHYECKyIO 6a3y airopuTMoB Tama MD.
37.Kakum o00Opa3soM NpOU3BOAMTCE KOMOWHHPOBAHHE chMeTquHoﬁ U acCHMETPHUHOM
Kpunrorpadum? |
38.KakuM 06pa3oM pean3yroTCs B UCHIOJIB3YIOTCS ](pHHTOHpOBaﬁ,I[CpLI Ha 1aTtgopme NET?
39.C ucnonp30BaHHEM KaKHX POTOKOJIOB OCYIIECTBIISIETCS 3amnrra I/IH(I)OpMaHI/)[I/I B IP cersx?
40. Kakye 0CHOBHBIE METO/bI KPHIITOAHAIIA3A CYIIECTBYIOT? | ‘
41. Packpolite OCHOBHEIE MeTO5I U(POBOIL cTerarmorpaduu.
3agaum 105 KOHTPOJIS CAMOCTOSTEILHOM PAGOThHI:
3amaua Nel.
Ucnonesys mmdp Lesaps, sammdpyiire cBon Pamumuro Ums OtuectBo. Bennunua cipura pasra
HOMEPY BapHaHTA.,
3agaya Ne2.
Bammdpyiite cioso AJI®ABUT no ramme MIIOHTX.
3amaua Ne3,
3ammdpyiite coso AJIPABUT mmdpom Bikenepa ¢ xnowom MUP
3agaua Ned,
Coobmenne SOKYDIOLIGCWUUHO samudporano muppom BepTI/IK%cUIBHOI‘/'I IIEpeCTaHOBKH
(1 2 3 4 5 6)
3 5 416 2

Pacummdpomars coobmenmue.
3amaya Ne5. ;
3ammupylite npemioKeHue, MTPHIMEHUB CIIEMYIOIYIO IIePECTAHOBKY| CIIOB: MEHSIOTCS MECTAMU

IICPBOE M IIOCIIE/THEE CIIOBA, 3aTEM BTOPOE M IIPENIOCIeHEE U T. .

3amaga Ne6, ‘

CKOJIBKO JONOJHUTENBHBIX OMT HAmo MOOABHTH K COOGIIEHHMIO amuaoit 100 cmMBONOB, ecnm
KOZIMPOBAHUE OXHOrO cuMBOJa TpeOyer 86uT m Onounbii mmdpp pa60TaeT ¢ OmoxaMu IHHOM
646uTa? |
3anaua Ne7, |
Bemonnuts 3 paynna mmdposanus m nemudpopanns cersio DeiicTe
F=(L+n)mod 256 (mod — ocTaTok 0T #enenms), n — HOMEp BapHaHTA. !

3amaga Ne§. |

OTKpBITEIH TEKCT ¥ €10 MUGPOTEKCT UMEIOT JIHHY 40UTa, JIHHA Kmoqa 36ura. OyHKUMS U3BIIEKAET
l-prityr 3-uit GUTHI KIIFOYA, HHTEPIIPETHPYET UX KAK LECSITUYHOE 9HCIIO, BO3BOIMUT €T0 B KBAApPAT U
HHTEPIPETHPYET PE3YIbTAT KaK 4-OUTOBYIO MOCIELOBATEILHOCTD. Hanm pe3yJIbTaT 3aIu)pOBaHUs
¥ paciiu(ppOBaHusl, €CIIH IEPBOHAYANLHEINA HCXOMHBIH TekeT —0111, xmou—101,

3amaga Ne9,

‘s[ coobmerne «2016», rue
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CrenepupyHTe OTKpHITBIM M 3aKPEITHI KIIOYM B aIrOpPHUTME mn(prBaHI/m RSA, BbiGpas npoctbie
9HCIIa P U g U3 NIEPBOM COTHH. 3amudpyiite coobIeHne, cocTodIee 13 Bamux naumanos: ®HO.
3amaua Nel0. |
CKonbKo HMeeTcss HATypaIbHBIX 4HUCEN, MeHbIHX N=pq BaanMHo‘ npoctex ¢ N, rze pu q -
PasIUYHEIE MPOCThIE Ynca? |

@oH  OLEHOYHBIX  MATEPUATIOB (®OM) maa HpOBeJIeHI/DI aTTeCTauHI/I YPOBHA
CpOPMHUPOBAHHOCTH KOMIIETEHIHH O0OYYarOIUXCs M0 IUCHMIIIAHE O(QOPMIISETCS  OTHEIbHBIM
JOKYMEHTOM.

6. YY4EBHO-METOJIUYECKOE " HH@OPMAHHOHHdE OBECIIEYEHUE

JUCHUILIAHBI
6.1. Kauroo0ecmeuennocTs
HanmenoBanvie MuTepaTypsl: aBTOp, Ha3BAHKE, BUJ M3/1aHHS, Ton KHHUI"OOBECIIEYEHHO

U31aTeJILCTBO W30aHuSA CThb
| Hannuue B snexTponHoM '
kararore 95C

OcHoBHas nuTepatypa i
1. A.O. Kyuepuk, A.1O. Jlexcun, JI.H. Byxapos, A.JO. Illarypuna Kypc 2017 http://e.lib.vIsu.ru/bitstres’ *

JIEKIHH 110 AucumIvkHe «3amuTa uHopMamiu» / Bragum., roc. yuu-T m/123456789/6466/1/0070
uMeHH Anekcannpa I'puropeesuda u Hukounas Ipuropbesnua 2.ﬂdf
Cronerobrx. — Biagumup: Usp-po Bal'V

2. Kyuepuxk A. O. ,Byxapos JI. H. 2017 http://e.lib.vlsu.ru/bitstrea
Hosukosa O. A., Camprmkun B. [I. Metomudeckue ykasaHus 1o m/123456789/5886/1/0067
BBITIOJIHEHHIO J1aO0pPAaTOPHBIX paboT 10 AUCUUILTHHE «3aImuTa 8.pdf

uHpopmauny BnaguM. roc, yHu-T uMeHU ANeKcanzpa I'puropeesnua u
Hukonas I'puropsesuya Croserossix; — Buaamvup: M3g-s0 Bal'y

3. Bonenosa O.A., Undopmammonssiii mup XXI seka. Kpunrorpadums - 2018 http://www.studentlibrary.r

OCHOBA HH(OPMAMOHHOM 6€30I1aCHOCTH [DIeKTPOHHEIH pecypc] / wbook/ISBN97853940303

bonenora D.A. - M. : Tamkos u K 14.html

JomonEuTeNLHAS THTEPATYPa

1. Asepaenkos B.W., Kpunrorpahmyeckue MeToIB! 3alIUTLI 2017 http://www.studentlibrary.r

nHdopmanuy [DnekTpoHHsIit pecypc] / Asepuenkos B.H. - M. : wbook/ISBN97859765294

OJIMHTA. 72.html

2. Arpommn C.M., [TuckpeTHas MateMatuka, MoayiapHas anre6pa, 2017 http://www studentlibrary.r

Kpunrorpadusi, koxuposanye [DMeKkTpoHHELit pecypc] / ABxomun C. M., u/book/ISBN97859407440

Ha6ebun A. A, - M. : IMK Ipecc. 83.html

3. Bupiokos A.A., UHopMarmoHHas 6e30IacHOCTb: 3aluTa 1 2017 http://www.studentlibrary.r

HamaneHne [DeKTpoHHkIi pecype] / Bupiokos A. A. - M. : IMK IIpecc. u/book/ISBN97859706043
59.html

6.2. Ilepuogudyeckue M3ganus

1. Xypuan "3amura urdopmariun. Vecaiin". - Pexwum nocryma: http://www.inside-zi.ru/

2. Mudopmanus u 6e30macHocTs. - Pexxnm nocryma: http:/cchgeu. ru/s01ence/nauchnye-
izdaniya/informatsiya-i-bezopasnost/ ;

3. Information Security. - Pexxum nocryma: http://www.itsec.ru/ i

6.3. UnTepHET-pecypehbl !

1. Omer I'parvann, Bragumup Kuses BesonacHocTs I/IH(i)OpMaI.II/IOH}HBIX cucreM. — Pexxum
nocryna: https://www.intuit.ru/studies/courses/13845/1242/info

2. Onpra Jlanonuna Kprnrorpaduueckue 0CHOBE G301MaCHOCTH. — Pexxum nocryia:
https://www.intuit.ru/studies/courses/28/28/info

3. 'anuna Bacanosa OcHoBEI kpunrorpadum. — PexwuM moctyma:
https://www.intuit.ru/studies/courses/691/547/info

i
7. MATEPUAJIBHO-TEXHUYECKOE OBECIEYEHUE JUCLHUTIINHBI
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HUst  peanuzanyu  JaHHOH JUCLMIUTMHBI HMMEIOTCS CIIENMANBHBIE ITOMELICHUS  JUlsl
NPOBEJICHHUSA 3aHATHH JICKIIMOHHOTO THUIIA, 3aHATHH Ta00paTOPHOro THIIA.

JlaGoparopusie paGoTs! mporoasTes B ayn. 100-3, 106-3, 5116-3, 511r-3. :

[lepeueHs HCIONMB3yeMOro JHUIEH3HOHHOTO MPOTPaMMHOTO obecmedeHus; MS Vlsual

Studio.
Pa6ouyro nporpaMMy cOCTaBMII CTApIUKH [IPENOAaABATENE f;fff’ = J.H. bByxapos
(PHO, nomxHocTD, no,uHHCL)/ A
Penensent I'enepanbhblit nupextop 000 «@C Cepsucy .f/ 7 : J1.C. KBacon

(mecTo paborhl, IIO.H)KHOCTB 551/10 no;umcr,)

IIporpamma pacecMoTpeHa u oo6peHa Ha 3aceJaHiN Ka({)eﬂpm ? ’//f W
ITporokon Nel ot 30.08.2021 roga

P ‘
3aBenyromuii Kadepoii S Z C.M. Apaxknesn

(OH O oanwCs)

Pa6ouas nporpamMma paccMOTpeHa u ofo6pena
Ha 3aceflaHud y4eOHO-METONUYECKOM KOMHCCHM HANpPaBIECHHS 02 03 02 dynpameHnTannHAas
UHbOpMATHKa X HHGOPMAIHOHHBIE TEXHOIOTHH

TIpencemarens KOMHCCHH “‘/ C.M. ApakJiesn
p p

(®HO, aomKHOCTS, OATHCE)

4

JIMCT IEPEYTBEPK/IEHUS
PABOYE TIPOrPAMMOBI AU CITAILIHbI

Pabouast mporpamma onobpena ua 20,7%" /2043 chﬁﬂbm roga
IIpoTokox 3acenanus xapenpsl Ne / oT Y A | »lp roja
. 5 5 %\ //7 // =
/ 3aBeyroluii Kaderpoi \ / / a7l
Pa6ouas nporpamma ogoGpena na 20 /20 yHaeOHbIi ro1a
IIpoTokon 3acenanus xadempsr Ne oT roaa

3aBenyroumii kadenpoit

Pa6ouas mporpamma ogoGpena Ha 20 /20 y4eOHBbI# Tos1a

IIpoToxon 3aceranus kagenprr No 0T rosia

3aBenyroumii Kabeapoi
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