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1. rIEJ[r OCBOEH|,I^fl, I{I,:CJIIrrIJrr,rH

Ilenrro ocBoeHl4t AI4oIITIIJIIIHu <3auqura nu(poprvrarJlru>> ssisercx o6yuerlue cryAeHToB
MeroAoJIorPII{ pellreHl{r npo6ueu u gallarr s o6flacru uu(foprvraqpronnoft 6e:louaurocru c
rIcrIoJIb3oBaHI4eM MareMarl4qecKofo annapara r{ Kp}rrrrorpa$z.recrux upeo6parosauuir.
3aaaqn:
Onna4euue HaBbrKaMr4 aHajru3 a 3 arJIr{uIeHHo cru uutf opMaur,roHHofi cucdeuu
I4syveHIre [pI4HrII,I[oB pa6orlr c Kprrnrorpa$uuecruuu arropr.rrMaMra vr oqenxoft r4x
Kpr.rnrocroftrocrz.
OopuuponaHue HaBbIKoB pa6otu co craH,qaprrrbrMr4 Kprrrrrorpa(pu.recrurvrn ailropl4TMaMr{ c
rlcrroJrb3oBaHneM coBpeMeHHoro anflapaTa npofpaMMr4poBaHr4t

2. MECTO AI,ICUnIIJIIIHbI B CTpyKTypE OUOII
[ualunnuna <3arqura IEu(fopuaquia> o6sgareJrbHbrM Ar.rcrlr{rrnr.rgaru yre6noro nJraHa.

3. I]IJIAHI4PYEMbIE PE3YJIbTATbI OEYIIEHI{fl IIO AI,ICqUIINI4IHE

Ooprr,rupyenaue

KOMIIETEHIII'III

(xoA, co.qepNanue
rounerenqzu)

flnanzpyelrrre pe3ynbrarrr o6ylenux rro lr4cllrrnJrvHe, B coorBercrBur4 c
I,IHAI4KATOPOM AOCTI'IXEHI,If, KOMNETEHUfi I,I

HaulaeHoeaHae oueHoqHoro
cpeAcrBa

Llnlrararop Ao c"Tr,rxeHlrt
KOMIIETEHIII414

(rcod, codepcrcaulte uxdurcamona

Pesynr,'raru o6yuenzr
,u14cuunJr14He

o

OIIK-1. Cnocodeu
rrpr4MeHrTb

$yu4arvrenraJrbHbre
3H,AIlVIfl,

noJI) IeHHbIe B

o6racru
MATEMATHqECKMX I{
(ulu)
ECTECTBEHHbIX

HayK, I4

I4CIIOJIb3OBAT6 ITX B

npoQeccuoururbHo
ft Ae.sremuoc:rpr

OfIK-l. l. 3saer npr,rHrlr{nbr
LrcIIoJIb30BaHus

dynAanren'rur b Hbr x 3uauui,t,
rroJryr{eHHblx n o6lacrpr
MareMarur{e crcwx u ( ulu)
ecTecTBeHHbrX HayK.
OIIK-1.2" Vueer
plctloJrb3oBau 6agosrre
3HaHHr us o6racrll
MareMaruqe crcux u ( uttu)
ecTecTBeHHbIX HayK B

npodeccHoHaftnofi
.4E'TEJIbHOCTH.

O[IK- l .3. Bna4eer HaBbrKaMr4

nu6opa MeroAoB perxeHrur
3aAaq npo$eccuoualrnofi
AegTenbHocTr4 Ha ocHoBe
Teoperuqecxnx sHanuft

3 uarr : 6a3osrre 3HaHr,rr,

nonyrleHHble s o6racrpl
MareMarvr{ecnm u (rantl)
ecTecTBeHHbx HayK
Vue'rr: r4cnonb3oBarb
6a-:onue 3Ha:gtufl. rEg o6racra
MareMaruqecrux u (ul4)
ecTecTBeHHbrX HayK B

oSnacru 3arrlr{Tbr

uH$opnraqzu
Braaerr: HaBbIKaMr{

nsr6opa MeroAoB peruerlzfl
3aAaq 3arqr{Tbr unQ oprvrpqza
HA OCHOBe TeOpeTItqecKHx
gwalg.uit

Tecronrre Borrpocbl
Curyaunour+re sara\u
llpaxruro-
opr{eHTr{poBaHHOe

3ALaHUe

OIIK-5. Cnoco6eu
r{HcTirilrr{poBaTb u
conpoBolr(AaTb
nporpaMMHoe
o6ecneqenue
unQopnaaquoHHbrx
cprcreu u 6a:
AaHHbIX, B TOM

III4CJIE

oTeqecTBeHHofo
npol{cxo)I(AeHurj'') C

yrdrovr
uuQopuaqnonnofi
6egouacnocru

OIIK-5. 1 . 3Haer npraHrlt4rrbr

ocHoBHbre flporleAypbr
ycTaHoBKr4 r,r

a A}.IIJIlIJC"tpkrp o B aHH,r

zuSopuaqraoHHbrx crrcrer4 r4

6a^:4auHrx, ocHoBHbIe
tpe6onanua
uuQoprvraquounofi
6egonacnocru, 3HaKoM c
coAep)KaHueu E4rEnoro
peecrpa poccraftcrnx
nporpaMM.
OIIK-5.2. Vueer
ocyrqecTBn.rrTb

o6ocnosaHHrrfi nu6op u
pearra3arlruo [poqeccoB
ycTaHOBKI,I 14 TeXHLIqeCKOTO

3uarr: [pr{Hqr,rnbr vl

OOHOBHbIE

yOTaHoBKH

nporleaypbr
V

aAMHHHCTpLlpOBaHprs

vrr$oprvraqzoHHbrx cHcreM
u 6as AaHHbrx; ocHoBHbre
rpe6onanua
urr$opnraquonHofi
6esonacHocrLt; coAep)KaHze
E4zuoro peegrpa
poccraficxux [porpaMM;
Yuerr : ocyulecrBn.rrrb
o6ocHonanuufi nrr6op u
peaJrr,B arduro npoqeccoB
ycTaHoBKH 14 TexHr,rqeo(ofo
corrpoBoxAeHHfl
uudopnaauuoHHbrx cHcTeM

Tecronue Bonpocbr
Curyaqllonrrure 3aAaq14

flparruro-
opr,reHTr4poBaHHoe

3AIIAHUe



conpoBoxAeHr,ur
r4HsOpMarIr4OHHbx cHCTeM rr

6as raHHHx.
OIIK-S.3. Blaaeet HaBbrKaMr4

I,IHcraJrnrqvn ra uacrpofi ru
nporpaMMHbrx KOMrrrreKcoB,

npr4MeHeHr.rt ocHoB ceTeBbrx
rexnolorrafi,

r,{ 0a3 AaHHbIX;
Bnarerr,: HaBbIKaMr,r

I,IHCTaJIJT'UI4 r't r,r HacTpo

nporpaMMHbrx KoMrrlrel

npnMeHeHHs ocHoB

cereBbrx rexnolorufi

fixu
(coB,

I{HbI

Tpy4oeurcocrb Ar.rcqlrmtrrHbr cocraBJrrer 3arrerHbD( eAr4Hr4u, 1!0 qacoB

Tepraru.recrcnfi nlan
Qoprvra o6yuerrran - oqHaq

Cogepxanrre JreKrIHoHHbrx tausrnfr no gucqnriJrrrHe
Pas4en I . TeoperuqecKlre ocHoBBr 34Trrlr.rrbr ran(popuraquu
TeIvra 1. llonsrue zn(foprraaqr.rounofi 6egonaurocrr,r" Knro.reBbre Borrpocrr un(fopuaquonnofi

6esouacHocrn.

ft Lr unQoprrlaqrzoHuo
6esouacHocrr{ c roqKr{ 3

fi. KJrrorreBbre Bolpocbr
yer sarquqarr? or Koro HaAo 3arrlr4ruarrc.s? or

qero HaAo 3alrlt4lrlarbcg? xax HaAo 3arrluqarrcr? qro odecueuur s(f(fOrrr4BHocrb sarqurrr? so qrii
o6ofi4ercr paspa6orr<a, BHeApeHLIe, gKclJryatarfvrs., conpoBoxAenvre vpa3Br{Tr4e crrcreM 3arrluru?

Teua 2. Bu4st yrpo3 ran(fopir,raqprouuofi 6esonacHocru
flpnno4xrcs. BvIAbr yrpo3 un(foprraaqr,rounofi 6egonacrocrLr, Kuraccusuxarywx r4croqHuKoB

yrpo3 r4 3arqurqaervroft nn(f opMarlrrrr.
Teua 3. Ocsonrt 3aKouoAareJlbcrBa n o6nacru o6ecne.reHnr zn(fgpvarlrEonnoft degonacuocru
PaccuatrpuBaerct HopMarI4BHoft 6aza AJrr 3arrltrru rau(popna urywr'l3axoHo4areJrr,crBo CIIIA rz

Enpousl n c$epe 3aulllrbr rzn(fopuarlnra. 3arouoAarenbcrBo PO n c$epe parqr,rrbr uu(foprraaunu.
Teua 4. IlocrpoeHue crrcreMu zu(lopruaquouuofi 6esonacuocru : l

Pacxprrnalorct rloHtrlas orBercrBeHHocrrr u nporpaMuu nu$opuaquonuofi 6egonacuoct#.
PaccuarpuBaK)Tct MoAeJILI anlpoprvraqraonnoft 6esonacnocru, rpe6opauur z ocgoBgbre sranhr

4. OBbEM LI CItPyKTyPA,4I,ICqUIIJI
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I
I Teoperr,recrue ocHoBbr 3arqrirbr

unrboDuauura
J t-4 4 2 25 pefiruHr-rourpolr

Irbl
a
L KpunrorpaSr4qecKr,re MeroAbt

3arrlzrbr r4HdopMaur.r14

J 5-14 28 12 25 pefirnur-nonrponl
Ne2

a Ocnosrl KptrrrroaHaJr n3a 5 15-16 2 2 24

4 OcHosrr creranorpar[uu 5 r7-18 2 2 25 pefiu.rnr-xoHrpolr
Ns3

Bcero 3a 5 oeMecrp: 36 l8 99 sxsaNreu2T

Haru.rI,re B Auorlunnr4ne KPIKI
I,Iroro rro Ar.rcuulnr,rHe 36 l8 99 zxzatrcs27



peuru3alJLru I{H(bopMaIII4oHHofi 6esoracHocrz" Vxasrrsarorc.fl Mepolp[rrr.rr ilo 3arrlr4Te
un$oprvraql4ll, [pLIMeHteMbIe B opraHll3aquz. Pacoruarpr,rBaercf, rroHrrr.re rroJrr{TtrKr4 6elonaclrocru,
lpoBoALITCt paCCMOTpeHI,Ie MeTOAOB AIJaJTI/3A kr ynpaBneHlrr pucr(aMr4 npfi peu]/rlga\vu
un(f oprvraqzonuofi 6esouacHocu

PasAer 2. Kpranrorpa(f zuecrue Mero,4br 3aulurbr uu(f oprraaquu
Tenra 1 . ocrrosurre rroHrrr,rr Kpr,rrrrorpa(f uu, Krracc u$urcagun uru(ppou.

PaccuarpuBalorct no:r'flTufl. Kpll[Torpa$un, xruo.ra, ruvdlpa, rpzurorpauMbr, Kpr,rrrrorpa$zuecxore
npeo6pa:oBaH\rfl., ruIE(pponaHzr, 4eruraspon aHufl.. flprzno4ra{cx cxeM npocrefimeft
Kpl'Inrorpa$uuecrofi cl{creMbl rlo llleuuoHy. PacclrarpraBaercs rnaccu(puxaquu ruuQpon ro
pa3HbrM npr{3HaKaM.

Teua 2. Knaccu,recKar rpunrorpa$ur.
PaccnrarpzBarorcr r4cropr.rqecKue Kpr{rrrorpa(fu.recxue
ycrpoficrna) c 4penHefirur4x BpeMeH Ao cepeAr{Hu X)( n.

Teua 3. llepecrauoBorrnbre ra uru$pu 3aMeHbr.

cr{creMbr (ruup$ v uluc[ponalrutre

PaccruarpuBarcTct uru(fpu [epecraHoBoK H 3aMeHbr, nnonoa:rsanurirue v nonuarr$anurnrre. Ii
KaqecrBe rpl4MepoB paccMarpl{Balorcs uu(ppu L[esapr u Bnxenepd. YxaguBarorofl MeroAbr r4x
Kpr{IIToaHanrr3a.

Tevra 4. Illz$ponarue raMMllpoBaHrreM r4 oAHopa3o.arre 6roruorrr (uru$p Bepnar,ra).
PaccuarpuBaerct tlJIfopI{TM rura(fponanur raMMr,rpoBaHr{eM u uu$p Bepual,ra. floKa:Heaercg

Kpl4rlTocroftxclcrr ruz(ppa Bepnaua. "; i,'i.i

Tenra 5. CrarvrvrerpurrHbre mz(ppu. Cert Oeftc,rels.
PaccvarpuBaerct anropI,ITM urz(fponaHtrfl, a vrcrro.rrb3oBaur4eM cerr{ @eftcrera, a raK }r(e

ocHoBHbre upeo6pasyroqze lpynrqrzu, ucnonrmyeMbre B AaHHoM anfopr.rrMe. llpulaepu
ruu(fponanuxlgenu$poBaHprfl.. Vxa3rrnarcrc.sr MeroAbr Kpr4nroaH uwr3a4aHHoro ruz$p1.

Tevra 5. CnrranretprrrHbre ruu(ppu. DES
PaccnaatpuBaerct arlropl{rM [ru(fpoeaurx DES, pexr4Mbr ero pa6oru (CBC;CFB;OFB). llprzrraepr-l

pa,

er,rMyrrlecTBa no

Teva7. CraunaerpuqHbre uruftpu. Amopnru JRijndael, lur1|p AES. , 
,t

PaccuarpuBarorct aJlroplrrMhr rura(fponannx Rijnda.ei" o""o"urnrrft na neru AES. 
)

Tevra 8. CnrrlnretpuqHble ruz(fpnr. Ynpauenue KJrrorreBofi ran(f opMaqzeft .

PaccuarpnBaerc.tr [Iporor<on Kerbero s.

Terua 9. flororosrre ruz(fprr
PaccruarpuBaerct rroH.arue noroKoBofo mu(ppa. Tranrr rroroKoBbrx mu$pon, r{x orJrr4rrr{e or
6noqnrx.

Teua 10" floroKosue uruQpu. IIInQp ll,C4.
PaccuatpraBaerct anropl4TM RC4, ero Kpr4rrroaHaJrl{3 pr [plrMopbr r.rcnonp3oBaHrlr.

Tervra 1 l .AccuuerpuqHoe uru(fponauze.
PaccuarpraBaerct noHtrlle accuMerpr4rrHoro rnu$pa. Ero ouuqkre or cuMMerpr4qrroro. , {'
Terura 1 l "AccurrletputlHoe Ilra(fponauue. PacnpeAeJreur.re xarcqefi rro cxeMe [rzQQra-XeJrnMaHa
PaccuatpraBaerct aJlropIlrM [z$Qu-XeJrJrMaHa, nognorsrerquft AByM a6oneurav,

o6rvrenvsascr cooSrqeur,rsMIa [o ne6egonacHoMy KaHilty cBfrgtr, p4crrpereJrr,rrb Me]Kry co6ofi
cercperuuff KJrloq ruu(pponanur.

Teua 1 2. AcczMerpkr quo e ruu(ppoBaHr.re. lllu(f pu RSA, ons-f arvrans.
PaccuarpuBarorc.s Kpl,IrlTorpa(pu.recrue cr{creMbr Ha ocHoBe anrof,zruos RSA H 3nt-faNlarq.
Terraa 1 3 . Kona 6 raHrzp o B aHH ar Kpr{rrro cr{ orerrl a uru(f p o B anr4.fl
PaccuarpraBarorc.fi MeroAbI coBMecrnofo [cnoJrb3oBaH]re cururrretpra.rnbrx r{ accr{Merpr{qHbx

nrz([pon.

A
T

Tenra 14. Xsru $ynxqrzu. Anropr.rrMrr SHA-1 z N-hash.



PaccuarpuBarorct [oHflTLIs xsrrr ipynrquu, gaftgxcerca rd ux ocoQeunocrefi. PaccuarpuBarorcfl,
peaJIIEaqLIlI xeIII (pyuxquft u uruSpon Ha H3 ocHoBe rro aJrropurMaM SHA-1 ra N-hash"

Terrla 15. 3.nexrpouuar qr,r(fponafl rroArrrcr (3(lI). Arroprnu (poprvruponaHr4r 3JreKrpoHHo-
qu$ponofi rroAnr,rcr4 D SA.

PaccuarpraBaerc-f, noHsrl,Ie 3III, a raKxe ee $oprvrrapoBaHr.re na Qurone anfopurMa DSA.
Teua 16. 3arqura uuSopnraqzr.r n IP cerflx.
PaccuatpuBalorct ocHoBHbIe rrporoKonbr cerlr I4nrepner, o6ecnequnarcu[e 3aIrIr4Ty

nnSoprvraqnra: S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP u uerrceri:Bbre eKpaHbr,
Terrla 1 7. Kpunroalropr,rrMbr rrpocrpancrna . Net.
PaccuanpuBaercfl rpocrpaHcrBo LrMelr llpocrpaucrBo r{MeH Crypfography n .NET Framework.
Teva 18. XML- rpznrorparfua
PaccluralpzBarorcr Bo3MoxHocru XML -Kpr4nrorpabuw, cpaBHr,rBarorcf,

XML -no.unracefi
Pa:4en 3. KpzuroaHaJrvr3.
Teua I9. Kpzuroana-nras
PaccuatpnBarorcs MeroAEr Kpr{rrroaHankr3a: rracrorHuft, MeroA FoJrHoro nepedopa, araKa rro

KJIIoqaM, MeroA "ncrpeul4 rlocepeAlrHe". KpuntoaHaJllr3 cllMMerpurlnrx uru$poB, KpllnroaHaIrvr3KJIIoqaM, MeroA "Bcrpeqv IlocepeAl4He". KpunroaHaJrr{3 crlMMerpurrnrx uru$poB, KprlnroaHarrvr3
acl'IMMerpl4qHbrx uru(ppon, KpI,IrIToaHanI43 xgrrr Dynnrlufi, KplrlroaHaIr,r3 rro no6o.rHrrrvr KaHruraM,
xnarrrogrrfi Kpr,InroaHanl4 3.

Pas4en 4. Ouronrr creraHorpaQzu
Teua 20. Ouronrr creranorpaQuu
flousrue H BI{Abr crerauorpaSzz. Crerauorpa(fHx u uso6paNeuux: MeroA LSB,

creraHorpa$uxu BI4Aeo, crerauofpa$uxu ayrkro. (Jreranorpa$zuecxzb rporpaMMH5re npoAyKTbr.

_ CoAeplmaHr.re npaKTr.rqecrcr.rxl.na6oparopHbrx saHqruft rio 4ucqnuJrrrHe 
r:

PagAen 1 . TeoperuqecKr,re ocHoBbr 3arTIVTbr ran(f opnraqurz
Tenaa 1. Ilougrue un$oprr,taqr,ronnofi 6egonacHocrz. Kffo.resnre Bolpochr un$opirraquongofi
6egonacHocrra.

JladoparopHafl pabora Nb 1. <Ienepaqrq flceBAocJry.raft nrrx rocJreAoBarelrnocrr:fi >>

llsyreurae,[pofptrMMHiur reHeparlrlrr Il orIeHKa rrceBAocny.rafinsrx ,ro"o"[ouarenrnocrefi.
Jla6oparopuan pa6ora }lb2. <<ilo4cr.rcre*rur naponrnoft ayrenursnKarlrrr rroJrb3oBare.nefi.
reueparoprr napo.rrefi. oqeuna creneHrr croftrcocru [apoJrbHoft sarqurrr>>

pa3nIiIqHbre Tr,rrrB.I
r i r,')l

npocrefturero?Iccne4onanue laponbHbx rloAcr.rcreM a]'TeHru(fuNaqura flonb3oBarenefi. pea"nzsarrufl
feHeparopa napoleft, o6lalaroqero rpe6yeuoft croftrocrbro Ko B3JroMyi
Pae4en 2. Kpu nrorpa$r,rvecrue MeroAbr 3 arrlr4 rbr rzrr$ opuaqura
Terua I . KnaccnqecKar Kprrnrorpa(frzx
JladoparopHafl pa6ora J\b3. <KlaccnqecKaq Kprrrrrorpaeun.
I4ayrenue u rporpaMMHalr pean vsa\vs. urzspa [es apx.
T evra 2. Cuuv erpuqHal{ Kpr,rrrrorpa$ur
Jla6oparopuar pa6ora J\b4. <<CnnruerpuqHas Kprrrrrorpa$nn" Cerr (Deficrers>>
I4syrenne o co 6enno creft u rrp orpaMMHa-rr peanr{3 au vs. cervr @efi crens.
Jla6oparopHas pa6ora Nb5. <CunaMerprrrrHas Kpr.rrrrorpaSnr. ilordrconufi mlr{p RC4D
Pea-nragonaTr npocrefiruuft nororonufi rru(fp c clrMMerpuqnbrM KJrrorroM Ha ocgoBe aJrropr4TMa
RC4.
Teua 3. AccuuerpuqHar Kpr,rurorpa(pur
Jla6oparopHaff pa6ora Nb6. <AccuMerpurrxrbre a Jrropr.rrMbr
RSA)
Irlsyuurr [pr4r{rlr{rr pa6oru acrrMMerpr,rrrHbrx
RSA.
Tenaa 4. Kpunrorpa(fzr n OC Windows

anfopr{TMon rtu(pponari,ux ya npprMepe anropr,rrMa

Jla6oparopHaq pa6ora J\b7. <IlporpauMrrpoBaHrre
n"rrar{ op lre .NET : A.rrropHrubr x3 rrup o r,allrurfl SHA- 1

Kp r{rrro rp a { r1.r e clc ux

IIIuQp I{esapa>

uurQpoFanrq AaHHblx. A.nropnrvr

u MD5>
uponaftqepon Ha



Hayrutrcx roroJlb3oBarb Kpzrrrorpa(pnuecxue uponafi4eprr xem-(fyHKrlr.rft n .NET Framework.
PasAen 3. OclroeH KpkrnroaHaJrr,r3a

Tenra 1 .,{u(pQepenqzanurrrft Kprlnroauanr,r3
Jla6oparopHafl pa6ora J\b8. <<lnSQepeHqr.ralrnrrft KprrrrroaHanns 6.rro.runrx
I'Isyrurr MeroA aIaQ$epeuul4arrruoro KpltrrroaHanr,r3a rrprdMeH1rrpJrbgo K

nln$pon>
MH0ropayHAoBbrM

i;

anropr{TMaM dno.rHoro ruuQponaHnr.
PasAer 4. Ocnonu crerauorpa([uu
Tenaa 1, Crprrrne rercronoft raHsoprvraquu v $afine uso6paxeuur
Jla6oparopHafl pa6ora J\b9. <CreranorpaQlrr. Cnprrrrre reKcronpfi nn0opMarluu n Qaft.ryG
uro6paxeHlrur>
PearusosrtBarb Merol LSB, rcoroprrft 3aKJrroqaercr B 3aMeHe rroole Hr4x 3Harrarqnx 6ratoe e
roureft uepe zs o6pax envrfl. Ha 6ratr cKphrBaeMoro co o6u1enua.

5. OIIETIOIIHbIE CPEACTB A AJIfl TEKYIIIETO KOHTPOJIfl YCIIEBAEMOCTI4,
rrPoMElKvroqHofr ,q,rrncrAlllIuroI,ITOr-AMocBohuugApICUu[JII,IHbI
II YTIEBHO-MET OAIIIIE CKOE OBE CTIE9MHI,IE CAMO CTOfl TEJIbHoiI p,q.n oThI ;

CTYNEHTOII

5.1. Tercyqnii rconrpoJrb ycrreBaeMocrr.r
KourpolrHbre Borrpocrr pefttranr-KoHTponr :

Pefimunz-xonmponu 1
Bapnanr 1

Parnepnyro orBerr{Tb Ha Bolpocbr.
Bonpoc 1 . Krnroqeurre Borrpocbr r,ru$opi'raquounofi 6egonacnocru,
B oupo c 2. Bugsr yrpo3 Hu (f oprr.raqpr onnofi 6 eg onacuo cru.
Boupoc 3. AnropurM [poBeAeHr4s. alaJru3a H orleurlr yrpo3 ranQoprrraq4ounoft 6egonaqroc,rz.
Bapnaur 2
Pasnepnyro orBerrrrb Ha Borrpocbr.
Bonpoc 1 . CoctannrrculI,Ie zHsoprvraquouuofi 6esonacuocrz.
Bonpoc 2. MoAent yrpo3br r,rn(f opuaquonuoft 6egonaurocru.
Bonpoc 3. Ocuonutre Br{Abr 3arquulaeMofi uu(foprraa\uu.
Bapuanr 3
Pasnepuyro orBerr,rrb Ha Bonpocbr.
Bonpoc 1. Bra4u yrpo3 uu(fopnaarluounofi 6egonacnocrrz.
Bonpoc 2. 3aronogareJrbcrBo Po n o6nacrr,r 3arrrr4rbr uu(popuaqran"
Bonpoc 3. corepxaHr{e MoAenn rEnQopruaquonHofi 6egouaurocrn.
Bapuanr 4
Pasnepuyro o'lBerr4Tb Ha Borrpocbr.
Bonpoc 1 . Kuro.resrre Bolpocbr zn$oprraaquonuofi degonacnocrrE.
B onpoc 2. Bulst uoAenefi rznlp opnaaqzoHnoft 6es onacno ctu.
B onpo c 3 . Ilolvrurca uH(p oprraaqraounofi 6eg o nacHo cru.

Pefimuaz-xonmponu 2
Bapuarn 1

ParnepHyro orBerLrrb Ha Borrpocbr.
Bonpoc 1. Anlopurrvr pacruuspoBaHrrr |OCT 2gl4'7-gg.
Bonpoc 2. Atropu'rM pacrpeAeJreHzr Kruoqefi ro cxeMe [uQQu-XeJrJrMaHa
Boupoc 3. Anropu'ru RC4
Peururr 3aAaqy"
3a4aua J',lb1. Anropuru urrE(fpoBanrrr rsa.
Creuepupyfire orKpblrsrit u saxprrrrrfi KJrrotrrr B anropr4'rMe urzQpondrrus RSA, nudpan npocrbre
rrplcrap I{ q H3 uepnofi corHLL 3anuSpyfire coo6qeHue, cocrornlee r43 B vrxvr1prrlvanon: OIzIO.



Baplranr 2
Pasnepnyro orBerr.rrb Ha Borrpocbr.
Boupoc 1. Anroprarna pacruz(ppoBalvrfl.focr 28147-89. o6ua cxeuai
Bonpoc 2.WuSp Blowfish
Bonpoc 3. flpororol Kerberos
3agata Jllb 1 .,Auropuru ruu$poBaHr.rr rsa.
Penrr,Irr 3aAarly.

Crenepupyfire orKpblrstit u sarprrmrft Krroqu B aJrropr{TMe ruu$ponaHus RSA, nrr6pan npocrbrs
qI'IcJIa p lI q I'I3 nropoft corHLI. 3alrurppyfire coo6rqeHr{e, oocrorrqee H3 Barrr[x uH1aUuzuroB: OITIO.
BapnaHr 3
Pasnepnyro o'rBorlrrb Ha Borrpocbr.
Bonpoc 1. Kamrae (fyurqzu Moryr ucrroJrb3oBarbcs.npu ulu(ppoBaHvrvB cerr Oeftcrens?
Bonpoc 2. Onucarc zuropllrM pacnpeAeireH.r{r Klrorrefi uo cxeMe [uQ$z-XeJrJrMaHa
Boupoc 3.Onucarr a;rropuru RC4
Peururs 3aAar{y.
3alaqa J\bl
BrrnonHztr 3 payu4a urraSponaHvrs.rr 4eruu(pponaHrrr cerbro Oeftcrens coo6uenue <2014>, rle
F:(L+n)mod256 (mod - ocraroK or AeJrenr{r), n - HoMep Bap:na:rrra.
Bapuanr 4
ParnepHyro orBerr.rrb Ha Borrpochr.
Bonpoc 1. Kaxravru csoftcrsaNaz o6la4aror xgrrr Syuxquu:?
Boupoc 2. Ormcarb anropr4rM rura$ponaur.rs 3lr- FaMarrr
Boupoc 3. Ouucarb arrroprdrM uru(pponaura.rr DES
Perur,rtr 3aAaqy.
3a.Ua.Ia J',Ib1.

l'Icnolr:yx rlrrOp I{esapx, saruu(fpyfire cBor{ (Dauurzro ltus Or.recino. BenuqrHa cABrira paBHa
HOMepy BApI,i.aJJTa.

Peilmuaz-xoumponu 3
Bapuanr I
Pasnepuyro orBerrzrb Ha Bonpocbr.
B o np o c 1 . Korrl6un vp oBaln:aas. Kp r{nro cu crerra a mz$p oBaHil fl .
Bonpoc 2. Anropun'r $oprr,ruponanrs 3reHrpoHHo-rlu (f pon oft noArrr4crl
Bonpoc 3. llpororouu SSL ra TLS
B oupo c 4. KpunroanaJrrl3 cr{MMerpr4trnbrx ruu $pon
Bapuaur 2
Pasnepuyto orBerr,rrb Ha Borrpocbr.
Boupoc 1. Xem (pynrqr,ru
Bonpoc 2. Anropraru SHA-I
Boupoc 3. Ilporoxor SAvIIME
Bonpoc 4. KpranroauaJrr43 aclrMMerpraqHbrx ulz$pora
Bapuaur 3
Pa:nepuyro ouBerrlTb Ha Bonpocbr.
Bonpoc 1. SnenrpoHnax qzQpoBar rroArrr{cb
Boupoc 2. Anropunra SHA-I
Bonpoc 3. llpororcon SAvIIME
Bonpoc 4. KpunroaHaJrr{3 xert-$yHxqr,rfi
BaplraHr 4.
Pasnepnyro orBerprrb Ha Borrpocbr.
Bonpoc 1. Crerasorpa(fra.recnrre MeroAbr
Bonpoc 2. KpauroanroptrrMrr fipocrpaHcrna .Net
Boupoc 3. r{actornrrfi rcpranroaHaJrr43

DSA



Boupoc 4. KnaHroehre Kplr[ToaJrropr.rrMbr.

5.2. IIp ovrexyrorrHaff arrecrarlrrfl rro r.rrora.M
SrcsailreHauuoHHrIe nonpocrr no A[cuuuruHe:
1. Crpyrrypa r ocHoBHbre cocraBJrsrou[e uu$opnraqzonnofi
2. O6ryue Borpo chr uu$oprvraquosnofi 6es onacHo crr.
3. Bz4n yrpo3 znQopuaqzonnofi 6esonacHocru.
4. 3axouoAarenbcrBo Po n o6nacrz un([opr'raqraonuofi 6esouaqrocrz,
5. Kraccu.recl(a{ rpzurorpa(f nx.
6. IIIaQp Ilesapx.
7. Cerr (Defic'rens.

8. Oynrqr,ru, ucrroJrb3yeMbre upn nu$poBaErr4r{ B cerr.r @eftcrens.
9. Anropurrvr uruQponaur.rs fOCT.
1 0. Anropuwr uru(ppo Balr4s. Blowfi sh.
11. Anropuuu nrn(fponaurs DES.
1 2. Anropr.rrrr,lr ruu(fpo Balkrs. Rijndael.
13. Anropzru nrz(ppouaHzs AES.
14. lloroxonue uu(fpu. Alroputu RC4.
15. AnropurM pac[peAeJrenrzr nnro.reft rro cxeMe lzQSu-XeJrJrMaHa.
I 6. Anropuw: uru(fpo Ba:uvrfl. RSA.
17. Anropzrv rurz$poBannfl 3nr,- farvrals
1 8. Anropvrrv uru(fpoBaHvrs,SHA- 1.

1 9. CnoftcrBa oAHocropoHHr,rx $ylrxqufi .

20. KprauroaJrropr,rrMbr rrpocrpaHcrna .Net.
21. IlpororoJrbr 3arrlr.rrur zn([opnaaqrv s Ip cerrx"
22. Merc lbr r(pr4rrroau zurn3a
23. Meroabr crerauofp a$uu.
5.3. Calrocro-fl TeJrbHar pa6ora o6yuarcrqerocfl .

Bonpocnr AJrfl KoHTpors caMocroqrerbHofi pa6orrr:
l.Pacnpofire rloHflTl4fi uH(fopuaqzounoft lr gr.oHoMra.recroft 6egortacuocrra"
2.llepe'lrlclrvITe vr orrrlrrrl{Te BI,IAbr r,rcroqHuKoB yrpo3 ran(popnradlrounoft 6esorracHocrz

oco6enuocru.
14 t4x

3.VraNrlre ocHoBHbre BlrAbr 3arrlrdrrlaeMofi ran(fuoprra arJutr.
4. onunmre MelrrynapoAHoe 3aKoHoAareJrbc'rBo n c(pepe sarqrarr{ uu$opnaaqnu,
5. our,rrrure craHAaprbr r.r 3aKoHoAareJrbcrBo Po n c0epe 3arqurbl rau(fopiraaquu,). \JrII4Ir[.ITe craHAaprbl LI3aKoHoAareJrbcrBo P(D n cQepe 3arrllrrbr rau(popiraaquu,
6. Vxaxate ocHoBHbIe acIreKTbI fiocrpoeHr.rr or4creMbr uu(foprvraquonnoft 6egonacnoctu,
7. C Q oprr,ry nupyirr e rporpaMMy raH 1| opnaaqrzonuoft 6es onacuo crra i
8. flpuuucnl'Ire MoAeJIra uH$opruaquonnoft 6esonacHocru,yKannvrTe r,rx oco6enH<lcrn.
9. Kaxonrt ocHoBHbre sraflbl peanr{3ar]ur4 MoAeirr.r ranQoprrraquounbfi 6egouacnocrz?
10. Kar<ue Mepo[pI4trrls rro 3aIrII4Te uH$opuaqltIl lpoBoA.rrrcfl B oprauusaqurx?
11. Kaxurvr o6pasou (popruupyercr rroJrr{TrrKa (5egonaurocrrr B oprqyuzaryuu?
l2.Karunr o6pasovr ilpoI,I3BoALITcr yrrpaBJreHr.re prrcKaMr{ B grrcreMax ran(foprvraquoHuofi

6egonacuocrrE.

13.Kax olleHuBaerc-fi e$(fexrznuocm v penra6eurHocrb crrcreM r,rnsoprvraqrzonnoft
6egonacnocru.

14. Karrae MeroAoJIorrII4 oIIeHKIT 6esonacHocrrn zu(fopuaqnounpfi cr4creMbr cyqecrByror r4
ucrronmyrorcr cero4nx'/

I 5. IIro raKoe Kplrnrorpa(f zvecr<ax 3ailIr.rra zrrft opuaqrau?
16. Karure xraccu(puraqzu uru$poB cyrqecrByror Ha ceroAHfltusrzft Aenr?
17. Onu:l;;ure uup(fu u ycrpoficrBa Krxaccuqecroft rpunrorpa(fra4.
18. B .reh,r 3ar(Jrloqaercs cyrb noAcraHoBorrHbrK r4 rrepecraHoBorrHbrx

o cBoeHr.rfl Arrcul,Illflr.rHbr

6egonacnocru

19. Pacnpofi're cyrr rura(ppa Ilesapx.
uru(ppoe?



20. Onaruure ruz$p BraNeuepa"
2L Y xaxure ocHoBHBre [p]rHrlr{[rr ruz$ponaHrar raMMr4poBaH]reM.
22. Kax ricrronrcyercx urz(f poB aHrire MeroAoM oAHopa3oBoro 6roxuora?
23. B qorr,r 3aKJrroqaercr cyrb cr{MMerpilquofi rpznrorpa$uu?
24. Kax Soprrarapyercr cerb Oeft crers?
25. KarpIrr,r o6pasou opraHl,I3oBanu uz(fpbr :ra ocuoBe cerr,r Oefitirenr: |OCT,lllowfish?
26. Onwt:rrrre muQp DES.
27. Onwnwre rpr{Hrlrrn 4eficrnur ulz(fpon Rijndael, AES.
28. KarosH oco6ennocrLr noroKoBoro run(fpoBalprr rro aJrropr4rniry RCa?
29. Y xaxure ocHoBHbre flprdurlr,rnrr accr4MMe,rpuuuofi rpunrorpa(f uu.
30. Ounrnzre uruQp RSA.
31. Onrzrurare MareMaruqecKyro 6a:y uru$pa 3lr faMans.
3 2. CQopnrynzpyftre rroHflrr.re 3UII.
33. Ouuurure DSA arropr4rM $oprrarnponaHm DI{|I.
34. C$oprraynnpyfire [onsrue xgrrr t4 ero ocHoBHrre cnoftctsa.
35. Ouramure irnropr4rrvrcr SHA ra N-hash.
36. Onrz:ruure MareMarr4qecKyro 6ary anropr{'rMoB rnna MD.
3T.KarIaiu o6pa:ou [poLI3BoAt4Tcf, xona6z:HrzpoBaH[e cuurueipra.ruofi

Kpr.rrrrorpaSun?
38.Kaxnu o6pa.:ona peanll3yrorcr r,r rrcrroJrb3yrorcr l(pr4flTonposail,4epu ua nuar(foprue .NET?
39.C zcuonb3oBaHzeM KaKI4x [poroKoJroB ocyfiIeclBrrflerc .3arqlrlra uH(poprraaqrau s Ip cer.{x?
4 0. Kaxue ocHoBHbre MeroAbr Kpr{nro aHuurr.r3a cyuleornyror?
4 1 . Pacrpofire ocnosubre MeroAbr qu(fponofi creranorpa$zr.r.

3aAaqlr n.ns KoHlpors caprocroqremHoft pa6orbr:
3a4a.ra J\b1.

Zcnolrsyx mu$p I{e:apx, sanrra(fpyftre cBO}r Oarvrprnnro
HOMepy BApvaTrTa.

3aaa.ra J.lb2.

3aun$pyfire crroBo AJIOABI4T uo rauue ZAOHTX.
3a,ua.ra }lb3.
3aruz0pyfire crroBo AJI@ABI4T urz(fporra Braxeuepa c KrrorroM MI4p
3a,ua.ra J'1b4.

Coo6rqeuue SOKYDIOLIGCWUUHO sanu([pona.no nrz(fpoivr neprurchnruoft nepecraHoBKr4

v accuiraetpvvHoft

Pacuru(f pouarr coo6qeHrre.
3ala.ra }'.ll5.
3aun$pyfire rrpeAJro)KeHpre, npr.rMeHr4B gJreAyroqyro

I4Mr Or.reclno. Benuqr4Ha cABr4ra paBHa

rrepecraHoBKy cJroB: MeHflrorcfl MecraM,r4

0I4MBOJIOB, eCJIt4

6rorarrlu aluHofi

(1,23456\
\3 541.62)

nepBoe u IIocJreAHee cJroBa, 3aTeM BTOpOe r4 npeA[ocJreAHee 14T,A.
3ala.ra J,.lb6.

Cronrxo Ao[oJrHrrreJrbHbrx 6ut uago Aodasrrr r coo6rqenuro aiusofi 100
KoAr,rpoBaHVe orHoro cr4MBoJra rpe6yer 86ur u 6"roqHHft rrerQp pa6oraer c
646ura7
3aaa.ra Jtlb7.

Brrnonnnrs 3 paynaa urra$ponauvs. v Aernvr(fponanux cerbro Oeftcrefx coo6ueuue <2016>, r4e
F:(L+n)mod256 (mod - ocraroK or AeJreHrrr:), n - HoMep Bapkral"ra.
3aaaqa J,{b8.

otrpuruft Ter(cr ra ero uru(fporeKcr r4Meror AnHHy 46ura, Anv.r,aKnroqh 36uta. (DyHrqur r43BJreKaer
l-lrfiu 3-uit6urs KJIroqa, I4HTeplperr.rpyer r.rx KaK Aecrrr,rrrHoe vucrro, Bo3BoAr4T ero B KBaApar r{
r,rHreprrperr.rpyer pe3ynbrar KaK 4-6uronyro uocneAoBareJrbHocrb. Haftru pe3ynbrar saruu@ponaHua
u pacuru$poBaHr.rr, ecnu [epBoHa.ramHrrfi ucxo4ur,rft TeKor -01 I 1. xmd.{-l01 .

9

3aaa.ra ],,1b9.
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CreHepupyfir'e orxpblrstir u sarpumrft rcnlorrr4 B aJrroplrrMe rurEQponanus RSA, nrr6pan npocrbre
qI'IcJIa p 

'I 
q I'I3 uepnofi corHt4. 3amE$pyfire coo6qeHr4e, cocrorrtlee r,r3 Barrrr{x r4Hrru}raJroB: @IrIO.

3alraclaNel0.
Cronrrco rlMeercr HarypuurbHbrx qr4ceJr, MeHbrrrr4x
ptB Jll4rrrrbre [pocTbre rrucna?

Oong orleHoqnbx Marepuarron (OOM)
c(foprr,rzponarrHocrlr rouneren4zfi o6yrarorqraxc.r
AOKyMeHTOM.

N:pq r.r B3ar,rMHo npocrbrx c N, r4e p r{ q i

AJrf, rrpoBeAeHr4r aTTeCTATIT{r4 ypOBHS
lro ArrcqmrnuHp o(fopnuflercfl. orAenbHbrM

6. YqEEHO.METOAAqECKOE II I4HOOPMAUHOIIHOE OBECTIEqEHI4E
AI4CUI,IIIJIIIITbI

6.1. Knnloo6ecne.reHHocrb

6.2. IlepuoAurrecKfle H3AaHrq
l. Xypnan "3aIquta uu$oprr,raquu.I4ncairA". - Pexzna Aocryrra: http://www.inside-zi.ru/
2.Lln$opwarJns.v 6egonacuocrb. - PeNuu Aoc'ryra: http:llcchgeu.rir/science/nauchnye-

izdariy al informats iya- i -b ezop asno st/
3. Information Security. - PeNrau Aocryrra: http://www.itsec.ru/
6.3. I{HrepHer-pecypcbr
1. Oner fpaunurlu, Bna4zrrlr,rp Kzsee Begouacuocrr zn$oprr,raqnotinrx clrcreM. - pexuu

Aocryna: https ://www. intuit.nr/studies/cours esl 13 84 5 I 12421 info
2. Onrra Jlauouuna Kpunrorpa(pnuecr<ue ocHoBbr 6egonacnocrr4. - PeNraivr Aocryila:

https ://www. intuit.n-r/studies/cours esl 28 l2B I info
3. fanuna Baczurona Ocnoerr Kpr.rrrrorpabur.- peNrau Aocryna:

https ://www.intuit.ru/studies/cours esl 691 I 5 47 I info

HanaenosaHr,re nvreparypbr: aBTop, lrra3BaHne, B:r'A M3AarrVA,
I43]IATEJI6CTBO

fo4
w3nlAHI4A

KHI{| OOEECTEI{EHHO
CTb

Haluqlre n slexrpoHHou'
xaralore 3EC

Ocronnas Jrureparypa
L A.O, Kyreprax, A.IO. JlerclrH, A.H. Byxapon, A.IO. Illarypuua Kypc
rerqufi no Ar{crlr{rrJrrftre <3arUr.rra uurfopuaquu> / BnaAravr. foc. yHr{-r
I,IMeHr{ Anercan4pa fpuropreurva ra Huroras fpuroprenuua
Croleronrrx. - Bna4naup: ZsA-no BrfV

720r http ://e.lib. vlsu.ru/bitshed !

ml 123 4s67 E9 I 6466 I I I 007 0
2.fidf

2. Kyvepur A.. O. ,Byxapon [. H.
Hosuxona O. A., Caurrrurun B. ,{. Mero4rauecKr,re yKa3aHrrf, no
BbrrroJrHeHlrro na6oparopnux pa6or rro Ar4crlr{rurune <3 aulura

r{MeHr{ AlercanApa fpuroprenuva n
x; - Bla4uulrp: Zs4-no Bnfy

201 http ://e. lib.vlsu,ru/bitstrea
m/ 123 4 5 67 89 I 5886 I 1 I 0067

B,pdf

3. Eorerosa 3.A., I4uSopuaqr,roHnrrfi rtaup XXI nexa. Kpramorpa$zr -
ocr{oBa uurpopruaqnonnofi 6esolacHocrlr [Onerrpourufi pecypc] /
Eorerosa 3.A. - M. : ,{auron u K

201 http ://www. studentlibrary, r
u/book/ISBN97 8 53 9 403 03

14.html
Aolol H nrel bHar nr,rre parypa

l. Anepvemon B.H., Kpunrorpa$r4rrecKrre Mero4br 3arrlr{rbr
unrfoprr.raryru [3nerrpounrrft pecypc] / Anepuenros B.Z. - M.
OJII'IHTA.

201 http ://www. studentlibrary.r
u/book/ISBN97 8 597 6 529 4

72.html
2. AnAouruu C.M., ,{racxperHaf, MareMarrara. Mo4y rrflpHafl alre6pa,
rpunrorpaQrur, KoArapoBaHr4e [Srrexrponuuft pecypc] / An,4ouruH C,
Ha6e6un A. A, - M. : IMK flpecc.

M.,
201 http ://www, studentlibrary, r

u/bo ok/I SBlrl 97 8 59 407 4 40
83.html

3. Buproron A.A., ZHQopMarInoHHar 6egouaurocrb: 3arrlr4ra r{
HanaAeHr4e [3ler<rponrnrft pecypc] / Euproxon A. A. - M, : IMK llpecc.

201 http ://www, studentlibrary.r
u/book/ISBlrJ 97 8 597 06043

59.html

7. MATEPI,IAJIbHO-TEXHZqECKOE OEECIETIEHI,IE ANCUUUJII,IHbI

10
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ДЛЯ РОаЛи3ации данной дисциплины имеются специальные помсщения
проведения занятий лекционного типа, занятий лабораторного тигIа.

Лабораторныеработыпроводятсявауд. 100-3, 106-3,511б-3,511г-3.,.
ПеРеЧень используемого лицензионного прогрzll\dмного обеспечения: MS Visual

Studio.

Рабочую программу составил старший преподаватель Щ.Н. Бухаров
(ФИО, должность, подпись

Рецензент Генеральный директор ООО кФС Сервис> С" Квасов
(место работы, долх(ность

Программа рассмотрена и одобрена на заседании
Протокол Jфl от 30.08.2021 года
Заведующий кафедрой

(Ф.
Рабочая прогрzlп{ма рассмотрена и одобрена i

ись)

на заседании учебно-методической ком4ссии
информатика и информационные технологии
Председатель комиссии
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С.М. Араклеян'
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