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1. IEJIM OCBOEHUWA TUCIIUITJIAHEI

Uemsmu ocBOEHHS IMCHUIUMHEBL  3aruta HHGOPMAINH SBIISIOTCS: H3YYCHHR OCHOBHBIX
METOIOB H CIOCOOOB 3aIUTEl HH(OPMAIHY; COBPEMEHHBIX KPUITOTPAIEeckiX tIrOpUTMOR;

YCTPAHEHHE i NIPEIOTBPALICHH] HECAHKIIMOHHPOBAHHOI'O JOCTYIIA B CHCTEMY.
3ajauaMy TUCITMINIHHEL SBIISFOTCS:
- M3YUEHHE METO/I0B 1M (POBAHMS HH(OPMaLUH
- U3yYEHUE MCTOJIOB H CII0COOO0B 3aIUTEl HH(pOPMALIHH

-~ H3YUCHHE COBPCMEHHBIX KpHHTOFpa(l)H‘IGCI(I/IX AJIT'OPUTMOB.

2. MECTO JUCHHUIUIMHLI B CTPYKTYPE OIIOII BO

Jaumas JucImmma OTHOCHTE K BapHaTHBHOM uacT OITOTT paszen b1 mucIrmner no
Beibopy. Ilo mammoif muenmmnmme B 1 cemectpe IIPOBOJIUTCSH IIE€PEATTEeCTAIlMS II0 TEME!
«OCHOBHBIE METOMBI U CIIOCOOBI 3AIUTE HH(OPMALIHILY, M3yuenne JUCIUINIHHEL IIPeIIONaracTt
Hauure y oOydaromuxcs (GpyHiaMeHTalbabIX 3HAHHH 110 HH(OPMATHKE, KOTOPLIE MOTYT ObIThH
IOIYICHBI B paMKax KypcoB «OCHOBBI IIPOrpaMMHPOBAHUSY, «SI3LIKH IIPOrpaMMUPOBAHKS,

«OOBeKTHO-0PHEHTHPOBAIHOE nporpaMMupoBanuey, Takke HeOOXOANMO 3HAHUE OCHOR SI3BIKA

C++, CH,.

3. KOMIIETEHIY OBYYAIOUIET'OCSI, DOPMUPYEMBIE B PE3YJILTATE
OCBOEHHSI AUCHMILINHEI (MO/IYJIST)

B pesymprare M3ydeHHS JMCUMIDIMHEI OGYYAIONMHCT IOMDKEH OCBOHTE CIIeIYIONe
KOMITETEHITHH:
- CIOCOGHOCTE K pazpaboTke alrOpHTMHYECKHX U IIPOrPaMMHBIX PEIICHHN B 06acTn
CHCTCMHOTO M IIPHKIIAJHOTO MPOrPaAMMHPOBAHHUS, MATEMATHUCCKHX, HIEI(bOpMElﬂ;HOIIHIﬂX H
MMHTAIMOHHBIX MOJIEJIEH, CO3JAHHIO HH()OPMAIHOHHBIX PECYpCoB IIOBABHBIX cerel,
00pa30BaTENLHOTO KOHTEHTA, MPUKIANHEIX 0683 NAHHGIX, TECTOB U CPELNCTB TECTHPOBAHUSI
CHCTEM M CPCIICTB HA COOTBETCTBHE CTAH/IAPTaM H HCXOIHEIM TPeGOBAHUIM (OIIK-3)
- CIOCOOHOCTE PelIaTh CTAHIAPTHBIC 3a1auy TPO(ECCHOHANBHON JESTEIbHOCTH 1A OCHOBE
nHOOpPMAHOBHON 1 GubmuorpadmyecKoi KyJBTYPBl C NPHMEHEHHEM HH(OPMAITHOHHO-
KOMMYHHKAIHOHHBIX TCXHOJIOTHH H ¢ yYeTOM OCHOBHEIX TpeGoBamuil mipopMaronHoif
bezonacrocTu (OITK-4)
- CIIOCODHOCTE  HCIONIB30BATH COBPEMEHHBIE HMHCTPYMEHTANBHBIE H  BLIUHCIUTCILHEC

cpencrra (I11K-3)




= CIOCOOHOCTE  3Q(EKTHBHO NPHMEHATh 6a30BLIE MATEMATHYCCKHE 3HAHHS W

HH(l)OpMELHHOHHHG TEXHOJIOTHH IIPH PEUICHHK NIPOCKTHO-TCXHUUECKHX IIPHAKIIaIHLIX 3a)1a4,

CBA3ANHBIX C PA3BUTHEM H HCIIONIE30BAHUEM HH(OPMALHONHBIX TexHomoruit (ITIK-6),

B PE3YIBTATE OCBOCHUS OHUCIUILIHHEI 06yT‘IELIOH_[I/H7105I HOIDKEH JEMOHCTPHPOBATE CIICIYIOIIHEC

pe3ynsTarel 00pazoBaHus:

1) 3Hatn: ocHOBHEIE CIOCOOBI KOTMPOBAHHS H ndporanua uudopmarwu (OITK -3);

METOEI

"

CIIOCOORI

3AITHTE]

HHpOpMAIHH

c HOMOIL(LIO

COBPEMCHILIN

MHCTPYMCHTANBHBIX M BBIMUCIMTENBHEIX cpencts (ITK-3); ocmosuble TpeGomanms

uipopmanHonHoit Gesomacuoctu (OITK-4).

2) YMeThb: IpUMEHATH GA30BBIe MATEMATHUCCKHE 3HAHHS 1 HHPOPMATHOHHEIE TEXHOIOTHH

IpH PCIICHHH TPOCKTHO-TEXHHYECKUX W NpUKIagHbIx 3ajgaq ([IK-6); memoms3osats

COBPCMCEHHBIE HHCTPYMEHTAIBHEIE M BLIYHCIMTEILILIC CpelcTBa sl obecmeuenus

OesomacnocTy uupopmarmu (I1K-3).

3) Branets: MeromaMu paspaGoTKM aNrOPHTMHUYECKHX W MPOTPEAMMHBIX PEIIeHUH JIJig

obecneuenns HHGOPMAMOHEOI Ge30macHoCTH (OIIK-3,0ITK-4).

4. CTPYKTYPA U COAEPKAHHUE JUCITATLINHBI (MOIYJLT)

O61mas TpyIoeMKOCTE IUCIIHINIMHLT COCTARIICT 7 3a49€THBIX eauHuMIL, 252, aca.
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] NPHUMEHEHHS

Hroro

518 | 36 36 | - | 72 32/44% | sxsamen (36)

Beero

36 36 | - | 144 32 /44% | Ilepearrecranns
(sauér), azamen (36)

Temaruka JeKIMOHHBIX 3aHITHI,

Pasnen 1. Konuenryanbusie ocHOBBI 3aHTHI HH{pOpMALHH,

L.

OCHOBHBIE IOHATHSI 3AIUTE HHDOPMALHHY, YYaCTHHKY HHQOPMATHOHHOTO IIPOIECCH.,
ITporenypa unenTaduKaLuy, ayTeRTHOHKALTH, ABTOPH3AIHUH IIOTBL30BATEN.

Pazpes 2. OcHoBHBIE METOABI H CHIOCOGDHI 3aIMMU TRl HHpOPMALHN,

1. IloHATHE KOAMPOBAHMS U MIH(POBAMHIS TAHHDIX. ANTOpUTMEI IHQPOBAHHS,

2. CHMMETpHYHBIE H ACHMMETPHYHEIE aJITOPHTMEL BIIoumbe ITH(PEL

3. llonsTue KpUNITOAHAMI3A NAHHBIX: BHIL KPUIITOANATH3A,

4. Mogens ys3sumoit cpemst onesa-Slo.

Paspen 3. Cospemennpie xpunrorpaduueckue AIropuT™Mbl  u  ofyracTu  ux
NPHMEHCHHUSL,

1. Creranorpadus: BUALI H METOIEL. udp AES.

2,

b =
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KBaHTOBas KpUITOrpadua H KPUIITOAHATHS.
Temaruka raGopaTopHpIX 3aHaTHIL
M3yuenne METOI0B KOAHPOBAHKS JIAHHEIX. (6u.)
Onnopasossri GiokHOT (64.)
Indp Bmxerepa.(4u.)
Anroputm RC4 (44)
Cetn Delictens(64.).
HInpp AES(44.).
Creranorpadus (64.)

5. OBPA3OBATEJIBHBIE TEXHOJIOTUH

B JAHHOH JUCOHUILIHHE IIPUMEHSIOTCS CICAYIOITHE O6pa30]38.T6J'[BHBI€ TEXHOJIOTHY .

LU

JCKIHOHHO-CeMUNAPCKAs CHCTEMa 00yUeHHS (TpaiuIIHOHHbBIE TEKIMOHHLIE |
n1abopaTOPHEIE 3aHSTHS);

METOJ TPOCKTOB (pa3paboTka U pean3aims Ha TaboPATOPHEIX PadOTAX OCHORIBIX
JTAIOB JUSHCHHOr0 KN4 IPOSKTA — aHaJu3, IPOSKTHPOBAHUE, PazpaboTka u
PeaTH3AIAsT PELIEHHS 38]1a4H);

00y4eHue B MaJbIX IPYINax (BLITONHEHHC J1adOpaTOPHEIX paboT B Ipymax w3
JIBYX HJTH TPEX YeIIOBEK);

TCXHOJIOTHA pasBUTHA KPUTHYECKOTO MBIILICHHS (IPUBUBAHKUE CTYEHTAM
HABBIKOB KPUTHHIECKOH OLEHKH pa3paGOTAHHbIX MU AITOPHTMOR);

MYJILTHMEINA-TEXHOIOIUN (IIPOBEJICHHE JIeKIIHONHBIX 1 n1abopaTOPHEIX 3aHATHI ¢
HMCHOIIE30BAHIEM HPOCKTOPOB H JIPYTUX MYJIbTHMEHHHEIX yCTPOHCTS).
MeTox (case-study) cTymeHTEI TomyuaroT «npoBeMHBIe» 3a1aHHs [0 TeMaTHKE

H3y4JaeMOro pasnea.

Pelitunrosas cucrema o6yuennn

PeHTHHT-KOHTPOTE IpoBOUTCS TP pasa 3a cemecTp. OH TpeaoiaracT oONeHKy
CYMMapHBIX OaJUIOB II0 CHIEAYIOIMM COCTABISIONHM: GaUIEl Ha KOHTPOJIBHEIX 3aHSTHSIX,
Ka9eCTBO BBITONHEHHS IOMAIIHKX THIOBBIX 3aMaHUM, paccMATPUBAEMBIX He IPAKTHYECKUX




3aHATHAX. Pacipenenenme 6amioB 110  KOHTPOJNBHEIM  MEPOIPHSATHSIM OIIPEIEIIIETCS
JIEKTOPOM, BEIYINHM JHCIHILTHHY.

6. OIIEHOYHBIE CPEACTBA JIJISA TEKYIUELO KOHTPOJIS
YCIIEBAEMOCTH, MPOMEKYTOUYHOM ATTECTALIAN ITO UTOTAM
OCBOEHHSA JUCHUILIAHLI U YYEFHO-METOJJMUYECKOFR
OBECIIEYEHUE CAMOCTOSITEJBIOM PABOTEI CTYJIEHTOB

Cemectp 1

A,

Bompocs! st nepearrecranmu (3auéra)

1.Iongarre uH(GOpMALMOHHOH 6e30TaCHOCTH.

. YIpO3bI: MX BUIBI H KiIacCUBHKAIHS.

. Ionsarue HCJI.

. 3ammTa HHYOPMAIMH: TIOHATHE, METO/ILL.

. KoMIIbIOTEpHEIE BUPYCHI ¥ MX BIMsSHLE Ha Ge301aCHOCTD [aHHbIX.
. OOBEKT 3a1IHTEL.

. Gusnyeckas yrpara HHOOpPMAIHH,

- Meper o npenorepaienno Gpusneckoil yrpaTsl HH(OpMAIAH.

. CpezcTBa 3amuTsl uH(GopMaImy.

. Kopuposanue undopmaruu.
. KauecTtBo nnopmanuu.

. lonsrue xona, mudpa, muadprexcra.
- HIndposanue Kax MeTO[ KOAWPOBAHUA HHOPMAIIHH.

. Jemupposanue: nousTHE U IPHMEHEHHE,

. IIporpammusle cpemcrna.

. Kox Bukenepa: cTpyKTypa 0 METOM KOIMPOBAHMSL,

. Kon [esapa: crpykrypa u meTon koxupoBauusl,

. KomoBoe cioBo: monsTHE M MpHEMEHEHHE.

. Kon ®ano.

. Brounsre koL

. Kpunrorpapuaeckuit anropuryv D11,

- Asroputm ABS: CTpyKTypa i METOM KOAHPOBAHHSL,

. [oroxoseiit mmdp RC 4: crpyxrypa i metox KOJIMPOBaHMSL.

. MeTo/1bI 3aIIUTEI 1IepCOHANBHEIX JIAHHEIX,

. CMeIIaHHbIe annapaTHO-IIPOrPaAMMHLIE CPEICTBA 3AIHTLI HH(pOpMALHH,
. OpraHu3anioHHbIe CPEICTBA 3AMUTE HH(OPMALIHH.

. XoUI-TabJMIBl B HX IPHMEHEHHE B KOTHPOBAHUH.

- AIITOPHTM «OZHOPA3OBEIH GIOKHOT:CTPYKTYPa ¥ [IPUMEHEHEE,
. HousTre xpunrocToiKkocTs mEdpa.

. CoBpeMeHHBIE KPHIITOCTOMKHE alrOPUTMEI KO{UPOBAHHS,

- Clieunanyus3npoBaHHbIe IPOrPAMMHEIE CPEICTBA 3aIUThL nHQOpMaITHH,



32. Firewalls u ux nasuauenue.

33. O0BEKTHI yrpo3kL

34, VlcTOuHHK yrpos3Ll.

35. DDOS-ataka kak BUI yrpo3sl HEGOPMAIHOHHOH Ge30MacHOCTH,
36. Kondunernuansuas uH(GOpMAIus.

37. AnroputM SHAS: cTpykTypa 1 MeTox KOJIHPOBAHHS,

b. Bonpocer juist camoceronTensnoii pa6ors CTyIeHTa
Tema: OcHOBHBIE METOABI U CLOCOBET 3AIUTEL uH(OpMAIHH
Mudopmanmonnas 6e30MacHOCTE

O0bexTs! 3amuTEL

KpurnrocTofikue anropuT™ME! KoupOBaHAs

IHoToxoBomit mugp RC 4

Yrpo3sr HHOOPMAOHHO 6E30maCHOCTH

Cemecrp 5

Texymmuii KOHTPOND yeIIeBAEMOCTH IPOBOUTCS 110 BCEM BUIAM 3aHSTHIE ¢ HCMOIb30BAIHEM
PEHTHHIOBOH CHCTEMEI.

A. Bonpoce! auist pelTHHI-KOITPOIsI,
Bonpocerr juist peiitanr-xonrpossNel,

IToHsTHe 3amUTE HEQOPMALIHH.

CaolicTea HHGOPMALHH.

Y4uacTHUKY HE(DOPMAIOHHOTO IPOLECca; HX poiii U pyHKIUH,

IlpaBa u npaBmIa KOCTYIIA K HE(QOPMALIHH,

Cranmapter 6e3onacuoctu mis UC.,

Crpykrypa mannsx 8 YC,

CrannapTe! HHpopManuonHoit GezonacuocTn B Poccuu.

YTPO3BL: BH/BI H KNACCH PUKAIMS,

. Heumdposars MHGPOTEKCT c HCIIONE30BAHKEM mudpa Lleszapst:
«Kphrtocvkgpeqfgkuxgtaukosngogwi qfghxkuwenkucvkgpy

10. PackonupoBars  cnemylonyro CTPOKY  COOOINEHHMS, HCHONB3YS KON esapst:

«Olikwitvljqdo#lvitdérgh#riftpdgb#wbshvitri#vljdovy (# o3nauaer mpober)
11. JTafiTe ompejenenne moHITHIO «MH()OPMAITMOHHEBIN 00BEKT
12. Buapr kpunroanaimsa: XapakTepHCTHKA.

I R

13. AmanTHBHOE BCKPHITHE C OTKPBITEIM HIHDPOTEKCTOM,

14. BekpoITHE ¢ HCNOIB30BAHIEM OTKPBITOrO TEKCTA.

15. [laiire onpenenenne moHATHIO «6E30MaCHOCTD HH(QOPMAHOHHOTO OOBEKTA.
16. AITOPHTM C OTKPBITEIM KIIFOUOM.

7. AIropuT™ ¢ 3aKpBITEIM KITIOYOM.

18. CummMeTprYHas KpHITOCHCTEMA.

19. AcummeTpruHas KpUITOCHCTEMA.



Bonpocer jast peiirunr-konrpoasNe2,

[lonsaTre xpunrorpadun.

IIudposanne i KoAUPOBAHKE JAHHEIX,

Knaccrr 6e3onacnocty.

Knace 6esonacnocrn C1 u ero xapakTeprcruka.
IIpocTrie mepecTaHOBOYHBIE H(PEL

CHMMETPHYHEIE H ACHMMETPHYHBIE ATTOPHTMEL ITH(POBAHHS,
Krace Gesomacnocrn C2 v ero xapakrepucTaka,

AnropuT™ IM(POBAHUS ¢ OTKPBITEIM KIIOYOM.
IIpocTpancTBo KIIOUEi.

Kimacc B1 u ero xapaxrepucrika.

Knace B2: xapaxrepucTrka.

Kmacc B3: xapakrepucruka.

Kacc A: xapaxrpepucTrKa.

. Kpunroanamus: monsrue u BupbL,

. Hemmdposanue qaHHbIX,

. KpunrocroiitkoeTs anropurMa.

. ADCOJIIOTHO CTOMKHE CHCTEMEL

. JocraTouno croiikue cucteMsr,

. Pacuér Tpynoémxoctu anroputma.

Komupopanue nanurix ¢ HeHomp30Banmem mudpa [esaps.

. KogupoBaHue NaHHEIX ¢ HCITOIBE30BAHMEM mudpa Brkenepa.
. Komuposanue NaHHbBIX ¢ HCIIOIB30BaAHHEM mudpa JJHK,

o g S s e bO e
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Bonpocer st peiirunr-ronrpoxaNe3.

[onsitie u Buanr DIIL

Kpunrorpadudeckue mpoToKons 1 ux BHIEL

CaMoyTBepyKIAIOMAcs kpunrorpaduyeckui IPOTOKOJT,

IIpoToxoi ¢ mocpemuKoM.

KonupoBanue manneix ¢ HCmonb3oBanmeM mudpa JHK.
CaMomoCTaTOUIHEIE IPOTOKOJIEL

MeTomb! BCKPEITHS IIPOTOKOJIOE,

Ornenka KpUITOCTORKOCTH CHCTEM TIH(POBAHHS TANHELX.

Konuposanue TaHHEIX ¢ 4aCTBIO KIFOUA ¢ TOMOIILIO mudpa Bmxkerepa,
Hpunnmn Kepxroddcea u ero tpebopanms x AITOPUTMY IH(PPOBAKHMS JAHHBIX,
Bune! mudporexcra.

. Huddepenrmansuriii Meron kpurroanamsa,

. JInueHnpni MeToa KpunToanausa.

e

—_— = = e O
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[oroumsie i 6110WHbIE AIrOPUTMEI IIH(POBAMIA JTAHHDIX: XapaKTEePUCTHKA.
. Kiaccuuxanus 6rnounsix mmgpos.

. Metojpl 3anuTe ganubx B UC,

. MBoitHoe muposanwe.

. Knacenduxanus norounsix mudpos.

CIII: monsTHe, XapakTepuCTHKA.

. AIIII: noHsTHE, XapaKTepHCTHKA.,

P = = =



21.

b.
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11
12,

13

15,

16
17
18.
19.
20.

2l
22.
23,

24,

25.
26.
27,
28.
29,

30.
31.
32.
33.
34.
35

Knaccnpuxannus anropurmon ST

Bonpoce! k ax3ameny.

IonsiTHe HEQOPMAITMOHHON CHCTEMBL: KIIACCHQUKAITS 1 PA3HOBH/EOCTH.,

3ammTa HHQOPMAIHH: OCHOBHEIE TIOHSTHSL.

AJITOpUTMEI TudpoBanus qanuex B UC: CUMMETPHUYIHEIE H aCUMMETPHYHEIE,
CHMMETpUYNBIH  anroput™M  mMEQPOBAHKUS JAHHBIX: METOJHKA WHQ poBaHLUS,
npumenenue B MC.

ACHMMETPHYHEIH aJrOpUTM MH(POBAHKS JAHHBIX.

Kpunroananus: moHsTHe, PA3HOBHIHOCTH, OCHOBHEIE METOIEL.

AnroputM RC4: meTouka mmdpoBaHms qaumbix.

Y4acTHHKE UHPOPMALMOHHOTO TIPOLECCA: POJTH U (DYHKITHH.

YTpo3sl 6€30maCHOCTH HH(QOPMALIIH: BHIET U KIacCH(HKALS,

- brouiste NHQpPEL: BUABL, METORMKA MHpPOBAHUS, BUALI ATAKH,
. [Torourple mupper: MeTo/MKa MU POBAHML,

UIudp «OJIHOPA30BEI» OJIOKHOT: METOJIMKA AP POBAHUS JIAHHBIX,
KPHIITOCTOHKOCTE.

- Tudp XOR: anroputM paGoTsl, MpHMeHEHTE IIPH KOJUPOBAHUH JTAHHLIX,
14.

OUII: noHsTAe, BUIEI H IIPHMEHEHNE TPH I POBAHKE TaHHEIX B VIC.
IlpocTeie mepecranoBounkle MH(PE: MOHATHE, BHIL [EPECTAHOBOK, NPUMEHEHHE
IPH KOJUPOBAHUM HAHHBIX.

. Indp Buxenepa: MeTonuKa IHGPOBAHHIS U Aemu G POBAHUS TaHHBIX,
. MMudp Heszaps: meToamka mudpoBamus u AU POBAHII JAHHBIX.

Iudp AES: MeTommka mudpoBamms anHbIx.

IIpaBoBoe obecneueHue 3anuTLL uHpOpPMAIIH,

HecanknnoHupoBaHHEIN  JOCTYI: TOHSTHE, BUJIbI, OLEHKA CTENCHH YIPO3bI
OezomacHocTH JaHuEX B MC.

. IIpaBa n npaBuia gocryna k uEQopMarm.

Creranorpadus: HOHATHE, BULLL, TPHMCHEHHE TIPY UG POBAHUE JANHELX.
KBanToBas Kpunrorpadus: mogaTHe, METOIUKA KOIMPOBAHUS.

KBaHTOBBIH KPUIITOAHAIINS: BUILI ATAKH Ha JaHHBIC,

X3MI-TabJHIBL: IPHMEHEHHE TIPH KOTUPOBAHUE JAHHBIX.

Cetp DelicTems: METOMKA KOILAPOBAHAS JAHHDIX.

Kozossle nepesbs: crpyKTypa, BUIBL, KIaccHDHKAIMSL,

OHTPONHS: TIOHATHE, MCTOUKA PACUETa, IPHMCHEHHE B UG POBAHUY HAHHELX.
l'ammupoBanue: IOHATHE, cHOCOGH  pacuéra, IPHMCHEHHE E  KOMHPOBAHHU
HH(OpMAIHH,

Henonesosanue CTEJIC rexHomOTHI B BHPYCHBIX [porpaMmmax.

Bupycel: BHIBL kitaccu(Gukanys.

BpenoHocHbIE BO3IHCTBISA: IOHATHE, BUIBL, METOAL BO3ICHCTRIS Ha UH(QOPMATIHIO.
Kpunrorpaduyeckue mpoToKob: BHIL 1 KIIacCH(pUKaIns,

Crcrema ¢ oTKpeITEIM KitouoM Tud u-Xemmana.,

. HpOCTBIC TOACTaHOBOUHLIE H.II/I‘[prII IIOHATHE, BUHAEI ITOJACTAHOBOK, HOPHMEHCHHC TIPH

KOOHPOBAHHH OAHHBIX,



36. Anroputm  EBimwja: momsTHe, MOIM(DUKALME, IIPHMEHEHHE TpH LM pOBAHMU
JIAHHBIX.

37. KpumrocucreMa: BHJIBI X CTPYKTYpA.

38. Anroputmel I'OCT: MeTozmka mubpoeanus u [PAKTHIECKOE UCIIOMB30BaHHUE,

39. KondunennunansHas HHOPMAIHS: IOHSTHE, BUILL

40. KUC: monsTre, XapakTepUCTHKA CTPYKTYPHBIX DIICMEHTOB.

41. I'enepaTopsl MCEBAOCTYIAHHBIX YHCE]T,

42. MndopMalHOHHbIE CHCTEMEL, CETH, KAHANE 1 CpEenLl.

43. OpraHu3aIuOHHO-a/IMHHUCTPATHBHEIE METOIbI 3ATIHTEI HH(OpMALTH.

B. Camocrostensnas padora
Camocrosirenpras paGoTa 110 JUCHUIUIMEE IPE/ICTABICHA B HECKOILKUX BHIAX:

A) mn3yuYEHHE TEOPETHYECKOTO MATepHala IS IOJIOTOBKH K PCUTHHTY U dK3aMEHy
(JLuTepaTypHEIC HCTOUHHKY);
b) pemenue npaxTruecknx sanau mo onpeenenuo YA3BBUMOCTEH MHQ)OPMAaIMOHHEIX CHCTEM
(paspaGoTKa mporpamm).
ITopsnoK BBITOJHEHHS CaMOCTOSTENBHOM paboTEl ciemyroumii: Bce 3amanus BHAa A
TMPOBEPAIOTCA B IPOLECCEe BBIIOTHCHMS 3aMAHMH PETHHI-KOHTPONS © ciauu IK3AMEHA;
3alanusl TPYOObl b mpemycMaTpHEAIOT  HECKOIbKO YPOBHEH OUEHKH: (OITHMH3AIINS
IpOrpaMMHOTO KOAa, WHTEp(eHc HporpaMMel (KOHCOILHOE HIIH OKOHHOE IPHITOKEHHE),
YPOBEHE BIIANCHHSA S3BIKOM IPOTrPaMMHUPOBaHES). Bee mepeunciennbie napaMeTpe! 3agaHui
Tpymiel b y4uTHIBAIOTCH B KAYECTBE OOHYCHBIX OALIOB B  HTOrOBOM peHTuHre
00yuaromerocs.
Oco6oe BHEMaHHE HYXKHO YHEIUTH CICAYIOIIMM pasfenaM JUCHHUITIMHELLZ, QeHoRHble
METOALI M cmocobbl 3ammTel undopmanuu, 3. Cospemennpie kpunrorpaduaeckne
AACOPUTMBI M 00JIACTH MX NpuMeHenust. J[aHuble Pasiesbl AHCIUIIIILL Gopmupytor y
00yJaIOIMKUXCS NPaKTHUECKUe MABhIKH KOMMPOBaHUL M WH(POBaHUL MHPOPMALMH U
NOHATHHHBIA anmapar 1o u3y4aeMol TeMaTHKe.

Bonpocrer 1ist kourpoeas camocrosrennnoii paboTel:

1. Yro nasesaercst HOJT u cdepa ero IPHMCHEHHSI IIPH UM POBAHKE TAHHBIX,
2. Yro Ha3bIBAETCA KPHIITOCTORKOCTEIO AITOPUTMA ITH(DPOBAHHUS JAHHELX,

3. B uéM oTiHYme alanTHEHOrO BCKPLITHS OT BCKPEITHSL ¢ OTKPBITEIM IIH(GPOTEKCTOM.
4. B ueMm ornmmume npas f0cTyna OT Ipasmn OOCTYIA K JHaHHBIM.

5. Kax paccunTaTs SHTPOIHIO MHPOPMAIOHHO CHCTEMBI,

6. MeTOmEI COKPEITHS MHPOPMALHH C TOMOIILIO cTeranorpadmm,

7. ATaKi Ha HOTOYHBIE MH(PEL

8. Yro maswizaercs CITIIL.

9. Buupr ataxy wa Groumsie mudpe.

10. ¥rpossl 6ezonacHocTy,

11. Hro Ha3sBIBAaeTCS MOCTYITHOCTLIO AHHBIX.




12. B uém oTIIMYAe CHMMETPHYHOTO arOPHTMA OT ACHUMMETPUYHOIO,

13. B ueM cyTh MeTo1a KOIUTH3HH 1P KPUIITOAHATI3e A HbIX.

14. Kax onpenenurs mommannocts DI,

15. Yto npencrasuser coGoit METOM «pajy)KHEIXY TAOIIAI B KpUIITOAHANIH3E,
16. OcHOBHBIE CBOWCTBA 3aIMIIIAEMON HH(DOPMAIHH,

17. KommoneHTsl aBToMaTusuposannoi MC,

18. B uém otnuune anroputMa Bukemepa ot airoputMa [e3aps.

19. UYto HaspIBaeTcs aQHUHHON HEpPECTAHOBKOI.

20. Kaxk ocymmecTsaseres: BEKPBITHE 110 METOAY «IaTh DPOXKHCHMSI,
21. KakoBLI OCHOBHEIE YCIOBHS JUist 06ecieueHus 6e30IaCHOCTH Janubx B MC.
22. B 4&M cyTh MeTo/1a KPHITTOAHANM3A: «aTaKa IPyGOH CHIIOiy.

!
23, Yro HaspIBaeTcst OAHOMAKTOPHOH MHOTO(aKTOPHOM 3amuToit ,I_IE].I-II—ILIJ(. B uém
IIPEUMYLIECTBA OJHOM HaJl Ipyroii. |

24. UeM OTIHYACTCS YA3BEMOCTE CHCTEMBL OT HEHCIIPABHOCTEH B HEll.
25. B uéMm cyTh MeTo1a TaMMUPOBAHHS TAHHBIX.
26. B uém npenmyInecTa MeTona MHAGPOBAHNAS TAHTLIX: «OZIHOPA3OBBIA OIOKHQ T,
27. Uro Ha3bIBaeTCs 06HEKTOM 3alIHTEL
28. Kak ocymtecTBisieTcs IMU(QPOBAHIE JAHHBIX B anroputme AES, |
29. B gem cyTb MeTO/1a IU(POBAHMS TAHHBIX C TIOMOIIBIO X3UI-TadJInIL, |
30. B 4éM cocToHT MeTon Mu(POBAHUS JAHHBIX ¢ TTOMOIIBIO GIOKOR. |
31. Kax nmpoBepnTs, 1ocTOBEpHA JIH IEpeanHas HH(pOpMAaUIL. i

|

|

|

.

|

|

o

32. Yro Ha3BIBACTCS KOHTPONBHEIM GHTOM B COOBIICHHH.

33. Kaxosa B3aHMOCBA3b MeTy CYyGLEKTOM, IIPEAMETOM U 0OBEKTOM 3aLUUTEL

34. Yro HaspIBacTCs GAHIUTCKHM KPHIITOAHATHIOM,

35. Hro npencrasisier coboi y3BHMAs cpea B MOJIEH Honesa-Slo.

36. B uém cyTb anropurma Jlysa.

37. DDOS — araxa, Kax Buj yrpo3sl HHOPMAIHOHHOH 6e30acHOCTH, :

38. IlporpamMMHBIE 3aKIaIKH M UX BIMSHEE HA 6E30MACHOCTE uH(QOpMATHH, i
|

7. YUEBHO-METOJAUYECKOE U HHDPOPMAIMOHHOE OBECITEYEHUE
JTUCIHATIIAHBI (MOLY.J15T) |

L. 3amura uadopmanmu: Yuebuoe mocobue / AL Kyk, EIL XKyk, O.M. Menemwim, AU,

Tumomkumn. - 2-e uzm - M.: WL PUOP: HUL MHOPA-M, 2015. - 392 ¢.: 60){9;0 1/16. -
(Bercimee o6pasosanue: baxanappuar; Maructparypa). (neperuer) ISBN 978--5~36i9‘--013’78—

6, 500 ax3. (O5C 3HAHHUYM).
2. Mngopmanumonnas Ge30nacHOCT: KOMIBIOTEPHBIX CHCTEM ¥ ceTeil: VueGHoe ]"l'i(](3061/16 /
B.®. Mansrun. - M.: UJT ®OPYM: HUII HMH®PA-M, 2014. - 416 c.: wi.; 60x90 1/16. -

(Ilpogeccuonansuoe o6pazosanmue). (itepermer) ISBN 978-5-8199-0331-5, 1000 913.(OBC
SHAHUYM),

3. Merozel U cpencrsa 3amuTE HHGOPMAIHK [OnexTpouHsli pecype]: MeTojMMYeCKHE
yxasaHus K naboparopHeiM pafotam / C. B. Mackees, M. A. Tpodumor; Branumumpexmii
FOCYZIAPCTBEHHEI  YHHBEPCHTET —HMEHH  AJeKcaHipa ['puropresnya n %E[Hmnasr
I'puropsesnua Cronerossix (Bil'Y), Kadeapa BLIMMCIHTEILHON TEXHIKH —— DICKTPOHHEIE

o 5 s | g
Texcrosble pannbie (1 dattm: 317 K6) .— Bnagumup : Bramumupeicuit rocynapmlriaem—mm

4) OCHOBHASA JINTEPATYPA:




YHHUBEPCUTET MMEHH AJiekcaHnpa [puropsesmua u IHuxonas I'puropsesnya CroseToBbIX
(Bal'Y), 2013 .— 19 ¢. : mn. — 3armarue ¢ THTYJIa 9KpaHa.— DJNEKTPOHHAs BEPCHS [1eUaTHOMH
nybnukamuu .— bubimorp.: ¢, 18 .— CroGoaubrii JOCTYII B 3JICKTPOHHBIX YHTANLHEIX 348X
Oubnuorexu.(BHyTprBYy30BCKHE H3JIaHHS Baly
http://e.lib.vlsu.ru/bitstream/l23456789/3325/1/01254.pdf>)

6) momoTHUTENLHAS TATEPATYPA:

1. Kpunrorpaguueckue MCTOZBI 3amuTel MH(popManuu. Tom 3: VueGHO-MeTOMueCKOe
nocobue / A.B. BaGam, - 2-e uzy. - M.: WIT PUOP: HUL UH®PA-M, 2014, - 216 c.: 60x88
1/8. - (Bulcimee o6pa3zopamnye: Baxanaspuar). (o6moixka) ISBN 978-5-369-0173( 4-5, 200
9k3.(ObC 3BHAHUYM).

2. Kommmekcuas 3ammra HEOpPMAIME B KOpPIIOPaTHBHBIX cucTeMax: YueGHoe ocobue /
B.®. Iausram. - M.: UI[ ®OPYM: HUIT UHOPA-M, 2013. - 592 c.: wn.: 70x100 1/16. -
(Brrcee o6pasosanmue). (meperiter) ISBN 978-5-8199-0411-4 (OBC SBHAHNYM).

3. 3onorape, B. B. Vmpasienue HH(popmanuoHHol GesomacHoeTso. Y. 1) AmHaims
MH(QOPMAITHOHHEIX PHCKOB [Onexrpormeii pecype] : yue6. nocobue/ B. B. 3onorapes, E. A.
Hannnora. - Kpacuospex :Cu6. roc. a3poKoCMuY. yH-T, 2010. - 144 ¢.(OBC 3HAHWYM).

B) MEPHOHYECKHE H3AHUSI

l. Mudopmanponnas  GezomacHoCTD. ApxuB  HOMepoB. //  Pewum |JocTyra:
http://www.infosecurityrussia.ru/2015/itsec

2. TexHONOTHH 3aIIHTEL APXUB HOMEPOB. //Peskim nocryna: hitp://www.lzmagazine,ru/

3. Security News. Apxus Homepos.//Pescum noctyna: http://www.secnews.ru/

B) HOTEepHEeT-pecypehbl

1. Undopmarnonnas 6ezonacuocts // Pesxim nocryma: http://protect.htmlweb.ru/p01 . htm

2, Cucrema UMH()OPMAIIHOHHOM GesonacuocTu /Pexxnm JlocTyna:
http://tvoi.biz/biznes/informatsiomlaya--bezopasnost/sistema-informatsionnoi--
bezopasnosti.html

3. Buagmvup  Jlvmaes.  OcHopubre (axToprl,  ompejemsomme TEXHOJIONHYECKYIO
besomacHoers  uHQOpPMarMOHHBIX cueTem // Pesin moctyna:  http://www.computer-
museum.ru/histsoft/ji97061.htm,

8. MATEPUAJBHO-TEXHUYECKOE OBECHEYEHNE JUCLHATIIIHMHABI
(MOAYJIsT)
B xawectse MmaTepuannmo-TexHEUEcKOro  o6ecreucHms JAUCLHIIIMHEL  HCTIOJB3YIOTCS
CACAYIOIME CPENCTBA: IPOCKTOP, HabOPHI CIAUAOR 110 yuebHOH TEMaTHKE, KOMIIBIOTEPHBIE
KIACChI ¢ yeraHosneHHeM [10: VS 2012, 2013, 2015, MymyruMenmiiabie ay AUTOPHH,
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