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1. HEJIM OCBOEHUA JNCHUIIJIMHBI

Lenp ocBoeHus AUCHUILIMHBI «OmnepaloHHbIE CUCTEMBD» - IMpHOOpeTeHue 0a30BbIX
TEOPETUUECKUX 3HAHUN U (HOPMHUPOBAHHE MPAKTUUECKUX HABBIKOB B 00JACTH HCIIOJIb30BAHUS
COBPEMEHHBIX OIEPAIMOHHBIX CHUCTEeM Juisd obecrieueHus 3hdexTruBHON u Oe3o0macHoi paboTh
MoJIb30Barese MH()OPMAIMOHHBIX CHCTEM TMPEIANPUATHH, OCBOCHHS HOBBIX OTEYCCTBEHHBIX
OTIEPAITMOHHBIX CUCTEM U MIPUMEHECHHS X B MacIITabax MpeapusTHs.

JoctrxeHne Ha3BaHHBIX LIEJIEH MpeAnoaaraeT peueHue ClIeIyomux 3a1ay:

* OCBOCHHE TEOPETHMYECKHMX M OPraHU3aLIMOHHO-METOAMYECKHUX BOIIPOCOB UCII0JIb30BAHUS
U GYHKIIMOHUPOBAHUS OMEPALMOHHBIX CUCTEM B YCIOBUAX COBPEMEHHOTO MPEANPHUITHSI.

* [pUOOpETEHHE NPAKTHUYECKUX HABBIKOB B YCTAaHOBKE, HACTPOWKH M HCIIOJIb30BAHWUU
OTIEpPAI[MOHHBIX CUCTEM B COCTaBE CETEBON MHPPACTPYKTYPhI NPEANPUATHUS ;

* 3HAKOMCTBO C OCHOBaMH oOecredeHHs Oe30MacHOCTH U IENOCTHOCTH  JaHHBIX U
IPWIOKEHUH, a TaKXKe C HalpaBiICHUSIMH U NEPCHEKTUBAMU PA3BUTHUS OIEPALMOHHBIX CHUCTEM,
BKJIIOUYasi HOBBIE Pa3pa0OTKH OTEYECTBEHHBIX OMEPAIIIOHHBIX CUCTEM.

2. MECTO JUCHHUIIVIMHBI B CTPYKTYPE OIIOII

I[I/ICIII/IHJII/IHa ((OHepaIII/IOHHBIe CHUCTEMBI» OTHOCHUTCA K AUCHHUIIJIMHaAM 00s13aTeNILHON
94acTu y4eOHOTO IUIaHa.



3. IVTIAHUPYEMBIE PE3VYJIbTATBI OBYUYEHMUS 110 JUCHUIIJIMHE

[Inanupyembie pe3ylbTaThl OOYYEHHS MO JUCHUIUIMHE, COOTHECEHHBIE C IJIAaHUPYEMbIMU
pesynbTaTamu ocBoeHus OITOIT (koMIeTeHIMAMY U UHAMKATOPAMH JTOCTHKEHUS KOMITCTCHITHN )

dopmupyemsbie [Inanupyemble pe3yiabTaThl 00yYEHHs 110 AUCLUILUIMHE, B HanmeHnoBanue

KOMIIETEHLINU COOTBETCTBUU C UHJIMKATOPOM JOCTHKEHUSI KOMIIETCHIUU OLIEHOYHOTO
(xon1, conepkaHue Nunukarop gocTrKeHus Pe3ynbrarel 00yueHus no cpencTaa

KOMITETEHITIH) KOMIIETECHIINU JUCLUIUIMHE

(k00, codepoicanue
UHOUKAmMopa)

OIIK - 6 OIIK-6.1. 3HaeT OCHOBHBIC MOHATUA U | 3amaHust
CrocobeH OIIK - 6.1.1. KOMITOHCHTBI COBPEMEHHBIX | peHTHUHI
pa3pabaTbIBaTh 1 3HaeT: COBpEMEHHbBIE OIepa- | ONEepalMOHHBIX CHCTEM, B KOHTPOJISL
UCIIOIb30BaTh IMOHHBIC CHUCTEMBI, TEXHOJO- | TOM quCIie HOBBIE | Oryer 1o
AIITOPUTMBI 1 TMH, METOIbl U CPEICTBAa WX | OTCUCCTBCHHBIC TaGOPATOPHBIM
MPOTPaMMBI, 3¢ PEeKTUBHOTO, TPAKTUYECKOTO | ONCPAlMOHHBIE  CHUCTEMBI,
COBPEMEHHBIC npuMeHeHns B cdepe CBOCH | MPUHIMIIBI  OpraHH3aLUH paboram
WHPOPMAILMOHHBIE npodeccuoHa. 1esTeIbHOCTH COBMECTHOH pabOThI CUCTEM

TEXHOJIOTHH, METOIBI
U CpeJICTBA KOHTPOJIS,
JAUAarHoCTHKU U
yIIpaBIICHHUS,
MPUTOHBIC IS
MPAKTUIECKOTO
MPUMEHEHUs B cepe
cBOEH
npoeccnoHaIbHON
JeSITETbHOCTH

OIIK - 6.1.2.

3HaeT: MPUHIUIIBI YCTAHOBKHU H
Pa3BEPThIBAHUA OINICPALIUMOHHBIX
CUCTEeM B MacmTabax Impel-
MPUSTHS, TPOTOKOJIBI COBMECT-
HOH paboThl  OMEPAIHOHHBIX
CHCTEM Pa3JIn4HOro THIIA.

OIIK-6.2.

OIIK-6.2.1.
YmMmeer: BBIOMPATh
ONIEPALUOHHYI0  CUCTEMY C

y4eTOM KOMIUIEKCa TPeOOBaHUI
K (QyHKIHOHATY pabouyux MecT

U CEpBEpOB, HCIIOIB30BaTh
CpencTBa OTIepaIOHHBIX
cucteM i1 obecrieueHus

Oe3onacHoit u 3dPekTuBHON
paboTBhI MOIb30BATECH.

OIIK-6.2.2.

YmMmeer:

Pemars 3a7a49u
npoeccnoHambHON
OCATCIIBHOCTHU C y‘-IeTOM

rOCYJapCTBEHHOW IIPOrpaMMBbl
o epexoy Ha
WCIIOJIb30BaHUE
OTEUYECTBEHHOI'O
MIPOTPAMMHOTO OOECIICUCHUS.
OIIK-6.3. Baageer: HaBbikamu

U IIpueMamMu HaCTPOMKH
OIEPALIMOHHBIX CHUCTEM,
YIIPaBIICHUS IpyIIIaMH,
[OJIb30BATENSAMH, — peau3aluu

HOJIUTHUK 0€30MaCHOCTH.

B COCTaB€ BBIYHCIUTCIIBHBIX

ceTei.

Ymeer 000CHOBBIBATh
BBIOOD OTIepaIMOHHBIX
cUcTEM, B TOM  YHCIIE

OTEUYECTBEHHBIX Pa3padOTOK,
C  ydeToM  KOMIUIEKca
TpeOOoBaHMiA K ()yHKITHOHATY
paboumx MecT U CepBepoOB,
UCII0JIb30BATh cpeacTBa
OTIEPALMOHHBIX CHUCTEM JUISI
obOecrnieueHus: O6e30MacHON U

3¢ hekTuBHOMN paboThI
MOJIb30BaTENEH.

Brnaneer HaBblKaMHM U
npreMaMHu o
obecrieyeHUI0 JOCTyNna K
061 UM pecypcam

MH}OpPMaLIMOHHBIX
CUCTEM C obecrieueHueM

TpeGoBaHUU
0e30MacHOCTH, a TaKXe
HaBbIKAMH M THpPHUEMaMH
JyYIIUX INPaKTUK IpU
peleHuu 3aja4 o
yCTaHOBKE U
pa3BepThIBAHHUIO
OnepanMOHHBbIX CUCTEM Ha
KOMIIbIOTEpax

MH}OpPMaLIMOHHBIX
CUCTEM NpeANpUATHS.




4. OBBEM U CTPYKTYPA JUCIIUITVINHbI

Tpyno€MKOCTh NUCHUIUIMHBI COCTaBIIsIeT 4 3a4€THBIX eUHUILIbI, 144 gacoB.
TemMaTuyeckuii JIaH
®opma 00yuyeHHs - OUHASA

Konrakrnas pabora ®opmbl
oOyuaromuxcs TEKYIIEeTo
C MeJaroru4aecKuM KOHTPOJIS
paboOTHUKOM yCIIeBaeMOCTH,
Ne g ég dopma
. HaumeHoBaHUE TEM H/WIH ol 8 2 IPOMEKYTOY-
/ paszenoB/TeM § = ® o = E g HOM
. IUCIHAILINHEBI = ; < % g o | S g S\g arrecrauuu
Sl 3| 52|85 888 ¢
S % E % %L% ,%E E 5 (no cemecmpam)
AT g mEcs
= = =)
1 | OcHoBbl MOCTPOECHUS,
(GyHKIMOHUPOBAHUS " 1 peliTunr-
IIPUMEHEHHsI  OlEpallMOHHBIX 3 |16 2 2 4 30 | koHTpOIB
cuctem (OC)
OcHOBBI HaCTPOMKHU
2 | mapamerpoB  OC s 2 pedTHHT-
pabouux  cTaHIMi | 3 |7-12 |8 8 6 30 | xoHTpoONb
CEpBEPOB JIOKATBHON CETH
IpEeIIpUATHS
3 | Opranmzanus paboTEI
nosb3oBareneit  OC B 3 pelTuHr-
WH(POPMAIIMOHHOM 3 |13-18| 8 8 8 30 | xoHTpONB
cucTeMe MpeIpUsTUS
Bceero 3a 3 cemectp 18 18 18 90 3a4er
Hammune B nucounuvze -
KII/KP
Hroro no Aucuuminxe 18 18 18 90 3ayer

Cozlepmalme JICKIIMOHHBIX 3aHSATHIA IO AUCHUIIIMHE

Pa3znen 1. OcHOBBI QyHKIMOHUPOBAHUSA M IPMMeHeHHUs onepanuoHHbIX cucrem (OC)

Tema 1. Beenenue. I[loHstue omnepanuoHHOW cucTeMbl. CTpyKTypa OINEpalrOHHON

[Tponeccrl. CucTeMHbIe BBI30BBI. Y POBEHb sJIpa U YPOBEHb IOJIb30BATEIS.
Tema 2. OC paGouux cranuuii u cepsepoB. Paboune rpynns! u nomensl. Co3nanue Active Directory.
OCHOBHBIE CepBEpbI U CITYKOBI B CETU MPEATIPHUATHS.

CUCTCMBI.
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Tema 3. Ycranoka OC. Crnioco6s! u BapuanTsl ycraHoBku OC. PazpepteiBanne OC B macmirabax
HOPEAIPUATHSL.

Paszgea 2. OcHoBbl HacTpoiikn napamMeTpoB OC 11t pado4uX CTAHUMI M CEPBEPOB JIOKAJILHOM
ceTH NpeanpusTus

Tema 4. Coznanue U ynpapjieHUE YIETHBIMU 3aIIMCSAMU I10JIb30BaTENIEH U KOMIIBIOTEPOB.

Tema 5. OGecnieuenue Oe3omacHocTH pecypcoB. Paspemennst NTFS u oGmiero nmocryma s
Windows. IIpaBa noctymna k pecypcam st Unix/Linux.

Tema 6. Hactpoitkm mapamerpoB Oe3omnacHocTu. [lonuTuku yueTHbIX 3anmceld. [lomuTuku
0€30MaCHOCTH KOMIIbIOTEpPA U JIOMEHA. YIIpaBJIIEHHUE IIpaBaMH I0Jb30BaTeNel. AyaUT cOOBITUN U
00BEKTOB.

Pazgen 3. Opranmszanusi padorsl moJab3oBarteieii OC B uHpopMauMoHHOH cHcTeMe
npeanpusTus

Tema 7. Hactpoiiku OC 1151 opranu3aly KOJUIEKTUBHOIO HCIIOJIb30BaHUs pecypcoB.CepBepHbIe
BEPCUHU ONEpPalMOHHBIX cucTeM. OCHOBHBIE CEpBEpbl. YIpaBIEHUE XPAaHEHHUEM U JIOCTYIIOM K
¢aiinam. YpaBieHue nevarTbo.

Tema 8. LleHTpanu3oBaHHOE UCIOJIb30BaHKE MpUiIoKeHU. Bo3zmoxkHocTu coBpeMenHbix OC mpu
UCToIb30BaHuN Web-TexHOoI0rui.

Tema 9. YpaBneHue annapaTHbIMU pecypcaMu. Y cTaHOBKa M 0OHOBIIEHHE ApaiiBepos. [loanepikka
MyJIbTHUMEHNA TeXHOJOTHI coBpemeHHbIME OC.

Tema 10. OteyecTBeHHBIE ONEpalMOHHBIE CUCTEMBl KaK OCHOBA IPOrPaMMHOI0 0OeCHeueHHs B
CUCTEMAaX C KPUTUUYECKU BaXHOU MH(PACTPYKTYPOH.

Conepmaﬂue MNPAKTUYCCKUX 3aHSATHH 0 JTUCHUIIJIHHE

Tema 2. M3yueHue cTpyKTypsl AJoMeHa Ha ocHOBe Active Directory. OcHOBHBIE 3a7auH,
pelraeMble ¢ npuMeHeHneM Active Directory.

Tema 3. YmpapneHnue rpynmnaMu U TOJb30BATESIMH Ha JIOKAJIHBHOM KOMIIBIOTEpE U B
MaciTade npeanpusIThs.

Tema 4. Cosznanue u yrpapiieHHE YUYETHBIMU 3aMUCSIMHU MMOJIb30BaTeNIeH M KOMITBIOTEPOB C
npuMeHeHueM Active Directory.

Tema 5. Onpenenenue paspemenuii NTFS u obmiero nocryna nis nanok u ¢aiinos OC
Windows. Hactpoiika npas noctymna B Unix/Linux.

Tema 6. Hactpoiika aynuta, mapameTpoB 0€3011aCHOCTH U IIPAB M0JIb30BATE.

Tema 7. Tunosle 3a1aun 0OCTYKUBaHUS U yIIpaBJIEHU i pab0unX CTAaHLIUN U CEPBEPOB.

Tema 8. CepBep TepMUHAIIOB U YAaJIEeHHBIH paboumii CTOJI.

Tema 9. YpaBneHue anmnapaTHbIMH pecypcamu. Y CTaHOBKa U OOHOBJIEHHE JpaiiBepoB.

[Tonnepxkka MyJbTUMEINA TEXHOJIOTHI coBpeMeHHbIMU OC.

Tema 10. CoBmecTHOE Hcnionb30BaHue pa3nauyHbix OC B ceTH NpeanpUsITHS.

Komannasie 06omouku Windows u Linux.

Conep:xanue J1a0OPATOPHBIX 3AHATHI MO TUCIUIIMHE
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Tema 2.

JlaGopatopnast pabora Ne 1. YcraHOBKa BHUPTYaJIbHOM KOMITBIOTEPHOM CETH Ha OCHOBE
OTepalMOHHBIX cucteM Windows.

Tema 3.

JlaboparopHas pabora Ne 2. YcraHoBKa U HacTpoiika qoMeHa Ha ocHoBe ActiveDirectory.
Tema 4.

JlaboparopHas pabota Ne 3. VmpaBieHue rpynmnamu, MOJIb30BaTEISIMH U KOMIIbIOTEpaMU
JIOMEHa.

Tema S.

JlaboparopHas pabota Ne 4. YrpaBneHue 10cTynoM K (GailloBBIM pecypcam.

Tema 6.

JlaboparopHas pabota Ne 5. Aynut 6e30macHOCTH.

Tema 7.

JlaGopatopnast pabdora Ne 6. ¥YcraHoBka u ocHOBBI HacTpoiiku ciiy)xk0O DHCP 1 DNS B
cocrase Active Directory.

Tema 8.

Jlaboparopuas padota Ne7. O3HakOMIIEHHE C CETEBBIMU (DYHKIIUSMU ONEPALIMOHHBIX CHUCTEM
Windows u Linux.

Tema 10.

Jlaboparopuass pabora Ne 8.YcranoBka u Hactpoiika OC Linux mms paboTel B CeTH
npennpustus. Komananas obonouka Linux. YcraHoBKka nmakeToB nmporpamm B Linux.
JlabopatopHast pabota Ne 9. YcraHoBKa u HacTpoiika oreuectBenHoir OC AstraLinux.

5. OHEHOYHBIE CPEJACTBA JUIsd TEKYIIEI'O KOHTPOJIA YCIIEBAEMOCTMU,
IMPOMEXXYTOYHOM ATTECTALIUA 11 (0) NUTOI'AM OCBOEHMUA
JUCHUIIJIMHBI n YYEBHO-METOAUYECKOE OBECIIEYEHHUE
CAMOCTOSTEJABHOMN PABOTHI CTYJEHTOB

5.1. Texkymuii KOHTPOJIb yCIIeBAeMOCTH (PeTHHI-KOHTPO.Ib 1, peliTHHI-KOHTPOJIb 2,
PEeHTHHI-KOHTPOJIb 3).

Peiitunar-konTpois 1

1. HazoBuTe mnpeumyliecTBa HCIOJIB30BAHHUS BUPTYAJIbHOM MAIMHBI IPU W3Y4E€HUU
OTIEPAI[MOHHBIX CUCTEM.

2. Ha3oBHTE OCHOBHBIE LIaT YCTAHOBKU BUPTYaJIbHOI'O KOMIIBIOTEpA.

3. Kak ycTaHOBUTH BUPTYaJIbHYIO MALIUHY C OJACPAKKOM anmnapaTHON BUpTyalIn3anuu?

4. Kak yCcTaHOBHUTh BUPTYaJbHYI0 MAIIUHY C HCIOJb30BaHHEM (ailyioB MMeromencs
BUPTYaJIbHOW MAIIHBI?

5. HazoBute criocoObl YCTaHOBKH OIEPALMOHHBIX CUCTEM Ha BUPTYaJIbHYIO MAIIHHY.

6. Kakum 00pa3oM BBINOJNHAETCS BBIOOP PEXUMOB pabOThl CETEBBIX aJaNTEPOB
BUPTYaJIbHOW MAIINHbI?

7. KakuM 00pa3oM MOXHO YCTAaHOBHUTH CO3JaHHYIO BUPTYaJbHYIO MalllMHY Ha JAPYTrOM
KOMIIbIOTEpE?

8. Tlouemy B naHHOM ciy4yae B KadecTBe (hallJIoBOM CHCTEMbI BUPTYaJbHBIX MalIUH
HeoOxomuMo BeIOMpaTh cuctemy NTFS?

9. C kaKoH LEIBI0 CO34aeTcs ToOMeH?

10. Ykaxxute oCHOBHBIE dTarnbl yCTaHOBKU Active Directory.



11. Kakas OC nomkHa OBITh YCTaHOBJIEHA HAa KOMIIbIOTEpE, YTO Obl OblIa BO3MOXKHA
yctaHoBka Active Directory?
12. KTo numMeer mpaBo MoJICOEAMHUTH KOMIIBIOTEP K IOMEHY?
13. Kakoga pois ciryx0s1 DNS B 1omene?
14. Tlouemy 0e30macHOCTh CHCTEMBI Ha OCHOBE JOMEHA CYIICCTBCHHO BBIIIEC, YEM B
OJIHOPAHTOBOM ceTH?
15. I'ne xpaHsTcsl yueTHbIE 3allMCH 110JIb30BAaTEIEH U KOMIIBIOTEPOB JOMEHA?
16. B ueM oOTiMuMe Y4YETHBIX 3alMUCEH JOMEHA OT JIOKAJIbHBIX YUYETHBIX 3alHCel
KOMITHIOTEPOB OJTHOPAHTOBOM CeTH?
17. Eciin Ha xommbroTepe yctaHoBiieHbl mpoTokonbl TCP/IP, kakyro MakcHMallbHYIO
JUIMHY UMEHU KOMITBIOTEpPA MOKHO 33]1aTh BO BpEMsl YCTaHOBKU?
18. MOHO 111 U3MEHUTH UMs1 KOMIIbIOTEpa rociie ycTaHoBkM OC Ha KIIMEHTCKOW MalluHe
U Ha KOHTpOJUIEpE ToMeHa?
19. Kakue u3 cienyronmx yrBepKIeHUN BEPHbI:
e Bbl MOXeTe MOJKIIOYUTh KOMITBIOTEp K pabouei rpyrre Wid JOMEHY TOJIbKO BO
BpeMs YCTaHOBKH,
e Ecnu BBl NOJIKIIOYNTE KOMIIBIOTEpP K paboueil rpymnme BO BpeMs YCTaHOBKH, TO K
JIOMEHY MOYKHO TOJIKITFOUUTHCS TI03KE;
e Ecnm BBl MOIKITIOYNTE KOMITBIOTEP BO BpEMsi YCTAHOBKH K JIOMEHY, TO K paboueit
TPYIIe MOKHO MOAKITIOYUTHCS TTO3XKE;
e Brl He MOXeTe MOAKIIOYUTH KOMIBIOTEP K paboueil rpynme wik JOMEHY BO BpeMs
YCTaHOBKH.

PeliTunr-kouTpons 2

1. Korna Bel ycraHaBinBaeTe ceTeBbIE KOMIIOHEHTBI CO CTAHAAPTHBIMU ITapaMeTpaMu
HACTPOMKH, KAKME KOMIIOHEHTHI YCTAaHABJIUBAIOTCS? [[J1s1 Uero Hy»eH KaXkblil KOMIIOHEHT?
2. Kakue Tumsl rpyni MoryT ObITh CO3/1aHbI B IOMEHE?
3. Uem oTnuyaroTCs rpynmsl 0€300acCHOCTH OT TPYII paclpoCTpaHeHHs ?
5. B 4em riaBHO€ OTIMYME IPYMI JOKAIBHOTO KOMIBIOTEPA OT Py JoMeHa?
6. [Touemy ypoBeHb 6€30ITaCHOCTH CETH HAa OCHOBE JIOMEHA BBIIIIE, YEM B OJTHOPAHTOBOM
cetn?
7. B yem oTiinuue riao0anbHbIX U JTOKAJIbHBIX TOMEHHBIX Tpynn?
8. Kakue rpynmsl MOTYT OBITh OTHECEHBI K YHUBEPCAJIBHBIM I'pyIIaM oMeHa?
9. Kak co3nmaercst yueTHast 3aliuCh KOMITbIOTEpA B JoMeHe?
10. Kak co3naercs ydeTHas 3aluch I0Jb30BaTeNs JOMEHA?
11. KakuMu y4eTHBIMH 3alMCSIMU JOJKEH 00J1a1aTh [10JIb30BATENb JIIsl TOTO, YTOOBI OH
MOT BBITIOJIHUTH IEPBOHAYAIBHOE IIPUCOENNHEHNE KOMIIBIOTEPA K TIOMEHY?
12. Kakoe u3 cnegyronux pazpemiennid NTFS mis mamok mo3BoJisieT Bam yIalaTh
nanky?
e UYreHune
e UreHue U BBINOIHEHNE
e li3menenue
e AJIMUHUCTPUpPOBAHHE
13. Kakoe pazpemenne NTFS ans daiinos ciemgyer ycraHoBUTh A (paiina, eciu BbI
MO3BOJISIETE TMOJIB30BATENSIM YIAIATh (Daii, HO HE MO3BOJIIETE CTAHOBUTHCS BIIaJeTIblaMU
¢aiina?



14. Kakue 0OBEKTH IO YMOJIYAHUIO HACIEAYIOT pa3pellieHHs, YCTAaHOBJIECHHBIC IS
POAUTENHCKOMN ManKu?
15. KT0o MOKET ycTaHaBIMBATh pPa3pelIeHMs] JUIsl OTAEIbHBIX I0JIb30BaTENICH U TPy’
(BBIOCpHUTE BCE MTPABUIILHBIC OTBETHI)
e UYjeHsl rpymibl AAMUHUCTPATOPHI
e Ujensl rpynnsl ONBITHBIE 10J1b30BATENN
e [lonb3oBaTenu, obnanaromue paspenienueM [onnbiit qoctyn
e Brazaenbipl (aiiaoB ¥ Manox
16. Kakoii w3 cieayrommx BKJIAJOK IUAJOTOBOTO OKHA CBOWCTB (hailyia WM Mamku
CJIeIyeT BOCIOJIb30BaThCS JIsl YCTAHOBKU WM M3MeHeHui paspemeHuit NTFS:
e JlomomHUTEIbHO
e Pazpemenus
e be3omnacHoOCTh
e OOmue
17.Ecnu BbI XOTUTE, 4TOOBI IOJIB30BATENb WM IPYIIa HE UMelNa JOCTyMa K OMpeIeIeHHON
narnke win (aiiny, ciaeyer JId 3alpeTUTh pa3peuieHus A 3TOW Manku uin (aina?

Peittunr-kontposp 3

1. KakoBa poib aynuTa B ob6ecrieueHIH 0€301MacHOCTH KOMITBIOTEPHON CHCTEMBI?

2. I'me u xakum o6pazom GopmupyeTcst HUHPOpMAIHI O COOBITUIX ayauTa?

3. Kakas uH(pOpMaIus MOXKET OBITh MOJIydeHa B pe3yJIbTaTe ayaura’?

4. Kakue THUIIBI ayIuTa BbI 3Ha€TE U JUI YEro NpeAHa3HaYeH KaX bl n3 HUX?

5. KakuMm 00pazom akTUBHU3HUPYETCS MOJIUTHKA ayuTa?

6. Kakum o0pa3oM MONUTUKA ayquTa IMPUMEHSETCs sl BbIOPAHHBIX OOBEKTOB U
0JIb30BaTesen?

7. B kakux ciayyasx IeaecooOpa3HO y4YUTBIBaTh YCIEX, a KOrja Ienecoo0pa3Ho
¢ukcupoBatb OTkaz?

8. Kak nosib30BaThcs )xypHajaMu 0€30MacHOCTH?

9. Kakue ydeTHble 3alHMCH JAIOT IPaBO Ha HACTPOMKY ayJduTa U MPOBEPKY PE3yIbTaTOB
aynura’?

10. Kakum 06pazoM aIMUHHUCTPATOP MOXKET UCIOJIb30BaTh MH(OPMaLIUIO 00 ayauTe AJis
MOBBIIIEHUS 0€30ITaCHOCTH CUCTEMBI?

11. O kakux mpobiemMax B CETH TOBOPUT (PAaKT MOJYyYEHUS BalIUM KOMIIBIOTEPOM
aBTOMATHUYECKOro agpeca Bunaa 169.254.x.y.

12. KakoBo Ha3Hau€HUE MacKH MOJCETH?

13. Kakoe M3 crnenyronmx yTBepxkaeHUH 00 aBTOMaTMueckoM mnoiydeHuu I[P-anpeca
BepHO (BriOepuTe Bce mpaBUIIbHBIE OTBETHI)

* B Windows XP/7/8/10 Bkmtouena ciyxx6a DHCP

* B Windows XP/7/8/10 BxitoueHa GyHKITHS aBTOMAaTHYECKOTO Ha3HAYCHHS YacTHHIX [P-
azpecos, kotopas npenocrasisieT kaueHTam DHCP orpannueHHble ceTeBble BO3MOXKHOCTH,
€CJIM CepBep HEJOCTYIEH BO BpeMs 3aIlycKa.

* JIns aBTOMaTH4eCKOro HazHaueHHs yacTHbIX [P-anpecoB 3ape3epBrupoBaHa 001acTh OT
169.254.00 no 169.254.255.255.

14. Ha xomnbloTepe BbInonHeHa py4yHas HacTpoiika TCP/IP.Bel MoxeTe COeMHUTHCS ¢
JOOBIM Y3JI0M COOCTBEHHOM MOJICETH, HO BaM HE y/IaeTCs COEAMHUTHCA C JIFOOBIM y3JI0M B
ynaneHHoi noaceru. Kakosa npuyrHa npo0aeMbl U Kak €€ yCTpaHUTh?

15. Kak nactpouts TCP/IP nns nonyuyenus cratudeckoro IP-agpeca?



16. Kak nactpouts TCP/IP nns aBToMaTtudeckoro nmonydenus [P-agpeca?

17. K dyemy mpuBeneT moOCIeIOBaTEIbLHOE BBHIMOJHEHWE KoMaHa  ipconfig/release
ipconfig/renew?

18. Kak mpoBepuTh HCHPABHOCTb IMOAKIIOYEHHUS XOCTAa K CETH C HCIIOJIb30BAHUEM
KOMaH/Ibl ping?

19. Kakas cinyx0a obecriednBaeT paspeuieHHe ajpeca MO0 HWMEHHU IPH BBINOJIHEHUU
KOMaH/Ipl ping UMs X0CTa

20. CaMoOCTOSITENIBHO OIpeNenTe, Kak paboTaroT M Kakyl HH(OpMALMIO AT HpU
BBIITOJIHEHUM KoMaHasl Hostname, Route, NetStat.

5.2. ITpoMe:kyTOYHASI ATTECTAIMS 110 HTOTAM OCBOEHHS JIUCIUILJINHBI (3a4eT).
Bompocs! k 3ageTy

. [lonsiTue onepannoHHoi cucteMbl. CTPyKTypa OlepaliMOHHON CHUCTEMBI.
. YpOBEHb si/jpa U YPOBEHb M0JIb30BATES.
. 3amumiensslie noacucremsl OC.
. UcnonmaurensHasg moacucrema OC.
. [Iponiecchl. CuCTEMHBIE BHI3OBBHI.
. OC paboumx CTaHIIUHA U CEPBEPOB.
. Pabouue rpynmer u qomensl. Coznanue Active Directory.
. OCHOBHBIE CEpBEPBI U CIIYKOBI B CETU MPEANPHUSITHUS.
9. VcranoBka OC. Cnocobbl u Bapuantbl ycraHoBku OC. PazeeprtbiBanue OC B
MacmTadax npeanpusTHs.
10. Co3nanue u ynpaBjiaeHUE YUYETHBIMH 3aMUCIMHU MOJIb30BaTeNeh
11. Coznanue 1 ynpaBjieHHE YIETHBIMU 3aIIUCSIMU KOMITbIOTEPOB.
12. O6ecnieyeHmne 6€30MaCHOCTH PECYPCOB.
13. Pazpemenust NTFS u obmero nocryna st Windows.
14. IlpaBa gocryna k pecypcam anst Unix/Linux.
15. HacTpoiiku napameTpoB 6€30MacHOCTH.
16. IlonuTHKN yYETHBIX 3aHCEH.
17. TlonuTrky 06€30MacHOCTH KOMITBIOTEPA M TIOMEHA.
18. YnpaBneHue npaBaMu MoJIb30BaTENEH.
19. Ayaut co6bITHil 1 00BEKTOB.
20. Hacrpoiiku OC st opraHu3aiii KOJUIEKTHBHOTO UCIIOJIB30BAHUS PECYPCOB.
21. CepBepHble BEpCUU ONEPALIUOHHBIX CUCTEM.
22. OcHOBHBIE CepBephl. YIIpaBlIeHUE XpaHEHUEM M JOCTYNOM K (aiiinaMm. YmpaBieHue
[1€YaThIO.
23. lleHTpann30BaHHOE UCIIOJIB30BAHUE TPUIIOKEHU.
24. Bo3amoxkHoctu coBpeMeHHBIX OC npu ucnosiab3oBaHud Web-TeXHOIOTHIA.
25. YpaBneHue annapaTtHbIMA pECYpCaMH.
26. YcTaHOBKa U OOHOBJIEHHUE JIpaliBEPOB.
27. Ilonnepxka MyJIbTUMEINA TEXHOJIOTUH coBpeMeHHbIMU OC.
28. O6navyHble onepaloHHbIE CUCTEMBI.
29. OC MOOUIBHBIX KOMITBIOTEPOB.
30. OreuectBennas OC ASTRALInux
31. OteuectBennas OC REDOS
30. Komaninas o6onouka Windows.
31. Komannnas obonouka Linux.

03N LN kW~



5.3. CamocTosiTeqIbHAsA padoTa 00y4aromerocs.

CamocrosaTenbHas paboTa 3aKIIOYACTCs B M3YyYCHHH COZIEPIKAHUS TEM Kypca MO KOHCIEKTaM,
y4eOHMKaM U JIONOJIHUTENIbHON JIUTepaType, NOArOTOBKE K J1a00paTOPHBIM M IMPAKTUYECKUM 3aHATHUSM,
K TEKyIIeM KOHTPOJISIM YCIIeBaeMOCTH, 0()OpMIIEHUH 1abOpaTOPHBIX padoT, MOATOTOBKE K K3aMEHaM.

Marepuain, BBIHECEHHBIA HA CAMOCTOSITEIIbHOE U3yUEHUE

1. DBoIOIMS ONEPALIMOHHBIX CHCTEM.

2. CtpykTypa onepanydoHHbIX cucTeM. Sapo u BcioMmoratenbHbie Moy OC.

3. 0630p Windows : paccMOTpeHHE TPEAOCHUIOK MOSIBICHUS, UCTOPHS Pa3BUTH.

4. PabGora c ¢aiiiaMu, KaTajJoraMH B IMCKaMHu B PEKUME KOMaHIHOU cTpokn Windows.

5. ApxuBamus HWHPOpPMaUU. AJTOPUTMBI CXAaTUS TEKCTOBOH W rpaduveckoit
nHpopMaIuu.

6. ApxuBanus qaHHbIX. [IporpaMMeI 1o apXuBaIuu HHPOPMAIIHH.

7. @aiilnoBbie MEHEIKEPHI: OHIATHE, HA3HAYCHHE, (YHKIUH.

8. Pabora c (aiinamu, kKarajsoraMm W AMCKaMH B omnepanuoHHou obonouke Total
Commander.

9. I[IpyHUMIIBI YIIPABIIEHUS PECYPCAMU B ONIEPALIMOHHON CHCTEME.

10. OcHoBHas mamsATh KOMIIbIOTEpa. MeXaHU3MBl  pacHpelesieHUus  MaMsTH.
OUKCHUPOBAHHBIMHU, JUHAMHUYECKUMU U TIEPEMEIIACMbIMH pa3/ieIaMu.

11. Bupryansnas namsats. OOLIME METOABI peain3alii BUPTYaTbHOM MaMATH.

12. daiinosas cucrema. Jlornueckas U Gpusndeckas opranusamnusi GpaioBold CUCTEMEI.

13. OcHoBHBbIe TOHATHS Oe3onacHocTU. Knaccudukamus yrpos.

14. ba3oBbie TeXHOJIOTHHU O€30macHOCTH. AyTeHTU(DUKAIMA. ABTOpHU3alus. AyauT.

15. KomnbsrotepHbie Bupychl. Kimaccudukariys KOMIbIOTEPHBIX BUPYCOB.

@OHJ| OLIEHOYHBIX CPEICTB JUIsl MPOBEACHUS aTTECTAllUU YPOBHSA C(HOPMHUPOBAHHOCTH
KOMIIETEHIMH 00y4aromuxcst Mo JUCHUIUIMHE 0(OPMIISIETCS OTAEIbHBIM JOKYMEHTOM.



6.YYEBHO-METOJNYECKOE n
OBECIIEYEHHUE JUCIUIIVINHbI

6.1 KuuroodecneyeHHOCTH

NHOPOPMAIIMOHHOE

HaumeHnoBanue nurepaTypsbl:
aBTOp, Ha3BaHUE, BUJ TUII
W3aHusl, U31aTEIbCTBO

Ton
A3IaHUS

KHUI'OOBECIIEHEHHOCDH

KommgectBo
AK3EMILISIPOB
U3JaHUuN B
oubnmorexe
Bal'V B coot-

BECTCTBHUU

dI'0OC BO

C

Hanuuue B a5iekTpoHHOH — OMOJIMOTEKE
Bal'Y

3

OcHoBHAasA
IuTeparypa

Cramyk, ILB. Kparkoe
BBEJICHUE B OIEPAIMOHHBIC
CHCTEMBI : yueOHOe Tocodue
/ I1. B. Cramyk. - 3-e¢ u3.,
crep. — Mocksa: ®JIMHTA,
2019. - 124 c. - ISBN 978-5-
9765-0143-0. -  Tekcr:
3JIEKTPOHHBIMN.

2019

URL:
https://znanium.com/catalog/product/1066664

Pynakos, A. B.
OrnepalluOHHBIE CHUCTEMBI H
cpensl: yuyeOHHK / Pymakos
A.B. — Mocksa: KVYPC:
NHOPA-M, 2018. — 304 c. -
ISBN 978-5-906923-85-1. -
TeKcT: 2IeKTPOHHBIH.

2018

URL.:
https://znanium.com/catalog/product/946815

ITapTsIKa, T. JL
OnepanyioHHbBIE  CHCTEMBI,
cpenbl U 000JIOUKH: yueOHOe
nocobue / T.JI. IlapTbika,
U.N. IlomoB. — b5-e wu3n.,
nepepad. u qom. — MockBa :
O®OPYM: UHDOPA-M, 2021.
— 560 c. — ISBN 978-5-
00091-501-1. -  Tekcr:
JJIEKTPOHHBIN

2020

URL:
https://znanium.com/catalog/product/1189335

JlonmoHuTENRHAS IUTEpATYypa

Konucanuenko, . H.
Microsoft  Windows  10.
IlepBoe 3HAKOMCTBO:
[Toco6ue / Konucanuenko /.

2015

URL:
https://znanium.com/catalog/product/944091




- CII6:BbXB-IletepOypr,
2015. - 160 c.ISBN 978-5-
9775-3570-0. - Tekcr:

AJIEKTPOHHBIN.

DJIEKTPOHHBIN
JOKYMEHTO000POT U
obecreueHne 0E30MaCHOCTH
CTaHJAPTHBIMU CPEJICTBAMU
WINDOWS: yaeOHOe
noco6bue / JI.M. EBiokumoBa,
B.B. Kops6kun, A.H.
[Ieuekun, O.I'. [1IBeukoBa. -
Mocksa: KYPC, 2019. - 296
c. - ISBN 978-5-906923-24-
0. - TekcT: 3IEKTPOHHBIM.

2019

URL:
https://znanium.com/catalog/product/1001864

Cununeia C.B.
OrnepaliluOHHBIE CHUCTEMBI
yueOHUK IS CTYI.
YapexaeHuid BbICHI. MPOd.
obpazoBanuss / C. B.
CHHUILIBIH, A. B.
baraes,H.}O. Hamotun. — 3-
e wu3n., crep. — M.
Uz narennpckuii
ueHTp«Akagemus», 2013 —
304 c. — (Cep.
bakanaBpuar).

ISBN 978-5-4468-0412-2

2013

https://portal.tpu.ru/f_ic/files/school/materials/
8.pdf

6.2 Ilepuoguyeckue U3IaHUA

1. Xypnan «OTKpBITbIE CUCTEMBIY.

Kypnan «apopmaninonusie pecypcesl Poccum.

2

3. XKypnan «[Ipuknannas nHGOpMaTHKAY.

4.  Kypuan «MH(pOpMaIMOHHBIE TEXHOIOTHI.
5

AnmunuctpupoBanue ceteit Windows u Linux : sxypHani 1uist npo)ecCHOHANIOB .—

: Uadomnpecc.

6.3 UuTepHeT-pecypchl

http://ru.wikipedia.org— cBo6oaHas >HnukiIoneaus «Bukuneaus» http://www.businesslearning.ru—
«/lucrannmonnoe obyuenue. buznec oopasoBanue GecriaTHOE»
http://www.gpntb.ru— «["ocynapcTBeHHas myOiauyHas HaydHO-TeXHUYecKas Oubiamnoreka Poc-



http://ru.wikipedia.org/
http://www.businesslearning.ru/
http://www.gpntb.ru/

CHH»
http://www.microsoft.com— caiit komnanuu Microsoft Corporation
http://www.oracle.com— caiit komnannu ORACLE
http://www.0sp.ru— sxxypuan «OTKpPBITBIC CHCTEMBI»
http://www.rsl.ru— «Poccuiickast rocyaapcTBeHHass OMOIHOTEKA»
http://www.mstu.edu.ru/study/materials/zelenkov/toc.html
http://www.intuit.ru/department/database/databases/- «HaumoHnanbHbIli OTKPBITBI YHUBEPCUTET
NUHTYUT»

Cepsep nH(pOPMAITMOHHBIX TEXHOJIOTHIA: Www.citforum.ru

VYuebnsiit nentp Softline: www.edu.softline.ru

WuTepHeT — yHHBEpCUTET HH(POPMAITMOHHBIX TEXHOJIOTHI WwWw.intuit.ru

Kypnan Linux Format: http://www.linuxformat.ru/- Pexxum goctyna - cBOOOHBIH.
Onepanmonnbie cuctembl Astralinux: https://astralinux.ru/products/
OmneparrioHHasi cucTeMa Ha ocHoBe siipa Linux: https://redos.red-soft.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Jlist peanu3anuy JaHHOW TUCHIUTUIMHBI IMEIOTCS CIICIIMaTbHBIC TIOMEIICHHS [T [IPOBEICHUS
3aHITHIA JIEKIIMOHHOTO, MPAKTHYECKOTO THUIIA, TPYIIOBBIX W WHIAWBUIYAIBHBIX KOHCYIIbTAIUH,
TEKYIIET0 KOHTPOJIS U MPOMEKYTOYHON aTTECTAIMH, a TaK e TOMEIICHUS Il CaMOCTOSITeIIbHON
paboTHI.

[IpakTudeckue W 1abOpPaTOPHBIC 3aHATHUS TPOBOIATCS B KOMIBIOTEPHBIX Ki1accax Kadeapsl
BTuCY 111-3, 117-3, ocHalmeHHBIM COBPEMEHHBIMH MEPCOHATBHBIMH KOMIIBIOTEPAMH C
YCTaHOBJIEHHOM omepaionHoi cucremoit Windows 8 (10).

[ToMerieHusIMH [Tl CAMOCTOATENBHOM padoThI siBIsitoTCs ayautopuu 111-3 u 118-3.

[lpy wW3yd4eHWUW AUCIHMIUIMHBI HCIOJIB3YETCSl CIEAYIoIee MPOrpaMMHOe oOecIieueHHe:
BupTyanbHas MammHa OracleVirtualBox, onepanmonnsie cucrembl MS Windows 8/10, LinuxMint
20, AstraLinux, RedOS.


http://www.microsoft.com/
http://www.oracle.com/
http://www.osp.ru/
http://www.rsl.ru/
http://www.intuit.ru/department/database/databases/
https://astralinux.ru/products/

PaGouyto nmporpamMmy cocTaBuiI /. ,//—ﬂ B.A.KapnoBckuii, K.T.H., TOIEHT

rv V(noénncr,)
Peuensent (mpencraButens paboToarerns):
3aMm HavanpHuKA otaeina 3A0O «ABTOMaTHKA) J B.M. Jlepsibun
V(HOIIHI/ICB)
[Iporpamma paccmoTpeHa U 0100peHa Ha 3aceTaHuH Kadeapsl BTuCY
IIporokon Ne 1 ot 31.08.2021 rona
3aBenyronmii kKageapoit B.H.JIanmos

7
(moamnuce)

Pabouas [mporpamma pacCMOTpCHa U OI[O6pCHa Ha 3aCCJaHun yqe6HO'MeTOHquCKOﬁ KOMHCCHU
HaIlpaBJICHUA «YHDaBJIeHI/Ie B TCXHHYCCKHUX CUCTEMAX)>

[Ipotokoa Ne 1 ot 31.08.2021 roama

[Ipencenarenb kKoMuccHu A.b. I'panycos

(moamuce)



JIUCT IIEPEYTBEPK/IEHUSI
PABOYEMN ITPOTPAMMBI TUCIHATLIAHBI

Pabouas mporpamma omo6pera Ha 20 rg/ /20 ”% yueOHBIH To1a

ITpoTokon 3acenanus kapempsl Ne / ot 7. . »&V/rozl 3

3aBenyromuit kadempoit

K.B.Kynukos

(e

Pabouas mporpamma ono6pera Ha 20qu(/ /20 A3 y4eOHBIH Toaa

IIporoxon 3acenanwms kademprr Ne /£ OT/'{J., A é/&rpga

.

3aBemyromuit kahenpoit

K.B.Kymukos

Pabouag nporpamma ono6pena ua 20 /20 y4eOHBI roga

[IpoTokox 3acenanus kaenprr Ne oT roma

3aBenyromuit kadenpoi

K.B.Kynukos

Pabouas mporpamma omo6pera Ha 20 /20 y4eOHBIN Toa

IIpoToxoi 3acemanms kadenprr Ne oT roma

3apemyromuit kahenpoit

K.B.Kymuxos




