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1. HEJIX OCBOEHUSA JUCHUIIJIMHBI

Hensimu ocBoeHus AUCUMIUIUHBI «CeTH W CHCTEMbI Mepenayd HWH(OPMALUUY SIBISIFOTCS
o0ecrieyeHne MOATOTOBKM CTYIEHTOB B cooTBeTcTBUU ¢ TpeboBanmsimu OI'OC BO u yuebHoro
maHa o HampasiaeHuto 10.03.01 «MudopmanmonHas 6e301MacHOCTh», 03HAKOMJICHHUE CTYICHTOB C
OCHOBHBIMM MOHATUSAMU, MOJICIISIMU U IPUHIUIIAMH TIOCTPOEHUS TEIEKOMMYHHUKAIMOHHBIX CUCTEM U
ceTeil, COBPEMEHHbIMU TEHACHLHUSMU HUX Pa3BUTHS, OCHOBHBIMU XapaKTEPUCTHUKAMU CETeil CBS3H,
0Cc00EHHOCTAMH IU(PPOBBIX CUCTEM MHOT'OKAHAIBHBIX Nepeaay COOOIIEHNH, COBPEMEHHBIMU BUIaMHU
MH(OPMALIMOHHOTO OOCTYKUBaHUS, MOJEIIbIO B3aUMOJICHCTBUSL OTKPBITHIX cucteM. Kpome Toro,
LEeNbI0 Kypca sBIseTcs (OPMHPOBAHHE Y CTYJIEHTOB TPEACTABICHUS M 3HAHUH 00 OCHOBHBIX
MOAXO0JaX M METOoAaxX 3alluThl HMH(MOPMAIMOHHBIX MPOLECCOB B KOMIBIOTEPHBIX CETSIX,
BO3HHKAIOIIUX MPH NIepeaaye nH(OpMaIIHH.

3amayeil uW3y4YeHHS AMCUMIUIMHBI SIBISIETCS IOJyYE€HUE TEOPETUYECKMX 3HAHUN U
IIPAKTUYECKUX HaBBIKOB!

- U3yYeHHE pa3IUYHbIX THUIIOB KaHAJIOB CBA3M W IMepeladyd JAHHBIX M UX TEXHUYECKUX
XapaKTEPUCTHK;

- U3yYeHHE METOJOJIOTMH Tepefadd B CEeTIX C KOMMYTAlMeil KaHajJoB M C KOMMYyTaluen
[IAKETOB;

- M3y4YeHHUE CYHIECTBYIOUIMX W MEPCIEKTUBHBIX METOJ0B MHOTOKAaHAIBHON mMepenauu u
pactpenenenust HHPpOpMaIuy;

- W3y4YeHUE MPHUHIMIIOB OpraHu3aluu U (YHKIMOHHUPOBAHUS CETE M CHCTEM Iepeaaydu
uH(popMaLuu;

- U3y4Y€HUE CTPYKTYPhl U Ha3HAYCHHSI TEXHUYECKUX M MPOrPAMMHBIX KOMIIOHEHT JIOKAJIbHBIX
U T100aTTbHBIX KOMIIBIOTEPHBIX CETEeH M CUCTEM Tepeaadd HH(opMaIum;

- U3y4YeHHE MPOTOKOJIOB KOMIBIOTEPHBIX CETEH U CUCTEM Mepeaadn nHpopMaIuu;

- U3y4eHHe OCOOCHHOCTEW NMPUMEHEHUS CETe M CHCTEM Mepeaayd MHPOpPMAalUU C YIETOM
TpeboBaHuil HTHPOPMAITMOHHON OE30ITaCHOCTH.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII
Jucuunnuza «CeTu U CUCTeMBbI Nepeaadyn MHPOpMauu» OTHOCUTCS K 00s3aTeNbHOM yacTH
brioka B1 o6pa3oBarenbHoii nporpammel, (kox 51.0.17) GakanaBpuara HampaBIeHUs] MOATOTOBKH
10.03.01 «MudopmanronHas 6e3onacHOCTh». B yueOHOM IiaHe MpeayCMOTpPEHBbI BUABI yUeOHOMH
NeSITeIbHOCTH, OOECIEeUUBAIOIINE CHHTE3 TEOPETUYECKUX JIeKIUH, Ja0opaTOpHbIX paboT u
CaMOCTOSITENIbHOW paboThl CTyAeHTOB. Kypc TECHO B3aMMOCBS3aH C JPYTHMH JTUCIHILTHHAMHA
JTAHHOTO LIUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JTUCHUIITINHE
[Inanupyemble pe3ynbTaThl OOy4Y€HUs 10 JUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMHU
pesynbratamu ocBoeHust OIIOIT (koMneTeHIIUAMEI U UHINKATOPAMU JTOCTHKEHUST KOMIIETSHIINN )
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Dopmupyembie [Tmannpyemsbie pe3yabTaThl OOYUESHHS [0 TUCIIUILIHHE, B HawnmenoBanue
KOMIIETCHIINU COOTBETCTBHH C MHAMKATOPOM JOCTHXKEHHSI KOMIETEHIUU OLIEHOYHOTO
(kon, conepxanne Wunnukatop Pesynbrarel 00yueHHs IO TUCIUTUINHE cpencTaa
KOMITETEHITHH) TMOCTYDKEHIS
KOMIIETEHIIUU
(100,
cooepoicanue
UHOUKAMOPQ)
OMK-2.1.1 3HaTh OCHOBBI AIMAHHCTPUPOBAHMS
BBIUHCIUTEIBHBIX CeTei
3HaTh NPUHLUIBI K METOABI TPOTHBOACHCTBHUS
OITK-2.1.2 HECaHKIMOHHPOBAHHOMY HHPOPMALTUOHHOMY
BO3/ICHICTBHIO HA BEIYHCIIUTEHHBIE CHCTEMBI U
CUCTEMBI nepenadn nHhopMaIun
3HaTh 3TAIOHHYIO MOJIENb B3aUMOICHCTBHUS
OIIK-2.1.3 OTKPBITBIX CUCTEM, METOJIbI KOMMYTALH U
MapIIPyTU3aIliH, CETEBBIE IPOTOKOJIBI
OIK-2.1.4 3HATh CUTHAJIBI DIIEKTPOCBS3H, TIPUHITUTIBI
MOCTPOCHHUS CHCTEM U CPEJICTB CBSI3U
OMK-2.15 3HaTh COBPEMCHIYIO KOHLEMLHIO NOCTPOCHIS
CHCTEM U CeTel mepeaadn NaHHBIX
3HaTh METO/IBI KOAMPOBAHUS B CETSIX CBS3H,
OIIK-2.1.6 MMOMEX0YCTOWYHNBOE KOJUPOBAHUE, CITOCOOBI
00BbeTHEHNs IU(PPOBBIX MOTOKOB
OIK-2.1.7 3HaTh MPUHIUITEI TOCTPOSHUS 3aIIUIIICHHBIX
OIIK-2 Criocoben TEJIEKOMMYHUKAIIMOHHBIX CUCTEM
NPUMEHSATH YMeTh NpUMEHSATH 3alUIIEHHBIE TPOTOKOJIHI,
WH(POPMAITMOHHO- OIIK-2.2.1 MEXCETEBBIE SKpaHbI ¥ CPEICTBA OOHAPYKEHHUS
KOMMYHHKAIIHOHHEIE BTOPKEHHUH IS 3aITUTH HHPOPMAIIHU B CETSIX
TEXHOJIOTHH, YMeTh 0oCcylecTBISITh MEPBI TIPOTUBOICHCTBUS
MpOrpaMMHBIE HapyIIEHUSIM CETEBOW OE30MaCHOCTH C
CIF))G,I[(F})TBa CHUCTEMHOTO U OlK-2.2.2 I/IC?IZJ‘IIBOB&HI/IGM Pa3IMYHBIX MPOTPAMMHEBIX U Tecrosrie
MIPHUKJIATHOTO anmapaTHBIX CPEJICTB 3aIIHTHI sonpocet, KP
Ha3HAuCHHS, B TOM YMeTh IPUMEHSATh METO/IbI 3AIUTHI
yucie oredectseHHoro | OITK-2.2.3 WH(POPMALIMOHHBIX MIPOIIECCOB B
MIPOM3BOICTBA, JIIS KOMITBIOTEPHBIX CUCTEMAaX
peleHus 3aaaq YMeTh 0CyIIeCTBISITh IKCILTYaTaIlluI0 CPENICTB
npodeccCHOHaIbHON OIlK-2.2.4 3alUThl KHPOPMAIIMOHHBIX ITPOLIECCOB B
JIeSITEIIbHOCTH KOMITBIOTEPHBIX CUCTEMAaX
Bragets MeTOIMKOM aHANHM3a CETEBOTO
OIlK-2.3.1 Tpaduka, pe3yIbTaToB paboOTHI CPENICTB
00Hapy)KEHUsI BTOPKCHUI
OITK-2.3.2 Bragets MeTomamu aHanm3a v opMaNu3auu
MH()OKOMMYHHUKAITMOHHBIX MPOIIECCOB
Bnagets nmpohecCHOHAIBHOM TEPMHUHOJIOTUEH, U
OIMK-2.3.3 CHCTEMHBIM TIO/IX0/IOM K PEIICHHIO 33712 110
MOCTPOCHHUIO TEJIEKOMMYHHUKAIIMOHHBIX CETeH
Pa3IMYHBIX TUIIOB
Brnaners HaBBIKAMU KOH(PUTYPUPOBAHUS
OIIK-2.3.4 JIOKaJbHBIX CETEH, peanu3aluu CeTEBbIX
MPOTOKOJIOB C IIOMOIIBIO MPOTrPaMMHBIX CPEACTB
OI1K-2.3.5 Biamets MeTOIMKOM aHAIN3a CETEBOTO Tpadrka
Brnaners ocHOBaMU MapIiipyTH3aluH 1
OITK-2.3.6 ynpaBlieHHs TOTOKAMHU B CETSX Iepenadn

nHpOpMaLUH
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3HaTh 3aIMUTHBIE MEXAHU3MEI K CPEICTBA
oOecrieyeHns ceTeBoi 0€30IMacCHOCTH

3HaTh CPENICTBA, METOJIbI U IPOTOKOJIBI
naeHTn(puKanuy, ayTeHTH(QUKAIA 1
ABTOpU3aIUU

YMeTh ycTaHaBIMBaTh U HACTPAaUBaTh
OIIEPALMOHHBIE CUCTEMBI, CHCTEMBbI YIIPaBJICHHS
0a3aMu 1aHHbBIX, KOMIIBIOTEPHBIE CETU U
MPOTpaMMHBIE CHCTEMBI C Y4eTOM TpeOoBaHMH
1o 00eCIeYeHHUIO 3aIIUTHI HHPOpPMaLIUU

TectoBEIC
Borpockl, KP

YMeTh yrpaBisaTh TOTHOMOYUSIMHI
OJIb30BaTeNeH

Bnanets HaBbIKaMU KOH(UTYpPHUPOBAHUS
JIOKAJIbHBIX CeTeH, peann3alnn CEeTeBbIX
IIPOTOKOJIOB C IIOMOIIBIO IPOTPAMMHBIX CPEACTB

BirameTs METOIMKON aHaIM3a CETEBOTO TpaduKa

OIlK-4.2-1.1
OIlK-4.2-1.2
OIIK- 4.2 Ciocoben
aIMHUHHCTPHPOBATH OIlK-4.2-2.1
oreparuoHHbIE
CHCTEMBI, CHCTEMBI
ynpaBieHus 0azaMu OIIK-4.2-2 2
JIAaHHBIX,
BBIYHCITUTEIBHBIC CETH
OIlK-4.2-3.1
OI1K-4.2-3.2
OIlK-4.2-3.3

Bitagers ocHOBaMM MapUIpyTH3aLUU U
YIPaBJICHUS MOTOKAMH B CETAX Mepeaadun
nHpopMaIun

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI
TpynoeMKoCTh AUCHUIUTHBI cocTaBisieT 17 3aueTHbIX equHull, 612 qacoB

TemaTn4yeckui miaH

dhopma o0yueHusi — ouHast

KonrakTtHas pabora dopmbl
oOyJarommxcs ¢ TEKYIIEeTO
[e1arorn4eCKuM KOHTPOJIS
< pabOTHUKOM % yCIIEBAEMOCTH,
CE; x z |3 = dopma
B g =) 5 g © < | IPOMEXYyTOYHOUI
Ne HanmenoBanue Tem u/nnm 3 g 5 S | e & 5 aTTecTaluu
< ts]
n/n pa3esioB/TeM JUCIIMILINHBI E § = ) 3 § g g g (no cemecmpam)
O = o = S
S| B| BE| £ 3§ 3
Q &5 3 g | S8 =
an = 3] S SPSe)
=] § g%
E o | =
5 ) X
< ) 3
o < =
= = ©
dusnueckue cpeabl nepeaadn
1 pesbl riepen 4 |12/ 4 4 4
JIAHHBIX..
Tunel TMHUM CBA3HM. ANaparypa
2 g paTyp 4 | 34| 4 4 4
JIMHUH CBSI3U
AUX, nosioca nporyckaHusi 1 o
3 ’ pory 4 | 56| 4 4 4 | PeiiruHr-koHTpOIH Nel
3aTyxaHue.
4 [IpomyckHasi cIIOCOOHOCTH JIMHUH. 4 7-8 4 4 4
5 Kabenu Ha ocHOBe
HEIKPaHUPOBAHHOM Maphl U 4 19-10| 4 4 4
SKpaHUPOBAHHOM Maphl.
KoakcuanbHble kabenu. BookoHHO- N
6 4 111-12| 4 4 4 | PeiituHr-xoHTposb Ne2
OnTHYECKHE KabemH.
7 ACHHXpPOHHBIE POTOKOJIBI. 4 |13-14| 4 4 4
8 CUHXpOHHBIE CHMBOJIBHO-
OPUCHTUPOBAHHBIC U OUT- 4 115-16| 4 4 4
OPHEHTHPOBAHHBIE MPOTOKOJIBI.
9 Kommyranust kaHanos. 4 117-18 4 4 4 [Peitrunr-xoTposs Ne3
Bcero 3a 4 cemecTp: 72 36 36 36 3auer




1 KOMMyTaqu}I naketoB. KoMmmyTanus 5 1-2 4 4 8
coobmeHni
2 MoHTax KabeIbHBIX Cpe. 34 4 4 8
3 KabenpHble  CHCTEMBI  JIOKAJIBHBIX PelTHHr-KOHTPOITH
. 5 56| 4 4
ceTei: kiaaccubuKaiysi, 0cOOCHHOCTH Nel
4 CrocoObl  COCNMUHCHHS TMepel. | 5 7.8 4 4 8
MIPUEMHHKOB..
5 gmaeneHHme JTUHAA BB | £ | g10| 4 4 8
BIJICIICHHBIC JINHUH CBSI3U
6 CTpyKTypupoBanbie KabempHbIe 11-12) 4 4 8  |Peiitunr-koHTpOIH No2
CHCTEMBIL.
7 CucTeMbl MOOMIIBLHOM CBS3H. 13-14| 4 4 8
8 16<OJ'II/I‘IeCTBO paboumnx craHuuii B 5 |15-16 4 4 8
€CIIPOBOJIHBIX CETAX.
9 Konguryparus CeTEBRX |5 117-18 4 4 8 | PeiituHr-koHTposH Ne3
OTIEPAIIOHHBIX CHCTEM.
Bcero 3a 5 cemectp: 144 36 36 72 3auer
1 Texuonoruss  Ethernet.  CereBoit
yPOBEHb. 6 1-2 4 4 3
2 TpaHcOpTHBII YPOBEHb. )
IIpuknanHOW ypOBEHb. 6 34 4 4 3
3 IP angpecanus. Pazouenne IP cetn Ha 6 5.6 4 4 3 Peittumr-kortports Nol
TIOJICETH.
4 BBeznenne B KOMMYTHpPYEMBIE CETH 3] 7-8 4 4 3
5 Hacrpoiika 3amuter VLAN. 6 |9-10| 4 4 3
6 Konuenuus MapLIpyTH3aIHH. ) . ) .
Mapmpyisams Inter-VLAN. 6 [11-12 4 4 3 |PedTHHr-KOHTpPOIH Ne2
7 Craruyeckast MapLIpyTH3aLUsl. 6 |13-14| 4 4 3
8 JuHamuueckast MapIIpyTU3aLMsL. 6 |15-16| 4 4 3
9 PaGora mpotoxona 'DHCP. NAT 6 |17-18 4 4 3 |PediTuHT-KOHTpOIH Ne3
TexHonoruu mis IPv4.
Bcero 3a 6 cemecTp: 144 36 36 27 Ik3ameH(45)
1 Poct cern. M30BITOYHOCTH B 7 1-2 4 4 13
JIOKAJhHBIX CETAX
2 Ceru C IPOTOKOJOM IUHAMHYECKOM
mapuipytuzauan OSPF - Multiarea | 7 | 3-4 | 4 4 13
OSPF.
3 Iporokon EIGRP. 7 56| 4 4 13  |Peiitunr-xkoHTpOH Nel
4 IIpoextupoBanue HePAPXUICCKAX _
cereil.. 7 7-8 4 4 13
5 TTonxmrouenne K riro0aJIbHBEIM CETIM. 7 9-10| 4 4 13
Coenqunenune Touka-Touka
6 F;?/Te Relay. NAT Texnonoruu ans 7 (11-12 4 4 13 | PeiituHr-KOHTpOIH No2
7 Pewenuss nans  MIKMPOKOIOJIOCHOM 7 113-14] 4 4 13
nepeaayy JaHHbIX
8 MOHHUTOPHHT CETH. 7 |15-16| 4 4 13
9 VcTpaHeHne HeHCIPaBHOCTEH ceTn 7 |17-18 4 4 13  |Peiirunr-konTpois Ne3
Bcero 3a 7 cemecTp 216 36 36 117 Ik3ameH(27)
Hamnumne B nuciumnaune KII/KP Ectb(7)
Hroro no nucuunjanxe 3auer
3auer
612 144 144 252 Ox3amen (45)

Jk3amen (27)
KypcoBas padora
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Conepmanne JEeKIMOHHBIX 3aAHATHI 10 AU CHMILJIHHE

4 cemecTp
Pa3znen 1. BBeneHue B JMCHUILIHHY

Tema 1. @usuueckue cpedvl nepedayu  OauHvix. Dusznyeckas cpena nepeaadu
naHHbIX (Medium) - 3TO COBOKYITHOCTh CpPEl M CPEJACTB, MO KOTOPHIM MEPENalTCs CHrHAJbl. B
KauecTBe (PU3NYCCKOM Cpellbl B KOMMYHUKAIUSX HCIOJIB3YIOTCS: METAUTbl (B OCHOBHOM MEJb),
CBEPXIIPO3payHOe CTEKIIO (KBapIl) WM IIACTHK U dup.

Tema 2. Tunwt aunui ceszu. Annapamypa aunuii césizu. OCHOBHBIC XapaKTEPUCTUKHU JTUHHUHA
CBSI3H.

Tema 3. Amnaumyono-uacmommuas xapaxmepucmuka. Ilonoca mpomyckaHus M 3aTyXaHUE.
[IpomyckHasi cHOCOOHOCTH JIMHUU.

Tema 4. Csazvo medncOy NpOnyCKHOU CHOCOOHOCMbIO JUHUU U ee HOJO0COU NPONYCKAHUSL.
[TomMexoyCcTOMYUBOCTD U JOCTOBEPHOCTH

Tema 5. Kabenu mna ocnose neskpanuposanuol napvl. Kabenun Ha OCHOBE SKpaHUPOBAHHOM
napbl

Tema 6. Koaxcuanvnvie kabenu. BomnokonHo-onTHuyeckne kaOemu. Kabemnm Ha ocHOBe
HEedKpaHupoBaHHOW mapel. Kabenn Ha ocHOBe »KpaHHpoBaHHOW mapbl. KoakcuanbHble Kabenu.
BosnokonHo-onTHueckne Kadbenu.

Pa3gen 2. ACHHXpOHHBIE M CHHXPOHHBIE TPOTOKOJIbI.

Tema 1. Acunxponuvle npomokoavl. ACHHXPOHHBIC THPOTOKOJIBI IPEICTABISIOT COOOM
Haubosee crapblii CIOCO0 CBSA3M. OTH MPOTOKOJIBI ONMEPUPYIOT HE C KagpaMy, a C OTIAEIbHBIMU
CUMBOJIaMH, KOTOPbIE MPECTaBIEHbI 0aliTaMH CO CTAPT-CTOMOBBIMU CUMBOJIAMHU.

Tema 8. CunxponHvle CUMBONbHO-OPUCHMUPOBAHHbBIE U OUM-OPUEHMUPOBAHHBIE NPONMOKOIbL.
[lepenaya ¢ ycTraHOBIEHHEM COETUHEHUS U 0€3 YCTaHOBJICHHUS.

Tema 9. Kommymayus  kaumanos. CeTb ¢  KOMMYyTalued  KaHAJIOB —  BUJ
TEJIEeKOMMYHUKALIMOHHON CETH, B KOTOPOH MEXIy ABYMS y3JIaMH CETU JOJKHO OBITH YCTAaHOBJIEHO
coennHEeHUE (KaHal), MPEXJIe 4YeM OHU HauyHyT oOMeH uHpopmarueid. laHHOE coenMHEHHE Ha
IOPOTSDKEHUHM BCEro ceaHca oOMeHa HMH(OpMalueill MOXKET MCIIOJIb30BaThCs TOJBKO YKa3aHHBIMHU
nByms y3inamu. [locie 3aBepiieHnss oOMeHa CoeIMHEHUE JOKHO ObITh COOTBETCTBYIOIIUM 00pa3oM
pasopBano. [Ipenmy1iecTBa, HEIOCTATKU, TPUMEPBHI.

5 cemecTp
Paznen 1. KaGeabHble CHCTEMBI, JINHUU CBA3H.

Tema 1. Kommymayua naxemos. Kommymayus coobwjenui. 1lpu KoMMyTalluu MakeTOB BCe
nepeaBaeMble  IOJIB30BaTENIEM COOOIIECHUS pa30MBAIOTCI B HCXOJHOM Yy3JI€ Ha CPaBHHUTEIHHO
HeOOoJIbIIIME YacTH, Ha3blBaeMble MakeTaMu. KoOMMyTaTophl C€TH NMPUHUMAIOT HaKeThl OT KOHEYHBIX
y3JI0B M Ha OCHOBaHHMHU /IPECHOI MH(OpMAINH MEPEaroT UX JIPYT APYyTy, a B KOHEYHOM HTOTEe —
y3J1y Ha3HaYEeHHUS.

Tema 2. Moumasx kabenvHvix cped. DopmMupoBaHUE 3HAHUU O CYIIECTBYIOIIMX THIAX
Ka0eNbHBIX Cpell, X XapaKTepUCTUKaX U crocobax UX 00XKMMa W yMEHHMH o0kuma Kabens THIa
"BuTas mapa" u ceTeBOil pO3eTKHU.

Tema 3. Kabenvnvie cucmemvl noxanvHuix cemetl. KabenbHble CHCTEMBbl JIOKAJIbHBIX CETEHl:
Kiaccudukanus, 0COOCHHOCTH.

Tema 4. Cnocobuvl coedunenus nepedamuuxos u npuemHuxog. JI1obas cereBas TEXHOJIOTHUS
JOJDKHA 00ECTIeUnTh HANISKHYIO W OBICTPYIO Tepeaady TUCKPETHBIX JAHHBIX IO JIMHUSAM CBsizu. U
XOTSI MEXKAY TEXHOJOTMSIMU UMEIOTCS OOJbIINE pa3inyusi, OHU 0a3upyroTcs Ha OOIIUX MPHUHLUIAX
nepeayn AUCKPETHBIX TaHHBIX, KOTOPBIE PAaCCMAaTPUBAIOTCS B 3TOH TJaBe. DTH MPUHIIHITEI HAXOST
CBOE BOIUIOILIEHHE B METO/1aX MPEACTABICHUS JBOUYHBIX €MHULl U HYJIEH C MOMOIIbIO UMITYJIbCHBIX
WIA CHHYCOWJAJIbHBIX CHTHAJIOB B JIMHUSX CBSI3W Pa3IMYHON (U3MUECKOW MPUPOABI, METOAAX
oOHapy>KeHHs U KOPPEKIMU OIIHMOOK, METOJaX KOMIIPECCUU M METOJ]aX KOMMYTALIUH.



Tema 5. Bvioenennwvie nunuu cessu. BolneneHHble TUHAN CBSI3U

Pa3nen 2. KaGeibHble CHCTEMBI H CHCTEMBI CBSI3H.

Tema 6. Cmpykmypuposannvle rabeivhvie cucmemvl. CTPYKTypupOBaHHas KaOelbHasI
cucrema (CKC) — 3akoHUeHHast COBOKYITHOCTh KaOeJel CBA3M 1 KOMMYTAIMOHHOTO 000PYA0BaHHUA,
oTBeYarIas TpeOOBaHUSAM COOTBETCTBYIOLIMX HOPMATUBHBIX NOKyMeHTOB. ... CKC mpencraBiser
co00#l MepapXUYecKyro KaOelbHYI0 CHUCTEMY, CMOHTHPOBAHHYIO B 3JIaHUU WIH B TPYIIIE 3IaHUU,
COCTOSIIYIO U3 CTPYKTYPHBIX TIOJICHCTEM.

Tema 7. Cucmemvr mobunvrou ceazu. CoroBas CBA3b, CETh MOIABWKHON CBSA3U — OIUH U3
BUJIOB MOOMIILHOW PaJMOCBSI3U, B OCHOBE KOTOPOTO JISKUT COTOBasi ceTh. KirroueBasi 0COOEHHOCTh
3aKJTFOYAETCS B TOM, YTO OOIIas 30Ha TOKPBHITHS JEIUTCS HA SYCHKH (COTHI), OMpPEISISIONIHECS
30HaMHU TOKPBITHS OTACIbHBIX 0a30BbIX craHIui (BC). COThl YaCTUYHO MEPEKPBHIBAIOTCS U BMECTE
o0pa3yroT cetb. Ha nneanbHo#t (poBHOUM u 0e3 3aCTpOIKM) MOBEPXHOCTH 30HA MOKPBITUS 01HON BC
npecTaBisieT co0oi KpyT, MO3TOMY COCTaBJICHHAsl M3 HUX CETh MMEET BHUJ IIECTUYTOJBHBIX STYCCK
(coT). CeTh COCTABIAIOT pa3HECEHHBIEC B IPOCTPAHCTBE MPUEMOIIEPEIATIMKY, PAOOTAIOIINE B OJHOM
U TOM JK€ YaCTOTHOM JHMalia3oHe, U KOMMYTHpYIoIIee 000pyI0OBaHHE, MO3BOJISIONICE ONPEIENIATh
TEKYIIEe MECTOIIOJIOKCHHUE TOJBIKHBIX aO0OHEHTOB M O0ECICUMBATh HEMPEPBHIBHOCTH CBSI3U TIPU
nepeMeIeHIH a0OHEHTa U3 30HBI JICHCTBUS OJTHOTO TpUEMOIIEpeaTIiKa B 30HY JCHCTBUS IPYTOro.

Tema 8. Koauuecmeo pabouux cmanyuii 6 0ecnposoOHbIX cemsax. JluHUM CBSI3U C
MCIOJIb30BaHNEM MCKYCCTBEHHBIX CITyTHUKOB 3EMIIH.

Tema 9. Kougueypayus cemesvix onepayuonnwvix cucmem. CeTeBble MPOTOKOIBI U
COeIMHEHUS. YPOBEHb JIOCTYIA K CETH.

6 cemecTp
Pasnen 1. YpoBHU nepenayu JaHHBIX.

Tema 1. Texnonoeus Ethernet. Cemesoii yposenv. Ethernet - rexnomorus opraHuszamnuu
nakeTHbIX cetedl. Cranmaptel Ethernet onpenenstor mnpoBojHBIE COCAMHEHHS M SJICKTPHYCCKUC
CUTHAJBI Ha (PU3MUYECKOM YPOBHE, (hOpMaT MAaKEeTOB M MPOTOKOJBI YIPABICHUS TOCTYIIOM K Cpeie -
Ha kaHajabHOM ypoBHe Monenu OSI. Ethernet B ochoBroM onmcbkiBaercs crannapramu IEEE rpymms
802.3.

Tema 2. Tpancnopmuwiii yposens. Ilpuxiadnoti yposeHs. TaHHBIX YPOBHEH Tepeiauul JaHHBIX

Tema 3. IP aopecayus. Pazouenue [P cetu Ha moaceTu.

Tema 4. Bseoenue 6 xommymupyemvie cemu. Konyenyus pabomer u 6azoevle Hacmpouxu
kommymamopos. Crnucku ACL Taxxe MOXKHO MCHOJIb30BaTh JUIs LeJIed, OTIMYHBIX OT (PUIbTpaluu
IP-tpaduka, Hanpumep, npu omnpeneneHuu Tpaduka anasi NAT wnu mmdpoBaHusa, a Takke A
¢GmibTpanuu mpoTOKosIoB, oTIMYHBIX OT IP, Takux kak AppleTalk nmm IPX. OGcyxnenue 3tux
(GYHKIUI BBIXOIUT 32 PAMKH JJAHHOTO JIOKYMEHTA.

Paznea 2.MapupyruzaTopbl

Tema 5. Hacmpotuixa 3awyumsr VLAN. B naHHO#l Teme mpeacTaBieH NMpuMep KOH(UTYpaLuu
HEKOTOPBIX (QYHKIMHA O€30MacHOCTH YypOBHSA 2, TakuX Kak Oe3zomacHocTh mnopra, DHCP-
OTCJIeKUBaHME, JWHAMHYECKas MpoBepKa MpOoTOKoja paspemieHus aapecoB (ARP) m 3ammra ot
noxanenku [P-agpeca (IP source guard), koTopble MOTYT OBITH IPUMEHEHBI Ha KommyTaropax Cisco
Catalyst ypoBHS 3 ¢ pukcupoBaHHON KOH(PUTypaluen.

Tema 6. Konyenyust mapwpymuzayuu. Mapmpytusamus Inter-VLAN.

Tema 7. Cmamuueckas  mapupymusayus. Cratrueckas MapIIpyTH3aUs —
BUJ MapuIpyTH3alUd, TpU KOTOPOM  MapuIpyThl YyKa3blBalOTCS B SIBHOM BHJAE IpHU
KOH(UTrypaluu Mapuipytuzaropa. Bes mapiipyTusanus Ipu 3TOM IPOUCXOJUT 0e3 y4acTHsl KaKuX-
1100 MPOTOKOJIOB MapiipyTuzanuu. [Ipy ycTaHOBKe cTaTUYECKOr0 MapIIpyTa yKa3bIBaeTCs:

o Anipec ceTu (Ha KOTOPYIO MapIIpyTU3UpyeTcs Tpaduk), Macka ceTH

e Anpec numto3a (y3na), KOTOPBIA  CIIOCOOCTBYET JanbHeWIedl MapupyTu3auuu  (Uiu
HOJKJIIOYEH K MapIIPYTU3UPYEMOI CETH HAIPSIMYIO)


https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/w/index.php?title=%D0%97%D0%BE%D0%BD%D0%B0_%D0%BF%D0%BE%D0%BA%D1%80%D1%8B%D1%82%D0%B8%D1%8F&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D1%82%D0%B0%D0%BD%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%B8%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/w/index.php?title=%D0%90%D0%B4%D1%80%D0%B5%D1%81_%D1%81%D0%B5%D1%82%D0%B8&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%88%D0%BB%D1%8E%D0%B7
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o (OIIIMOHANIBHO) METPUKA (MHOTJa MMEHYETCSl TaKkkKe «LEeHOoi») mapuipyta. Ilpu Hamuuum
HECKOJIbKUX MapIIPyTOB Ha OJIHY U Ty K€ CE€Th HEKOTOPbIE MapILIPYTHU3aTOPhI BEIOUPAIOT MapLIPYT C
MUHHUMAJIBHON METPUKON

B HekoTOphIX MapuIpyTH3aTOpax BO3MOXHO YyKa3bIBaTh MHTep(deEHC, Ha KOTOPBIA cleayeT
HaNpaBUTh TpaUK CETH M yKa3aTh JONOJHHUTENbHBIC YCJIOBHUS, COTJIACHO KOTOPBIM BBIOHMpaeTcs
mapuipyT (Harpumep, SLA B MapmipyTru3zaropax Cisco).

Tema 8. Junamuueckas mapupymuzayus. O6padotka nporokona OSPF B ognoit o6nactu

Tema 9. Hacmpoiixa cnucka xkommpons oocmyna. B 3Toil TeMe OOBICHSACTCS TNPUHIIMIT
npuMeHeHus cruckoB KoHTpossa noctyna (ACL) IP mis punbstpanmum cereBoro tpaduka. Takxke B
HeM cojaepxarcs Kpatkue omucanus tunoB [P ACL, nmoctymHoct (yHKIME W mpuUMeEphI
UCroNib30BaHusi B ceru. Mcmomp3yiite cimyxeOHylo mnporpammy Software  Advisor (Toiabko
JUISI 3apEerUCTPUPOBAHHBIX MOJIb30BATENCH) i HACTPOWKHM TMOJEPKKHM HEKOTOpPhIX Haubosee
cnemuduuecknx ¢ynkuuit I[P ACL B Cisco 10S®. RFC 1700 conepskuT HasHaueHHbIE HOMEpa
obmensBecTHbIX opToB. RFC 1918 comepxuT BhIZCNICHHE aApecoB miis yacTHbIX MHTepHeT- u IP-
a/IpecoB, KOTOpBIE HE JOJDKHBI 0TOOpakaThesi B IHTEpHETE.

Tema 10. Paboma npomokora DHCP. NAT TexHonoruu nis [Pv4

7 cemecTp
Pa3nea 1. IIpoTrokobl.

Tema 1. Pocm cemu. I30BITOYHOCTD B JIOKAJIBHBIX CETSAX. Arperaius KaHaJIoB

Tema 2. Cemu ¢ npomokonom ounamuueckou mapwpymuzayuu OSPF - Multiarea OSPF.
OSPF (aurn. Open Shortest Path First) — mporokos 1uHaMUYeCKON MapuIpyTH3allii, OCHOBAHHBIN
Ha TEXHOJIOTHUHM OTCIS)KHMBaHMs cocTtosHUs KaHanma (link-state technology) m wcmomnb3yrommii asis
HaXOXJeHus Kparuaiiiero mytu anroput™ J[eiikerpol. [Iporokon OSPF Obun paspaboran IETF B
1988 rony. Ilocnenusis Bepcust mporokosia npeacrasieHa B RFC 2328 (1998 rox). [Ipotokon OSPF
npecTaBisieT co0oii mpoTokoa BHyTpeHHero nuio3a (Interior Gateway Protocol — IGP). IIpotokon

OSPF pacnpocTpaHser UH(POPMAITHIO 0 JIOCTYITHBIX MapupyTax
MEX1y MapIIpyTH3aTOPaMU OJJTHOM aBTOHOMHOM CUCTEMBI. OSPF UMeeT clIeyIoIne
HpEeUuMYyIIECTBA:

e Bricokas  CKOpPOCTb  CXOAMMOCTH  IIO  CpPaBHEHUIO C  JUCTaHIMOHHO-
BEKTOPHBIMHU IIPOTOKOJIAMH MapIIPyTU3ALIH;
o Ilomnepskka ceTeBbIX Macok nepemenHoi mmuael (VLSM);
e OnTuMalibHOE HCIIOJIB30BAHHE MPOIYCKHOM CIIOCOOHOCTH C IOCTPOEHHEM JepeBa
KpaTyanimnx IyTen.
Tema 3. Ilpomokxon EIGRP. HacTtpoilka M yCTpaHEHHME HEHCIIPAaBHOCTEH B CETIX C
npotokosoMm EIGRP.

Pa3nea 2. CeTn U IpOTOKOJIBI.

Tema 4. Vnpaenenue ¢hatinamu 6 onepayuonnoti cucmeme Cisco 10S. Tlpu BwIOOpe WM
oOHoBneHnn yctpoictBa Cisco mon ynpasieHueMm [OS BakHo BbIOparh moaxonsamuii oopasz 10S
HY)KHOI BepcHMM M C COOTBETCTBYIOUMM HabopoM ¢yHkuuid. [lox IOS monumaercs «maker»
MapuIpyTHU3alud, KOMMYTAIlMM, TEXHOJIOIMH O€30IacHOCTH M JPYTHUX TEXHOJOTHH CeTeBOro
B3aWMO/ICHCTBHS, MHTETPHUPOBAHHBIX B €IMHYI0 MHOT033JI[aYHYyIO OTEpaIMOHHYI0 cuctemy. HoBbie
YCTPOMCTBA TOCTABISIOTCS C MPEABAPUTENBHO YCTAHOBJICHHBIM 00pa3oM IMPOrpaMMHOIO
o0ecTieYeHnsT U TTAaKETOM COOTBETCTBYIOIIUX MOCTOSHHBIX JIMIIEH3UH ISl ONPEIeIICHHBIX KIMEHTOM
MaKeTOB U (PYHKIUI.

Tema 5. Ilpoexmuposanue  uepapxuweckux  cemeti.  Vepapxudeckass  MOJENb
ceru (anrin. Hierarchical internetworking model) — TpéxypoBHeBasi Monens OpraHM3alil CETH
KOMITaHWH, BIEPBBIC NpeiokeHHas nmkeHepamu Cisco Systems. [Toapasaesnsier ceTh KOMITAHUH Ha
TPU YPOBHS MepapXuu: sapo ceTtu (aHri. core layer), ypoBenp pacmnpenenenus (anri. distribution
layer), ypoBens moctyma (anrit. access layer).

Tema 6. Ilookntouenue k 2nobanvnvim cemam. Coequnenue Touka-Touka


https://ru.wikipedia.org/wiki/%D0%9C%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81
https://ru.wikipedia.org/wiki/SLA
https://ru.wikipedia.org/wiki/Cisco
https://www.cisco.com/cgi-bin/Support/CompNav/Index.pl
http://tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1700.txt?number=1700
http://www.ietf.org/rfc/rfc1918.txt?number=1918
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC_%D0%94%D0%B5%D0%B9%D0%BA%D1%81%D1%82%D1%80%D1%8B
https://ru.wikipedia.org/wiki/IETF
https://tools.ietf.org/html/rfc2328
https://ru.wikipedia.org/wiki/IGP
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D1%82%D0%BE%D0%BD%D0%BE%D0%BC%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_(%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82)
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B4%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/VLSM
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/Cisco_Systems
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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Tema 7. Frame Relay. NAT texunonoruu ajs [Pv4.

Tema 8. Pewenus 011 WUPOKONOIOCHOU  nepedayu  OaHHbIX.  becrpoBOIHBII
mmpokononocHeid goctyn (BIITI) sBisiercst ceronus HanbOoyiee BHITOJHBIM CPEACTBOM JTOCTABKH
yCIIyT Tepefadyr JaHHbIX a0OHEHTaM, YJAJIEHHBIM OT OMOPHOM CEeTH JocTyna K MH(OpMAalHOHHON
UHGPACTPYKTYpe TPEaNpUITUS. TEpPMHUH «IIMPOKOIIOJIOCHBIN» O3HA4YaeT 00eCreYeHHe pPa3IMYHbIX
TUIIOB YCJIYT TEpeauyd JaHHBIX C TapaHTHUPOBAHHBIM KayeCTBOM B OJHOM IOJOCE MPOITYCKaHUs
CUCTEMBI.

Tema 9. Monumopune cemu. MOHUTOPUHT CETHU - TO MCIOJIH30BAHHE CHCTEMBI, KOTOpPAs
MOCTOSTHHO KOHTPOJIMPYET KOMITBIOTEPHYIO CE€Th Ha NpPEeIMET MEMJICHHBIX WJIM HEUCIPABHBIX
KOMIIOHEHTOB U YBEAOMJISIET CETEBOr0 aJMUHUCTpaTOopa B ciaydae cOOS WU APYTUX MpoOsieM.
MOHHTOPHHT CETH SIBIISIETCS YaCThIO YIIPABICHUS CETHIO.

Conepma}me naﬁopaTopmﬂx 3aHSATHH 10 JUCUHUILIAHE

4 cemecTp
Pa3gen 1. PadoTa ¢ ka0eJbLHLIMH CHCTEMAMU.

Tema Nel. OGxuM BUTON Taphl PA3IMIHBIMH CIIOCOOAMH;
Coaep:xanue 1a00paTOpHOIl padoTHI.
. HAYYUTHCS 00)KMMATh BUTYIO TIapy M PO3ETKY;
. HAYYUTHCS 00XKUMATh MEPEKPECTHBIN KaOeb.
Tema Ne2. PacueT xapakTepucTUK KaOeIbHOW CUCTEMBI;
Conep:xanue 1a00paTOpHOil padoTHI.
PacunTarh mepBUYHBIE W BTOPHYHBIC TApMETPhl CUMMETPUYHOTO KaOeisi 3BE3JHOW CKPYTKH C
KOHCTPYKTUBHBIMH pa3Mepamu
Tema Ne3. Koppekius omnOok kKa0eabHON CHCTEMBI;
Coaep:xanue 1a00paToOpHOil padoTHI.
W3yunth JInHWY CBSI3U M KaHAJIBI TIEPEIaYu TaHHBIX.
Tema Ne4. Pacuet ¢popMbl U XapaKTEPUCTHUK IJIEKTPUUYECKUX CUTHAJIOB;
Conep:xanue 1a00paTOpHOii padoTHhI.
BONBIIMHCTBO ANEKTPUYECKUX IIeTei HCTOIB3YIOTCS ISl Mepeqadyud JIEeKTPUYECKUX CHTHAJIOB OT
UCTOYHUKA CUTHalla B Harpy3ky. B Tex ciydasx, Korja cxema IeNd HEW3BECTHA WU He
MpEJCTaBIsIeT HMHTEpeca, €€ H300pakaloT B BHJE MPSIMOYTOJbHHKA C PAIoM BbIBOJOB. C HX
MOMOIIBIO AJIEKTPUYECKasl LIETIb COETUHAETCS C IPYTUMH 3JIEMEHTaMH yCTPOMCTBa

S cemecTp
Paznen 1. IIpoTokoJibl M1 KOHPUTYPHPOBaHHeE.

Tema Nel. IIpoTokoasl MapUIpyTH3aUU U CAOHETTHHT;
Copepxanue J1a00paTopHOi padoThI.
Craruyeckue ajaropuTMbl MpPEICTaBISIOT CBOJ MpaBuil pabOThl CO CTAaTUYECKUMHU TaOIHLlaMu
MapuIpyTHU3alUHU, KOTOPble HACTPAWBAIOTCS aJIMUHUCTPATOpPaMHU CETH. XOpOIIO paboTalT B Cilydae
npejckasyeMoro Tpaduka B ceTsX cTaOuibHOM KoHpurypauuu. CraTHdeckas MapHIpyTH3aLUs
YMEHBIIAEeT KOJIMYECTBO MeEpeAaBaeMoi ciykeOHOM HH(OpMaIuM, MOCKOJIbKY B ITOM CiIydae He
nocbutaercss uHpopManus o0 U3MEHEHHUsAX B MapHIpyTHOM pacnucanuu. K cymiecTBeHHbIM
HEJ0CTaTKaM CTaTUYECKON MaplIPyTU3alUA MOXKHO OTHECTU TO, YTO, TAaK KAK CTATUYECKHE CHCTEMBI
MapLIpyTU3allMd HE MOTYT pearupoBaTb Ha W3MEHEHHUS B CETH, OHHU, KaK IpPaBWJIO, CUUTAIOTCS
HENPUTOIHBIMHU JUIsl COBPEMEHHBIX KPYIHBIX, IOCTOSSHHO U3MEHSIIOIINXCS CETEN
Tema Ne2. KonduryprupoBaHue CTaTHUECKUX MapUIPyTOB;
Copaepxanue J1ad0paTopHOi padoThI.

1. Co3zaHne OCHOBHOTO CTaTUYECKOTIO MapuIpyTa [0 YMOJIYAHHUIO
2. Pa3BepThIBaHKE IABAOIIETO CTATUYECKOTO MapIIpyTa
3. [IpoBepka mepekIoUYeHUsT Ha TUIABAIOIIMN CTATUYECKUH MaplIpyT NPU OTKa3e OCHOBHOTO

MapuipyTa



10

Tema Ne3. Tabnusl MapIIpyTH3AIHHY;

Conep:xkanue J1a00paTopHO padoThI.

Jis goctyna K pecypcaMm CETH Balll y3€Jl JOJDKEH ONPENeNIUTh MapuIpyT A0 y3Jla Ha3HAuY€HUs IO
tabiuue MapuipyTtuzanuu. TaOnuia maplmpyTH3aludd y3Jia Majo 4YeM OTJIMYaeTcss OT TaOJHUIbI
MapuIpyTHU3aTopa, HO XapaKTepHa ISl JIOKAIBHOTO y3Jia M BBITJIIIUT ropasno mpoie. YToObl makeT
JOCTUT JIOKAJIbHOTO Yy3J7la Ha3Ha4yeHHs, HeoOXoJuma Tabiuia MapHIpyTH3alUH JOKaJIbHOTO Y3Ja.
UToObl AOCTUTHYTh YAAJIEHHOTO y3Jia HA3HAYEHUS, HYKHBI TaOIUIBl MapLIIPYTH3AIUN JIOKAJILHOTO
y31a u Mapupytusaropa. Komanasl netstat —r 1 route print mo3BoJISIFOT MOJIYYUTh MPEICTABICHUE O
TOM, KaK JIOKaJbHBIM Yy3€Jl MAaplIpyTU3UpPyEeT IIaKeTbl [0 MeCTa Ha3HadeHud. B naHHON
nabopaTtopHoOil paboTe BaM MPeACTOUT OTOOPA3UTh U U3YUYUTh UH(DOPMALINIO, KOTOPAs COACPKUTCS B
tabiuie Mapupyrusanuu Bamero 1K, ¢ momombio komana netstat —r u router print. Ber yBugute,
kak Baw [ 1K mMapmpyTusupyer nakersl B 3aBUCUMOCTH OT aJjpeca Ha3HAYeHUs

Tema Ne4. Kondurypuposanue EIGRP;

Conep:xkanue JadopaTopHoOil padoThI.

[Iporokon EIGRP — »53T0 BBICOKONPOU3BOAMUTENbHBIA MPOTOKOJI MaplIpyTU3alMd Ha OCHOBE
BEKTOPOB PACCTOSHUSI, OTHOCUTEIBHO HECJIOXKHBIA MpU HACTpoiike ans 6a30BbIX cerell. B aroit
naboparopHoit pabore Heobxomumo Hactpouth EIGRP mis npuBenaéHHBIX BBINIE ceTed W WX
TOMOJOTUH. BaM MpeacTOUT H3MEHUTh MPOMYCKHYIO CHOCOOHOCTh M HACTPOUTH MACCHUBHBIN
uHTepdeiic, 4yToObl NOBBICUTH 3 dekTuBHOCTH padoTsl EIGRP. Ilpumeuanne. B maGopatopHoit
paboTe UCHONB3YIOTCS MapHIpyTH3aTOpPhl C uUHTerpamueir cepucoB cepun Cisco 1941 mox
ynpasineaueM OC Cisco I0S 15.2(4) M3 (o6pa3 universalk9). Bo3MoxHO HCIIOJIB30BaHUE JPYTUX
MapupytusatopoB u Bepcuii Cisco 10S. B 3aBucumocTu ot monenu yctpoiictBa u Bepcuu Cisco 10S
JIOCTYIIHbIE€ KOMAHJbl M HX pe3yJbTaThl MOIYT OTIMYATbCAd OT INPUBEAEHHBIX B ONMCAHUU
naboparopHbix pabot. TouHble uaeHTU(UKATOPHI UHTEpQEilcCOB MpHUBENEHBI B CBOAHON Tabmuile
uHTEpEICOB MapUIpyTU3aTOPOB B KOHIIE JabopaTopHOoil paboTsl. Ilpumeuanue. YoOemurech, 4TO
NpeAbIAYyIINEe HACTPOMKU MaplIpyTHU3aTOPOB M KOMMYTATOPOB YAAJEHbI, U HAa 3THUX YCTPOMCTBaX
OTCYTCTBYIOT (hailyibl 3arpy304HOi KOHGUrypamuu. Eciy Bel HE yBEpeHBI B 3TOM, OOpaTHUTECh K
UHCTPYKTOPY.

6 cemecTp

Pasnen 1. KondurypupoBanue u agpecHble CXeMbl.
Tema Nel. MoHTax KaOEIIbHBIX CHCTEM;
Conep:xanue 1a00paTOpHOii padoThI.
[TonyunTs mpencTaBiIeHHUs O CUCTEME CTaHAapTOB Kabenei, pa3Ouparbcsi B MapKHpPOBKE KaOeneH,
MOJYYUTh TIEPBUYHBIC 3HAHHWA O MOHTaXke KaOenss BUTOW mapsl [IpaBmiia MOHTaxa KaOeIbHOMH
CHCTEMBI
Tema Ne2. Pazpabotka aapecHoit cxembl. Pacuer nojacerei;
Copepxanue J1a00paTopHOi padoThI.
[Toncets (subnet) — ato pusuueckuit cerment TCP/IP cetu, B koTopoMm ucnomns3ytorcs [P-anpeca ¢
o0muM uAeHTUGUKATOpOM ceTd. [ Toro 4toObl pa3fenuTh CETh Ha HECKOJIBKO IOJICETEH,
HEOOXOJIMMO  WCIIONIb30BATh  pa3jMYHbIe HICHTU(UKATOPHl CETH IS KaXIOro CETrMEHTa.
VYHUKaNbHbIE UJIEHTU()UKATOPBI MOACETE CO3/1al0Tcs MyTeM pa30HMeHus UAeHTU(UKaTopa y3iia Ha
nBe rpynmbel Out. IlepBas W3 HUX CIYXHUT IS UACHTU(UKAIMH CETMEHTa OOBETUHEHHOW CeTH,
BTOpast — JUIl HMJEHTU(UKALMU KOHKPETHOro Yy3ia. Takoil MexaHu3M Ha3bIBaeTcs JEJIeHUE Ha
nojacetu (subnet working). Jlenenue Ha mojaceTH HEe ABISIETCS HEOOXOAUMBIM B M30JIMPOBAHHOM CETH
(T.e. He UMetoLIe BbIXo B MIHTEpHET)
Tema Ne3. Koudurypuposanue OSPF;
Copaepxanue J1ad0paTopHOi padoThI.
VYV mporokona OSPF ects pacmmpenHbie GyHKIIUHA, KOTOPHIE MO3BOJISIIOT BHOCUTh U3MEHEHHS IS
yIOpaBJleHUs METPUKaMM, pacHpOCTpaHEHUs MaplipyTa [0 YMOJYAaHUIO U  oOecredyeHus
6e3omacHocTH. B 31Ol nMaGopaTopHOil paboTe BaM HYykHO Oyzaer HacTpouth Merpuku OSPF s
uHTEepQEcOoB MaplIpyTH3aTOpa, HACTPOUTh pacmpocTtpaHeHune Mapupytra OSPF u ucnonb3oBath
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ayreHtudukanuo Message Digest 5 (MDS5) mist obecrieuenust 6ezonacHor mapuipytusanuu OSPF.
[Ipumeuanue. B maGopatopHoil paboTe UCHOJIB3YIOTCS MAPIIPYTHU3aTOPBI C MHTETPAlUC CEPBHCOB
cepun Cisco 1941 mox ynpaenenuem OC Cisco 10S 15.2(4) M3 (o6pa3 universalk9). Bo3moxHO
WCIIONIb30BaHue Jpyrux wmapmpytu3atopoB u Bepcuit Cisco 10S. B 3aBucMMOCTH OT MOJenH
ycrporictBa U Bepcuu Cisco 10S mocTymHble KOMaHIBI M MX Pe3yJIbTaThl MOTYT OTIMYAThCS OT
NpUBEAEHHBIX B oOmUcaHUU JaboparopHbix pabotr. TouHble wuaeHTUUKATOPBl UHTEpdEiicoB
NPUBE/ICHBI B CBOJHOW TabmuIle MHTEP(EHCOB MapIIPYyTU3aTOPOB B KOHIIE J1A0OPATOPHOM paboTHI.
[Tpumeuanue. YOeautech, 4TO NPEABIIYIIME HACTPONKH MapUIPyTU3aTOPOB U KOMMYTaTOpPOB
yIaJeHbl, U Ha 3THX yCTPOWCTBAX OTCYTCTBYIOT (hailyibl 3arpy304Hoil KoHpurypamuu. Eciu Bbl He
YBEPEHBI B 3TOM, 00paTUTECh K HHCTPYKTOPY

Tema Ned. Kongurypuposanue Frame-Relay;

Conep:xkanue JadopaTopHoOil padoThI.

Frame Relay - 3T0 mpoTOKON KOMMYTHPYeMOro KaHalla Iepeladd JaHHBIX IPOMBIIUICHHOTO
CTaHaapTa, KOTOpPbIii 00padaThIBa€T HECKOIbKO BUPTYAIbHBIX KAaHAJIOB HA OCHOBE WHKAICYJIALIUU
HDLC wmexny coeauHsieMbiMu ycTpoicTBamu. [lo MHOrmm mapamerpam mnpotokos Frame Relay
6onee ¢ dexTrBeH, YeM ero mpeanecTBeHHUK - mpoTokon X.25. Ha pucyHnke nokazan kaap Frame
Relay (ANSI T1.618).

OO6patute BHUMaHHe, 4To aapeca Q.922, kak BUIHO U3 CXEMbI, MPEACTABIAIOT cO00il 1Ba OKTETa U
conepxar 10-OutHbli uaeHTH(dUKaTop kaHanoB nepenaun gaHHbIX (DLCI). B HEKOTOpBIX ceTsax
anpeca Q.922 MOTyT OBITH YBEITUYECHBI JI0 2 WU 3 OKTETOB.

[Tons "flag" o6o3HavaroT Havaso u KoHer kaapa. [locie HagansHoTO OIS "flag" ciemyror 2 OGaiita
uHpopmannu 06 agpece. 10 6ut u3 aTHX 2 6aliTOB 00pa3yroOT pakTudeckuit koa kanana (vwiu DLCI -
UACHTU(PUKATOP JIOKAIBbHBIX KAHAJIOB IE€PEIaYy IaHHBIX).

10-6utHoe 3nauenne DLCI sBnsieTcss OCHOBHBIM KOMIOHEHTOM 3aroiioBka Frame Relay. Ono
OTIpeNieNsIeT JIOTHYECKOe COeNMHEHHE, KOTOPOe YIUIOTHSETCS B (hu3nyeckuii KaHai. B cranmapTHOM
pexume aapecanuu (T.e. HE JIONOJHEHHBIM HWHTepdericoM JokanpHOro ympasieHus (LMI))
unentuduxkatopsl DLCI umeroT JiokajibHOE 3HAYEHHE; T.€. KOHEUHBbIE YCTPOMCTBA C 00€UX CTOPOH
COEIMHEHUS MOTYT Ucoib30BaTh pasHbie DLCI 11 oOpamieHus K OJHOMY M TOMY K€ COSAMHEHHUIO.

7 cemecTp

Pazgen 1. IlpoTokoJibl 1 ceTH.
Tema Nel. YcrpaHeHHe HEHCIIPABHOCTEN CETH
Copepxanue j1a00paToOpHOi padoThI.
Ceru VLAN 1O03BOJSIOT JIOTMYECKM CETMEHTHUPOBAaTh OOBEAMHEHHYIO CEThb M IOBBIIIATH
IPOU3BOIUTENBHOCTh CETU MTyTEM pa3JieleHus] OONBIINX HIMPOKOBEIIATEIBHBIX JOMEHOB Ha JTOMEHbI
MeHbIIIero pasMmepa. brnaromaps ¢yHkuuu pasneneHus y3ji10B Ha HECKOJIbKO cered, ceth VLAN
MOYKHO HCIOJIb30BaTh Ui ONPEAEICHUs TeX Y3JI0B, KOTOpble MOTYT OOMEHHBAThCS JAaHHBIMU. B
ATOM J1abopaTOpHOU paboTe PYKOBOACTBO LIKOJIBI PEHIMIIO peasin3oBaTh ceTu VLAN st pa3aenenus
Tpauka OT pPAa3NUYHBIX KOHEYHBIX Nojb3oBaresnell. lllkona MCHOdB3yeT TPaHKOBYIO CBSI3b IO
cranaapty 802.1Q, uroObl cnoco6cTBOBaTh 00MEHY AaHHbIMH 10 VLAN MexIy KOMMyTaTOpamH.
Kommytaroper S1 u S2 Obumn HactpoeHsl ¢ uHpopmarmeir o VLAN u TpankoBoil cBszu. B
pe3ynbTare HECKOJbKHUX OMIMOOK B HACTPOWKaX BO3HHUKIM MPOOJIEMBbI cO CBsI3bl0. Bac mompocuinu
BBISIBUTh M YCTPAHUTh HEMOJAJKM B KOHOQUTYpalMHd U 33J0KyMEHTHPOBATH PE3yJIbTaThl
BBIMOJHEHHBIX paboT. [Ipumeuanune. B nmabopatopHoil paboTe ucnonb3yroTcss kommyTaTopsl Cisco
Catalyst 2960s mon ympaBiennem OC Cisco IOS 15.0(2) (o6pa3 lanbasek9). [lomyckaercs
WCIIOJIB30BaHUE IPYTruX mojeseit kommyTtaTtopoB u apyrux Bepcuit OC Cisco 10S. B 3aBucumoctn
oT Mozaenu yctpoiictBa u Bepcuu Cisco IOS mocTynHble KOMaHABI UM BBIXOJHBIC JaHHbIE MOTYT
OTNIMYATbCA OT JIaHHBIX, IOJIYYEHHBIX IPU BBINOJHEHUU JaboparopHbiXx pabor. [Ipumeudanue.
Y6enutech, uro MH(pOpMalNMS W3 KOMMYTAaTOPOB yJalieHa, U OHM HE COJAEp)KaT KOH(pUTypauuu
3arpy3ku. Eciu Bbl He yBepeHbI B 3TOM, 00paTUTECh K IIPETIOAABATEIIO.
Tema Ne2. PaGota nporokona DHCP.
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Copaepxxanue 1a00paTopHOi padoThI.

N3yuenne ocobenHocTelt ycranoBku u ynpasienus DHCP-cepsepom B ceTsix Windows

Tema Ne3. NAT rexuosioruu mis IPv4;

Conep:xkanue JadopaTopHoil padoThI.

[Tpu mpoekTupoBaHUM ceTel 00BIYHO MpuMeHstoTcs yactHeie [P-agpeca 10.0.0.0/8, 172.16.0.0/12 u
192.168.0.0/16. x wuCHoOnB3yOT BHYTPHU CETH IUIOMIAIAKUA WA OPTaHW3allud IS TOJACpyKaHUs
JIOKQJIbHOTO B3aMMOJEHCTBUS MEXy YyCTPOWCTBAMH, a HE JUIsl MapUIPyTHU3alUU BO BCEMUPHOM CETH.
UYto0s1 ycTpoiicTBO ¢ agpecom [Pv4 Moriio oOpaTuThCs K APYTMM yCTPOMCTBAM HIIM pecypcam depe3
MHTEPHET, €r0 YaCTHBIN a/ipec JOJHKEH ObITh Mpeodpa3oBaH B MyOIWYHbIN 1 o0menoctynHeiid. Takoe
npeoOpazoBaHue — 3T0 TiaBHoe, yTo nenaeT NAT, cnenuaibHbIi MeXaHuW3M MpeoOpa3oBaHUS
IIPUBATHBIX aJJPECOB B OOIIEIOCTYIIHBIE.

Tema Ne4. HacTpoiika 1 ycTpaHeHHE HEUCTIPaBHOCTEHN B ceTsx ¢ mpotokosioM EIGRP.

Copaepxxanue J1adopaTopHOii padoThI.

Heobxoaumo mpoBecty ananu3 padotsl npotokoia EIGRP, BbIsIBUTE M yCTpaHUTh HEHMCITPABHOCTH.
Ha kaxxioM MapiipyTu3arope He MEHEE IISITH HEMCIIPABHOCTEH.

5. OHEHOYHBIE CPEJACTBA JJA TEKYHIEI'O KOHTPOJISAA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTAIIMA TIO MTOI'AM OCBOEHUS JIUCIHUILIAHBI
U YUYEBHO-METOJUWYECKOE OBECHEYEHUE CAMOCTOSTEJBbHOW PABOTHI
CTYAEHTOB

5.1. Tekyuiuii KOHTPOJIb yCIIeBaeMOCTH

Texymmuii KOHTPOJIb 4 ceMecTpa
Bonpocekl peidTuHr-koHTpOIst Nel
®dusnuecKue cpeibl nepeayu JaHHbIX
KJ1acCU(pUKaLUs JTUHUNA CBA3H, UX MApaAMETPhI U XapaKTePUCTHKHU;
Turbl TMHAN CBA3U
Anmnapartypa JIMHUAN CBSI3U
3a/1aua CUHXPOHU3AIMU IPUEMHHUKA U NIepeaTurKa B KaHaJle CBSA3M U METOJIbI €€ pelIeHUs;
OCHOBHBIE XapAaKTEPUCTUKHU JTUHUHN CBSA3HU
[Tonoca nmponyckaHus TMHUU CBSI3U
IToMexX0yCTOMYMBOCTD JINHUU CBSI3U

Bonpochb! peiiTHHT-KOHTPOIs Ne2

® TIOHATUA (PU3NYECKOTO U JOTUIYECKOTO KOJTUPOBAHUS, MOIYJISIINN;

® TIOHATHUA U KJIACCU(PHUKALNS CETEBBIX TOMOJIOTUN, (PU3UIECKUX U JIOTHUYECKHX;

e OpraHu3aIus ceTel ¢ KOMMYyTallMel KaHaJIOB Ha OCHOBE YaCTOTHOTO M BPEMEHHOTO pa3/ieNieHuUs
Cpelbl;

e OpraHu3anus ceTel ¢ KOMMyTaluel aKkeToB;

® 33/1a4H, pelIaeMble IPH YCTAHOBJICHUH JIOTHIECKOTO COCTUHECHHS.

eKnaccudukaruu ceTeit mepenayn TaHHBIX 10 TEPPUTOPHATHFHOMY MacIITaly;

e Kiaccudukanuu cereit nmepegaun TaHHBIX 0 HA3HAYEHUIO.

e (O0630p MEeTOI0B 0OHAPYKEHUS OMMMOOK OCHOBAaHHBIX HAa KOHTPOJIBHBIX ITOCIIEI0BATEILHOCTSIX.

Bomnpocsl pedTHHr-KOHTPOJIs1 Ne3

e BriieneHHble TMHUU CBSI3U

e [Ipumeps! mpoTokosioB pa3HbIx ypoBHer Monenu ISO OSI u ux tunossie pynkuun. Creku
MIPOTOKOJIOB HE cooTBeTcTBYIOMmME Mozemu [SO OSI.


https://www.smart-soft.ru/blog/protokol_marshrutizatsii_ospf/
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Cootnomennus lllennona n HalikBucra.
CereBoil ypoBEHb

TpaHCHOPTHBIN YPOBEHD

IIpukiagHOil YpOBEHB

Pas3buenue IP cetn Ha noaceru
Texnonorus PDH u e€ orpannuenus.

Texkymmii KOHTPOJIb S ceMecTpa
Bonpocekl peidTuHr-kouTpoas Nel
e ba3zoBas HacTpoiika KOMMyTaTOpa
e (OO000IIeHHBIE ATOPUTMBI PAOOTHI HIMPOKO PACHPOCTPAHEHHOTO CETEBOTO 000PYAOBAHUS:
MapuIpyTU3aTopa, KOMMYyTaTopa, KOHIEHTPATOopa.
e Hasnavenue u o6macth npuMeHeHus TexHoorui: Ethernet
e Bocnpoussectu oaun u3 popmartoB kaapa ¢uznueckoro ypoHs 802.3 Ethernet.
e Kiraccel cereit [IPv4, ocoObie agpeca, OrpaHHYCHUSI KJIACCOBOU CHCTEMBI.
e Texnonorus 6eckiaccoBoro pacmpenenenus agpecos Ipv4 (CIDR).
o [lonstus nopra u cokera B mpotokonax TCP/UDP, paznuynble KaTeropuu MOPTOB, MPUHITUIIBI
BBIJICJICHHSI [IOPTOB CEPBHUCAM.

Bonpochl peidTUHI-KOHTPOJIs Ne2

e Texunomoruu DWDM.

e  O0630p crangaproB IEEE 802.x.

e Cucrema agpecanuu, ucrnons3dyemas B crangaprax IEEE 802.3 — 802.11.

e Anroputm o6pabotku komunsuil B Ethernet. Heo6xoauMocTh HaieKHOTO paclio3HaBaHUS
KOJUJIM3UM U €€ CIEACTBHUS.

e  ®opwmarsl kagpoB Ethernet. Anroputm pacrio3HaBanust GopMarToB.

e  OyHKIWHU MOAYPOBHEH KaHanbHOTO ypoBHS Ethernet.

e Ouenka npomyckHo# ciocoOHocTu cetd Ethernet mpu ncnonb30BaHNuN KapoB Pa3IMuHOMN
JUTHHBI.

e  OrpanunueHusi, HaKJIaAbIBaeMble Ha ceTh Ethernet paznu4HbIMU TUTIAMH CPEIBI.

Bonpoch! peiiTHHI-KOHTpOIs Ne3

[TpoTokoner MmapmpyTtuzanun. OSPF

Hacrpoiika 3amutser VLAN

Texuosnorust DHCP. OcHOBHBIC TOHATHS W IPUHIIAI PAOOTHI.
NAT TexHOoJIOTHS B CETAX MEpeiavu JaHHBIX

M30BITOYHOCTH B CETSIX Nepeaun JaHHbIX.

Arperanys KaHajoOB

Ha3naueHnue, XxapakTepUCTUKH, CTPYKTYpa CETH, OCOOEHHOCTH (PU3NYECKOT0 M KaHAIBHOTO
ypoBHe# crannapta 802.11n.

e CerH ¢ MPOTOKOJIOM AMHAMHYECKOW MapmpyTuzanuu OSPF
e Mapmpyru3zamus B cetr. [Iporoxorr EIGRP

e Hacrpoiika EIGRP

e (CoennHEHHE TOYKa-TOYKa

Texymmuii KOHTPOJIb 6 cemecTpa
Bonpocsl peiiTuHr-koHTpoJIst Nel
e KabGenu. KoakcuanbHble kabenu U criocoObl UX MPUMEHEHUS
e KabGenu. ONTOBOJIOKOHHBIE TEXHOJIOTHH Nepeiadl HHpOopMauu
e AHasioroBas MOJyJIALIUS



14

ITIpoTokon ARP.

[TpoTokon DNS.

ITporoxon DHCP u ero coBpemeHHbI€ aJIbTEpHATHUBBI.
®opmar nakera Ipv4.

Bonpockl pedTHHI-KOHTPOJIs No2

ACI/IHXPOHHBIG IMTPOTOKOJIbL

CI/IHXpOHHBIe CHUMBOJIBHO-OpPHUECHTHUPOBAHHBIC ITPOTOKOJIbI

CriocoOBbl COCIUHCHUA MEPCAATIYNKOB U IIPUCMHHUKOB

Ol"paHI/ILIeHI/IH JIOKAJIbHBIX CETEBBIX TEXHOJIOTHi KaHAJIbHOI'O YPOBH:A

KnaccoBas cucrema anpecanuu B Ipv4. Ocobbie anpeca. HegocraTku kiiaccoBoit

CHUCTCMBEI.

Texnomorus 6eckitaccoBoro pacnpeneneHus aapecos (CIDR).

Bonpocs! peiiTHHI-KOHTpOIs Ne3

®opmartsr kagpa SDH/SONET u MeToap! KOMITEHCALIUHU TIOTEPU CUHXPOHU3ALUH .

Texnonorun DWDM.

0630p crannaptos IEEE 802.x.

NAT texnonoruu s lpv4

Hacrpoiika u kondurypuposanue Frame-Relay
WHCTpyMEHTHI AJis yCTpaHEHHs HEUCIIPAaBHOCTEH CeTH

Texkyuuii KOHTPOJIb 7 cemecTpa

Bonpocel peidTuHr-kouTpoJas Nel
KaGenu. DxpanupoBaHHas napa
Ka6emn. HeakpanupoBaHHas mapa
Mapmpytuzanus B cetd. OCHOBHBIE IPUHIIUIIBI U TIOHSITHSL.
MapmpyTtuzanus B cetu. CTaTuyeckass MapuIpyTu3amus
MapuipyTtusanus B ceTu. JluHamMudeckasi MapIpyTH3aus
Hactpoiika u konpurypuposanue VLAN

Bonpoch! peiiTHHT-KOHTpOJIs Ne2

0O0630p METOI0B HCTIpaBIEHUSI OIIMOOK OCHOBAaHHBIX HA MIOBTOPHOM IMepeiade JaHHBIX.

O630p METOHO0B KOMIIPECCHUU B IIPOTOKOJIAX MEpCAadn JaHHBIX.

I/IepapXI/IquKaH HUOCOJIOTUA OpraHu3alun CETCBBIX IPOTOKOJIOB U PACHPOCTPAHCHHLBIC CTCKHU

IPOTOKOJIOB.

Anroput™M paboThl MIpO3payHOro MocTa U ocobeHHoctu ceredt Ethernet Ha ocHoBe

KOMMYTaTOpOB.

Crannaptel u Texnonoruu Fast Ethernet.
Cranpaptsl u TexHosoruu Gigabit Ethernet.
Crannapte! u Texaonorun 10Gbit Ethernet.

Bonpocel pedTHHr-KOHTPOJIsT Ne3

00630p uepapxuveckoit cucremsl arperupoanus Tpaduka B SDH/SONET.
0O0630p THMOB 00OpyAOBaHUS U ToAAep)kuBaeMbIx Torosioruii B SDH/SONET.

Buytpennuii crex npotokoioB SDH/SONET.
Onepanmonnas cuctema CISCO 10S

VYnpasnenne daitnamu B CISCO 10S

[Tonkmouenue k riobanbHbIM ceTsiM. [Iporokor BGP.
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5.2. [IpomeskyTOYHAS aTTECTALMS 110 UTOTAM OCBOCHHUS TUCIIUTUTHHBI

IIpumepHBbIii IepeyeHb BONIPOCOB K 3a4yeTy 4 ceMecTpa:

duznyeckue cpepl nepeaadn JaHHBIX

Tunel TMHAN CBSI3U

Annapatypa JIMHUHN CBSI3U

OcHOBHBIE XapaKTEPUCTUKH JTUHUI CBSI3U

[Tonoca mporycKkaHus JMHUU CBA3H

[TomMexoyCTOMYUBOCTD TUHUH CBSI3U

Kabenu. DxkpanupoBaHHas mapa

Ka6emu. HeskpanupoBaHHas mapa

Kab6enu. KoakcuansHbie kabeiau U criocoObl UX IPUMEHEHHUS
Ka6enu. OnTOBOJIOKOHHBIE TEXHOJIOTHH MIepeaadd HHHOpMaIiu
AHaoroBast MOJyJISIITUS

[ludpoBoe 1 TOTHIECKOEe KOAUPOBAHUE

ACHUHXPOHHBIC TIPOTOKOJIBI

CHUHXPOHHBIE CUMBOJIbHO-OPUEHTUPOBAHHBIE TPOTOKOJIBI
but-opueHTHpOBaHHBIE TPOTOKOJIBI

[lepenavya qaHHBIX C YCTAHOBIECHUEM COCAMHEHUS
[lepenava naHHbIX 0€3 YCTAaHOBICHUS COCAMHEHUS

MeTtop1 0OHapYKEHUS OLTHOOK

MeTtoap1 00HApYKEHUS UICKAKEHHBIX U TOTEPSHHBIX JIAHHBIX
Komnpeccus nanHbix

KommyTanus kaHamoB, MakeToOB, COOOIICHHIA
Krnaccudukanus kabeIbHBIX CHCTEM

CrniocoObl coelMHEHNs NePeJaTYNKOB U TPUEMHHUKOB
BrinenieHHbIe THHUY CBSI3U

CTpyKTypUpOBaHHbBIEC KaOETbHBIE CHCTEMBI
HectpykTypupoBaHHbIe KaOeTbHBIE CHCTEMBI

IIpuMepHBbIi NepedYeHb BONPOCOB K 3a4eTy S cemecTpa:

CucreMbl MOOMITEHOM cBsI3U. OCHOBHBIE MOHATHS U ONPEIEICHUS

CucreMbl MOOMITEHOM CBsI3U. OCOOCHHOCTH M OTJIMYUTENbHBIE XapaKTePUCTHKU
DJeKTpuUecKas nepeaaya JaHHbIX

Tuns! u k1accuduxaiyss AHTEHH

AHTenHO-(unepHbie ycTpoicTBa. OCHOBHBIE MMOHATHS U ONPEIEICHUS

Hcrnonb30BaHNE CIIyTHUKOB 3€MJIM B KAYECTBE JIMHUH CBSI3U

®uznyeckuil yposeHb Mozenu OSI

[Ipumepsr mpoTOKO0JIOB pa3HbIX ypoBHeW monenu ISO OSI m ux THHOBBIE (PYHKIIUN

IIPOTOKOJIOB HE cOOTBeTCTBYIoIME Moaenu ISO OSI.

CootHomenus lllennona n HalikBucra.
CereBoill ypoBEHb

TpaHCIIOPTHBIN YPOBEHD

[IpukiagHON YpOBEHB

Paszouenue IP cetn Ha mojaceTu
baszoBas HacTpoiika KOMMyTaTOpa

. Crexu
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e OO00OMmEHHBIE aAITOPUTMBI PaOOTHl IIMPOKO PACHPOCTPAHEHHOTO CETEBOr0 O0OpYAOBAHUS:
MapIIpyTU3aTopa, KOMMYTaTOpa, KOHIIEHTPATopa.

e Hasnauenue u o6macth npuMeHeHus TexHoorui: Ethernet

e Bocnpoussectu oaun u3 popmartoB kaapa ¢uzndeckoro ypoHs 802.3 Ethernet.

IIpumepHBbIi IepeYyeHb BOMPOCOB K 3K3aMeHy 6 cemecTpa:

e Kiraccol cereit Ipv4, ocoOble aapeca, orpaHUYCHUS KJIACCOBOM CUCTEMBI.
e Texnonorus 6eckiaccoBoro pacmpeacnenus agpecos Ipv4 (CIDR).

e [lonsatus mopra u cokera B mpotokojax TCP/UDP, paznuuHbie KaTeropuu MOPTOB, MPHUHITUIIBI
BBIJICJICHUSI TIOPTOB CEPBHUCAM.

e MapmpyTtuzanus B ceTd. OCHOBHBIC IPUHLIUIIBI ¥ TIOHSTHSL.

e MapmpyTtuzanus B cetd. CTaTuyeckas MapupyTru3anus

e MapumpyTuzanus B ceT. JuHamMuueckas MapupyTH3anus

e Hacrpoiika u kondurypuposanne VLAN

[IpoTokomnsl mapuipyTusanuu. OSPF

Hacrpotika 3ammtel VLAN

Texnonorust DHCP. OcHOBHBIE TOHATHS U NPUHIIMAI PAOOTHI.

NAT TexHonorus B CeTAX nepeaadn JaHHbIX

N30bITOYHOCTD B CETAX NEpeIavu JaHHBIX.

IIpuMepHBbIii NepedyeHb BONIPOCOB K IK3aMeHY 7 ceMecTpa:
e Arperanus KaHajoOB

e Ha3HayeHue, XapaKTEpPUCTUKH, CTPYKTypa CETH, OCOOCHHOCTH (PU3UYECKOIO0 M KaHAJIbHOI'O
ypoBHeii cranaapta 802.11n.

Hacrpoiika Singl-Area OSPF.

Ceru ¢ IpoTOKOIOM AMHAMHUYECKOM MapiupyTtusanuun OSPF
Mapmpytuzanus B cetu. [Ilporokon EIGRP

Hacrtpoiika EIGRP

Onepannonnas cucrema CISCO 10S

VYupasnenue ¢aitnamu B CISCO I0S

[Toaxmouenue k rinodansHBIM ceTsaM. [IpoToxon BGP.
CoenvHeHne TOYKa-TOYKA

NAT rexnomnoruu aius Ipv4

Hactpoiika u kondurypuposanue Frame-Relay
[IInpoxomnonocHas nepeaayda JTaHHBIX

HMHCTpyMEHTHI AJI yCTpaHEHMsI HEUCIIPAaBHOCTEN CETH
be3omacHOCTb CETEBBIX TEXHOIOTHH.

5.3. CamocTosiTe/IbHAsA padoTa 00y4arouierocs.

IlepeuyeHb NPpUMeEPHBIX TEMATHK KYPCOBBIX padoT 7 ceMecTpa (10 BApHAHTAM NpenogaBaTesst
MJIS KOH(Urypauuu ceTy TUNOBOTO NMpeaNnpUusiTHs)

1. TumnoBas IP-cets opranusanuu. YpoBHH MH(YOPMAIMOHHOW MH(PACTPYKTYphl KOPIIOPATHBHOMN
cetu. KoHmenmus TiyOOKOSIMIETOHUPOBAHHON  3amuThl. (OCOOCHHOCTH YPOBHS  CETEBOTO
B3aUMOJICUCTBUS.

2. YSA3BHMOCTHU W aTakd. THIWYHBIN clieHapuil AeHCTBHIA HapymmTess. BapuaHThl KiaccuuKaum
ySI3BUMOCTEH U aTak

3. bezomacHoCTh ¢u3MYECKOro W KaHaubHOTO ypoBHeH. CereBble aHanmm3aTopsl W "cHuUGDdEpH".
Metoabl obHapyxenus "cHuddepor". IIpobiembl ayreHTH(UKanuu Ha ocHoBe MAC-agpecos.
VA3BUMOCTH CETEBOT0 000PYIOBAHHUS.
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4. bezomacHocTh cereBoro ypoBHs mozenu OSI. IIporoxonsl IP u ICMP. Address Spoofing u ero
ucrnonb3oBanue. Ataku Ha npoTokos ICMP. Ysa3Bumoctn Mexanusma pparMeHTaIuu.

5. 3ammra mepumerpa cetu. MeKceTeBble KpaHbl M UX Pa3sHOBUAHOCTH. IlakeTHble (GMIBTPEHI,
texnosorust Stateful Inspection. Ilakernsrii ¢unptp iptables nma 6aze OC Linux. Ilocpennuku u
CUCTEMBI aHalM3a cojepkUMoro. HenocTaTku MeKCETEBBIX 3KPAHOB. 3HAKOMCTBO C MEXKCETEBBIM
skpanoM Check Point Firewall NG. 3amura ot atraku Address Spoofing.

6. bBbesonacuocTs TpancnoptHOTo ypoBHS Mojaenu OSI. [Ipotokonsr TCP u UDP. Pacnipenenéunnie
DoS-araku u mepbl 3amuThl oT HUX. "DoS-ymHoxenune". CkaHHpOBaHUE TOPTOB, YTHIHWTA nmap.
Ataku SYNFlood u LAND. Ilogmena yuactauka TCP-coenunenus. Paspeie TCP-coennnenus c
noMouipto mporokosna ICMP

7. 3ammra Tpaduka Ha TpaHcnopTHOM ypoBHe. [Ipotokonsr SSL/TLS, SSH. Teopust u npakTrka
aTak "JenoBek nmocepeauHe".

Bonpocekl 1 3aganus 1JI CAMOCTOATEILHOM padoThI CTYJA€HTOB 5 ceMecTp:
e Pacuer nponyckHON ClIOCOOHOCTH ITPOBOIHON JIMHUU CBSI3H

0O0630p METOJ0B KOMMYTallUU

Pemienue 3a1a4 mo pacueTy CKOPOCTH Mepeadn JaHHBIX

0O0630p 0COOEHHOCTEM U MTapaMEeTPOB PA3JIMUHBIX BUIOB UHTEPHET CBSA3HU
CpaBHHTENBHBIN aHAIN3 CHHXPOHU3UPYIOIINX KOTOB

Pacder xapakTepuCTUK CHHXPOHH3UPYIOIUX KOJTOB

N3yuenmne MOHTaxa KaOEIbHBIX CUCTEM

00630p cucTeM MOOHITLHOM CBSI3U

PacueT nporryckHO# ciocOOHOCTH GeCcIIpOBOIHOM JIMHUU CBSI3U

W3yuenune napaMeTpoB aHTEHH

Bonpocs! 1 3a1aHus 1JIs1 CAMOCTOATEIbHOI padoThI CTYAeHTOB 6 ceMecTp:
O030p NpUMEHEHNUsI aHTEHH B YCTPOICTBaX Nepesaun JaHHbIX

O0630p UHCTPYMEHTOB 00€CTICUNBAIOIINI TIEpeIavy TaHHBIX 0 CETH
0O030p ceTeBBIX ONEPALUOHHBIX CUCTEM

0O0630p ceTeBbIX MPOTOKOJIOB

00630p yposneit mogenu OSI 1ISO

Pacuer noxcerent cetu

O030p OCHOBHBIX HACTPOEK KOMMYTaTOPOB

Koudurypuposanue VLAN B cumymsrope cereii Packet Tracer

Pa3nuuns cratnueckor u JIMHaMUYECKON MapIIpyTU3ALUH.

Bonpocs! 1 3a1aHus 1J1s1 CAMOCTOAITEIbHOI PaGoThI CTY/IEHTOB 7 ceMecTp:
Hacrpoiika nmpotokoia B cumyJsitope ceteii Packet Tracer

Hactpoiika DHCP B cumynsitope cereii Packet Tracer

00630p arperupyronmx GyHKIUN ceTn

Hactpoiika OSPF B cumynsitope cereit Packet Tracer

Hactpoiika OSPF B pexxume Multiarea B cumynsitope cereit Packet Tracer
Hactpoiika EIGRP B cumynsitope cereit Packet Tracer

[TpoexTrpoBaHue ceTu A BHIOpAaHHOM OpraHu3anuu

Hacrpoiika NAT B cumynsrope ceteit Packet Tracer

COpoc napoteid komMmyTatopoB u MapipyTtusatopoB CISCO. Pexum rammon
KondurypupoBanue HerCIIpaBHO# ceTH B cuMyJisiTope cetei Packet Tracer

@®oHn  oueHouHbIXx MaTtepuaioB (@OM) s mpoBeleHUs — aTTeCTallid  YPOBHS
c(OPMHUPOBAHHOCTH KOMIIETEHLIMH OOYyYaIOLIMXCS MO JTUCHUIUIMHE O(OpPMIIAETCS OTAEIbHBIM
JIOKYMEHTOM.
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6. YHAEBHO-METOANYECKOE U UTHOPOPMAIIMOHHOE OBECIIEYHEHUE

ANCIUITINHBI
6.1. Knuuroo6ecne4ueHHOCTH
HanmenoBanue nurepaTypbl: aBTOp, Ha3BaHUE, l'on KHUT'OOBECITEHEHHOCTD
BHJI U3JIaHUS, U31ATEIILCTBO M3NaHUS | Hanpupe B 2JIeKTPOHHOM KATAIOTe
9bC
OcHoBHas auTeparypa
1. MonaxoBa, M. M. AaMUHHCTpUPOBaHHE 2020 http://dspace.www1.vIsu.ru/handle/1234
0€30MMacCHOCTH KOMIIBIOTEPHBIX CETEH. 56789/8288
MopenupoBanue: mpaktukyM / M. M. MoHaxoBa; 1oz
pen. mpod. M. 0. Monaxosa ; Bmagum. roc. yH-T UM.
A.T.uH.T. CroneroBsix. — Bnagumup: U3zn-so
Bal'y, 2020. — 238 c. — (KommiekcHas 3amnura
06BexToB napopmarusamun. Ku. 30). — ISBN 978-5-
9984-1232-5
2. T'anac, B. I1. BeraucinurenbHble CHCTEMBI, CETH U 2018 http://dspace.www1.vlsu.ru/handle/1
TenekoMMyHuKarmn: yaeOHuk. B 2 4. U. 2. Cetn n 23456789/7046
tenexommyHuKkarww / B. I1. 'anac; Bmagum. roc. yH-T
uM. A. I'. u H. I'. CroneroBsix. — Bmagumup: U3a-Bo
Bnl'Y, 2017. — 284 c. — ISBN 978-5-9984-0817-5 (u.
2). — ISBN 978-5-9984-0731-4.
CeTH 1 CHCTEMBbI TEJIEKOMMYHHUKAIHUiT: yueOHOe 2018 https://biblioclub.ru/index.php?page=boo
anekTpoHHoe u3nanue: [16+] / B. A. Tloronus, k&id=570531 (nara oOpareHus:
A. A. Tpetbsikos, 1. A. Enmuzapos, B. H. Hazapos. — 01.10.2021)
Tamb6oB: TamOOBCKHIT rOCYAapCTBEHHBIH
texunyeckuit yausepcuret (TTTVY), 2018. - 197 c. —
ISBN 978-5-8265-1931-8
ITpockypsikos, A. B. KoMmmbioTepHbIe CETH: OCHOBBI 2018 https://biblioclub.ru/index.php?page=boo

MOCTPOEHUS! KOMIIBIOTEPHBIX CeTell 1
TerekoMMmyHuKaruii: [16+]/ A. B. [IpockypsikoB. —
Pocros-na-/lony; Taranpor: OxHbIi penepanbHbiit
yHuBepcuteT, 2018. — 202 c. — ISBN 978-5-9275-
2792-2

k&id=561238 (nara obpareHwus:
01.10.2021)

JlononHuTenpHas IMTeparypa

Menuxos, C. B. Bexenne B mpodwmis «Cucremsr | 2016 https://biblioclub.ru/index.php?page=
MOOHMIIBHOH  CBSI3H»: yueOHOe  mocoOme  / book&id=480883 (nara o6pamenus:
C. B. Memnxos, H. A. Konecos. — Tomck: TYCVYP, 01.10.2021)

2016. - 156 c.

[TyroBkuH, A. B. Cetn mepenaun nansbiX: ydeOnoe | 2015 https://biblioclub.ru/index.php?page=
nocooue / A. B. IlyroBkus; Tomckuii book&id=480793 (nara obpareHus:
I'ocynapcTBEHHBIN YHUBEPCUTET CUCTEM YIIPABICHUS 01.10.2021)

u paauosnektponuku (TYCVYP), 2015. — 138 c.

Paiidensa, M. A. Cucremsl u cetn MoOWIBHO# cBsizu: | 2019 https://biblioclub.ru/index.php?page=
yueOnoe mocobue: [16+] /M. A. Paiipensn, book&id=575619 (nara o6paieHus:
A. A. Cnexrop ; HoBocnOupckuii rocysapcTBEeHHbIH 01.10.2021)
TexHu4eckuil yausepcuter. — HoBocubupcek, 2019. —

96 c.— ISBN 978-5-7782-3833-6

CucTeMbl U CETH Tepefadn nHPOPMAITUK: yueOHoe 2012 https://biblioclub.ru/index.php?page=boo

nocoowue / FO. I'pomos, U. I'. Kaprios,

I'. H. Hypytausos u np. TamGoBckuit
roCyJJapCTBEHHBIA TEXHUYECKUI YHUBEPCUTET. —
TamboB, 2012. — 128 c.

k&id=277938 (nata obparieHus:
01.10.2021)



http://dspace/
http://dspace/
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=561238
https://biblioclub.ru/index.php?page=book&id=561238
https://biblioclub.ru/index.php?page=book&id=480883
https://biblioclub.ru/index.php?page=book&id=480883
https://biblioclub.ru/index.php?page=book&id=480793
https://biblioclub.ru/index.php?page=book&id=480793
https://biblioclub.ru/index.php?page=book&id=575619
https://biblioclub.ru/index.php?page=book&id=575619
https://biblioclub.ru/index.php?page=book&id=277938
https://biblioclub.ru/index.php?page=book&id=277938
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6.2. [lepuoanyeckue U3IaHUA

1. Kypnain «Bonpockt 3aIUTHI UHGOPMALIAN. Pexum JOCTYyTIA: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;
2. XKypuan "Information Security/UHpopmanmonnas 6e3omacHocTh". Pexxum  nmoctyma:

http://www.itsec.ru/insec-about.php.

3. ExxeMecsuHbIN TEOPETUUCCKUI U TIPUKIIAJHON HayYHO-TeXHUYECKUH XypHa « THpopMalmoHHbIE
TexHoorum». Pexxum nocryna http://novtex.ru/IT/.

4. «Kypnan ceteBbix pemennii/LAN» -Pexum noctyna: http://www.osp.ru/lan/current;

5. OmnextpoHHbli kypHan «KoprnopaTuBHble ceTu Iepenayd JaHHbIX» -PexxuM noctyna:
http://www.delpress.ru/

6.3. UuTepHeT-pecypchl
Oo6pazoBarenbHblii cepBep kadenpsl M3U.— Pexxum noctyma: http://edu.izi.vlsu.ru
Nudopmanmonnas odpazoBarenbHas ceTb.- Pexxum noctyma: http://ien.izi.vlsu.ru
Buytpusysosckue uzganus Bal'V.— Pexxum nocryma: http://e.lib.vlsu.ru/
MHTVYUWT. HanmoHanbHBIN OTKPBITHINA YHHBEPCUTET.— Peskum noctyma: http://www.intuit.ru/

RN

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI
3aHATUSA TPOBOJATCS B ciieAyroumx ayautopusx Bal'V (kopmyc Ne2) mo aapecy r. Bnagumup,
yi. benokonckoit, 1. 3.
ayn. 408-2, JlekiimoHHast ayIuTOpHsi, KOJIMYECTBO CTyAeHUecKnX MmecT — 50, momans 60 m2,

OCHAIIIEHUE: MyJIbTHMEIUHOE 000opyaoBanue (mHTepakTuBHAs nocka Hitachi FX-77WD, npoekrop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopatopus CETEBbIX TEXHOJIOTH, KOJIMYECTBO CTYJACHUYECKUX MecT — 14, miomaas
36 M2, ocHaIlIeHHE: KOMITbIOTEPHBIN Kiacc ¢ 8 pabounmu cranuusmu Core 2 Duo E8400 ¢ Beixogom
B Internet, 3 mapmpyrtuzaropa Cisco 2800 Series, 6 mapmpyTtuzaropoB Cisco 2621, 6 KoMMyTaTOpOB
Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, kommyTtaTop Cisco Catalyst
Express 500 Series, mpoekrop BenQ MP 620 P, skpan HacTeHHBIN pyJlOHHBINA. JIWlleH3MOHHOE
nporpaMMHoe oOecriedeHue: omnepanuonHas cuctema Windows 7 IlpodeccnonanbHast, oducHbI
naker npwiokeHuit  Microsoft  Office  Ilpodeccuonansubii  mmoc 2007,  OecraTHO
pacnpocTpaHsieMoe IporpaMMHOe oOecnedyeHHe: JIMHEHKa WHTETPUPOBAaHHBIX Cpel pa3padOTKH
Visual Studio Express 2012, nporpammusliii npoaykt Buptyanusanuu Oracle VM VirtualBox 5.0.4,
cumynaTop cetu nepenaun naHHbIX Cisco Packet Tracer 7.0, uHTerpupoBaHHas cpena pa3paboTKu
nporpammuoro obecrieuerus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHIl[ «KommnekcHas 3amura OOBEKTOB HH(MOpPMATHU3ALUU», KOJIUYECTBO
CTyAECHYECKHX MecT — 15, miomans 52 M2, ocHalleHHe: KOMIBIOTEpHBIH Kiacc ¢ 7 pabouumu
crannusiva  Alliance Optima P4 ¢ Beixogom B Internet, xommyrtarop D-Link DGS-1100-16
MYJIbTUMEANIHBINA KOMIUIEKT (poekTop Toshiba TLP X200, sxpaH HaCTEHHBIN pyJIOHHBIN), TpUOOP
ST-031P «IIupanps-P» MHOro(yHKIIMOHATBHBIA ITOMCKOBBIA, NpHOOp «YIaH-2)» TOWUCKOBBIH,
BHUOpoakycTHueckuil reneparop myma «Conata AB 1M», umutatop paboTsl CpeACTB HEJIETalIbHOTO
cbeMa uHpopmanuu, padoraronux mno paauokaany «llunoBHuky», anamuzatop crnekrpa «GoodWill
GSP-827», unmukatop mnons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHUS pabOTbI
CUCTEM MOOWIJIBHOW CBsi3u «Mo3zaiika-3», YyCTpPOWCTBO 3alUTHl TeJIE(POHHBIX TIEPETOBOPOB OT
npocnymmBanus  «[Ipokpyct 2000», mukrodpon Edic MINI Hunter, mnokatop «Pomauk-2K»
HEJIMHEHHBIM, KOMIUIEKC MPOBEICHUS aKyCTHUECKHMX M BHOPOaKyCTHYECKHUX Hu3MepeHHi «CrpyT
MUHH-A», Buaeoperucrparop mudposoit Best DVR-405, renepatop Illlyma «I'Hom-3»,ydeGHO-
HCCJIEIOBATEIbCKUNA KOMIUIEKC «CBEpXIIMPOKONOIOCHBIE OecrpoBOIHbIE ceHCOopHBIe ceTh» (Nano
Xaos), ckaaupyromuii npueMHuK «Icom IC-R1500», anammzarop cereit Wi-Fi Fluke AirCheck c


http://mmcm.bmstu.ru/information/
http://mmcm.bmstu.ru/information/
http://www.itsec.ru/insec-about.php
http://novtex.ru/IT/
http://www.intuit.ru/
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aKTUBHOU aHTeHHOH. JIunensnonnoe nporpammuoe obecnedenue: Windows 8 IlpodeccuonanbHhas,
obucHbi maker npwiokeHudt Microsoft Office Ilpodeccumonansupiii mwiroc 2010, OGecruiatHO
pacnpocTpaHsieMoe IMporpaMMHOEe oOecleueHHe: JHMHEHKa HMHTETPUPOBAHHBIX Cpel Pa3padOTKU
Visual Studio Express 2012, uHcTpyMeHT HMUTalMOHHOTO MoienupoBanust AnyLogic 7.2.0 Personal
Learning Edition, uaTerpupoBanHas cpena pa3padboTku nporpamMuoro odecneuenus IntelliJ IDEA
Community Edition 14.1.4.
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Pabouyio nporpammy coctasmn: aouent kadeapst U3H, x.1.1. Aragonosa MM ;/t/tuizkvué

Penensent: PykoBoaurens HanpamieHus No HHPOPMAUMOHHOM GesonacHoCTH  AKIHHOHEPHOTO

obmectsa «OMK» r. Bnagumup, k.1.H. AGpamos K. I'. .,)524&.,_,\
INporpamma pacemoTpena u og06pena Ha 3ac kapenpm U3HU

IIporokon Ne 1 or '/a? 423 roma

3aseyommit kadeapoii 4.1.14.. npodeccop /M.IO. Monaxos/

PabGoyas nporpaMma paccmorpesa u ofofpeHa Ha 3acefanii YYeOHO-METOAMYSCKON KOMMCCHH

nanpasnenns 10.03.01 «Mupopmanmnonnas 6e30nagHOCTL
Mporokon N _ A% or/A5L3  rom %é /\/'/'
IIpeacenarens KOMHCCHH J1.T.H., npodeccop \ /M.IO. Mosaxos/

JIMHCT NEPEYTBEPKJJIEHHSA
PABOYEN MPOIrPAMMBI IMCUMILTHHBI

PaGouas nporpamma oo6pena 1a 20 /20 y9eOubiH roa
[Tporokon 3aceaanus xadeapn Ne ot roja

aseyioumit kapenpoit . 1.H., podeccop /M.IO. Monaxos/

(®HO, noammcs)

Pabosas nporpamma ogo6pena va 20 /20 yueGHkIH roj
Ilporokon 3acenanus xadeaps Ne ot roja
3asexyrommit kadenpoit _a1.n.. npodeccop /M.IO. Monaxon'

(DHO, noanwek)

PaGouas nporpamma ooGpena na 20 /20 y4eOHsIH roj
[Iporoxon sacenanns kadeapn No or roza
3aseayioumii kapenpoit _a.1.u.. upodeccop /M.IO. Monaxon/

(®HO, noanuce)

Pa6ouas nporpamma ozo6pena na 20 /20 yuebusiit ron

ITporoxon 3acenanns xadeapn Ne or roja
3aseayrommii kadeapod _a.1.15.. npodeccop /M.IO. Mosaxon’

(®PHO, noanucs)
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pab0OvyI0 IPOrpaMMy AUCIUTLTIHbI
Cemu u cucmemsvi nepedaiu OaGHHbIX
o0pa3oBaTeNbHOM MTPOrpaMMBbl HanpaBieHust ToAroToBku 10.03.01 Hnpopmayuonnas bezonachocmo

HOMep Bnecensl n3amMeHeHus B 1IaCTI/I/paS}:[CJ'II)I Wcnonnurenn OcHoBaHue
W3MEHEHUs paboueii mporpaMmsl 014(0) (HOMep 1 AaTa mpOTOKONIA
3aceaHus Kadeapsl)
1
2
3aBenyroumii kadeapoit /M.YO. Monaxos/__

Tloonuce (7500




