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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenpto ocBoeHUs AUCHUIUTUHBI «CTaHIapThl UH(GOPMAIIMOHHON OE30MacCHOCTHY SIBIISIOTCS
obecrieueHne MOArOTOBKH OakaaaBpoB B cOOTBETCTBUU ¢ TpeOboBaHusiMu ®I'OC BO 3++ u yueGHOTO
wiana no HampaieHuto moAarotoBku 10.03.01 «Mudopmanmonnas Ge3omacHocTh». B mpomecce
MOATOTOBKU oOecrieunBaeTcs (OPMHUPOBAHKWE Yy CTYACHTOB OOOOIIEHHOTO IIPEACTABICHHUS 00
aKTyaJbHOM, IEHCTBYIOUICH HA TEKYIIMi MOMEHT HOPMaTHUBHOU 0a30i B 001acTu HH(OPMAIIIOHHOK
0€30MacHOCTH U JEHCTBYIOIUX CTAaHAAPTOB 110 HHPOPMAIIMOHHOI 0€301aCHOCTH.

3amaueit nucumuHbl «CTaHAapThl HHPOPMAITMOHHOW OE30MaCHOCTHY SIBIISETCS M3Y4YCHHE
IpoLeayp aTTecTaluu 00bEeKTOB MH(pOpMaTU3alMK U MHPOPMAIIMOHHBIX CHUCTEM; JUIICH3UPOBAHUS
NEeSITeIbHOCTH B O0JlacTH  MH(OPMAIMOHHOW 0€30MacHOCTH; TPOBEACHHUS KaTerOPHUPOBAHUS
00BeKTOB MH(pOpMATH3AIMH, CIEIUAIBHBIX MPOBEPOK U oOcienoBaHuil; cepTuduKauuu B cdepe
3amuTel  WHPOpMAIMK, (HOPMHUPOBAHMSI CHCTEMBI 3alUThl HHPOPMAIMH B COOTBETCTBUU C
JNEHCTBYIOIMMU CTaHAapTaMU B 00J1aCTH MH(POPMALIMOHHOM 0€30MacHOCTH.

B kxypce paccmarpuBaercss HOpMaTHBHAsA 0aza v MpaBONPUMEHEHHE (eIepaIbHbIX 3aKOHOB B
o0nacTu mpoBeACHUS CepTHU(PHUKAIUY, JUIICH3UPOBAHUS U aTTeCTallud OOBEKTOB MH(pOPMATHU3AIMH
IpH JEATCIILHOCTH, CBS3aHHOH C CEKPETHBIMH M KOH(DHICHIMAIBHBIMH CBeIeHUSMU. B Kypce
paccMaTpUBAIOTCS COBPEMEHHBIE JCUCTBYIOLINE MEXKIyHAPOJIHbIE M OTEYECTBEHHBIE CTAHIAPTHI B
obOmactn  olOecriedeHust 3amUTHl  MHQOpMamuu B MHPOPMALMOHHBIX  cHucTeMax. Kypc
pelycCMaTpUBAET OBJIAJICHHE HaBBIKAMU MPAKTHUYECKOH JAEATeIbHOCTH B 00JaCTH MPaBONPUMEHEHUS
CYLIECTBYIOIIIEr0 3aKOHOAATEIbCTBA B 00JIACTH 3alIUTHI HH(POPMAIIUK OTPAHUIEHHOTO JOCTYIIA.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
Jucuunnuna «CrangapTel MHPOPMAIIMOHHON OE30MacHOCTHY» OTHOCHTCS K BapUaTHUBHOM
yactd, (popMupyemMoil ydacTHHKaMH oOpa3oBareibHbIX OoTHomieHud bnoka Bl (kom B1.B.02). B
y4eOHOM IIJIaHEe MPEAyCMOTPEHBl BUIbl YUEOHOM MEATENBHOCTH, O0OECIeUYHBAIONINE CHUHTE3
TEOPETUYECKHUX JICKIIUH, MPAKTHYCCKUX 3aHSATHH W CaMOCTOSTEIBHOH paboThl cTyaeHTOB. Kypc
TECHO B3aMMOCBSI3aH C JPYTUMHU JUCHUIIMHAMU JAHHOTO IUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JTUCHUIITINHE
[Inanupyembie pe3ynbTaThl OOyYeHUs] TO AUCIMIUIMHE, COOTHECEHHBIE C TUIAHHUPYEMBIMHU
pesynbratamu ocBoeHust OIIOIT (koMmeTeHITMSAMEI U UHIUKATOPAMH JTOCTHKEHUST KOMIIETEHITH )

dopMupyemblie [Tnmarupyemsele pe3ynbTaThl O0OYUYESHHS IO TUCIUILTHHE, B HaumenoBanue
KOMIIETECHLINU COOTBETCTBUHU C UHAMKATOPOM JOCTIKEHUS KOMIETEHIIUU OLIEHOYHOT' O
(xox, conepxanue WNupukarop Pesynbrarhl 00y4eHHUs 10 AUCIUTUIMHE cpencraa
KOMITCTEHIINH ) JOCTHKEHHS
KOMIIETEHIINY
(x00,
codepacarue
UHOUKAMOPQ)
K-2.1.1 3HaTh HOPMAaTHBHEIC IIPABOBBIC AKTHI B O0JIACTH
3amuThl nHPopManuu HanmonansHsle,
MEKIoCy1apCTBEHHbIE U MEXIyHAPOIHBIC
CTaHJAPTHI B 00JIACTH 3aIIUTHI HHPOPMALINH

IK-2 Cnocoben IK-2.1.2 3HaTh PyKOBOJAIINE U METOUYECKUE TOKYMEHTBHI

OCYIIECTBIISITh YIOJIHOMOYEHHBIX (pejiepabHbIX OPraHOB

yIpaBJIeHUE 3alIUTO MCIIOJIHUTEIILHO BJIACTH 110 3aluTe HHpopManuu TecToBbIe BOMPOCH
nHpOPMAIIH B I1K-2.1.3 3HaTh OpraHu3anyio paboTsl 1 HOPMAaTHBHEIC

ABTOMATH3HPOBAHHBIX MPABOBBIC aKThI U CTAHIAPTSI M0 JIUIEH3UPOBAHHUIO

cucremax JIESITETIBHOCTH B 00JIACTH 00ECTIEYeHHS 3aIIUTHI

rocyJapCTBEHHOM TallHbI, TEXHUYECKOM 3aIUThI
KOH(HICHIIHATHHON WH(POPMAIIHH, IT0 aATTECTAIIH
00beKkTOB MH(OPMATH3ALUH U cepTU(UKAIN
CPEJICTB 3alIUTHl HHOOPMAIUU
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IK-2.2.1

YMeeT opraHu30BbIBaTh IIPOLIECC IPUMEHEHHUS
OTEYECTBEHHBIX U 3apyOeKHBIX CTAHIAPTOB B
o0acTy 3auThl HHGOPMAIUX IS
NPOSKTUPOBAHUS, PAa3paOOTKH U OLEHKH
3aIIMICHHOCTH KOMIIBIOTEPHBIX CHCTEM

[1K-2.2.2

YmMmeer hopMyIHpOBAaTE OCHOBHBIE TPEOOBaHUS NIPU
JIMICH3UPOBAHUH JSSATEILHOCTH B 00JIACTH 3aILIUTHI
uHbOpMaNUH, CepTUHUKAIMN U ATTECTALUH IO
TpeboBaHuUsIM 0€3011acHOCTH HH(POPMAIHU

[1K-2.2.3

YMeeT aHamu3upOBaTh U UCTOJIB30BaTh B
MPaKTUUECKOHN JEITeIbHOCTH HOPMATUBHbBIE,
PYKOBOJSIIIIME U METOUUECKHE TOKYMEHTBI
YIOJIHOMOYCHHBIX (pe/iepalbHbIX OPraHOB
WCTIOTHUTEIFHON BIIACTH TI0 3alIUTe MH(POpMAIIH
OTPaHUYCHHOTO JTOCTYIIA

[IK-2.2.4

YMeeT onpenensiTh HoATIeKAIIHNE 3aliTe
nH(pOpMaLMOHHbIE PECYPCHI aBTOMATH3HPOBAHHBIX
CHCTEM

[1K-2.2.5

YMeeT KiaccupUIPOBATh U OLICHUBATH YTPO3bI
nH(pOpMaMOHHOH 6€30MacHOCTH; KOHTPOJIMPOBAThH
3¢ GEKTUBHOCTD IPUHATHIX MEp IO 3aIIUTE
nH(opManuK B aBTOMaTH3UPOBAHHBIX CHCTEMaX

IK-2.3.1

Branets HaBbIKaMu aHaIM3a MHOOPMALMOHHOM
nH(pacTpyKTyphl HHPOPMAMOHHOW CHCTEMBI U €€
06€30MacHOCTH Ha MIPEIMET COOTBETCTBHSI
JICHCTBYIOIUM CTaHAAapTaM HOPMAaTHBHO-TIPABOBBIM
JIOKYMEHTaM

I1K-2.3.2

Biagets HaBbIKAMH BHECESHUSI N3MEHEHUM B
9KCIUTYyaTallMOHHYIO JOKYMEHTALUIO U
OpraHU3alMOHHO-PACIIOPSAIUTENbHBIE JOKYMEHTHI 110
CHCTEME 3aIIUTH HH)OpMAIHH
aBTOMATH3WPOBAHHOMN CHCTEMBI

IK-4 Crnocoben
paspabaTbIBaTh
OpraHU3aI[MOHHO-
pacoOpSIANTEBHBIX
JIOKYMEHTBI TI0
3aruTe uHHOpMAIUH
B aBTOMAaTH3HPOBaH-
HBIX CHCTEMaXx

[K-4.1.1

3HaTh PYKOBOAAIINEC U MCTOANUYCCKUC NOKYMCHTDBI
YHOOJIHOMOYCHHBIX (I)eﬂepaHLHBIX OpraHoB
HCIOJIHUTCILHOM BIIACTH 110 3alIUTC I/IH(l)OpMaLII/II/I

[1K-4.1.2

3HaTh COEepKaHUE U TOPSIOK eI TEILHOCTH
HepCOHaja MO 3KCILTyaTalluy 3alIUIIEeHHbIX
ABTOMATH3MPOBAHHBIX CUCTEM U CUCTEM 3aIUTHI
nHpOpPMALUU

I1K-4.1.3

3HaTh OCHOBHBIE yrpo3bl O€30MacHOCTH HH(QOpMALIUH
Y MOJIEJTM HAPYLIHUTEIS] B aBTOMAaTH3UPOBAHHBIX
cucreMax

I1K-4.2.1

YMeTh KilacCU(pHUIMPOBATH U OLCHUBATH YIPO3bI
nHGOPMALMOHHON 6€30M1aCHOCTH; KOHTPOJIUPOBATh
3¢ $EKTUBHOCTH PUHATHIX MEp 110 3aIIUTe
nH(popManMK B aBTOMaTH3UPOBAaHHBIX CHCTEMaX

[1K-4.3.1

Brnanets HaBBIKaMU OTIpEETICHUS MTPAaBIII U
MpOoLeyp YIPaBICHNS CHCTEMOH 3aIUTHI
nH(pOopManMHK aBTOMaTU3UPOBAHHOH CHCTEMBI

[1K-4.3.2

BJ'IaZ[eTB HaBbIKaMU OIIPEACJICHUA IPpaBUJI U
npoueayp BbISIBJCHUS MHIOHUJICHTOB

[1K-4.3.3

Bnagers HaBbIKaMHM OTIpeENICHUS IPABUI U
MPOIIEIypP MOHUTOPHHTA 00ECIICUEHUS YPOBHS
3aIUIIEHHOCTH HHPOPMALIMH aBTOMAaTH3NPOBAaHHOM
CUCTEMBI

I1K-4.3.4

Braners HaBbIKaMu orpeesieHHs MPaBUI U
MPOIIeYP pearupoBaHusl Ha MHIIMJICHTHI

TecToBbIC BOIPOCHL
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TpymoeMKOCTb AMCIUIUTHBI COCTABIISET 3 3a4eTHBIX eanHuIbl, 108 yacos

TemaTnueckuii njian
¢hopma o0yueHusi — ouHast

/1

HanMmenoBaune tem n/uim
pa3aesioB/TeM TUCIIUILINHBI

Cemectp

Henens cemectpa

KonTakTHas padota

oOyJaromxcs

C ICJarorut4ycCKuM

pabOTHUKOM

Jlekun

JlaboparopHbie pabOTHI

6 (hopme npaxmuueckou

n0020MO6KU

CaMocTosTenpHas

paborta

Dopmsbl
TEKYIIero
KOHTPOJIS

yCIIEBAEMOCTH,
dhopma
MIPOMEKYTOYHOMN
aTTecTaluu
(no cemecmpam)

Paszpen 1. Ctangaptel

WHPOPMALIMOHHON 0€30MaCHOCTH.

™1 IIpakTudeckue 3aHATUS

Pazpen 2. Crannaptsl

nH(GOPMAITMOHHON 0€301TaCHOCTH.

bpuranckuit crannapt BS 7799.
MexnyHapoausiid ctanaapt ISO
17799. MexnyHapoaHblii
craanapt [SO 15408 «O6mme
kputepun». Cranmapt COBIT.

N

Pa3pnen 3. CrannapTsl 1o
0e30MmacHOCTH MH(POPMAIIMOHHBIX
TEXHOJOTHI B Poccuu.

Pa3spgea 4. Orenka 0e3011acHOCTH
HH(POPMAITUOHHBIX TEXHOIOTUH
Ha 0CHOBE «O0IIUX KPUTEPUEBY.

Pa3nen 5. Ouenka ypoBHS
noBepust GYHKIIMOHATLHON
0e30macHOCTH MHPOPMAIIMOHHON
TEXHOJIOTHH.

Pa3znen 6. MexayHapoIHbII
CTaHIAPT yNpaBICHUS
MH(OPMAITMOHHOM
6e3onacHocThio ISO 17799.

PelTuHr-KOHTPOIBL
Nel

Paznen 7. MexiyHapoaHbIN
CTaHApT yNpaBICHUS
MH(GOPMAITMOHHOM
6e3onacHocThio SO 17799.
Yactu 3-5.

Pa3zpnen 8. MexayHapoaHblit
CTaHJIAPT yIPaBICHUS
WH(OPMAITMOHHOM
6e3omacHocthio ISO 17799.
Yactu 6-7.

Pa3znen 9. MexayHapoIHbII
crangapt ynpasnenus b 1SO
17799. Yactu 8-10.




10 | Pasmea 10. [IporpammubIe 4 10 2 2
Cpe/CTBa [Tl MPOBEACHHUS ayuTa
nH(POPMAITMOHHON 0€30TTaCHOCTH.
Cucrema CRAMM.

11 | Pa3gea 11. [Iporpammubie 4 11 2 2
CpeAcTBa I MPOBEICHUS ayauTa
nH(pOPMAITMOHHON 0€30TIaCHOCTH.

Cuctema KOHJIOP.
12 | Pa3mea 12. Meroauka 4 12 2 2 PeldTHHT-KOHTPOIIH
IpOBEICHUS ayauTa No2

nH(POPMAITHOHHONW OE30IaCHOCTH
Ha TPEIPUATHH.

13 | Pa3gexn 13. Opranuzanus u 4 13 2 2
MPOBEICHUsI paboT MO ayauTy.
AJITOpUTM TIPOBEICHHUS ayTUTa
0€30aCHOCTH MPEIIPUSITHS.

14 | Pa3nen 14. [IpaBoBas ocHOBa 4 14 2 2
CHCTEMBI CTaHIapPTU3AIHH,
JUIICH3UPOBAHHS U
ceprudukaiun B PO.

15 | Pa3mex 15. Atrecranus o0bekToB | 4 15 2 2 3
nHpOpMaITHH.

16 | Pa3nexn 16. CepTuduxars B 4 16 2 2
0071aCcTH 3a1MThl HH)OPMAITUH.

17 | Pa3nen 17. O630p OCHOBHBIX 4 17 2 2 3

HOPMAaTHBHBIX TOKyMEHTOB
rOCY/IapCTBEHHBIX PETYJISATOPOB B
obnacti THPOPMATHOHHOH

0C30IaCHOCTH.
18 | Pazgen 18. OTBETCTBEHHOCTS 3a 4 18 2 2 PelTHHT-KOHTPOJIb
HapyIICHHUS 3aKOHOIATEILCTBA B Ne3

cdepe HapyIIeHHH
JHMLEH3UPOBAHUS U
ceprudukanun B PO.

HToro 1o AucCHuILIMHE 108 36 36 9 Dx3amen 27

CoaeprxaHue JeKINOHHBIX 3aHATHH N0 JMCHHUILINHE
Pazgen 1. Crannaptsl nHopmManmonHoi 6e3onacHocTy. [Ipennoceiiku coznanus cranaaproB Ub.
Cranpapt «Kpurepun OLIEHKM HaJeXKHOCTH KOMIIBIOTEpHBIX cucteM» (OpaHxeBas KHUTA).
I"apmonnsupoBanHble kputepun EBponelickux crpas. ['epmancknii cranmapt BS1.
Paznen 2. Cranpgaptel uHpoOpManuMoHHONW Oe3omacHocTH. bpurtanckuili crangaptr BS  7799.
Mexnaynaponnslii  cranpapt ISO 17799. Mexnynapoausiii crangapt ISO 15408 «O6mue
kputepun». Crangapt COBIT.
Pazgen 3. Crangaptsl o 6€30MacHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHH B Poccun.
Pa3nea 4. Ouenka 0e30nacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTHH Ha OCHOBE «OOINX KPUTEPUEBY.
[Tpeanocsuiky BBeneHUs MexayHapogHoro crangapta ISO 1540883. OcHoBHBbIE MOHATUS OOLIMX
KpuTepueB. Merononorus OLEHKH Oe30MacHOCTH HH(OPMALMOHHBIX TEXHOJIOTUH 10 O0OLUM
KPUTEPHUSM.
Pasnen 5. Ounenka ypoBHS foBepusi (YHKIIMOHATBLHON 0€30MacHOCTH HWHOOPMAIMOHHOM
TexHOJIOTuH. O630p KJIACCOB U CEMEICTB OOIINX KPUTEPUEB.
Pa3nesn 6. MexxayHapoaHblil cTaHAApT yIpaBieHus nHpopMalnnoHHoN Oe3omacHocThio ISO 17799.
Haznauenue cranmapra [SO 17799 nns ynpasnenus nHpopMmanroHHoi 6e3onacHocTbio. [IpakTrka
MIPOXOXACHUS aynuTa U noiaydeHus ceprudukara [SO 17799. Yacts 1. [lonutuka Oe3omacHOCTH.
Yacts 2. Opranu3aiiioHHbIE MEpHI 10 00eCTIeYeHNI0 HHPOPMALIMOHHOM 6€301MacHOCTH.
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Pazgen 7. MexayHapoaHblii CTaHIApT yHpaBieHUss HHPOpMALMOHHONW O6e3omacHocThio ISO 17799.
Yacte 3. Kiaccudukamnus pecypcoB u ux KoHTpodb. Yacts 4. bezonmacHocth mepconana. Yacts 5.
dusnueckas 6€301acHOCTb.

Pa3zjnen 8. MexayHapoHbIi cTaHAApT ynpaBieHUs HHGopMaImoHHon 6e3omacHocThio ISO 17799.
Yactp 6. AIMUHUCTPUPOBAHHWE KOMIIBIOTEPHBIX CHUCTEM WU BBIYMCIUTENIBHBIX cerell. Yactp 7.
VYnpaBiieHue 10CTYIIOM K CHCTEMaM.

Pazgen 9. MexayHapoaublii CTaHAapT ynpasieHus HHPpopMarmonHoi 6e3onacHocThio ISO 17799.
Yacte 8. Pa3pabotka m compoBoxiaeHue uHpopManuoHHbIX cucteM. Yacte 9. IlnanupoBaHue
Oecriepeboiinoii padboTel opranu3anuu. Yacte 10. CooTBETCTBHE CHCTEMBI OCHOBHBIM TPEOOBAHUSM.
Paszaen 10. Ilporpammubie cpeicTBa g NMPOBEACHUS ayauTa WHOOPMAIMOHHOW OE€301acHOCTH.
AHanu3 BUJO0B UCIOJIb3YEMBIX IPOrpaMMHBIX IpoaykToB. Cuctema CRAMM.

Pasznen 11. IlporpammHbIe cpeAcTBa JUIsd MPOBEACHUS ayauTa WHOOPMAIMOHHOW OE€30MacHOCTH.
Cucrema KOHJIOP. Ucnonb30BaHue CETEBBIX CKAHEPOB.

Pa3jnen 12. Meroauka npoBeneHus ayauTa HHPOPMAIMOHHON 0€301MacHOCTH Ha MPEANpUITHH. Tpu
noaxoqa K nposeacHuio ayauta Ub. 3amaun u comepkanue pabot mpu mpoeacHun ayauta Ub.
[ToaroroBka npeanpusTuil k nposeaenuto aynura Ub. [InanupoBanue npouenypst aynura Ub.
Pa3zgen 13. Meronuka mpoBeneHUs ayAauTa WHPOPMALMOHHON O€30MacHOCTH Ha TPEANPHITHH.
Opranuzanusg U MpoBeAeHUs paboT MO ayauTy. AJNTOPUTM MPOBENCHHUs ayauTa Oe30MacHOCTH
npennpusTus. Ilepeuens n cucremMaTu3anus JaHHBIX, HEOOXOIUMBIX JUIs IpoBenaeHus ayauta Ub.
BripaboTka pekoMeHJaluii M TOArOTOBKAa OTYETHBIX JOKYMEHTOB. OKOHOMMYECKas OIEHKa
obecneuenus Ub.

Pa3nen 14. [IpaBoBas 0CHOBa CHUCTEMbI CTaHIAPTU3AIMH, JUIICH3UPOBAHUS U cepTudukanuu B PO.
JluueH3upyroume opraisl B 00JacT 3amuThl nHGopMarwu. JInmen3upoBanue B 00JacTH 3amIUTHI
uHpopmanuu.

Pazgen 15. Artrecranms o6wvexktoB wuH(popMmanuu. [IpoBeaeHne CrHenManbHBIX MPOBEPOK,
CHEIHalIbHBIX 00CIeI0BaHUM U CIIeUATbHBIX HUCCIIEeIOBAaHUH.

Pazaen 16. Ceprudukanus B 001acTH 321U TH HHPOPMAIIHH.

Pa3nen 17. O630p OCHOBHBIX HOPMATUBHBIX JOKYMEHTOB IOCYJapPCTBEHHBIX PETYIATOPOB B 00JIacTH
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

Paznen 18. OTBeTcTBEHHOCT, 3a HapyIIEHHUS 3aKOHOAATENbCTBA B cdepe HapylieHUH
JUIEH3UPOBaHus U cepTudukanuu B PO.

CoaeprxaHue NpaAaKTHYECKUX 3AHATHI N0 TUCHUILINHE
IIpakTnyeckass padora Nel. [IpakTuka npoxoXaeHUs JULEH3UPOBAHUS AEATEIBHOCTH B 001acTH
obecnieuenusa Ub
IIpakTnuyeckass padora Ne2. IIpakThka NPOXOXKICHHS CEpTHU(UKALMU JEATEIBHOCTH B 001acTH
obecnieuenus Ub
IIpakTnyeckas padora Ne3. Mepbl OTBETCTBEHHOCTH 3a HapyILIeHUs B 00JACTH JIUIIEH3UPOBAHUS U
ceprudUKauK Mpu odbecrieueHn HHPOPMAITMOHHONU 0€30TTaCHOCTH
IIpakTnueckas padora Ned. [Topsiok arrectannn o0beKTOB HHGOPMATH3ALUN
IIpakTuyeckas padora NeS5. M3yuenne ¢opM U mnopsaka 3amodHEHHs JOKYMEHTalUU IO
pe3yJbTaTaM aTTecTallui 00beKTOB HH(OpMaTU3aLUN
IIpakTuyeckas padora Ne6. l3zyuenue TpeOOBaHMII THUIOBBIX HHCTPYKLUUH MO 0OECTIEUEHUIO
COXPaHHOCTH KOH(UACHIIMATFHOW HHPOPMALIUU HA TIPEANPUATUN
IIpakTuyeckas padora Ne7. M3ydyenue TpeOOBaHMN M PEKOMEHIAIMM MO TEXHUYECKOW 3aIluTe
koHpuaeHmuansHoit  wHGopmammu (CTP-K) -2001. HU3yuenue gokymenta OCTOK PO
P.2010.08.31.489. OG6 ytBepxnaeHun TpeOoBaHUI O 3amuTe HHGOPMALMHU, COJEpKalleiics B
UH(POPMALIMOHHBIX CHCTEMax OO0ILEro MoJIb30BaHUs
IIpakTuyeckas padora Ne8. M3yuenne noxkymenta @CTOK P® mpuka3z Nel7-2013 m nmpukasa
Ne27-2017 006 yTBepkaeHHMM TpeOOBaHMM O 3amyrTe MHPOPMALMU, HE COCTaBJISAIOIIEH
rOCy/IapCTBEHHYIO TaiiHy, cojepxalleicss B ToCydapCTBEHHBIX HWH(GOPMAIMOHHBIX CHCTEMax.
Nzyyenne  noxkymenra  ®CTOK PO  RD.1992.03.30.1. PykoBomsmuii ~ JTOKYMEHT
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ABTOMATH3UPOBAHHbIE CHCTEMBI. 3allUTa OT HECAaHKIMOHMPOBAHHOTO JIOCTyNa K WH(POpPMAaLUU
KJaccu(UKaIus aBTOMaTU3UPOBAHHBIX CUCTEM U TPEOOBAHHMS 11O 3alIUTE UHPOPMAITUH.
IIpakTnyeckas padora Ne9. Msyuenue nokymenta ®CTOK PD RD.1992.03.30.4. PykoBogsiuuii
JOKYMEHT KOHIICHIIHSI 3allIUThI CPEACTB BBIYMCIUTEIHHON TEXHUKUA M aBTOMATU3HPOBAHHBIX CUCTEM
OT HECaHKIMOHHWPOBAHHOTO JocTyna K uHpopmauuu. M3ydenue TpeOOBaHMN METONMKH OLECHKU
yrpo3 6e3onacHoctu uHpopmaruu PCTIOK Poccun (yrBepkaena 05.02.2021).

5. OEHOYHBIE CPEJCTBA JJI51 TEKYILETO KOHTPO.JIS1 YCIEBAEMOCTH,
MMPOMEKYTOUYHOI ATTECTALIUU I10 UTOTAM OCBOEHMSI JUCLIUITJIMHBI
U YYEBHO-METO/IUYECKOE OBECHEYEHUE CAMOCTOSITEJILHOI PABOThI
CTYJIEHTOB

5.1. Texkyuiuii KOHTPOJIb YCIIEBAEMOCTH

IlepeyeHb BOPOCOB K PEHTHHI-KOHTPOJIIO Nel
- Craagaptel  wHGOpMAIMOHHON Oe3omacHoctr. [lpenmoceinku  co3manus crangaproB  Ub.
Cranpapr «Kpurepuu OLEHKHM HaJEKHOCTH KOMIIBIOTEPHBIX cucteM» (OpaHkeBasi KHHUTA).
I'apMoHM3UpOBaHHBIE KpUTEpUU EBPONIEHCKUX CTpaH.
- Crangaptel uaopmanronHoi 6e3onacuoctu. ['epmanckuii cranaapt BS1.
- Crangaptel uHpOpMaIMOHHOM Oe3onacHOCTH. bputanckuii ctanaapt BS 7799.
- Mexnynapoansiii crangapt ISO 17799.
- Mexnynapoansiii crangapt ISO 15408 «O06ume kpurepumn». Cranmapt COBIT.
- Cranpaptsl 1o 6€30MmacHOCTH HH(OPMAIIMOHHBIX TeXHOJOTHI B Poccuu.
- OneHka 06e30MaCHOCTH HH(POPMALMOHHBIX TEXHOJOTUH Ha oOcHOBe «OOIIMX KpPUTEPUEBY.
[TpenmoceuIKu BBEACHUS MeKyHapoaHoro ctanaapra ISO 1540883, OcHOBHBIC MOHSATHS OONIUX
KpUTepreB. MeTononorus OLEHKH 0e30MacHOCTH HH(GOPMAIMOHHBIX TEXHOJOTHH Mo 00ImuM
KPUTEPUSM.
- OneHka ypoBHS J0BepHs (PYHKUMOHAIBbHOM Oe30MacHOCTH HMH(OPMAIMOHHOW TEXHOJOTHH.
0O030p KI1aCCOB U CEMEMCTB OOIINUX KPUTEPHUEB.
- MexnyHapoaHbI CcTaHgapT yhpaBieHHs HHopmanuoHHOW OGe3zomacHocThio ISO  17799.
Hasznauenue crannapra ISO 17799 nns ynpasnenust nuHpopMaiioHHol OezonacHocThio. [IpakTuka
POXOXACHUs aynuTa U nomydeHust cepruduxara [ISO 17799. Yacte 1. Ilonutuka 6e30macHOCTH.
Yacts 2. Opranu3aiiioHHbIe MephI 10 00ecTeYeHn0 HHPOPMALIMOHHOM 6€301MacHOCTH.
- MexnyHapoaHbIi CTaHIapT yHpaBieHuss HHopMamoHHoH 6e3omacHocThio ISO 17799. YacTts 3.
Knaccugukanus pecypcoB um ux KoHTpoib. Yacte 4. be3omacHocTs mnepconana. Yacte 5.
®uznyeckas 6€30MaCHOCTb.
- MexayHapoIHbIH CTaHIApT ynpasieHus nHpopMannoHHo# 6e3omacHocThio ISO 17799. Yacts 6.
AJMUHUCTPUPOBAHNE KOMITBIOTEPHBIX CHCTEM U BBIYMCIUTENbHBIX ceTei. YacTth 7. YmpaBieHnue
JIOCTYIIOM K CHCTEMaM.

Ilepeyennb BOPOCOB K PEHTHHI-KOHTPOJIIO Ne2
- MexayHapoIHbIH CTaHIApT ynpasieHus nHpopMannoHHOH 6e3omacHocThio ISO 17799. Yacts 3.
Knaccudukanus pecypcoB u ux KoHTpoib. Yacte 4. be3zomacHocts mnepconana. Yacte 5.
dusnueckas 6€30MacHOCTb.
- MexnyHapoaHbIi cTaHIapT ynpasieHus: HHPopMaimoHHoH 6e3omacHocTbio [ISO 17799. YacTs 6.
AJIMUHHCTPUPOBAaHHE KOMITBIOTEPHBIX CHUCTEM M BBIYMCIMTENbHBIX ceTeid. YacTh 7. YmpaBneHue
JOCTYTIOM K CUCTEMaM.
- MexayHapoIHbIH CTaHIapT ynpasieHus nHpopMannoHHo# 6ezomacHocThio ISO 17799. Yacts 8.
Pa3paboTka u conpoBoxaeHue nHpopMamoHHbIx cucreM. Yacts 9. [InanupoBanue OecriepeOoitHON
pabotel opranuzanuu. Yacts 10. CooTBETCTBHE CHCTEMBI OCHOBHBIM TPEOOBAHUSIM.
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- IIporpamMmHbIe cpenacTBa Ui MPOBEACHHUS ayquTa HWHPOPMAIMOHHON Oe30macHOCTH. AHAIU3
BHJIOB MCITOJIb3YEMBIX MPOTpaMMHBIX NpoaykToB. CucteMa CRAMM.

- IlporpamMMHBIe cpencTBa Ui NMPOBEACHHs ayauTa HH(OpMAnMOHHOM Oe3omacHocTH. Cuctema
KOHIOP.

- IlporpamMMHBIe CpeAcTBa sl TpPOBENEHHS ayauTa HMHGDOpPMAIMOHHOW  OE30MacHOCTH.
Hcrnonb30BaHHUE CETEBBIX CKAHEPOB.

- Meronuka npoBefeHus ayiuTa HHPOPMAIMOHHON Oe30MacHOCTH Ha npeanpusTud. Tpu nmoaxonaa
K npoBeaeHuto ayauta Ub.

- 3amaun u couepkaHue pabor mpu nupoBeneHun ayauta Wb, [loarotoBka mnpemnpusithii K
npoBenenuto ayauta Ub. [Inanuposanue nponeaypsl ayaurta Ub.

- Meroauka npoBeneHus ayiuta HHGOPMALMOHHON 0€30MacHOCTH Ha npeAnpustuu. Opranuzanus
U TIPOBEJCHUS PadOT 1O ayAMTY.

- AJroput™m mnpoBeneHHUs ayAuTa HHPOpPMAIMOHHOW Oe3omacHocTu mnpeanpustus. Ilepeuens u
cucTeMaTH3alus JaHHbBIX, HeOOXOAUMBIX /s mpoBenenus ayauta b, BripaboTka pekoMeHnanuii u
MOJIFOTOBKA OTUETHBIX JIOKYMEHTOB. DKOHOMHYECKas olleHKa oOecnieuenus Ub.

- IlpaBoBast OCHOBa CHCTEMBI CTaHAAPTH3AINH, JTUIICH3UPOBAHUS U cepThuukauu B PO.

Ilepeyennb BOpoCcoB K peHTHHI-KOHTPOJIIO Ne3
- Meroauka npoBeneHuss ayauta MHGOPMALMOHHOM  O€30MacCHOCTHM HA  HPEIIPHUSITHH.
Opranuzanys ¥ npoBeaeHHs padoT Mo ayIuTy.
- AJropuTMm mpoBeACHHUs ayauTa MHGDOPMAIMOHHOW Oe3zomacHocTH mpennpustus. Ilepeyenp u
cucTeMaTH3anus JaHHbIX, HeOOXOAUMBIX AJs nposenenus ayauta b, BeipaGoTka pekomeHnanuii u
MOJIFOTOBKA OTUETHBIX JIOKYMEHTOB. DKOHOMHYECKas olleHKa obecnieuenus 1b.
- IIpaBoBas 0ocHOBa CUCTEMBI CTaHIaPTU3ALUY, JIULIEH3UPOBAHUS U cepTUdHKay B PO.
- Jlunensupyromie opransl B oOnactu 3ammTbl wHGOpManuu. JlumensupoBanue B 001acTH
3alUThl HH(OPMALIHH.
- OpraHu3zaioHHasi CTPYKTYpa CUCTEMBI CEpTH(HUKAIMHA B 00JIACTH 3alIUTHl KOH(PHUACHIHATHLHON
uHpopmanuu.
- Ilpm kakux opraHu3alMsIX CO3JJaHbI CUCTEMBI cepTudukanuu B PD?
- Tlopsaok u TpeGoBaHUS NMPU OCYIIECTBICHUH CEPTU(PHUKALIUU CPEACTB 3alUThI UH(POpMAaILIUH.
- B kakux ciyyasx cepTugHKaIus HOCUT 100pOBOJIbHBINA XapakTep?
- Kewm ycranasiauBatorcst GopMbl cepTHPHUKaTa U 3HAKA COOTBETCTBUS?
- Kakue BuIbl AeqTENbHOCTH, CBSI3aHHBIE C 3aLIUTOM MH(pOpMAIMM Ha MPEANPHUITHN TOIJIeXKAT
JUIEH3UPOBaHNUIO co cTOpoHbl PCTIK?
- Kakue Buabl AedTenbHOCTH, CBSI3aHHBIE C 3alIMTOM MH(pOpMAIMM Ha MPEANPHUITHN MOJIEXKAT
JUIEH3UPOBaHHUIO cO cTOpoHbl PCH?
- Arrecranus 00bexkToB HH(popMmanuu. I[IpoBeneHue crnenuanbHBIX MPOBEPOK, CHELHATbHBIX
o0cie10BaHUH U clielUalbHBIX HUCCIEI0BaHUM.
- Cepruduxanus B 001aCcTH 3aUTHl HHPOPMAIIH.
- O030p OCHOBHBIX HOPMAaTHBHBIX JOKYMEHTOB TOCYJapCTBEHHBIX pETYyJSATOPOB B 00JacTu
MH(}OPMaLlMOHHON 0€3011aCHOCTH.
- OTBEeTCTBEHHOCTh 32 HApPYyIIEHHUS 3aKOHOAATEIbCTBA B c(epe HapyIIEHUH JIMIEH3UPOBaHUS U
cepruduxanyu B PO.

5.2. [IpomMeskyTOYHAs aTTeCTAMS
IIpuMepHBIii NepedYeHb BONPOCOB K 3a4eTy
1. Cranmaptel uHOpManMoHHOW Oe3omacHocTu. [lpenmocwuiku co3znanus crtangapto Ub.

Crannapr «Kputepun OLIGHKM HaJIEKHOCTH KOMIIBIOTEPHBIX cHucTeM» (OpaHkeBasi KHHTa).
I"apMoHM3UpOBaHHBIE KpUTEPUU EBpOINENCKUX CTpaH.
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Cranpaptsl nH(popMaIoHHOK Oe3onacHocTu. ['epmanckuii ctannapt BS1.

Cranmaptsl nHGOpMaMOHHOK O6e30onacHoCcTH. bputanckuii ctangapt BS 7799.
Mexnynapoansiii crangapt ISO 17799.

Mexnaynapoansiii crangapt ISO 15408 «O6mme kputepun». Crangapt COBIT.

Cranpaptsl o 6e30macHoCTH HH(POPMAITMOHHBIX TeXHOJIOTHH B Poccun.

. Onenka 0e30MacHOCTH HMH(POPMAIIMOHHBIX TEXHOJOTMM Ha ocHOBe «OOIIMX KpPUTEPUEBY.
HpeunocmnKH BBEICHUS MEeXIyHapoaHoro cranaapra ISO 1540883.

8. OcHoBHbIE  MOHATHS  OOmIMX  KpuTepueB.  MeTojonorus  OHEHKH  0e30macHOCTH
UH(POPMALMOHHBIX TEXHOJIOTUN IO OOIIUM KPUTEPHUSIM.

9. Onenka ypoBHsI JoBepus (PYHKIMOHAJIBHON O0€30MacHOCTH HH()OPMALMOHHOW TEXHOJIOTHUHU.
O0630p KJIACCOB M CEMEICTB OOIIMX KPUTEPHUEB.

10. MexmyHapoHbIi CTaHAApT yIpaBieHUs HHPOpMaMOHHON Oe3omacHocThio [SO  17799.
Haznauenue crangapra ISO 17799 nns ynpasnenust uapopmanmnonHoii 6e3omacHocthio. [IpakTuka
MIPOXOXKJICHMI ayuTa U noydeHus: ceptudukara ISO 17799. Yacte 1. Ilonmutuka 6€30maCHOCTH.
Yactp 2. OpranuzanmoHHble MepbI IO 00eCTIeYeHHI0 HH(POPMAIIMOHHOH 0€301acHOCTH.

11. MexnyHapoAHbIH cTaHAAPT yHpaBieHus nHdopmannoHHoi 6e3onacHocThio ISO 17799. Yactsb
3. Knaccudukamus pecypcoB m ux KoHTposib. Yacte 4. besomacHocts mepconama. Yacts 5.
®uznyeckas 6€30MacHOCTb.

12. MexayHapoIHBIN cTaHAapT ynpasieHus nHpopmamonHon 6e3omacHocThio ISO 17799. YacTs
6. AIMUHUCTPUPOBAHHE KOMIIBIOTEPHBIX CUCTEM M BBIUMCIUTENBHBIX ceTell. YacTh 7. YnpaBieHue
JIOCTYIIOM K CHCTEMaM.

13. MexnyHapoAHbIH cTaHAAPT yHpaBieHus nHdopmannoHHoi 6e3onacHocThio ISO 17799. Yactsb
8. Paszpaborka u compoBoxaeHHe uHPOpManMOHHBIX cucTeM. Yacte 9. I[lmanupoBanue
Oecriepeboiinoit  pabotel  opranmzanmu. Yacte 10. CoOTBETCTBHME CHUCTEMBI OCHOBHBIM
TpeOOBaHUSM.

14. [IporpaMMHbIe CpelCTBa AJsl MPOBEICHUS ayauTa MHPOPMAIIMOHHOW Oe30macHOCTH. AHau3
BUJIOB UCIIOJIb3YEMbIX TPOrpaMMHBIX TPoaykToB. CucreMa CRAMM.

15. IlporpamMMHBIe cpelcTBa AJIs MPOBEAEHUS ayauTa MH(OpMaIMOHHON Oe3onmacHocTH. Cucrema
KOH/OP.

16. IlporpamMmMHBle  cpencTBa Ui TNPOBEACHMS ayAuTa HHGOPMAIMOHHONW O€30MacHOCTH.
Hcnonp30BaHnE CETEBBIX CKAHEPOB.

17. Meronuka mnpoBeAeHUs ayAuTa HHPOPMALMOHHOM O€30MacHOCTH Ha npeAnpustud. Tpu
noaxoza K nposeneHuro ayaura Ub.

18. 3agaun u conepxkanue pabor npu mnposereHun aynuta Wb. IloarotoBka npeampustuii K
npoBenennto ayauta Ub. [Inanuposanue npoueaypsl ayaura Ub.

19. Meronuka nmpoBeAeHHs ayauTa HMH(DOpPMAMOHHONW O€30MacHOCTH Ha  MPEANpHITHH.
Opranu3zanys u IpoBeAeHHs paboT Mo ayIuTy.

20. AnropuTt™ TMpoBeAEHUs ayJauTa MHPOPMAMOHHOM Oe3omacHocTH mpeanpustus. llepedens u
CUCTeMaTH3alMsl JaHHbIX, HeOOXOIMMBIX Il poBeaeHus ayauta b, BripaGoTka pexomeHnanuit
U TMOATOTOBKA OTYETHBIX JOKYMEHTOB. DKOHOMHUECKas olleHKka obecnieuenus 1b.

21. TIpaBoBasi OCHOBA CHCTEMBI CTaHIAPTU3AINH, JIUIICH3UPOBAHUS U cepTrdHKauu B PD.

22. JluueH3upyouye opraisl B 00JacTé 3amuThl HH(popMmanuu. JIuneHsupoBanue B 00JacTH
3alUThl HH(OPMALIUH.

23. OpraHu3alnoHHas CTPYKTypa CUCTEMbI cepTH(PHKAUU B 0071aCTH 3aIIUTHI KOH(PHICHIIMATHHON
uH(pOpMaLIUH.

24. Tlpu KakuX OpraHu3alysix CO3AaHbl CUCTEMBI cepTuduKkanuu B PO?

25. Topsimok u TpeOoBaHMS IPU OCYIIECTBICHHH CEPTUDUKAIIIH CPEICTB 3aITUTH HH)OPMAITHH.
26. B kakux cinyyasx cepTH(QUKAIMI HOCUT T00pOBOJIBHBINA XapakTep?

27. Kem ycranaBnuBaroTcst GopMbl cepTuuKaTa 1 3HaKa COOTBETCTBHSI?

28. Kakue BBl 1E€ATENBHOCTH, CBSI3aHHBIE C 3alMTOM MH(QOpPMAlUM Ha MPEANPHITHU TOAJTIEKAT
JTUTIEH3UPOBAHUIO CO CTOpOHBI DCTIK?

Noakown
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29. Kakue BHUIBI 1EATENBHOCTH, CBSI3aHHBIC C 3alUTOM MH(MOpPMAIUU Ha MPEANPHUITHU MOAJEKAT
JMLIEH3UPOBaHUIO cO cTOpOHBI DCH?

30. Atrecranuss 00bekTOB WHpopMaruu. [IpoBenaeHHE CIEMUANBHBIX MPOBEPOK, CIECIHATBHBIX
00CIIeZIOBaHUI U CTIICIMAIBHBIX HUCCIICIOBAHUH.

31. Cepruduxanus B 001aCTH 3alUTH HH()OPMAIIHH.

32. O030p OCHOBHBIX HOPMATHUBHBIX JOKYMEHTOB TOCYJApCTBEHHBIX PETYJIATOPOB B 00JacTH
UH(POPMALIMOHHOM 0€30MacHOCTH.

33. OTBETCTBEHHOCTh 3a HapYIICHHs 3aKOHOJATEIbCTBA B Cepe HapYIICHUH JHMIICH3UPOBAHUS U
ceprudukanyuu B PO.

5.3. CamocTosiTe;1bHasi padoTa 00y4aroImerocs.

IIpumepHbIe BONPOCHI U 33/1aHNUS UIS1 CAMOCTOSATEJIbLHOM padoThI CTY/AeHTOB

1. Uzyuenne «WHCTpyKIMH O TOpsIKE JOMYyCKa JOJDKHOCTHBIX JIMII W TpaxkiaaH Poccuiickoi
®enepalli K roCyJapCTBEHHOW TaiiHe» (yTBEpXKIEHA IIOCTAHOBJIEHHMEM IpaBUTenbcTBA PD oT
06.02.2010 Ne63);

2. I3yyenne  TpeOOBaHMI  TUNOBBIX  MHCTPYKIMH 1O  OOECIIEYEHUIO  COXPAHHOCTH
KOH(pUIeHIIMAaTbHON UH(OPMAIIMK HA NPEANIPUITUY;

3. U3yuenne  TpeOOBaHWI  THUIOBBIX  WHCTPYKIMA 1O  OOECHEYEHHIO  COXPAHHOCTH
KOH(pHIeHIIMaTbHON MH(OpMAIK ITpU ee 00paboTKe Ha CPEICTBAX BBIUMCIUTEIbHOW TEXHUKHY;

4. N3ydyeHue nopsjka arTecTaliui 00beKTOB HHPOpMATH3ALUY;

5. N3yuenue GopMm M mopsakKa 3aroJHEHHUs JTOKYMEHTAlMU 10 pe3yJsibTaTaM aTTecTalld 00bEKTOB
uH(pOpMaTU3aLINN;

6. M3yuyeHue nopsjaka NpPOBEJCHUS OPraHU3ALMOHHBIX M TeXHHUYecKuX Meponpusatuil nmo T3U na
Oou;

7. CnenmasnbHble TpeOOBaHMS M PEKOMEHJAIMM [0 TEXHUYECKOW 3aliuTe KOH(UIeHLIMaIbHOM
unpopmanuu (CTP-K) -2001,

8. Nsyuenne nokymenra PCTOK PD P 1994.11.25. IlonoxeHnue mno aTrTecTaliid OOBEKTOB
uHpOpMAaTH3aLUH 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;

9. Usyuenue nokymenta ®CTOK PD P 2010.08.31 489. O6 yrBepkaeHHM TpeOOBaHUI O 3aIIuTe
uHpopmanuu, conepxamieiicss B *HGOPMAITMOHHBIX CUCTEMaX OOIIETo MOJIb30BaHNUS;

10. Nzyuenune nokymenta @CTIK P®D npuxaz Nel7 ot 11.02.2013 06 yTBepkaeHun TpedoBaHuM 0
3amuTe MHQOpMAIMHM, HE COCTaBJSAIOUIEH TroCyAapCTBEHHYIO TaliHy, CcoOjAepXKalleics B
roCyJJapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX;

11. Myuenme pokymenta @OCTOK Pd RD_1992.03.30_1. PykoBoasmuii  JOKYMEHT
aBTOMATH3UPOBAHHbIE CHCTEMBbI. 3alUTa OT HECAaHKIMOHMPOBAHHOTO JIOCTyNa K HHPOpMalUu
KJIacCU(pUKaLlMs aBTOMAaTU3UPOBAHHBIX CUCTEM U TPEeOOBAHHUS 110 3aIIUTe UHPOPMAIUY;

12. Nzyuenne nokymenta ®CTOK Pd RD 1992.03.30 3. PykoBoasuiuii AOKyMEHT 3aliuTa OT
HECaHKIIMOHMPOBAHHOTO JOCTyNa K MH(POpPMAaIK. TEPMHUHBI U ONIPEIECICHMS;

13. Usyuenmne moxymenta @CTOK P® RD 1992.03.30 4. PykoBoasmiuii HOKYMEHT KOHIEIIUSI
3alUTBl  CPEACTB  BBIYACIMTEIBHOM  TEXHMKM M  ABTOMATU3UPOBAaHHBIX  CHUCTEM  OT
HECaHKIMOHUPOBAHHOTO JJOCTyNa K UHPOPMAaIIIH.

Cranpaprusanus. MexayHapoaHble CTAHIAPTHI

BS 7799-1:2005 — Bpuranckuii crangapt BS 7799 nepmast wacte. BS 7799 Part 1 — Code of
Practice for Information Security Management

BS 7799-2:2005 — Bbpuranckuii cranmapt BS 7799 Bropas wacte cranmapra. BS 7799 Part 2 —
Information Security management — specification for information security management systems
(Crnenmdukarss  CUCTEMbl  yOpaBieHUs HMHGOPMAIMOHHON  O€30MacHOCTBIO)  OMpeeseT
cneunpukanmio CYUB. Bropas wacTe craHaapTa HCIOJB3YyeTCS B KauyecTBE KPHUTEPHUEB IpHU
npoBeJeHNH opunranbHoi npoueaypsl ceprudukannu CYUD opranuzanuu.

BS 7799-3:2006 — bputanckuii cranaapt BS 7799 tpetbst wacth ctannapra. HoBblif crangapT B
o0yacTu ynpapiieHUs! pUCKaMU HH()OPMALIMOHHON O€30MMacHOCTH
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ISO/IEC 17799:2005 — «MHpopMaMOHHBIE TEXHOJIOTMH — TEXHOIOTMU OE30MaCHOCTH —
[IpakTuueckne mpaBwiia MEHEIXMEHTa WH(OPMAIMOHHOW 0e30MmacHOCTH». MeXIyHapOIHBIN
cTanaapT, 6aszupyromuiics Ha BS 7799-1:2005.

ISO/IEC 27000 — CroBapb U OIpeaCICHHS.

ISO/IEC 27001 — «MHupopmaiinoHHbIe TEXHOJOTHH — MeTo sl o0ecredeHus 0e30MacHOCTH —
Cuctembl ynpaBieHus HHPOPMAIMOHHON Oe3omacHOCThI0O — TpebGoBaHus». MeXIyHapOIHBIN
cTaHaapT, 6aszupyromuiics Ha BS 7799-2:2005.

ISO/IEC 27002 — Ceiiuac: ISO/IEC 17799:2005. «MubopMaIiOHHBIE TEXHOIOTHH — TeXHOJIOrHH
Oe3omacHocTrn — lIpakTHueckue mpaBuia MEHEIHKMEHTa MHPOPMAIMOHHON Oe3omacHocTh». Jlara
Berxoxa — 2007 ron.

ISO/IEC 27005 — Ceituac: BS 7799-3:2006 — PykoBoacTBO 1o MeHeKMEHTY puckoB Ub.

German Information Security Agency. IT Baseline Protection Manual — Standard security
safeguards (PykoBoacTBO 10 6a30BOMY YPOBHIO 3aIIUThl HHPOPMAIIMOHHBIX TEXHOJIOTHIA).
I'ocynapcrBeHHble (HAUMOHAJIbHBIE) CTAHAAPTHI PD

['OCT P 50922-2006 — 3amura uadopmarur. OCHOBHbIE TEPMHUHBI U OTIPEICICHUSI.

P 50.1.053-2005 — Muadopmanrionasie TexHOJOTHH. OCHOBHBIC TEPMUHBI M OIIPEACIICHUS B 00JIaCTH
TEXHUYECKOH 3alIUThl HH(POPMAIIHH.

I'OCT P 51188—98 — 3ammra uHbopmanuu. VcnpiTaHne NMporpaMMHBIX CPEICTB HAa HAIMYUE
KOMITBIOTEPHBIX BUPYCOB. THUIIOBOE PYKOBOJICTBO.
I'OCT P 51275-2006 — 3ammra wuHbopManuu. OOBbekT wuHpopmaruzanuu. DaKTOpPHI,

BO3/IciicTBYOMUE Ha nHpopManuro. OOIIHe MOJI0KEHUS.

I'OCT P HUCO/MDBK 15408-1-2008 — MHupopmanmonHas TEXHOJOTHsA. METOIbl M CpeAcTBa
obecrieuenns Oe3onacHocTH. Kpurepun oneHkH 0€30macHOCTH WH(OPMAIMOHHBIX TEXHOJOTHH.
Yacte 1. BBenenue u o01as Moueib.

I'OCT P HUCO/MDBK 15408-2-2008 — HMudopmanmonHasi TEXHOJIOTHS. MeTonbl M CpeAcTBa
oOecnieyenus Oe3onacHocTH. Kpurepuu oueHkn 0€30macHOCTH HH(POPMALMOHHBIX TEXHOJIOTHUH.
Yactp 2. OyHKIHOHAIBHBIE TPEOOBaHHUS OE30MTACHOCTH.

I'OCT P HUCO/MBK 15408-3-2008 — MHHupopmanmonHas TEXHOJOTHA. METOIbl M CpeAcTBa
obecrieuenns Oe3onacHocTH. Kpurepun oneHkn 0€30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHIA.
Yacts 3. TpeboBanus 1oBepusi K 6€30MaCHOCTH.

I'OCT P HUCO/MIK 17799 — «udopmanmonnsle TexHonoruu. IlpakTuueckue mpaBuiia
yhnpaBieHuss HWHPOPMALMOHHOM Oe3omacHOCThIO». IIpsiMoe mHpHMEHEHHEe MEeXIyHApOJHOro
cranaapra ¢ gononnenuneM — ISO/IEC 17799:2005.

I'OCT P UCO/M3BK 27001 — «MHpopmarmonHble TeXHOIOrMU. MeToasl 6e3onacHocTH. Cucrema
ympaBieHus: 6e3omacHoCThi0 nHpopManuu. TpebdoBanus». [IpsiMoe mpuMeHeHHe MEeXITyHapOIHOTO
crangapra — ISO/IEC 27001:2005.

['OCT P 51898-2002 — Acmektsl 6e3omacHocTH. [IpaBria BKIIOYEHHS B CTaHIAPTHI.

PykoBoasiiue 10KyMeHTbI

PJI CBT. 3ammura or HCJI. Ilokazatenu 3amumenHoctd ot HCJl x mHpopManmuu - COAEPKUT
ONKCaHHE TOKa3arenell 3alUIIEeHHOCTH HH(POPMALMOHHBIX CHUCTEM M TpeOOBaHUS K KiaccaMm
3alUIIEHHOCTH.

Cranpapt banka Poccun CTO BP MBBC-1.0-2014 - Cranpapt banka Poccum: «O6Gecneuenue
MH(pOpMallMOHHON O€30MacHOCTH OpraHu3anuii O0aHKoBckoM cuctembl Poccuiickoit ®denepanuu.
OO111e MOTOKEHUSD.

PCI DSS (Payment Card Industry Data Security Standard) - Crangapt 0e30macHOCTH JaHHBIX
UH/IyCTPHUH TUIATEXHBIX KapT.

@®oH  oueHouHblx MartepuanoB (POM) g mpoBeneHUS — aTTECTAallMd  YPOBHS
c(OpMHUPOBAHHOCTH KOMIIETEHIIMI O0y4aromuxcss MO JUCHUILIUHE O(GOpPMIISETCS OTAEIbHBIM
JIOKYMEHTOM.
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6. VYYEBHO-METOJINYECKOE 1 THOOPMALIMOHHOE OBECITEYEHUE
TACIATLITAHBI

6.1. KuuroodecneueHHOCTH

HaunmenoBanue JIMTEPATYyphbL: aBTOpP, HA3BaAHUEC, BU
n3gaHus, U31aTCJIbCTBO

T'on

KHUT'OOBECIIEYEHHOCTD

U3IaHUs

Hanuuaue B anexTponHoM kartanore ObC

OcHoOBHas TUTEpaTypa

*

Asepuenkos, B. . Ayaut uadpopMaimoHHoi 2016 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHocTH: yueOHoe mocodue st By30B / =93245 (nata obpamenus: 25.08.2021)

B. . ABepueHkoB. — 3-¢ u31., ctep. — Mocksa: ®JIMHTA,

2016. — 269 c. ISBN 978-5-9765-1256-6.

Bekernosa, 0. M. MexmyHapoaHble OCHOBBI i CTaHIAPThI 2018 | https://biblioclub.ru/index.php?page=book&id
MHPOPMAIMOHHOW 6€30IacHOCTH (PHHAHCOBO- =494850 (nata obpamenus: 27.08.2021)
SKOHOMHYECKUX CHCTeM: yueOHoe mocoone: [16+] /

1O. M. bekernosa, I'. O. Kpsutos, C. JI. Jlapnonosa. —

Mocksa: [Tpomereii, 2018. — 173 c.

Wineiinos, B. 5. UadopManmonHas 6e30macHOCTh 1 2020 | https://biblioclub.ru/index.php?page=book&id
3anUTa HHGOPMAITUH: TCOPHs U pakTuka: [16+] / =571485 (nara obparmienus: 27.08.2021)

B. 1. NeitnoB. — MockBa; bepmun: dupekt-Meaua, 2020.

—271 c. ISBN 978-5-4499-0496-6. — DOI 10.23681/571485

Iunos, A. K. Ypasnenue uHHOPMAITHOHHOM 2018 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHocThIO: yueOHoe nocodue: [16+] / A. K. I1Iusos; =500065 (nara obpamenus: 27.08.2021)
IOxHbI# denepanbHblil yHUBEpCcuTET, MHCTUTYT

KOMITBIOTEPHBIX TEXHOJIOTHI U HHPOPMAIIMOHHOMN

6e3omacHocTH. — PocToB-Ha-/lony; Taranpor: FOxHBIiH

(enepampHbIit yHUBepcHuTeT, 2018. — 121 ¢. ISBN 978-5-

9275-2742-7

Apsymansh, A. b. MexayHapoiHbIe CTaHAaPThI IPABOBOU 2020 | https://biblioclub.ru/index.php?page=book&id

3aMMTH HHGOPMAIMU U MHHOPMALMOHHBIX TEXHOIOTHIH:
yaeOHoe mocobue: [16+] / A. b. ApzymansH ; FOxHbIiH
(henepanpHBIi yHUBEpCHUTET. — PocToB-Ha-JloHy; Taranpor:
1OxHubI1# penepanbubiii yHuBepcuTeT, 2020. — 140 c. ISBN
978-5-9275-3546-0

=612162 (nara obpammenus: 27.08.2021)

JonosHuTtenpHasg auTeparypa
[Menenienko, B. C. MeHeKMEHT HHIUAEHTOB 2017 | https://biblioclub.ru/index.php?page=book&id
HH(POPMAIMOHHOW 0€30I1aCHOCTH 3aIUIICHHBIX =467139 (nara obparienus: 27.08.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIIPABJICHUs: yueOHOe
nocobwue: [16+] / B. C. Ilenemenxko, C. B. 'oBopoBa,
M. A. Jlanuna. — CtaBponoJis: CeBepo-KaBkazckuit
®Oenepanprbiii yaueepcuteT (CKDY), 2017. — 86 c.
Asepuenkos, B. . Ayaut uapopmaiinoHHoi 2016 | https://biblioclub.ru/index.php?page=book&id
Oe3omacHOCTH: yueOHOE TTOcoOue IS By30B / =93245 (nata obpamenwms: 27.08.2021)
B. U. ABepuenkoB. — 3-e u3x., crep. — Mocksa: ®JIMHTA,
2016. — 269 c. ISBN 978-5-9765-1256-6
Bproxomuriikuii, FO. A. Be3omacHOCTh HHDOPMAIHOHHBIX 2020 | https://biblioclub.ru/index.php?page=book&id
TEXHOJIOTHH: yueOHoe mocodue: B 2 yacTsx: [16+] / =612167 (nara oopamenus: 27.08.2021)
10. A. Bproxomutikuii ; KOxHbIH GenepanbHblii
yHuBepcuteT. — PoctoB-Ha-/lony; Taranpor: KOxHbIi
tdenepansHbiii yausepcuret, 2020. — Y. 1. — 171 ¢. ISBN
978-5-9275-3571-2 (Y. 1). - ISBN 978-5-9275-3526-2. —
CucreMsl 3aUTHI HHPOPMAIIHK B BEIYIINX 3apYOEIKHBIX 2016 | https://biblioclub.ru/index.php?page=book&id

cTpaHax: yuyebHoe mocobue asis By30B: [16+]/

B. . Asepuenkos, M. 1O. Prrtos, I'. B. Kongpamus,
M. B. PynanoBckuii. — 4-¢ u3n., ctep. — MockBa:
®JIMHTA, 2016. — 224 ¢. ISBN 978-5-9765-1274-0

=93351 (mara obpamenus: 27.08.2021)

6.2. [lepuoanyeckue u31aHUA

1. DnextponHbIi xypHan «3amuTta uHpopmarmu. Wucaiay ISSN 2413-3582, Pexum poctyna:

http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIi xypHat «Crnenrexauka U Cesa3by, Pexxum noctyna: http:/ www.st-s.su/



https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=494850
https://biblioclub.ru/index.php?page=book&id=494850
https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=612162
https://biblioclub.ru/index.php?page=book&id=612162
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=93245
https://biblioclub.ru/index.php?page=book&id=612167
https://biblioclub.ru/index.php?page=book&id=612167
https://biblioclub.ru/index.php?page=book&id=93351
https://biblioclub.ru/index.php?page=book&id=93351
http://inside-zi.ru/pages/about.html
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3. OnekTpoHHBIH XypHanl «CuHCTeMbl 0E€30MacHOCTH CBA3M M TEJIEKOMMYHHUKAIHiT» —KOMITaHUS
«I'porex», Mocksa [DnektponHnsiit pecype] / URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIH Hay4YHO-TEXHUYECKUH >kypHal «CrnenuanbHas TeXHUKa», MockBa [DIeKTpOHHBIN
pecypc] // URL: http://lwww.ess.ru/

5. Onekrponnsiii xxypuan «bJIW» (bezomacnocts, [loctoBepHocth, UnHDopmanms), C.-IletepOypr.
[Dnexrponnsrii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UHTepHeT-pecypchbl

1. OO0 "Uznmarenbckuii [lom «MHTemekTyanbHas mpeccay >kypHan «MHTeweKkTyanpHas
COOCTBEHHOCTb. ABTOpCKOE IIpaBo u CME)KHBIE paBay. Pexum J0CTyma:
http://superpressa.ru/index.php?option=com_content&view=article&id=357&Itemid=111,

2. XKypnan «llpaBo wuHTemneKkTyanbHOM coOcTBeHHOCTH» M3marenbckas rpymma «tOpuct», T.
Mocksa. Pesxum noctyma: http://pravois.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

3aHATUSA OPOBOJATCS B ciieayronmx ayautopusx Bal'V (kopmyc Ne2) no anpecy r. Brnagumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JlekumoHHas ayIuTOpHsi, KOJIMYECTBO CTyAeHUecKuX MecT — 50, miomans 60 m2,
OCHAIIIEHUE: MYyJIbTUMeNnitHOe 00opyaoBanue (MHTepakTuBHas nocka Hitachi FX-77WD, npoekTop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045

aya. 427a-2, mabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYJIEHYECKUX MecT — 14,
mIomaas 36 M2, OCHaIlIEHHE: KOMITBIOTEPHBIN Kiacc ¢ 8 pabounmu craniusmu Core 2 Duo E8400 ¢
BbIX0IoM B Internet, 3 mapmpytu3atopa Cisco 2800 Series, 6 mapmpytuzatopo Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, mpoekrop BenQ MP 620 P, skpaH HACTEHHBIH PYJIOHHBIH.
JluueH3uoHHOE  mporpaMMHOe — oOecrieyeHMe: — onepauuoHHas — cuctema  Windows 7
[Ipodeccuonanbuas, oducHeli naker npmioxkenuii Microsoft Office Ilpodeccronanbhbli 1IROC
2007, 6ecruiaTHO pacHpoCcTpaHseMoe NPOrpaMMHOE oOecreueHne: JIMHEeKa HHTErpUPOBAaHHbBIX CpPejl
pa3zpabotku Visual Studio Express 2012, mporpammMHbIil npoaykT Buptyanuszauuu Oracle VM
VirtualBox 5.0.4, cumynsarop cetu nepenaun aaHHbix Cisco Packet Tracer 7.0, uHTerpupoBaHHas
cpena pa3pabotku nporpammuoro obecrieuerus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHIL «KowmmuiekcHas 3ammura OOBEKTOB HMH(OpMaTH3alMK», KOJIUYECTBO
CTyJEHYEeCKHX MecT — 15, muomane 52 M2, ocHallleHHE: KOMIBIOTEPHBIM Kiacc ¢ 7 pabounmu
crannusiva  Alliance Optima P4 ¢ Beixogom B Internet, kommyrarop D-Link DGS-1100-16
MyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, sxpan HacTeHHBIN PYJIOHHBIH), TPUOOP
ST-031P «IIupanps-P» MHOroyHKIIMOHAIBHBIH TMOUCKOBBIN, HpuOOp «YiaH-2» TOUCKOBBIH,
BUOpoakycTHueckuil reneparop myma «Conata AB 1M», uMutaTtop paboThl CpPEJCTB HEJNETAILHOTO
cbeMa nHpopmanuu, padorarouux mno paguokasany «llIunosHuk», ananuzatop cnekrpa «GoodWill
GSP-827», uanukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo Gi1okupoBaHus pabOTHI CUCTEM
MOOWIBHOW  cBsi3M  «Mo3aiika-3», yCTpOWCTBO  3aIlUThl  TeNe()OHHBIX IEPETOBOPOB  OT
npocnymmBanus  «[Ipokpyct 2000», nuktopon Edic MINI Hunter, noxatop «Pomauk-2K»
HEJIMHEHHBIM, KOMIUIEKC NPOBENCHMS aKyCTHUECKMX M BUOPOAKyCTHYECKMX H3MepeHui «Crnpyt
MuHU-A», Buaeopeructparop uudponoit Best DVR-405, reneparop Ilyma «I['HOM-3»,yueOHO-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIINPOKOMOIOCHbIE OeCpoBOAHbIE ceHCOpHbIe ceT» (Nano
Xaos), ckanupyrommii npueMHuK «Icom IC-R1500», anamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTUBHON aHTeHHOH. JIurensnonHoe nporpamMmmHoe obecneyenune: Windows 8 Ilpodeccnonanbhas,
opucHsli maker mnpunoxkeHuin Microsoft Office IIpodeccuonanbupiii mmoc 2010, GecruiatHoO
pacrpocTpaHsieMoe MporpaMMHOe oOOecleyeHHe: JIMHeHKa WHTErPUPOBAHHBIX Cpea pa3paboTKH
Visual Studio Express 2012, unctpyMeHT umuTanmoHHoro moaenuposanus AnyLogic 7.2.0 Personal
Learning Edition, naTerpupoBanHas cpena paspabotku nporpammuoro obecrieuenus IntelliJ IDEA
Community Edition 14.1.4.


http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
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/ 14
Pabo4y1o nporpaMMy CocTasmi /7 JoueHT kaheapu M3U Tensunii A.B.

'[(OHO. NOMKHOCTS, NOITHCE)

Peuensent

(npeacTaBuTEb paGorogarens) ANMCCTHTEIE TS 000

[Iporpamma pac Ha HA 38 kb kadeapsl U3H

Tporokon Ne f?j %ﬁ? 3 roma %)

3asenyroumii menpoﬁmm ) /M.IO. Monaxos/

(ﬂq.\ﬁmmcs)

Pabouas nporpaMma paccMoTpeHa # 0a06pesa

Ha 3acejlaHdM ydeOHO-Meroimyeckol komuccuu Hanpasiaesus 10.03.01 «Mudopmannonnas

INporokon Ne //} or 4[173 roaa Q\\ /\//\'L

[peacenarens KOMHCCHH 4.T.H.. ipodeccop /M.IO. Monaxos/
uomtuocn. MOATHCH)

JIMCT NEPEYTBEPAIEHHUSA
PABOYEH MPOTPAMMBI JIHCUMILIHHBI

Pabouas nporpamma o06pena na 20 /20 yuebneiii rona
Ilporokon 3acenanus xadeaps: Ne or roaa
3asenyromuit kadeapoi

PaGouas nporpamma osobpena na 20 /20 y4eOHbIH roaa
IMporoxon 3acenanus kadeape: Ne or rojga

3asexyiommii kadenpoi

PaGouas nporpamma ogo6pena na 20 /20 yueOubiii rona
[Tporoxon sacenanns kapenpsr Ne or roaa
3aseayomuit kadeapoi
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JIMCT PETUCTPAIIMU U3SMEHEHUI
B pabo4yIo mporpamMmy JUCITATITHHBI
HAUMEHOBAHUE
00pa30BaTeNbHOM MPOrpaMMBbl HAIIPABIIEHUS IOATOTOBKH K00 U HaumeHnosaHue OIl, HanpaBIeHHOCTS:

HaumMeHo8anue (YKasams ypo8eHs H0020MOGKIL)

Howmep Buecensr n3MeHEHUS B YaCTH/pa3ieibl Hcnonuurens OcHoBaHue
M3MEHEHUS paboueii IporpaMMbl DdUO (HOMEp M 1aTa MPOTOKOIA
3acenanus Kadeapbl)
1
2
3aBenyromuii kageapoit /

Tloonuce PUO




