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1. IIEJIM OCBOEHMUA JUCIUITJINHbI

Hensimu ocBoeHHs AUCUMIUIUHBL «CeTHM W CHCTEMBbI Mepenayd HHGOpMAalUu» SBISIOTCA
o0ecrieyeHne MOATOTOBKU CTYAEHTOB B cooTBeTcTBUM ¢ TpeboBanusimMu OI'OC BO u yuebHOro
maHa o HampasieHuto 10.03.01 «udopmanmonHas 6e30MacHOCThY», 03HAKOMJICHHUE CTYACHTOB C
OCHOBHBIMH MOHATHSAMHU, MOZEISIMHU M IPUHLIUIIAMH TIOCTPOCHUS TEIEKOMMYHHUKAIIMOHHBIX CUCTEM U
ceTeil, COBpEeMEHHbBIMU TEHACHLHUSMU HUX DPA3BUTHUS, OCHOBHBIMU XapaKTEPUCTHUKAMHU CETEil CBS3H,
0Cc00EHHOCTAMH IIU(PPOBBIX CUCTEM MHOTOKAHAJIBHBIX Mepeaay COOOIEeHNH, COBPEMEHHBIMU BUIAMU
MH(OPMALIMOHHOTO O0CTYXHBaHUS, MOJENbIO B3aUMOJIEHCTBUSL OTKPBITHIX cucteM. Kpome Toro,
LeNbI0 Kypca siBIsieTcs (OPMHPOBAHHME Y CTYAEHTOB NPEACTABICHUS M 3HAHUM 00 OCHOBHBIX
NOIXO0JaX M MeToAax 3alluThl HMHQOPMAIMOHHBIX MPOLECCOB B KOMIIBIOTEPHBIX CETSX,
BO3HHKAIOIINX MPH Nepeaade HHHOpMaIi.

3amayeil u3ydyeHHs] JUCHMIUIMHBL SBJSETCS IOJIydeHHE TEOPETUYECKUX 3HAHUA U
NPAaKTUYECKUX HABBIKOB!

- U3yYeHHUE pPAa3IMYHbIX TUIIOB KAHAJOB CBA3M U IMEpelayd JAHHBIX M UX TEXHUYECKUX
XapaKTEPUCTHK;

- U3y4YeHUE METOJIOJIOTUM Tepefadd B CEeTSIX C KOMMYyTAlMeil KaHajloB M C KOMMYyTaluen
MaKETOB;

- HU3y4YeHHE CYIIECTBYIOUIUX U MEPCIEKTHBHBIX METOJOB MHOTOKaHAJIbHOW Nepenadyud u
pacrpenenenus HHPOpMaIuy;

- U3yueHUE NPHUHIIMIIOB OpraHU3aluu U (PYHKIMOHUPOBAHUS CETEl M CUCTEM Iepeaaydu
uHpOpMaLNu;

- U3y4€HHUE CTPYKTYPHl U HA3HAYEHUsS] TEXHUYECKUX U MPOTrPAMMHBIX KOMIIOHEHT JIOKAJIbHBIX
U I100aJbHBIX KOMIIBIOTEPHBIX CETEeH U CHCTEM Iepeadu HHPpOpMaIuy;

- U3y4YeHHE NMPOTOKOJIOB KOMIBIOTEPHBIX CETEH U CUCTEM Mepeaadn nH(OpMalnu;

- U3y4eHHE OCOOCHHOCTEW NMPUMEHEHUS CeTel M CHCTeM MepeAayd MHPOpMalUU C YIETOM
TpeboBaHMit THHOPMAITHOHHONW OE30TTaCHOCTH.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII
JuctumuimHa «CeTu U cUCTeMBl Iiepeiadr nH(OpMAIMM» OTHOCUTCSA K 00s3aTeNIbHOM 4acTu
bioka Bl obpa3oBarensHoii mporpammsl, (ko b1.0.18) GakanaBpuara HampaBieHHs IOATOTOBKU
10.03.01 «MupopmarronHas 6e3onacHOCTb». B yueOHOM IU1aHe MpPEIyCMOTPEHBI BHJIBI Y4eOHOMH
JEATETLHOCTH, OOECIEeYMBAIOIINE CHHTE3 TEOPETUUYECKHX JIEKIHMH, J1Ia0opaTOpHBIX pPaboT u
CaMOCTOSITENIbHOW paboThl CTyAeHTOB. Kypc TECHO B3aUMOCBSA3aH C JPYTMMHU JUCHMILTHHAMHU
JAHHOTO LUKJIA.

3. IJTAHUPYEMBIE PE3VJIBTATbBI OBYUYEHUS 11O JUCHUIITINHE
[Inanupyemble pe3yabTaTbl OOyYeHHS 10 JUCLUUIUIMHE, COOTHECEHHBbIE C IUIAHUPYEMBIMH
pesyasTatamu ocBoeHus1 OITOIT (koMmeTeHIIMAMY U UHIUKATOPaMU JOCTHKEHUS KOMITCTCHITHH )
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dopmupyemsble [Inanupyemsle pe3ysbTaThl 00yueHHS 0 AUCLUIIIMHE, B Haumenoanue
KOMITETCHIIUU COOTBETCTBHHU C MHAMKATOPOM JOCTHKEHUSI KOMIIETCHIUU OLIEHOYHOT O
(xoz, cozeprkanue Wnpukatop PesynbpTarel 00y4yeHuUs MO TUCUUTUINHE cpencTaa
KOMIIETEHIIMH) JOCTHKEHHS
KOMITETCHIIUU
(k00,
cooepoicanue
UHOUKAMOpQ)
OMK-2.1.1 3HaTh OCHOBBI aJIMIHHCTPUPOBAHNS
BBIUUCIIUTEIBHBIX CETEeH
3HaTh NPUHLUIIBI K METO/IBI TPOTHBOICHCTBHUS
OIMK-2.1.2 HECaHKIIMOHUPOBAHHOMY WH(POPMALMOHHOMY
e BO3JCICTBHIO HAa BEIYHCIIUTENBHBIE CUCTEMBI U
CHCTEMBI Nlepeiauu HHpOopMaLuu
3HaTh 3TAJIOHHYIO MOJEIb B3aUMOICHCTBUS
OIlK-2.1.3 OTKPBITBIX CUCTEM, METOBI KOMMYTAIIMH U
MapUIpyTU3aLMHU, CETEBbIE IPOTOKOJIBI
OMK-2.1.4 3HaTh CUTHAJIBI 2JIEKTPOCBA3H, IPUHIIUIIBI
MOCTPOCHUS CUCTEM U CPEJICTB CBS3U
OMNK-2.15 3HaTh COBPEMCHHYIO KOHLCTILHIO OCTPOCHHS
CHCTEM U ceTell nmepefauy JaHHbIX
3HaTh METO/Ibl KOJUPOBAHUS B CETSX CBA3H,
OIIK-2.1.6 MOMEXO0YCTOHYNBOE KOIUPOBAHUE, CIIOCOOBI
o0benHeHNsI IU(POBBIX TOTOKOB
OINK-2.1.7 3HaTh NPUHLUIIBI TIOCTPOCHHUS 3AILUIIEHHBIX
OIIK-2 Cnocoben TENIEKOMMYHUKAIIMOHHBIX CUCTEM
NPUMEHATH YMeTh IpUMEHSTH 3alUILICHHBIE TPOTOKOJIHI,
HHGOPMAIIHOHHO- OIlK-2.2.1 MEXCETEBbIC 3KpaHbl U CPeICTBA OOHAPYKEHHUS
KOMMYHMKALIUOHHBIE BTOP)KEHUM ISl 3aILUTH MH(OPMALIUU B CETSIX
TEXHOJIOTHH, YMeTh 0CyLIecTBISITE MEPBI IPOTUBOJCHCTBUS
IpOrpaMMHbBIE HapyILICHHUSM CETEBOW 0E30IaCHOCTH C
cgeﬂETBa CUCTEMHOTO H OllK-2.2.2 HCEansoBaHHeM Pa3IUYHBIX IPOIPAMMHBIX U Tecrosere
NPUKIIATHOTO anmapaTHBIX CPEICTB 3AIIUTHI Bonpock, KP
Ha3HAYCHHS, B TOM YMeTh IPUMEHSATh METOIbI 3aIIUTHI
ymcne oredectseHHoro | OITK-2.2.3 WH(POPMALMOHHBIX POLIECCOB B
MPOM3BOCTBA, JUIS KOMITBIOTEPHBIX CHCTEMax
peeHus 3aaa4 YMeTh 0CyLIeCTBISITh IKCIUTYaTaluio CPENICTB
npoeCcCHOHATBHON OIllK-2.2.4 3aIUTHl THPOPMAIIMOHHBIX ITPOIIECCOB B
JeSITeITbHOCTH KOMITBIOTEPHBIX CHCTEMaX
Bragets METOOUKON aHAJIN3a CETEBOTO
OIlK-2.3.1 Tpaduka, pe3yabTaToB pabOTHI CPEACTB
00HapyXEeHHUsI BTOPKCHUHI
OIK-2.3.2 Brnagets MeTonamu ananusa u opmanmuzain
MH(POKOMMYHHUKALIMOHHBIX [IPOLIECCOB
Brnanets nmpodeccnoHanbHON TEPMUHOIOTHEH, U
OIK-2.3.3 CHCTEMHBIM IOJIX0/IOM K PEIICHUIO 327141 1O
[IOCTPOECHHUIO TEJIEKOMMYHHUKAIIMOHHBIX CETeil
Pa3NUYHBIX TUIIOB
Brnanets HaBBIKaMU KOH(UTYPUPOBaHUS
OIlK-2.3.4 JIOKAJIbHBIX CETEH, pealn3aiun CeTeBhIX
IIPOTOKOJIOB C IIOMOIIIBIO IPOrPaMMHBIX CPEACTB
OIIK-2.3.5 Brnanets MeToaMKOI aHasIM3a ceTeBoro Tpaduka
Brnanets ocHOBaMH MapIipyTH3aLluy U
OIK-2.3.6 yIpaBJIeHHs] IOTOKaMHU B CETSIX Iepeiadun

nH(popMaIuu
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3HaTh 3aIUTHBIE MEXaHU3MBI U CPEICTBA
o0ecrieyeHns ceTeBoi 0€30IMacCHOCTH

3HATh CPENICTBA, METOIBI U MTPOTOKOJIBI
uaeHTU()UKALINY, ayTeHTH()HUKAIIMK 1
ABTOPU3AIUH

YMeTh ycTaHaBIMBATh U HACTPAUBATh
OIIE€PaLIMOHHBIE CUCTEMbI, CUCTEMbI YIIPABICHUS
0azamMM JaHHBIX, KOMIBIOTCPHBIE CETH U
MPOTpaMMHBIE CUCTEMBI C Y4€TOM TpeOoBaHUH
10 00€eCIIeYEeHHUIO 3aIUThl HHPOPMALIUU

TecToBEIC
Borpockl, KP

YMeTh yIpaBIiIATh TOJTHOMOYHASIMHI
MOJIb30BaTeNEH

Brnanets HaBBIKaMU KOH(UTYPUPOBAaHUS
JIOKAJIBHBIX CETEH, peanu3alnn CETEBBIX
IIPOTOKOJIOB C IIOMOIIIBIO IPOrPaMMHBIX CPEACTB

Biramets MeTOMMKON aHaIM3a CETEBOTO TpaduKa

OIlK-4.2-1.1
OIlK-4.2-1.2
OIIK- 4.2 Criocoben
aJIMUHHCTPHPOBATH OIlK-4.2-2.1
OTeparuOHHBIE
CHUCTEMBI, CHCTEMBI
YIpaBJICHAS 0a3aMu OIK-4.2-2 2
JIAHHBIX,
BBIYHCITUTEIIHHBIC CETH
OIlK-4.2-3.1
OIlK-4.2-3.2
OIlK-4.2-3.3

Bragets ocHOBaMU MapIIpyTU3alluu |
yIpaBJICHUsI TOTOKAMH B CETSAX Tepeiadun
nHpopMaIuu

4. OFBEM U CTPYKTYPA JUCHUIIJINHBI
TpynoeMKoCTh TUCIUILTHHBI COCTABIISIET 16 3a4eTHBIX euHMII, 576 JacoB

TeMaTH4YecKUH MJIaH
¢dopma o0yuenusi — ouHasn

Konrakrthas pabora DopMel
o0yJaromnmxcs ¢ TEKYIIETo
MeAarorn4ecKuM KOHTPOJIS
< pabOTHUKOM = YCIEBAEMOCTH,
= = S = dopma
() ) 4 S A .
& g = 5 < 5 = MIPOMEKYTOUHON
Ne H / 5 p= w NS ) g e
0 aMEHOBAHUE TEM W/ WU 3 9 = g S 58 aTTecTaluy
/1 paSILeJ'IOB/TeM IOUCIHUILIUHEL 8 g E 3 ° § § g a (no ceMecmpaM)
3] 2 > ]
2 g 2 = | §§ 3
) 5 3 2 | ]y =
T = o) o S8 O
=] 8 |¢%
E o, = =
% 9] &
< O =)
o < =
= = ©
duznyeckue cpeasl neperadu
1 pen pen; 4 12| 4 4
JIAHHBIX..
Tumnb! nuHUE CBsA3U. ATimaparypa
2 g patyp 4 | 34| 4 4
JIMHU CBSI3U
AUX, noyioca nmponycKaHus 1 .
3 ’ pory 4 | 56| 4 4 Peiitunr-koutpons Nel
3aTyxaHue.
4 [IponyckHasi ClIOCOOHOCTH JIMHUM. 4 7-8 4 4
5 KaGemu Ha ocHOBE
HEDKPAHUPOBAHHOM Maphl U 4 19-10| 4 4
SKPaHUPOBAHHOU TaphI.
Koaxkcuansarie kabenn. BogokonHo- o
6 4 111-12) 4 4 PeftuHT-KOHTPOIH N2
ONTHYECKHE Kabemm.
7 ACHHXpPOHHBIE IIPOTOKOJIBI. 4 |13-14| 4 4
8 CHHXPOHHBIE CUMBOJIBHO-
OPUEHTHPOBAHHBIE U OUT- 4 |15-16| 4 4
OPUEHTHPOBAHHBIE MPOTOKOJIBI.
9 KoMMmyTanus KaHajoB. 4 |17-18] 4 4 PedTHHr-KOHTPOJIb Ne3
Bcero 3a 4 cemecTp: 72 36 36 3auer




1 KomMmyTtanus nakeroB. Kommyranus
. 5 1-2 8
COOOIEHMIT
2 MoHTa)x KaOeIbHBIX CPe/. 34
3 KabGenpHBIE CHCTEMBI  JIOKQJIBHBIX 5.6 PelTHHT-KOHTPOIH
cerell: kiaccuuranus, o0COOEHHOCTH Nel
4 CrocoObl  COeMMHEHUS Tepea. H 5 7.8 4 4 8
TIPUEMHHKOB. .
5 gmz{eneHHHe JIMHAHN CBSI3H. 5 9-10| 4 4 8
BIZICIICHHBIC JIUHUU CBSI3U
6 CTpyKTypUpOBaHHBIC KaOelLHEBIE 5 [11-12 8 PeiftnHr-KoHTpoits No2
CHCTEMBEL.
7 CucteMbl MOOHMIILHOM CBSI3H. 13-14
8 KonmuectBo pabodmx CTaHmMiA B 15-16
OECIIPOBOJIHBIX CETSIX.
9 Kongurypaums COTEBRX | 5 117-18) 4 4 8  |Peiitunr-KOHTPOID Ne3
OTICPAIIMOHHBIX CHCTEM.
Bcero 3a 5 cemecTp: 144 36 36 72 3auer
1 Texuomorust  Ethernet.  CeteBoii
YDOBCHD. 6 1-2 4 4 3
2 TpancTOpTHBII YPOBEHb. )
ITpuxiagHO#l ypOBEHB. 6 3-4 4 4 3
3 IP anpecanus. Pa3oucnue IP cetn Ha 6 5.6 4 4 3 Peiirunr-kontpors Nel
IOJICETH.
4 BBeneHnue B KOMMyTHpYyEMBbIE CETU 3] 7-8 4 4 3
5 Hacrpoiika 3amutet VLAN. 6 9-10| 4 4 3
6 Konmnenus MapIIpyTH3aIHH. ) . _ o
Mapuipyrisats Inter-VLAN. 6 |(11-12| 4 4 3 |Peitrunr-koHTposs Ne2
7 Craruueckasi MapLIpyTH3aLusl. 6 [13-14| 4 4 3
8 JuHamuueckasi MapIipyTH3aLysl. 6 |15-16| 4 4 3
9 Pabora mpotokora - DHCP. NAT 6 [17-18] 4 4 3 |Peiitunr-KOHTpOID Ne3
Texuosoruu mist IPv4.
Bcero 3a 6 cemecTp: 144 36 36 27 Ix3ameH(45)
1 Poct ceru. UM30bITOYHOCTH B 7 1-2 4 4 13
JIOKAJBHBIX CETSIX
2 Cerr C TPOTOKOJIOM TUHAMHYECKON
mapumpyruzauuu OSPF - Multiarea | 7 | 3-4 | 4 4 13
OSPF.
3 IIpotokon EIGRP. 7 56 | 4 4 13 |Peiitunr-konrpomns Nel
4 IIpoextupoBanue HEPAPXUICCKHUX )
CeTeiL. 7 7-8 4 4 13
5 Tloakmrouenue K riao0aabHBEIM CETIM.
Coennnenue Touka-Touka 7 9-10| 4 4 13
6 f;?/jle Relay. NAT rexnonorun s 7 |11-12] 4 4 13 |Peitrunr-koutpons Ne2
7 Pemenns 11 IIMPOKONONIOCHOM )
repeavu TaHHBIX 7 |1314 4 4 13
8 MOHUTOPHHT CETH. 7 115-16| 4 4 13
9 VYcTpanenue HEUCIPaBHOCTEN CETH 7 |17-18| 4 4 13  |Peiitunr-konTpoas Ne3
Bcero 3a 7 cemecTp 216 36 36 117 Jx3amen(27)
Hannumne B qucuunaude KII/KP Ectb(7)
Hroro no JAUCHUIIJIUHE 3auer
3auer
576 144 144 216 Ix3amen (45)
Ix3amen (27)

KypcoBas padora
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Conep:kanue JJeKIIMOHHBIX 3AHATHI 10 JUCHUILINHE

4 cemecTp
Paznen 1. BBenenue B JUCHUILIUHY

Tema 1. @usuuyeckue cpedvl nepedauu  Oauuvix. DuU3MUECKas cpena  Imepeaadu
nansbix (Mmedium) - 3TO COBOKYIHOCTBH CPEI M CPEACTB, MO KOTOPHIM MEPEAalOTCs CHTHalbl. B
KauecTBe (PU3NYECKOM cpellbl B KOMMYHHUKALMAX HCIONB3YIOTCS: METaulbl (B OCHOBHOM MEJb),
CBEPXIIPO3pavyHOE CTEKIIO (KBapIl) WM IUIACTHK U dup.

Tema 2. Tuner nunuii ceazu. Annapamypa aunuil césasu. OCHOBHBIE XapaKTEPUCTUKHU JIMHHUI
CBSI3U.

Tema 3. Amnaumyono-uacmomuas xapaxkmepucmuxa. llomoca TpomycKaHUsS W 3aTyXaHHE.
[IpomyckHas CHOCOOHOCTH JIMHUU.

Tema 4. Ceazb medxncOy NpOnyCcKHOU CHOCOOHOCMbIO JUHUU U ee NONOCOU NPONYCKAHUSL.
IToMex0ycTOMYMBOCTb U TOCTOBEPHOCTD

Tema 5. Kabenu na ochose neskpanuposanuoi napwvl. Kabeam Ha OCHOBE dKpaHUPOBAHHOU
napbl

Tema 6. Koaxcuanvuvle kabenu. BonokoHHo-onTuueckue kabOenu. Kabenmn Ha ocHoOBe
HEIKpaHWpoBaHHOW mapbl. KabGenn Ha OCHOBE SKpaHUPOBaHHOH maphl. KoakcuwanbHble KaOemw.
BonokonHo-onTHueckue kademu.

Pa3gen 2. ACHHXpPOHHBIE 1 CHHXPOHHbBIE POTOKOJIbI.

Tema 1. Acunxponuvle npomokoavl. ACHHXPOHHBIC TPOTOKOJIBI IPEJICTABISIOT COOOM
HauboJiee CTapblii Croco0 CBS3W. DTH MPOTOKOJBI OTIEPUPYIOT HE C KaJapaMHu, a C OTICIbHBIMH
CUMBOJIaMH, KOTOPBIE TIPEICTABICHBI 0aliTaMU CO CTapT-CTOMOBBIMUA CUMBOJIAMH.

Tema 8. CuHxpoHHblE CUMBOILHO-OPUESHMUPOBAHHbIE U OUM-OPUEHMUPOBAHHbBLE NPOMOKOJIbL.
[Tepenaya ¢ ycTaHOBIECHHEM COSTMHEHUS U O€3 YCTAHOBIICHUS.

Tema 9. Kommymayus  Kauanos. Cerp ¢ KOMMyTallMed  KaHAJIOB —  BHUJ
TEJICKOMMYHUKAIIMOHHOW CETH, B KOTOPOWM MEXTY ABYMS Y3JIaMU CETH JIOJDKHO OBITh YCTaHOBIICHO
coeMHEHUE (KaHall), MPEXJIe 4YeM OHW HauyHyT oOMeH wmHpopmarued. JlaHHOE cCoenMHEHHWE Ha
MPOTSHKEHUH BCETOo ceaHca oOMeHa WH(pOpMaluell MOMKET HMCIOIb30BaThCS TOJBKO YyKa3aHHBIMU
nByms y3nimami. [locie 3aBepiieHnss oOMeHa COeTMHEHUE JOJDKHO OBITh COOTBETCTBYIOIIMM 00pa3om
pazopsano. [IpenmyiiiecTBa, HEIOCTATKH, PUMEPHI.

5 cemecTp
Pa3nen 1. KaGeabHbIe cuCTEMBI, JMHUH CBA3H.

Tema 1. Kommymayus naxemos. Kommymayuss cooowenuti. IIpu KOMMyTallud IAaKETOB BCE
nepeaaBaeMble  MMOJB30BaTENIEM COOOIEHUS Pa30UBAIOTCS B HCXOJHOM Yy3JI€ Ha CPaBHUTEIBHO
HEOOJIBIIINE YaCTH, Ha3bIBacMbIC MakeTaMu. KoOMMyTaTophl CETH MPUHUMAIOT AKEeThl OT KOHCYHBIX
y3JI0B ¥ Ha OCHOBAaHWHU aapecHOM MH(POPMAIMH TMEPENal0T UX IPYyr APYTY, a B KOHEYHOM HTOTe —
y3J1y Ha3HAYCHHUS.

Tema 2. Moumagxc kabenvHvix cped. DopmupoBaHHE 3HAHUKW O CYIIECTBYIOIIHUX THIAX
KaOCNBbHBIX CPE/I, UX XapaKTePUCTUKAX M CIOco0ax WX O0XKMMa M YMEHHH 00kuMa Kabens Tuma
"BUTas napa" u CeTeBOil PO3ETKHU.

Tema 3. Kabenvhvie cucmemvl nokanvhulx cemeti. KaOCIbHBIC CUCTEMBI JIOKAJIBHBIX CETCH:
Kiaccudukanms, 0cOOCHHOCTH.

Tema 4. Cnocobwl coedunenus nepedamyuxos u npuemHuxos. JIrobas cereBas TEXHOIOTHS
JIOJDKHA O0ECTIeYUTh HAICKHYIO M OBICTPYIO Tepenady JUCKPETHBIX JaHHBIX MO JIMHHUAM cBs3u. 1
XOTSI MEXIY TEXHOJIOTHSAMH UMEIOTCS OOJIBIINE Pa3IudMsl, OHU 0a3MpPYIOTCS Ha OOIIMX MPUHIIMIIAX
nepeaaur AUCKPETHBIX JaHHBIX, KOTOPHIC pACCMAaTPUBAIOTCS B 3TOM rjiaBe. DTH MPUHIIUAIIBI HAXOIAT
CBOE BOILIOIICHHE B METOaX IIPEICTABIICHHUS JBOMYHBIX SAUHUIL U HYJICH C IMOMOIIBI0 HMITYJIbCHBIX
WM CHUHYCOMJAIBHBIX CUTHAJIOB B JIMHUAX CBS3U PA3MYHON (DU3UYECKON MPUPOIBI, METOJax
OoOHapyXeHHS ¥ KOPPEKIHH OMHOOK, METOaX KOMIIPECCHU U METOAaX KOMMYTAIIUH.



5
Tema 5. Bvioenennwvie nunuu cessu. BuinelleHHbIE TUHUN CBSI3U

Pasznea 2. KaGeabHbIe CHCTEMBI M CHCTEMbI CBSI3H.

Tema 6. Cmpykmypuposannvie rabenvHvle cucmemsi. CTPYKTypApOBaHHas KaOeiabHas
cucreMa (CKC) — 3akoH4YeHHass COBOKYITHOCTh Ka0esei CBA3M U KOMMYTAIIHOHHOTO 000pYAOBaHUS,
OTBeyarolas TPeOOBAHUSM COOTBETCTBYIOIIMX HOPMATHBHBIX JOKyMeHTOB. ... CKC mpencrasmuser
co00il MepapXUyecKyro KabelbHyI0 CUCTEMY, CMOHTHPOBAaHHYIO B 3[JaHUU WJIM B TPYIIE 3AaHUMH,
COCTOSIIYIO U3 CTPYKTYPHBIX MOJICHCTEM.

Tema 7. Cucmemwvr moounvrou cessu. CoTroBast CBSI3b, CETh ITONABWKHONW CBSA3U — OIUH W3
BUJIOB MOOWMIIEHOM paJMOCBSI3M, B OCHOBE KOTOPOTO JIKUT COTOBas ceTh. KitodeBas 0COOEHHOCTH
3aKJII0YaeTcsi B TOM, 4YTO OOIIasi 30Ha TMOKPBITUA JEIUTCS Ha SYEHKU (COTBI), OMpPEeNsIoIIHecs
30HaMHU MOKPBITUS OTACNbHBIX 0a30BbIX cTaHIuil (BC). COThl 4acTUYHO MEPEKPBHIBAIOTCS U BMECTE
o0pasyrot cetb. Ha uaeanpHOM (pOBHOM M 0€3 3aCTPOMKHN) MOBEPXHOCTH 30HA MOKPHITUS 0gHON BC
MPENCTaBIsIeT cOO00M KpPyT, TOITOMY COCTaBIIEHHAs U3 HUX CETh MMEET BUJ| IIECTUYTOJIbHBIX SUEEK
(cot). CeTh COCTaBISAIOT pa3HECEHHBIC B MPOCTPAHCTBE MPUEMOTIEpEIaTIMKH, PAaOOTAIONIE B OJJTHOM
U TOM >K€ YaCTOTHOM JHama3oHe, U KOMMYTHPYIOIIee 000pYyAOBaHHE, MO3BOJISIIOIIECE OMPEICNIATh
TEKyIIee MECTOIOJIOKEHHE IMOJABMKHBIX aOOHEHTOB M OOECHEeYMBATh HEMPEPBIBHOCTH CBSI3U MPH
nepeMenieHn a00OHEHTa U3 30HbI IEHCTBUS OJTHOTO MPUEMOTIepEIaTINKa B 30HY ACUCTBUS IPYTOTO.

Tema 8. Konuuecmseo pabouux cmaunyuii 6 0ecnpo8oOuvix cemsx. JIMHUM CBS3U C
HCTIOJIb30BaHNEM UCKYCCTBEHHBIX CITYTHHKOB 3EMITH.

Tema 9. Koungueypayus cemesvix onepayuonnvix cucmem. CeTeBble TPOTOKOIBI U
COeMHEHUS. YPOBECHbB JIOCTYIA K CETH.

6 cemecTp
Pazgen 1. YpoBHU nepenavyu JaHHBIX.

Tema 1. Texnonocus Ethernet. Cemesou yposenn. Ethernet - rexnomorus opranusanum
nakeTHbIX cetedl. Cranmaptel Ethernet onpenensior mnpoBoaHBIE COCAMHEHHS U DICKTPHUCCKHE
CUTHAJBI Ha (PU3MUECKOM YPOBHE, (hOpMaT MAKETOB M MPOTOKOJIBI YIIPABICHHS TOCTYIIOM K CpEle -
Ha kaHanbHOM ypoBHe Mojenu OSI. Ethernet B ocnoBrOM ommckiBaercst cranaapramu IEEE rpymmst
802.3.

Tema 2. Tpancnopmuwiii ypoeensw. [Ipuxnaornoil yposers. TaHHBIX YPOBHEHN TIepeIaun JaHHBIX

Tema 3. IP adpecayus. Pazouenue IP cetu Ha moaceTH.

Tema 4. Bseoenue 6 xommymupyemvie cemu. Konyenyus pabomer u 6a3oevie HACmMpouxu
kommymamopog. Crnucku ACL Takke MOXKHO MCIOJIB30BaTh JAJIS LeNed, OTIMYHBIX OT (QUIbTpanuu
IP-tpaduka, nanmpumep, npu omnpenenenuu Tpabuka mias NAT wiam mmdpoBaHus, a TakxkKe s
¢mibTpanuu mpoToKoyIoB, oTMYHBIX OT IP, Takmx kak AppleTalk nmu IPX. OGcyxnenue 3tux
(GyHKIMI BBIXOIUT 32 PAMKH JAaHHOTO JIOKYMEHTA.

Paznen 2.MapupyTu3aTopbl

Tema 5. Hacmpoiika 3awumer VLAN. B nanHoil Teme mpeacTaBlieH MpUMEp KOH(GUTYparuu
HEKOTOPBIX (YHKIMHA OE€30MacHOCTH YypOBHSA 2, TakuX Kak Oe3omacHocts mopra, DHCP-
OTCIIe)KMBAaHHUE, JTUHAMHYECKash MpOBepKa MPOTOKoja pazpemieHust aapecoB (ARP) u 3ammura ot
noanenku [P-anpeca (IP source guard), koTopbie MOTYT OBITH IPUMEHEHBI HA KoMMyTaTopax Cisco
Catalyst ypoBH: 3 ¢ pukcupoBaHHON KOH(UTypaLneH.

Tema 6. Konyenyus mapwpymuzayuu. Mapmpytuzanus Inter-VLAN.

Tema 7. Cmamuueckas — mapupymuzayus. CraTtrueckas MapIIpyTH3ALUS —
BUJ MapUIpyTH3allMd, NpU KOTOPOM MapIIPyThl  yKa3blBalOTCS B  SBHOM BHUIE IIpU
KOH(UTYpaIlK MapuipyTu3atopa. Bes MapuipyTusamnus mpu 3TOM MPOUCXOIUT 0€3 yJacThus KaKuX-
a100 MPOTOKOJIOB MapiipyTu3anuu. [Ipy ycTaHOBKe cTaTHYECKOr0 MapIlpyTa yKa3bIBaeTCs:

e Azipec cetu (Ha KOTOPYIO MapuipyTU3HpyeTcs Tpapuk), Macka ceTu

e Anpec numro3a (y3na), KOTOPBIM  CIOCOOCTBYET JaJbHEHINEH MapmpyTu3anuu  (Wid
MOJIKIIIOUEH K MapIIPYTU3UPYEMOU CeTH HAIPSIMYIO)


https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/w/index.php?title=%D0%97%D0%BE%D0%BD%D0%B0_%D0%BF%D0%BE%D0%BA%D1%80%D1%8B%D1%82%D0%B8%D1%8F&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D1%82%D0%B0%D0%BD%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%B8%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/w/index.php?title=%D0%90%D0%B4%D1%80%D0%B5%D1%81_%D1%81%D0%B5%D1%82%D0%B8&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%88%D0%BB%D1%8E%D0%B7
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o (OMIIMOHAIEHO) METPUKA (MHOTJAa MMEHYETCS TaKXKe <«IIeHOW») Mapmpyra. [lpu Hammuuun
HECKOJIbKUX MapLIPyTOB HA OJHY U Ty € CETh HEKOTOPbIE MapIIPYTH3aTOPhI BEIOMPAIOT MapUIPyT C
MHUHUMAJIbHOU METPUKOU

B HekoTOphIX MapuIpyTH3aTOpax BO3MOXHO YKa3bIBaTh MHTepQeiic, Ha KOTOpBIH cliemyer
HAIpaBUTh TpaQUK CETH U YKa3aTh JOMOJHUTEIbHBIE YCIOBHS, COTJIACHO KOTOPBIM BBIOMpaeTcs
Mapupyt (Hanpumep, SLA B mapmpyruzaropax Cisco).

Tema 8. Junamuuecxas mapupymuzayus. O6padotka nporokona OSPF B ogHoit o6nacTu

Tema 9. Hacmpoiika cnucka xoumponas oocmyna. B 3Tol Teme OOBSICHSETCS NPUHITUI
npUMeHeHUs cuckoB KOHTPoJst noctyna (ACL) IP mns dunbTpanum cereBoro tpaduka. Takxke B
HeM cojepxarcs kpatkue onucanus TtunoB I[P ACL, noctymHocTH (QYHKUMH W NpUMEpHI
UCIONB30BaHUsl B ceTd. Mcmoaw3yite ciyxebHyro mporpammy Software  Advisor (Tonbko
JUISL 3apETUCTPUPOBAHHBIX TOJIb30BaTENEH) Ui HACTPOMKM MOAJCPKKH HEKOTOPhIX Hauboiee
cnenuduuecknx ¢yakmmii IP ACL B Cisco I0S®. RFC 1700 comepuT Ha3Ha4YeHHBIE HOMEpa
obmensBectHbIX TOpTOB. RFC 1918 comepxut BhineneHue anpecoB ains yacTHeix MuTepner- u IP-
aJipecoB, KOTOpbIe HE JOJKHBI 0TOOpaxarbes B IHTepHeTe.

Tema 10. Paboma npomokxona DHCP. NAT texuonoruu s [Pv4

7 cemecTp
Pasznea 1. [IpoTokoJbl.

Tema 1. Pocm cemu. I30BITOUHOCTD B JIOKAJIBHBIX CETSAX. ATrperaius KaHajloB

Tema 2. Cemu ¢ npomokonom ounamudeckou mapwpymuzayuu OSPF - Multiarea OSPF.
OSPF (anrn. Open Shortest Path First) — nporokosn nuHaMu4eckol MapupyTU3alii, OCHOBAaHHBIN
Ha TEXHOJOTHUU OTCIASKHBaHUA cocTosHHMs KaHama (link-state technology) m wmcnonb3yrommit s
HaXOXJeHUs Kpardaiiero mytu anroputMm Jleiikctpel. IIporoxon OSPF Owin paspaboran IETF B
1988 rony. Ilocnennsis Bepcust mporokoia npeacrasieHa B RFC 2328 (1998 rox). IIporokon OSPF
npecTaBIseT co00H MPOTOKON BHyTpeHHero nuio3a (Interior Gateway Protocol — IGP). TIpoTtokon

OSPF pacrpocTpaHseT nHpopmaruio 0 JIOCTYITHBIX MapuIpyTax
MEXy MapUIpyTU3aTOpaMy OJHOW aBTOHOMHOM CUCTEMBL. OSPF UMEET caenyromue
IIPEUMYILECTBA:

e Bepicokas  CKOpOCTb  CXOAMMOCTM  II0  CpPaBHEHUIO C  JUCTAaHIMOHHO-
BEKTOPHBIMHU IIPOTOKOJIAMHU MapIIPyTH3ALNH;
o Tlomumeprka ceTeBbIX Macok nepeMenHoi bl (VLSM);
e OnTuManbHOE HCIIOJNIB30BAHUE MPONMYCKHOW CHOCOOHOCTH € TOCTPOEHUEM JepeBa
KpaTyauimx IyTei.
Tema 3. Ilpomokon EIGRP. Hactpoiika W yCTpaHEHHE HEUCIPAaBHOCTEH B CETAX C
nportokosiom EIGRP.

Pa3nen 2. CeTn H IPOTOKOJIBI.

Tema 4. Vnpasnenue ¢hatinamu 6 onepayuonnot cucmeme Cisco 10S. Tlpu BbIOOpe WM
obHoBnennn ycrpoiictBa Cisco mon ympaieHuem [OS BaxkHO BeIOpaTh momaxopsmuii obpasz 10S
HY)KHOU BEpPCHMM W C cOOTBeTcTByromuM Habopom ¢yukmuii. [Tog [0S monumaercs «makeT»
MapIIpyTU3alUK, KOMMYTAIlUU, TEXHOJIOTUH O€30MacHOCTH W JAPYTUX TEXHOJIOTUH CETeBOTrO
B3aMMOJICHCTBYS, HHTETPUPOBAHHBIX B €IMHYI0 MHOI'033JJauHYIO OIEpalloHHyI0 cucteMy. HoBbie
YCTPOMCTBA TIOCTaBISIOTCS C TMPEABAPUTEIBHO YCTAHOBIEHHBIM 00pa3oM MPOrPaMMHOTO
o0ecrieyeHrs U MaKeTOM COOTBETCTBYIOIIMX MOCTOSHHBIX JHUIEH3UH AJIs OMpEeIEHHBIX KIMEHTOM
MaKeTOB W (PYHKIIHA.

Tema 5. Ilpoexmuposanue  uepapxuweckux  cemeti.  Hepapxuueckas  MOJENb
ceru (anr. Hierarchical internetworking model) — tpéxypoBHeBas Monenb OpraHW3alUd CETH
KOMITaHWH, BIICPBBIC NpeioxkenHas uHxenepamu Cisco Systems. [Toapa3saesnsier ceTb KOMIIAHUHN Ha
TPU YPOBHS MEpapXuu: sapo cetu (auri. core layer), ypoBenb pacnpenenenus (anri. distribution
layer), ypoBens mocryma (anrit. access layer).

Tema 6. Ilookntouenue k 2nobanvnvim cemam. Coequnenne Touka-Touka


https://ru.wikipedia.org/wiki/%D0%9C%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81
https://ru.wikipedia.org/wiki/SLA
https://ru.wikipedia.org/wiki/Cisco
https://www.cisco.com/cgi-bin/Support/CompNav/Index.pl
http://tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1700.txt?number=1700
http://www.ietf.org/rfc/rfc1918.txt?number=1918
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC_%D0%94%D0%B5%D0%B9%D0%BA%D1%81%D1%82%D1%80%D1%8B
https://ru.wikipedia.org/wiki/IETF
https://tools.ietf.org/html/rfc2328
https://ru.wikipedia.org/wiki/IGP
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D1%82%D0%BE%D0%BD%D0%BE%D0%BC%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_(%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82)
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B4%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/VLSM
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/Cisco_Systems
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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Tema 7. Frame Relay. NAT rexuosoruu ais IPv4.

Tema 8. Pewenus 0711  WUPOKONOIOCHOU  nepedauu  OaHHbIX.  bBecrpoBOIHBIN
mupokomnoiaocHbd goctyn (BILTIJ) sBaseTcss cerogHst Hanbosee BBITOHBIM CPEJACTBOM JTOCTaBKH
yCIYT Mepeavyd JaHHbIX aOOHEHTaM, yIaJ€HHBIM OT OIOPHOM CETH JOCTyma K MH(POPMAaIMOHHOMN
nH(ppacTpyKType NpeanpusaTus. TepMUH «IIIUPOKOIMOJIOCHBIN) O3HaYaeT OO0ECIeYeHHE Pa3IUIHBIX
TUTOB YCIyT TNEpelaud AaHHBIX C TrapaHTUPOBAHHBIM KAaye€CTBOM B OJHOM MOJOCE MPOITYCKAHHS
CHCTEMBI.

Tema 9. Monumopune cemu. MOHUTOPHHI CETH - 3TO MCIOJIb30BaHUE CHCTEMBI, KOTOpPas
MOCTOSTHHO KOHTPOJIMPYET KOMITBIOTEPHYIO CETh Ha MPEAMET MEIJICHHBIX WA HEHCIPaBHBIX
KOMIIOHEHTOB U YBEAOMJISIET CETEBOI0 aIMHUHHUCTPATOpa B ciiydae cOOsl WIM JPYTHX MPOOIEeM.
MOHUTOPHHT CETH SBIISETCS YaCThIO YIIPABICHUS CETHIO.

Conep:xkanue J1a00paATOPHBIX 3aHATHH MO IUCHUIIMHE

4 cemecTp
Pa3nea 1. PaGora ¢ ka0eIbHBIMH CHCTEMaMH.

Tema Nel. O6kyM BUTOM Mapbl pa3IMYHBIMU CIIOCO0AMU;
Coaepixanue 1adopaTopHOil padoTHI.
. HAy4YUTHCS 00)KMMATh BUTYIO APy U PO3ETKY;
. HAY4YHUTHCS 00’)KMMATh MEPEKPECTHBIN Kalelb.
Tema Ne2. Pacuer xapakTepuCTHK KaOETbHOW CHCTEMBI;
Coaepixanue J1adopaTopHOil padoThI.
Pacuutarth mepBHuYHbIE W BTOPUYHBIE MapMETPbl CUMMETPUYHOIO Kalensi 3BE3JHOW CKPYTKH C
KOHCTPYKTUBHBIMH pazMepamu
Tema Ne3. Koppeknus om0k kabeabHOH CUCTEMBI,
Coaepixanue 1adopaTopHoil padoThI.
N3yunts JIMHUM CBSI3U M KaHAJIbI TTepeiayyl TaHHBIX.
Tema Ned. Pacuer hopMbI 1 XapaKTEPUCTUK HNEKTPHUECKUX CUTHAJIOB;
Conep:xxanue Ja00paTopHO padoThI.
BonbIIMHCTBO 3MEKTPUUYECKUX LENEH MCIOJB3YIOTCSA M NEpeladd AIEKTPUYECKUX CUTHAJIOB OT
UCTOYHUKAa CHUTHaAJla B Harpy3ky. B Tex ciydasx, Korja cxema IeNd HEU3BECTHA WM He
NpEeCTaBIsieT WHTepeca, €€ HM300pa)xaioT B BHJE TNPSAMOYTOJbHUKAa C psAAOM BbIBOAOB. C HX
MOMOIUIBIO AJIEKTPUUECKasl LIETIb COEIUHAETCS C IPYTUMH dJIEMEHTaMH YCTPOIHCTBa

5 cemecTp
Pa3nea 1. IIporokoibl 1 KOHGUTYpHPOBaHMe.

Tema Nel. [IpoTokoJibl MapIIpyTH3AIIUN U CAOHETTHHT,
Coaepixanue J1adopaTopHoOii padoThI.
CraThueckue alropuTMbl NPEACTABISIIOT CBOJ IpaBWJ pabOThl CO CTAaTUYECKUMHU TaOIUIaMU
MapHIpyTU3allui, KOTOPbIE HACTPAUBAIOTCS aJIMUHUCTPATOPaMHU CETH. XOpOoIo paboTaloT B cilydae
npezackazyeMoro Tpaduka B ceTsax craOwibHOM KoH(purypanuu. Cratudeckas MaplIpyTH3alus
YMEHBIIAET KOJIMYECTBO MEpeaaBaeMoi CiykeOHOM MH(OpMAaILUH, MOCKOJIBKY B 3TOM Clydae He
noceltaeTcs MHGOpManus 00 H3MEHEHMSX B MapLIpyTHOM pacnucaHuu. K cymiecTBeHHBIM
HEJ0CTaTKaM CTaTUYECKON MaplIpyTU3allMM MOXHO OTHECTH TO, YTO, TAK KaK CTATUYECKUE CUCTEMBI
MapIIpyTU3allMd HE MOTYT PEearupoBaTb HAa W3MEHEHUSA B CETH, OHHU, KaK IPaBUJIO, CUHTAIOTCA
HCIMIPUT'OAHBIMU IJisI COBPCMCHHBIX KPYIHBIX, IOCTOAHHO U3MCHATOMNUXCA ceTen
Tema Ne2. KondurypupoBanue CTaTHIECKUX MapIIPyTOB;
Coaepixanue J1adopaTopHoii padoThI.

1. Coznilanue 0OCHOBHOT'O CTaTHYECKOT0 MapuIpyTa MO YMOTYAHUIO
2. Pa3BepThIBaHME MIaBAIOIIETO CTATUYECKOTO0 MAPUIPYTa
3. [IpoBepka mepexIoueHUs Ha TUIABAIONIMN CTATUYECKUH MapHIpyT MPH OTKa3e OCHOBHOTO

MapuipyrTa
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Tema Ne3. TaGauiel MapuIpyTru3aiuu;

Coaepixanue 1adopaTopHoOil padoThI.

Jlns goctyma K pecypcaMm CeTH Balll y3ell JIOJDKEH OIMpeNeiauTbh MaplipyT A0 y3Jia Ha3HAuYeHUs IO
Tabnuie Mapumpyrtuzanuu. Tabmuia MapHpyTH3allul y37la Majo 4eM OTJIMYAaeTcs OT TaOJIHIbI
MapIIpyTHU3aToOpa, HO XapaKTepHa IJi JOKAJIBbHOTO y3j1a U BBIMJISAUT Topa3ao mnpoiie. YToOsl maker
JOCTUT JIOKAJILHOTO y3Jla Ha3HaueHHs, HeoOXoauma TaliMia MapLIpyTH3alM{ JIOKAJIBHOTO Y3ja.
YToObl TOCTUTHYTH YNAJIEHHOTO y3Jla Ha3HAU€HUs, HY)KHbI TaOJIMLBI MaplIpyTHU3alUH JOKAJIbHOTO
y351a 1 Mapupytuzaropa. Komannel netstat —r u route print Mo3BOJSIOT MOMYYUTH MPEACTABICHUE O
TOM, Kak JIOKQJIbHBIA y3€1 MapUIpyTU3UPYET IMaKeThl 10 MeCcTa Ha3HaueHus. B manHo#
1a0opaToOpHOil paboTe BaM MPEACTOUT OTOOPA3UTh M U3YyUUTh HH(OPMAIIHIO, KOTOpasi COACPKUTCS B
tabnuie mMapmpyru3anuu Bamero 1K, ¢ momomnisio koman netstat —r u router print. Bel yBuaure,
kak Bam [IK MapmipyTusupyer nakeTsl B 3aBUCHMOCTH OT aJipeca Ha3HAYCHUS

Tema Ned. Konpurypupoanue EIGRP;

Coaepixanue 1adopaTopHOil padoThI.

[Iporokon EIGRP — 3T0 BBICOKONPOU3BOAUTENBHBIA MPOTOKOJA MapUIPYTH3allMd Ha OCHOBE
BEKTOPOB PACCTOSIHUSA, OTHOCHUTEIBHO HECIOXHBIH NPH HACTpoiike Juis 0a30BbIX ceredl. B aToi
nabopaTopHoii pabore HeoOxomumo HacTpouTh EIGRP s mpuBenaéHHBIX BbIIE ceTel W WX
TOMOJIOTUU. BaMm mNpeacTOUT W3MEHUTh MPOIYCKHYI0 CHOCOOHOCTP W HACTPOUTh MACCHUBHBIN
uHTepderic, uToosl MoBBICUTh 3¢ dekTuBHOCTL padboThl EIGRP. Ilpumeuanue. B maGopartopHoit
paboTe WCMONB3YIOTCS MapUIpyTH3aTOphl C uWHTerpamueit cepsucoB cepuu Cisco 1941 mop
ynpasieareM OC Cisco 10S 15.2(4) M3 (o6pa3 universalk9). Bo3smoxxHO MCTIONIb30BaHUE IPYTUX
mapuipytuzatopos u Bepcuit Cisco 10S. B 3aBucumoctn ot Mmozenu ycrpoictsa u Bepcuun Cisco 10S
JNOCTYMHbIE KOMAaHIbl W HX pe3yJlbTaThl MOTYT OTIUYATbCA OT TMPUBEIEHHBIX B OMHCAHHUU
nabopaTopHbIX paboT. TouHble MAEHTUPUKATOPHI MHTEp(ECOB MPUBEAECHBI B CBOAHON Tabmuie
nHTEep(EelcoB MapIIPyTU3aTOPOB B KOHIIE JlabopatopHOoil paboTel. Ilpumeuanmne. Yoenurech, 4To
IpeIbIAYIINe HACTPOWKH MapIIPYTH3aTOPOB U KOMMYTAaTOPOB YIAJEHbl, U Ha 3THX YCTPOHCTBax
OTCYTCTBYIOT (hailnibl 3arpy304Hoi koHpurypanuu. Ecnu Bel HE yBepeHBI B 3TOM, 0OpaTUTECh K

UHCTPYKTOPY.

6 cemecTp

Pa3nen 1. KondurypupoBanue u ajpecHble CXeMbl.
Tema Nel. MoHTax KaO€IbHBIX CHCTEM;
Conep:xxanue Ja00paTopHOil padoThI.
[omyunth mpeacTaBIeHHUsI O CUCTEME CTaHIApTOB KaOeneil, pa3duparbcs B MapKUpOBKe Kabemeid,
MOJIyYUTh TEpBUYHBbIE 3HAHUS O MOHTaxe Kabens BuToil mapsl [IpaBuna MoHTaxa kabOerabHOM
CHCTEMBI
Tema Ne2. Pazpabotka aapecHol cxembl. PacueT mojacerei;
Coaepixanue J1adopaTopHOil padoTHhI.
[Toacets (subnet) — aTto pusznueckuii cerment TCP/IP cetu, B koTropoM ucnons3ytores [P-agpeca ¢
obmmMm uaeHtudukaropoMm cetu. s TOro 4YTOOBI pa3feNuTh CETh Ha HECKOIBKO TIOJCETEH,
HEOOXOJUMO UCHOJb30BaTh pa3IUYHbIE HWICHTHU(PHUKATOPHI CETH MJIs KaXJOro CerMeHTa.
YHUKanbHbIC UACHTU(OUKATOPHI MOACETEH CO3/alTCs MyTeM pa3OueHus uaeHTU(UKATOpa y3lia Ha
nBe rpymnmnbl Out. [lepBas U3 HHUX CIYXUT AN HACHTU(UKALUU CETMEHTa OO0bEeIWHEHHOW CeTH,
BTOpass — JUIs UACHTU(DUKAIIMK KOHKPETHOro y3ia. Takoil MeXaHW3M Ha3bIBaeTCs JEIeHUE Ha
nojacetu (subnet working). Jlenenue Ha mojceTH HE SABISICTCS HEOOXOAMMBIM B M30JIMPOBAHHOM CETH
(T.e. He UMeroLIeH BbIX0 B IHTEpHET)
Tema Ne3. Kondpurypupoanue OSPF;
Coaepixanue 1adopaTopHOil padoThI.
VY mporokona OSPF ects pacmmpeHnHble (yHKIIMHA, KOTOPHIE MO3BOJISIIOT BHOCUTH U3MCHECHMS JJIS
yIOpaBIeHUS METPUKAMH, pACHpPOCTPaHEHHUs Mapuipyra [0 YMOJYAHUIO U  00eCleYCHHS
6e3omacHocTH. B aToit mabopaTopHoit pabore Bam HYXHO Oyaer HacTpouTb meTpuku OSPF s
UHTEpPEICOB MapuIpyTH3aTOpa, HACTPOUTH pacmpoctpaneHue mapupyra OSPF u ucnosnb3oBath
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ayreHTudukamuio Message Digest 5 (MDS) mist oGecnieuenust 6e3onacHoit mapmpyrusanuu OSPF.
[Ipumeuanue. B maGoparopHoii paboTe HCHOIB3YIOTCS MapUIPYTU3aTOPhl C UHTETpalueil CepBUCOB
cepun Cisco 1941 mox ympasiaenuem OC Cisco IOS 15.2(4) M3 (o6pa3 universalk9). Bo3zmoxxno
UCIOJIb30BaHUE Jpyrux mapupyruzaropoB u Bepcuil Cisco 10S. B 3aBucumocTH 0T Mojenu
ycTtpoiictBa U Bepcuu Cisco IOS mocTymHble KOMaHABI M WX PE3YyJIbTAaThl MOTYT OTJIMYATHCS OT
NpUBEJAEHHBIX B OMNHMCAaHUM JIAOOpAaTOpHBIX paboT. Tounble uAEHTHU(UKATOPH HHTEpQEiicoB
MIPUBEJICHBI B CBOJHOW TabauIle MHTEp(EcoB MapmpyTH3aTOpoOB B KOHIIE JaOOpaTOpHON padOTHI.
[Ipumeuanue. YOenutech, 4TO MpPENbIIyIINE HACTPOMKH MapIIPyTH3aTOPOB M KOMMYTaTOPOB
yIQJICHBl, 1 Ha 3TUX YCTPOMCTBAaX OTCYTCTBYIOT (pailyibl 3arpy304Hoil KoHpurypauuu. Eciu BeI He
yBEpEHBI B 3TOM, 00paTUTECh K HHCTPYKTOPY

Tema Ned. Koudurypuposanue Frame-Relay;

Coaepixanue 1adopaTopHOil padoThI.

Frame Relay - 3T0 mpoTOKOJ KOMMYTHPYEMOro KaHajla Tepeaadd JaHHBIX MPOMBIIUICHHOTO
CTaHJapTa, KOTOPBI 00pabaThiBaeT HECKOJbKO BUPTYaJbHBIX KaHAJIOB HAa OCHOBE WHKAICYIISIIUU
HDLC wmexny coeguHsieMbIMu ycTpoiicTBamu. [lo MHOrMM mapamerpam mpotokon Frame Relay
6onee 3¢pexTuBeH, yeM ero npeanecTBeHHUK - npoTokon X.25. Ha pucynke nmokaszan kaap Frame
Relay (ANSI T1.618).

Obparure BHUMaHuUE, 4TO aapeca Q.922, kak BUIHO M3 CXEMBI, MIPEICTABISAIOT COOOM 1Ba OKTETa U
conepxat 10-OutHpi wneHTHUKAaTOp KaHanmoB mepemaaun AaHHBIX (DLCI). B HekoTOpbhIX ceTsax
anpeca Q.922 mMoryT OBITh yBETHUYEHBI 10 2 MU 3 OKTETOB.

[Tomst "flag" o6o3HavaroT Havamo u KoHel kazapa. [locme nHaganpHOro moms "flag" cnemyrot 2 Gaiita
uHpopmanuu o0 aapece. 10 6ut u3 3THX 2 GaiiToB 00pa3ytoT pakTuueckuit koa kanana (mm DLCI -
UACHTU(PUKATOP JIOKAIBbHBIX KAaHAJIOB Mepeaayvu JaHHbIX).

10-6utnoe 3nHauenue DLCI sBnsieTcst OCHOBHBIM KOMIIOHEHTOM 3arojioBka Frame Relay. Ono
orpezieNisieT JIOTMYecKOoe COeAMHEeHHEe, KOTOPOe YIUIOTHSETCs B pu3nyeckuil kaHai. B cranmpapTHoM
pexume aapecanuu (T.e. HE JOMOJNHEHHBIM uWHTepdeiicom nokanpHOro yrpasienus (LMI))
uneatuduxkatopsl DLCI umeroT JiokalbHOE 3HAYCHHE; T.€. KOHEUHBIE YCTPOWCTBA C 00EMX CTOPOH
COEIMHEHUS MOTYT Ucnoib30BaTh pasHbie DLCI st oOpatieHust K 0JHOMY M TOMY K€ COEIUHEHHIO.

7 cemecTp

Pa3nen 1. [IpoToxkobl u ceTH.
Tema Nel. YcTpaneHrue HEMCIIPAaBHOCTEM CETH
Coaepixanue J1adopaTopHOii padoThI.
Cetn VLAN 103BOJNSIOT JIOTHYECKH CETMEHTHPOBAaTh OOBEAMHEHHYIO CE€Th U  IOBBIIIATh
MPOU3BOUTEIILHOCTD CETH IMMYTEM pa3AeNieHus] OOJBIINX MTUPOKOBEIIATEIHHBIX JOMEHOB Ha JOMEHBI
MEHBIIIEro pa3Mmepa. braromapss GdyHKIHMH paszneieHus y3J0B Ha HECKONbKO ceTeil, cetm VLAN
MO>KHO HMCTOJB30BaTh JUIS OMpPENEICHHs] TeX Y3J0B, KOTOPbIE MOTYT OOMEHHBATHhCS MAHHBIMHU. B
3TOM J1abopaTOPHOM paboTe PyKOBOACTBO MIKOJIBI peniuio peann3oBath cetd VLAN s pa3aeneHus
TpauKka OT pa3IMYHBIX KOHEYHBIX Moiyib3oBareneil. Illkonma wCMoOnb3yeT TPAHKOBYIO CBS3b IO
crangapty 802.1Q, uTo0Obl cmocoO6CcTBOBaThH 00MeHy naHHbBIMU M0 VLAN Mexay KOMMyTaTopamw.
Kommyraropsr S1 m S2 O HacTpoeHbsl ¢ uHGpopmaunueii o VLAN u TpankoBoi cBsizu. B
pe3ylbTare HECKOJbKUX OMIMOOK B HACTPOWKaX BO3HHUKIIM MPOOJIEeMBbI cO CB3bl0. Bac mompocuiamn
BBISIBUTH M YCTPAaHUTh HEMOJAAKM B KOHQUTYypaluu © 33aI0KYMEHTHPOBATH PE3YJbTAThI
BBITIOJIHEHHBIX pabot. [Ipumedanne. B mabGopaTopHoii paboTe MCOMB3YIOTCS KOMMYTaTophl Cisco
Catalyst 2960s mon ympaBiaeanem OC Cisco IOS 15.0(2) (o6pa3 lanbasek9). Jlomyckaercs
WCITOJIB30BaHUE JPYrux mojesneit kommyrtaTtopoB u npyrux Bepcuit OC Cisco 10S. B 3aBucumoctu
ot mojnenu ycrpoictBa u Bepcun Cisco IOS mocTymHbie KOMaHIBI U BBIXOJHBIC JTaHHBIE MOTYT
OTNIMYATbCS OT JaHHBIX, IOJYYEHHBIX NpPU BBIIOJHEHUU JabopatopHbix padot. Ilpumeuanue.
Y6enutech, uro uH(poOpMANMS U3 KOMMYTAaTOPOB yJaleHA, U OHH HE COJepKaT KOH(HUryparuu
3arpy3ku. Ecnu Bbl He yBepeHbI B 3TOM, 00paTUTECh K IIPETIOAABATEIIIO.
Tema Ne2. Pa6ora nporoxona DHCP.
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Conep:xxanue Ja00paTopHOIl padoThI.

Nzyuenune ocobennocreit yctanoBku U ynpasienuss DHCP-cepBepom B ceTsix Windows

Tema Ne3. NAT rexuomoruu mis IPv4;

Conep:xxaHue JadopaTopHOil padoThbI.

[Ipu nmpoekTrpoBaHuu ceTel 0ObIYHO TpuMeHstoTcs yacTHeie [P-agpeca 10.0.0.0/8, 172.16.0.0/12 u
192.168.0.0/16. Mx wuCmonp3ylOT BHYTPH CETH TUIOMIAAKH WU OPTaHHW3AIUM IS TOAIEPKaHUs
JIOKaJIbHOTO B3aMMOJEHCTBUS MEXIY YCTPOWCTBAMH, a HE JJI1 MapUIPyTU3ALMHU BO BCEMUPHOM CETH.
Uto06s! ycTpoiicTBO ¢ ampecoM [Pv4 Mormo oOpaTuthes K JPYTUM YCTPONCTBAM WITH pecypcam depes
WHTEPHET, €r0 YaCTHBIN aJpec TOJDKEH ObITh TPeoOpa3oBaH B MMyOJIMYHBIN U 00menocTynHbii. Takoe
npeoOpa3oBaHue — 3T0 IiIaBHOe, 4yTo jAenaer NAT, crenuanbHbIi MEXaHU3M IpeoOpa3oBaHUs
MPUBATHBIX aJJPECOB B OOIIEIOCTYITHBIE.

Tema Ned. Hacrpoiika u ycTpaHeHHe HeucipaBHocTel B ceTsx ¢ npoTokoiaoMm EIGRP.

Conep:xanue Ja00paTopHOI padoThI.

Heo6xoaumo npoBect ananus padotsl nporokona EIGRP, BEISIBUT U yCTpaHUTh HEMCIPABHOCTH.
Ha kaxaom MapuipyTu3atope He MEHEE MSATH HEMCITPABHOCTEIA.

5. OEHOYHBIE CPEJICTBA JUISI TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH,
MPOMEKYTOYHOUW ATTECTAIIMA IO UTOTAM OCBOEHUS JMCHUIIJIWHBI
U YUYEBHO-METOJUYECKOE OBECHEYEHUE CAMOCTOSITEJBHOI PABOTHI
CTYJEHTOB

5.1. Texkyuuii KOHTPOJIb YCIIEBA€MOCTH

Texkyuuii KOHTPOJIb 4 cemecTpa
Bonpocs! peiiTHHr-KOHTpOIsA Nel
e @u3nueckue cpenbl Nepetadn JaHHbIX
e KJjaccu(UKalus JUHUN CBSA3H, UX MMapaMeTPhl U XapaKTePUCTHKHY;
e Tunel TuHUI CB3U
e Anmnaparypa JIMHUN CBSI3U
® 33/1a4a CUHXPOHW3ALMU IPUEMHUKA U [TepeaTuhKa B KaHAJIE CBA3U U METOJIbI €€ peleHNs;
e (OCHOBHBIE XapaKTEPUCTUKU JTMHUN CBSI3U
e [lonoca mpomyckaHus JMHUU CBS3U
e [lomMex0yCcTOMYMBOCTD JIMHUU CBSI3U

Bonpockl pedTUHI-KOHTPOJIsE Ne2

® TOHSATUS (PU3UYECKOTO U JIOTUYECKOTO KOJIUPOBAHUS, MOIYJISIINN;

® TIOHSATHUS U KJIACCH(PUKAIUS CETEBBIX TOMOJIOTUH, PUINIECKUX U JTOTHUCCKUX;

e OpraHm3alys cereil ¢ KOMMYTaIuel KaHAIOB HA OCHOBE YACTOTHOTO M BPEMEHHOTO pa3/IeICHUS
CpeIbl;

e OpraHuzaius CeTeil ¢ KOMMYyTalMen MaKeToB;

® 3a7a4u, pelIaeMbie IPU YCTAHOBJICHUH JIOTHYECKOTO COSIUHEHUS.

eKitaccudukanmu ceteil mepegayn NaHHBIX MO0 TEPPUTOPUATHBHOMY MacIITady;

o Knaccudukainuu cereii nepenayn JaHHBIX 0 Ha3HAYCHUIO.

e (0630p METOIOB OOHAPYKEHHUS OINOOK OCHOBAHHBIX Ha KOHTPOJIBHBIX MTOCIIEA0BATEIHLHOCTSIX.

Bonpocekl peidTuHr-KOHTpOJIsE Ne3

e BrieneHHbIe JIMHUN CBA3U

¢ [Ipumepsl IpoTOKOJIOB pa3HbIX ypoBHEH Moaenu ISO OSI u ux tunossie Gpynkuu. Crekn
MPOTOKOJIOB HE cooTBeTCTBYI0IME Mosienu ISO OSI.


https://www.smart-soft.ru/blog/protokol_marshrutizatsii_ospf/
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Cootnomennus lllennona n HalikBucra.
CereBoil ypOBEHb

TpaHCIIOPTHBIN yPOBEHB

[IpukiiagHoN ypoBeHb

Paz6uenue IP cetn Ha moacetn
Texnonorus PDH u e€ orpannuenus.

Texkyuuii KOHTPOJIb S cemecTpa
Bonpoch! peiiTHHr-KOHTpOIsA Nel
e ba3oBas HacTpolika KOMMyTaTopa
e (OO0o00IIeHHBIE AITOPUTMBI PAOOTHI HIMPOKO PACIPOCTPAHEHHOTO CETEBOI0 000PYAOBAHUS:
MapIIpyTU3aTopa, KOMMYTaTOpa, KOHIIEHTPATopa.
Hasnauenwne u 06acth npuMeHenus Texnonoruii: Ethernet
Bocmnpoussectn oaun u3 popmaTto kaapa ¢puszndeckoro ypoHs 802.3 Ethernet.
Kiaccer cereit [IPv4, ocoObie anpeca, orpaHMUEHUs KIIaCCOBOW CHCTEMBI.
Texuomorust 6eckiraccoBoro pacnpeaenenus aapecos Ipv4 (CIDR).
[TonsTus nmopra u cokera B npotokosiax TCP/UDP, paznu4Hbie KaTeropuu MOPTOB, MPUHIIUITHI
BBIJICJIEHUS TIOPTOB CEPBHCAM.

Bonpoch! peidiTHHT-KOHTPOJIs Ne2

e Texnomornu DWDM.

e 0030p cranmaptoB IEEE 802.x.

e Cucrema anpecaruu, ucnosb3dyemas B ctangaprax IEEE 802.3 — 802.11.

e Anroputm oOpaboTku koyunsuil B Ethernet. HeoOxoauMocTh HaIe)KHOTO pacIio3HaBAHUS
KOJUIN3UU U €€ CIIECICTBUSL.

e  ®opwmarsl kagpoB Ethernet. Anropurm pacrio3HaBanust GpopMarTos.

e  OyHKIMHU NOAYPOBHEH KaHanbHOTO YpoBHS Ethernet.

e  OrmeHka NpoInycKHOM criocoOHOCTH ceTH Ethernet mpu uCoap30BaHUM KapPOB pa3IndHON
JUTUHBI.

e  OrpannueHus1, HaKJIabIBacéMbIe Ha ceTh Ethernet pa3audHbIME TUIIAMU CPEIBL.

Bonpocekl peidTuHr-KOHTpOJIs Ne3

[IpoTokonsl mapmpytuzanuu. OSPF

Hacrpoiika 3ammtsr VLAN

Texunonorusst DHCP. OcHOBHBIEC TOHATHS U IPUHIIHAI PAOOTHI.
NAT TexHoyorus B CeTAx nepenayn JaHHbIX

N30BITOYHOCTD B CETAX MEpeayn JaHHBIX.

Arperanus KaHaJIOB

Haznauenue, xapakTepUCTHKH, CTPYKTYpa CETH, OCOOCHHOCTH (PU3UYECKOT0 U KaHAJIBHOIO
ypoBHel cranaaprta 802.11n.

e CerH ¢ MPOTOKOJIOM AMHAMHUUYECKOM MapuipyTuzauun OSPF
e Mapupyruzanus B cetu. [Iporoxon EIGRP

e Hacrpoiika EIGRP

e (CoenMHEHHE TOYKA-TOUYKA

Texymmii KOHTPOJIb 6 cemecTpa
Bonpocekl peidTuHr-koHTpOJIst Nel
e Kabemu. KoakcuanbHble kabenu U criocoObl MX MTPUMEHEHUS
e Kabenn. ONTOBOJOKOHHBIEC TEXHOJIOTHHU NIepeaayr HH(pOpMAIHH
e AHanorosas MOIYJISALIHS



14

ITIpoTokon ARP.

ITpoTokon DNS.

[Iporokosn DHCP u ero coBpeMeHHbIE albTEpHATUBEI.
®opmar nakera Ipv4.

Bonpoch! peiiTHHT-KOHTPOJIs Ne2

e ACHHXPOHHBIE POTOKOJIBI

e CHHXpPOHHBIE CUMBOJIbHO-OPHUEHTUPOBAHHBIE TIPOTOKOJIBI

e (CrocoOsl coeMHEHNUs IepeaTYNKOB U IPUEMHUKOB

e OrpaHu4eHHUs JOKAIbHBIX CETEBBIX TEXHOJIOTUN KaHAIBHOTO YPOBHS

. KrnaccoBas cucrema aapecaruu B Ipv4. OcoObie aapeca. Hemocratku kiaccoBoi
CUCTEMBI.

. Texnomorust 6eckiraccoBoro pacnpenenenus aapecos (CIDR).

Bonpocekl peidTuHr-KOHTpOJIs Ne3

®opmartsl kagpa SDH/SONET u MeToap! KOMIIEHCALUHU TIOTEPU CUHXPOHU3ALIUH.
Texnomornu DWDM.

0630p cranmaproB IEEE 802.x.

NAT texnonoruu ans Ipv4

Hacrpoiika u koudurypupoBanue Frame-Relay

NHCTpyMEHTHI I YCTPAHEHUSI HEUCIIPABHOCTEH CETH

Texkyuuii KOHTPOJIb 7 cemecTpa

Bonpoch! peiiTHHr-KOHTpOIsA Nel
Kabenu. DxkpanupoBaHHas mapa
Kab6enu. HeskpanupoBanHast nmapa
Mapupyruzanus B ceTd. OCHOBHBIE IPUHIUIIBI U TIOHATHS.
Mapupyruzanus B cetd. CTaTuueckas MapLpyTU3alus
Mapmpyrusanus B ceTd. JJuHaMu4ecKast MapIupyTH3aLus
Hacrpoiika u xondurypuposanue VLAN

Bonpockl pedTUHT-KOHTPOJIsE Ne2
e (O030p METOJIOB UCTIPABICHUS OIIMOOK OCHOBAHHBIX HA MIOBTOPHOM Mepeiade JaHHBIX.
e (0630p METOJJOB KOMIIPECCHH B MMPOTOKOJIAX Mepeaaun JaHHbIX.
e lepapxuueckass HACONOTHS OpPraHU3allid CETEBBIX IPOTOKOJIIOB M PACIpPOCTPAHEHHBIE CTEKU
MIPOTOKOJIOB.
e Anroput™M paboTBl Mpo3payHOro MocTa U ocobeHHoctu cereir Ethernet Ha ocHOBe
KOMMYTaTOPOB.
e  Crannaptel u Texnosiorun Fast Ethernet.
e  Crannaptel u Texnosoruu Gigabit Ethernet.
e  Crannaptel u Texnosioruu 10Gbit Ethernet.

Bonpocekl peidTuHr-KOHTpOJIsE Ne3
00630p uepapxudeckoit cuctemsl arperuponanus Tpapuka B SDH/SONET.
00630p TUIIOB 000pYAOBaHMS U TTOAEp)KkUBaeMbIX Toronoruii B SDH/SONET.
Buytpennnii crex nporokosaoB SDH/SONET.
Onepanuonnas cuctema CISCO 10S
VYnpasinenue daitnamu B CISCO 10S
[Monkmouenue k riaodansHbIM ceTsM. [Iporokon BGP.
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5.2. IIpomMe:kyTOUHAS aTTECTANMS 110 UTOTaM OCBOCHHUS JUCITUTUTHHBI

IIpumepHBbIi epeyeHb BONPOCOB K 3a4eTy 4 ceMecTpa:

duznyeckue cpepl nepeaadn JaHHBIX

Tunel TMHAN CBSI3U

AnnapaTypa JUHUHN CBSI3U

OCHOBHBIE XapaKTEPUCTUKH JIMHUH CBSI3U

[Tonoca mporyckaHusi JMHUU CBS3U

IToMexX0yCTOMYMBOCTD JINHUU CBSI3U

Kabenu. DxpanupoBaHHas mapa

Kab6enu. HeskpanupoBanHast napa

Kab6enu. KoakcuanbHbie kabenu 1 criocoObl UX MPUMEHEHHS
Kabenn. OnToBOIOKOHHBIE TEXHOJIOTUH Tiepeadn HHGOpMaIuu
AHaorosast MOJyJISIIIUS

Hudposoe u moruueckoe KOAUPOBAHNE

ACUHXPOHHBIE IPOTOKOJIBI

CHUHXPOHHBIE CUMBOJIBHO-OPHUEHTUPOBAHHBIE TIPOTOKOJIBI
but-opueHTHpOBaHHBIE TPOTOKOJIBI

[lepenavya qaHHBIX C YCTAaHOBJIEHUEM COEAMHEHUS
[lepenava nanHbIx 0€3 YCTAaHOBICHUS COSAMHEHMUS

MeTtoapl 0OHApYKEHHS OITHOOK

MeTtop1 00HApYKEHUS NCKAKEHHBIX U MOTEPSHHBIX TaHHBIX
Komnpeccust nanubix

KomMMyTanust kaHalloB, MakeToB, COOOIIEHUH
Knaccudukanus kabeabHBIX CUCTEM

Crioco0b! coeMHEHHSI IEPEAATIYMKOB U IIPUEMHHUKOB
BrienenHbie TUHUY CBSI3U

CTpyKTypHpOBaHHBIC KaOCTbHBIE CHCTEMBI
HectpykTypupoBaHHble KaOeIbHbIE CUCTEMBI

IIpuMepHBbIii NepedyeHb BONPOCOB K 3a4eTy S cemecTpa:

Cuctembl MOOMITBHOM CBsI3U. OCHOBHBIC TIOHATHUS U OTIPEICTICHUS

Cuctembl MOOMITBHOM CBsI3U. OCOOCHHOCTH M OTJIMYUTEIbHBIE XapaKTePUCTUKH
DneKkTpruyecKkas nepeaadya JaHHbIX

Tunel u knaccudukanys AHTEHH

AHnTeHHO-(dunepHbie ycTpoiicTBa. OCHOBHBIC ITOHSATHS U ONIPEICIICHUS

Hcnonb30BaHue CIIyTHUKOB 36MJIM B KQUECTBE JIMHUM CBA3U

®uznyeckuil ypoBeHb Mozenu OSI

[Ipumeps! npoTokosoB pasHbIx ypoBHed Mozenu ISO OSI u ux TunoBble (QyHKIUH

IIPOTOKOJIOB HE cooTBeTcTBYtoIME Moaenu ISO OSI.

CootHomenus [llennona u HaiikBucra.
CeteBoli ypOBEHD

TpaHcnOpTHBIN YpOBEHB

[IpuxiiagHoi ypoBeHb

Paszouenune IP cetn Ha moncetn
ba3oBas HacTpoiika KOMMyTaTOpa

. Crexn
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e OO0OOIIEHHBIE aAITOPUTMBI Pa0dOTHl IIUPOKO PACIPOCTPAHEHHOTO CETEBOTO OOOPYIOBAHUSA:
MapIIpyTU3aTopa, KOMMYTaTOpa, KOHIIEHTPATopa.

e Haznauenue u o6nacth npuMmeHeHus: TexHooruii: Ethernet

e Bocnpoussectn oaun u3 popmartoB kaapa ¢uzndeckoro ypoHs 802.3 Ethernet.

IIpumepHBIii IepeYeHb BONPOCOB K IK3aMeHy 6 cemecTpa:

e Kiraccel cereit [pv4, ocoOble aapeca, orpaHUYEHUS KJIACCOBOM CUCTEMBI.
e Texnonorus 6eckimaccoBoro pacmpeaenenus aapecos Ipv4 (CIDR).

e [lonsatus mopra u cokera B mpotokojax TCP/UDP, paznuuHbie KaTeropuu MOpTOB, MPUHITUIIBI
BBIJIEJICHUS] TIOPTOB CEPBHUCAM.

Mapuipyruzanus B ceTd. OCHOBHBIE IPUHIUIIBI U TIOHATHS.
Mapuipytuzanus B cetu. CtaTudyeckass MapuipyTu3amus
Mapuipytuzanus B cetd. JluHaMuueckas MapuipyTa3anus

Hacrpoiika u kondurypupoBanue VLAN

[TpoTokomnsl mapupytuzanuu. OSPF

Hacrpotika 3ammtel VLAN

Texnomoruss DHCP. OcHOBHBIC TOHATHS U IPUHITUT PaOOTHI.

NAT TtexHonorus B ceTsx nepeaadn JaHHbIX

I/I36BITO‘-IHOCTB B CCTAX I€pCaavn JaHHBIX.

IIpuMepHBbIi epeyeHb BONPOCOB K IK3aMeHYy 7 cemecTpa:
e Arperanus KaHajOB

e HasHadyeHue, XapaKTEPUCTUKH, CTPYKTypa CETH, OCOOCHHOCTH (PH3UYECKOrO0 U KaHAIBHOTO
ypoBHeil crangapra 802.11n.

Hacrpoiika Singl-Area OSPF.

Cetu ¢ mpoTOKOJIOM AMHaAMU4Yeckoil mapuipytuzanuu OSPF
Mapurpyruzanus B cetu. [Iporokon EIGRP

Hactpoiika EIGRP

Onepannonnas cucrema CISCO 10S

VYnpasnenue daitnamu B CISCO I0S

[Moaxmrouenue k rnodansHbIM ceTsiM. [Ipotokon BGP.
CoenuHeHue TOUYKa-TOYKa

NAT rtexnonoruu s Ipv4

Hacrpoiika u koudurypupobanue Frame-Relay
[upokormnonocHas nepeaaya JTaHHBIX

NHCTpyMEHTHI I YCTPAHEHUSI HEUCIIPABHOCTEH CETH
be3onacHOCTh CETEBBIX TEXHOJIOTHM.

5.3. CamocTosiTe/IbHAsA padoTa 00y4aroerocs.

Ilepeyenb NpUMEpPHBIX TEMATHK KYPCOBBIX padoT / ceMecTpa (110 BADHAHTAM IpenofaBaTesisi
ISt KOHGUTypauuM ceTH TUIIOBOIO NPeANPUATHS)

1. TumnoBas IP-cets opranu3zauuu. YpoBHH UH(POPMALMOHHOW MH(PPACTPYKTYphl KOPIOPATHUBHOM
cetu. KoHmenmus 1iryOOKOSMIMIETIOHMPOBAaHHONW — 3amuThl. (OCOOCHHOCTH  YpPOBHS  CETEBOTO
B3aUMO/JICHCTBUA.

2. YSA3BUMOCTH W aTaku. TUNHYHBIN ClieHapuil JeicTBU HapymmTens. BapuaHTel Kiaccubukaum
YSA3BUMOCTEMN U aTak

3. be3onacHocTh (pu3myeckoro u KaHambHOTO ypoBHEH. CeTeBbie aHanmm3aTopbl U "cHuU(beEps".
Metoasl obHapyxenus "cHuddepon". IIpobiemsl ayreHTH(dukanum Ha ocHoBe MAC-anpecos.
VY 3BUMOCTH CETEBOTO0 000PYIOBAHHUS.
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4. bezomnacHocTh ceteBoro ypoBHs monaenu OSI. IIporokonsl IP u ICMP. Address Spoofing u ero
ucnosnb3oBanue. Ataku Ha mpotokos ICMP. Vs3Bumoctu Mexanu3ma (pparMeHTaIum.

5. 3ammTa nmepumerpa ceTd. MekceTeBble KpaHbl U UX pa3HOBUAHOCTH. IlakeTHbie GUIBLTPHI,
texnonorusi Stateful Inspection. Ilakernsiii ¢punbTp iptables Ha 6a3ze OC Linux. [locpennuku u
CUCTEMBbI aHallu3a coAepKUMoro. HemocTaTku MeKCeTeBBIX IKPAHOB. 3HAKOMCTBO C MEKCETEBBIM
skpanoM Check Point Firewall NG. 3amuTa ot araku Address Spoofing.

6. besomacHocTh TpancmopTHOTO ypoBHS Moaenu OSI. [Iporokonst TCP u UDP. Pacnpenenénnsie
DoS-araku u Mepbl 3amuTsl 0T HUX. "DoS-ymHoxenue". CkaHupOBaHHE MOPTOB, YTHJIMTA nmap.
Ataku SYNFlood u LAND. Ilogmena yuactauka TCP-coenunenusi. Paspeis TCP-coenunenus c
nomoliipo nporokona ICMP

7. 3amura Tpaduka Ha TpancmoptHOM ypoBHe. [IpoTokonsr SSL/TLS, SSH. Teopus u npakTuka
aTak 'yelioBeK nocepeauHe".

Bonpochl 1 3a1aHusA 1JIs1 CAMOCTOATEJILHOH padoOTHI CTYAEHTOB S ceMecTp:
PacueT npornyckHoOl crTOCOOHOCTH TTPOBOTHOM JIMHUH CBSI3H

0O0630p METOIOB KOMMYTAITUH

Pemienue 3a1a4 1o pacyeTy CKOPOCTH MepeJaun JaHHBIX

0O0630p 0cOOEHHOCTEH U TapaMeTPOB Pa3IMYHBIX BUJIOB HHTEPHET CBA3ZU
CpaBHUTENBHBIN aHATTN3 CHHXPOHU3UPYIOMINX KOJIOB

Pacuer XxapakTepuCTUK CHHXPOHU3UPYIOIIUX KOJIOB

N3ydenue MoHTaxa KaOEIbHBIX CHCTEM

00630p cucteM MOOHMITLHOM CBSI3U

PacueT npomyckHoM crtocoOHOCTH OECTIPOBOIHOM JIMHUM CBSI3H

N3ydenune napaMeTpoB aHTEHH

Bonpocel 1 3aganus 11 CAaMOCTOSAITEILHOM Pad0ThI CTYJEHTOB 6 cemecTp:
O0630p NpUMEHEHHs aHTEHH B YCTPOICTBAX Mepeaun JaHHBIX

00630p UHCTPYMEHTOB 00€CIIEUHBAIOIINIA ITepeiady JaHHBIX 110 CETH
0O030p ceTeBbIX OMEPALMOHHBIX CUCTEM

0O0630p ceTeBBIX MPOTOKOIOB

0630p yponeit monenu OSI ISO

Pacuet moacerei cetu

0O0630p OCHOBHBIX HACTPOEK KOMMYTaTOPOB

Koudurypuposanne VLAN B cumyistope cereit Packet Tracer

Paznuuusg cratndeckoi u J{luHaMu4ecKoi MapiipyTHU3allvi.

Bonpocel 1 3aganus 11 CAMOCTOSAITE/ILHOM Pa00ThI CTYJIEHTOB 7 ceMecTp:
Hacrpoiika npotokona B cumynstope cereii Packet Tracer

Hacrtpoiika DHCP B cumynsitope ceteit Packet Tracer

00630p arperupyromux GyHKIHA CETH

Hacrpoiika OSPF B cumymnstope cereit Packet Tracer

Hacrpoiika OSPF B pesxume Multiarea B cumynsitope cereit Packet Tracer
Hacrpoiika EIGRP B cumynsrope cereit Packet Tracer

[IpoexTupoBaHue CETH JIs BHIOPAaHHOW OpraHu3aIluu

Hacrpoiika NAT B cumyssitope cereit Packet Tracer

C6poc maposneit kommyTatopoB u Mapiipytuzaropo CISCO. Pexxum rammon
KondurypupoBaHnue HencrpaBHOI ceTu B cumylsitope cereit Packet Tracer

®onx  oneHouyHelx  MarepuanioB  (POM) s mpoBeAeHWS  aTTECTAlldd  YPOBHS
c(OPMHPOBAHHOCTH KOMIIETCHLIUH OOYYaIOUIMXCS 10 JTUCHUIUIMHE O(OPMIIIETCS OTAEIbHBIM
JIOKYMEHTOM.
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6. YHAEBHO-METOANYECKOE U UTHO®OPMAIIMOHHOE OBECIIEYEHUE

JAUCIHUITINHBI
6.1. Knuuroo6ecneueHHOCTH
HaumeHnoBanue nureparypsl: aBTOp, Ha3BaHUE, T'on KHUT'OOBECITEYEHHOCTbD
BUJ| U3JJaHUS, U3ATEIbCTBO M3NAHUS | Hanypupe B 2JICKTPOHHOM KATAlIOre
29bC
OcHoBHas TuTEpaTypa
1. MonaxoBa, M. M. AaMUHHCTpUpOBaHHE 2020 http://dspace.www1.vIsu.ru/handle/1234
0€301MacHOCTH KOMIIBIOTEPHBIX CETEH. 56789/8288
MonenupoBanue: npaktTukyMm / M. M. MoHaxoBa; 1o
pen. npod. M. 0. Monaxosa ; Bragum. roc. yH-T UM.
A.T.uH.T. CroneroBeix. — Bnagumup: U3n-Bo
Bnl'Y, 2020. — 238 c. — (KommiekcHas 3amnuTa
06BexToB nHpopmaruzarmn. Ku. 30). — ISBN 978-5-
9984-1232-5
2. I'anac, B. I1. BeruncnuTensHble CUCTEMBI, CETH U 2018 http://dspace.www1.vIsu.ru/handle/1
TejleKoMMyHHKaIuu: yueOHuk. B 2 4. U. 2. Cetn u 23456789/7046
tenexkommyHuKkaiuu / B. I1. 'anac; Bimagum. roc. yH-T
uM. A. T'. u H. I'. CtoneroBsix. — Bnagumup: 131-Bo
Bal'Y, 2017. — 284 c. — ISBN 978-5-9984-0817-5 (u.
2). — ISBN 978-5-9984-0731-4.
CeTH U CHCTEMBI TEIEKOMMYHHKAIIH: yueOHOE 2018 | https://biblioclub.ru/index.php?page=boo
anekTpoHHoe u3nanue: [16+] / B. A. [loronus, k&id=570531 (nata obparieHus:
A. A. Tpetbskos, U. A. Enuzapos, B. H. Hazapos. — 01.10.2021)
Tam0o0B: TamMOOBCKUi1 rOCY1apCTBEHHBII
texuuueckuit yausepcuret (TI'TY), 2018. - 197 c. -
ISBN 978-5-8265-1931-8
IIpockypskos, A. B. KoMIIbroTepHBIE CETH: OCHOBEI 2018 | https://biblioclub.ru/index.php?page=boo

MOCTPOEHUST KOMITBIOTEPHBIX CEeTEH U
TenexkoMMmyHuKarwii: [16+]/ A. B. IIpockypsikoB. —
Pocros-na-/lony; Taranpor: FOxub1ii heneparbHbIi
yaupepcutet, 2018. — 202 ¢. — ISBN 978-5-9275-
2792-2

k&id=561238 (mata obpareHus:
01.10.2021)

JlononHuTENbHAS TUTEPATypa

Memnxos, C. B. Beenenue B npoduns «Cucremst | 2016 | https://biblioclub.ru/index.php?page=
MOOMIIBHOM  CBSI3H»: yueOHOe  mocobme  / book&id=480883 (nara o6parenus:
C. B. Memuxos, H. A. Konecos. — Tomck: TYCVYP, 01.10.2021)

2016. — 156 c.

[IyroskuH, A. B. Cetn nepepmaun maubix: ydebroe | 2015 | https://biblioclub.ru/index.php?page=
nocobue / A. B. Ilyroekus; Tomckuit book&id=480793 (nata o6paieHus:
T'ocynapcTBEHHBIH YHUBEPCUTET CUCTEM YIPABICHUS 01.10.2021)

u paguosntekTpornukn (TYCYP), 2015. - 138 c.

Paiidpennn, M. A. Cucrems! u cetn MobuisHOM ceszi: | 2019 | https://biblioclub.ru/index.php?page=
yuebHoe mocobme: [16+] /M. A. Paiidensn, book&id=575619 (nara o6paenus:
A. A. Cnexrop ; HoBocHOMpCKMI TOCYAapCTBEHHBIM 01.10.2021)
TeXHUYEeCKU yHUBepcureT. — HoBocubupck, 2019. —

96 c.— ISBN 978-5-7782-3833-6

CucteMsl U ceTd nepeaayn nHpopMaun: yueoHoe 2012 https://biblioclub.ru/index.php?page=boo

nocoowue / 0. I'pomos, U. I'. Kaprios,

I'. H. Hypytaousaos u np. TamOoBCKuiA
rOCYapCTBCHHBIA TEXHUYCCKUN YHUBEPCUTET. —
Tamb6o0B, 2012. - 128 c.

k&id=277938 (mata obpareHus:
01.10.2021)



http://dspace/
http://dspace/
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=561238
https://biblioclub.ru/index.php?page=book&id=561238
https://biblioclub.ru/index.php?page=book&id=480883
https://biblioclub.ru/index.php?page=book&id=480883
https://biblioclub.ru/index.php?page=book&id=480793
https://biblioclub.ru/index.php?page=book&id=480793
https://biblioclub.ru/index.php?page=book&id=575619
https://biblioclub.ru/index.php?page=book&id=575619
https://biblioclub.ru/index.php?page=book&id=277938
https://biblioclub.ru/index.php?page=book&id=277938
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6.2. [lepuoanyeckue U3IaHUA

1. Kypnan «Bonpocsr 3aIUTHI uHpOpMALIUN». Pexum J0CTyma: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;
2. XKypuan '"Information Security/Mudopmanmonnas Ge3omacHocTh". Pexxum  goctyma:

http://www.itsec.ru/insec-about.php.

3. EsxxeMecsiuHBIii TEOPETHUECKUI M MPUKIATHON HAyYHO-TEXHUYECKHH xypHal «MHbopMaimoHHbIe
texHosorun». Pexxum pocryma http://novtex.ru/IT/.

4. «Kypnan cereBbix pemennii/LAN» -Pexum noctyna: http://www.osp.ru/lan/current;

5. OnexktpoHHbIM KypHan «KoprnopaTuBHbIE CETHM TNepedadyd OaHHBIX» -Pexum nocryna:
http://www.delpress.ru/

6.3. UHuTepHeT-pecypchl
O6pazoBarenbHbIi cepBep kadeaps U3U.— Pexxum noctyma: http://edu.izi.visu.ru
WNudpopmannonnas oOpasoBatensHas ceThb.- Pexxum goctyna: http://ien.izi.vlsu.ru
Bryrtpusy3oBckue uznanus Bnl'Y.— Pexxum noctymna: http://e.lib.vlsu.ru/
WHTYUT. HaumoHanbHBINA OTKPBITHIA yHUBepcHuTeT.— Peskum nocryna: http://www.intuit.ru/

N S

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYHEHUE JUCLHHUIIJIMHBI
3aHATHS IPOBOAATCA B cienyromux ayauropusax Bal'y (kopmyce Ne2) mo agpecy r. Braaumup,
yi. benokonckoi, a. 3.
aya. 408-2, JlekunoHHasi ayAUTOpHs, KOJIUYECTBO CTyJIeHUYeCKUX MecT — 50, mmomans 60 m2,

OCHAIlleHUE: MyJIbTUMeIuItHOe obopynoBanue (nHTepakTuBHas nocka Hitachi FX-77WD, npoekrop
BenQ MX 503 DLP 2700ANSI XGA), HoytOyk Lenovo Idea Pad B5045

ayn. 427a-2, mabopaTopusi CETEBBIX TEXHOJIOTHI, KOJIMYECTBO CTY/IEHYECKHX MecT — 14, Tuiomaas
36 M2, ocHaIIeHHE: KOMITbIOTEPHBIN Kiacc ¢ 8§ pabounmu cranmusmu Core 2 Duo E8400 ¢ Beixomom
B Internet, 3 mapmpyrtuzaropa Cisco 2800 Series, 6 mapmpyrtuzaropo Cisco 2621, 6 koMMyTaTopoB
Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, kommytarop Cisco Catalyst
Express 500 Series, mpoektop BenQ MP 620 P, skpan HacTeHHBIH pynOHHBINA. JIMIeH3MOHHOE
nporpamMmHoe obecrniedeHue: omepanuonHas cucreMa Windows 7 IlpodeccnonanbHas, oducHbII
naker npuioxenuid  Microsoft  Office IIpodeccuonansupiii  mmoc 2007,  OecriaTHO
pacmpocTpaHsieMoe IMporpaMMHOe oOecreueHHe: JIMHEHKa WHTETPUPOBAaHHBIX Cpea pa3paboTKu
Visual Studio Express 2012, nporpammasiii npoaykt Buptyanm3anuu Oracle VM VirtualBox 5.0.4,
cumyisitop cetu nepenayn nanHbix Cisco Packet Tracer 7.0, mHTErpHpOoBaHHas cpena pa3pabOTKH
nporpammuoro obecriedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHI «KowmmuekcHas 3ammra OOBEKTOB HH(POpMATHU3ALUK», KOJIUYECTBO
CTyJIGHUECKHX MecT — 15, miomans 52 M2, OCHAIEHHWE: KOMIBIOTEPHBIH Kiacc ¢ 7 pabodunmu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyratop D-Link DGS-1100-16
MYyJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, 3xpaH HACTEHHBIN PYJIOHHBIN), TPHOOP
ST-031P «Ilupanpsa-P» MHOroyHKIMOHANBHBIA IOMCKOBBIM, NpuOOp «YaH-2)» TOUCKOBBIH,
BUOpoakycTHueckuii reneparop myma «Conata AB 1My, umutarop paboTsl CpeCTB HEJETaIbHOTO
chemMa nHpopMaluu, padoTaromux mo paguokanany «lllunosauky, ananuzatop cnektpa «GoodWill
GSP-827», maaukarop monst «SEL SP-75 Black Hunter», ycTpoiicTBo OiokupoBaHUsi PaOOTHI
cucTeM MOOWIBHOUN cBsi3u «Mo3aiika-3», YCTpPOHCTBO 3amIUThl TeNe(POHHBIX TEPErOBOPOB OT
npociymmBanus  «[Ipokpycr 2000», muktodpon Edic MINI Hunter, mokxatop «Pomgauk-2K»
HEJIMHEHHBIN, KOMIUIEKC MPOBEACHHUS aKyCTUYECKHMX W BHOPOAKyCTHYECKUX wu3MepeHuir «Crpyt
MUHH-Ay», Buaeopeructparop uudposoit Best DVR-405, reneparop Illyma «I'HOM-3»,ydeOHO-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIIMPOKOINOIOCHBIE OecIIpOBO/IHBIE CEHCOpHBIE ceTn» (Nano
Xaos), ckanupyoumii npueMHuk «lcom IC-R1500», ananmuzarop cereir Wi-Fi Fluke AirCheck c


http://mmcm.bmstu.ru/information/
http://mmcm.bmstu.ru/information/
http://www.itsec.ru/insec-about.php
http://novtex.ru/IT/
http://www.intuit.ru/
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aKTUBHOU aHTeHHOW. JIunensnonHoe nporpamMmmuoe obecrnieuenne: Windows 8 IlpodeccnonanbHas,
obpucHbli maker npmwiokeHuit Microsoft Office Ilpodeccuonansubiii mmoc 2010, OGecruaTHO
pacmpocTpaHsieMoe INporpaMMHOe oOecriedeHue: JMHEHKa WHTEIPHPOBAHHBIX CPEA pa3padOTKH
Visual Studio Express 2012, HHCTpyMEHT UMUTALIMOHHOTO MoaearpoBanust AnyLogic 7.2.0 Personal
Learning Edition, uaTerpupoBanHas cpena pa3padboTku nporpamMuoro obecneuenus IntelliJ IDEA
Community Edition 14.1.4.
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PaGo4yio nporpammy cocrasuin: gouent kadenpe M3W Aradonora M.M ﬁéﬂfﬂwfﬂ—

Penensent: PykomozuTene HanpapineHus no HHGoPManuoHHOH O0€30IaCHOCTH aKIHOHEPHOTO
obmectra «OMK» r. Bnagumup, Abpamor K. T

IIporpaMma paccMoTpeHa ¥ ofobpena Ha aacenanafl K enpsi MndopmaThih M 3AIMTBI
HHpOpMAaIHH

ITpotokoma Ne 7 oT K524 A7 rona

3apeayroummii kadeapoi 1.1.4., npodeccop N g /M.IO. Monaxos/

PaGouas mporpamma paccMoTpeda H onoOpeHal Ha 3acelaHHH Y4eDHO-METOIHYECKOH KOMHCCHH
nanpaenends  10.03.01  «Mudopmaunonnas GesonmacHocTe»  npoduias  «be3onacHocThb
ABTOMAaTH3HPOBAHHBIX CHCTEM »

Ipotokon Ne 7 ot _Jg gt A tona

IIpencenarens KOMHCCHHE [1.T.H., mpodeccop '\(/ /M.IO. Monaxos/
JIUCT NEPEYTBEPK/JIEHUS

PABOYEN IMPOT'PAMMBI JUCLHILTHHBI

PaGovas nporpamva ogobpena Ha 2:]_-%'_ 120 A4 yuebHbIi roj
[potokon tacenanns kaeapu Ne 7% or A8 (£ 4 roa . /'
! £

Jasenyowmit kadeapoit _a.r.u., npodeccop LA ' MO, Monaxos/

— i
i .-l_l-
(MO, ||uui1tif|

Pabouas nporpamma ogo6pena Ha 20 /20 yueGHEI roja

[Iporokon 3acenanus kademaps Ne ot roga

3apenyrommit kadeapoii 1.1.H., npodeccop ' /M.IO. Monaxos/
(PHO, noanues)

Paboyas nporpamma onobpena na 20 /20 yuebHeIi roga

IlpoTokon 3acenanus xadeapsr Ne oT rona

3asenyrommii xadeapoii _n.1.1.. npodeccop M.I0. Monaxos/
(PHO, noanuce)

Pabouaa nporpamma onobpena na 20 /20 yueDHEIH Toaa

[Tpotokon 3acenanus kahemapsl No oT roja

3aseyrommii kadeapoii  1.T.H.. npodeccop /M. 10. Monaxos/
(MU0, noanuces)



eamatveeva
Штамп
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JIHICT PETHCTPAITHH H3MEHEHHII
B paDOHIyIO IPOrpaMMy JHCITHILTHHEI
Cermut it cicrmemyl nepedaili OaHHbIX
oDpa3oBaTeIBHOMH IporpaMME! Hanpaenerus noarotoskd 10.03.01 Hugopmayuonnan bezonacrhocms,

HAIIPAaBICHHOCTE: BezonacHocms ASMOMATMUIUPOSAHHBIX CUCTHEM

Homep BHeceHB! H3MeHeHHA B 9acTH/Pa3gensl HenomHHTEIE OcHoBaHHe
H3MeHeHHS patode IporpaMMel $HO (HOoMep H JaTa IpoTOKONA
3aceaHAT Kadenpsl)
1
2

3aBexyromuii Kadeapoii

ITodmucr EHO




