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1. EJIX OCBOEHUA JUCHUIIJINHBI

Llenbto ocBoeHMst quctUILIHHbI «[IporpaMMHo-anmapaTHbIE CpeICTBa 3aIIUTHI HH(POPMALIUN
SIBJISIFOTCSI 0OCCTICUCHHE MTOATOTOBKHM OakaaaBpoB B cooTBeTCTBUU ¢ TpeboBanusmu @I'OC BO 3++ u
yuebHoro miana no HampasieHuto moarotoBku 10.03.01 «Mudopmanumonnas OezomacHocTh». B
mpolecce NOAroTOBKU obecrieunBaeTcs (popmupoBaHue y 6akanaBpoB MpodecCHOHAIbHBIX HABBIKOB
M0 AKCIUTyaTallik U OOCIY>KMBAHHIO ammapaTypbl, 000pyIOBaHHUA U MPOTPAMMHOIO oOecreueHus,
CBA3aHHBIX C: oOecriedeHHMEeM O€30MacHOCTH JaHHBIX; MIM(PpPOBaHMEM M  3alIUTOM  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYINa; NPO(PECCHOHANBHBIX HABBIKOB BBISBICHUS M YHUYTOXKEHHS
KOMIIBIOTEPHBIX ~ BHPYCOB;  IPOTUBOACWUCTBUS  HApYIICHUSAM  CETEBOM  OE30MacHOCTH ¢
UCTIOJIB30BAHUEM PA3TIMYHBIX MPOTPAMMHBIX M allapaTHBIX CPEACTB 3alUTHI; HABBIKOB PabOTHI CO
CIIeIMaIbHON TEXHUYECKOM JIUTEpaTypoOu.

3amaueit aucruruimHbl - «IIporpamMMHO-anmapaTtHele  CPEACTBAa 3aUIUTHl  MH(OPMAIHI
ABIIIETCSl CO3[JaHUE y CTYIEHTOB MPEACTABICHUS O MPUHIMIAX, METO/AaX U CPEACTBAaX BBIABICHUS
yIrpo3 0€30IacHOCTH aBTOMAaTU3UPOBAHHBIX CHUCTEM, a TaKK€ pa3BUTHE CIOCOOHOCTEM K
JIOTUYECKOMY M aJTOPUTMHUYECKOMY MBIIUICHUIO U OCYIIECTBICHUIO MPOBEPKU 3alIUIIEHHOCTU
00BEKTOB Ha COOTBETCTBHUE TPEOOBAHUSAM HOPMATUBHBIX IOKYMEHTOB.

3amaveii TUCHUIUIMHBI TaKXkKe SBJSIETCS OBIIAJCHHE HAaBBIKAMU MPAKTUYECKOU IEATEIHHOCTH B
o0jacTu MOJETUPOBAaHUS U aHAIM3a TEXHUYECKUX CPEACTB allapaTHOW U MPOrPaMMHON 3alUThI
ABTOMATU3UPOBAHHBIX CHCTEM C MCIOJIb30BAHUEM CPEACTB BBIYMCIUTEIBHOW TEXHUKH, yMEHHE
HCII0JIb30BaTh COOTBETCTBYIOIEE CIELMATU3UPOBAHHOE IPOTPaMMHOE 00eCIIeUEHHUE.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII
Juctuminna «[IporpaMMHO-anmapaTHble CpPEICTBa 3aIUTHl WHPOPMAIMK» OTHOCHTCS K
obs3arenbHOl yacth biioka b1 (kox 51.0.16). B y4eOHOM miiaHe mpeayCMOTPEHBI BHIbI y4eOHOH
JeATeILHOCTH, 00ECIIeUnBAIOIINEe CHHTE3 TEOPETUYECKUX JIeKIWH, M JabopartopHbix pabor. Kypc
TECHO B3aUMOCBSI3aH C IPYTHMH JAUCHUILUTHHAMY JaHHOTO KA.

3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS MO JUCHUITJINHE
[Tnanupyembie pe3yabTaThl OOydYeHHs MO AUCUUIUIMHE, COOTHECEHHBbIE C IUIAHUPYEMBIMHU
pesyabratamu ocBoeHust OITOIT (koMmeTeHIIMAMY U UHIAUKATOPaMH JTOCTHKEHUST KOMITETCHIIH )

dopmupyemele [Tnanupyemble pe3ynbTaTbl 00ydeHHs O AUCIUIIINHE, B HaumenoBanue
KOMITETCHIINH COOTBETCTBHH C WHAUKATOPOM JIOCTHIKEHHsI KOMIIETCHIIUU OILIEHOYHOTO
(xox, conepxanue WnnukaTop Pesynprarel 00yueHHs IO TUCUMTUINHE cpencTBa
KOMIIETCHIINN) JOCTHIKEHHS
KOMIIETEHIIN Y|
(00,

cooepoicanue

UHOUKAMOPQ)
OIIK-10 Cnoco6en | OIIK-10.1.1 | 3HAET nporpaMmmHo-anmnapaTHbIe CpeacTBa
B KaUeCTBE 3alUThl UHPOPMALIMH B THIIOBBIX OIEPALIMOHHBIX
TEXHUYECKOTO cUcTeMax, CHCTeMax yIpaBJieHus 0a3aMy JaHHBIX,
CHeNHaINCTa KOMITBIOTEPHBIX CETSIX;
IIPUHUMATh Y4acTUe 3HAET Tunsl 1 BUAsl IpOrpaMMHBIX U
B ()OPMHPOBaAHUH OIlK-10.1.2 | nporpaMMHO-anmapaTHBIX CHCTEM 3allIHThI
TOJTUTHUKA WHpOpMAITUH; TecroBble
MHPOPMAITMOHHOH 3HAET wmetons! naeHTH(UKALUS OJIB30BaTENEH BOIIPOCHI
Oe3omacHoCTH, OIlK-10.1.3 | KC-cyOBbekToB A0CTyNa K JaHHBIM;
OPraHu30BbIBATH U 3HAET cpezactBa u MeTOABI OTpaHUYEHUS
NOJ/ICP’KUBATh JocTyna K (ainam;
BBITIOJTHEHHE OIIK-10.1.4 | BHAET anmapaTHO-IporpaMMHBIE CpEACTBa
KOMIUIEKCa Mep 0 KpHUnrorpadhu4ecKoi 3auTsl HHQOpMAIINK;
o0ecreyeHuo OIIK-10.1.5 | BHAET meTobl U cpelicTBa OTPaHUUCHHS
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UHGOPMAIUOHHOM JIOCTyTIa K KoMrioHeHTaM OBM;
0€30I1aCHOCTH, OIIK-10.1.6 | 3BHAET meTozp! 3alMTHI MPOTPaMM OT
YIPaBJIATh HECAaHKLIMOHUPOBAHHOTO KOTIUPOBAHUS, METOIbI
MIPOIIECCOM UX OI1K-10.1.7 | 3amuThl IPOrpaMMHBIX CPEICTB OT UCCICIOBAHUS;
peanu3anuu Ha YMEET konpurypupoBatb IporpaMMHO-
00BEKTE 3aIIUTHI anmapaTHbIe CPEICTBA 3alIUTHl HUHPOPMAIIH B
COOTBETCTBHH C 3aJaHHBIMU ITOJINTUKAMHU
OIIK-10.2.1 | G6e3omacHOCTH;
YMEET ouenuBats 061acTh IPUMEHEHHS
IIPOrPaMMHO-ANIAapaTHOIO CPEJICTBA 3AIUTHI C
y4eToM crierupuka 00heKTa 3aIUTHI;
OIIK-10.2.2 | YMEET npou3BoanuTh YCTaHOBKY, HACTPOUKY U
00cCITy>)KuBaHHE IPOrPAMMHO-AIIIAPATHBIX CPENICTB
3aIUTH HH)OPMAIIHH;
OIIK-10.2.3 | BJIAAEET HaBblkaMu OCBOEHHS, BHEAPECHUS U
COIIPOBOK/ACHUS IPOrPaMMHO-AMMaPaTHBIX
CPEICTB 3aIMUTH HHGOPMAINKA Ha 00BEKTaxX
OIIK-10.3.1 | pa3nuuHOrO THIIA
OIIK-4.3 Cnocob6en | OITK-4.3-1.1 | 3HAET ocHoBHBIE MepBI N0 3aIIUTE HHPOPMALTUH
BBITIOJIHSATH PaOOTHI B aBTOMATHU3HUPOBAaHHBIX CUCTEMAaX 3HATh
110 YCTaHOBKE, coJepKaHue U MOPAIOK JAEATEIbHOCTH NIEPCOHANA
HaCTpOMKe, O AKCIUTyaTalHH 3allUIIEHHBIX
aJIMAHHUCTPHU- ABTOMAaTH3UPOBAHHBIX CHCTEM U CHCTEM
POBaHHUIO, 0e30IacHOCTH aBTOMAaTHU3UPOBAHHBIX CHUCTEM;
00CITYKUBaHUIO H OIIK-4.3-2.1 | YMEET nHactpauBath mporpamMmMHoe oOecrieueHre
MpOBEpKE CUCTEMBI 3aIIUTHl HH)OpMALIUU
paboTocrmocoOHOCTH aBTOMATHU3UPOBAHHOMN CHCTEMBI;
OTJIeTBHBIX OIIK-4.3- 2.2| YMEET BBISBIATH ¥ aHATH3UPOBATH YSI3BUMOCTH TecToBBIC
MPOTrPaMMHBIX, ABTOMATH3UPOBAHHOHN CHCTEMBI, IPUBOISIINE K BOTIPOCHI
POTrpaMMHO- BO3HHKHOBEHHIO yTp03 0€30MaCHOCTH
anmapaTHBIX (B TOM nH(pOpMAaIUH;
YyHucIe OIIK-4.3- 3.1| BJIAAEET HaBblkamu aHanu3a ysI3BUMOCTH
KpUNTOrpaduaecKux MPOTPaMMHBIX U MPOTPaAMMHO- anmapaTHBIX
Y TEXHUYECKUX CPEICTB CHCTEMBI 3aLUThl HHPOPMALIUU
CpPEZCTB 3aILUTHI ABTOMAaTH3UPOBAHHOMN CUCTEMBI
uHQOpMaIH
aBTOMAaTH3HU-
POBaHHBIX CUCTEM
OIIK-4.4 Cnocoben | OIIK-4.4-1.1 | 3HAET ocHoBHBIE yrpo3bl 6€30T1aCHOCTH
OCYILECTBIIST WHQOPMAIUK U MOJICTH HAPYIIUTEIS B
JUAarHOCTHKY H ABTOMAaTH3UPOBAHHBIX CHCTEMAX;
monutopuHr cucreM| OIIK-4.4-2.1 | YMEET konTponupoBaTh ypoBeHb
3alIUTHI aBTOMATH3U 3alIMIICHHOCTH B aBTOMAaTU3UPOBAaHHBIX
POBaHHBIX CHCTEM cucTeMax;
OIIK-4.4-2.2 | YMEET peructpupoBath 1 aHaJIM3UPOBATh
COOBITHSI, CBSI3aHHBIC C 3AIIUTON WHPOPMALIUH B TecToBLIE
aBTOMATH3UPOBAaHHBIX CHCTEMAX;
OIIK-4.4-3.1 | BIAJAEET HaBbIKamMu aHaIM3a BO3ICHCTBHS BOTPOCH!
W3MEHEHUI KOHPUTypalui aBTOMaTH3UPOBAHHON
CUCTEMBI Ha €€ 3alUIEHHOCTS;
BJIAJIEET HaBbIkamu coCTaBJI€HHUS KOMITJIEKca
OIIK-4.4-3.2 | npaBu1, mpoLeayp, NPaKTUIECKUX MPHUEMOB,

MPUHITUTIOB I METOJIOB, CPEACTB 00SCIICUCHIS
3alUThl KHPOPMAILIMK B aBTOMATU3UPOBAHHOK
CHCTEME
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4. OBBEM U CTPYKTYPA JTUCHUIIJIMHBI

TpynoeMKoCTh AUCIUIUTMHBI COCTABIISET 6 3a4eTHRIX euHuI, 216 yacos

TemaTnueckuii njian
¢hopma o0yueHusi — ouHast

KonrakrtHas pabora Dopmer
oOyJaromxcs TEKYIIero
C MeJarorH4ecKum KOHTPOJIS
< paboTHUKOM = yCIIEBaEMOCTH,
2 eyl bopua
B g E 5 % o = MIPOMEKYTOTHOM
Ne Hanmenosanue Tem u/nnm 3 9 = e S .| B 8 aTTeCTaINH
/1 paB,E[eJ'IOB/TeM JOUCLUITIIAHBI E § = $ g § 3 g a (no cemecmpam)
Tl 2| 2| 5| £ 85 ¢
T g 3] g SN 3
= = & o 2
£ S
s 8|8
=R I B
1 | Beenenwue (mpeaMeT u 3a1a9u 7 1 2 - 6
IpOrpaMMHO-aIapaTHOU
3alIUThl THPOPMALIH, METOIBI U
CpeJICTBA 3aIMTH HH(GOPMAIIHN)
2 | VS3BUMOCTb KOMITBIOTEPHBIX 7 2 2 - 4 6
CHCTEM.
3 | Unentnduxanms n 7 3 2 - 6
ayTCHTH(UKAIIHAS
4 | Cucrema pasrpanuyeHus gocryna | 7 4 2 - 4 6
K HHpOpMaIUH
5 | [Iporoxomsr 7 5 2 - 6
HIeHTH(OHUKAITIHN/ Ay TCHTHQUKAITAN
6 | MeTo/bl ¥ CpeICTBA 3aLUTHI 7 6 2 - 4 6 PelTHHT-KOHTPOIIb
[POTrPaMM OT KOMIIBFOTEPHBIX Nel
BHUPYCOB
7 | XapakTepucTHKa CPEICTB 7 7 2 - 6
HeHTpanu3ayuy KOMITBIOTEPHBIX
BHPYCOB.
8 | Ouenka aHTHBHPYCOB 7 8 2 - 4 6
9 | OOmas xapakTepucTHKa 7 9 2 - 6
MPOTPaMMHO-aTIapaTHBIX
CPEACTB 3aILUTHI HHPOPMALIUH
10 | OOwas xapakTeprcTUKa 7 10 2 - 4 6
ANEKTPOHHBIX HJICHTU(UKATOPOB
11 | 3ammra nporpamm oT 7 11 2 - 6
MPOTPaMMHBIX 3aKJIaJI0K.
12 | MeToabl 1 CIIOCOOBI 3aIATHI 7 12 2 - 4 6 PelTuHIr-KOHTPOIBL
IPOrpamM OT UCCIIEI0BAHUS. Ne2
13 | 3amura nporpamm ot 7 13 2 - 6
HECaHKIIMOHUPOBAHHOTO
KOIIMPOBaHMUSI.
14 | Cuctemsl 0OHapy>KeHUS aTak u 7 14 2 - 4 7
BTOPKEHHM.
15 | DnexTpoHHas uudpoBas MOANHUCH 7 15 2 - 8
(3MI)




16 | Pasnexn 16. Apxurektypa [TAC3U | 7 16 2 - 4 8
(KOH(HUTYpaIU CPEACTB 3aLINTHI;
METO/IBI peaT3aIliHm;
(hyHKIIMOHAT 1 0COOEHHOCTH

MCIIOJIb30BAHMS).

17 | Pa3gen 17. Keitnorreps! u npyrue | 7 17 2 - 8
anmapaTHbIC 3aKIIa K1

18 | Pa3nexa 18. HopmaTtusHas 6a3a 7 18 2 - 4 8 PelTHHT-KOHTPOIIb
rOCY/IapCTBEHHBIX PETYJISITOPOB Ne3

Poccun n peiictByromue
CTaHAAPTHI B 00IaCTH
ucnonb3osauusa ITAC3U

Bcero 3a 7 cemecTp: 216 36 - 36 117 Ox3amen 27

Hroro no aucumMnianHe 504 108 108 261 Dx3amen 27

Coaeprxanue JeKIMOHHbBIX 3aHATHH 10 JMCHUIINHE
Pazgen 1. Beenenue (mpeamer U 3a1a4u IPOrpaMMHO-aNINapaTHON 3alUThl HHGOPMALUU; METO/bI U
CpeACTBa 3alIMTHl WH(GOPMAIMH U TPEAOTBPAICHUST HECAHKIIMOHUPOBAHHOTO jocTyna). OCHOBHBIE
HOHSITHSL.
Pazgen 2. Ys3BUMOCTh KOMIBIOTEPHBIX cHcTeM. llonuTuka 0e30macHOCTH B KOMITBIOTEPHBIX
cucremax. OneHKa 3aIIUIIeHHOCTH. AOCTpakTHBIE MoJenu 3ammThl uHopMarun Monens buba;
Mognens ['orena—Mesurepa ; CazepiieHjickas Mmojienb; Moaenb Knapka-BunbcoHa.
Paznen 3. Unentudukanus u ayreHTUUKANUs (MISHTUPUKANUS TIOJIb30BaTeNiel (CyOBEeKTOB
noctyna K jgaHHbeIM). Ilponenypa wunentudukanmm u  ayreHTHudukauuu. OpgHopakTopHas H
nByxdakTopHas uaeHTH(GUKanuu. bruomerpuueckue METOAbl UACHTU(DUKAUN U ayTCHTU(DHUKAIHH.
TexHOoI0ruM aBTOMaTHUECKON NACHTUDHUKALUH.
Pa3nen 4. Cucrema pasrpaHndeHust 10cTyna K mHGpoOpManmuu (apXUTEKTypa CHUCTEMBI; KOHIICTIIUS
IIOCTPOCHUS CUCTEM pa3rpaHUUYEHUs JOCTYIA; MOJENM pa3rpaHUYCHMs] JIOCTyIa; HaJEKHOCTb
CUCTEM pa3rpaHUYEeHUsI JOCTYIIA).
Pa3znen 5. Ilportokonsl uaeHtudukanuu/ayreHTUPUKAIUN (000OIIEHHBIA aNrOpUTM, Ha OCHOBE
anmroputMa RSA, cxembr @eiire-®Ouata-lllamupa, Onb-T'amansa, Hluoppa). IIpoToxossl
uaeHTH(UKAIMK ¢ HyJeBO# mepenadeii 3nanuid. [Ipotokonsr Kerberos, S/Key (RFC 1760), PAP u
CHAP, OpenlD, Windows Live ID, LDAP, OpenLDAP.
Pa3nes 6. Metozasl 1 cpecTBa 3aIUTHI IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB (XapaKTEpUCTHKA U
KJIacCU(UKaLMs KOMIIBIOTEPHBIX BUPYCOB.
Paspen 7. XapakTepuCTHKa CpPEACTB HEUTpaIU3alMU KOMIIBIOTEPHBIX BHUPYCOB. TEXHOJIOIMHU
0oOHapy»eHHsI BUPYCOB, aHTUBUPYCHBIE KOMITJIEKCHI.
Pazgen 8. Onenka aHTUBUpPYCOB; TpeOOBaHUS K cpeicTBaM aHTHBHpYcHOM 3amutel OCTOK
Poccun. Knaccugukanys MeTo10B 3alIMThI OT KOMIIBIOTEPHBIX BUPYCOB.
Pazgen 9. OOmas xapakTepUCTHKa IMPOrpPaMMHO-AMMapaTHBIX CPEJICTB 3allUThl HHGOpMAIUU
(kmaccuukanyss CpeACTB 3alMTHI; TOCYJIAPCTBEHHBIM peecTp CEepTUPUIUMPOBAHHBIX CPEICTB
3alUThl MHpOpMaIuK; KpaTkas xapakrepuctuka cpeacraa 3ammtbl C3U Secret Net, [IAK Kpunros,
Honeypot Manager, Kb SearchInform, Secret Disk u T.1.)
Pazgen 10. OOmias xapakTepuCTHKa 3JIEKTPOHHBIX HAEHTUHKATOPOB (uaeHtudukatopsl eToken,
JaCarta, Maxim (iButton), Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenseLock, LOCK #u
T.J.).
Paznen 11. 3ammra mporpaMM OT TpOrpaMMHBIX 3akianok. CrmocoObl BHEAPEHHS 3aKJIaJoK.
Knaccugukanus HenekIapupoBaHHBIX BO3MOXKHOCTEH mporpamMmHoOro obecrneueHus. MeToabl
BCKPBITHSI HEJEKJIapUPOBAHHBIX BO3MOXKHOCTEH. [loaxonbl BbIsBIEHUS 1€(DEKTOB B MPOrPaMMHOM
o0ecreyeHnt, BO3MOKHbBIE METO/IbI 3AIUTHI.
Pa3znen 12. Meroasl U cmocoObl 3alMTHI TIporpamMM OT HcciienoBanus. Kmaccudukamus cpencts
MCCIJIE0BaHMsI porpamMM. MeTo/ bl 3aIUThl IPOTPaMM OT UCCIIEIOBAHUS.
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Pa3nesa 13. 3amura nporpaMm OT HECAaHKLIMOHMPOBAHHOI'O KOMMPOBaHUSA. MeTObl, 3aTpyAHSIOIINE
CUMTHIBAHUE CKOMHPOBaHHOW wuHpopmanmu. MeToapl, MPEmsITCTBYIOUIUE HUCIOJIb30BAHUIO
ckonupoBaHHOW nH(popmanmu. OcHOBHBIC (DYHKIIUU CPEICTB 3alIUTHI OT KomupoBaHus. OCHOBHBIC
METO/Ibl 3aIUThl OT KONUPOBaHUA. MeToJbpl MPOTUBOACHCTBUS TUHAMUYECKHM CIIOCO0aM CHSTHUS
3alUTHl TPOTrPaMM OT KOITUPOBAHUS.

Pa3zjnen 14. Cucrembl 0OOHapy>KeHHsI aTak U CUCTEMBbl OOHapyXeHUs BTopkeHuh. Kiaccudukarms.
MeTtoibl 00HAPYKEHUSI CUTHATYP U METOIbI OOHAPYKCHHSI aHOMAITHH.

Paznen 15. Dnexkrtponnas umdposas noamnuck (ILIII). [Mousarue DIIII, ocHOBHBIC aITOPUTMBI
peanuzauuu DI

Pasnen 16. Apxwutektypa IIAC3U (koHbuUTrypanuu CpEICTB 3allUMThI; METOABl pPeaTU3aINH;
(yHKIHMOHAT U 0COOEHHOCTH UCIIOIB30BAHMUSA).

Pasznen 17. Keiinorrepsl u Apyrue ammapaTHble 3aKIaJKH Ha OCHOBE MHKPOIIPOIECCOPOB U
MUKPOKOHTPOJUIEPOB, KIACCH(UKAIMS, BO3SMOKHOCTH M METOJIbI MpoTuBOAekcTBHs. [IporpamMmmHo-
anmaparHble 3aKJIaiKd Uil MOOMNBHBIX cered. [IporpamMmHo-anmapaTHble CpeICTBA 3allUTHI
MOOUITBHBIX CETEH.

Pa3nen 18. HopmatuBHas 6a3a rocy1apcTBEHHBIX peryisTopoB Poccuu u neiicTByromnme cTaHaapThl
B oOnactu ucnosb3oBanus [TAC3U.

Conep:kaHue NPaKTHYECKUX/I1a00PATOPHBIX 3aHATHI M0 TUCHUILINHE
JlaGopaTopHble padoThI:
JlaGopaTopnasi pa6ota 1. Pa3zpabotka 10 pasrpannueHus: HTOJTHOMOYHIA MTOJIb30BATEIICH
JlabopaTopnasi pa6oTa 2. 3anura nporpaMMHOT0 OOECTieueHusl OT U3MEHEHHUS U KOMHUPOBAHUSI.
JlaGopaTtopnass pa6ora 3. Pa3paboTka ¥ TmporpaMMHas peaju3alus KpUNTOrpapuuecKux
AITOPUTMOB.
JlaGopaTopnasi pa6ora 4. M3yuenue cnoco6oB GopMHPOBAHHS IIEKTPOHHON HMUPPOBOM MOIIHCH
(OUIT) na ocuoBe Kpuntollpo CSP 3.9 R2 / Kpuntollpo CSP 4.0 - nyis Windows 10
JlaGopaTopnasi pa6ora 5. M3yuenue croco6oB GopMHupOBaHUS IEKTPOHHON ITUGPPOBOI TOIITUCH
(OUIT) na ocuoBe ViPNet CSP 4.2 - nns Windows 10
JladbopaTtopnasi padora 6. Opranuszanus 3alUIIEHHOTO oOMeHa wWHGOpMaIMell Ha OCHOBE
UCI0JIb30BaHus nporpammel PGP
JlabopaTopnasi padora 7. Opranu3anys 3alMIIeHHOro KaHayia ¢ momomibio VPN
JlabopaTopnasi pa6ora 8. [IporpammHas peanu3zaius 3alIUThl IPOTPaMM C MTOMOIIBIO AIEKTPOHHBIX
kimoueit Tuna «HASP HL Pro»

5. OLIEHOYHBIE CPEJICTBA JJIS1 TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH,
MPOMEKYTOUYHOI ATTECTALIMY MO UTOTAM OCBOEHMUS TUCHMUILIUHBI
U YYEBHO-METOJINYECKOE OBECIIEYEHUE CAMOCTOSITEJILHOM PABOTBI
CTYJAEHTOB

5.1. Tekyuuii KOHTPOJIb yCIIeBaeMOCTH
Ilepeyens BOPOCOB K peTHHI-KOHTPOJII0 Nel
- OcHoBHBIE 33J]a4¥ TPOrPaMMHO-AIAaPaTHON 3alIUThl HHPOpMAIUU
- OCHOBHBIC METO/IBI U CPEJICTBA 3aNTUTHI HH(POopManuu ¢ momotnpio [TAC3U
- OcHOBHBIE METO/BI TPEOTBPALLEHUS HECAHKIIMOHUPOBAHHOT'O OCTYIIA
- IlonuTuka 6€30MacHOCTH B KOMITBIOTEPHBIX CUCTEMAaX
- VYA3BUMOCTb KOMIBIOTEPHBIX cucTeM. OLIEHKa 3aIlUIIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
- AOcTpakTHble Mojenu 3amuThl HHGopManuu Monens buba; Mogens ['orena—Mesurepa;
Cazepnennckas moaens; Monens Knapka-Bunscona
-  Wnentuduxanus nomapzonatesneit (CyObeKTOB JOCTYyMA K IaHHBIM).
- buomerpuueckue MeToapl HACHTUPUKAMHN U ayTEHTU(DUKAIIUH.
- TexHonoruu aBTOMaTHYECKON UACHTU(PHUKAIIUN
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[TpoTokoubl HACHTUUKAIMH/ayTeHTUDUKAIMY (0000IEHHBIN aJrOpUTM).
[Tporokonsl unenTudukanun/ayrenTudukanuu (Ha ocHoBe aaroputma RSA).
[TpoTokounsl uaenTuukanuu/ayrenTudukanmu (cxema Qeiire-Ouata-lllamupa).
[Iporokomnsl uneHTudukanuu/ayrenTudukanuu (cxema Dib-I"amars).
[TpoTokounsl uaenTuukanum/ayrenTudukanuu (cxema llnoppa).

[TpoTokoIBI HACHTU(UKAIINY C HYJIEBOH Mepenadeil 3HaHuH.

Ilepeyennb BOPOCOB K peHTHHI-KOHTPOJIIO Ne2
ITporokon Kerberos.
[Tpotokounsr S/Key (RFC 1760), PAP u CHAP.
[Tpotokosier OpenID, Windows Live ID.
[Ipotokoasr LDAP, OpenLDAP.
Enunas cucrema uaeHtuukanuu u ayrentupukanuu PO.
Cucrema pasrpaHndeHus A0CTyna K UH(QOpMaIHH.
Meroap! 3alIUTHI IPOrPaMM OT KOMIIBIOTEPHBIX BUPYCOB
CpeacTtBa 3a1UThl IPOrpaMM OT KOMITBIOTEPHBIX BUPYCOB
XapakTepucTuKa U KJIacCU(PUKaIUs KOMIBIOTEPHBIX BUPYCOB
XapakTepuCTUKA CPEICTB HEUTPATU3aIH KOMITBIOTEPHBIX BUPYCOB. TexXHOIOrHN 00OHAPY KEHHS

BUPYCOB, aHTUBUPYCHBIC KOMIIJICKCBI.

OneHka aHTUBUPYCOB; TpeOOBaHuUs K cpecTBaM aHTUBUpPYCcHOM 3amuThl @CTIK Poccun.

KJ'IaCCI/I(bI/IKaI_II/Iﬂ METOMOB 3alllUThl OT KOMIIBbIOTCPHBIX BUPYCOB

OO0mrast xapaKTEpUCTHKA MPOTPaMMHO-AIIAPATHRIX CPEICTB 3AIIUTHI HHPOPMALIUU

(kmaccuguKanys CpeCTB 3alIUThI; TOCYIAPCTBEHHBIN peecTp cepTUUIMPOBAHHBIX CPEACTB
3aIUThl HH)OpPMAITIH)

OO61mas xapakTepucTUKa 3JEKTPOHHBIX HACHTU(UKATOPOB (KiIaccudukaius, Ha3HaueHue,

XapaKTEPUCTHUKH)

3amuTa mporpamMm OT MPOTrpaMMHBIX 3akiIaJ0K. CriocoObl BHEIPEHHUSI 3aKIIa10K.
Knaccudukanus HeIeKIapipoOBaHHBIX BO3MOKHOCTEH MTPOrPaMMHOTO 00CCIICUSHUSI.
MeToapl BCKPBITUS HEIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH MPOrPaMMHOTO 00ECTIEYEHUSI.

Ilepeyennb BOpocoB K peHTHHI-KOHTPOJII0 Ne3
[Toaxomp! BbIsBIEHUS 1€(DEKTOB B IPOrPaMMHOM 00€CIIeYeHUH, BO3MOKHBIE METO/IbI 3aLIUTHI.
Knaccudukanus cpercTB ucciieJoBaHUs IPOrpaMM
MeTo/1b1 3aIIUThI IPOTPAMM OT HUCCIIEIOBAHMUS.
Mertopbl, 3aTpyAHSIONINE CYUTHIBAHNE CKOMTMPOBAHHON MH(OPMAIIH.
MeTto/1b1, MPENSITCTBYIOLIUE UCTIOIb30BAaHUIO CKOMMMPOBAaHHON MH(GOpMAIUH.
OcHoBHBIE QYHKIUU CPEACTB 3aUTHI OT KOMUPOBAHHUS.
Metonpl NpPOTUBOJAEHCTBUS JAMHAMUYECKMM CHOCOOAM CHATHS 3alllUThl NPOrpaMM  OT

KOIMUPOBAaHU.

CucreMbl 00HapY’KEHUS aTaK U CUCTEMbI 0OHapyskeHus: BropxeHuil. Knaccudukanus.

Mertonbl 00HapyKEeHUsl CUTHATYp B cCTeMaX OOHapy>KeHHsI BTOPKEHUH

Mertonbl 0OHapyKeHus1 aHOMaIUil B cUCTeMax 0OHapy>KeHUs! BTOPKEHHUH

[Tonsitue DI, Buast O11, ocHOBHBIE anropuT™bl peanuszanuu JLTT

[Tonsitue ynocroepsronmx 1eHtpos (Y1), TpedoBanus xk Y1I

Keitnorrepsl W Jpyrue amnmapaTHbIe 3aKiaJKd HAa OCHOBE MHKPOIPOIIECCOPOB U

MHKPOKOHTPOJUJICPOB, KJ'IaCCI/I(bI/IKaI_[I/I}I, BO3MOXXHOCTHU U METOJbI HpOTPIBOI[CfICTBHSI

[IporpaMMHo-arnnapaTHble 3aKJIaAK1 17151 MOOMIIbHBIX ceTel

[TporpamMMHo-anmapaTHbIE CPEACTBA 3ALUTHl MOOMIIBHBIX CETEH

TpeboBaHMs MEXITyHAPOJHBIX CTAHIAPTOB B 001acTu ucnonb3oBanus [TAC3U

HopmaTtuBHass 06a3a rocyaapcTBeHHBIX peryistopoB Poccun no npumenenuto ITAC3U s

s3amuTel AUC
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5.2. IlpomeskyTOUHAsI aTTecTALMS
IIpuMepHbIii NepeyeHb BONPOCOB K IK3aMeHY

OcHOBHBIE 331a4M IPOrPaMMHO-AINIAPATHON 3allIUThl HHPOPMALUU
OCHOBHBIE METO/IbI U CPEZCTBA 3alUTHI HH(popManuu ¢ nomoiubsio [TAC3U
OCHOBHBIE METO/IbI IPEIOTBPAILEHUS HECAHKIIMOHUPOBAHHOI'O 10CTYIA
[TonuTrka 6€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMaX
VS3BUMOCTh KOMITBIOTEPHBIX cucTeM. OLeHKa 3alUIIEHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
AOcTpakTHBIE MOJIeNH 3auUThl nH(popMmanu Mozens buba; Moxaens ['orena—Me3swurepa;

CaBepJ‘IeHI[CKaS[ Mozenb; Moaens Knapka-Buiascona

7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

Wnentudukamus noias3oBareiei (CyObeKTOB JOCTYyNa K JAHHBIM).
buomerpuyeckue MeToabl HACHTU(PUKAIIMHN U ayTeHTU(DUKAIIUH.

TexHOoJIOrHH aBTOMATHYECKON HICHTU(UKALINN

[Tporokomnsl nneHTuduKanuu/ayreHTuduKanuy (0000IEHHBIN aITOPUTM).
[TpoTokounbl naeHTHGUKAIK/ayTeHTUUKAINK (Ha OCHOBE anroputmMa RSA).
[Tporoxomnsl uneHTHuKanuu/ayrenTudukanuu (cxema Oeiire-Ouara-Illamupa).
[TpoTokounbl naeHTHUKAIH/ayTeHTUUKAINH (cXema Dib-1 amarns).
[Tporoxomnsl uneHTHGUKauu/ayrentudukanuu (cxema [lnoppa).

[TpoTokobl HACHTHU(UKAIIY C HYJIEBOH Iepenavyeid 3HaHHA.

ITporokon Kerberos.

[Tpotokounsr S/Key (RFC 1760), PAP u CHAP.

ITporokosnsr OpenID, Windows Live ID.

[Tporoxonsl LDAP, OpenLDAP.

Enunas cuctema uneHtudukanuu u ayreHTuguranuu PO.

Cucrema pa3rpaHU4eHus 0CTyNa K HH(OPMAIIHH.

MeTo/b1 321U ThI TPOrPaMM OT KOMITBIOTEPHBIX BUPYCOB

CpencTBa 3amuThl MPOTrPaMM OT KOMITBIOTEPHBIX BUPYCOB

XapakTepucTuKa U KiacCu(pUKalus KOMIbIOTEPHBIX BUPYCOB

XapakTepuCTUKa CPEICTB HEUTPATU3aH KOMITBIOTEPHBIX BUPYCOB. TexHOIOrnn 00HApY KEHHS

BUPYCOB, aHTUBUPYCHBIC KOMIIJICKCBI.

26.

OrnieHKa aHTUBUPYCOB; TpeOoBaHUs K cpefcTBaM aHTuBUpycHOi 3anuTel ®CTIOK Poccun.

KJ'IaCCI/I(l)I/IKaI_II/IH METOMOB 3alllUThl OT KOMIIBIOTCPHBIX BUPYCOB

27.

OO61ast xapakTepuCcTUKa MPOrpaMMHO-aNapaTHIX CPECTB 3alIUThl HHPOPMAaLUH

(kyaccudukanys CpeacTB 3aLIUThI; TOCYIaPCTBEHHBIN peecTp cepTU(PULIMPOBAHHBIX CPEICTB
3alUThl HH(OPMALIUN)

28.

O6ma;1 XapPaKTCPUCTUKA DJICKTPOHHBIX I/II[eHTI/I(i)I/IKaTOpOB (KHaCCH(bHKaHHH, Ha3HAa4YCHUC,

XapaKTEPUCTHKH)

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

3ammTa nporpaMM oT MPOrpaMMHBIX 3akiajok. CriocoObl BHEAPEHUS 3aKIa/I0K.
Knaccudukanus HepekIapupoBaHHBIX BO3MOKHOCTENH TPOrPaMMHOT0 00ECIIeUeHUSI.

MeTobl BCKpBITUS HeJleKIapUpOBaHHBIX BO3MOXHOCTEH POrpaMMHOT0 00eCIeueHHs.
[Tonxo/p! BbISIBICHUS 1€(DEKTOB B IPOrPaMMHOM O0ECTIeUeHUH, BO3MOKHBIE METO/IbI 3AILIUTHI.
Knaccugukarus cpencTs ucciae0BaHus IporpaMm

MeTo/b1 3a1UThI TPOrPaMM OT UCCIIEIOBAHUSI.

Mertoapl, 3aTpyJHSIOIINE CYUTHIBAHUE CKOTMPOBAHHONW MH(POPMALIUH.

MeTo/b1, TPEnATCTBYIOUINE UCIIOJIB30BAHUIO CKOITMPOBAHHON HHPOPMAIIUH.

OcHoBHBIE (DYHKIIMU CPEACTB 3aUTHI OT KOMUPOBAHHUS.

MeTo bl TPOTUBOACHCTBUS TUHAMUUYECKUM CIIOCO0aM CHATHS 3alUThI IPOrpPaMM OT

KOIMUPOBAaHUA.

39.
40.
41.
42.

CucreMbl 00HapY>KeHUs aTaK U CUCTEMbI 0OHapyskeHus: BropxeHuil. Kimaccudukanus.
Metoab! 0OHapyXeHHs CUTHATYp B CUCTEMaxX OOHapy>KEHUS! BTOP>KEHHH

MeTtop1 00Hapy KeHUsl aHOMaJIMil B cucTeMax 0OHapy>KEeHUsI BTOPKEHHM

[Monsitue DU, Buast I11, ocHoBHBIE anroput™bl peanu3auu I
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43. Tlonstue ynocrosepstomux neHTpoB (Y1), TpeboBanus k Y1I]

44, Keinorrepsl U Ipyrue anmapaTrHbie 3aKJIaJKi Ha OCHOBE MUKPOIPOIIECCOPOB U
MHUKPOKOHTPOJIIEPOB, KJIacCH(pUKALKs, BO3SMOXKHOCTHA U METOJIbI TPOTHBOACHUCTBUS

45. TlporpammHoO-anmapaTHble 3aKIaJIKH ISl MOOMIIBHBIX CeTei

46. ITIporpamMmHO-anmapaTHbie CPEACTBA 3AIIUTHI MOOMIIBHBIX CEeTei

47. TpeboBaHMS MEXIYHAPOIHBIX CTAaHAAPTOB B 00JsacTu ucnonb3oBanus [TAC3U1U

48. HopmatuBHas 06a3a rocynapcTBeHHBIX peryiasTopoB Poccuu no npumenenuto [TAC3U most
sanmtel AUC

5.3. CamocTosiTe/ibHasi padoTa 00y4aloIerocs.
IIpumepHBbIe BONPOCHI U 3a1aHNUS I CAMOCTOSAITEJIbHOM PadoThI CTY1eHTOB
- Wnentudukanus noip3zoBareneil (CyObeKTOB JOCTyNa K JAaHHbIM). bruoMerpuueckue mpuU3HaKH,
KOTOPBIE MOTYT OBITh HCIOJIB30BaHbI IPH UICHTU(DUKAIIH.
- Texuonoruii  aBromatmueckoil  umaeHtuukammu.  IlTpuxoBble  Koabl  (CHMBOJIMKH).
PannouactotHas uaeHTuduKamms.
- Cucrema pasrpanmueHus noctyna kK wuHpopmanun. @yHKIHOHaNbHBIE Osoku. KoHuenmms
MIOCTPOEHUSI.
- MexaHu3mbl ynpaBieHHUs] JOCTyHoM (MOJENM pasrpaHUYeHUs JocTyna). JuckpenuoHHOe
YIPaBJIEHUE TOCTYIIOM.
- MexaHu3Mbl yIipaBieHUs AOCTYNOM (MOJAEIN pasrpaHUueHus J0cTyna). MaHaaTHoe ynpaBiieHUue
JIOCTYIIOM.
- MexaHu3Mbl yIpaBieHUs TOCTYNOM (MOJENIN pa3rpaHUuYEHusl JocTyna). YNpaBiIeHUE AOCTYIIOM
Ha OCHOBE pOJIEH.
- HapexHocth cucreM pasrpaHuueHus jgoctyna. VHTeHCMBHOCTh 0TKa3zoB. CpenHee BpeMs
BOCCTAHOBJICHUSI CUCTEMBI 3alUThI IOCIIE OTKA3a.
- Metonasl npenotBpaienus yredek n3 KC. Knaccudukauus sayrpennux UT-yrpos.
Mertoast ipenotBpamienus yreuek u3 KC. 3akoHHbIN nepexBar JaHHBIX.
- Metonas! npenotBpaieHus yreuek u3 KC. O06o0mennslit mporecc Beidopa cuctem DLP.
- Meronbl U cpeicTBa 3aIIUTH IPOTPAMM OT KOMITBIOTEPHBIX BHpPYCOB. O0Ias XapakTepuCcTHUKa U
KIIacCU(pUKaIHUS.
- Metoapl U cpeacTBa 3alIUTHl IPOrpaMM OT KOMIBIOTEPHBIX BHpYcOB. O0Ias xapakTepUCTHKa
CPEICTB HEUTpaNU3ali KOMIBIOTEPHBIX BUPYCOB. METOIbI 3aLIUTHI OT KOMITBIOTEPHBIX BUPYCOB.
- Metoapl 3amuThl mporpaMM OT uccienoBaHus. Cdepa npumeHeHHs. KOMIOHEHTBI CHCTEMBI
3aIIUTHI U UX PYHKINU.
- CrniocoOBI 3alIUThI MPOTPaAMM OT HCCIIEIOBaHUs. 4-€ Ki1acca CrocoO0B 3aIUThI

@®oHn  oueHouHbIX MaTtepuaioB (P@OM) g mpoBeleHUs — aTTeCTAallMd  YPOBHS
c(OPMHPOBAHHOCTH KOMIETEHLUH O0Oy4YaloUIMXCcsl MO JUCHMIUIMHE O(OpPMIISETCS OTAEIbHBIM
JIOKYMEHTOM.

6. YHAEBHO-METOANYECKOE U UTHOPOPMAIIMOHHOE OBECIIEYHEHHUE

JUCHUATLINHDBI
6.1. Knuroo6ecneyeHHOCTH
HaumeHnoBaHue nuTepaTyphl: aBTOp, Ha3BaHUE, BUJ lon KHUT'OOBECIHHEYEHHOCTD
W3aHNs, U31aTEIbCTBO W3aHUs

Hanunuue B anexTponnom karanore ObC

OcHoBHast TuTepatypa™

[IporpammHoO-anmapaTHbIe CPEICTBA 3ALUTHI 2017 https://biblioclub.ru/index.php?page=book&id
MH(OPMaLMOHHBIX cUCTEM: yueOHoe nocobue : [16+] / =499013 (nara obOpamenus: 25.08.2021)

0. 1O. I'pomos, O. I'. MIBaHoBa, K. B. Ctapoxy6os,

A. A. Kagpikos. — Tam6o0B : TamOoBCKwHi
rocyapcTBEeHHBIN TexHn4ecknil yausepcutet (TI'TVY),
2017. — 194 c. ISBN 978-5-8265-1737-6.



https://biblioclub.ru/index.php?page=book&id=499013
https://biblioclub.ru/index.php?page=book&id=499013
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TexHosorun odecrevyeHus 0€30MacHOCTH 2021 https://biblioclub.ru/index.php?page=book&id
HH(POPMALMOHHBIX CHCTEM : yueOHOe mocobue: [16+] / =598988 (mara obparenus: 25.08.2021)
A. JI. Mapyxaenko, JI. O. Mapyxnenko, M. A. Eppemos
u ap. — Mocksa ; bepnun : Jupekr-Menua, 2021. — 210 ¢
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988

TomkoB, A. M. OCHOBBI TIPOEKTHPOBAHHUS 3aIIUIICHHBIX 2016 https://biblioclub.ru/index.php?page=book&id
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KyPC JICKITHIA, =480796 (mata obopamenus: 25.08.2021)
KOMIIBIOTEPHBII IPAKTHKYM, KOMIIBIOTEPHBIC
JabopaTopHble pabOTHI M 33JaHNE Ha CAMOCTOSTEIbHYTO
padoty / A. M. T'onmukoB. — Tomck: TYCYP, 2016. — 396¢

TeXHOJIIOrMH 3aUTHl HHYOPMAIIUH B KOMITBIOTEPHBIX 2016 https://biblioclub.ru/index.php?page=book&id
cersix / H. A. Pynenxkos, A. B. IIponerapckuid, =428820 (nara obpamenus: 25.08.2021)

E. B. CmupHoBa, A. M. CypoBoB. — 2-¢ u3., cIp. —
Mocksa : HanmonanbsHbIH OTKPHITHIH Y HUBEPCUTET
«VHTYUT», 2016. — 369 c.

Tomozos, H. JI. TIporpaMMHbIe CpeCTBa 3aIUThI 2015 https://biblioclub.ru/index.php?page=book&id
nHpopmanuy: koHcekt Jekmuit / H. JI. Jlomo3os, =438307 (mata obpamenus: 25.08.2021)

T. A. T'ynpraeBa ; HoBocuOupCKuii rocy1apCTBEHHBIH
TEeXHUYECKNH yHHBepcuTeT. — HoBOCHOMpPCK :

HoBocubupckwii TocyJapCTBEHHBIN TEXHUIECKUH
yauBepcuret, 2015. — 63 c. ISBN 978-5-7782-2753-8

JonosHuTenpHas auTeparypa

Benoyc, A. . OcHoBbI KHGepOE30MaCHOCTH: CTAaHIAPTHI, 2021 https://biblioclub.ru/index.php?page=book&id
KOHIIETILIUH, METOIBI U CpeCcTBa obecreueHus : [16+] / =617523 (nara obpamenus: 25.08.2021)

A. . Benoyc, B. A. Conoayxa. — Mocksa : Texnocdepa,
2021. — 482 c. ISBN 978-5-94836-612-8.

Benoyc, A. 1. TIporpaMMHbI€ U aImapaTHbIC TPOSHbI — 2019 https://biblioclub.ru/index.php?page=book&id
CHOCOOBI BHEJIPEHHS ¥ METOJIbI IPOTHBOICHCTBUSL: =597000 (nara obpamenus: 25.08.2021)
nepBasi TeXHUYECKas SHIUKIIONEIHS : B 2 KHUrax /

A. W. benoyc, B. A. Cononyxa, C. B. llIBenos. — Mocksa:
Texuocdepa, 2019. — Kaura 1. — 1318 c. ISBN 978-5-

94836-524-4

Mboiisonn, D. be3onacHocTs certeil : yaebHOE mocodue : 2016 https://biblioclub.ru/index.php?page=book&id
[16+] / D. MbaiiBona. — 2-e u3x., uctp. — Mocksa : =429035 (mara oopamenus: 25.08.2021)
Hauunonaneneiit OtkpeiTeiii Yauepcutet « IHTYUT»,

2016. — 572 c.

Baceinst, E. A. CucteMHOE aIMUHUCTPHUPOBAHKE 2018 https://biblioclub.ru/index.php?page=book&id
nHpOpMaIMOHHAsI 0€30MacCHOCTh: yueOHOe TTocodue: =575325 (narta obpamenus: 25.08.2021)

[16+]/E. A. Baceius. — HoBocubupck: HoBocubupckuii
rOCyJapCTBEHHBIH TeXHIUECKUI yHUBepcuTeT, 2018. 79c.
ISBN 978-5-7782-3484-0. — TekcT : 31eKTPOHHBIH.

6.2. [lepuoanyeckune U3IaHUsA

1. DnextpoHHbIN xypHan «3amuTta uHpopMmarmu. Wucaiimy ISSN 2413-3582, Pexum poctyna:
http://inside-zi.ru/pages/about.html

2. DnekTpoHHbIi xKypHan «Crenrexuuka u Cesi3b», Pexxum noctyma: http://www.st-s.su/

3. DnexTpoHHBIA KypHaT «CUCTEeMBl OE30MACHOCTH CBS3H W TEJIECKOMMYHHKAIMI» —KOMITAHUS
«I'potex», Mocksa [dnextponHsiii pecypce] // URL: http://sccs.intelgr.com/

4. DNeKTpOHHBIM HAyYHO-TEXHUUECKHUH )ypHal «CrenuaibHas TeXHUKa», MOCKBa [DIeKTpOHHBIN
pecypc] // URL: http://www.ess.ru/

5. Dnexrtponnslit xypHan «b/I1» (besonmacHocts, JlocTtoBepHocts, Undopmanus), C.-IlerepOypr.
[Onexrponnsiii pecypc] / URL: http://asbgroup.ru/izdaniya/zhurnal-bdi/

6.3. UHTepHET-pecypehI

1. Caiir ®CTDOK Poccuu [Inexrponnsriii pecypc] // URL.: https://fstec.ru/

2. Caiit «I'pynma CT» r. Cankr-IlerepOypr [Dnexrponnsiii pecype] / URL: http://spymarket.com/

3. Caiit «I'pymma xkommanuii «Mackom»» T.MockBa [Dnekrponnbiii  pecypc] // URL:
http://www.mascom.ru/ (nata oopamenus: 13.06.2018).



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=428820
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=438307
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=617523
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=597000
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
http://inside-zi.ru/pages/about.html
http://sccs.intelgr.com/
http://www.ess.ru/
http://asbgroup.ru/izdaniya/zhurnal-bdi/
http://spymarket.com/
http://www.mascom.ru/
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4. Caiit 3A0 HIIL ®upma "HEJIK" r. Mocksa [Onextponnsiii pecypc] // URL: https://www.nelk.ru/
5. Caiir «HIIO 3ammra wuHbOpMamum» T. MockBa [DnektpoHHsiid pecypc] // URL:
http://www.sinf.ru/

6. Caiit xommnanum «[IpomuHpopm3ammTay r. MockBa  [DnekTpoHHbii pecypc] // URL:
http://www.profinfo.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

3aHATHS MPOBOAATCS B cieayromux ayautopusax Bal'Y (kopmyc Ne2) mo aapecy r. Bmagumup,
yi1. benokonckoii, 1. 3.

ayn. 408-2, JIekuuoHHasi ayauTOpHs, KOJUYECTBO CTyJleHUYecKux MecT — 50, miomans 60 M2,
OCHAII[EHUE: MyJIbTHMEIUHOEe 000pynoBaHue (nHTepakTuBHAs gocka Hitachi FX-77WD, npoektop
BenQ MX 503 DLP 2700ANSI XGA), nHoytOyk Lenovo Idea Pad B5045

aya. 427a-2, nabopaTopusi CETEBBIX TEXHOJOTHM, KOJWYECTBO CTYyJIEHYECKUX MecT — 14,
mIomaas 36 M2, OCHAIIEHHE: KOMITBIOTEPHBIN Kinace ¢ 8 pabounmu crannusmu Core 2 Duo E8400 ¢
BbIX0JI0M B Internet, 3 mapmpytuzaropa Cisco 2800 Series, 6 mapmpytuzaropo Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTaropa Cisco Catalyst 2950 Series, kommyTaTop
Cisco Catalyst Express 500 Series, npoekrop BenQ MP 620 P, skpaH HAaCTEHHBIH PYJOHHBIN.
JlunensuonHoe  mporpammHoe — oOecrieyeHue: — omepanuoHHas — cuctema  Windows 7
[Tpodeccuonanbuas, oducHeni maker npmioxkenuii Microsoft Office IIpodeccronanbhbli 1UIIOC
2007, OecruiaTHO pacHpocTpaHsieMoe IporpaMMHoOe oOecriedeHne: JIMHEeWKa HHTETPUPOBAHHBIX CPEJl
pa3paborku Visual Studio Express 2012, mporpammusbiii nmpoaykt Buptyanusamuu Oracle VM
VirtualBox 5.0.4, cumynstop cetu nepeaaun nanubix Cisco Packet Tracer 7.0, mHTerpupoBaHHas
cpena paspadbotku nporpammuoro odecnedenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHI| «KommnekcHas 3amuTta OOBEKTOB HMH(POpPMATH3AIMI», KOJIUYECTBO
CTyJEHYEeCKHX MecT — 15, muomane 52 M2, OocHallleHHE: KOMIIBIOTEPHBIM Kiacc ¢ 7 pabounmu
craniusmMu  Alliance Optima P4 ¢ Beixomom B Internet, xkommyrtarop D-Link DGS-1100-16
MYJIbTHMEIUHHBIA KoMIUIeKT (ripoekTop Toshiba TLP X200, sxpan HacTEHHBIN PYJIOHHBIH), TPUOOP
ST-031P «IIupanps-P» MHOroyHKIIMOHAIBHBIA TMOUCKOBBIN, HpuOOp «YiaH-2» TOUCKOBBIH,
BUOpoakycTHueckuil reneparop myma «Conata AB 1M», umuratop paboThl CpeICTB HEJIETaIbHOTO
cbeMa nHpopmanuu, padoTarouux mno paguokasany «llunosHuky, ananuzarop cnekrpa «GoodWill
GSP-827», uanukatop noinst «SEL SP-75 Black Hunter», yctpoiicTBo Gi1okupoBaHus pabOTHI CHCTEM
MOOWIBHOW  cBsi3M  «Mo3aiika-3», yCTpOHCTBO  3allUThl  TeNEe()OHHBIX IEPErOBOPOB  OT
npocnymmBanus  «[Ipokpyct 2000», nuktopon Edic MINI Hunter, mokxarop «Pomuuk-2K»
HEJIMHEHHBIM, KOMIUIEKC NPOBENCHMS aKyCTHUECKMX M BHUOPOAKyCTHYECKMX H3MepeHui «Cropyt
MuHU-A», Buaeoperucrparop uudponoit Best DVR-405, reneparop llyma «I['HOM-3»,yueOHO-
UCCIIeIOBATEIbCKUI KOMIUIEKC «CBEpXIINPOKONOIOCHbIE OeCrpoBOAHbIE ceHCOpHble ceTu» (Nano
Xaos), ckanupyromuii npueMHuK «Icom IC-R1500», anamuzarop cereit Wi-Fi Fluke AirCheck ¢
aKTUBHON aHTeHHOH. JIurensnonHoe nporpamMmmHoe obecneyenue: Windows 8 Ilpodeccnonanbhas,
opucHbli maker mnpuiokeHuid Microsoft Office [Ipodeccronanbubiii mmoc 2010, GecruiatHo
pacmpocTpaHsieMoe IMporpaMMHOE oOecrieueHue: JIMHEHKa WHTETPUPOBAaHHBIX Cpell Pa3paboTKu
Visual Studio Express 2012, uHCTpyMeHT UMUTaIMOHHOTO MozaenupoBanus AnyLogic 7.2.0 Personal
Learning Edition, naTerpupoBanHas cpeia pa3paboTku nporpaMmuoro odecreuenus IntelliJ IDEA
Community Edition 14.1.4.


https://www.nelk.ru/
http://www.sinf.ru/
http://www.profinfo.ru/
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PaGouyro mporpammy coctaBmi ‘/ zoueHt kadenpst U3U Tenbneni A.B.
O, IOIKHOCTb, TIOMHCH)
Penenzent
(npeacTaBUTENb paboTtomarens) 3amecTuTeNb PYKOBOJIUTEILSA PAIL 000
«MnudolleHTpy K.T.H. Beprunesckuit H.B.
(/ /(mcm paboTsl, 10KHOCTE, DHUO, noanucs)
[Tporpamma paccMoTpeHa u 0100peHa Ha 3aceJaHuH Ka(pe%pbx n3un
ITpotokomn Ne oT roja ?
3aBeqyromuii kadeapoi I1.T.H., mpodeccop \ /// /M.IO. Monaxos/

(PHO, ndinwcs)
v

Pa6oyas nmporpamma paccMoTpena u ogobpena
Ha 3aceJaHuM Yy4eOHO-METOAMYECKOH KOMHCCHH Ha7panneﬂux 10.03.01 «Hubopmanmonuas
0€30IacHOCTh Y

ITporoxomn Ne oT roja /
[Ipencenarennb KOMHCCHH J.T.H., Ipodeccop \ [/ /M.JO. MoHnaxos/
(éi;{O, JIOJDKHOCTB, MOJIMUCH)
y
JIMCT NEPEYTBEPXJIEHUSA

PABOYEN ITPOI'PAMMBI U CLUTLTUHBI

9 g9
Pabouas nporpamsa opofpena na Et'll_r_iff_ 12043 yuebnmil rog

[NpoTokon sacenanns kadeapu No 74 or AL ¢ j'ﬂ:j'ﬂ."m If
Saseayomnii kadeapo i, npoeccop || / il M.IO. Monaxos/
(PHO, ||u.'J\[1L:£3/ _
Pa6oyas nmporpamma ono6pena Ha 20 /20 y4eOHbIi roaa
ITpoTokon 3acenanust kadenapbr Ne oT rozia

3aBeyromuii kadeapoi

Pa6ouast nporpamma omo6pena ua 20 /20 y4eOHBIi roga

ITpotokon 3acenanus kadempsr Ne oT roaa

3aBeyromuii Kadeapoi



eamatveeva
Штамп
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JUCT PETUCTPAIIMA UBMEHEHUWI
B pab0o4yI0 IPOTrpaMMy JUCIUTLTHHBI
HAUMEHOBAHUE
00pa3oBaTeNbHOM MPOrpaMMbl HAIIPaBJICHUS IOATOTOBKHU K00 U HaumeHnosanue OII, HaTIpaBIE€HHOCTD:

HaumMeHo8anue (YKasams ypo8eHs H0O20MOBKIL)

Howmep Brecensr n3MeHEHUS B YaCTH/pa3aeibl Hcnonuurens OcHoBaHUe
HU3MEHEHUS paboueil mporpaMmsl OUO (HOMeEp U AaTa MPOTOKOJIA
3acenanus kadeapbl)
1
2
3aBenyronuii kageapoit /

Toonucw QU0




