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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenssMu  OCBOEHHSI JAUCHUIUIMHBI «METOIbl M CpEeACTBA KPUNTOTPAPUUECKOW 3aIlUThI
UHpOpMaLUNY SIBIAIOTCS O0ecleyeHue MOArOTOBKM CTYAEHTOB B COOTBETCTBMM C TPeOOBAHUIMHU
@I'OC BO 3++ u yuyebHoro ruana no Hanpasieruto 10.03.01 «MuadopmarnmonHas 6€30mMacHOCTb,
O3HAKOMJICHHE CTYJICHTOB C OCHOBAMHU TEOPUHU JBOUYHOI'O KOJMPOBAHUS, AINTOPUTMAMU CXKATHS,
MIOMEXO0YCTOWYMBOrO KoaupoBanusa. Jlucummiamna «Metoabl U CpeacTBa KpHUNTOTpaduyuecKon
3alUThl HH(OPMALMKU» pacCMaTPUBAETCs KaK TEOpeTHUYecKas W MPUKIAZAHAs AUCLUUILIMHA, JAroIlas
npezcTaBieHnuss 00 OCHOBHBIX MaTeMaTHYECKUX U ATOPUTMUYECKUX IMOAX0JaX, MPUMEHIEMBIX IS
XpaHeHMs, Mepefayd, MWCIpaBlIeHUs MH(GOPMALMK, NPEJCTABICHHOM B JIBOMYHBIX KOJaX.
JucuuruiiHa TOCBAIICHA HW3YYEHUI0 OCHOB Kpunrorpadguum u Kpunrorpaduyeckoro aHaiusa,
OPUMEHSeMbIX K 3amure MH(OopManuu B MHMOPMAMOHHBIX cucTteMax OOydaeMble 3HAKOMATCA C
MOHATHEM MHU(PPOB, CHMMETPUYHONH M aCUMMETPUYHOI Kpurnrorpaduu, 3JEKTPOHHOH MOAINHUCHIO,
XEeIIMPOBAaHMEM UM  JPYrUMHM MaTeMaTHU4ecKMMH oObekTamMM Kpuntorpapuu. HM3ydarorcs
COOTBETCTBYIOIUE KPUNTOrpahuIecKre CTaHAapThl, IPUMEHSEMBbIEC CETO/IHS B 3aIIUTE HHPOPMALIUU
B Poccun u 3a pyGexom. Ilogpobno paccmarpuBatotcs: ctannaptel RSA, DES, GOST1989, u
npyrue. Takke yaeneHO BHHMaHUE TIEPCICKTHBHBIM — HANpaBlIeHUSIM B  Kpunrorpaduu:
KpUnTorpaguueckiue MpoTOKOJIbI € pasrilalieHueM U 0e3 pasIuialleHus, TeOpHsl alroOpuTMUYECKON
CJIO)KHOCTH U OJHOCTOPOHHMX (DYHKIIHIA, CXEMBI Pa3/IeIeHUs] CEKPETa U HEKOTOPBIE WX MPUIIOKEHUS
B 331a4ax UJAECHTU(PHUKALUY U ayTeHTU(PUKALIH

3amauamMul Kypca JUCUUIUIAHBI SBIISIOTCS: O3HAKOMJICHHE C OCHOBAMHU MAaTEMaTHYECKON TEOpUU
KPHUIITOJIOTUH; NTPUOOPETEHNE HABBIKOB B MPAKTHMUYECKOM HCIIOJIb30BAaHUH, IIOCTAHOBKE U PELICHUU
3amad  mmdpoBaHus MHPOPMALMHU; TIOHUMAHWE CYTH HMH(DOPMAIMOHHBIX IPOIECCOB B
KPUNTOrpagUUECKUX CUCTEMax; IMPUMEHEHHE KOMIBIOTEPOB AJIS pelIeHMs 3ahad MHU(pPOBaHUS U
nemupoBaHusi; pa3padoTKa W HCIIOJB30BAaHME MATEMAaTHUYECKUX W BBIYMCIUTEIBHBIX MOJIENEH
nporeccoB  WM(poBaHUs UHPOpMALMM, MX ONTHUMM3alMsg U BbBIpaOOTKA  HampaBiIeHUMN
COBEPILICHCTBOBAHMS.

2. MECTO JUCUMIIJIMHBI B CTPYKTYPE OIIOII
JucuuruinHa «MeTozbl U CpeicTBa KPUNTOTpapuuecKon 3aluThl HHPOPMAIIUN) OTHOCUTCS K
o0si3aTenbHOM YacTu oOpaszoBarenbHOM mporpammbl, koja b1.0.10 OakamaBpuara HampaBJICHHS
noarotoBku 10.03.01 «uHopmarmonHas 6e30macHOCTb». B yueOHOM Mu1aHE MPeSyCMOTPEHBI BUABI
y4eOHOU JesTeNbHOCTH, 00ECIeUNBAIOIINE CUHTE3 TEOPETUYECKUX JEKIUH, 1a00paTOpHbIX padoT U
CaMOCTOSITENIbHOW paboThl CTyAeHTOB. Kypc TECHO B3aMMOCBSA3aH C JPYTMMH JUCLMITIMHAMHU
JTAHHOTO LIUKJIA.

3. IJTAHUPYEMBIE PE3YJIBTATHI OBYUYEHMUS MO JUCHUITJINHE
[Inanupyemble pe3ynbTaThl OOY4YeHHS 1O [AUCHUIUIMHE, COOTHECEHHBIE C I[UJIAaHHUPYEMbIMU
pesyabratamMu ocBoeHus: OITOIT (koMmeTeHIMSIMU U UHANKATOPaMH JTOCTHKEHUSI KOMITETCHIIH )

dopmupyemble [Tnanupyemsie pe3ynbTaThl 00y4eHHs 10 AUCLMIUIMHE, B HaumenoBanune
KOMITETCHLIUU COOTBETCTBHMHM C MHAMKATOPOM JIOCTHXKEHHSI KOMIETEHINH OLIEHOYHOTO
(kox, coneprxanue Nuauxarop PesynbTarel 00y4YeHHUs IO TUCIUTUINHE cpencraa
KOMITETCHITHH) JIOCTIIKEHHS
KOMIIETEHIIUU
(x00,
cooepoicanue
UHOUKAMopa
OIIK-3 Criocoben 3HaeT OCHOBHbIE MOHATHUS TEOPHH UHPOPMAIH
UCIIOJIb30BaTh OIIK-3.1.1 (aHTpONMS, B3aMHAasi HHPOPMALIUS, UCTOYHUKU
HEOOXOINMBIE COOOIICHHUH, KaHAIBI CBS3H, KOJIbI) TecTosrie
MaTeMaTH4YeCcKue 3HaeT MOHATHE MPOIYCKHOW CITOCOOHOCTH KaHaja ponpockl, KP
meTosl At pemenust | OITK-3.1.2 CBSI3H, IPAMYIO M OOPaTHYIO TEOPEMBI
3a1a4y KoaupoBaHus (0e3 JoKa3aTeabCcTBa)
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podeCCHOHATTEHOM
JIESATEIIEHOCTH

OIIK-3.2.1

3HaeT OCHOBHBIE METO/Ibl ONTUMAIILHOT'O
KOJIUPOBaHUS HCTOYHUKOB HH(OpMAIUH (KO
Xathdpmana) 1 MOMEXOYCTOHIUBOTO KOJAUPOBAHUS
KaHAJIOB CBS3H (JIMHEWHBIC KOJIBI, INKIIMYECKHE
KOJIbI, KOJT X3MMHHTQ)

OIIK-3.2.2

YMeeT BBIYHCIISATh TEOPETUKO-UH(DOPMALIOHHBIC
XapaKTEPUCTHKH HCTOYHUKOB COOOIICHHUI 1
KaHAJIOB CBS3U (3HTPOIUS, B3aUMHAsI
nH$OpPMAaLIMH, TPOIYCKHAsL CIOCOOHOCTD)

OIIK-3.3.1

Bnagets oOuiumu mpo0JieMbl KpUTITOJIOTHH, B
cdepe MpUMEHEHHs COOTBETCTBYIOIINX 337124,
BO3HUKAIOIIUX ITPH MOCTPOCHUU
MH(OPMAITMOHHBIX CHCTEM Pa3InIHOTO
HA3HAUCHMUS, & TAK)KE KPUTEPUU
MH(OPMAITMOHHBIX ONIEHOK (PYHKIIMOHHPOBAHUS
ATUX CUCTEM

OIIK-9 Cnocoben
MPUMEHSITh CPEICTBA
KpHUnrorpaduaeckon
Y TEXHUYECKOUN
3amUTHl HHGOPMAITIH
JUTSL PEICHUS 319
npoheCCUOHATBHOMN
JIeSITETIBHOCTH

OIIK-9.1.1

3HaTh OCHOBHBIC IOHATHS U 334a4H
KPHIITOTpahuH, MaTEMaTHIECKHE MOJIEIN
KpUNTOrpaduuecKuX CUCTEM

OIIK-9.1.2

3HaTh OCHOBHBIC BUJIBI CPEJICTB
KpunTorpaduyecKon 3auThl HHHOPMAITUT
(CK3MW), Bximrouas 010YHBIC W TOTOYHBIC CHCTEMBI
mudpoBaHusl, KPUITOrpapHUUECKIE CUCTEMBI C
OTKPBITHIM KJIFOYOM, KpUNITOTrpahuIecKue Xell-
(GyHKIMH B KpUTorpaduuecKue MPOTOKOIBI

OIlK-9.1.3

3HaTh HALIMOHANIbHBIE CTaHAAPTHI Poccuiickoil
denepanyu B 061acTu Kpuntorpaduyeckoit
3amuThl HHGOpMaIH U cepsl UX MPUMEHEHHUS

OIIK-9.1.4

3HaTh OCHOBHBIC TIOJIOKECHUS
(ocHOBoOMONAraroIMe TEOPEMBI) KPUIITOIOTHH,
BBITEKAIOIINE U3 TEOPHUH CUMMETPUYHBIX H
ACCUMETPUYHBIX KPUITOrpapHUIECKUX TTOIXOJI0B,
a Tarxke MHPOPMAIMOHHBIE KPUTEPHH OLIEHOK
(YHKIIMOHUPOBAHHS KPUIITOIpAQHUECKHX CUCTEM

OIlK-9.2.1

YMeTh pa3pabaThiBaTh U PACCUUTATh
XapaKTePUCTUKH KPUITOTPAPHIECKON 3aIUThI
WH(POPMAIIMOHHBIX CUCTEM B 3aBUCIMOCTH OT
Ha3HAUEHHS ITHX CUCTEM (KOJIMYECTBO
nHpopManum, CKOpocTh nepenaun nHGopmanum,
MPOITYCKHYIO CIIOCOOHOCTB KaHAJIOB CBSI3H,
TpeOyeMblii 00BEM aMSITH | Jp.)

OIIK-9.2.2

YMeTh IPUMEHSATh COBPEMEHHBIEC TEXHOIOTUU
Kkpuntorpaduu B 3a7a4ax o0paboTKu
nHpOpMALTUH

OIIK-9.2.3

YMeTb MPUMEHATH MAaTEMaTHICCKUE MOJIEITH JIJIS
oneHku crorkoctu CK3U

OIlK-9.2.4

VYwMmets ucnoab3zosate CK3U B
ABTOMATHU3UPOBAHHBIX CUCTEMAaX

OIlK-9.3.1

Bramers o0mumMu ipo0IeMbl KPUTITOJIOTHH, B
cdepe MprUMeHEHUs! COOTBETCTBYIOIINX 3a/1a4,
BO3HUKAIOIIUX NPU MOCTPOCHUHU
“H()OPMAITHOHHBIX CHUCTEM PA3ITUIHOTO
Ha3HAYCHHUS, & TAK)KE KPUTCPUH
“H(OPMAITMOHHBIX OIIEHOK (PYHKIIMOHUPOBAHHUS
STUX CUCTEM




4. OPBEM U CTPYKTYPA JUCHUIIJINHBI
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TpynoeMKoCTh AUCHUIUTUHBI cocTaBisieT 13 3aueTHbIX equHull, 468 yacoB

TemaTnueckuii njian
¢hopma o0yueHnusi — ouHast

Ne
/11

HanMmenoBauue teM w/uinu
pasmesoB/TeM TUCIUILTAHBI

Cemectp
Henens cemectpa

KonrakTHas pabora
oOyJaronuxcs
C TeJJarOTHYECKUM
pabOTHHKOM

Jlexun

[MpakTHvecKue 3aHATHSI
JlabopartopHbie pabOTHI

6 hopme npaxmuueckoul

n0020MoBKU

CaMocTosTenbpHas
pabora

Dopmbl
TEKYIIEro
KOHTpPOJIA

YCIIEBaEMOCTH,
hopma
IIPOMEKYTOUHON
aTTecTaluu
(no cemecmpam)

Beenenue. OCHOBHEIE 3aJ1a9u
kpuntonorud.  Kpunrtorpadus u
KpunTorpaduueckuii aHanus3

I

OTKpBITBII M 3aKPBITBIA  TEKCTHI,
KJIFOY, OCHOBHBIE CBOMCTBa (DYHKIMH
i poBaHus U engpoBaHus.

Cummerpuunble  mudpsl.  ['pynmst
MOJICTAHOBOK UM IEPECTaHOBOK.
UYuctere mmdpsl. Hudper Bmkenepa
u Beprama.

Peittunr-
KOHTpoJb Nel

OpHoOpa3oBelii  OmOKHOT. Teopema
IllernoHa 00 aOCOMIOTHO CTOHKOM
mmdpe.. [IpobGieMBl CHMMETPUYIHON
Kkpunrorpaduu.

Xem - ¢yskmuu. Xem - QyHKIWH,
YCTOHYMBEIE B C€1a0OM ¥ CHIBHOM
CMBICIIE TI0 OTHOILICHUIO K MOHUCKY
KOJIM3HHA.

4 |9-10

bnounsle Hludper. Cranpaptsl DES,
GOST1989. Tlorounsle  mHUGPEL
Crangapt AS.

4 |11-12

PeiiTunr-
KOHTpOJIb Ne2

kpunrorpadus.
AJITOPUTMUYECKOU
CI105KHOCTh

AcuMmMeTpHu4Has
Knaccsr
CJIO’KHOCTH.
MaTeMaTHYeCcKHX 3a/1au.

4 |13-14

3agaun (axropuzanuu "
JUCKpeTHOTo Jorapudma. PyHKIMA
Diinepa. RSA. DJIeKTpOHHAs
OJITHCh.

4 |15-16

Kpunrorpaduueckue IIPOTOKOJIBI.
IIpoTOKON aHOHUMHBIX BBIYMCIECHUH.
CxeMmsbl pazzenexnus ceKkpera.
Kpunrorpadgus Ha SIIHNTHYECKHX
KPUBBIX

4 |17-18

PeiiTunr-
KOHTpOJIb Ne3

Bcero 3a 4 cemecTp:

36

36

36

3auer

1

Yucteie mm¢psl. Hudpsr Buxenepa
u BepHama.

5 | 1-2

2

Mpuannn Kepkxoddcea.

5 | 34




3 Xem - ¢yHkun. Xem - (QyHKOWH,
YCTOHUYMBEIE B cIabOM H CHIHHOM I —
CMBICIIE TI0 OTHOIIEHHIO K TOUCKY | 5 56 | 4 4 9 Nol
KOJIM3HUH. [Napagoxkc o0  ;IHAX KOHTPOJIb e
POXIECHUS
4 Brounste [udpsr. 5 7-8 | 4 4 9
5 Cranmaptr GOST1989. Ilotounsie )
mudpsel. CtagmapT AS. 5 |9-10| 4 4 9
6 CHOHOCTh MAaTEMaTHYECKNAX 3a1a4. PeiliTunr-
i i 4 ; KOHTPOJIb Ne2
7 [TpoGnembr CUMMETPUYHOU _
Kpurrorpaguu. 5 1314 4 4 S
8 Crangaptel DES 5 |15-16 9
9 OnHocTOpOHHHE QYHKIIMU Peiitunr-
5 |17-18 4 4 9 KOHTPOJIb Ne3
Bcero 3a 5 cemectp: 180 36 36 81 Ik3amen(27)
1 Kpunrorpaduueckue npoTOKOIIbI. 6 1-2 4 4 9
2 [IpoTOKOJI aHOHUMHBIX BBIYUCIICHUH. 6 34 4 4 9
3 Kpunrorpadbus Ha 3IUTHITHICCKHX Peittunr-
KpUBBIX 6 56 4 4 9 KOHTpOJIb Nel
4 DNEeKTPOHHAs OJIUCH. 3] 7-8 4 4 9
5 Oynkius Ditnepa. RSA. 6 |9-10| 4 4 9
6 3agaun (dakTopuzanuu u PeviTuur-
JUCKPETHOTO Jorapugma. 6 |11-12 4 4 9 KOHTPOJIb N2
7 CxeMblI pa3fiesieHus CeKpeTa 6 |13-14| 4 4 9
8 Hpunimn Keprxoddea 6 |15-16] 4 4 9
9 pmmepsr mudpos. udp Lesaps, Pelitunr-
[ommbust 6 |17-18 4 4 9 KOHTPOIb Ne3
Bcero 3a 6 cemecTp 180 36 36 81 Ik3amen(27)
Hanuune B nucunmiimae KII/KP Ectb(5)
HToro no nucuunsinxe 3auer
Ik3ameHn(27)
468 108 108 198 KypcoBas
padorta
Ik3ameH(27)

Conepma}me JeKIMOHHBIX 3aHATHI 10 AU CHMILJIHHE

Tembl Jexkunii 4 cemecTp:
Paznen 1. Beenenue. CtanaapThl U GyHKIUHM KpUITOrpaduu

Tema 1. Bseoenue. OcrnosHuvle 3a0auu kpunmonozuu. Kpunmoepagus u kpunmoepaghuueckuti
ananus. OcHOBHBIE 3anaud  kpunrtorpaguu: ObecriedeHne KOHOQUACHIUAIBHOCTH JaHHBIX
(mpenoTBpallleHne HECAHKIMOHWPOBAHHOIO JOCTyNna K JaHHbIM). OOecnedeHue IeJI0CTHOCTU
JAHHBIX— TapaHTUX TOTO, YTO IMpH Meperadye WM XpaHEHUHU JaHHble He ObUIM MOAM(PULIUPOBAHBI
M0JIb30BaTEJIEM, HE UMEIOIIMM Ha 3TO IpaBa. ObecrneueHue ayTeHTUUKALUH.

Tema 2. Omxpvimoili U 3aKpbimulil MeKCMyl, KIIOY, OCHOBHble CB8OUCMBA (YYHKYUU
wugpposanus u Oewugposanus. OCHOBHOW Ienbl0 mpuMeHeHUs SSL cepTH(HUKATOB SBISETCS
mudpoBaHue JaHHBIX, IEpelaBaéMbIX Ha CepBep OT KIMEHTa M KIUEHTy OT cepsepa. s
oOecrieyeHns: 0€30ITACHOCTH TAKOTO COCIUHEHHsI COBPEMEHHBIE Opay3ephl HCIOJB3YIOT alTOPUTM
TLS, ocHoBanHbli Ha cepTudukarax ¢opmara X.509. JlaHHBIA aNrOpUTM TNPHUMEHSET
acCUMeTpu4Hoe MudpoBaHHe, YTOOBI CO3/1aTh KJIHOY CECCHHM JUIsl CHMMEPTUYHOrO MIM(POBAHUS.
[Tocnennee wucnonb3yeTcss HEMOCPEACTBEHHO JUIA TMepeJadyd JaHHBIX [OCJe YCTaHOBJIEHUS
3aIIAIIEHHOTO COCTNHEHNSI.
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Tema 3. Cummempuunvie wugpul. I pynnsi noOcmanoox u nepecmanogox. Yucmoie wiugpoi.
Hlugpvr Buoscenepa u Bepnama. VI3yduTh anropuTMbl CHMMETPUYHOTO M poBaHust WHGOpMaIuu
DES u I'OCT 28147-89. [103HaKOMUTBCSI C KPUTEPUSMHU OLIEHKH CBOWCTB JIABMHHOTO 3(QeKTa.
Crangaptsl U GyHKIMU KpUnTorpabuu

Tema 4. Oonopaszosviti 6noknom. Teopema I[llennona 06 abcomomuo cmouxom uwiugpe..
Ilpobnemvr  cummempuunon  kpunmoepaguu. Iudpp Bepuama (anrm. Vernam  cipher) —
crcTeMa CMHMMETpUYHOro ImmdpoBanusi, nzodperénnas B 1917 rony ['mnbeprom Bepuamom ludp
SBIISIETCS. PA3HOBUIHOCTHIO KPUIITOCUCTEMBI OJIHOPA30BbIX OJIOKHOTOB. B HEM ncrnonb3yercs OyeBa
¢ynkuus — «uckmouatomee winm». Hlupp Bepnama sBisgercs NOpUMEpPOM  CHUCTEMBI  C
a0COJIIOTHOM KpUNTOTpauiecKkol cToHKocThio. [IpM 3TOM OH cuuTaeTcs OJHOHW M3 MPOCTEHUIIUX
KPUTITOCUCTEM

Tema 5. Xew - ¢pynkyuu. Xewt - ¢pynkyuu, ycmouuugvle 8 ciabom u CUIbHOM CMbICIe NO
omuoulenuto K noucky xonausuti. VI3yunts npunuunsl padotsl «Crypton Wordy», «Crypton Excely,
MNOHATH MpoUEnypbl HUGPOBAHUS/ISITUPPOBAHUS  DJIEKTPOHHBIX JTOKYMEHTOB, IIOCTAaHOBKHU
anekTpoHHOH 1HdpoBoit moamucu (DLIII): 1. [Ipoeputs Hammume kimoya Novex Stealth B mopte
LPT na 3anHeit naHenu cucteMHOro 610ka. BeimomHuThs HacTpoiiky smyssitopa Crypton 2. OTKpBITh
nporpammy MS Word. 3. Co3parh HOBBIM 53JEKTPOHHBIM JOKYMEHT WM OTKPBITH JIH0OOH
umeronuiics. Co3aars 3amUIEHHBINA JOKyMeHT U noctaButh DI 4. O3nakomuthes ¢ padortoit [10
mactep Kimoued mmdpoBanus S. O3HAKOMHTBCS C TPOTPaMMON TECTUPOBAaHUS (PYHKUIUN
npunoxkenus: Crypton API 6. ITonyuuts HaBbiku paboTsl ¢ Crypton Disk

Paznen 2. Buabl mudpoBanusi ¥ NPOTOKOJI0B.

Tema 1. Brounvie lugpovi. Cmanoapmer DES, GOSTI1989. Ilomounvie wiugpoi. Cmanoapm
A5. V3yuuTh U peanus3oBaTh peXUMbI PabOTHl OJIOUYHBIX MU(GPOB U CXEMBI KpaTHOTO U] poBaHuUs
JUIE CUMMETpHUYHBIX anroputMmoB mmdposanus DES u 'OCT28147-89. Pexxumamu mudpoBaHus
HA3bIBAIOT PA3JIMYHBIC AITOPUTMBI 00paOOTKU JaHHBIX, IOCTPOCHHBIE HA OCHOBE 0a30BOTO peKuMa
ECB. Kpunrorpadguueckas CTOMKOCTh ITHX alTOPUTMOB ONPEICNSETCS B OCHOBHOM CTOMKOCTBIO
6a3oBoro pexuma. OnHako, OCOOEHHOCTH pa3IMYHBIX PEKUMOB IHU(POBAHUS IO3BOJIIOT
UCTIOJIB30BaTh OJOYHBIN (P AJIS pelIeHUs pa3IMyHbIX KPUITOTpapHUECKUX 3a1a4

Tema 2. Acummempuunas xpunmoepagus. Kiaccer aneopummuueckoi Cro#CHOCMU.
Cnoacnocms mamemamuveckux 3aday. VI3yuyuTb MaTeMaTHUYECKHE OCHOBBI KpPUITOTPAPUUECKHUX
METOAOB 3allUThl WH(GOpPMAlUK; OCHOBHBIE AJITOPUTMBl CHMMETPHUYHOTO M aCHUMMETPUYHOTO
mU(PPOBaHUs JAHHBIX; OCHOBBI OPraHU3AlUU CTPYKTYPbl KPUIITOCUCTEM

Tema 3. Kpunmocpaghuueckue npomokonwvl. Ilpomoxon amnonummuvix eviyucieruu. Cxemvi
pasoenenus cexkpema. Kpunmoepagua mna onnunmuueckux kpusewix. Kpunrorpapuyeckuit
nporoko (anri. Cryptographic  protocol) — 3710  aOCTpakTHBIH WM  KOHKPETHBIH MIPOTOKO,
BKJIIOYAIOLIUI HAOOp KpUnrorpapuueckux aaroputMoB. B ocHOBe MpoTokosia JeKUT Habop MpaBuil,
pErIaMeHTUPYIONUX HCIIOJIb30BaHHE KpHUNTOrpaduyeckux mpeodpa3oBaHU U aJrOpUTMOB B
MH(OPMaLMOHHBIX MTpolieccax. OYHKIUU, BUJIBI.

TeMbl Jekuu S cemecTp:
Pa3nen 1. Ctanpaprsl 1 QyHKIMH Kpunrorpadpuun

Tema 1. Yucmore wugpor. [llugpor Buscenepa u Bepnama. udp Buxenepa (dp. Chiffre de
Vigenére) — wetox monuangaBUTHOTO mH(pOBaHUS OYKBEHHOTO TEKCTa C HCIOJIb30BAaHHEM
KIIFOYEBOTO CJIOBa. DTOT METOJ sBJseTCS IpocToi (opmoit MHoroandautHoil 3amensl. [Hudp
Buwxenepa uzoOperancs MHOrokpatHo. Brepseie 3ToT Metos onucan /[xoBanu barrtucra bemnaco
(utan. Giovan Battista Bellaso) B xuure La cifra del. Sig. Giovan Battista Bellaso B 1553 romy
onHako B XIX Beke momyunn ums brieza Buxenepa, ¢panity3zckoro nurmiomara. Meron npoct s
MOHMMAHUA U pealIn3allii, OH SIBJISIETCS HEJOCTYIIHBIM JUIS POCTHIX METO/I0B KPUIITOAHATIN3a. XOTH
mudp JEerko MOHATh W peaju3oBaTh, Ha MPOTSHKEHUM TPEX CTOJIETHH OH TMPOTHUBOCTOSIT BCEM
MIOTBITKAM €0 CJIOMaTh; 4yeM | 3apabotan ums le chiffre indéchiffrable (bp. nepazeadannviii wugp).


https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D1%8B%D0%B9_%D1%88%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/1917_%D0%B3%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D1%80%D0%BD%D0%B0%D0%BC,_%D0%93%D0%B8%D0%BB%D0%B1%D0%B5%D1%80%D1%82
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D0%BB%D1%8E%D1%87%D0%B0%D1%8E%D1%89%D0%B5%D0%B5_%D0%B8%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D1%82%D0%BE%D0%B9%D0%BA%D0%BE%D1%81%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%82%D0%B0%D0%BB%D1%8C%D1%8F%D0%BD%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%92%D0%B8%D0%B6%D0%B5%D0%BD%D0%B5%D1%80,_%D0%91%D0%BB%D0%B5%D0%B7
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7
https://ru.wikipedia.org/wiki/%D0%A4%D1%80%D0%B0%D0%BD%D1%86%D1%83%D0%B7%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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MHorue Ito/Id MBITATUCh PEaTu30BaTh CXEMbI MHU(POBAHUS, KOTOPHIE MO CYTH SBISUTHCH MH(PpaMu
Buxenepa.

Tema 2. Ipunyun Keprxoghgpca. [MTprHIMT Kepkrobdca — MIPABHIIO
pa3paboTKu KpUNTOrpaUUECKUX CUCTEM, COIJIACHO KOTOPOMY B 3aCEKPEYCHHOM BHUIE AEPIKHUTCA
TOJILKO OTpeNeNEHHBI HAOOp MapaMeTpoB aIrOpuUTMa, HA3bIBAEMBIH KIIIOUOM, a CaM aJIrOpUTM
mppoBaHus T0JKEH ObITh OTKPBITHIM. J[pyrUMH c0BaMH, IIPU OLIEHKE HAAEKHOCTH MNP POBAHUS
HEOO0X0IMMO MpearosaraTb, 4YTo MPOTUBHUK 3HAeT 00 HCIONb3yeMOW cucTeMe Mu(poBaHHs BCE,
Kpome npumeHsiemMbix kintoue. [lupoko nmpumensiercs B kpunrorpaduu. Briepsble JaHHBII NPUHIUT
chopmynmposan B XIX Beke royutanackuii kpunrorpad Orroct Kepkrogpdce

Tema 3. Xew - ¢pynkyuu. Xewt - ¢pynkyuu, ycmouuugvle 8 ciabom u CUIbHOM CMbICIe NO
omuowlenuro Kk noucky koaausuii. Ilapadokc o OHax poowcoenus. VI3yduTb TPUHIUIBI pabOTHI
«Crypton Wordy», «Crypton Excel», moHsTs nponeayps! mudpoBanus/aemnGpoBaHus SI€KTPOHHBIX
JOKYMEHTOB, TOCTAaHOBKH 3JIEKTPOHHOH 1udposoit moanucu (DLIII): 1. [IpoBeputs Hannuue Kiroda
Novex Stealth B mopre LPT nHa 3amHeld maHenmu cHCTEMHOro OJIOKa. BBINIOJHUTH HACTPOWKY
amymsitopa Crypton 2. OTkpeiTh iporpammy MS Word. 3. Co3aaTh HOBBIN 3JIEKTPOHHBIN JOKYMEHT
WIH OTKPHITH 11000 umeromumiics. Co3aarh 3alMIIEHHBIA TOKYMEHT U moctaBuTh OLIL 4.
O3znakomutbes ¢ padotoit [0 macrep witouedt mudpoBanus 5. O3HAKOMHUTBCS C TPOrPaMMOI
tectupoBanus ¢pyHkiuil npunoxenus Crypton API 6. [Toxyuuts HaBbiku paboTsl ¢ Crypton Disk

Tema 4. Dnexmponnas noonuce. VI3yunts npuHmunel padotsl «Crypton Wordy, «Crypton
Excel», monsats nporneaypsl mudpoBanus/aemudpoBaHus MEKTPOHHBIX JOKYMEHTOB, TOCTAaHOBKHU
anekTpoHHON 1dpoBoit moamucu (DLIIT): 1. [Ipoeputs Hammume kimoda Novex Stealth B mopte
LPT na 3amHeil naHenu cucteMHOro 610ka. BeImoaHuTh HacTpoiiky smysstopa Crypton 2. OTKpBITh
nporpammy MS Word. 3. Co3parh HOBBIM 53JEKTPOHHBIM JOKYMEHT WM OTKPBITH JIHOOOH
umeronuiics. Co3aarh 3amUIIEHHBIA JoKyMeHT U octaButh DLIII. 4. O3nakomuthcs ¢ padoroit [10
mactep Kimouded mudpoBanus S. O3HAKOMHUTBCS C TPOTPAMMON TECTHPOBAaHUS (PYHKUIUH
npunoxkenus: Crypton API 6. ITonyuuts HaBbiku paboTsl ¢ Crypton Disk

Tema 5. @yuxyus Oiinepa. RSA. TlonmydeHwe HaBBIKOB CO3JaHUS 3amU(POBAHHOTO
COO0O0IIIeHHUs TPH MOMOIITH anropuTMa mudposanus RSA

Pa3nes 2. Buasl muppoBanusa ¥ NPOTOKOJIOB.

Tema L IIpobremvi CUMMEMPUYHOTU Kpunmoepaguu. CummeTpUdHbIe
KPHUIITOCHCTEMBI (TaK:Ke CHMMETPUYHOE MIH(PPOBAaHHE, CAMMETpUYHbIE IU(psI) (aHri. Symmetric-
key algorithm) — Crocoo M poBaHus, B KOTOPOM

Ui mudpoBanus U JemupoBaHus IPUMEHAETCST OJMH U TOT K€ KpumnTtorpadudeckuii kimod. J{o
M300peTeHNs CXeMbl ACHMMETPUYHOTO IIM(PPOBAHUS €IMHCTBEHHBIM CYIIECTBOBABIIMM CIOCOOOM
SBJISUIOCH CUMMeETpHuHOe mMdpoBanue. Kitou aaroputma JOKEH COXpaHAThCA B TalHE 00eMMHU
CTOPOHAMH, JIOJDKHBI OCYIIECTBISTHCS MEphl IO 3alllUTe JOCTyla K KaHaly, Ha BCEM IYTH
CJIEZIOBAaHUSI KPHUITOTPAMMBI, WJIM CTOPOHAMH B3aUMOJEHCTBHS IOCPEACTBOM KPUIITOOOBEKTOB,
COO0O0IIeHUH, ecIM JaHHBIA KaHall B3auMozeicTsus noja rpudom "He 11t ncnonb30BaHus TPETbUMU
aunaMu'. ANropuT™ mupoBaHUs BEIOUpAETCss CTOPOHAMH J0 Havyajia 0OMeHa COOOIIEHUSIMHU.

Tema 2. Cummempuynas Kpunmoepagusi. CUMMeETpUYHAs
kpuntorpadus (WM KpunTorpaguyeckue CUCTEMbI ¢ OTKPBITHIM KJIFOUOM) - KpunTorpadudeckas
cxema, GyHKITIN KOTOPOM 3aKITI0YAr0TCS B o0ecrieyeHnn
BO3MOXXHOCTH MIU(DPOBAHUS U/UITU DTIEKTPOHHOM 1 poBoit TIOJIMTUCH, npu KOTOpOW

OJIMH KJII0Y (OTKPBITBIM) HCIMOJIB3YeTCA U1 IMU(PPOBaHUS COOOIIEHMS] WIM TPOBEpPKU LU(POBOM
NOJNKMCH, a BTOPOW (3aKpBITHIA, HA3bIBAEMBIH TaKXKe CEKPETHBIM) KIIOY HCHOIb3YeTCs s
pacmudpoBaHus cOOOIIEHUH U 71 co3anust HUPpoBoil moanucu. CeKpeTHbIN U OTKPBITHINA KITIOUN
nojyyareiast CBsi3aHbl MKy COOOM OJHOHANpaBICHHOW (QyHKUMEH TakuM 00pa3oM, 4YTO
BBIUMCJIEHHE OTKPBITOTO KJI0Ya M3 CEKPETHOTO OCYIIECTBISETCS 3a IMOJIMHOMHAIbHOE BpeMs, a
BBIUNCJIEHUE CEKPETHOTO KJIOYa MO M3BECTHOMY OTKPBITOMY SIBJISETCS BBIYHUCIMTEIBHO CII0KHOMN
3ajaueid. B ganHbIl pa3gen kpunrorpaguu oObIYHO BKIIOYAIOT U aJrOPUTMbl OOMEHa KIIF0YaMH, TaK
KaK OHHM OCHOBBIBAIOTCS HA TEX K€ MaTEMaTHYECKUX MPUHIMNAX. 3yunTh MaTeMaTHUYEeCKHE OCHOBBI


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81_%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%BC_%D0%BA%D0%BB%D1%8E%D1%87%D0%BE%D0%BC
http://cryptowiki.net/index.php?title=%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
http://cryptowiki.net/index.php?title=%D0%A6%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
http://cryptowiki.net/index.php?title=%D0%9A%D0%BB%D1%8E%D1%87%D0%B8_%D0%B2_%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%B8
http://cryptowiki.net/index.php?title=%D0%9E%D0%B4%D0%BD%D0%BE%D0%BD%D0%B0%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
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KpUNTOrpauueckux METOJOB 3allUThl HH()OPMAIMH, OCHOBHBIC AITOPHUTMBI CHUMMETPUYHOTO U
ACUMMETPUYHOI0 MIN(PPOBAHUS JAHHBIX; OCHOBBI OPTaHU3AIMU CTPYKTYpPbI KPUIITOCUCTEM

Tema 3. Cmanoapmer DES. DES (anrn. Data Encryption Standard) — anroput™m s
cUMMeTpuYHOro ImudpoBaHus, pazpadoranHbiii ¢pupmoit IBM u yTBep)AEHHBIA MPABUTEIbCTBOM
CIIOA B 1977 rony xak odwurmanbHbiil cranaapt (FIPS 46-3). B ocHoBe ainroputma JIGKHT CETh
Oetictens ¢ 16 nuknamu (payHaamMu) ¥ KJIFOYOM, UMEIOIINUM JTMHY 56 OuT. Pazmep kitoua: 56 out +
8 mpoBepouHbIX. Pazmep Omoka: 64 6ut. Tum: Cers ®eiictens. Yucno paynnos: 16

Tembl Jexkunii 6 cemectp:
Pasznes 1. BBenenue. Cranaaprsl 1 QyHKIIUM KpUnTorpadpuu

Tema 1. Kpunmoepaguueckue npomoxonvi. Kpunrtorpadguueckuid mpoTOKON (aHTIL
Cryptographic protocol) — 510 abGCTpakTHBIA WM KOHKPETHBIM IPOTOKOJ, BKIIFOYAFOIIUI
Ha0Op KpUNTOrpahuIecKux alrOpuTMOB. B OCHOBE ITPOTOKOJIA JIGKUT  HAOOp MIpaBHJI,
pErIaMEHTHPYIONUX ~ MCIIOJIb30BaHUE KPUIITOTpaguUeCKuX NpeoOpa3oBaHUil W allTOPUTMOB B
UH(POPMALMOHHBIX MPOLIECCaXx.

Tema 2. IIlpomoxon anonumnvix evruucienuu. SSL (anri. Secure Sockets Layer — ypoBeHb
3alIMIIEHHBIX COKETOB) — KPUNTOrpaUyecKuii  MpOTOKOJ, KOTOpBIA  moapasymeBaeT —OoJee
0e30macHyo cBsi3b. OH UCIOJIB3YET ACHMMETPUYHYIO KPUIITOTPa(HIO IS ayTCHTU(DUKAIIUK KITFOUCH
oOMeHa, CHMMETpHUYHOE [MU(POBAaHUE I  COXPAHCHHS  KOH(MUICHIMAIBLHOCTH,  KOJBI
ayTeHTH(HUKAIUU COOOIIEHUH /ISl LEJIOCTHOCTH COOOIIeHUH. [IpOTOKOM MIMPOKO HCIOIB30BAJICS
Ui 0OMEHa MIHOBEHHBIMH COOOINCHHSMHU W mepenaud rojoca uepes IP (anri. Voice over IP —
VoIP) B Takux MNpWIOKEHUAX, Kak dJEKTpOHHas mouTa, uHTepHEeT-pakc u ap. B 2014 romy
npasutenabcTBo CIIIA coobmuno o6 ya3BUMOCTH B Tekymieill Bepcuu mpotokonalll. SSL nomken
ObITh MCKIIOUEH U3 paboTel B mojb3y TLS (cm. CVE-2014-3566). SSL u3HauyanbHO pa3paboTaH
xommnanueit Netscape  Communications ayist  mo0GaBienust mporokosia HTTPS B cBoii  BeO-
opay3ep Netscape Navigator. Briociencrsuu Ha ocHoBanuu npoTtokoiia SSL 3.0 6but paspaboraH u
npunsaT cragaapt RFC, momyunsmmit umst TLS.

Tema 3. Kpunmoecpaghus ua sniunmudeckux Kpugvlx. DIUTMINTHYECKAs Kpunrorpapus —
pasgen kpunrorpaduu, KOTOPBIH HM3y4aeT AaCHMMETPHUYHBIC KPHUIITOCHCTEMBI, OCHOBAHHBIC
HA DJUIMNITUYECKUX  KPUBBIX HAJ KOHEYHBIMH TMOJSAMHU. ... VICIONBb30BaHHE SJUIUNTHYECKUX
KPHUBBIX JUIL CO3/IaHUSI KPHUIITOCUCTEM OBUIO HE3aBHCHMO Jpyr OT Jpyra mpeiokeHo Humom
Kobmuuem u Bukropom Musiepom B 1985 roay.

Tema 4. 3aoauu  gaxkmopusayuu u  OuckpemHnoeo  noeapugma. JluckperHoe
norapudpmupoBanne (DLOG) — 3amaua oOpameHuss (yHKIHH B HEKOTOPOH KOHEYHOM
MYJbTHIUIMKATUBHOW Tpymme. Hawmbomee dwacto 3amady JAWCKPETHOTO JIOTapH(pMHUPOBAHUS
paccMaTpuBaOT B MYJBTUILTMKATUBHOM TPYIINE KOJNbIIA BHIYETOB MJIM KOHEYHOTO IO, a TaKKe B
TpyIIe TOYEK AUIUNTHYECKONH KPUBOW HaJl KOHEYHBIM ToJeM. OQ(GEKTUBHBIC aITOPUTMBI LIS
pelIeHus 3aJa4i JUCKPETHOTO JIorapu(MUPOBaHUS B 00IIIEM ClTydyae HEM3BECTHBI.

Tema 5. Cxemvl  pazoenenusi  cekpema. Cxema  pasmeneHusi  cekpera -
KpunTorpaduueckas cxema, MO3BOJSIONIAS PA3JIEIUTh CEKPET MEXKIY yYaCTHUKAMHU TPYIIIbI, TpU
9TOM  KaXIbld  yYaCTHHK  TIOJIy4aeT  JIONO CEKpeTa, a  HMCXOIHBIN CEKPEeT CTHPACTCH.
Bocco3nate cekpeT MOXET onpesielieHHas KOAJUIHS yYaCTHUKOB

Pasnen 2. Buabl mudpoBanns 1 NpOTOKOJIOB.

Tema 1 Ipunyun Keprxxogpgpca. [TpriHIHT Kepkroddca — MIPaBUIIO
pa3paboTKN KpUNTOrpaUIECKUX CUCTEM, COTJIACHO KOTOPOMY B 3aCEKPEUYEHHOM BHUJE JEPKHUTCA
TOJIBKO OIpe/el€HHbI Ha0op MapaMeTpoB aJIrOpUTMa, HA3bIBAEMBIN KIIIOUOM, a caM aJrOpUTM
mudpoBaHus TOHKEH OBITh OTKPBITHIM. [IpyrumMu cioBamu, MpHU OLEHKE HaJAEKHOCTH MH(POBaHUS
HEOoOXO0UMO MpeArnoiaraTb, YTO MPOTUBHUK 3HAET 00 MCMOIb3yeMON cucTeme mupoBaHUs BCE,
KpoMe npuMeHsieMbIX Kitouei. [llupoko npumensiercst B kpunrorpaduu. BrniepBbie JaHHBIN MPUHINT
chopmynuposain B XIX Beke romnanackuii kpunrorpag Orioct Kepkroddce


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D1%8C_%D0%A4%D0%B5%D0%B9%D1%81%D1%82%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%BE%D0%BA%D0%B5%D1%82_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D1%8B%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/IP
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/VoIP
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/SSL#cite_note-1
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/Netscape_Communications
https://ru.wikipedia.org/wiki/HTTPS
https://ru.wikipedia.org/wiki/Netscape_Navigator
https://ru.wikipedia.org/wiki/RFC#%D0%A1%D0%BE%D0%B4%D0%B5%D1%80%D0%B6%D0%B8%D0%BC%D0%BE%D0%B5_RFC
https://ru.wikipedia.org/wiki/TLS
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%80%D0%B0%D1%82%D0%BD%D0%B0%D1%8F_%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0
https://ru.wikipedia.org/wiki/%D0%93%D1%80%D1%83%D0%BF%D0%BF%D0%B0_(%D0%BC%D0%B0%D1%82%D0%B5%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B8%D0%BA%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0_%D0%BA%D0%BE%D0%BB%D1%8C%D1%86%D0%B0_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BB%D1%8C%D1%86%D0%BE_%D0%B2%D1%8B%D1%87%D0%B5%D1%82%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%BB%D0%B8%D0%BF%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D0%BA%D1%80%D0%B8%D0%B2%D0%B0%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/XIX_%D0%B2%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%9E%D0%B3%D1%8E%D1%81%D1%82_%D0%9A%D0%B5%D1%80%D0%BA%D0%B3%D0%BE%D1%84%D1%84%D1%81
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Tema 2. Ilpumepvr wugpos. [lugp Lezaps, Ionubus. udp Lesaps -- 310 BuA mudpa
MOJICTAHOBKH, B KOTOPOM KaX/IbIii CHMBOJI B OTKPBITOM TEKCTE 3aMeHsieTcsl OyKBOM, HaXoAs1Ieics Ha
HEKOTOPOE MOCTOSIHHOE YHCIIO IO3HIIMHI JIeBee WU MpaBee Hero B andasure. Hanpumep, B mmdpe co
casurom 3, A Owuta Obl 3aMeHeHa Ha I, b cranet /I, u tak nanee. [lludp Ha3BaH B 4eCTh pUMCKOTO
umneparopa ['as FOnus Lle3zapsi, MCHONIB30BaBIIETO €ro s CEKPETHOW MEPENUCKH CO CBOUMU
renepanamu. lllar mumdpoBanus, BeimonHsembldd mudppom Llesaps, yacTo BKIIOYAeTCS Kak 4acTh
0oJiee CIOXKHBIX CXEM, TaKuX Kak mudp BuxkeHepa, u Bce eile UMeeT COBPEMEHHOE MPHIIOKECHUE B
cucreMe ROT13. Kak u Bce MonoandaButHeie mudpel, mudp Llezaps nerko B3iaMmbIBaeTcs U HE
MMeEET MPaKTUYECKH HUKAKOTO MPUMEHEHHUsI Ha MPAKTHUKE.

Couepmaﬂne J'IaﬁOpaTOPHLIX 3aHSATHH N0 JUCUHUILIHHE

Tembl J1abopaToOpHBIX padoT 4 cemecTp:
Jlabopamopnasa pavoma Nel. Tema 1: Accumempuunas kpunmozpagus.
Jlabopamopnas paboma Ne2. Tema 2: @ynxkyuu Iitrepa. RSA.
Jlabopamopnas paboma Ne3. Tema 3: Cmanoapmur DES.
Jlabopamopnas paooma Ned. Tema 4: brounvie wiughpor.

Tembl 1a060paTOpHBIX padoT 5 cemecTp:
Jlabopamopnas paboma Nel. Tema 1: Ilugpp I]ezaps.
Jabopamopuasn  paboma Ne2. Tema 2: Ilugpposanue paiinos. Hemevipe
Kpunmonpumumuea.
Jlabopamopuas paboma Ne3. Tema 3: Muozopaynooeoe wiugposanue.
Jlabopamopnasa paboma Ned. Tema 4: Kpunmozpagpuueckue mecmut (NIST).

Tembl 1a00paTOpHBIX PadoT 6 cemecTp:
Pa3nen 1. 'enepanus kiao4vei.
Jabopamopnas paboma Nel. Tema 1: Xow-pynkuun. Inekmponnas noonuce.
Jlabopamopnaa  paboma  Ne2. Tema 2:  T'enepamop ncegooCnyuaiHvlX
nocnedogamenvHocmelil.
Jlabopamopnas paboma Ne3. Tema 3: I'enepauusn knroueil.
Jlabopamopnas paboma Ned. Tema 4: Apughmemuka c OnNunHBIMU YeTLIMU.

5. OHEHOYHBIE CPEJACTBA JJIsl TEKYHIEI'O KOHTPOJISI YCIEBAEMOCTAN,
MNPOMEXYTOYHOM ATTECTAILIMHA IO U'TOT'AM OCBOEHUSA JUCIHATLIIAHBI
U YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSTEJIbBHOM PABOTHI
CTYJAEHTOB
5.1. Tekyuuii KOHTPOJIb yCIIeBaeMOCTH
Bonpocs! peiiTuHr-kouTpoas Nel ns cemecrpa 4:
e OcHoBHBIE 3371241 KpunTorpadguu u kpuntoananusa. [lonstiue kpunronpeodpazoBanus. Kparkas
CIIpaBKa MO UCTOPUU BOSHUKHOBEHMSI U Pa3BUTUS, U COBPEMEHHOMY KPUIITOTpa(uH.
o [loHsiTHE HECUMMETPUN MAaTEMATUYECKUX ONEPALNNA U TPYAOEMKOCTb 3JIEMEHTAPHBIX
MaTEMaTHUYECKUX ONEpalti.
e [loHsATHE KPUNITOCHCTEMBI.
e TUnbl KPUITOCUCTEM.
e KpunrTocuctemsl ¢ OTKPBHITHIM KIHOYOM

Bomnpocsl pedTHHr-KOHTPOJIst Ne2 1Jist cemecTpa 4:
OcHOBHbBIE MaTeMAaTUYECKUE TTOHATHUS 11 KOHEYHOT'O TI0JIs, XapaKTeprUCTUKA MOJIS.
Bo3MOKHOCTE TOCTPOEHUSI KOHEUHOTO MOJISI C HEOOXOIMMBIM YHCIIOM 3JIEMEHTOB.
MynbTHIUTMKATUBHAS TPYyIINa KoHeuHOoTo Toist. O0pa3zyromue. JIucKpeTHBIH Jorapudm
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e [lopsnok MHOrowIeHa HaJl KOHEYHBIM IIOJIEM.
e KOHCTpyKIIMS KOHEUYHOTO MO U3 pn 3JIEMEHTOB.
e [lceBnociy4aiiHbIe TIOCIEIOBATEIBHOCTH U UX IPUMEHEHHUE B KPUIITOT paduu.

Bonpocs! peiiTuHr-koHTpOoas Ne3 s cemecrtpa 4:
[IceBnocmyuaitHbie TOCTIEAOBATEIHPHOCTH M UX TIPUMEHEHUE B KPUIITOTpaduu.
Anrebpa mocneaoBaTeTbHOCTEH Hal KOHSYHBIM TIOJIEM.
Jlunelinbie peKyppeHTHBIE MTOCIEI0BATEILHOCTH Ha/l KOHEUHBIM MOJIEM.
AHHYJTUPYIOIIHE MHOTOYJICHBI.
Peructp cnpura.
e DKCHOHEHIHUAIbHBIN OTKPBITHIA KITIOY.

Bomnpoce! peiiTuHr-kouTposis Nel qiis cemecrpa S:
e (CBoiicTBa penIeHU JIUHEHHOTO PEKYPPEHTHOIO YPABHEHUS.
e CyMMBI ¢ XapaKTepamH.
e MakcumanbHbIe IMHEHHbIE PEKYPPEHTHBIE MOCIIEIOBATEILHOCTH KaK ICEeBIOCTyUYaliHbIe
[0CJIEI0BATEIbHOCTH.

Bonpocs! peiiTuHr-KoHTpOJIsA Ne2 it cemecTpa S:
AHHYJTUPYIOIINE MHOTOYJICHBI.
Peructp cnpura.
OKCIMOHEHIIMAJIbHBIA OTKPBITHIN KIIIOY.
Brruucienue TUCKpeTHOTro jJorapudma.
Yucno nosiBiaeHuit HA0OPOB (PUKCUPOBAHHOM JUTMHBI HA TTOJIHOM MEPUOJIE PEKYPPEHTHOM
MOCJIEJOBATEIILHOCTH.

Bonpocs! peiiTuHr-kouTpoasa Ne3 nis cemecrpa S:
° I[I/ICerTHI)IG OTO6pa)KCHI/I$I W MMPU3HAKH Xa0TUYHOCTH YUCJIOBBIX PAIOB.
e Metozas! kpunTorpaduu Ha OCHOBE COPTUPOBKU JETEPMUHUPOBAHO-XAOTUYECKUX PAIOB.
e Metoas! KpunTorpaduu Ha OCHOBE MapHbIX CPABHEHUH YHMCEN B AETEPMUHUPOBAHO-XA0TUYECKUX
YHUCIOBBIX pAax.
e Creranorpagus.

Bonpocs! peiiTuHr-kouTposs Nel ais cemecrpa 6:
e [lonsTue snexTpoHHOU oaAnHCcH. HE0OX0IMMOCTh JIEKTPOHHON MOAMUCH B KPUIITOCUCTEMAX C
OTKPBITBIM KIIIOUOM.
e Maremarnyeckasi TEOpHs TPYII KAK OCHOBA COBPEMEHHBIX KPUIITOCUCTEM.
e JluckperHble 0TOOpaXKeHHsI U MPU3HAKU XaOTUYHOCTH YUCIIOBBIX PSJIOB.
e AHHYJIUPYIOIIHE MHOTOUJIEHBI.

Bonpoce! peiiTuHr-KOHTPOIsA Ne2 st cemecTpa 6:
Anrebpa nocnenoBaTeIbHOCTEH Hal KOHEYHBIM TOJIEM.
JInHeliHbIE peKyppPEHTHBIE MTOCIIEN0BATEIbHOCTH Ha/l KOHEYHBIM ITOJIEM.
KoHcTpyKIHs KOHEUYHOTO TOJISL U3 pn JIEMEHTOB.
CBoliCTBa pELICHNH TUHENHOTO PEKYPPEHTHOTO YPABHEHMUS.
CyMMBI C XapaKkTepaMmH.
MakcumanbHble TUHEHHBIE PEKYPPEHTHBIE ITOCIIEI0BATEIbHOCTH KaK IICEBAOCTyYaliHbIE
IIOCJIEI0BATEIbHOCTH.
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Bonpocs! peiiTuHr-koHTpOasa Ne3 niist cemecrtpa 6:
e OILEHKH U KPUTEPUH CIOKHOCTH aITOPUTMOB KpUIITOTpaduu.
e KpunroaHains u alropuTMHUUECKUE HEPA3pEIIUMbIE TPOOIEMBI.
e OcoOEeHHOCTH Xa0TUYECKUX CUCTEM.
e BpluncineHue AMCKPETHOro Jorapugma.
e UYycno nosBieHn HaOOpoB (PUKCUPOBAHHON JJIMHBI HA IOJHOM IEPUOJE PEKYPPEHTHOM
II0CJIEI0BATENBHOCTH.

5.2. HpOMe)KyTO‘lHaﬂ aTrrecranusd 1o uToraM OCBOCHUA JUCHUIIJIHHBI

IIpumepHBbIii IepeyeHb BONIPOCOB K 3a4eTy 4 ceMecTp
e OcHoBHbIE 321241 Kpunrorpadguu u kpunroananusa. [lonstue kpunronpeodpazoBanus. Kparkas
CIpaBKa 10 UCTOPUU BO3HUKHOBEHMSI U Pa3BUTHUS, U COBPEMEHHOMY KpuUnTorpapumu.
e [lonATHE HECUMMETPUN MAaTEMATUYECKUX ONEPALUN U TPYAOEMKOCTb 2JIEMEHTAPHBIX
MaTeMaTUYECKUX ONEPALUi.
e [loHATHE KPUNITOCUCTEMBI.
e TUIBI KPUIITOCUCTEM.
e KpunTocucremsl ¢ OTKPBITHIM KIHYOM
e JloHsaTHE 351eKTPOHHOM noanucu. Heo0XoauMOCTh 371€KTPOHHOM MOANUCH B KPUIITOCHCTEMAX C
OTKPBITBIM KIIFOUOM.
Maremarnueckast TEOpUs IPYIIIT KaK OCHOBA COBPEMEHHBIX KPUIITOCUCTEM.
OcHOBHbBIE MaTEMATUYECKUE TIOHATHUS U1 KOHEYHOT'O TI0JIs, XapaKTepUCTUKA MOJIS.
CaolicTBa peleHU IUHEHHOTO PEKYPPEHTHOIO ypaBHEHUSI.
CyMMBI ¢ XapakTepamH.
MaxkcuManbHble JIMHEHHBIE PEKYPPEHTHBIE I10CIIEI0BATEIBHOCTH KaK IICEBIOCITYYaiHbIE
IIOCJIEI0BATEIIbHOCTH.
JluckperHble 0TOOpaKeHUS U IPU3HAKU XaOTUYHOCTU YUCIIOBBIX PSAJOB.
AHHYJIUPYIOIIME MHOTOUJICHBI.
AHHYJIHPYIOIIME MHOTOUJICHBI.
Peructp cnBura.
OKCIOHEHIMAJIBHBIN OTKPBITHIM KIIFOU.
Beruucienue quckperHoro jgorapudma.
Yucno nosiieHnit HA00pOB (PUKCUPOBAHHOM JUTMHBI HA TOJIHOM MEPUO/IE PEKYPPEHTHOM
IIOCJIEI0BATEIbHOCTH.

IIpumepHBbIii NepedYeHb BONMPOCOB K IK3aMeHY S ceMecTp
e B03MOXHOCTh IOCTPOEHUSI KOHEUHOTO MOJISI ¢ HEOOXOJUMBIM YHCIIOM 3JIEMEHTOB.
e MynbpTHIUIMKaTUBHAS TpyNIa KOHEYHOro nosst. O6pasytromue. J{uckpeTHslil torapupm
e ['pynmnbl nepecTaHOBOK U MOJICTAHOBOK B Kpumnitorpaduu. /[BoiictBeHHOCTh. Teopema o
COXPAaHEHUHU SHTPONUHU JUIsl IU(POB MOACTAHOBKU U MEPECTAHOBKH.
Omnpenenenne kpuntorpadguueckux cucreM no lllennony. [Ipumeps! mmdpos no LllenHony.
[Mudp Buxokenepa (I'ammuposanue). B3nom 'ammupoBanusi.
[Mudp Bepnama. OgHopa3oBslii 6;10kHOT. Teopema 06 aOCoIIOTHO CTOHKOM Iudpe.
Knaccsl cnoxHOCTH anropuTMoB U 3aj1ad. [Ipumepsr.
OpnHocTopoHHMM (PyHKUMU. 3aaun-KaHIUAATHl B OJHOCTOPOHHUH (DYHKIIHU.
dyHkMu Ditepa u ee cBoricTBa. Teopema JDitniepa u teopema depma.
®dakTopu3anys Lea0ro Yucia.
ITopsimok MHOTOWIEHA Ha/l KOHEYHBIM IIOJIEM.
KoHCTpyKIMs KOHEYHOTO TOJIS U3 PN DJIEMEHTOB.
[IceBnocmyuaiiHble MoCae10BaTEILHOCTH U UX IPUMEHEHUE B KpUNTOrpaduH.
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Anrebpa mociie1oBaTeIbHOCTEH Ha/l KOHEUHBIM TTOJIEM.

Jlunelinble peKyppEeHTHBIE MOCIEI0BATEILHOCTH Ha/l KOHEUHBIM MOJIEM.
KoHcTpyKIiMs KOHEUHOTO TOJISE U3 PN JIEMEHTOB.

[IceBnocayuaitHbie TOCTIEAOBATEIPHOCTH M UX MIPUMEHEHUE B KPUIITOTpaduu.
Anrebpa mocneaoBaTeIbHOCTEH Hal KOHSYHBIM TTOJIEM.

Jlunelinbie peKyppeHTHBIE MTOCIEI0BATEILHOCTH Ha/l KOHEUHBIM MOJIEM.
AHHYJTUPYIOIINE MHOTOYJICHBI.

Peructp cnpura.

DKCIMOHECHIIMATbHBIA OTKPBITHIN KIIFOY.

Brruucnenue 1ucKpeTHoro Jorapudma.

Yuciio nosiBjeHU HaOOPOB (PMKCUPOBAHHOM JUIMHBI Ha TIOJIHOM MIEPHOJIE PEKYPPEHTHOM

nOoCICA0BATCIBbHOCTH.

IIpumepHBbIii IepeyeHb BONPOCOB K IK3aMeHY 6 cemecTp

CBolicTBa peleHu JIMHEHHOTO PEKYPPEHTHOI'O YPAaBHEHUS.
CyMMBI ¢ XapaKkTepamH.
MaxkcuManbHble JINHEHHBIE PEKYPPEHTHBIE I10CIIEI0BATEIBHOCTH KaK IICEBIOCIYYaliHbIE

noCICaA0BAaTCIBbHOCTH.

JluckperHble 0TOOpa)keHUs U IPU3HAKU XaOTUYHOCTU YUCIIOBBIX PSAJIOB.
Mertoap! kpunTorpaduu Ha OCHOBE COPTHPOBKH JIETEPMHUHUPOBAHO-XAO0THUECKUX PSJIOB.
Mertoap! kpuntorpaduu Ha OCHOBE MAPHBIX CPABHEHHUI YHCEN B AETEPMUHUPOBAHO-Xa0THYECKHIX

YHUCJIOBBIX psAaax.

Creranorpadus.

O1LeHKH U KPUTEPUHU CIIOKHOCTH aJITOPUTMOB KPUITOTpaduH.

Kpunroananus u anropuTMu4eckrue Hepa3pernMble IPOOIIeMBI.

Oco0eHHOCTH Xa0TUYECKUX CUCTEM.

JuckpetHblit Torapudm B KOHEUHBIX ToJsiX. [Iporokon uddu-Xemmvana.

Anroputm RSA.

DneKTpOHHas MOJNMUCH B aCCUMETPUUHBIX CXeMax U ee cBoiicTBa. C xem QyHKIUIMHU U 6€3.
Xem QyHKIMH U uX cBoicTBa. Kpunrorpapuueckue xem-gyHKINN.

Kpunrorpaduueckre npoToKoIbI.

WuTepanonauys MHOrowieHaMH. Teopema o CylecTBOBaHUM U €JUHCTBEHHOCTH MHOI'OWIEHA.

Cxema paznenenus cexkpera [llammupa.

OnektpoHHble neHbru. Heorcnexnpaemocts. Cxema llayma-Ilenepcana.
Crangaptel DES 1 I'OCT briounbix mmgpoB. ApXUTEKTYpHBIH U CPAaBHUTEIbHBIA aHAIIN3

mudpos.

bnounsie mmdpsel. PexxuMel paboT 6;109HBIX HIH(POB.
[TorokoBbIe MIUQPHI.
Kpunrorpaduueckue monenu 6e3onacHOCTH. Mozienb CUMMETPUYHOTO MIMPPOBaHUS,

ACCUMCTPHUYHOT'O U MOICIIb I[OJ'ICB'E[O.

5.3. CamocTosiTes1bHasi padoTa 00y4aromerocs.
I[IpumepHbIe TeMBbI KYpcoBOii padoThl 5 cemecTp

1
2.
3.
4
5

[TporpammMHas peanuzanus mWU(POB 3aMEHBI.

[TporpamMmHas peanuzanus HUGPOB NEPECTAHOBKU.

[Tporpammuas peanuzanus mugpa [lneridepa.

[TporpammHas peanuzanus mudpa Xusia.

Pa3paboTtka mmdpa, OCHOBAHHOTO Ha KOMIO3MILIMHU IIH(pa 3aMEHbI U NEPECTAaHOBKH, C OLIEHKOM

€ro KpUITOCTOMKOCTH.

6.

Amnanu3s kpunrocroiikoctu 01ounbix kpunrocuctem (TOCT 28147-89, DES, IDEA, AES).
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7. ANTOpUTM 3JIEKTPOHHOHN IIM(PPOBOI MOANMCH Ha OCHOBE PELICHUsI CUCTEMbI CPaBHEHHIH.

8. Amnanm3 MEeTOJO0B COKpAIEHUS JUTMHBI SJICKTPOHHOU TU(PPOBOI TOMUCH.

9. ANTOpUTMBI KOJUIEKTUBHOHN 3JIEKTPOHHOH M(POBOI MOATUCH.

10. AnropuT™Mbl KOMITO3UITMOHHOW AJIEKTPOHHON ITU(POBOM MOITHCH.

11. CpaBHUTENBHBIN aHAINU3 COBPEMEHHBIX MPOTPAMMHBIX, TPOrPAMMHO-ANIAPATHBIX U allapaTHBIX
CpEeACTB KpUNTOrpapuuecKon 3auThl HHGOpMALIUU.

12. PazpaboTka cxeMbl KpHUNTOTpauUYecKoro TeHepaTropa, OCHOBAHHOTO HAa KOMOMHHMPOBAHUHU
LFSR-renepatopoB, ¢ OIEHKOM €ro KayecTBa.

13. Pa3paboTka cxeMbl KpUNTOrpauuecKkoro TeHepaTopa, OCHOBAHHOTO Ha KOMOMHHPOBAHHUH
KOHI'PY?HTHBIX T€HEPaTOPOB, C OLIEHKOH €ro KayecTna.

14. Onenka kayecTBa KpUNTOrpauIecKux reHepaTopoB, OCHOBAHHBIX Ha anropuTMax OudoHayyu.
15. Anroputmsl cienoii anexkTporHon nudposoi noanucu. (CJIMBKA)

16. CpaBHUTENBHBIN aHAIN3 ATOPUTMOB (POPMUPOBAHUS XAII-(PYHKIUH.

17. CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

18. CpaBHHTENBHBIN aHAIN3 KPUNTOTPa()UIECKUX MPOTOKOJIOB PACIpEIEIICHUs KITFOUeH.

19. Pa3paboTka cucteMbl ayTeHTH()UKALMHU MOJIb30BaTeNeil CeTH Nnepefadn JaHHbIX

Bonpocsl n 3a1aHu 111 CAMOCTOATEJIbHON PadoThI CTY/AEHTOB 4 ceMecTp:
e Kakue ocHOBHbIE MOJIENIU ITU(POBBIX aBTOMATOB UCIIOJIb3YIOTCS B KpUnTorpaduu?
e OcoOenHoctd  (QYHKUMOHHPOBAHUS M B3aUMOJACWCTBHUA  LU(DPOBBIX  aBTOMaTroB B
KpUINITOTpaHUIeCKUX CUCTEMaX.
e OnHOMEpHBIC U MHOTOMEPHBIE TUCKPETHBIC OTOOPaKCHHU S, IPUMEPHI;
e MeToapl MUHUMHU3ALMU U KX COIIOCTABUTENIbHBIN aHAIH3?
e CII0)XHOCTh AJITOPUTMOB Kpunrorpaduu. Kpurepun u oneHku;

Bonpocs! u 3a1anus 1Jis1 CAMOCTOAITEILHOI padoThI CTYAEHTOB 5 ceMecTp:

e AJNTrOpUTMBI, YHUBEPCAIbHbIE AITOPUTMUUECKUE CUCTEMBI, JOCTOMHCTBA U HEJIOCTATKU;
e (OCHOBHbIC MTOHSTHS U ONPEACICHHUS, SKBUBAJIEHTHOCTb AJITOPUTMOB.
e BpemeHHas 1 eMKOCTHas CJIOKHOCTb aITOPUTMOB.
e Oco0eHHOCTH MHOTOSIIEPHBIX MPOIIECCOPOB.
e (CorIoCTaBUTEIbHBIN aHATHN3
Bonpocsl 1 3a1aHu I CAMOCTOATEIbHON PadoThl CTYIEHTOB 6 ceMecTp:
e OCHOBHBIE COOTHOIIICHUS 3aTpaT MaMsATH U BPEMEHH.
e ABTOMATHI HAa OCHOBE TUCKPETHOTO 0TOOpaxeHus JlopeHia, JOCTOMHCTBA U HEJOCTATKH;
e ABTOMAaThI Ha OCHOBE 0TOOpaxkeHul TentMap n XeHoHa, COITOCTaBUTENbHBIN aHATH3.
e (CoIoCTaBUTENbHBIN aHAIN3 aITOPUTMOB KPUTIITOAHAIN3a, OIEHKH CII0OKHOCTH;
e [lepcriekTUBBI KPUNITOAHAIN3A U AJITOPUTMUYECKU HEPA3PEIIUMBI TIPOOIEMBI.
6. YYHEBHO-METOAUYECKOE U THOOPMAILIMOHHOE OBECIIEYEHUE
AACHUITJINHBI
6.1. Knuroo6ecneueHHOCTH
HanmeHnoBanue nurepaTypbl: aBTOp, Ha3BaHUE, T'on KHUT'OOBECITEHEHHOCTD
BU/I U3/IaHUSI, U3ATEIIbCTBO M3JIaHAA | Hanyuue B 91EKTPOHHOM KATAIONe
9bC
OcHOBHas auTeparypa
Kotos, 10. A. Kpuntorpaduueckiue METOBI 3aLHTHI 2017 https://biblioclub.ru/index.php?page=book&i
nHpopManuu: cranaapTHsie MU psl. [Huppsl ¢ OTKPHITEIM d=574782 (mara obpamenus: 14.09.2021)
kirodoM : [16+] / FO. A. Kotos. — HoBocubupck:



https://biblioclub.ru/index.php?page=book&id=574782
https://biblioclub.ru/index.php?page=book&id=574782
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HoBocubupckuii rocy1apcTBeHHbIN TEXHUUSCKHNA
yauBepcuteT, 2017. — 67 ¢.— ISBN 978-5-7782-3411-6

Maiicrpenko, H. B. OcHOBBI Teopun HHGOPMAIIHH U 2018 https://biblioclub.ru/index.php?page=book&i
Kpunrorpaduu: yaeOHOE SJEKTPOHHOE U3TaHUE / d=570354 (mara obpamenus: 14.09.2021)
H. B. Maiictperko, A. B. Maiicrpenko. — Tam0o0B:

TamOo0BCKHIf TOCYIapCTBEHHBIA TEXHIYSCKUH YHUBEPCUTET
(TI'TY), 2018. — 81 c. — ISBN 978-5-8265-1950-9

Dopoysan, b. A. MaremaTuka kpunrorpaduu i Teopus 2016 https://biblioclub.ru/index.php?page=book&i
mmdpoBanus: yueoHoe mocoodue: [16+] / B. A. dopoy3aHh. d=428998 (nara obpamenus: 14.09.2021)
— 2-e w311., ucnp. — Mocksa: HanimonanbHei OTKPBITHIH
Yuugepcurer «MHTYUT», 2016. — 511 c. — ISBN 978-5-

9963-0242-0
Jlanonuna, O. P. Kpunrorpadudyecknue 0CHOBBI 2016 https://biblioclub.ru/index.php?page=book&i
6e3zomacHocTu: yuebHoe nocodue: [16+] / O. P. Jlanonuna. d=429092 (nara obpamenus: 14.09.2021)

— Mocksa: HanmonanbHb1 OTKPHITEI Y HUBEpCUTET
«MHTYUT», 2016. — 244 c.— ISBN 5-9556-00020-5

Koros, 10. A. Tlpusnoxenus mudpos: Kpunroananmus: [16+] 2019 https://biblioclub.ru/index.php?page=book&i
/ 1O. A. KotoB; HoBocnbupckuii rocy1apCTBEHHBIH d=575479 (mara obpamenus: 14.09.2021)
TeXHUYecKuil yHuBepcutet. — HoBocuOupcek:

HoBocubupckwii rocy1apCTBECHHBIN TEXHUUECKUI
yHuBepcuteT, 2019. — 76 c. — ISBN 978-5-7782-3902-9

JononHuTenpHas Jureparypa

Kuay®6, JI. B. TeopeTHKO-YHCIEHHBIE METO/IBI B 2011 https://biblioclub.ru/index.php?page=book&i
kpunrorpaduu: yaebHoe nocodue / JI. B. Kuayo0, d=229582 (nara obpamenus: 14.09.2021)
E. A. HoBuxos, 10. A. IllutoB; Cubupckwuii ¢hemeparbHbIit
yHuBepcureT. — KpacHosipck: Cubupckuii penepanbHbIi
yauBepcureT (COVY), 2011. — 160 c. — ISBN 978-5-7638-

2113-7
ArpanoBckuii, A. B. Ilpaktiueckas kpunrorpadus: 2009 https://biblioclub.ru/index.php?page=book&i
ANTOPUTMBI U HIX TIpOrpaMMupoBanue: [16+] / d=117663 (nara obpamenus: 14.09.2021)

A. B. Arpanosckuii, P. A. Xaau. — Mocksa: COJIOH-
ITPECC, 2009. — 256 c. — ISBN 5-98003-002-6

6.2. IlepuoanyecKkue U3AaHUs
1. Kypnan «Bompocst 3aIHUTHI uHpOpMaIINY. Pexum JIOCTyTa: http://i-
vimi.ru/editions/detail.php?SECTION_ID=155/;
2. Xypuan ‘"Information Security/UHdopmanmonnast ©Oe3omacHocTh". Pexum  poctymna:
http://www.itsec.ru/insec-about.php.

6.3. UuTepHeT-pecypcbl
O6pazoBarenbHbiil cepBep kageapsl U3U.— Pexxum noctyma: http://edu.izi.vlisu.ru
WNudopmannonHas obpazoBarenbHas ceTb.- Pexxum noctyna: http://ien.izi.vlsu.ru
BuyTtpuBy3oBckue nznanus Bnl'Y.— Pexum noctymna: http://e.lib.vlsu.ru/
MHTYUT. HaunoHanbHbIN OTKPBITHINA YHHBEpCHTET.— Pexxum moctyma: http://www.intuit.ru/

NS

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

3aHsTUs TPOBOAATCA B cienyromux ayauropusax Bal'y (kopmyce Ne2) mo agpecy r. Bnaaumup,
yi1. benokoHcko#, 1. 3.
ayna. 408-2, JIeKunoHHasi ayIUTOpHUs], KOJIMYECTBO CTyaeH4Yecknx mecT — S50, mromanas 60 m2,

OCHAIIIEHHE: MYJIbTUMEINHHOE 00opyaoBaHue (MHTepakTHBHAsA gocka Hitachi FX-77WD, npoekTtop
BenQ MX 503 DLP 2700ANSI XGA), nHoytOyk Lenovo Idea Pad B5045.

ayn. 427a-2, nabopatopus CETEBbIX TEXHOJOTHI, KOJMYECTBO CTYJACHUECKUX MecT — 14, momaas
36 M2, ocHalIeHHe: KOMITBIOTEPHBIN Kiacc ¢ 8 pabounmu cranuusmu Core 2 Duo E8400 ¢ Beixomom
B Internet, 3 mapupyrtuzaropa Cisco 2800 Series, 6 MmapuipytuzaropoB Cisco 2621, 6 KOMMyTaTopoB
Cisco Catalyst 2960 Series, 3 kommyTtaropa Cisco Catalyst 2950 Series, kommyTaTtop Cisco Catalyst



https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=428998
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=429092
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=575479
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=229582
https://biblioclub.ru/index.php?page=book&id=117663
https://biblioclub.ru/index.php?page=book&id=117663
http://mmcm.bmstu.ru/information/
http://mmcm.bmstu.ru/information/
http://www.intuit.ru/
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Express 500 Series, mpoexktop BenQ MP 620 P, skpan HacTeHHBId pyJnOHHBIA. JIuleH3MOHHOE
nmporpamMmHoe obecrniedeHue: omepannonHas cuctemMa Windows 7 ITlpodeccnonanbHas, oducHBIM
naker npwiokeHuit  Microsoft  Office  Ilpodeccuonansubii  mmoc 2007,  GecriaTHO
pacrpocTpaHsieMoe NporpaMMHOE oOOecredeHre: JMHEWKa HHTETPHUPOBAHHBIX Cpel Pa3pabOTKU
Visual Studio Express 2012, nporpammusblii npoaykt Buptyanusanuu Oracle VM VirtualBox 5.0.4,
cumynsaTop cetu nepenaun aanHeix Cisco Packet Tracer 7.0, uHTerpupoBaHHasi cpena pa3paboTKu
nporpammuoro obdecrieuenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHIL| «KowmmekcHas 3ammra OOBEKTOB HH(POpPMATHU3ALUN», KOJIUYECTBO
CTYJEHYECKMX MecT — 15, miomans 52 M2, ocHalleHHe: KOMIIBIOTEPHBIM Kilacc ¢ 7 pabouumu
crannusamu  Alliance Optima P4 ¢ Beixogom B Internet, xkommyrtatop D-Link DGS-1100-16
MYyJIbTUMEANHHBIA KOMIUIEKT (rmpoekTop Toshiba TLP X200, sxpan HacCTeHHBIN PYJIOHHBIN), TPHOOD
ST-031P «Ilupanps-P» MHOroyHKIIMOHATBHBIA TOMCKOBBIA, NpHOOp «YIaH-2)» MOUCKOBBIH,
BUOpoakycTrueckuii reneparop myma «Conata AB 1My, umMutatop paboTsl CPEeICTB HEJIETaIbHOTO
cheMa uHpopManuu, padboTaromux 1o paauokaHany «lllunoBauky», anamuzarop crektpa «GoodWill
GSP-827», unnukarop mons «SEL SP-75 Black Hunter», yctpoiictBo OmokupoBaHus paOOThHI
CUCTEM MOOWIBLHOW cBsi3u «Mo3aiika-3», YCTpPOHCTBO 3amIUThI TeNe(POHHBIX TIEPErOBOPOB OT
npocinymmBanus  «[Ipokpyct 2000», mukrodpon Edic MINI Hunter, mokatop «Pomgauk-2K»
HEJIMHEWHBIN, KOMIUIEKC MPOBEACHUS aKyCTUYECKUX U BHOpOaKycTHUYeCKHX wu3MepeHuil «Crpyt
MuHU-A», Buaeopeructparop uudponoii Best DVR-405, reneparop Illyma «I'Hom-3»,yueGHo-
UCCIIEIOBATEIbCKUI KOMIUIEKC «CBEpXIIMPOKOIIOIIOCHBIE OECIIPOBOIHBIE CEHCOpHBIE ceTh» (Nano
Xaos), ckanupytonmii npueMHuK «Icom IC-R1500», anammzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOHM aHTeHHOU. Jlunensnonnoe nporpammuoe obecredenne: Windows 8 [Ipodeccuonanbnas,
opucHbli maker mnpuiokeHud Microsoft Office Ilpodeccuonansupiii mmoc 2010, GecriatHo
pacmpocTpaHsieMoe IMpOorpaMMHOE OOecTeueHue: JIMHEHKa WHTETPUPOBAHHBIX Cpea pa3paboTKu
Visual Studio Express 2012, uHcTpyMeHT nMUTaMOHHOTO MoenupoBanust AnyLogic 7.2.0 Personal
Learning Edition, uaterpupoBanHas cpeaa pazpadbotku nporpammuoro obecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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Pabouyro nporpamMmy coctaBui: noueHT kadenpsl U3U k.¢-m.H. Anekcanapos A.B (%/ /7

/
Penensent: 3amecturens pykoBoautens PAIl OO0 A /

«udollentp» k.1.H. Beprunesckuit H.B A

ITporpamma paccMoTpeHa U 0/100peHa Ha 3acelaHuH Kade 451“431/1

Ipotokon Ne 7 or L04. % ropma
3aBenyromuit kadenpoii 1.1.H., mpodeccop 27 /M.IO. Monaxos/

Paboyas mporpamma paccmoTpeHa W omobpena 1'-4 3acelaHuM y4eOHO-METOIUYECKOW KOMMCCHHU
nanpasienus 10.03.01 «MudopmanronHas 6e3onaCHOCT/L»

[Tpotokom Ne (ot A& Zf .2 rona /

IIpencenarens KOMHCCHH 1.T.H., TIpodeccop

/ML.IO. Monaxos/

JIMCT ITIEPEYTBEPKIEHUSI
PABOYEN IMMPOTPAMMBI TUCLIUITIIAHBI

= 74 7
Pabouas nporpamva ogoGpena Ha Efj_ri_g'i'_ f20 45 yyelHbIH roa

[potokon sacenanus kapeape No 4 o1 A j‘-ﬂf roja a ."f

Japenyiommit kadeapoit g, npodeccop :1'-._1. . ull M.IO0. Monaxon/
(@HO, noaleg)

Paboyas nporpamMma onobpera Ha20 /20 yueGHBIH ros

ITpoTokon 3acenanus xadeapsr Ne oT roga

3aBenyromuit kadenpoit J.T.H., npodeccop /M.IO. Monaxos/

(®UO, noamucs)

Pa6oyas nporpamma ono6pena Ha 20 /20 y4eOHBIH IO
IIporokoun 3acenanus kadeapnr Ne oT roaa
3aBenyromuii kadeapoi J.T.H., mpodeccop /M.IO. Monaxos/

(®UO, noamuce)

Paboyas nporpamma ogo6pena Ha 20 /20 y4eOHBIH roj
[Iporokoun 3acenanus kadeapsr Ne oT rozaa
3aBenyromuii kKageapoi J.T.H., mpodeccop /M.IO. MoHnaxos/

(®HO, noanuce)


eamatveeva
Штамп
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pab0OvyI0 IPOrpaMMy AUCIUTLTIHbI
Memoowbl u cpedcmea Kpunmozpaguuecko 3auumsl UHGopmayuu
o0pa3oBaTeNbHOM MTPOrpaMMBbl HanpaBieHust ToAroToBku 10.03.01 Hnpopmayuonnas bezonachocmo

HOMep Bnecensl n3amMeHeHus B qacna/pawenm Wcnonnurenn OcHoBaHue
W3MEHEHUs paboueil mporpaMmsl 014(0) (HOMeEp | AaTta MpoOTOKoJIa
3aceaHus Kadeapsl)
1
2
3aBenyronuii kKageapoit /M.IO. Monaxos/

Tloonuce DUO




