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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenbf0 OCBOCHHS AWCHUIUIMHBI «3allUIICHHBIE WH()OPMAIIMOHHBIE CHCTEMBD» SIBISIFOTCS
obecrieueHne MOATOTOBKHU CTYACHTOB B cOOTBeTCTBUM ¢ TpeboBanusmu PI'OC BO u yuebGHOTO
mwrana 1o Hampasieruio 10.03.01 «UudopmanmonHas ©Oe3omacHoCcTh». llenmpio  OCBOCHHS
JTUCIUIUIMHBI SIBIISIETCS O3HAKOMJICHHE CIIEIUAIIMCTOB C COBPEMEHHBIM TEOPETHUYECKUM amnmnapaToM
WH(OPMAIIMOHHON O€30MacHOCTH, MPEJICTABICHUE CBEJACHUN O 0a30BBIX MOJENSIX M aITOPUTMaX,
UCIOJIb3YEMBIX B YIIPABICHUU UHPOPMAIIMOHHON 0€30MacHOCThIO0 B MHPOPMAIIMOHHBIX CHCTEMaxX, a
TaK)K€ O IPOLECCE TEOPETUKO-METOJOJOTNYECKOT0 aHAIM3a Pa3IMYHbIX MEXaHU3MOB U CEPBHCOB
3alUThl UHGOPMAIUH.

3amadeil OCBOCHHsI Kypca SIBISICTCS H3Y4YCHHE armapaTta yhpaBlieHHus WHGOPMaIMOHHON
0e30MacHOCTbI0 B HHGOPMAIMOHHBIX CHCTEMaxX, OCBOEGHHE METOJOB aHajdu3a [pPOrpaMMHO-
TEXHUYECKUX CEPBUCOB HHPOPMAITMOHHOMN 0€30ITaCHOCTH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuiuimHa  «3amuiieHHble  WHGOPMAIMOHHBIE CHCTEMBD»  OTHOCHUTCS K  YacTH,
dopMupyeMoii yyacTHHKamMu 0OOpa3oBaTeNnbHbIX oOTHomeHuil, kox b1.B.01 yweOHoro miana
Hanpasienuss noaroroBku 10.03.01 «Mudopmanmonnas Oe3onacHOCTE». B ydyeOHOM T1u1aHe
IpeyCMOTPEHBI BUIBI y4eOHOH IEATEIIFHOCTH, 00SCIICUNBAIOIINE CHUHTE3 TCOPETHYCCKUX JICKIIHH,
71a00paTOPHBIX pabOT U CaMOCTOSATEIBHON PabOTHI CTyIeHTOB. Kypc TeCHO B3aMMOCBs3aH ¢ APYTHUMHU
JMCUUILIMHAMH JaHHOTO [UKJIA.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYUEHMUS 110 JUCIHUIIJIMHE
[Inanupyemble pe3ynbTaThl OOy4Y€HHUs 10 AUCIUIUIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMH
pesynbratamu ocBoeHusi OIIOII (koMneTeHIMSIMHI U HHIMKATOPAMU JTOCTHKEHHUSI KOMIIETSHIINN )

dopmupyembie [TnanupyemMble pe3ybTaThl O0YUYCHHS MO TUCIMILINHE, B HanmenoBanue
KOMIIETCHIINH COOTBETCTBHMH C MHJIMKATOPOM JOCTHKCHUS KOMIICTCHIIUU OIICHOYHOTO
(xom, comepxanme WNuaukaTop Pesynprarel 00y4eHUs IO AUCIUTUTHHE cperncTBa
KOMITETEHITHH ) TOCTIDKCHIS
KOMIIETEHIINH
(00,
cooepoicanue
UHOUKAMOPQ)
[IK-1.1.1 3HaTh COJEPKaHNE HKCILTYaTallMOHHOM
JIOKyMEHTAIIH aBTOMAaTU3UPOBaHHOM
CHCTEMBI
[K-1.2.1 YMeTh KIacCuPUIUPOBATh U OIICHUBATh

yrpo3bl 0€300acCHOCTH HH(POPMAIUU
ABTOMATH3UPOBAHHOH CHCTEMBI
[K-1.2.2 YMeTh NpOBOJUTH aHAIH3 JOCTYITHBIX
MH()OPMALIMOHHBIX UCTOYHUKOB C LIEJTBIO
BBISIBJICHHS M3BECTHBIX YSI3BUMOCTEH

IIK-1 Crocoben
OCYILECTBIISTh aHATIN3

N HCIIOJIb3YEMBIX B CUCTEME 3allUThI TecroBble
ySI3BUMOCTEH
. WHPOPMAIIUK TPOrPAMMHBIX U MIPOTPAMMHO- BOTIPOCHI
BHEJIPSIEMO CUCTEMBI
SQIITH HHGOPMALIH amnmapaTHbIX CPEICTB
P K-1.3.1 Brnaners HaBBIKaMu BbIOOpa 1 00OCHOBAHUS

Kkputepues 3P PpekTHBHOCTH
(YHKITHOHUPOBAHUS 3aIUIIICHHBIX
ABTOMAaTH3UPOBAHHBIX CHCTEM

IK-1.3.2 BrageTs HaBbIKaMU aHATH3a YSI3BUMOCTH
MPOTPaMMHBIX U MPOTPAMMHO- anmapaTHBIX
CPEICTB CHCTEMBI 3aIUTHl HHPOPMALIUU
ABTOMAaTH3UPOBAHHON CUCTEMBI
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IK-3.1.1 3HaTh CoJiep’KaHUEe YKCINTYaTalIMOHHOM
JIOKYMEHTAIIH aBTOMAaTU3UPOBAHHOM
CHUCTEMBI
IK-3.2.1 YMeTh pa3padaThiBaTh MOJIUTHKH
Oe3onacHocTy HHGOpMALUU
aBTOMATHU3UPOBAHHBIX CUCTEM
I1K-3.2.2 YMeTh IPUMEHATh HHCTPYMECHTAIbHBIC
MK-3 Criocoben P py
CpeJICTBA KOHTPOJIS 3aIIUIIIEHHOCTH
OCYIICCTBIISATh AT
nH(GOPMAIUH B aBTOMATU3UPOBAHHBIX
3alIUIIEHHOCTH TectoBble
uH(pOpMAIUH B cncTeMax BOIIPOCHI
IK-3.3.1 BrnaseTh HaBBIKAMU OICHKH
aBTOMATHU3UPOBAHHBIX
WH(GOPMAITMOHHBIX PUCKOB
CHUCTEMax
IK-3.3.2 Brnagets HaBbIKaMy 000CHOBAHUS M KOHTPOJIS
PE3yJIbTATOB yIPABICHUSCKUX PEIICHUH B
obmacty 6€30MacHOCTH HHPOPMAITHH
aBTOMATHU3UPOBAHHBIX CUCTEM
I1K-3.3.3 BrianeTh HaBBIKAMU OLIEHKH COCTOSHHUS
3aMIUIIIEHHOCTH UH(POpMAIAN
aBTOMATHU3UPOBAHHBIX CUCTEM
4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI
Tpya0eMKOCTh TUCIUTLTIHBI COCTABIISIET 5 3a4eTHRIX exuauIl, 180 yaco
TemaTnueckuii nJian
(¢opma o0yueHnusi — ouHast
Konrakthas pabora Dopmbl
00yJaronuxcs TEKYIIero
C TIeTarOTHYECKUM KOHTPOJIS
= pabOTHUKOM % yCIIEBa€MOCTH,
é* = z |3 = popma
gl 2 = 5 | = 5 « | mpoMeskyTouHOi
Ne HanmeHnoBanme TeM W/vMan 3 s = © g £ 5
= O 3 5 ) S = g LS aTTecTaluu
/I pa3enoB/TeM TUCIIUILINHBI 2 = = & % § g| § & | (no cemecmpam)
O 15) = S o 2 2 &
S| 5 > | §§| 3
g o 3] = QS
T ) ) 0 O
S1OE | 5] 2%
E o = <
s o T
< & S
o, ) <=
= = ©
1 WudopmanmonHple TEXHOJIOTMH W | 8 1-2 | 4 4 4 5
nH(pOpMaIMOHHBIE CUCTEMBI.
2 IIpumepst UHQOPMALMOHHBIX | 8 34 4 4 4 5
TEXHOJIOTU M MHPOPMAIMOHHBIX
CHCTEM
3 IMpoektupoBanne u  pa3pabotka | 8 56| 4 4 4 2 5 PelTHHT-KOHTPOIIh
3aI[UAIIEHHBIX HH(POPMAIMOHHBIX Nel
TEXHOJIOTUH
4 TpeboBanus, mpenbsABIIEMBIE K 8 7-8 4 4 4 5
nH(pOpPMaNOHHBIM (KOMIBIOTEPHBIM)
CUCTEMAaM B 3allUIIICHHOM
HUCIIOJIHCHU N
5 IocTtpoenue rapantupoBano | 8 | 9-10| 4 4 4 2 5
3alllMIIICHHBIX 0a3 JaHHBIX W HX
OIleHKa MO cTaHmapTy «OpamxeBas
KHUT'A)).
6 Conepxanmne kmaccoB | 8 (11-12| 4 4 4 5 PelTHHT-KOHTPOIH
3aITUIICHHOCTH. Ne2




7 OyHKIMOHATBHBIE TPEOOBAHMUS. 8 113-14| 4 4 4 5
8 Bonpocs! rapaHTuii n| 8 |15-16] 4 4 4 5
3G (GEKTUBHOCTH B CBPOICHCKOM
cragaapre ITSEC.
9 TTonxox K 0€e30IacHOCTH 8 (17-18| 4 4 4 2 5 PelTHHT-KOHTPOITH
KoMmnbloTepHbIX cucteM B CC Ne3
6a30Bble KOHIIEIIIHH.
Bcero 3a 8 cemecTp: 180 36 36 36 45 | Dxk3amen (27)
Hannumne B quciunaune KII/KP HeT
Hroro mo gucuMInHe 180 36 36 36 45 | Dx3amen (27)

Coz[epma}me JEeKIMOHHBIX 3aHATHI M0 TUCHUILJINHE

Pa3znen 1. UndopmaunoHHbIe TEXHOJIOTUM U HH(POPMAIIMOHHBbIE CHCTEMBI
Tema 1. UndopManiuoHHbIE TEXHOJIOTHUU U HHPOPMALMOHHbIE CUCTEMBI.
[Tpumepbl MHPOPMALMOHHBIX TEXHOJIOTHH W WH(POPMALMOHHBIX CHUCTEM. THIBI KOMIBIOTEPHBIX
CUCTEM, KaK 3JIEMEHTOB UH()POPMAIIMOHHBIX TEXHOJIOTHH.

Tema 2. QOcHOBHbIe NPHHIUNBI YCHEIIHOr0 (PYHKIMOHUPOBAHMA HMH(POPMAIMOHHOM
(KOMIIIOTEPHOI) CUCTEMBI.

Llenp nmpuHUMAaEMbIX PYKOBOJACTBOM HIPEANPUATHS U JTOJKHOCT-HBIMM JIMI[AMU MEp IO MOJAEPIKKE
WH()OPMAIIMOHHBIX TEXHOJIOTUH NPUHATUS pemieHui. OCHOBHBIE TPHUHIIUIBI U METOAbI 3aLTUTHI
MH(OPMALIMOHHBIX MPOILIECCOB B KOMIBIOTEPHBIX CUCTEMAX.

Tema 3. [IpoekTHpoBaHue u pa3padoTKa 3alUIIIEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTHil.
ITonsTHe SaIIIHHIGHHOﬁ I/IH(l)OpMaIII/IOHHOf/'I TexHoaorud. OCHOBHEBIE moaxXoabl, MCIIOJIB3YyCMbIC IIPU
MPOEKTUPOBAHUHU 3AIUIICHHBIX HH()OPMALIMOHHBIX TEXHOJIOTHI.

Tema 4. TpeGoBanus, npeabsiBjsieMble K HHPOPMANMOHHBIM (KOMIIBIOTEPHBIM) CHCTEMAM B
3alMILEHHOM HCIIOJTHEHHUH.

['ocynapcTBeHHBIE CTaHJapThl Ha pPa3paboTKy U co3AaHue MHGOPMAIMOHHBIX CHCTEM B
3amuiieHHoM ucrnonHeHuu. CASE-texHonorum cos3ganus HMHPOpMAUMOHHBIX cucTteM. CraHnapt
ITIL.

Tema 5. IlocTpoeHne rapaHTHPOBAHHO 3AIIMINEHHBIX 0a3 JAHHBIX M MX OLICHKA IO CTAHAAPTY
«OpanxkeBass KHUTa».

AmepukaHckuit cTaHzapT no 3amure uHpopmauuu «OpanxeBas kHMra». I[loHaTue rapaHTuu
3alIUThI. KpI/ITepI/II/I OIICHKH 3alIUIICHHOCTH 0as JaHHBIX.

Pa3nea 2. Tpe6oBanus k 3amurte uHpopmanumn
Tema 1. Conepxxanue KJIACCOB 3aINIIEHHOCTH.
TpeGoBanust 1o 3ammre HWHPOpPMAIUK, TpPEAbABISEMble B KaXIOM Kiacce 3allUIICHHOCTH.
[TpuHIMIBI 1 METO/IBI IOCTPOEHUS TAPAHTUPOBAHHO 3aAILUIIEHHBIX HHOOPMAIIMOHHBIX CUCTEM.

Tema 2. ®yHK1IMOHATbHBIC TPEOOBAHHUS.
Bonpocer rapantuii u s3¢ppextuBnoctu B eBporneiickoM crangapre ITSEC. EBponelickuii crangapt
no 3amure uHpopmanuu [TSEC.

Tema 3. [loHsiTHE rapaAHTHH 3ALIUTHI B COOTBETCTBUM C €BPONCICKUM CTAHAAPTOM.

KpI/ITepI/II/I OII€HKHU 3allUIICHHOCTH. ConepmaHI/Ie KJIaCCOB 3alIUIICHHOCTH. (DYHKHI/IOHaJ'II)HBIe
TpeOoBaHUS TO 3ammTe HH(QOpPMALUK, MpeabsBIseMble B KaXJIOM KJIAcce 3allUIIEHHOCTH.
HpI/IHHI/IHBI U MCTOABI TOCTPOCHHA 3alllUIIICHHBIX I/IH(i)OpMaHI/IOHHBIX CHUCTEM.




Tema 4. Iloaxoa k 0e3onacHocTH KOMNbIOTEPHBIX cucTeM B CC 1 0a30Bble KOHLENIIIHU.
[Tonstue npoduist 3auuTbl. PYHKINU TOAEPKKU TMOTUTUKN O€30aCHOCTH.

Coz[epmalme naﬁopaTopHMx 3aHSATHH 10 JUCUHUILIHHE

Pasnen 1. UndopManmoHHbIe TEXHOJIOTMH U MH(POPMAIIMOHHBIE CHCTEMbI
Tema Ne 1. CpaBHUTEJbHBIN AaHAJIN3 PA3JIHYHBIX CTAHIAPTOB B 00J1aCTH 3A1UTHI
HH(OPMAIMOHHBIX TEXHOJIOTHII ¢ TOYKH 3peHHs 3P (PEeKTUBHOCTH JOCTHKEHHS L eJIH
NMOCTPOEHMS 3alUIIEHHBIX HHPOPMALMOHHBIX CHCTEM.
W3yuuth criexyromMe CTaHAapTbl M IPOBECTH UX CpaBHUTENbHBIM aHanu3: Kpurepuu
0e30MacHOCTH KOMITBIOTEPHBIX cucTeM MuHucTepcTtBa 000poHbl CIIIA («OpanxeBasi KHUTAY).
EBponeiickue kputepun 0e30macHOCTH  HMH(OPMAIIMOHHBIX — TEXHOJOTWHA. PykoBopsmiue
nokymMeHTel @CTOK B 007acTH MOCTPOEHUS 3alIMINCHHBIX CHUCTEM 00pabOTKH WH(OpMaIuy.
OenepalibHble  KpuUTepurd 0€30MacHOCTH  HMH(DOPMAIMOHHBIX TEXHOIOTHA. O0630p cepun
crangaproB MCO/MDK 27000. CpaBHUTENbHBIM aHAIW3 CTAaHJIAPTOB B OOJACTH 3alIUTHI
MH(OPMALIMOHHBIX CUCTEM.
Tema Ne 2. Knaccuukanms 3aliMIIeHHOCTH KOMIIBIOTEPHO CHCTEMBI 110 TPeOOBAHUSM
0e3onacHocTH HH(OPMALMH B CHCTeMe 00IIMX KpUTepues
Onummre ypoBeHb A (ki1acc 0€30MacHOCTH) B cUCTeMe OOIINX KpuTepruen?
Onumute ypoBeHb B (kimacc 6e301macHOCTH) B cUCTEME OOIIUX KPUTEPHUEB?
Onummre ypoBeHb C (ki1acc 6€30MacHOCTH) B CUCTEME OOIUX KPUTEPUEB?
Onummre ypoBeHb D (kitacc 0e30nmacHOCTH) B cUCTEME OOIIUX KpUTEpUEB?
Tema Ne 3. AHaiu3 puCKOB it HHGOPMALIMOHHOI CHCTEMBbI NPEeANPUATHS (OPraHU3ALUN) U
NOCTPOEHHME MO/IeJIM YIPo3 0e30I1aCHOCTH
W3yuuts cnenyromniye nokyMeHThl: Kiaccudukamus u xapakTepucTiKa yrpo3 HHQOpMalnOHHON
6e3onacHoctu MC. Meronuku v mporpaMMHBIN HHCTpYMEHTapUid JJIs aHAJIM3a U OLIEHKU PUCKOB
nHpopmarmonHoi 6e3omacHoctu. [Iporpammasie komruiekcsl MSAT u I'PU®. Merononorus COBIT
u nporpammubiii uHCTpyMeHTapuii CORAS. Metononorus OCTAVE. Metoas! u nporpamMMHbIe
IPOAYKTHI, HCIIOJIb3yEMbIE B MEKYHAPOIHOM NPAKTUKE Ul aHAIN3a U OLEHKU PUCKOB, yTPO3 U
ySI3BUMOCTEN MHPOPMAIIMOHHOM CUCTEMBI. YUET YIpO3 U PUCKOB IPHU MOCTPOSHUH 3AIIUIIEHHON
cucteMbl 00paboTku nHPopmanuu. OcoOEHHOCTH aHAJIN3a U OLIEHKH PUCKOB HH(OPMAIIMOHHOMN
0€30MacHOCTH B MaJIOM U CpeHEM On3Hece. YTpaBieHue HHIUIEHTaMU HH(POPMaIlMOHHOM
0€30I1acCHOCTH.
Tema Ne 4. [Topsanok ceprupukanmu cpeacTB 3a1UThI MHpopManum 1Jas pa3padorunka C3U.
Jaiite onpeneneHue NOHATUIO «cepTUdUKaLUI»?
[aiiTe onpeneneHue MOHITHIO «CEPTU(PUKAT COOTBETCTBUS» ?
B kakom nopske npoBoauTcs cepTuduranus’?
B xakom nopsiike npoBOJUTCS] KOHTPOJIb CEPTU(ULIMPOBAHHBIX TPOJYKTOB?
Kakue cpeactBa noanexar o0s3aTelIbHON cepTUPHUKALINN

Copaeprxanue NpaKTHYECKUX 3AHATHI 110 TUCHUILIMHE
Tema 1. TIpumepsl THPOPMALTMOHHBIX TEXHOIOTUH M HH(POPMAIIMOHHBIX CHCTEM

Tema 2. IlpoexkTupoBaHue U pa3padoTKa 3aMUIIEHHBIX HHPOPMAIIMOHHBIX TEXHOIOTUH

Tema 3. TpeOGoBaHusl, MpeaAbABIsiEMble K HHPOPMAIIMOHHBIM (KOMIIBIOTEPHBIM) CHCTEMAM B
3alUIIEHHOM HCIIOJIHEHUN

Tema 4. TlocTpoeHne rapaHTUPOBAHHO 3ANTUIIIEHHBIX 0a3 JaHHBIX U WX OILIEHKA 10 CTaHIAPTy
«OpanxeBast KHUTay.

Tema 5. ConeprxaHue KJI1acCoOB 3alUILIEHHOCTH.

Temwt 6-7. DyHKIIMOHATEHBIE TPEOOBAHUS.
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Temwt 8-9. Boripocs! rapantuii u 3¢ ¢exkTuBHOCTH B eBponeiickoM crangapte ITSEC.

5. OHEHOYHBIE CPEJACTBA JJIs1 TEKYHIEI'O KOHTPOJISI YCIIEBAEMOCTMU,
MPOMEXYTOYHOM ATTECTAILIMM 11O U'TOI'AM OCBOEHUS TUCITATLIIMHBI
U YYEBHO-METOIMYECKOE OBECHEYEHUE CAMOCTOSTEJABHOM PABOTHI

CTYJIEHTOB

5.1. Tekyuiuii KOHTPOJIb yCIIeBaeMOCTH

Bonpocek! peidTuHr-kouTpoJas Nel
Tunbl KOMIOBIOTEPHBIX CUCTEM, KaK 3JIEMEHTOB MH()OPMAILIMOHHBIX TEXHOJIOTUH.
OCHOBHbBIE NPUHIMIIBI YCIIEIIHOTO (PYHKIMOHUPOBAHUS HH(POPMALMOHHON (KOMIIbIOTEPHON)
CUCTEMBI.
Ilenp npUHMMAaEMbIX PYKOBOACTBOM MPEANPUATHS M JOJDKHOCTHBIMU JIMLIAMU MEp IO
HoJ/iep>KKe MH(POPMALMOHHBIX TEXHOJIOTMH IPUHATHS PELLICHUH.
OCHOBHbBIE NPUHLHUIBI U METOJIbl 3aIIUThl MH(MOPMAIIMOHHBIX IPOLIECCOB B KOMIIBIOTEPHBIX
CUCTEMaX.
[TonsaTHe 3amumeHHoNn HHPOPMAITHOHHONW TEXHOJIOT HH.
OCHOBHbBIE IOJIXO/1bl, UCIIOJIb3yEMbIE NP MPOECKTUPOBAHUH 3aIUIIEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTU.
TpeboBanusi, mnpenbsBiasieMble K HHPOPMALUOHHBIM (KOMIBIOTEPHBIM) CHUCTEMaM B
3aIUIIIEHHOM HCIIOJIHEHUH.

Bomnpocel peliTHHT-KOHTPOJIsT Ne2
TpeboBanus 1o 3amure HHPOPMAIMH, MPEIbIBISEMbIE B KaXIOM KJIacce 3alUIIEHHOCTH.
[TpuHIMIBL ¥ METOABI TOCTPOCHHS TapaHTHPOBAHHO 3AIIUIICHHBIX HWH(POPMALUOHHBIX
CHUCTEM.
Bompocs! rapantuit u apdextuBHocTr B eBporneiickoMm crannapre [ITSEC.
EBpomneiickuii cranaapt no 3amure nadpopmanuu [TSEC.
[lonsiTHE rapaHnTUM 3alIUTHI B COOTBETCTBUU ¢ eBponeiickuM crannaptom ITSEC.
Kpurtepun oneHKH 3alMIIEHHOCTH B COOTBETCTBUM C eBponeiickum crangaprom ITSEC.
CopepxaHue KJIacCcoB 3alIMILEHHOCTH B COOTBETCTBUU C eBponeiickuM cranaaprom ITSEC.
@OyHKIMOHANbHBIE TPeOOBaHU M0 3alIUTe MHPOPMAIIUK, IPEIbIBIsSEMbIE B KaX/I0M Kilacce
3allMIIEHHOCTH B COOTBETCTBUH ¢ eBporneiickuM ctanaaptom ITSEC.
[TpuHIMIIBI 1 METOABI TOCTPOEHUS 3aLIUILEHHBIX NHPOPMAIIMOHHBIX CUCTEM.

Bonpocs! peiiTHHT-KOHTPOJIsT Ne3
[Togcucremel parpaHu4eHus JOCTYyIA.
[Toncucrempl HACHTUPUKAUY U ayTEHTU(PUKAIIH.
[Toxcucremsl 3amuThl GyHKUINN 3aUTHL. [l0CHCTEMBI 3aIIUTHI PECYPCOB CUCTEMBI.
IToacucTemel 3aIIUTHI CBS3U.
TpeboBanus K mojacucTeMam, MpeabsBisieMble B KaK/IOM Kiacce 3allUIIeHHOCTH.
I"apanTum 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM B CUCTEME OOIMX KPUTEPHEB.
[TonsaTue rapanTin 6€30MaCHOCTH. Y POBHU T'apaHTUH.
["apaHTuU NPOEKTUPOBAHUS 3ALUILEHHBIX HHPOPMALIMOHHBIX CUCTEM.
[Tpunuunsl  obecrieueHust rapaHTUid Oe3zomacHOCTH. MeETOHONOTUs aHanM3a TapaHTHH
0€30MaCHOCTH.

5.2. IlpoMesxyTOYHAS aTTeCTALMSA MO UTOTaM OCBOEHMS THCHMIIJIHHBI
IIpumepHBbIii NepedYeHb BONPOCOB K IK3aMeHY:

Turmsr KOMITBIOTCPHBIX CUCTEM, KaK 3JICMCHTOB I/IH(l)OpMaHI/IOHHI)IX TEXHOJIOTHH.



OCHOBHBIE TPUHIIUIIBI YCIIEITHOTO (PYHKITMOHUPOBAHKS MH(HOPMAIIMOHHON (KOMITbIOTEPHOM )
CUCTEMBI.

Ilenp mpUHUMAaEeMbIX PYKOBOACTBOM MPEANPUATHS M JOJDKHOCTHBIMU JIMLIAMU Mep IO
MOIEPIKKE MH(DOPMAIIMOHHBIX TEXHOJIOTUH MPUHSATHUS PEIICHHH.

OcHOBHBIE MPUHIUIBI U METOABI 3AIIUTHI WH()OPMAITMOHHBIX MPOIECCOB B KOMITBIOTEPHBIX
CUCTEMaX.

[TonsTue 3ammumeHHol HHGOPMAITMOHHOW TEXHOJIOTHH.

OcHOBHBIE TTOJIXO/IbI, UCIOJIb3YEMbIE MPU MPOESKTUPOBAHUHU 3AIUIICHHBIX HHPOPMAIIMOHHBIX
TEXHOJIOTH.

TpeboBanusi, mpeabsBIsieMble K HWHHOPMAIMOHHBIM (KOMIBIOTEPHBIM) CHUCTEMaM B
3alUIIEHHOM HCIIOJHEHUH.

l'ocynapcTBeHHblEe CTaHIApThl Ha Pa3pabOTKy U co3laHue HH(MOPMAIIMOHHBIX CHCTEM B
3alUIIEHHOM HCIIOJHEHUH.

CASE-texHon0ruu co3aanust ”HOOPMAIMOHHBIX CUCTEM.

Cranpgapt ITIL.

[TocTpoeHne rapaHTUPOBAHHO 3aIIUINECHHBIX 0a3 MaHHBIX W HMX OICHKA IO CTaHAAPTY
«OpanxeBast KHUTa».

AMepHKaHCKUN CTaHAapT 1o 3ammuTe nHpopMarun «OpaHKeBas KHATA.

[lonsiTue rapaHTHH 3aIIUTHI.

KpuTtepun onieHKY 3aIUIEHHOCTH 0a3 TaHHBIX.

CopepxaHue KJIacCOB 3aIIUIEHHOCTH.

TpeboBanus 1o 3amure HHPOPMAIMH, TPEIBIBISEMbIE B KXIOM Kilacce 3allUIIeHHOCTH.
[TpuHIMIBL W METOABl IOCTPOCHHS TapaHTUPOBAHHO 3alUINCHHBIX WH()OPMAIIMOHHBIX
CUCTEM.

Bompocsi rapantuit u apdextuBHocTr B eBporneiickom crangapre [ITSEC.

EBpomneiickuii cranaapt no 3amure nadpopmanuu [TSEC.

[ToHsiTHE rapaHTUU 3aIIUTHI B COOTBETCTBUHU ¢ eBporeiickuM ctanaaptom [TSEC.

Kputepun omeHKH 3alMIIEHHOCTH B COOTBETCTBUU C eBpomeiickum crangaprom [TSEC.
CopepxaHue KJIacCOB 3aIIMILIEHHOCTH B COOTBETCTBUU C eBpomnelickum crangaprom I[TSEC.
OyHKIIMOHATBHBIE TPEOOBAHUS MO 3aIUTe WH(DOPMAIUH, TPEIBABIIEMbIC B KOKIOM Kiacce
3allMIIEHHOCTH B COOTBETCTBUH ¢ eBporeiickuM ctanaaptom [TSEC.

[TpuHIKIIBI ¥ METOJIBI TOCTPOCHUS 3AIUIIIEHHBIX HH(POPMAIIMOHHBIX CHCTEM.

[Mogxon k 6e3omacHocTH KOMMBIOTEpHBIX cucteM B CC u 0a3zoBbie koHueniuu. [lonstue
npodus 3aIIUTHI.

OyHKIMH MOAEPKKH MONUTUKH Oe30macHOCTH. ["apanTum 6e30macHOCTH.

TpeboBanus o 6e3omacHocTd HH(GOPMALIMOHHBIX TeXHOJIOTHI. Kilacchl 3alUIIIEeHHOCTH.
KoMmoHeHThI moficucTeM MOAAEPKKH MOJUTUKHA O€30TTaCHOCTH.

Copep:xaHue TUTIOBOW MOTUTUKU OE30MMaCHOCTH.

Kinaccbl 3amuiieHHOCTH B cucTeMe oO0mmx kputepueB. l[loHsTHe aynuTa MOTUTHKA
0€30I1aCHOCTH.

TpeboBanust k mojCcHUCTEMaM ayIUTa.

5.3. CamocTosiTe1bHasi paboTa 00y4aromerocs.
IIpumepHBbIe BONIPOCHI ¥ 3aJaHHUS VIS CAMOCTOSATEIbHOM Pa00ThI CTYACHTOB

ITIL — Kommonent «Ilogaepxka ycmyr».

ITIL — Kommonent «IIpenocTaBieHue ycayr».

ITIL — ocHoBa kounenuuu ynpasieHus: UT-cimyxdamu.
Service Desk — 1esu, BO3MOKHOCTH, peaTi3aliu.
Aynut uadpactpykrypst PUC/KAC.

AyTCOpCHHT.
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e Meromonorust Penetration Testing. Open Source Security Testing Methodology Manual

(OSSTMM).

e Meromonorust Penetration Testing. Information Systems Security Assessment Framework

(ISSAF).

e Merononorus Penetration Testing. Open Web Application Security Project (OWASP).
e Merononorust Penetration Testing. Web Application Security Consortium Threat

Classification (WASC-TC).

e Crangapr Penetration Testing. Penetration Testing Execution Standard (PTES).
e Footprinting. Lleawu, 3agaun Footprinting. Dtamsr Footprinting u Reconnaissance.

cpeacTBa.

Footprinting. OTKpBITbIE ICTOYHUKH M ITACCHBHBIN cOOp MH(POPMAIIHH.
Footprinting. AkTuBHBIN cOOp MHPOPMALIUH.
Footprinting. IIporpammubie nHCTpyMeHTHI FOOtprinting u Reconnaissance.

CkanupoBanue cetu. OOHapyKeHHUE y3JI0B CeTH. METO/Ibl U IPOTPaMMHBIE CPE/ICTBA.
CkanupoBanue cetu. OOHapyeHHE OTKPHITHIX TOPTOB y371a ceTH. MeToAbl U MPOrpaMMHEbIE

e CxanupoBanue cetu. Tunsl ckanupoBanus (Full Open Scan, Half-open Scan, Xmas Tree
Scan). OcoOeHHOCTH UCTIOJIb30BAHUS PACCMATPUBAEMbIX THIIOB CKAHHUPOBAHHSI.

e CxanupoBanue cetd. Tumbl ckanupoBanus (FIN Scan, NULL Scan, ACK Scanning).
Oco0eHHOCTH UCIIOJIb30BAaHUS PACCMAaTPUBAEMbIX TUIIOB CKAHUPOBAHUSI.

e CxanupoBanue cetu. Tumbl ckanupoBanus (UDP Scanning, ARP Scan). OcoGennoctu
UCTIOJIb30BAaHUS PACCMATPHUBAEMbIX TUIIOB CKAHWPOBAHUSI.

®donx  oneHouyHblx MarepuanioB  (POM)  mias
c()OPMUPOBAHHOCTH KOMITCTECHIIUH OOYYarOMMXCS 1O JUCHHUILIUHE O(OPMIISETCS OTACIbHBIM

JAOKYMCHTOM.

IIPpOBCACHUA aTTcCTalluu YPOBH:A

6. YYHEBHO-METOANYECKOE U UHO®POPMAIIMOHHOE OBECIIEYHEHUE

JUCHUITIMHBI
6.1. Knuroo6ecneueHHOCTH
HaumeHnoBanue nuteparypsl: aBTOp, HA3BaHUE, T'on KHUT'OOBECITIEYEHHOCTbD
BU U3aaHUA, U31aTCIIBCTBO U3gaHus Hanuuue B AJIEKTPOHHOM KaTaJiore
9BbC
OcHoBHas JuTeparypa

TexHosoruu obecredenns 6e30IacHOCTH 2021 https://biblioclub.ru/index.php?page=book&i
WHPOPMALMOHHBIX CUCTeM: yaeOHoe mocodue: [16+] / d=598988 (nara obpamenus: 18.09.2021)
A. JI. Mapyxnenko, JI. O. Mapyxinenko, M. A. Eppemos u
Ip. — Mocksa; bepnun: Jupekr-Menua, 2021. — 210 c.—
ISBN 978-5-4499-1671-6. — DOI 10.23681/598988
TonukoB, A. M. OCHOBBI IPOSKTUPOBAHUS 3AIIUIIEHHBIX 2016 https://biblioclub.ru/index.php?page=book&i
TEJIEKOMMYHHUKAIIHOHHBIX CHCTEM: KYPC JICKITHIA, d=480796 (nara obpamenus: 18.09.2021)
KOMITBIOTEPHBIN MPAKTUKYM, KOMIIBIOTEPHBIE
nabopaTtopHble pabOThI U 33JJaHUE Ha CAMOCTOSTENBHYIO
padoty / A. M. T'osnkoB. — Tomck: TYCYP, 2016. — 396 c.
MboiiBoia, 3. BesomacHocTs ceteit: yuebHoe mocobue: 2016 https://biblioclub.ru/index.php?page=book&i
[16+] / D. MoiiBona. — 2-e u3., ucp. — Mocksa: d=429035 (nara oopamenus: 18.09.2021)
Harmmonaneusiit OTkpeiTeiit YaHBEpCeHTeT «AHTYUTY,
2016. - 572 c.
Boga, B. B. OcHOBBI IpOEKTHPOBAHUST HH(POPMAIIOHHBIX 2018 https://biblioclub.ru/index.php?page=book&i
CUCTEM U TEXHOJIOTHIA: yueOHOe mocodue: [16+] / d=499515 (nara obpamenus: 18.09.2021)
B. B. bosa, 10. A. KpaBuenko. — Poctos-Ha-/loHy;
Taranpor: FOxHbI# (enepansHblil yauBepcuret, 2018. —
106 c.— ISBN 978-5-9275-2717-5



https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=598988
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=480796
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=499515
https://biblioclub.ru/index.php?page=book&id=499515

Ienemenxo, B. C. MeHe)KMEHT HHIMIEHTOB 2017 https://biblioclub.ru/index.php?page=book&i
HHPOPMAMOHHON 0€30I1aCHOCTH 3aIMUIICHHBIX d=467139 (nara o6pamenus: 18.09.2021)
ABTOMATH3MPOBAHHBIX CUCTEM YIPABJICHU: yueOHOE
nocobwue: [16+] / B. C. Ilenemenxo, C. B. 'oBopoga,
M. A. Jlanmra. — CraBpomons: CeBepo-KaBkasckuit
®Denepanpabiii yausepcuret (CKDY), 2017. — 86 c.

JlononHuTenpHas Mreparypa

MeTo/I0IOTHYECKHE OCHOBBI MOCTPOEHUS 3alMIIEHHBIX 2013 https://biblioclub.ru/index.php?page=book&i
AaBTOMATH3MPOBAHHBIX CHCTeM: yd4eOHoe Tmocobme / d=255851 (mara obpamienus: 18.09.2021)
A. B. lymxkun, O. B. Jlankun, C. B. Ilorexemkuit u 1p.;
Bopounexckuit rocyapCTBEHHBIN YHUBEPCUTET
MHXXEHEPHBIX TexHoJorui. — Boponex: BopoHnexckuil
TOCYZAapCTBCHHBIN YHUBEPCUTET HHKCHEPHBIX TEXHOIOTHH,
2013. - 258 c. — ISBN 978-5-89448-981-0

['0HKOB, A. M. 3amura  uHGOpPMALUH B 2015 https://biblioclub.ru/index.php?page=book&i
MH(QOKOMMYHHMKAIIIOHHBIX CHUCTEMaX W CeTsIX: ydeOHoe d=480637 (mara obpamienus: 18.09.2021)
mocooue: [16+] / A. M. Tonukos; Tomckuit
FocyIapcTBEHHBIN YHHBEPCHTET CHCTEM YIPABICHUS H
paaunossekTporuku (TYCYP). — Tomck, 2015. — 284 c.

Opranmszanus  Ge3omacHOd paboThl  HH(DOPMAMOHHBIX 2014 https://biblioclub.ru/index.php?page=book&i
CHCTEM: yueObHOoe  mocodome /  1O. 1O. I'pomos, d=277794 (nara obpamienus: 18.09.2021)
1O. ®. Maprembsros, 0. K. Bykypako u ap.; TamOoBckuit
TOCYIapCTBCHHBIH TEXHUYECKUH yHHBepcHTeT. — TamOoB,
2014. - 132 c..

6.2. Ilepuoanyeckue U3AaHUs

e XKypuan  «Bompocel  3ammrel  umHpopMamumm».  Pexum — goctyma:  http://i-
vimi.ru/editions/detail.php?SECTION _ID=155/;

e XKypunan "Information Security/MHdpopmanmonnas Oe3onacHocTs". Pexum poctyna:
http://www.itsec.ru/insec-about.php.

e [keMecAYHBIl  TEOPETUYECKMH M IPUKIAAHOW  HAyYHO-TEXHUYECKHM  JKypHAI
«Mudopmanmonnslie TexHoiaorum». Pexum nocryna http://novtex.ru/IT/.

e «Kypnan cereBbix pemenuit/LAN» -Pexxum nocryna: http://www.osp.ru/lan/current;

e DnekTpoHHBIH XypHan «KoprmopaTuBHble ceTH Nepefadd JAaHHBIX» -Pexum mpocryma:
http://www.delpress.ru/

6.3. UuTepHeT-pecypcebl

e (OOpa3oBarenbHblii cepBep kadenpst U3M.— Pexxum nocryna: http://edu.izi.visu.ru
o UudopmarrionHas oopasoBarenbHas ceTb.- Pexxum gocrymna: http://ien.izi.visu.ru
e BuyrpuBy3oBckue uznanus Bnl'Y.— Pexxum noctyna: http://e.lib.vlsu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

3aHsTUs TPOBOAATCA B cienyromux ayauropusx Bal'y (kopmyc Ne2) mo agpecy r. Bnagumup,
yi1. benokoHcko#, 1. 3.

ayn. 408-2, JlekiimoHHasi ayIuTOpHsi, KOJIMUYECTBO CTyAeHuUeckuX mecT — S50, momans 60 m2,
OCHAIIIEHHE: MYJIbTUMEINHHOE 00opyaoBaHue (MHTepakThBHAsA gocka Hitachi FX-77WD, npoekTtop
BenQ MX 503 DLP 2700ANSI XGA), noytoyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopaTopusi CETeBBIX TEXHOJOTHH, KOJMYECTBO CTYAEHYECKHX MecT — 14,
mIomaas 36 M2, OCHaIIEHUE: KOMIBIOTEPHBIN Kitace ¢ 8 padbounmu craniusamu Core 2 Duo E8400 ¢
BBIX0JI0M B Internet, 3 mapmpytuzatopa Cisco 2800 Series, 6 mapmpytuzatopoB Cisco 2621, 6
kommyTaropoB Cisco Catalyst 2960 Series, 3 kommyTtaTopa Cisco Catalyst 2950 Series, koMMmyTaTop
Cisco Catalyst Express 500 Series, mpoexktop BenQ MP 620 P, skpaH HacTeHHBII PYJIOHHBIH.
JlunensuoHHoe  mporpaMMmHOe — oOecredeHue: — omepanuMoHHas — cuctema  Windows 7



https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=467139
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=255851
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=277794
https://biblioclub.ru/index.php?page=book&id=277794
http://ien.izi.vlsu.ru/
http://e.lib.vlsu.ru/
http://e.lib.vlsu.ru/
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[Tpodeccuonanbuas, oducHbei maker npuioxeHuid Microsoft Office IlpodeccnonanbHbIil MTIOC
2007, 6ecrutaTHO pacpOoCTpaHIEMOe TPOrpaMMHOE 00eCTICUCHHE: JTMHEWKA HHTETPUPOBAHHBIX CPEJT
pazpabotrku Visual Studio Express 2012, mporpammubiii npoaykt Bupryanm3anuu Oracle VM
VirtualBox 5.0.4, cumynsarop ceru nepenauu naHubix Cisco Packet Tracer 7.0, nnTerpupoBanHas
cpena pa3padbotku nporpammuoro obecrieyenus IntelliJ IDEA Community Edition 15.0.3.

aya. 4276-2, YHIl «KommekcHas 3ammra OOBEKTOB HHGOPMATH3AlUNW», KOJIMYECTBO
CTyJIEHUECKHX MecT — 15, miomans 52 M2, OCHAIEHHWE: KOMIBIOTEPHBIN Kiacc ¢ 7 pabouuMu
cranuusamu  Alliance Optima P4 ¢ Beixogom B Internet, kommyratop D-Link DGS-1100-16
MYJIbTUMEANHHBIN KOMIUIEKT (poekTop Toshiba TLP X200, 3xpaH HACTEHHBIN PYJIOHHBII), TPHOOP
ST-031P «Ilupanps-P» MHOrOpyHKIIMOHAIBHBIA ITOMCKOBBIH, NpuOOp «YIIaH-2» TOUCKOBBIMH,
BHOpoakycTHuieckuii renepaTop myma «Conara AB 1M», umMurarop paboThl CpeACTB HEJIETAIBHOTO
chema uHpopMaiuu, padborarmux mno paguokaHany «lllunoBauky, ananuzatop cnekrpa «GoodWill
GSP-827», unmukatop mons «SEL SP-75 Black Hunter», ycrpoiictBo OnokupoBaHus pabOThI
cUCTeM MOOWIJIBHOW CBsi3u «Mo3aiika-3», yCTpPOWCTBO 3allUTHl TeJIC(POHHBIX TIEPETOBOPOB OT
npociaymuBanus  «I[Ipokpyct 2000», nuktodpon Edic MINI Hunter, noxatop «Pomgauk-2K»
HEJIMHEHHBIN, KOMIUIEKC IMPOBEICHUS AaKyCTHUYECKHX M BHOPOAKyCTHYECKHUX H3MepeHHi «CrpyT
MuHU-A», Bugeoperucrparop uudposoir Best DVR-405, reneparop Illyma «I'Hom-3»,yueOHo-
UCCJIEIOBATENLCKUN KOMIUIEKC «CBEpXIIUPOKOIOIOCHBIE OecrpoBOHbIE ceHCOpHBIe ceTr» (Nano
Xaos), ckanupytomuii npuemMHuk «Icom IC-R1500», ananmzatop cereit Wi-Fi Fluke AirCheck c
aKTUBHOW aHTeHHOU. JIunensnonnoe nmporpammuoe obecredenue: Windows 8 IlpodeccuonanbHhas,
opucHeni maker mpuinoxkeHuit Microsoft Office Ilpodeccuonansupiii moc 2010, OecraTHO
pacmpocTpaHsieMoe MporpaMMHOE oOOecIedeHue: JIMHEHKa HHTETPUPOBAHHBIX Cpell pa3paboTKu
Visual Studio Express 2012, uHcTpyMeHT uMHUTaLMOHHOr0 MoienupoBanus AnyLogic 7.2.0 Personal
Learning Edition, maTerpHpOoBaHHas cpeaa paspadoTku mnporpammuoro obdecriedenus IntelliJ IDEA
Community Edition 14.1.4.
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PaGouyio nporpammy coctaeii: 3asenyiowmni xadeapoit U3A
a.1.n. Monaxor M. O,

Penensent: 3amectmrens pykosoautens PALL OO0
«HUndollentp» k.1.1. Beprunesckuit H.B

[Tporpamma paccmoTpena | oiobpena Ha 3aceanum Kadesp,

Mporokon Ne 7 or _LE. A2 roma
Zaseaytoumii xadeapoit 1.1.1., npodeccop \ /M.IO. Monaxos/

PaGoyas nporpaMma paccmorpeHa u oa06peHa uﬂaccnanuu YUeOHO-METONMYECKOH KOMUCCHH
nanpanienns 10.03.01 «Mudopmaunornas 6e30MacHOCTE »

MpotokonNe 7 ot Z£44 A7 rosa

[Mpencenare/b KOMMCCHH A T.H., podeccop \/ /M.IO, Monaxos/
/
JIMCT NEPEYTBEPAJIEHHWS

PABOYEN MPOIPAMMBI JIHCLMILIHHBI

Pabouas nporpamma ogoGpena na 20 <2 12043 yuedHsii rog

Ipotokon sacenanns xadgeapu No 74 ot A /r'.&mua '/r
W
Jasenyowmii kadenpoit .11, npodeccop ]'. 1 MO, Monaxor/

(efrHO, nu,_rl\lfllij/-_/

PaGoyas nporpamMma ogobpena na 20 /20 y4eOHbIH roja
Mpotoxon 3acenanns kadenpst Ne or rojia

3apenyromumit kadeapoi _AT1.H., npodeccop /M.1I0. Mouaxor/__
(PHO, noanuce)

Pabowas nporpamma onoGpena na 20 /20 yucOnbIi roa

Iporokon 3acenanus kadenps No ot roaa
Janeayrommit kaeapoil a1, npodeceop /M.K). MoHaxos/

(OHO, noanwuce)

Pabouyas nporpamma ogo6pena na 20 /20 yucOHbii roa

Ilporokon 3acenanns xadeaps No or rona
3ascayrommit kabeapolt _g.1.4., npodeccop M.IO. Mouaxop/__

(DHO, noanucs)



eamatveeva
Штамп
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JIMCT PETUCTPAIIMA U3BMEHEHUI
B pab0OvyI0 IPOrpaMMy AUCIUTLTIHbI
3awuwennvle ungopmayuonnsie cucmemol
o0pa3oBaTeNbHOM MPOrpaMMBbl HarnpaBiieHust ToAroToBku 10.03.01. Ungopmayuonnas bezonachocme

Homep BHeceHbl H3MEHEHUSI B 4aCTH/pa3ielibl Hcnonuurens OcHoBaHme
M3MCHCHIS paboueii IporpaMMbl dUO (HOMEp M AaTa MpOTOKOJIa
3aceaHus Kadeapsl)
1
2
3aBeayromuii kadeapoit /M.IO.Monaxos/

TToonuce ()00




