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1. HEJIX OCBOEHUA JTUCHUIIJINHBI
Heaavmu ocBoenus aucuuminabl «CeTd ¥ cHCTEMBb! Nepenadd MHQOPMaIUUy SBISIOTCS
oOecrieyeHHe IMOATOTOBKH OakaiaBpoB B cooTBeTcTBUM ¢ TpebosaHuamu OI'OC BO u yuebHoro
mana no Hanpaeienuro 10.03.01 «MudopmanronHas 0e3011acHOCTE», O3HAKOMJIEHHE CTYIEHTOB C
OCHOBHBIMH TIOHATHSMH, MOJCIAMH W TIPUHLUIIAMH TTOCTPOCHHS TEIEKOMMYHUKALMOHHBIX CHCTEM H
ceTelf, COBpEMEHHBIMU TEHACHLMSMU HUX Pa3BUTUSA, OCHOBHBIMH XapaKTEPHUCTHKAMH CETeH CBSI3H,
0CcOOEHHOCTAMH 1IU(PPOBBIX CHCTEM MHOTOKAHATBHBIX Ilepejiad cooOIeHUH, COBPEMEHHBIMU BHIIAMH
HH(POPMAIIHOHHOTO OOCTYKUBAHUS, MOMACTLIO B3aUMOJEHCTBUS OTKPHITBIX chcTeM. Kpome Toro,
LHeNsl0 Kypca sBisercs (GOpMUpOBaHHE Y CTYIAGHTOB MpeJCTaBIeHHS M 3HaHUM 00 OCHOBHBIX
0JIX0/1aX 1 MEeTOo/ax 3aldThl HHPOPMALMOHHEIX IIPOLECCOB B KOMIIBIOTEPHBIX CETAX, BOSHHUKAFOIINX
npH nepeaave “HGOPMAIIHH.
3aa4aMu OCBOEHHS THCHUTUTHHB] «CETH U CHCTeMBI IepeJad HHPOPMALHN) SBIAETC:

- H3yuYeHHE pa3THYHBIX THIIOB KAHAIOB CBA3M M IEPEladM JAaHHBIX H HMX TEeXHHYECKUX
XapaKTepUCTHK;,

- H3y9IEHHE METOJ0IOIMH TIEPeJaull B CETAX C KOMMYTAlMEH KaHAllOB ¥ ¢ KOMMYTAlue# nakeToB;

- H3yY4EHHME CVIIECTBYIOIMX W TEPCHeKTUBHBIX METOJO0B MHOTOKAHAIBHOH IIepeiadyn |
pacripejeeHus HHHOPMAlMHK;

- H3y4yeHHe MPUHLIMIOB OpraHM3auu¥ W (QYHKUHOHUPOBAHHWA CETed M CHCTeM IlepeJadu
nHOpMAIlNH;

- H3YYCHHUEC CTPYKTYPBl M Ha3HAUYEHHS TEXHMYECKHX M MPOrpaMMHEIX KOMIIOHEHT JIOKATbHBIX H
rIo0aTBHBIX KOMIBIOTEPHBIX CeTel | CHeTeM Iepeadu HHpOpMaLuy;

- H3y4eHHe TTPOTOKOIOB KOMIILIOTEPHBIX CETeH U cHCTeM nepeiadu MH(opMaIium;

- H3ydyeHHe OcoOeHHOCTeH NpPUMEHeHHs CeTed W cucTeM nepenadd HHOOPMAIMH C y4eTOM
TpeGoBaHUi HHDOPMAITMOHHOH OE30IIACHOCTH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII BO bAKAJIABPUATA

JlanHas AHCLMIUIMHA OTHOCHTCS K GasoBoi yactu Broka b1 ( kox B1.5.15). B yuebnom nmane
HpeayCMOTPEHBI BH/IBI Y4eOHOM JesTebHOCTH, 00eCTIeYHBAIOIIHE CUHTE3 TEOPETHUECKUX JICKIHH H
1abopaTopHbIX padoT.

JucuMrinHaa u3ydaeTcs Ha 2 Kypce, TpeOOBaHHS K «BXOAHBIMY» 3HAHHIM, YMEHHSAM HU
rOTOBHOCTSM (IPEPEKBH3UTAM) O0YHAOLIEroCs OIPeIeNsioTcs TpeOoBaHHIMU K YPOBHIO MO/II'OTOBKH
no mampapnenuio 10.03.01 «Mudopmaunonnas GezomacHocTb» Mo Kypcam «HMudopmarukar,
«AImapaTHBIE CPEICTBA BBIMHCIUTENBHON TEXHUKNY, « TeXHONIOrMM W METOBI IPOrpaMMUPOBAHHSY,
«CTpyKTYphl AaHHbIX». Kype TecHO B3auMOCBs3aH ¢ IpyruMu aucimumaaMu. OH sBiseTcs 0asoBbIM
IUTS M3YYEHHS TaKUX AUCUMIUIUNH Kak «[lomuTukn nHGOpMaIMoHHOH 0e30IMacHOCTH B KOPIIOPAaTHBHBIX
NUC», «OcuoBel uHbOpManmoHHOH GezomacHoctu», «Teopust mHGOpmauuu», «basel JaHHBIX M
AKCIIEpTHBIE cHcTeMbl», «CucreMa 3ammThl WHbGOpPMANMM Ha npeanpusTumy, «KopuoparuBHbie
UH()OPMAIIMOHHEIE CUCTEMBI» U T.,.

3. KOMIIETEHIIMHA OBYYAIOUWETIOCs, POPMUPYEMBIE B PE3YJIbTATE
OCBOEHMS TUCHUITIJIMHBI

B pesyibrare OCBOEHHS JMCHMIUIMHBI OakamaBp HOJDKEH o0jamaTh — ClEIYHOIAMH
o0mmenpoecCHoOHATLHLIMH KOMITETCHIMAMH

OIIK-7 — crocoBHOCTRIO OMpenensTs HH(QOPMALMOHHBIE PECYPCHI, ITOIJICKAIINE 3alIuTeE,
yrpo3el Ge3omacHOCTH MHGOPMAMH W BO3MOMKHBIE IIYTH WX peaTu3aldd Ha OCHOBE aHalH3a
CTPYKTYpHl M cojepkaHus WHGOPMAMOHHBEIX NPOLECCOB M 0CoOSHHOCTEH (PYHKIHOHHPOBaHUS
00BeKTa 3aLLUThI;

npodeccHOHATLHBIMU KOMICTCHIIMAMMU:

[IK-1 - cmocoGHOCTHIO BBITONHATH PaboOTEI MO YCTAHOBKE, HACTPOHKE M OOCHYKHBAHUIO
IPOrPAMMHBIX, [IPOrPAMMHO-ANNapaTHbIX (B TOM 4YHCTe KpUNTOrpaGUyYecKhx) M TeXHHYECKHX
CPECTB 3alUThl HHGOPMaIHH.



B pesyibrare OCBOSHHS JMCIMIIIMHBEI 0O0y4aromuiics [JO/DKEH JIEMOHCTPHPOBATH CIIEIYROLIAE
pesyIbTaTsl 00pa3oBaHUs:
1) 3Hatrh: - OCHOBBI AJMHHUCTPHPOBAHUS BBIYUCIUTEIBHBIX CETEH, - TPHHLMIBI B METOIBI
[POTHBOIEHCTBHS HECAHKIMOHUPOBAHHOMY WH(MOPMAIIMOHHOMY BO3JEHCTBUIO HA BBIYHCITHTE/IHHEIE
CHCTEMBI W CHCTEMbl Nepefadyd HHOOPMAaLMH; - ITAIOHHYIO MOJENb B3aUMOICHCTBHSA OTKPLITBIX
cUCTEM, METOABl KOMMYTAIlUM M MaplupyTH3alliH, CeTeBbI€ MPOTOKOBI;, - CHIHAILl 3JeKTPOCBA3H,
[TPWHITUITEI TTIOCTPOSHUSI CUCTEM W CPEJICTB CBS3H; - COBPEMEHHYIO KOHILEILHMIO [I0CTPOEHHS CHCTEM 1
ceTei mepeaay JaHHBIX; - METOAbI KOIAMPOBAHUS B CETAX CBA3M, TIOMEXOYCTONYMBOE KOAMPOBAHHUE,
criocob6sr o6seanHeHMs LupoBbIx motokos. (OITK-7; [1IK-1);
2) Vmers: - GopMyIHpoBaTh M HacTpauBaTh HOJIUTHKY O€30NAaCHOCTH PACIpOCTPAHEHHBIX
OIEPAIIHOHHBIX CUCTEM, a TAK)Ke JTOKATbHBIX BRIYMCIUTEILHBIX CETEH, ITOCTPOCHHBIX HA HX OCHOBE, -
OCYLIECTBIIATE MEPHI TPOTHBOASHCTBHS HApYUIEHHSM CETEBOM OE30MaCHOCTH C HCITOJIB30BAHUEM
PayuIMYHBIX [POI'PAMMHBIX W allapaTHBIX CPEJICTB 3alMTHI; - MPUAMEHSTH METO/bl 3alUThl
HHGOPMAITHOHHEIX MTPOLECCOB B KOMITBIOTEPHBIX CHCTEMAX; - OCYINECTRIIATH SKCIITYATALHIO CPEIICTB
3aIUTEL KHGOPMALIHOHHEIX IPOLeccoB B KoMnbtoTepHBIX cucTemax. (OIIK-7; ITK-1);
3) Buaaners: - METOJMKOM aHATH3a ceTeBOro TpahHKa, Pe3ylbTaToB PadOThI CPeICTB OOHAPYKEHHUS
BTOPKEHHMI; - MeTOIaMH aHanu3a ¥ Gopmanuzanuu HHGOPMAIMOHHBIX MPOLECCOB 00BEKTa U CBI3CH
MEKIY HAMH; - MTpodecCHOHaTbHON TEPMHUHOIOTHEN, H CHCTEMHBIM IOAXOIOM K PEIICHHIO 3a1a4 M0
IOCTPOEHHIO TEIEKOMMYHUKAIIMOHHEIX ceteil pasiu4HbIx Tumos. (OIIK-7; TIK-1).

V o0yyaeMbIX B MpoIecce H3YYEHMs TUCIUIITIMHBI JOKHBI BhIpabaThIBATHCS JOIOIHUTEIbHBIE
KOMIIETEHIHH, ¢ y4eToM TpeOoBaHuil paboToiarTenei:

- CrmocoOHOCTL OPraHH30BBIBATH MPEANPOEKTHLIE HCCIEJOBaHHA MO MOCTPOCHHIO CHCTEMBI
3aNHThl HHOOPMAITMK B CETAX CBSI3H.



4. CTPYKTYPA U COAEP/KAHUE JUCHHUIIJIMHBI
Ob11ast Tpy10€MKOCTh JUCLUIIIMHBI COCTABISCT 6 3a4ETHBIX eAUHML, 216 4acoB.

No
n/n

Paznen (Tema)
DHCLINTLTHHE

CemecTp

Henensa cemecTpa

Busel yuebuo#t pabotsl, BKItOUas
CaMOCTOATENLHYIO padoTy CTYIEHTOB

U TPYIOEMKOCTh (B Yacax)

Jleknuu

—

KI1/KP

SAHATHS

padoThi

paboThi
CPC

Kounrponshsie

[pakTHueckue
JlaboparopHsle

O6nem yuebHoi
paboThl,
¢ MPHMEHEHHEM
HHTEPAKTHBHBIX
METOOOB
(B yacax / %)

@opMbl
TEKYILEro
KOHTPOILA

yCIeBaeMoCTH
(no Hedensim
cemecmpal,
thopma
TIPOMEXKY -
TOUHOM
aTTecTalny (1o
cemecmpam}

. |THTIEI THHAA CBA3H.

Du3HIecKie Cpelbl
nepe/IaTh TaHHEIX.

Ammaparypa JHHUH
CBA3M.

=
(o]

2/33%

AYX, nonoca

MPOTMYCKaHHs |
saryxanue. [1pormyckHas
CNIOCOOHOCTh JIMHIH,

3-4

3/50%

Kabenu Ha ocHoBe
HedKpaHHpOoBaHHOH
napel W
KpaHWPOBAHHOI MaphL.
KoakcuatbHble Kaben.
BonokoHHO-ONITHYECKHE
Kabenu.

5-6

2/33%

PeliTinr-
KOHTPOIB Nel

. [CHMBOJIBHO~

ACHHXPOHHBIE
TIPOTOKOITHI,
CHHXPOHHBIE

OPHEHTHPOBAHHbIE 1
OHT-OpPHEHTHPOBAHHEIE
MPOTOKOJEL

2

2/33%

" [KommyTanus

KoMmmyTalis KaHaIos.
KommyTanus maKkeTos.

coobmenuif

9-10

2/33%

. |CHCTEMBI JTOKAJbHBIX

MonTam KabeabHbIX
cpen. KabenbHble

ceTell: knaccuuKanus,
0COOEHHOCTH

11-12

3/50%

PeiiTunr-
KOHTpOIb Ne2 |

. \BblleleHHbIE TUHHH

Cnocodbl coeTHHEeHNA
neped. ¥ MpHEMHUKOB,

‘cBA3K. BrlaeneHHBIe
JHHHHK CBA3H,

(38

2/33%

" |cesian. KonugectBo

CTpyKTYpUPOBaHHbIC
kabenbHbie CHCTEMBI.

CucTeMbl MOOHNBHOH

padounx cTaHIMH B
OECMPOBOIHBIX CETAX.

(8]

15-16

[o%]

2/33%

. [CETEBBIX ONEPALIHOHHBIN

Koudwurypamus

CHCTEM.

17-18

-2

3/50%

Peifirunr-
KOHTpOJB Ne3

Bcero no 3 cemecTpy

18

36 54

21/39%

3auer




DOPMEI
TEKYILEro
KOHTpOIA

YCIIEBAEMOCTH
(no Hedeasm
cemecmpa),

thopma
POMENKY-

TOYHOH

aTTecTaluy (no
cemecmpam)

| Buael yuebHoii paboTsl, BKIOYAA
CaMOCTOATEILHYIO paloTy CTYJEHTOB
1 TPYJOEMKOCTb (B 4acax) Obbem y4ueGHOH
paboTsl,

C IPHMEHEHHEM
HHTEPAKTHBHBIX|
METOHOB
(B wacax / %)

Ne | Pasnen (rema)
1w JHCHHILTHHEL

Cemectp
Hepens cemectpa

3dHATHA
paboTh
paboThi
CPC
KIT/KP

Jlaboparoptbie
KoHTtponbHble

Jlexuun
[1pakTHueckne

Texronorus Ethernet.
CeteBoH ypoBeHs.
TpaHcmopTHBLiH

10 |ypoBens. [Ipuknagroit | 4 | 1-2 2 4 2 2/33%
vpoBens. [P anpecanma.
Paz6uenne IP cetn Ha
MOJICETH.

Beenenue B
11 4 3-4
KOMMYTHPYEMBIE CETH.

2
Sy
(3]

2/33%

|HacTpoiika 3aiiuThl
VLAN. Konuenuus
12 MapuIpyTH3aLnH, 4 | 5-6 2 4 2 2/33%
MapmpyTnzanus Inter-
VLAN. |
CraTnyeckas
MapLIpyTH3ALHA,
[unamuteckan
MapLpyTH3aLHA.
PabGoTa nporokona
DHCP. NAT
TexHosorun aas [Pvd,
Poct ceTn.
M30bITOYHOCTE B
TTOKAIBHBIX CETAX.
CeTH ¢ IPOTOKOIOM |
THHAMWYECKOH
| 15|mapwpyrrsauun OSPF | 4 |11-12| 2 4 2 2/33%
- Multiarea OSPF.
[lporokoa EIGRP.
ITpoekTupoBanue
UEPAPXMYECKHX CeTell,
TlogknotueHre K
rI00ANEHBIM CETAM.
Coenunenne Touxa-
Touka.

Frame Relay. NAT
TexHonorun ais [Pv4,
17 [Pewtenus ais 4 |15-16
MIMPOKOTIOI0CHO M
mepeaayy JaHHbIX,
MOHHTOPHHT CETH.
18 |Yerpanenue 4 |17-18| 2 4 2 2/33%
HeHCMpPaBHOCTEHN CETH.

| Bcero no 4 cemectpy 18 [ 36 KP 18/33% DK3ameH
| UTOrO: 36 | 72 54 39/36% |

PeitTunr-
KoHTpoms Nel

4 | 7-8 2 - 2 2/33%

14 4 1910 2 4 2 2/33%

Pelitunr-
KOHTpOsb Ne2

16 4 |13-14

J
=S
2

2/33%

2
=
b

2/33%

PefiTuinr-
KOHTpOISL No3

Cogep:ranye JHCIHILTHHBI

3 cemecTp

Pasgen 1. ®dusnudeckde cpedpl nepefady JaHHLIX. TUNBl TUHMN cBA3M. Annaparypa JTHHUH CBS3H.
OCHOBHBIE XapaKTePUCTHKH JIMHHH CBA3H.



Pasgen 2. AMIIIIHTY/THO-4aCTOTHAS XapaKTepUCTHKA, I10JI0ca POIyCcKaHus U 3aryxanue. [IpomyckHas
crnocoOHOCTh MuHUH. CBsI3b MEXKIY NPONMYCKHOH ¢nOCOOHOCTEIO JIMHUM U €€ MOJI0COH MpomycKaHHs.
[ToMexoycToHUNBOCTE U 1OCTOBEPHOCTD.

Pasgen 3. KabGenn Ha ocHOBe HedKkpaHWpoBaHHOH napel. Kabenu Ha OCHOBE 3KpaHUPOBAHHON Iapsl.
Koakcuanenele kabemu. BonoxoHHo-onTHdyeckue kabemu. Kabenu Ha OCHOBe HEIKpaHUPOBAHHOM
napel. Kabenn Ha ocHOBe »KpanupoBaHHOHN napsl. KoaxcuanbHble kabenu. BolOKOHHO-ONTHYECKHE
kabenu.

Pasnen 4. AcHHXpoOHHBIC TPOTOKONbI, CHHXPOHHBIE CHMBO/JILHO-OPUEHTHPOBAHHBIE H OHT-
OpHEHTUPOBaHHEIE TPOTOKOMEI. [Tepenada ¢ ycTaHOBIEHHEM cOelMHEHUS U Oe3 YCTAHOBIECHHUS.
Pasen 5. Kommyraius kananos. KomMyrtanus naketoB. Kommyranus cooOIeHUH.

Pasgen 6. Montax kaGensHBIX cpel. KabenpHble cHCTeMBl JOKalbHBIX CeTel: KiaccH(UKarms,
0COOCHHOCTH.

Pazpen 7. CriocoObl COEIMHEHHSA TMepelaTiNKOB M I[PHEMHHUKOB. BBIJICIICEHHbIE JHHHH CBSA3M.
BrineneHHBIC THHUN CBA3H.

Pazgen 8. CrpykrypupoBaHHble kabenbHble cucTeMbl. ChcTembl MOOMIBbHOH cBssd. KomadecTBo
pabouux craHu¥ B OeCIpOBOJHBIX ceTsAX. JIMHHM CBSI3M C MCHOJIB30BAHMEM HCKYCCTBEHHBIX
CIYTHHKOB 3EMIIH.

Pazgen 9. Kondurypamnusi cereBeIX omepalldOHHbIX cucTeM. CeTeBble NMPOTOKOIBI M COEIHHEHHS.
YpoBeHs JocTyIIa K CeTH.

4 cemecTp

Pasgen 1. Texunonorus Ethernet. CereBoit yposens. TpaHcropTHBINH ypoBeHb. [IpuxiiaqHol ypoBeHb.
I[P agpecamus. Pazduenne IP cetu Ha nmoacery.

Paznen 2. Bsemenue B KoMmyTHpyemble ceTH. Konnermmms pabotel u 6a3oBble HacTpOHKHU
KOMMYTaTOpOB.

Pasnmen 3. Hactpoiixa 3amutel VLAN, Konnenmus Mapmpytusanuu. MaprmpyTtusanus Inter-VLAN.
Pasgea 4. Crarugeckas MmapmpyTusanus. JuHaMmuueckas mapiipytusanus. O6paboTka nporoxona
OSPF B oxnO# o6nactu. HacTpoiika criicka KOHTPOJIS JOCTYIIA.

Pazgen 5. PaGora nporokona DHCP. NAT rtexnonorum mns IPv4. Poct cern. M30BITOYHOCTE B
TIOKAJIbHBIX CETAX. ATperauus KaHauos.

Pazaen 6. Cern ¢ nporokosioM jJuHamudeckoi Mapmpytusanun OSPF - Multiarea OSPF. [Ipotoko:n
EIGRP. Hacrtpoiika ¥ ycTpaneHHe HeucnpaBHOCTel B ceTsx ¢ npotokonoMm EIGRP. Vmpasnenue
daiinamn B onepanmontoit cucreme Cisco [0S.

Paspea 7. TlpoektHpopanwe uepapxudeckux cereil. [lojgkmouenne K T1100aibHBIM  CETSM.
Coemuuenne Touka-Touka.

Pasnen 8. Frame Relay. NAT texsonorum aiasa [Pv4. Pemenus pis IMHPOKOIOJIOCHOH Mepeaadu
JAaHHBIX.

Pasznen 9. MoHUTOPHUHT CeTH, Y CTpaHCHHE HEUMCIIPABHOCTEN CETH.



5. ObPA3OBATEJIbHBIE TEXHOJJIOI'HHA

V3yueHue TUCLMILIHHE! IpeAnonaraeT He TOJALKO 3allOMHHAHHE W NOHAMAaHHE, HO H aHallM3,
cuHTe3, pedrexcuto, (POPMHpPYeT YHHBEpCAJbHBIE YMEHHS M HABBIKM, SBJSIIOIIHECS OCHOBOM
cTaHOBIeHUs Oakanaspa 1o Hanpasienuio «MHGopmanmonHas 6e3o0macHOCTEY.

Tl peanu3allil KOMIIETEHTHOCTHOTO IMMOAXOAA MpejnaraeTcs HHTETPHPOBaTh B YueOHBIH
Ipolecc HMHTEPAKTHBHbIE 0Opa3oBaTellbHble TEXHONIOTHM, BKIO4Yas HH(QOPMAalMOHHBIE W
KoMMyHHUKaHoHHbIe TexHonornk (MKT), npu ocyIiecTBIeHHH pa3IndHbIX BHJIOB y4eOHOU paboTHhI:

pa300p KOHKPETHBIX CUTYaluH;

y4eOHYIO JUCKYCCHIO;

3J€KTPOHHBIE CpeicTBA 00yUeHNS (ClIak/1-JIeKIUH ).

JIeKIIMOHHBIE 3aHSITHSI TIPOBOJSTCS B ayINTOPHH, 000PYI0BAHHOH IPOEKTOPOM, YTO ITO3BOJISICT
coveTaTh aKTUBHbBIC H HHTEPaKTHBHBIE (JOPMBI IPOBEICHHS 3aHATHH.

Kak TpanMIMOHHBEIE, TAK M JIEKIIUH WHHOBAIMOHHOTO XapakTepa MOIYT COINPOBOXIATHCS
KOMITBIOTEPHBIMK  clafiiaMu uad  cnafig-mexuusamu. OcHoBHOe TpeOOBaHWE K ClalJ-TeKIUH —
NpUMeHeHHe  JMHaMHYecKHX  (dexTtoB  (aHUMHPOBAHHBIX  00BEKTOB),  (YHKUHOHAIBHBIM
Ha3HAUEHUEM KOTOPBIX SIBISETCS HArsIHO-00pazHoe IipeicTaB/ieHHe WHPOPMALUM, CIIOKHOW JIIs
MOHUMAHHS W OCMBICIICHUsS GakajaBpaMy, a Takke MHTCHCH(QHUKAIMA U AuBepcHuKanys ydeOHOTO
nporecca.

ViensHbI Bec 3aHSTUH, IPOBOJAMMBIX B HMHTEPAKTHBHBIX (hopmax, ompesiensercs IJIaBHOH
neasto OITOIT Gakanaspuara mo Hanpasneruio 10.03.01, oco0eHHOCTRIO KOHTHHTEHTA 00YYArOIIMXCS
U COJEpIKAaHHEM KOHKPETHBIX AUCLMILINH, U B LIe/IOM, B yueOHOM Mpolecce OHH COCTABIIFOT HEe MEHee
30 nponeHTOB ay ANTOPHbIX 3aHATHH.

3aHsTHs JEKIHOHHOIO THIIA ISl COOTBETCTBYIONIMX IPYII CTYAECHTOB COrJIaCHO TPEOOBaHUAM
CTaHJapTa BBICIIEro 00pa30BaHus He MOTYT COCTaBIATH Oonee 45 NPOLEHTOB ayIHTOPHBIX 3aAHSITHH.
[TporpaMmMa JUCIHILTAHBL COOTBETCTBYET JaHHBIM TPEOOBAHHUAM.

TaxuMm o00pasoMm, TpHMeHeHHEe WHTePAKTUBHBIX 00pa30BaTeNbHBIX TEXHOJIOTHH mpuaaeT
MHHOBALMOHHBIN XapaKTep NPAKTHYECKH BCeM BHJaM y4eOHBIX 3aHSTHH, BKIHOYAs JeKIHoHHbIE. [Ipn
3TOM JIeJIaeTcs aKleHT Ha pa3BUTHE CAMOCTOSTEILHOrO, IPOJAYKTUBHOIO MBIILIEHMS, OCHOBAHHOTO Ha
JHATOrMYECKUX JUIAKTHYECKHUX MpHeMax, CyOBeKTHOM mo3uiuu obydalonierocs B o0pa3oBaTelIbHOM
mpormecce. TeM caMbIM CO3JAIOTCA YCIOBHS AT peaau3alid KOMIETEHTHOCTHOTO MOAXO0Aa MpH
U3YYEHUH JIAHHOMW JIMCITHILTHHBL

6. OHEHOYHBIE CPEJICTBA JJISI TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTH,
[IPOMEKYTOUYHON ATTECTAIIUH IO UTOI'AM OCBOEHUA TUCHUIIJIIUHBI U
VYEBHO-METOJANYECKOE OBECIIEYEHUE CAMOCTOSTEJIBHOM PABOTHI
CTYJIEHTOB

JI7Ist TEKYIIEro KOHTPOIIS yCIeBAeMOCTH LIPEUIaraeTCsi HCIOIb30BAHUE PEHTHHIOBON CHCTEMBI
ONEHKH, KOTOpas HOCHT MHTCTPHPOBAHHBIA XapakTep M YUYHMTHIBAET YCIEIIHOCTh Oakaiaspa B
pa3sIMuHBIX BHAax yueOGHOW  [eATeNBHOCTH, CTelneHb chOpMHpOBaHHOCTH y  Oakamaspa
0OIIEKY/ILTYPHBIX U MPO(ECCHOHATIBHBIX KOMITETEHIIUH.

[ [puMepHbIi HepedeHb 3aaHui A1s TEKYIIHX KOHTPOIBHBIX MEPOTIPUITHIL:

Texymmuii KOHTPOJIb 3 cemecTpa

Bonpocs! peiiTuar-konTposs Nel

e QU3HYECKHE Cpedbl IepeJadys JaHHBIX

KnaccnuKanus JIMHUH CBA3H, MX IIapaMeTPhl H XapaKTePHCTHKH;
Tuns! nUHKAM CBS3H

Annapatypa IMHHIH CBSI3H

3a/1aua CHHXPOHM3ALNH PUEMHUKA U NlepelaTunKa B KaHaJle CBA3H M METO/Ibl e€ PEIICHU S
OcHOBHBIE XapaKTEePUCTHKY JTHHUHN CBSA3HU

[Tonoca mporrycKanus THHUH CBA3H

[ToMexoyCcTOMYUBOCTE TUHUH CBA3U

Kabenn. DxpanupoBaHHas napa



KaGemn. HesxpannpoBaHHas napa

Kabemu. KoakcuaipHble Kadead B CriocoObl UX IPUMEHEHUS

Kabemnu. OnToBOIOKOHHEIE TEXHONOTHH Nepeaayd HHGOpMaIy

AnaloroBast MOZY SIS

Bompocel peiiTUHr-KOHTpoJst Ne2

¢ I[OHATHS (U3UYECKOTO U JIOIHYECKOro KOJHPOBAHMS, MO SN,

® IIOHSATUA M KIaCCH(PUKAIHS CETEBEIX TOMOIOrUH, PU3HUECKUX H JTOTHUECKHX;

e opraHu3alus cereil ¢ KOMMyTalWed KaHAJIOB Ha OCHOBE YacTOTHOrO MW BPEMEHHOrO pasieeHHs
Cpensl;

e Oopranm3alus ceTeil ¢ KOMMyTalHeH NAKETOB;

® 3a7auM, peraeMble PH YCTAHOBICHUH JOTHYECKOr0 COETHHEHHUS.

eKitaccuuranuu ceteil nepeiauy JaHHBIX 110 TEPPHTOPHATBHOMY MacITaly;

o Knaccuduxauun ceTet nepeaayy JaHHBIX 10 Ha3HAYECHHIO.

e O030p MeTOIOB 0OHAPYKEHHS OIIMOOK OCHOBAHHBIX Ha KOHTPOJILHBIX [TOCIEI0BATEIBHOCTSX.
e (O030p METOIOB HCTIpaBIEeHUs OIMOOK OCHOBAHHBIX Ha IIOBTOPHOM 11epeiade JaHHbIX.

e O030p METOJOB KOMIIPECCUH B IIPOTOKOIIAX NEpe/iaun JaHHbIX.

o epapxuueckass WIEOJOTHS OpPraHM3alHMM CETEBHIX IPOTOKOJIOB H PACIpPOCTPAHEHHBIE CTEKH
[IPOTOKOJIOB.

e ACHHXPOHHBIE IIPOTOKOJIBI

e CHHXPOHHEIE CHMBOJILHO-OPUEHTHPOBAHHBIC IIPOTOKOJIBI

¢ Cnoco0sl coe/IMHEeHNU [TepelaTiuKOB U IPHEMHHAKOB

Bonpocs! pefiTHHr-KOHTpost Ne3

e BrliereHHBIR THHHH CBSA3H

e [lpmMepsl 1pOTOKOIOB pasHbix yposHeit mozemn ISO OSI u ux tumoseie Qyuxuuu. Crexu
IIPOTOKOJIOB He cooTBeTcTBYromme Moenn ISO OSL.

Coornomrenus Illennona u Haliksucra.

CeTteBoit ypoBeHb

TpancniopTHeIH ypOBEHD

[IpuxnanHo¥ ypoBeHs

Pa3z6uenue [P cetn Ha moucetu

Texnonorus PDH u e€ orpannuenus.

0630p MepapXuUecKoi cucTeMbl arperuposanns Tpaduka B SDH/SONET.

O630p TuIOB 0OOpyMOBaHUs U MojIepxkuBaeMblx Tononoruii B SDH/SONET.

Buyrperumuii ctek mporokoioB SDH/SONET.

®opmartsl kaapa SDH/SONET u MeToas! KOMIIEHCAIHY ITOTCPH CHHXPOHM3AIMH.
Texnonorur DWDM.

e OGzop crangapros IEEE 802 .x.

Tekymuii KOHTPo.JIb 4 cemecTpa

Bomnpocs! pefiTuHr-kontpoJs Nel

e ba3oBas HacTpo¥iKka KOMMYTaTOpa

o OGo6IeHNEIe aIrOpUTMBI  paboThl IMHPOKO PACHpOCTPAHEHHOTO CETEBOr0  000pYIOBAHUSA:
MapLIpyTH3aTOpa, KOMMYTaTOpa, KOHLIEHTPAaTopa.

e Hasnavenne u 061aCTh IPUMEHEHHS TeXHONIOrUH: Ethernet

e BocupousBecTd ouH 13 hopmaros Kajpa pusudeckoro yposus 802.3 Ethernet.

e Kunaccel ceteit IPv4, ocobrie anpeca, orpaHu4eHus KJIIaCCOBOH CHCTEMEL.

e TexHonorus 6ecknaccoBoro pacnpenenerus aapecos [Pv4 (CIDR).

o Iloustus mopra W cokera B nportokonax TCP/UDP, pasmuunele KaTerOpHH [OPTOB, NPHHLIKIIBL
BBIICJICHUS [1I0PTOB CEPBUCAM.

e Mapuipytu3zanus B cetd. OCHOBHBIE IIPHHLKITEL ¥ TOHATHSA.

e Mapmpyruszanus B cetd. Craruyeckas MapIipyTu3arus

e MapupyTtusauus B ceTH. JJuHaMHuecKas Mappy TH3aIHs



Hacrpoiika u koudurypupoanue VLAN

Bonpoce! peiiTuHr-KoHTpO.Ist Ne2

Texronorum DWDM.

00630p cragmapros IEEE 802.x.

Cuctema agpecanuy, ucrnonb3yemas B ctangaprax IEEE 802.3 — 802.11.

Anroput™m obpaGorkr kommmu3uidi B Ethernet. HeobxommmocTs HaAeKHOI'O pacno3HaBAHMS

KOJUTH3HH W €€ CIIeICTBHA.

®opmare! kagpos Ethernet. Anroput™ pacno3nasanus OpMAaToB.

QOyHKIHH TOAYPOBHEH KaHaibHOro ypoBHs Ethernet.

Ouenka npormyckHo# ciocobroctd cetr Ethernet mpu ucnoap30BaHUM KaapoB pasIuyHON ITHHBL.
OrpanuueHus, HaKJIagbIBaeMble Ha ceTh Ethernet pa3mUYHBIMU THIIAMH CPEIBI.

Anroput™ paboThl TPO3padHOro MocTa 1 ocodenHocTH cerei Ethernet Ha ocHOBE KOMMYTATOPOB.
Crampaptel 1 TexHonoruu Fast Ethernet.

Crangaprtsl 1 TexHoorud Gigabit Ethernet.

Cranaaprs! u Texroszoruu 10Gbit Ethernet.

OrpaHnYeHHs TOKATbHBIX CETEBBIX TEXHOIOTHH KaHATBHOTO YPOBHSL.

Knaccosas cucrema agpecanni B [IPv4. Ocobrie anpeca. HemocTaTtku K1accoBoit CHCTEMBI.
Texunonorus deckiaccoBoro pacnpeaenenus agpecos (CIDR).

[TpoToxon ARP.

[Tporokosn DNS.

[Ipotoko:1 DHCP u ero coBpeMeHHBIC anbTepHATUBEL,

®opwmar nakera [Pv4,

Bonpocsl peiiTHHr-KoOHTpOJIsE Ne3

No LW

[Iporokons! MapmpyTusanuu. OSPF

Hacrpoiika 3amutel VLAN

Texnonoruss DHCP. OcHOBHBIE MOHATHS ¥ IIPUHIIMII pabOTHI.

NAT rexnosnorus B ceTsx nepeaaun JaHHBIX

M30BITOUYHOCTE B CETAX Nepe1ayvd JaHHBIX,

Arperanus KaHaJloB

Hasuauenue, XapakTepHCTHKH, CTPYKTYpa CeTH, 0COOEHHOCTH (PU3NIECKOT0 ¥ KaHATBHOTO

vpoBHe# ctanaapTa 802.11n.

8.
2

10.
LA
12
1.3
14,
13,
16.
1%

CetH ¢ mpOTOKOJIOM JAHaAMHUYecKo# mapipytusauun OSPEF
MapmpyTtuzauus B cetd. [Ipotokon EIGRP
Hactpoiixa EIGRP
Onepaunonnas cucrema CISCO [0S
Ynpasnenue ¢aiinamu B CISCO 10S
[loaxmouenne k rinodansHbM cetsam. [Ipotoxon BGP.
CoeauHeHne TOUKA-TOYKA
NAT Texnonoruu st IPv4
Hactpoiika u koudurypuposanue Frame-Relay
WHCTpYMEHTHBI ISl yCTPaHEHHS! HEUCIIPABHOCTEH CETH

Ilepedens BONMPOCOB K 3adeTy 3 cemecTpa (NPOMEKYTOYHOH aTTeCTAUHH 10 HTOram

OCBOEHHSI THCHMILTHHbI):

DusuuecKne cpesibl nepejadn JaHHbIX

Tunel nUHUH cBA3K

Annaparypa TUHHH CBSA3H

OcuoBHble XapaKTEPHCTUKH JIMHUH CBA3H

[Tonoca nponycKanus JTHHHAN CBA3H

[ToMeX0yCcTOHUUBOCTE JIMHUH CBA3H

KaGenn. DxpaHupoBanHas napa

Kabemu. HesxpanupoBannas napa

Ka6enu. KoaxcnanrsHele kabern 1 crnocoOb! UX TPUMEHEHHS



Kabenu. OntoBonoKkoHHbIE TEXHOIOTHH NIepenayd HHGopMaIu
AHanorosasi MO JISITIUS

[{adpoBoe U oruveckoe KOAUPOBaHHE

ACHHXPOHHEIE TIPOTOKOJTBI

CHHXPOHHBIE CHMBOIBHO-0PUEHTUPOBAHHBIE TIPOTOKOJIBI
buT-0preHTHPOBAHHBIE TPOTOKObI

Ilepenayua naHHBIX ¢ YCTAHOBICHUEM COCIHUHEHUS

[Tepesada 1aHHBIX O3 YCTAHOBICHUS COSIMHEHUS

Mertozasl oOHapy:xeHUs OUOOK

Metoabl 0OHApPYIKEHUS HCKAKEHHBIX M TOTEPAHHBIX JaHHBIX
Komnpeccus nanHbBIX

KomMyTanus kaHamoB, nakeToB, cOO0IeHwi

Knaccuduxanns kabenbHBIX CHCTEM

CrocoOBI cOeTMHEHUS NEPEAATYUKOB U IPHEMHHUKOB

BeouiesienHbIe THHUYT CBS3H

CrpyKTyprpoBaHHbIe KaOenbHbIe CHCTEMbI

HectpykTypupoBaHubie kabeabHbIC CHCTEMEI

Cucrembl MOOUIbHOM cBsi3U. OCHOBHBIE OHATHS U OIpPEIEIICHHUS
CrcreMbl MoOM:IbHOMU cBsi3H. OCOOEHHOCTH ¥ OTIMYUTENBHBIE XAPAKTEPUCTUKH
DneKkTpuyeckas rnepejgada JaHHbIX

Tune! 1 k1accuuKanus AHTEHH

AnrenHo-(unepusle ycrpoticTBa. OCHOBHEIE IOHATHS M OIIPEICIIEHHUS
Hcnonp3oBanue CyTHUKOB 3eMITH B Ka4eCTBe TMHHUM CBSA3H
Duznueckuit yporers Moaenn OSI

[IpuMeps! NpOTOKOA0B pasHbIX ypoBHe# Mozend ISO OSI u ux tunossle ¢yHkmuwp. CTekd

IIPOTOKOJIOB He COOTBEeTCTBYOIHE Mogeaun ISO OSL

Coortnowenus Hlennona u Haliksucra.

CereBoit ypoBeHb

TpancnopTHeI# ypoBeHb

[lpukmagHoit ypoBeHE

Pazbuenue [P cetn Ha mosceTn

baszoBas HacTpoiika KOMMYTaTOpa

Obobennble  anropuT™Mbl  paboTel IMHUPOKO PacpOCTPAHEHHOIO CETeBOro 00OpYAOBaHMUS:

MapuIpyTH3aTOpa, KOMMYTaToOpa, KOHIEHTpaTopa.

Hasnagenue u ob1acTe npuMeHeHus TexHonoruil: Ethernet
Bocnpoussectr oauH u3 popmaros kaapa ¢pusudeckoro yposHs 802.3 Ethernet.

Ilepevyens BompocoB K JK3aMeHy 4 cemecTpa (MPOMEKYTOHHOH aTTeCTAIMH [0 UTOraMm

OCBOECHHS ;]HCI.IHI'IJIHHB]):

Knaccr ceteii IPv4, ocobble ajpeca, orpaHHYEHHS KI1aCCOBOM CHCTEMBL.
Texno:orus 6eckmaccoBoro pacnpeaenesus aapecos [Pv4 (CIDR).
llonatus mopra u cokera B mpotokonax TCP/UDP, pa3snuuHble KaTeropu IIOPTOB, MPHHIHUIIBI

BBLICIICHHUA MMOPTOB CEPBHCAM.

Mapupytuzanus B cetd. OCHOBHBIE TPUHIMIBI X TOHATHS.
MapmpyTtuzanus B cetd. CTatuyeckas MaplipyTH3aLus
MapmpyTtnzanus B ceTd. JluHaMugecKas Maplipy TH3arus
Hactpoiika u xonpurypuposanue VLAN

IIporoxons! mapuipytuzanuu. OSPF

Hactpofixa 3aumutet VLAN

Texunonoruss DHCP. OcHOBHBIE OHSTHS M IPUHIIKI PaBOThI.
NAT TexHONOTHs B CETSIX Nepeaadn AaHHbIX

M30b1TO4HOCTD B CETAX NEPE1ad JaHHBIX.



e Arperauus KaHalioB

e HasHaueHwe, XapaKTePUCTHKH, CTPYKTYpa CeTH, OCOGEHHOCTH (U3HYECKOI0 M KAHATIBHOTO
ypoBHe# cragaapra 802.11n.

e Hacrpoiika Singl-Area OSPF.

e CeTH ¢ IPOTOKOIOM AHHaMHUecKo# MapiipyTtusanun OSPF
e MapmpyTtuzanus B cetu. IIporoxor EIGRP

e Hactpoiika EIGRP

Omnepaunonnas cucrema CISCO [0S

e VYupasieuue ¢paiinamu 8 CISCO 108

¢ [loaxmouenue K riuodanbHbM cersiM. [Ipotokon BGP.
CoequHeHe TOYKA-TOUYKA

NAT rexnonoruu aius [Pv4

Hacrpoiika n koudurypuposanue Frame-Relay
[TInpokononocHas lepejiada JaHHBIX

WHCTpyMEHTBI 17151 yCTpaHeHUs HEUCTIPABHOCTEH CEeTH
be3omacHOCTh CeTEBBIX TEXHOIOTHI.

Bonpocel 1 3a1aHuA 1151 caMOCTOATE.1bHOI padoThI CTYAEHTOB 3 ceMecTp:
Pemenue 3a1a4 mo pacueTy CKOPOCTH Nepeayu TaHHbIX.

O630p U30BITOUHBIX TOMEXOYCTOHYHBEIX KOIOB KAHATBHOTO YPOBHS

O630p cr1ocoboB ¥ METOI0B KOAMPOBAHUS /Uit OOHAPYKEHUS U KOPPEKIHH OIMIAGOK
M3y4eHne KOHCTPYKTHBHBIX 0COOGHHOCTEH Pa3TMYHBIX BHAOB IIPOBOJAHBIX JTUHKN
Nsyuenne pasnuuHbix THIOB 00xuMa Kaberns RJ45

O630p HHCTPYMEHTOB 7151 00KKMMa BUTOH mapsl

Pacuer xapakTepucTHK JTHHUIN CBA3H

Pacuer nponyckHoH croco0HOCTH IPOBOJHON THHHH CBA3H

O030p METO/I0B KOMMYTal[H#

Pelienne 3a1a4 1o pacyeTy CKOpOCTH Nepesavn JaHHBIX

O630p ocobeHHOCTEH W TapaMeTPOB Pa3JInYHbBIX BUIOB HHTEPHET CBA3H
CpaBHHTEBHBIA aHATIM3 CHHXPOHUZUPYIOIINX KOIOB

Pacuet XapakTepHCTHK CHHXPOHU3HPYIOUINX KOJI0B

W3zyuenue MmoHTaka KabeIbHBIX CHCTEM

O630p cuctem MOOHIBHON CBA3M

PacueT nponyckHoit cmocobHOCTH GecnpoOBOIHOM THHAH CBSI3H

M3yuecHue napaMeTpoB aHTEHH

O030p npuMeHEHUs AHTEHH B YCTPOMCTBAX Mepeadn JaHHbIX

0630p UHCTPYMEHTOB OOeceYuBaONINIL Iepeiady JaHHBIX MO CeTH

O030p ceTeBLIX ONEPAIHOHHBIX CHCTEM

O630p ceTeBBIX IPOTOKOIIOR

0630p yposueit mozenu OSI ISO

e Pacuer noxcereit ceTn

e O030p OCHOBHBIX HACTPOEK KOMMYTAaTOPOB

o KoudurypupoBanue VLAN B cumynsitope cereit Packet Tracer

e  Pasnmuumsa cTatudeckoit u JIMHaMHUeCKOM MaplIpy TH3AIMH,

Bomnpocer n 3agaHus 1S caAMOCTOATEIbHOI paboThl CTYAeHTOB 4 ceMecTp:
* Hacrpoiika nporoxona B cumyJistope cereit Packet Tracer

e  Hacrpoiika DHCP B cumynsitope cereit Packet Tracer

e  O63op arperupyromnx QyHKIHR ceTH

e Hacrpoiika OSPF B cumynstope cereii Packet Tracer

e Hacrpoiika OSPF B pexxume Multiarea B cumynsitope cereit Packet Tracer
e Hacrpoiika EIGRP B cumysatope cereit Packet Tracer



[TpoexTHpoBaHUE CETH i BHIOpPAaHHON OpraHHU3aldu

Hacrpoiika NAT B cumymsitope ceteit Packet Tracer

COpoc naposeit koMMmyTaTopoB H MapurpyTusaropos CISCO. Pexum rammon
Kondurypuposanue HeHcripaBHoii ceTn B cumysiaTope ceteit Packet Tracer

[lepedens Tem nabopaTopHbIX pabor:

3 cemecTp

JlaGoparopnas pabora Nel. OGKHM BHTOM Napsl pa3sauYHEIME CIIOCO0AMHU;
Jlaboparopnas padora Ne2. Pacyer xapakTepucTHK KaOEIbHOM CUCTEMEI,
JlabopaTopuas pa6ora Ne3. Koppekuus ook kabenbHON CHCTEMBI;

JladopatopHas paGora Ned4. Pacuer hopMBL M XapaKTePUCTHK NIEKTPUIECKUX CHTHAIIOB,
JlabopaTtopuas padora NeS, MoHTax KabeIbHBIX CHCTEM;

JlaGopatopHasn padora Ne6. PazpaboTka agpecHoit cxembl. Pacyer noncereit;

4 cemecTp

Jlaboparopuas pa6ora Ne7. [IpoTOKOIBI MAPIIPYTH3AMH U CAOHETTHHT;
JlaGoparopras padora Ne8 Koudurypupopanue cTaTHIECKAX MapIIpyTOB;
JlaGopaTopuas pabora Ne9. Tabnuubr MapmIpyTH3aLMH;

JlaGoparopuas padora Nel0. Koudurypuposanne EIGRP;
JlaGoparopnas padora Nell, Koudurypuposanue OSPT;

Jlaboparopuas padora Nel2. Kordurypuposanue Frame-Relay;
JlaGopaTopHasn padora Nel3. YcrpaneHue HEHCIIpaBHOCTEH CETH.

Ilepevyens NMpUMEPHBIX TEMATHK KYPCOBBIX pador 4 cemecTpa (10 BapHAHTAM NpeNno/jaBareis
A1 KOH(PHUTIYPAaUHU ¢eTH THIIOBOI0 NPeNpHSTHS)

15 Tunosas IP-ceTh opranusauu. Y poBHH HHOOPMAIMOHHOH UH(PACTPYKTYPB! KOPIOPATHBHOM
cetu. Konuenuus royOoKodmenoHHpOBaHHOK — 3amuThl.  OCOOEHHOCTH  YPOBHS — CETEBOTO
B3aUMOIEHCTBHSL.

2 Va3BuMOCTH W atakd., THNWYHBIA creHapuit  gedcrBuil  Hapymmrens. BapuanTsl
KIaccupUKalUU YA3BUMOCTEH U aTak
3. BeszomacHocTs (u3nueckoro u xaHatbHoro yposHeil. CeTeBble aHanm3aTopel U "cHH(QEpH!".

Metonsr obuapy:xenus "cuuddepop". Ilpobremsr ayrentnduxanuu Ha ocHoBe MAC-aapecos.
VA3BUMOCTH CETEBOI0 000py10BaHHAS.

4. Besonacuocts cetesoro ypopus mogenn OSI. ITpotokosnst IP 1 ICMP. Address Spoofing u ero
ucnonas3oBanue. Araku Ha mpotoxon ICMP. Ysassumoctu Mexaiusma gparMeHTaluu.
8 3amuTa TepuMeTpa ceTH. MeKceTeBhle SKpaHBl B MX Pa3HOBHIHOCTH. [lakeTHsle (UILTPEL

texnonorus Stateful Inspection. ITakernsii ¢uastp iptables Ha 6aze OC Linux. Ilocpennuku u
CHCTEMBI aHaM3a COAepKUMOro. HemocTaTknm MekKCeTeBBIX 3KPaHOB. 3HAKOMCTBO C MEKCETeBBIM
skpanom Check Point Firewall NG. 3amura ot ataka Address Spoofing.

6. BesomacHocts  TpancnoprHoro yposHs Momenn OSI.  Ilporoxomer TCP u  UDP.
Pacripenenénnsie DoS-araku U Mepbl 3adThl 0T HEX. "DoS-ymHoxenue". CkaHMpOBaHUE [OPTOB,
yrumuta nmap. Atakd SYNFlood u LAND. ITogmena ygyactHuka TCP-coenunenus. Paspeis TCP-
COeIMHEHHs ¢ moMoILbio npotokona ICMP

7. Bammta Tpaduka Ha TpaHcIopTHOM ypoBHe. IIpotokosnst SSL/TLS, SSH. Teopus u npakTika
aTax "dgeJoBeK rmocepeauHe’.



7. YYHEBHO-METOUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHHUE
JUCHHUITIINHBI

a) OcHoBHas JIMTeparTypa:
1. Mummn  JI.B. AHanm3 3alMINEHHOCTH  pPAcCHpele/IeHHBIX HHQOPMAIMOHHBIX  CHCTEM.
WnenTruKanus pecypcoB KOPIIOPaTUBHOMW CETH MEpejayd JAHHBIX | IIPAKTHKYM [ BY30B [0
nanpasiennio "WHpopmammonnas Oeszomacnocts” / . B. Mmummu, 0. M. Monaxos
BraguMmupckuit rocysapetsenHbiid yHuBepcutet (Bnl'Y) .— Brnagumup : 2012 .— 94 ¢. ISBN 978-
5-9984-0295-1.
2. "BEUNCIUTENBHDBIE CHCTEMBI, CETH M TeleKoMMYHHKaluu: yueOHuK / A.ll. IIstubpatos, JLIL
['yaeio, A.A. Kupuuenko; nox pex. AL Tlstubparosa. - 4-e u3x., mepepab. u mom - M. :
®uHancsl W cratucTuka, 2014." - http://www.studentlibrary.ru/book/ISBN9785279032853 .html
736 c.
3. Undopmanronnas 6€30macHoCTh KOMIBIOTEPHBIX CHCTEM H ceTeii: YuebHoe mocobue / B.D.
[Haubrus. - M.: UJI ®OPYM: HUI] UHOPA-M, 2014. - 416 c.: ISBN 978-5-8199-0331-5, Pexum
noctyna: http://znanium.com/catalog.php?bookinfo=423927

0) JdomostHUTEIbHAS JIHTEpaTypa:

1. Boponun A.A. BeraucnutenbHble ceTH : yyeOHoe nocobue / A. A. Boponnn ; BaaguMupcxmii
rocyaapcTBernblii ynusepcuteT (Bnl'Y) — Bragumup : 2011 .— 87 c. ISBN 978-5-9984-0179-A
2. OcHoBbl  uWH(OPMAILMOHHBIX M  TEIEKOMMYHHKAMOHHBIX  TexHomoru#t.  CeTeBble
uH(opMalHoHHBIE TexHomoruu : y4ed. nocobue / B.b. llonos. - M. : ®HHAHCE! U CTATHCTHKA,
2015. - http://www.studentlibrary.ru/book/ISBN5279030139.html 224 ¢.

3. BBejleHHe B CeTERbIE TeXHOJIOIMH: DIIEMEHTHI TPUMEHEHUs U a[MUHHCTPAPOBaHHs cetell: yued.
nmocobme / C.B. Huxudopos.- 2-¢ m3a. - M. : OunaHcel u crarucruka, 2007. -
http://www.studentlibrary.ru/book/ISBN9785279032808.html 224 c.

B) [lepuoauyeckune u3ganus:

I Kypuan «Bompocel 3aUTEl  HHpOPMALHHY. Pexxum  pgoctyma: http://i-
vimi.rw/editions/detail.php? SECTION [ID=155/;

2. Xypmanr ‘"Information Security/Mupopmanuonnas OesomacHocTh". Pexum  poctyna:
http://www.itsec.ru/insec-about.php.

3.  ExeMmecsuHBIM  TEOPETHYECKMH W MPHKIAJHOH  HAyYHO-TEXHMYECKHH  JKypHaj
«ndopmannorHbe TeXHOTOrH)Y. Peskum noctyma http:/movtex.ru/IT/.

4. «Kypuaun ceresix pemreanit/LAN» -Pexum moctyna: http://www.osp.ru/lan/current;

5. DnektpoHHbIH kypHain «KoprmopaTHBHBIE ceTH Iiepeladd JaHHBIX» -Pewxum gocrtyma:
http://www.delpress.ru/

r) [Iporpammuoe obecnievienne u HHTepHer-pecypesl:

O6paszosarenbHbii cepsep kadenpsr M3U.— Pexum noctyna: http://edu.izi.vlsu.ru
Undopmannonnas obpasosarenbHas ceTb.- Pexkam noctyma: http://ien.izi.visu.ru
BryTtpusysosckue uznanus Bal'Y.— Peskum nocryma: http://e.lib.vlsu.ru/

WNHTYWT. HanuoHansHbIi OTKPBITEIN yAUBEpeHTeT.~ Pexkum goctyma: http:/www.intuit.ru/

B I R N



8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUITIJIMHBI (MO/VYJIS)

ayn. 408-2, JlekunoHHas ayIuTOpHs, KOJIHYECTBO CTyaeHYecKkuX mecT — 50, mmomans 60 M2,
OCHAalllEHHE: MyIbTUMeIuiiHoe obopynoBaHue (uMHTepakTuBHas focka Hitachi FX-77WD,
rpoexrop BenQ MX 503 DLP 2700ANSI XGA), voytOyk Lenovo Idea Pad B5045

ayil. 427a-2. naboparopusi CETEBBIX TEXHOJIOTHH, KOJIMYECTBO CTYAEHYECKHX MecT — 14,
momaask 36 M2, OCHALICHHE: KOMIBIOTEPHEIH Kiacce ¢ 8 pabounmu cranuusmu Core 2 Duo E8400
¢ BeixonoM B Internet, 3 mapmipytuzatopa Cisco 2800 Series, 6 mapmpyrtusatopor Cisco 2621, 6
kommyrtatopoB Cisco Catalyst 2960 Series, 3 xommyrtaropa Cisco Catalyst 2950 Series,
xkommyTtaTop Cisco Catalyst Express 500 Series, npoexktop BenQ MP 620 P, sxpan HacTeHHbIit
py1oHHBIH. JIMneH3MOHHOE mporpaMMHOE obecrnedeHue: onepanuoHHas cucrema Windows 7
[IpodeccuonanbHas, opucHblil naker npuinokernid Microsoft Office TIpodeccroHansHBIH MmIHOC
2007, GecmmaTHO pacHmpocTpaHseMoe IporpaMMHoe ofecredeHue: JTHHeHKa HHTEerpHpOBaHHBIX
cpen paspabotku Visual Studio Express 2012, mporpamMMHubli mpoaykT Buptyamusaunu Oracle VM
VirtualBox 5.0.4, cumynarop cetu nepenaun nanaex Cisco Packet Tracer 7.0, mHTerpupoBanHas
cpena pazpabotku nporpammuoro obecnedenus Intelli] IDEA Community Edition 15.0.3.

ayn. 4276-2, VYHI[ «KomnuekcHass 3ammura 00BeKTOB HH(pOpMATH3AIMKHY», KOJIUYECTBO
CTYJIEHYECKHMX MecT — 15, miomank 52 M2, oCHameHWe: KOMIBIOTEPHBIM Kjacc ¢ 7 paboynmu
cranuuaMu Alliance Optima P4 ¢ Beixomom B Internet, xommyraTtop D-Link DGS-1100-16
MyabTUMeAnHHbI koMmuiekT (npoekrop Toshiba TLP X200, skpaH HacTeHHBIR pPYJIOHHBIH),
npubop ST-031P «Ilupanps-P» MHOrOQYHKIHOHATBHBIH TOMCKOBBIH, mpudop «YmaH-2»
MIOUCKOBEIH, BUOpoakycTudeckuii rereparop myma «Conara AB 1My, umurarop paboTsl CpeICTB
HeJlerajibHOro chema uHpopmaiuu, padorarommux 1o paguokadany «lllumoBHuK», aHAIA3ATOP
criextpa «GoodWill GSP-827», ummukarop nmoms «SEL SP-75 Black Hunter», yctpoficTtso
OoxupoBanus padoThl CHCTeM MOOHIIBHOM ¢BA3H «Mo3aiika-3», yeTpOHCTBO 3aIUTh TeNe()OHHBIX
neperoBopoB o1 npocnymmusanus «IIpokpyer 2000», aukrodon Edic MINI Hunter, noxatop
«Pomnux-2K» HenWHEHHBIH, KOMIIEKC MNPOBEACHHS AaKyCTHUECKHX M BHOPOAKYCTHYECKHX
m3Mepenuit «CrnpyT MUHEA-A», BUAeoperucTpatop uudposoit Best DVR-405, renepatop Illyma
«['HOM-3»,yueOHO-HCCeIoBaTe/IbCKHI  KoMIeke  «CBepXIIHPOKOIONIOCHBIE — OECIPOBOJIHEIE
cercopuble cetn» (Nano Xaos), ckanupyomui npaeMEuk «lcom IC-R1500», ananusarop cerei
Wi-Fi Fluke AirCheck ¢ axtuBHO# aHTeHHOH. JIMIeH3MOHHOE MpoOrpaMMHOe O0ecIedYeHHe:
Windows 8 [llpodeccmonanphas, o¢ucHbi maker npunoxkenui  Microsoft — Office
[Ipodeccnonanpubnii mmoc 2010, OecnaTHO pacmpocTpaHseMoe MPOrpaMMHOE ODECTEUeHHE:
NMUHeHKa WHTerpHpoBaHHBIX cpex paspaborkm  Visual Studio Express 2012, uHCTpyMEHT
UMHUTALMOHHOIO Mojenuposanus AnyLogic 7.2.0 Personal Learning Edition, unTerpupoBanHas
cpena paszpabotku nmporpamvuoro obecredenust Intelli] IDEA Community Edition 14.1.4.
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JATEPATYPhL.

AKTyanmu3anns BEIMOJIHEHA:

(noanuce, nomKHOCTH, DUO)

a) OCHOBHAs TUTepaTypa:

0) monojHHUTENbHAS IUTEpaTypa:

B) OEPHOOHYCCKHUE H3IaHHA.

B) HHTEPHET-PECYPCHI:




