MunncreperBo obdpasosanusi 4 Haykn Poceniickoii Menepamnn
DenepallbHOE FOCYIAPCTBEHHOE OIOIKETHOE 00Pa30BATEILHOE YUPEKACHAE
BBICLLIETO 0OPa30BaHNs
«Bragumupceruii rocyJapeTBeHHbII YHUBEpCUTET
uvenH Ajexcanipa I'puropeesnua u Hukouas I'puropsesuta Crol1eToBbIX»
(Baly)

YTBEPKIIAK
[IpoepexTop

o o_ﬁp?'OBaT
B “A.A Tlardunos

« 29 B 2016 1.

HOH e Te/lhHOCTH

PABOYASA TIPOI'PAMMA JTUCHUTIIIMHBI
KPUNITOIPAOHYECKUE METO/bI 3SAHHTL] HHOOPMAILHH

(HAMMEHOBAHUC IHCHUILINHEL)

Hanpasnenue noaroropku  10.03.01 Madopmarnmonnag 6e300aCHOCTD

Hpoduis / nporpavMMa noroToBkK _KoMilrekcHas 3ammTa 00beKTOB HH()OPMATH3AIAM

ypOBEHb BBICHICTO oﬁpasoaaﬁuﬂ DakaraBpyaaT

Dopma oOyHeHHS O4YHas

T'pynoemxocts Mexumn Fipaia || JMOOpHT: CPC l'l]JOMi!?_\,IJJTJ\‘:)?-IHOTO
Cemecrp 3% e mac: =y samaTud. | paborsl, — KOHTpOITA
yac. yac.
(2K3./3aueT)

4/144 18 - 36 90 3auer
6/216 36 - 36 108 Disaven (36u)
10/360 54 - 72 198 3aveT, DK3ameH (364)

Baaaumup 2016

g



1. HEJIH OCBOEHUSA JTUCITUITJIMHbBI
Hemasimu ocBoeHHs AHCHAIIHEBL «KpHnTorpa@uyeckne MeTOIBI 3alIHTEl HHYOPMALHHY
SIBJISIOTCS 00ecTeMeHre MOAroTOBKM OakaiaBpoB B cooTBETCTBHM ¢ TpebosBanuamu OI'OC BO u
yueOHoro miada no Hanpasienuo 10.03.01 «Mudopmannontnas Ge301aCHOCTbY. O3HAKOMIIEHHE
CTYACHTOB €  OCHOBaMH  TEOPHUM  JBOMYHOrO  KOIMPOBAHHS, allfOPATMaMH  CKaTHA.
MOMEX0YCTOHUMBOrO Koauposauus. [ucuumnmuna «Kpunrtorpaguueckue MeToOepl B 3aliuTe
uHpOpMANIE) paccMaTpHBAcICs KaK TeoperMuecKas M INpHKIaZHas [UCIHNIIHHA, A0
HpeIcTaBIeHs 00 OCHOBHEIX MaTeMaTHYeCKUX H arOPATMHUCCKUX NOAX0AaX, MPUMEHAEMEIX IS
XpaHeHHs, Tepejavd, HCIpasicHus HHPOPMALMH, IIPEICTaBICHHOH B JBOHYHBEIX KOJaX.
JIACIIHTIITHHA  TTOCBSINEHA M3YYEHUIO OCHOB KPHNTOrpauu W KpPUIITOrpauyeckoro aHaiIM3a,
MPEMEHASMEIX K 3alluTe HH(OPMAIHMH B HH(OOPMAIHOHHBIX cHcTemax Obyuaemble 3HAKOMSTCS C
MOHATHEM MH(POB, CHMMETPHYHON H ACHMMETPHHYHOH KPHITOrpaiuy, 3MEKTPOHHOH MOMMHCHIO.
XeMIMPOBAHMEM W JIPYTHMH MareMarHueckumu oObeKTamMu  Kpanrorpaduu, Msyuarorcs
COOTBCTCTBYIOIME  KpunTorpadguueckie CTAHIAPTH, MpPUMEHSEMblE CErojHs B 3amuTe
nagopmanun B Poccun u 3a pydexom. [lompobuo paccmarpuBatorcs: crammaptel RSA, DES,
GOSTI1989, wu japyrue. Taxke yjeleHO BHHM@HHME II€PCIIEKTHBHLIM HAlpPaBICHHAM B
KpAnTorpa(guu: KpHnTorpaduyeckue MPOTOKOILI ¢ pasrialieHdeM U 0e3 pasrialieHus, Teopus
AITOPUTMHYECKOH CIOKHOCTH W OJHOCTOPOHHHX (YHKIHH, CXeMBl pa3JeleHHs CeKpeTa H
HEKOTOPbIE UX ITPHIIOIKEHUS B 3a/1a4ax uieHTHGUKAIMK | ayTeHTH)HKATINN
3agayamy wiydenus pucuumnuibl «Kpunrorpadudeckue METOABI B 3aliiTe HHOOPMAIHU
SBISFOTCS: _-03HAKOMIIGHHE ¢ OCHOBAMM MATeMAaTHYeCKOH TEOPHM KpPHUITOJOTHH; - OPHOOpeTeHHE
HABBIKOB B [PAKTHYECKOM MCIIOIB30BAHUN, TIOCTAHOBKE M pEIIeHHd 3atad  mupoBaHus
nHGOPMALMH; - [TOHHMANHE CYTH HH(POPMALHOHHBIX IIPOIIECCOB B KPUNTOrpahHUECKUX CHCTEMAX:
- NPAMEHEHHEe KOMITBIOTEPOB ISl pelernst 3a1ay mwudpoBanus 1 aeundpoBaHns; - pa3paboTka u
HCIIOIB30BAHME MaTeMaTHYeCKHX ¥ BBIYMCIWTENBHEIX MOJIENeld IpOLEeccoB INA(POBAHHMA
HHGOPMALHH, HX ONTUMH3ALMS W BEIPAOOTKA HATIPABICHHH COBEPLICHCTBOBAHHI.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOITI BO BAKAJTTABPHUATA

Jlanras TUCITMILTHHA OTHOCHTCS K DazoBoi yactu bioka Bl (kon B1.6.7). B yuebrom miane
MPCIVCMOTPEHB! BAIBI YUEOHOH IeATeNbHOCTY, 00SCIEYHBAIOIIHE CHHTE3 TCOPETHUCCKUX JIEKIHE
1 1adoparopHbIx padoT.

JlMcuuMniHa W3ydaeTcs Ha 3 Kypce, TpeOOBaHUS K «BXOJHBIM» 3HAHHMAM, YMEHHAM H
FOTOBHOCTAM  (MPEpEKBH3UTAM) 00yualOlerocs Onpeaenstores TpeOOBaHHAMH K  YPOBHIO
MOATOTOBKH 1o Kypcam «Matematnkay, «Madopmarukay no sanpasienuio noarorosku 10.03.01
«Mudopmanmonras OezonacHoCTb», KBajubHkanud - OakanaBp. Kype TecHO B3amMOCBSA3aH C
ApYrUMHE  IHCHHIUIHHAMH JaHHOro 0MKiIa, OH 4BISETCS [OME3HBIM UTd  HM3YUYCHHS TaKuX
macuunine  Kak  «OcHoBbl uHGOpMaupoHHOH  OesomacHocTH», «TexHuueckas 3amluTa
raGopMatuny. «[IporpaMMHo-aniapaTHele CpescTBa 3aluThl HHPOpMALNNY, «AITOPUTMBl Ha
rpadax u cetaxy», «MeToasl GopMaTH3IANUKE B MOJETHPOBAHAS 00BEKTOR HHPOPMATHRALIUHY,

3. KOMIIETEHIUHA OBYYAIOLWETOCS, ®OPMHUPYEMBIE B PE3VJILTATE
OCBOEHMUSA TUCIHTHITTUHBI

B pesyibrare OCBOGHWS JIMCIMIUTMHBI Oakanasp JoikeH oOnagaTe CIENYIONIAMA
obmernpodecCHOHATBHBIMA KOMTICTCHIMAMU:

OIlK-2 — cnocoGHOCTBIO NPHUMEHSTh COOTBETCTBYIOIIMH MaTeMaTHHUeCKMH anmnapar s
perieHs podeccHoHalbHbIX 3a1ay;

npo(ecCHOHATBHBIMA KOMITETEHITHIMHA

[TK-1 — crocoOHOCTBIO BBIIONHATE pPadoThl [0 YCTAHOBKE, HACTPOHKE M OOCIIYKHBAHWUIO
MPOTPAMMHBIX, MPOTPAMMHO-ANIAPATHLIX (B TOM HHCIE KPHOTOrpaUUYecKuX) M TeXHAYECKHX
CPeICTB 3aMnThl HH(POPMALIH:

[IK-12 — cnocoBHOCTBW HPHHUMATL Y4acTHE B TIPOBEJICHHMM 3KCIEPUMEHTATHHBIX
HCCISTOBAHUN CHCTEMBI 3aIIMTB HH(POPMALHH.



B pesynbrate OCBOGHMs JMCUMILIMHE! 00YHaroIMics MOIDKEH JIEMOHCTPHPOBATE CIIEAYIOIHE
pe3yILTaThl 00Pa30BaHKS:

1) 3HaTe: -0CHOBHbIE TION0KEHNA (OCHOBOMOIATAIONINE TEOPEMbl) KPUITOIOIHH, BLITEKAIOLINE
U3 TEOPHH CHMMETPHYHBIX M ACCHMETPUYHBIX KPUOTOrpa(uYeckux IOUXOJ0B, a TakKe
HH(OPMAIMOHHBIC KPHTEPUH OLUEHOK (PYHKIMOHUPOBAHUA KpunTorpadmucckux cmereMm (OITK-2:
[TK-1: TTK-12);

2) ¥Ymerb: - NpUMEHAThL 3TH 3HAHMS [ aHATH3a CYIHECTBYIOIIMX W BHOBB MPOEKTHPYEMBIX
HHPOPMALHOHHEBIX KPUOTOrpaHUeCKHX CUCTEM: - pa3padarbiBaTh M PACCUUTATH XAPaKTCPHCTHKH
KpunTorpapuueckon 3amdTel HHGOPMAlHOHHBIX CHCTEM B 3aBHCHMOCTH OT HA3HAYEHHS ITHX
CHCTEM (KOTHYECTBO MH(POPMAIHH, CKOPOCTh Mepeadn WHPOPMALHH, IPOIYCKHYE ClIOCODHOCTD
KaHaoB CBA3M, TpeOyeMbll 00LEM naMaTH ¥ Ap.); - NpH 3aJaHHbIX TPeOOBAHHUAX K TEXHHUYCCKIM
XapakTepHCTHKAM W ToKasaTedsM KadecTBa (DVHKIHOHUPOBAHHMSI CHCTEM MPABUIBHO U
apryMEHTHPOBAHHO  BHIOPATH  (NPEUIORMUTL) Meroibl obecnedenus atux TpeboBaHmit o
nokaszarelaed; - NMPUMCHATH COBPEMCHHBIE TEeXHOJOTHH KpHOTorpaduu B 3agavax obpaboTku
nupopmanuu (OITK-2: TTK-1: [TK-12):

3) Baagerb: -HayqHO-TEXHHYECKOH TEPMHHOJIOTHEH; OOIHMH ITPOOIEMEl KPHIITOJIOTHH, B
cpepe TPHMCHEHHs] COOTBETCTBYIOMHUX 381a4, BOSHUKAIOMMX [IPU NMOCTPOSHUH UHGPOPMALIMOHHBIX
CHCTEM  PasmUyYHOrO  HAa3HAUCHMs., 4  TaKKe  KpUTepud  MHPOPMALMOHHBIX  OLEHOK
dyaknmonuposanus srux cucrem (OITK-2: [MTK-1; [MK-12).

YV oOywaemMBIX B mOpouecce HIYYEHUS  JUCUMILIAHBI  JODKHBI  BEIpadarThiBATHCS
JAOIQIIHMTEIbHBIE KOMIIETEHIIMH, ¢ YIeTOM TpeboBaHuil paboroarerei:

- CHOCOOHOCTL IMPUMEHATH OCHOBHBIC KPUOTOIOTHYECKHE AalrOpHUTMBl I8 PELUCHUS
MPUKIATHBIX 3a1a4 B oOnact uHGOPMALMOHHOH 6e301acHOCTH,



4. CTPYKTYPA U COIJEP/KAHUE JTUCHHUITTUHBI

Ob11as TpyA0eMKOCTE JHCLMILTHHEI coctasiseT 10 saueTHrX eauau, 360 gacos.
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Coaepaanne pa3aedoB THCHRILIHHEI

1. Beemenwe. Cummerpuudad kpurnrtorpagud. OCHOBHBIE 3a1a4d TEOPHH KPHOTOIOIMH.
Kpunrorpadus u kpuntorpadudeckui ananns. Kparkas crpaBka 110 HCTOPHH BO3HUKHOBEHUS W
Pa3sBHUTHA, W COBPEMEHHOMY COCTOSHUIO Kpuitorpa@uu. OCHOBHBIE NOHATHS KPHITOJOFHA.
OTkpeITE W 3akpbiteid Tekctsl [Mlu@pel w kmoun. Kasan cekpeTHoH cBaA3H. Bo3MOKHOCTH
NpoTHBHUKA B  Kasaie  ceszu.  Onpeneiende  Kpunrorpapuyeckoi  CHCTEMBI 10
[lennony.Jlogcranoskn W nepectanosku. [Ipuvepsl wudpos. Iudpsr Llesaps u [Tomubus.
JIBOMCTBEHHOCTE MOACTAHOBKM H [EPECTAHOBKH. TeopeMa O COXpPAaHEHHHM SHTPOMHH OTKPBITOTO
TEKCTA IIpU NPUMEHEHHH [OJICTAHOBKH W MepecTadHoBKH. B31oM NoACTAHOBOK M NE€PECTAHOBOK
MeTOAaMM 9acTOTHOTO aHaiuia 3akpeitoro texcra. [udp Buxenepa. Iamvuposanme. [IIudp
Bepuama u oamopazosuiii  onokuor. leopema [llennona o6 abcomotHo croiikom 1Hdpe.
[lpakTuueckas croikocts wngpa. TNpuaunn Kepkxoddea. Xew — (yHKIUA B UX CBOUCTBA.
Obmactu npumenenus Xeuw-Qyakanii B kpanrorpaguu. Heobxomumele cBoicTBAa Xewl Juis
HCTIOIB30BAHUS B ICKTPOHHON TOTHCH,

2. AcuMMETpHYHAS KPHITOrpadust. ANTropuTMHYCCKas CI0KHOCTD.

Kimaccnl anroputMmmueckoi crouocty. CllOmHOCTE MaTemaTnieckux 3ajad. OIHOCTOPOHHHE
¢byuxuue.  3amaun  QaxrTopmzamm® @ mckperHoro  jorapadma.  Dynkuma  DHiepa.
Kpunrorpadguueckas cucrtema RSA. DriekTpOHHBIE IEHBIA.

3. Kpunrrorpagugeckue uporexoast DiektpoHdas noamuch. [Iportokon Jduddu- Xennmana
CO3JaHUs CAMMETPHUHOIO Kinoda. MU TM- artaka wa npotokoi. Kpunrorpadguueckue npoToKoJibL.
[TpoTOKON AaHOHUMHEIX BhigAcTeHni. Cxenmi pasaenenus cexpera. CPC Ay llamupa. [Toporoseie
cxeMsbl paznenenus. Kpunrorpadus qa 31 IHNTHYCCKHX KPHBBIX.,

4. Kpanrorpadguueckuii anaaus. [laccnpnnii kpanrorpaduyeckni anaums. YacToTHBIN aHaH3.
Muddeperumanbtpiit ¥ THHCHHEN KpUnTorpapuyeckui ananu3. AKTHBHEIH KPHITOAHATH3.



5. OBPA3OBATEJ/IBHBLIE TEXHOJIOT WA

Msyyenue IRCHANIMALL IPSTIONATACT He TOJIBKO 3alIOMHHAHUE ¥ TIOHHMAHME, HO B aHATH3,
CHHTE3, peIeKCHIO, (OPMHUPYET YHHBEPCATbHbIE YMEHWS M HABLIKH, SBISIOMIHECS OCHOBOH
craHoB/ieHns Oaxalaspa 1o Hanpaeneauio «Mudopmanmonnas GezonacHocThY.

Hus peanusanuu KOMIETEHTHOCTHOTO TOAXOMA NPENNaracTes HHTErPHPOBATE B YIeOHLIH
Mporece HMHTEPAaKTUBHBIE 00pasoBaTelbHBlE TEXHONOTHH, BKIOYas HHQOPMALMOHHLIE W
KOMMyHUKallMOHHble rtexHoorun (MKT), npu ocyulecrBieHnn pasidyHbiX BUA0B yueOHOI
padoThL:

paszbop KOHKPETHBIX CHTYaLUil;

yHEOH YO JINCKYCCHIO,

JJICKTPOHHBIE CcpelieTBa 00yyueHus (cnafin-nexuun).

JlekumonHble 3aHATHA OPOBOAATCS B AyIHTOPUH, OGOPYHOBAHHON IMPOEKTOPOM, HUTO
[O3BOJISIET COYETATH AKTUBHBIE W HHTEPAKTUBHEIC (HOPMBI IPOBEACHHS 3aHATHI.

Kak TpaanmumoHHble, TaK U JCKOHH HHHOBALMOHHOTO XapakTepa MOTYT COMPOBOMIATLCH
KOMIIBIOTEPHBIMH ClIaiiaMy WM craijg-aekansaMu. OcHoBHOe TpeDoBaHME K ClalI-JeKIHH —
NpUMeHeHHe JUHAMHYeCKHX 3((DeKToB (aHHMHPOBAHHBIX 00BEKTOB), (YHKIHOHATHHBIM
Ha3HAYCHUEM KOTOPBIX ABISICTCS HATIAIHO-00pa3sHOe NpeacTaBieHue nHOOPMALIH, CIOKHOMN UIA
MOHUMAHMA M OCMBICTICHUS DaKanaBpamH, a Takke HHTeHCH(pUKalus 1 gusepcudukanus yaebHoro
porecca.

YaenpHeli Bec 3aHATHH, NPOBOAMMBIX B HHTEPAKTHBHEIX (OpMax. OmpelelseTces raBHOl
ueasto  OINIOIT  GaxanaBpmata mno Hanpasiewuw 10.03.01, ocoBeHHOCTBIO KOHTHHTEHTA
00YYArOIMXCS H COMEPIKAHHEM KOHKPETHBIX JHCIHIUINH, U B LeTOM. B y4eGHOM Ipolecce OHM
COCTABISAIOT He MeHee 30 MpPOLeHTOB ayIHTOPHBIX 3aHATHIA,

3ausTHS IEKIMOHHOTO THIA /Ui COOTBETCTBYIOIIMX TPYII CTYZEHTOB COLTACHO
TpeOOBAHHAM CTaHJApTa BBICIIETO O0PA30BaHMs HE MOTYT COCTABISATE Ooliee 45 mpoueHToR
AYIMTOPHBIX 3aHATHH. [IporpaMma IHCIHNIHHEEI COOTBETCTBYET JAHHEIM TPeOOBAHMSIM,

Takum obpasoMm, NpUMeHeHHE HHTEPAKTHBHBIX 00GPA30BATENBHBIX TEXHOIOTHl MpHIacT
MHHOBALMOHHBIN XapakTep IPaKTHUeCKH BCEM BHAaM YYeOHBIX 3aHSTHH, BKIOYAN JEKIHOHHbIE.
llpm >ToM nenaeTes AKLEHT HA PA3sBHTHE CAMOCTOSTENBHOTO, MPOAYKTHRHOTO MBIILICHHS,
OCHOBAHHOTO Ha THANOTHYECKUX JUIaKTHYCCKHX PHEMAX, CYOBEKTHOH MO3HIHKA 06 YYaromerocs s
obpasoBarenbHOM  [pouecce. TeMm  caMbiM  CO3QAIOTCS  YCIOBHS  JUls  pealH3allum
KOMIIETEHTHOCTHOTO [MOAX01a MNPH W3YUeHHH JaHHOW JHCLHILTHHEL

6. OUEHOYHBIE CPEACTBA /151 TEKVIIEIO KOHTPOJISI YCIIEBAEMOCTH,
[IPOMEKYTOYHOM ATTECTALIMH ITO UTOI'AM OCBOEHUS JUCTIATLIUHBI U
YYEBHO-METOJINMYECKOE OBECHEYEHUE CAMOCTOSTEJIbHOW PABOTBI
CTYJAEHTOB

[ TeKyIlero KOHTPONS YCHeBAEMOCTH Mpe/UlaraeTess HCIOMb30BAHME DEHTHHIOBOI
CHCTEMBI OLEHKH, KOTOpast HOCHT HMHTEIPHPOBAHHBIH XapakTep ©W YYHTBIBAET YCHENIHOCTH
OakajiaBpa B PA3NAYHBIX BUIAX YueOHOI JAesTeIbHOCTH, CTeleHb chOPMUPOBAHHOCTH YV GaKaiaspa
OOLIEKYIBTYPHBIX M HPO(ECCHOHATLHBIX KOMIIETEHIIHI,

[IpumepHsiit epeyueHs 3a1anHmil UL TEKYITAX KOHTPOIBLHEIX MEPONPHATHIL
Bonpoen: peitranr-kourpoas Nel
Bonpocsl pefitunr-konTpoas Nel aas cemecrpa 5:
* OcHoBHbIE 3a/1auu KpunTorpahuyu u KpunToasaausa. [loaTue kpunTonpeodpasopaHus.
Kparxast cripaska 1o MCTOPUU BOIHUKHOBEHUS M PA3BATHS, U COBPeMEHHOMY KPUTITOrpaluy.
e IlonsTne HeCHMMETPHE MaTEMATHYECKIX ONEPALHil i TPYAOEMKOCTD 3/IeMEHTAPHBIX
MaTeMaTUYCCKAX OTIepaLiuii.
e [loHsTHE KPHITTOCHCTEMBL.
® [WIBI KPUIITOCUCTEM.
e KpHUNTOCHCTEMEI ¢ OTKPBITEIM KIIOUOM
o llonsTHe 3nexTporHON MojucH. HeoBxomuMocTs 51eKTpOHHOI NOANKMCH B KPHITTOCHCTEMAX ¢
OTKPBITBIM HKITHOMOM.



e MaremarHyeckas TCOPHA I'PYTI KAK OCHOBA COBPEMEHHBIX KPHIITOCHCTEM,

Bonpocesr peitruar-xonrposs Ne2 juist cemecrtpa 5:

* OCHOBHbLIE MATCMaTHYECKHUE NOHATHA ISl KOHEYHOTO TI0JIS, XapaKTEPHCTHKA TIOJISL.

* Bo3MOKHOCTE TOCTPOCHHUS KOHEYHOTO (10151 ¢ HEOOXOIMMBIM YHCIIOM 3TEMEHTOB.

* MynpTunauKaTuBRas rpynna KoHeuHoro noss. O6pasyoutue. JinckpeTHsit torapudm
[lopsmox MHOTOYIEHA HAZl KOHEYHBLIM TOJIEM.

KoHCTpyKLMs KOHEYHOTO 11018 U3 PN 3J1eMEHTOB.

[lceBnocayyaiiiple N10CI€0BATEILHOCTH H HX IIPHMEHEHHE B KPUNTOrpadH.
Anredpa nocieqoBaTeIbHOCTEN Hal KOHEYHBIM TTOJIEM.

Jlaneineie peKyppeHTHLIE MOCICI0BATEILHOCTH Hall KOHEUHBIM TOJICM.

o KOHCTPYKLMS KOHEUHOTO OIS U3 PN 9I1EMEHTOB.

Bonpocer peiiruur-konrposs Ne3 jiiis cemectpa 5:

e [lceBnocmyuaiinble MOCAENIORBATEILHOCTH H HX TIPUMEHEHHE B KPHIITOTpadH.

AnreOpa mocleoBaTeNbHOCTE! Hall KOHEYHBIM TI0JIEM.

JluHeHHbIC peKypPEHTHBIE NOCTEI0BATEIbHOCTH Hall KOHEUHBIM MOJIEM.
AHHYIHPYIOIHAE MHOTOYWIEHBI.

Perucrp cnsura.

DKCIIOHEHITMAIIBH I OTKPBITHIN KO,

Berumcnenue quckpeTHoro gorapudma.

Hucno nossnenuii HaGopoB PUKCHPOBAHHOMN JUTHHBI Ha IOJHOM IEPHOE PeKYPPEHTHOH
HOCIEA0BATCABHOCTH.

Bonpocs! peiituar-KonTposas Nel nuist cemecrpa 6:

e (CBOHCTBA PelIEHHH IMHEHHOTO PEKYPPEHTHOI'0 YPABHEHHUS.

e CyMMbI ¢ XapakTepamu.

* MakcumanbHble JIMHEHHbIE PEKYPPEHTHBIE MTOCTENOBATENBHOCTH Kak NeeBIoCTydaiiHble
MOC/IEI0BATEILHOCTH,

o JlackpeTHble OTOOpaKEHHs ¥ MPHIHAKY XAOTHYHOCTH YHCIIOBBIX PSIIOB.

* AHHYNIUPYIOLIHE MHOTOYICHBL.

Bonpoce! peiitunr-kontpomas Ne2 s cemecerpa 6;

* AHHYIUPYIOIIHE MHOIOYICHEL.

e Peructp cnpura.

® OKCIOHEHIHATBLHLIN OTKPBITHIA KO,

® Beruuciienne IMCKpETHOTO Toraprgma.

* Hucno noseraeHuit HaGOPOB (PUKCHPOBAHHON ATHHBI HA TOIHOM NEPHOIE PEKYPPEHTHOI
[OCIe10BATEIEHOCTH.

e CBo#iCcTBa perleHHil THHEHHOTO PeKYPPEHTHOIO YPAaBHEHHUS.

e CyMMBI ¢ XapaKTepaMmH.

* MakcnvaibHble JIMHeliHble PeKyPPEHTHBIE IOCIEA0BATETHOCTH KaK TICeBI0C/ Ty YaiHbIe
[OCTIEOBATETEHOCTH.

Bonpocs! pefirnar-konrpoas Ne3 qis cemectpa 6::

o JluckperHble 0TOOPAKEHHS U IIPH3HAKH XA0THYHOCTH YHCIOBRIX PSIIOB.

* Mertozel kpunTOrpadhuy Ha OCHOBE COPTHPOBKH AETEPMUHEPOBAHO-XAOTHIECKAX PIIOB.
e Meroart kpunTorpaduy Ha OCHOBE APHEIX CPABHEHUH YHCE/T B ICTEPMUHUPOBAHO-
XAOTHYCCKHX YHCIOBLIX pAAax.

o Creranorpadius.

* OueHKH ¥ KPHTEPUHN CIOKHOCTH AITOPHTMOB KPUIITOTPaduH.

* Kpunroananus i aIropuTMHUYeCKHe HePaipeIluiMbIe 1POGIeMbl.



e OcoDeHHOCTH XaOTHYECKHUX CHCTEM.

[lepedens BonpocoB K 3adeTy 5 cemecTp (MPOMEKYTOUHOH ATTECTALHH N0 HTOraM
OCBOCHHS JHCIMIIIHHBI):
e OcHoBHBIC 3a1aun KpunTorpaduu 1 Kpuntoananusa. [lonstue kpunronpeodpazoBanus,
Kpatkas cnpaska 1o HCTOPHH BOSHUKHOBEHMS U PA3BHTHSA, H COBPEMEHHOMY KpHITOrpadHm.
o [lonaTHe HECHMMETPHH MaTeMaTHUECKHX ONEPaliiid U TPYAOEMKOCTh ITEMEHTAPHBIX
MATEMATHYECKUX OUEP&HHH.
o [JoHsaTHE KPUITOCUCTEMBI.
o THIIBI KPHTITOCHCTEM.
o KpHITOCACTEMBI ¢ OTKPBITBIM KIFOYOM
o [lonsiTie 1ekTPoHHON noanucy. HeobXoanmMoCTs AIEKTPOHHOK MOANNCH B KPHNITOCHCTEMAX C
OTKPBITBIM KITIOUOM.
o MaremarHuecKkas Teopus IPylill KaK OCHOBA COBPEMEHHBIX KPUIITOCHCTEM.
¢ (OCHOBHbIE MATEMATHYECKHE MOHATHS A5 KOHEYHOIO [0, XapaKTePHCTHKA MO,
¢ B03MOXHOCTE HOCTPOCHHA KOHEHHOTO MO ¢ HEOOX0UMBIM HHCIOM YTEMEHTOR,
o MynsTHnrmMKaTHBHEAS rpynna Koreusoro noss. Obpazyromme. [[MekpeTHbH TorapapmM
e ['pymnmel mepecTaHOBOK U MOACTAHOBOK B Kpuntorpapuu. [[BoicTBeHHOCTE. Teopema o
COXPaHEHNH IHTPOMHH AN [WHQPOB MOACTAHOBKY U TIEPECTAHOBKH.
* Onpenenenue kpunrorpapuyeckux cucreM no llennony. [Tpumepst mudpos no Hennony.
o [lludp Buxxenepa (I'ammuposanue). Banom ['ammupoBanms.
o [lludp Beprnama, Oanopazoseiii GnoxnoT. Teopema 06 abcomoTHo cTolkom wndpe.
e Kiacchl ClIOKHOCTH dIIOPUTMOB M 3a/1a'. H}JHMCPBI.
e OpnocToponHuE QYHKIMHA. 3a1aui-KaHANAATE B OAHOCTOPOHHUM (PYHKIHHA.
e @Oyukuny Ditnepa u ee coitersa. Teopema Diinepa n Teopema Pepma.
QakTopH3aIHs Le1010 Yuca.
Iopsnoxk MEHOTOMWIeHA Ha/l KOHRYHBIM TIOJEM,
KoHCTpyKUHs KOHEHHOTO IO/ U3 Ph 3IEMEHTOB.
[Icernocyyaiinble NOCIEA0BATEILHOCTH U UX MPAMEHEHHE B Kpuntorpaduu,
Anrebpa nocliegoRaTeIbHOCTENR Hall KOHEYHBIM TTOIEM.
JlnneitHpie peKyppeHTHBIE MOCIEI0BATEIBHOCTH HAl KOHEYHBIM [TOIEM.
KOHCTPYKIIUSA KOHEYHOTO M0/ H3 Prl 3JIEMEHTOB.
Ilcepnocnyualinble MOCneA0BATEILHOCTH U HX TPUMCHCHHE B KPHITTOrpaduy.
Aure6pa nocie0BaTeIbHOCTEH HA/l KOHEYHBIM [10JIEM.
JInHeitHble PeKyPPEHTHbIE [OCIE0BATEIBHOCTH HAl KOHEYHBIM TT0OJIEM.
AHHYIHPYIOUTHE MHOTOUICHBL
Peructp casura.
IKCINOHEHUHATBHBIA OTKPBITHIA KIHOY,
Berusicnenne AHCKPETHOTO orapudma.
e UYucno mogsieHuH HabopoB (PHKCHPOBAHHON ITHHLT HA TOJTHOM MEPHO/E peKypPPEHTHOI
NOCIeA0BATEIEBHOCTH.

[lepeyenn BONPOCOB K 3IK3amMeHy 6 cemecTp (IPOMEKYTOUHOMH aTTECTAMH [0 HTOraM
OCBOEHHH ,,'J.HCI_IHHJIHHI:I):

e CpoiicTBa pemeHnii THHCHHOTO PeKYyPPEHTHOIO YpaBHeHHsl.,

e CyMMBI ¢ Xapakrepamu.

o MaxcumaneHbie THHEHHBIE pE‘KyppEHTHbIE‘ [MOCIACAOBATCILHOCTH KaK HCEBI[DCJT}"HEﬁHBIE
MOC1e10BATETbHOCTH.

e JIMCKpeTHble 0TOOPaKEHHS W NPH3HAKA XA0THYHOCTH YHCIOBBIX PSJIOB,

¢ AHHYIHPVIOLUIAE MHOTOYJICHBEI.

o AHHYIHPYIOMUE MHOIOYIEHb.

e PerucTp ¢/IBUTA.



e DKCHOHECHIHATbHBIH OTKPBITAIH KIOY.

e BeIunciieHHe JUCKPETHOTO Jlorapugma.

e Ypcno nosenenuii HabopoB GUKCHPOBAHHOM JUTHHBL HA IOJTHOM TEPHOJIE PEKYPPEHTHOR
MOCJIEI0BATENBHOCTH.

e (CpolicTBa pelICHUH JUHEHHOIO PEKYPPEHTHOIO YPaBHEHHA.

e CyMmMBEI c XapaKTepaMH.

e MaxcumanbHBle THHEHHBIE PEKYPPEHTHBIE MOCIIEA0BATENBHOCTH KaK I1CEBA0CTYYaiHbIE
MOCIe10BATENBHOCTH.

o JIucKpeTHbIe OTOOpaKEHHS H IPH3HAKH Xa0THYHOCTH YACIOBBIX PAIOB.

e Meroap! KpUNTOrpadun Ha OCHOBE COPTUPOBKH JIETEPMHUHHPOBAHO-XA0THYECKUX PSJIOB.
e MeTobl KpUNTOrpaguu Ha OCHOBE NAPHEIX CPABHEHHH YHCEN B IICTEPMUHHPOBAHO-
XA0THYECKHX YMCIIOBbIX Psiliax.

Creranorpadus.

OUeHKH ¥ KPHTEPHH CIIOKHOCTH alTOPHTMOB KPUIITOTpa(Hu.

KpunroaHanas 1 aIropuTMHYECKHE HEPa3peIluMble IIPOOIIEMBI.

OcobeHHOCTH Xa0THYECKHX CHCTEM.

JluckpeTHEIi norapudM B KoHeYHBIX nojsx. [Ipotokon Juddu-Xenmmana.

AnroputMm RSA.

JINEKTPOHHAA TMOIHCH B ACCHMETPHYHEIX CXeMax H ee cBodcTra, C xem GyHKuuaMu u 6e3.
Xewr ¢pyHknnu 1 ux cBoiictBa. KpunTorpaduueckne xem-QyHKIUH.
Kpunrorpadryeckue DpoTOKOIEL

UHTepanosuys MHOTOWIEHaMH. TeopeMa 0 CyIIeCTBOBAHHH H €JIMHCTBEHHOCTH MHOIOUIICHA.
Cxema pa3suenenus cekpera Illammpa.

e JnextpoHHsie aeHprn. Heorcnexusaemocts. Cxema [llayma-llenepcana.

e Cranpaprel DES u FOCT Brounsix mmipoB. APXHTEKTYPHBIH M CPDABHHTENBHBIH aHATIH3
mHppoE.

o biounsie mudpsl. PesxumMbl paboTt 6109HEIX HGPOE.

¢ [loTOKOBBIE IH(PSL.

e Kpunrorpaduyeckue Mozenu GesonacHocTd. Mojenb CHMMETPHIHOTO IIHQPOBAHHUS,
accHMeTpH4YHOro u Moznes Jlones-5o.

Temsl nabopaTopHbix paboT 5 cemecTp:

Jla6opartopuas pabora Nel. Tema: [ludp INomnbus;

Jlaboparopnas pabora Ne2. Tema: [lIngposanue paitnos. HeThbipe KpUITONPHMHATHBA,
Jlabopatopnas pa6ota Ne3.Tema: MHoTOpaysi0Boe mHGpOBaHHAE:

Jlaboparopuas pabora Ne4. Tema: Kpunrrorpaduueckne tecter (NIST).

Tembi 1abopaTopHbIX paboT 6 cemecTp:

JlaGoparopuas pabora Nol.Tema: Xom-QyHKINA. DIEKTPOHHAA OAIKHCD;
Jlabopatopras pabora Ne2.Tema: I'eHepaTop nNceBAOCIYHaRHBIX MMOCTIEN0BATEILHOCTEHM!
Jlaboparophas paborta Ne3.Tema: ['enepauns Kiroden:

JlaGoparopHas pabora Ned. Tema: ApudhMeTHKa ¢ JUIMHHBIMH LEIBIMH.

Bonpocel H 3aaHUA 1718 CAMOCTOSITe/IbHOKH PaboThbl cTyAeHTOB 5 cemecTp:

o Kakue 0CHOBHBIE MO/Ie/H HHPPOBLIX ABTOMATOB HCIIOB3YIOTCA B Kpuntorpahun’

e OcofeHHocTd  (PYHKIMOHHPOBAHMS W  B3aUMOJEHCTBHA  IM(QPOBRIX  aBTOMATOB
KPHIITOrpadH49ecKux cHcTEMax.

AJNIrOpUTMBI, YHHBEPCATTbHbIE AITOPHTMHYECKHE CHCTEMBI, JIOCTOMHCTBA M HEIOCTATKH!
OCHOBHBIE TOHATHA H ONIPEIEICHHS, FIKBHBAIEHTHOCTE allTOPHTMOB.

BpeMeHHas B eMKOCTHAs! CIIOKHOCTD allTOPHTMOB.

OcobGeHHOCTH MHOTOSIEPHBIX IIPOLIECCOPOB.

ConocTraBHTENBHBIA aHAIW3



Bonpocs ¥ 3a5aHud IS CAMOCTOATEILHOH padoTel cTyaenToB 6 cemecTp:
OnmHOMEpHBIE H MHOTOMEDHbIE JUCKPETHBIE OTOOPAKEHHA, IPHMEPBI;

MeToasl MUHUMH3ALIMK ¥ HX CONOCTABUTENbHBIH aHATH3?

CHoXKHOCTE anropuT™MOoB Kpunrtorpadun. Kpurepuy 0 OLEHKH;

OCHOBHBIE COOTHOUIECHUA 3aTPAT aMATH H BPEMEHH.

ABTOMATEI Ha OCHOBE JIACKPETHOTO 0TOBpaxeHHs JIopeHa. JOCTOMHCTBA H HEIOCTATKH!
ABToMarsl Ha 0CHOBe oToOpakeHuit TentMap 1 XeHoHa, CONOCTABUTENBHBINA aHATH3.
CoIOCTABHTENbHBIH aHATTU3 AITOPHTMOB KPUITTOAHAIH3A, OMEHKA CIOKHOCTH!
[TepceKTHBEI KPHITOAHATH3A U AITOPHTMHYECKH HEPA3PEIHMBI HPOOIIEMBI.

® & & © & o o 9



7. VYHEBHO-METOAWYECKOE U HHO®OPMAIIMOHHOE OBECHHEYEHHE
JAUCHHUITIJINHBI

a) OcHoBHas JHTEpaTypa:
1. 3aummta uHpopmauun: Yuebrnoe nocobue / ATl Kyk, E.IL XKyk, O.M. Jlenemkun, A.H.
Tumomxus. - 2-e u3a. - M.: U1l PUOP: HUL] UHOPA-M, 2015. - 392 c. ISBN 978-5-369-01378-
6. Pexxm jroctyna: http://znanium.com/catalog, php?bookinfo=474838
2. Knayb6, JI. B. Teopernko-ancrennsie MeToasl B Kpuntorpaguu: Yued. nocodue / JI. B. Knay®,
E. A. Hoeukog, 0. A. I1lutos. - Kpacuospek : Cudupcknii dbenepanbibiit yausepeurer, 2012, -
160 c. Pesxxnm noctyna; http://znanium.com/catalog.php?bookinfo=441493
3. Kaparynosa. H. I'. 3amura nadopmanun. Kype nekuuii : Yuebuoe nocobue / H. I'. Kapatynoga.
- Kpachomap: KCHDH, 2014, - 188 c. - Pexum J0CTyna:
http://znanium.com/catalog.php?bookinfo=503511

0) JonmoHaTeIbHAS JHTEpATYpAa:

1. IlpakTyyeckas kpunrorpadus: aIroOpUTMbI M UX HporpaMMuposanne / Arpanosekuil A.B., Xanu
P.A. - M. : COJIOH-ITPECC, 2009. - http://www.studentlibrary.ru/book/ISBN5980030026.html
256 ¢. ISBN 5-98003-002-6.

2. Uuadpposas creranorpadus / B.I'. T'pubynun, U.H. Oxkos, U.B. Typuunes - M. : COJIOH-
[TPECC. 2009. http://www.studentlibrary.ru/book/ISBN5980030115.html 272 ¢.

3. bammer, I H. Madopmanmonnas Gesonacsocts U 3awmra wabopmaiun @ Yuebuux [/ [1. H.
bamner, A, B. baGaur, E. K. bapanosa. - M.; PUOP, 2013, - 222 c. - ISBN 978-5-369-01178-2
Pesxum goetyna: http://znanium.com/catalog. php?bookinfo=405000

B) [lepnoamueckne u3gaHms:

1. Kyprai «Bomnpocsl 3allUTh HH(OPMALHU. Pesxxum aocTyna: http://i-
vimi.ru/editions/detail.php?SECTION _[D=155/;

2. Kypuan "Information Sccurity/Mudopmaunonnas 6GezonacHocTts".  Pexum  goctyna:
http://www.itsec.ru/insec-about.php.

r) Illporpammuoe odecueuenne u Uurepuer-pecypesi:

1. Obpasosatensusblii cepsep Kadeapsr U3H.— Pexum goctyna: http://edu.izi.vlsu.ru

2 WnupopmarmonHas obpaszoBareiibras ceth.- Pesxav nocrymna: http://ien.izi.vlsu.ru

3.  Buyrpuyszosckue uzganus Baly.— Pexxum moetyma: http://e.lib.visu.ru/

4.  HMHTVYUT. HanuounanbHbli OTKpLITHIH yHUBEpcHTeT.— Peskum qoctyna: http://www.intuit.ru/



8. MATEPUAJIbHO-TEXHUHYECKOE OBECIIEYHEHHE
JAUCHHUTIVIMHBI (MO1YJIs)

ayn, 408-2. JlekuuoHHas ayJUTOpUs, KOIMHECTBO CTyAeHHeckHX MecT — 50, mnomane 60 M2,
OCHaIlEHWe; MYyTbTHMeauiiHoe obopynoBanue (MHTepakTHBHas jocka Hitachi FX-77WD,
mpoekTop BenQ MX 503 DLP 2700ANSI XGA), HoyrOyk Lenovo Idea Pad B5045

ayn. 427a-2, nabopartopusi CETeBBIX TEXHOJOTWH, KOMMYECTBO CTYJIEHUECKMX MecT — 14,
mIomanb 36 M2, oCHALIlCHHE: KOMIBIOTEPHBIH K1acce ¢ 8 padouumu cranmuamu Core 2 Duo E8400
¢ BeIXOAOM B Internet, 3 mapumpyruzatopa Cisco 2800 Series, 6 mapmpyTtusatopo Cisco 2621, 6
xkomMyTatopos Cisco Catalyst 2960 Series, 3 xommyrtatopa Cisco Catalyst 2950 Series.
kommytatop Cisco Catalyst Express 500 Series, npoektop BenQ MP 620 P, sxpan HacTeHHbIii
pYJIOHHBIM. JIMUEH3MOHHOE TPOTpaAMMHOE Obecriederue: oneparuoHHas cucrema Windows 7
[Tpodeccuonatpnas, oducHbi naker npuiomkennit Microsoft Office Ilpodeccnonanpuniii mioc
2007, GecrmiaTHO pacnpocTpaHsemoe [porpaMMHoe oOecreyeHHe: JTHHEHKA HHTETPHPOBAHHLIX
cpen paspaborku Visual Studio Express 2012, nporpammubiii npoaykt supryanmusanus Oracle VM
VirtualBox 5.0.4, cumymsitop cetn mepenaun panusix Cisco Packet Tracer 7.0, unrerpupopasaas
cpeaa pazpaboTku nporpammuoro odecrneuenns Intelli] IDEA Community Edition 15.0.3.

ayia. 4276-2, YHIl «Komnnekcras 3ammra O00BEKTOB HHPOPMATH3ALUWY, KOJIHYECTBO
cryieHdyeckux mecrt — 15, maomans 52 M2, ocHameHHe: KOMIBIOTEPHBIT Kiace ¢ 7 padouumu
cranusivu Alliance Optima P4 ¢ Beixogom B Internet, xommyrarop D-Link DGS-1100-16
MYJIbTHMEONHHEIH KoMmiekT (mpoektop Toshiba TLP X200, skpan HacTeHHLIH pYIOHHBLH),
npubop ST-031P «Ilupanbs-P» MHOroQyYHKUMOHANBHBEIH HOMCKOBbIH, npudop «Yman-2»
NOUCKOBBIA, BUOpoakycTuueckuil reneparop myma «Conata AB 1My, mvmuTatop paboTsl cpeacts
HeJlerabHOrO cheMa WHQopmarmnn, paboTatonmx mo pagwoxanany «lllnmosHmk», anammsarop
criektpa «GoodWill GSP-827», wummxarop mnoms «SEL SP-75 Black Hunter», ycrpoiicrso
OnokupoBaHns paboTel cucTeM MOOHIBHOH CRA3HM «Mo3aiika-3», yCTpoHCTBO 3aUThl TeAeGOHHbBIX
neperogopos ot npociaymaBanas «llpokpyer 2000», muxtodon Edic MINI Hunter, noxaTop
«Pomnux-2K» HenWHEHHBIH, KOMIMIIEKC TMPOBEAECHHS AaKyCTHHECKHX M BHOPOAKYCTHHECKHX
usMeperuit «Cripyt MHHH-A», BHAeopeructparop undposoil Best DVR-405, reneparop Illyma
«["HOM-3»,yueOHO-UCCIC0BATEIBCKMHE  KOMILIEKC  «CBEPXUIMPOKOUOJIOCHBIE — OECTPOBO/IHBIC
ceHcopHbie cetny (Nano Xaos), ckanupyroumii npuemMHuk «lcom IC-R1500», anamuzarop cered
Wi-Fi Fluke AirCheck c¢ axtuBuoit antentofi. Jlumenswommoe IporpaMMHOE oOecledeHue:
Windows 8 Ilpodeccuonanbaas. o¢HCHBIT makeT npuioxernit  Microsoft  Office
[Ipopeccuonansusit mmoc 2010, GecnmatHo pacnpocTpaHsieMoe NPOrpaMMHOe obecrnedeHue:
TUHENKA MHTErpHpPOBaHHBIX cpea paspaborki  Visual Studio Express 2012, uHCTpyMeHT
umuranmontoro momenuposadns AnyLogic 7.2.0 Personal Learning Edition, waTterpupoBanHas
cpena pazpaborkn nporpamMMuoro obecmedernnd Intelli) IDEA Community Edition 14.1.4.



Paboyasd mporpaMMa JUCHUIIIHHBI COCTaB/ICHA B COOTBETCTBHYU ¢ TpeGoBanuamu ®I'OC BO no
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3aBenyroluii kadeapoit J.T.H., mpodeccop /M.IO. Monaxos/
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Pabouas mporpamma yueOHOH IHCIMIUTHHB] aKTyalH3HPOBAHA B YACTH PEKOMEHILYEeMON

IHTEPATYPBIL.

A.EC‘I‘}’E:L‘LI/I.':IHLIHSI BLITTOJAHCHA:

(monnucek, nomxHOCTH, PHO)

a) OCHOBHAY JIUTEPATYPA:

6) mOMOMHUTEIbHAS TUTEPATYPA:

B) MEPHOJIMYECKHE H3IAHUSL

B) HHTEPHET-PECYPChL:




