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1. HEJH OCBOEHUS JUCHUITJIMHBI

Hensimp  ocBoeHHs  AMCHHINIHHBIL  «be30nacHOCTh  OMCPANMOHHBEIX CHCTEM»  ABISIOTCS
obecnieyeHne MOArOTOBKM OakanaBpoB B cooTsercTsui ¢ Tpebosanmamu OI'OC BIIO u yuebHoro
mwiaga 1o Hanpasneauro 10.03.01, o3HakoMmileHHE CTYJEHTOB C OCHOBHBIMH METOHAMH M
TEXHOIOTHAMH, Ha3HAYCHUEM U (QYHKUHOHUPOBAHMEM MEXaHH3MOB obecredeHHs HHGOPMALHOHHON
Oezonacnoctu onepauroHHbx cucteM (OC), yrnybinenHoe W3ydyeHHE BHYTPEHHErO YCTPOHCTBA H
AITOPAUTMOB PaboThl OCHOBHBIX KOMIIOHEHTOB COBPEMEHHBIX onepandoHHblX cucreM MS Windows, n
UNIX., ocBocrue GyHKUMH cucTeMHOro nporpammuoro uatepdeiica Win32 APl ¥ npuHIHIOB
obecrieuenus 6ezonacHoctH st OC MS Windows.

3aauaMyu  OCBOGHMS JIMCHMILTHHBL «be30lacHOCTh  OlEPALMOHHBIX CHCTEM)  SIBISETCS
H3Y4YECHHE CICAYIOIMX BOIIPOCOB B TCM:

-OpraHu3aliy MPOLECCOB W MOTOKOB, MOJAENHPOBAHHE pekHMa MHOro3agadyHocTd. [loTokn B
POSIX. Peanu3zanus 110TOKOB B 110Ib30BATEILCKOM IPOCTPAHCTBE, B sijIpe, THOPH/IHAS peaTn3allus;

- B3aumojeiicTBus npoueccos. Kputuueckue odnacti. CHHXpOHH3ALIHOHHBIC TPUMHUTHBBI;

- [JIaHUPOBAaHME B MAKETHBIX CHCTEMAax U B MHTEPAKTHBHBIX cHcTemax. CHCTEMBl pealbHOro
BpeMeHH. [I1aHnpoRanne moTokos. KnaccHueckne 3ajiauy B3aHMOIeHCTBUS [IPOLIECCOB;

-BOIIPOCH! yhpasleHue namatsio. CTpaHudHas opraHmsauus naMaT, Talluibl CTpaHHull
Anroput™sl 3aMerneHus crparull: anroput™ LRU, axroputm WSClock, anroputm "pabouuit Hadbop";

M3YUEHHE CHCTEMbI CTPAaHUYMHOW opraHu3anuu naMstH. CerMeHTalusi CcO CTPAHHYHOM
OpraHu3anueit maMsTH;

- (aiinossie cuctembl, DaioBBle CHCTEMbI C JKYpHAJIBbHOH CTpyKTypoil. JKypHanupyemble
thaitnopste cuctembl. O11eHKa npon3BoauTensHocTH OC;

- 11O BBoga-BeiBOAa., BBOO-BBIBOA, ynpasiaseMbli NpephlBaHUSMH. BBOI-BBEIBOA ¢ MOMOLILIO
DMA. O0paborunku mnpepsiBaHuil, apaiisepbl verpoiicTB. Cioit adcTpakuuu oT 000pya0BaHHs
(HAL);

- B3aUMOOI0KMPOBKA. BhIrpyiKaeMble M HEBLITPYIKAEMbIE Pecypchbl. Y CIOBUS BO3ZHUKHOBEHHS
pecypcHBIX B3auMoOmokupoBok. OOHapyKeHHe B3aUMOOIOKHPOBOK pa3sHBIX THIIOB. YKIOHEHHE OT
B3aUMOOII0KUPOBOK;

-TeXHOJIOTMHM BUPTYANU3aluu. | MOCpPBH30pHl NEPBOrO M  BTOPOro THHA. AmNmapaTHas
NOJJEPIKKa BIOXKEHHBIX TaldIHIl cTpaHHIl. JJOMEHBI yCTPOHCTB;

-BUPTYaThHBIE MAlIMHBI HA MYIbTHSJEPHBIX LEHTPATbHBIX IIpoueccopax. Bupryaausanus Ha
npuMepe npoaykrtor VmWare;

-yIIpaBleHue J0CTynoM K pecypcaM. Peammsamus dopmanpsbiX Mogened 0e30MacHOCTH B
ONEpaAIMOHHBIX cucTeMax. Kpunrornponeccopbl U KpUOTONpoBaidaepbl. AyTeHTHQUKALMS U
ABTOPHU3AlUS B COBPEMEHHBIX ONepPalMOHHBIX CHCTeMAaxX;

- aTaky mepenoiHeHus Oydepa. ATakH, HCHOMB3YIOIIHe (GOPMATHPYIOLIYIO CTPOKY. Y Ka3aTelln
Ha HecyllecTByrolme o0beKThl. ATaku, WCIONB3YIOIIMe BHepeHue KomaH. MHcailinepckue aTaku.
Bpenonocible IporpaMMsl;

-OpaHaMayspbl.  AHTHBHPYCHBIE — TEXHOJOTHH.  DIeKTpOHHAs  HOAMMCHL  [IPOrpamM.
WukancynupoBannubiid ko1 CoBpeMeHHbIE HUCC/Ie/loBaHust B 001actu 0e30I1acHOCTH OTepanioHHbIX
CUCTEM U T.1.

2. MECTO AUCHHUTIIZIMHBI B CTPYKTYPE OIIOII BO BAKAJIABPUATA

JlanHas IUCHUITIHHA OTHOCHTCS K DazoBbiM aucuummmaaM bioka Bl (kox 51.5.3). B yuebnoMm
IJIaHe TIPpeAYCMOTPEeHBl BHIABl YUEOHOH JesTelbHOCTH, oOecleddBarolllHe CHHTE3 TEOPEeTHYECKHX
JEKIUH W TIPAKTHYECKUX 3aHATHI,

Hucourimga M3ydaercss na 2 Kypce, TpeOOBaHHS K «BXOAHBIMY» 3HAHUSAM, YMEHHSM H
FOTOBHOCTAM (IIpepeKBU3UTaM) 00YUaIOLIErocs Onpeneastorcs TpeOoBaHUIMU K YPOBHIO IIOATOTOBKH
mo nHanpapieruo 10.03.01 «Wudopmanuonnas OesomacHocTs» Mno Kypcam «MudopmaTukay,
«OcHOBB! UHPOPMALUOHHOH 0e30macHOCTHY, «ANNapaTHble CPeACTBA BBIYMCIUTCIBHON TEXHUKHY,
«CTpyKTYpsl  JaHHBIX», «TexHonorMMm W  METOHBl  NporpamMmmupoBaHus», «MeTtogomorus
uapopmanmonHoii GezonacHocT». Kype TeCHO B3aMMOCBSI3aH C JIPYrUMH jucuuiviiHavu., OH
ABJgeTCs OA30BBIM U1 H3YUCHMS TAKUX JIUCLMILIMH Kak «besonacHocth HHGOPMALIHOHHBIX CHCTEM),



«Teopust uadopmarmmy», «basbl 1aHHBIX U 3KCHEpPTHbIE cucTeMbl», «CHcTeMa 3amnThl HHpOpPMATun
Ha npeanpusTun», «KoprnopatupHble HHOOPMALIHOHHELIE CUCTEMBI» U T.1.

3. KOMIIETEHOHUHY OBYYAIOIETI'OCS, ®OPMHWPYEMBIE B PE3VJILTATE
OCBOEHHA JTUCHHUITJIMHDbI

B pesyneTare oOCBOEHMsS JMCHMIUIMHBL OakagaBp JIODKeH 00Ja1aTh  CIEIYOIIAME
Mpo(ecCHOHATEHBIME KOMITETCHIIHAMHE:

[IK-2 — crmocoOHOCTBIO NMPUMEHATH MPOTPAMMHBIE CPEACTBA CUCTEMHOr0, IPHUKIAIHOIO H
CIIELMATBHOIO HA3HAYEHHUS, MHCTPYMEHTAIbHbIE CPEJICTBA, S3bIKH U CHCTeMbl [IPOrPaMMUPOBAHUS /LISt
peneHus npoeccHoHATLHEIX 3a1au:

[TK-3 — crmocoOHOCTEK aAMHHHCTPHPOBATL MOJACHCTEMBI MHGOpPMalMOHHOH 0e30macHOCTH
oObeKTa 3dlllUTHL

B pesyasrare oCBOSHMS IMCUMIUIMHBI OOYUArOLIMHCA JOIKEH JAEMOHCTPHPOBAThH ClEAYIOLINE
pe3yIbTaThl 00pa3OBaHMUS:

1) 3uaTh: - anmapaTHble CPENCTBA  BBIYMCIHMTEIBLHOH TEXHHKH; -3TAJIOHHYIO MOJCIb
B3aMMO/IHCTBUSE OTKPBITBIX CHCTEM, METOAbl KOMMYTALHU U MAapLIPYTH3aAI[HH, CETEBbIe TPOTOKOIBL; -
OCHOBHEBIE BU/IBI TTOJTUTHK YIIPpABJICHHSA JOCTYIIOM M HH(]JODMB.LLHOHHBLMH IOTOKaMH B KOMITBHOTCPHBIX
CHCTEMax;- 3alUTHbIC MEXaHU3MbI U CpecTBa obecnedenns 6e30nacHOCTH ONEpPAllHOHHBIX CHCTCM; -
CpelCTBA M METOIBl XpaHeHUs M Iepeiadd ayTeHTH(MKAUHOHHOW HHpOpManuu; - TpedoBaHus K
[IO/ICHCTEME ayjuTa U IIOJIMTUKE ay/uTa; - OCHOBBl CUCTEMHOIO MPOrpPaMMUDPOBAHUA; - [PHUHIIUIIEI
MOCTPOCHHS COBPEMEHHBIX OMEPAIMOHHEBIX CHCTEM M 0cobenHocTH uX npuMenenns (ITK-2; ITK-3);

2) Ywmers: -BeIOHpaTs HEOOXOMUMbIE HHCTPYMEHTANBHEIE CPEACTBA 1T pa3paboTKU MporpaMm
B Pa3IMuHBIX OIEPAllMOHHBIX CHCTeMax U cpejax; - (OpPMYIHpPOBATH M HAaCTpaWBaTh IIONUTHKY
GCSOHECHOCTI/I PacinpOCTpAHCHHBIX ONCPAHOHHBIX CHCTCM, d TAKMKC JOKANILHLIX BLIYHCITHTEILHEIX
ceTeil, MOCTPOSHHBIX HE& MX OCHOBE: - OCYLIECTB/ISATh MEPbl POTHBOACHCTBHS HAPYIUEHHSIM CETEBOH
0e30IIaCHOCTH C HCIOIB30BAHUEM Pa3iIMYdHBIX HPOTPAMMHBIX H alllldpaTHBIX CPCIACTB 3alllHThI,
NPUMEHATL OCHOBHLIE BHLI TMOIHTHK VIPaBISHHUS TOCTYIOM H HHMOPMAIIMOHHBIMH TOTOKAMH B
KOMIBIOTEPHBEIX CHCTEMaX; - OCHOBHBEIE (opManbHble MOJENM AUCKPELMOHHOTO, MaHIATHOTO,
POJIEBOTO  YITPABIEHUS JOCTYIIOM, MOJEIH H30/IHPOBAHHOH IMIPOrpaMMHOI cpeibl U 0e30macHOCTH
UH(OPMALMOHHBIX TTOTOKOB; - (HOPMY/IMPOBATL M HACTPAaUBATL MOJUTHUKY 0E30MaCHOCTH OCHOBHBIX
ONEPALMOHHBIX CHCTEM, & TaKIKe [TOKAIbHBIX KOMIIBIOTEPHBIX CeTeH, MOCTPOEHHBIX Ha uX ocHoBe (ITK-
2; TIK-3);

3) Buajgerb: - HaBbIKAMH  BBISIBICHHS W YHHYTOKCHHS KOMIIBIOTEPHBIX BHPYCOB; -
paBI’JaGaTBIBaTB Y4CTHBIE IMOIUTHKH O€30MacHOCTH KOMIIBHOTEPHBIX CHCTEM. B TOM YHCIIC [TOITHTHKH
yIpaBIeHus JOCTYIIOM W HH(POPMAIIMOHHBIMH MOTOKaMH; - HABBIKAMHU pa3pabOTKH LPOIPaMMHBIX
MOJIYJICH, peaTu3yIOLIUX 3ada4ul, CBA3aHHble ¢ odecnedenreM 0e30MacHOCTH ONCPAllMOHHLIX CHCTEM
pacmpoCTpaHeHHBIX CeMEHCTB, - HaBbIKAMHM CHCTEMHOTO IIPOTrPaMMHpOBAHMA; - HABBIKAMH
KOH(MUTYPHPOBAHMS U @ IMUHHCTPUpOBaHus onepannoHubx cucteM (T1K-2; TTK-3).

Y 00y4aeMbIX B mpolecce H3ydeHHs TUCLMIIIMHBL J0JKHBI BEIPa0aThIBATECS JOMOIHUTENbLHbIE
KOMIIETEHIIMHU, ¢ ydeToM TpeboBaHuil padoTolaternei:

- CMOCOOHOCTHL MPUMEHSTH HABBLIKH UCHOIBL30BAHUS CHELUAIBLHBIX IIPOTPAMMHBIX CPEACTB s
3allUThI OMEPAIHOHHBIX CHCTEM OT BPEJIOHOCHBIX MPOrpaMM H aTak.



4. CTPYKTYPA U COAEPKAHUE JTUCHUITTHHBI
Ob1mast TPYI0eMKOCTh JUCIUIIIHHE] COCTARMNACT 5 3a4eTHBIX eMHuLL, 180 vacos.

Ne
n/n

Paznen (Tema)
OUCLMITIHHE

Cemectp

Henens cemectpa

Buapr yuedHoil paboTsl, BKIIOYas
CAMOCTOATEJLHYIO pad0oTy CTYIEHTOB

H TPYIO8MKOCTh (B Hacax)

Jlekumu

Ipakru4eckne
3aHATHSA
JlabopaTopHhie
paboTbt
KonTposnkHsie
padoTH
cpC
KIl/KP

O6beM yueOHOJ]
pabotsl,
¢ NpUMEHEHHEM
MHTEPAKTHBHAIX|
METO0B
(B vacax / %)

Dopmbt
TEKYILEro
KOHTPO1A

YCIIEBaEMOCTH
(no Hedenam
cemecmpa),

dhopma
MpOMEKY-
TOYHOIH
aTTecTaluu (1o
cemecmpanm)

Beenenne. [Nouatua
OMEePaHoIHON
CHCTEMBI: Mpoliece,
anpecHoe
IpOCTPaHCTBO, daiin,
BRBOJI-BbIBO/L, LLIAHEL.
CHCTEMHBIE BbI30OBLL.

2

2/50%

ITponeccsl ¥ MOTOKH,
Moxens npotiecca,
COCTOSIHHE NPOLIECCOB,
MOJENIHPOBaHHE
pemnma
MHCr03aJauHOCTH.

b2

1/25%

(8]

BaauvoneiicTrue
MPOLIECCOB.
\CocTa3aTennHbIe
CHUTyalHU.
Kpurudeckue obaacTH.
CHHXPOHH3ALHOHHBIE
PUMHTHBBI

Ll

(§9]

]
=N

2/50%

" MHTEpaKTUBHBIX

[Mnanuposanue B
MAKeTHBIX CHCTEMAX,
[Tnanuposanue B

cucremax. CucTeMbl
pealbHOr0 BPEMEHH.

(]
I

1/25%

. |[Crpanmanasn

VripasieHHe MaMaThio.
BupTyalbHas MaMATh.

OpraHu3aLius IaMaTH,
Tab/Kibl CTPaHHIL

L

9]

(397
i

1/25%

" |Pasnenenie

CHcTeMBI CTpaHHUHOH
OpraHu3alid TaMATH.
Vripasnenue 3arpy3Koii.

MpOCTpPaNcTBa KOMaH I
JAHHBIX.

2/50%

PefiTinr-
KOHTpO/Tb Nel

. |daiinosnie CHCTEMBI €

DaiinoBLie CHCTEMBL.
CeoiicTsa daitnos.

KYPHATLHOI
CTPYKTYpOIL

]
=

1/25%

" IKOHTpOaTEps!

Beox v BeIBOL
HH(QOpMaLH,
VerpolicTta 1

YCTpOIHCTB BBOIA-
BLIBOA. ‘

59

1S]
=

1/25%




Pazaeu (tema)
AUCLMIUTMHbI

Cemecrp

Henens cemectpa

Buapl yuebHoil paboTsl, BKIIFOYaS
CAMOCTOSTENLHYI padoTy CTYIEHTOB
U TPYIOEMKOCTH (B 4acax)

Jlekunn
[TpakTHieckue
JaHATHS
Jlaboparopusble
patoTh
Kourposbibie
paboTh
CRC
KI1/KP

Obwsem yuedHoi
paborsl,
¢ MpUMEHEHHEM
HHTEPAKTHBHLIX,
METOIIOB
(B uacax / %)

DopMBI
TEKYLLEro
KOHTpONS

VCIEBAEMOCTH
(no Heoenam
cemecmpa),
dopma
TIPOMEKY-

TOYHOH

aATTeCTaUHH (no
cemecmpam)

[1O BBOOA-BRIBOIA.
Beon-sriBO,
yIpaBiAeMblil
TpepbhiBaHUAMH, BRo-

" [BBIBOI C MOMOTIBLIO

DMA. O6padoTunku
TpepLIBAHMH, ApaliBephl
YCTPOMCTB.

1/25%

10.

AnnapatHas 4acTb
IHCKOB, ANITOPHTMBI
TUIAHUPOBAHNS
nepemMerenns 0JIokKa
ronoBok. ObpadoTka
OTTHOOK.

]
3]
£

2/50%

Baaumobiaoknposka.
Beirpykaemble u
HERBITPYKAEMBIE

.lpecypchl. Yenosus

BO3HITKHOBEHUA
peCYpPCHBIX
B3aUMOOMOKHPOBOK.

1/25%

[TpenoTspamienne
B3AMMOOIOKHPOBKH.
ATaka ycloBHA

JB3aMMHOTO

HMCKToueH s, Ataka
VCI0BUA YIepKaHus 1
KNI aHHA.

1/25%

PefiTiur-
KOTTPOas No2

13

Texunonorun
BUPTYANH3aLHK,
[HnepBH30PBL IEPBOTO
H BTOPOTO THMA.

‘|AnmapaTHas MoaIepika

BIOKEHHBIX TabInIL
cTpanmil. Bo3spanienne
[IaMaTH.

%]
tJ
=

1/25%

14.

BupTyanbHble MaruHbl
HA MYJTBLTHAIEPHBIX
HeHTPATLHLIX
npoueccopax. Obmaxa B
KaecTBe YCIVTH.

[
2
S

2/50%

15

MHoromnpoueccopHsie
CHCTEMBI,
HHBKO_\_»‘pOBH&Bble

Ko MMYITHEaIIHOHHLIS

TTPOrpaMMEI
MYJBTHKOMIIBIOTEPOR

(5]
18]
=

2/50%

16.

Y npaBaeHHe J0CTYNOM
K pecypcam.
Peannzauus
(hopMaTBHBIX MOIeTel
Ge30macHOCTH B

3]
(8]
5

2/50%




8 et Dopmbi
Ml yuehHOM paboThl, BRILOYAS TeKyLwero
_ | camocToATENRHY O PabOTY CTYIEHTOB H KOHTpOA
o TPV IOEMKOCTh (B 4acax O0bem yueGHOH '
B IPYI0EMKOCTh (B Hacax) ) yCHIEBAEMOCTH
e 3 paboTbl, S
= = (1o Hedeism
Ne Pasnen (tema) o 2 € NpHMEHEHHEM
. ] z < 2 cevecmpd),
n/n JNCUWTITAHEI = = u 2 v WHTEPAKTUBHbIX dhops
e | = S= Ez Iz o MeTO/I0B p,,v
2| 2 FE R2E BB R |2 (B yacax / %) HROMEIS
o z Ez = 1.':1.‘2 & =2 TOYHOH
-~ X =< 3 -y = —_—
= 28 249 9 = aTTecTalnn (Ho
=3 z
= = oz cemecmpam)
onepalHoHHbIX
cucTemax. Peanusaims !
KpHITOrpaMyecKHx
cxem B OC.
ATaky nepenojHeHnA
Oydepa. Araky,
HCMOMb3Y KOLLIHE
hopMaTUPYIOIIYIO
17.|cTpoky. VkazaTenu Ha | 4 17 2 2 4 2/50%
HECYLLECTRYHOLLME
OOBEKTEL. |
|
PasbiMeHOBaHHE
HYJIEBOTO YKa3aTel. -
Bpanamayiphbl.
AHTHBHPYCHBIE PeiTur-
18.[Texnonorun. 4 |8 2 2 4 KP 2/50%
KOHTpOJb Ne3
DNEKTPOHHAA MOANHCH
nporpamMm.
Bcero 36 36 72 27/38% JK3aMeH

CoaepxanHue THCHHUILIHEBI «be30NacHoCTH ONePAlMOHHBIX CHCTEM)

Paszzen 1. Bpegenwe. [IoHATUS OMEPALMOHHON CHCTEMBL: NPOLECC, PECHOE MPOCTPAHCTBO, (ai,
BBOJ-BBIBOZ, UIMHBL. CucTeMible BBI30BbL. MOHOJIMTHBIE CHUCTEMBI, MHKPOAApA, BUPTYaIbHBIC
MaUIMHBL.

Paszaen 2. IIpoueccsl ¥ N0TOKA. Mojeb Iponecca, COCTOSHHE TPOLECCOB, MOACTMPOBAHAC peKUMa
MHOTO3amaunocTd. [lotoku 8 POSIX. Peanuszanms noToKOB B I0JIB30BATEIBCKOM NMPOCTPAaHCTBE, B
Ape, l"Hﬁpld,-'J,l'laﬂ PCATH3ALINA. :'\J]I"D]'H-IT\& AKTHRAIIWK M1andpOBIIHKA.

Paznen 3. Bsaumogeiictsruc mnpoueccor. Cocrssatenpabic cutyauud. Kpurudeckne o6nacT.
CHHXPOHH3AILMOHHbIE TPUMUTHELL ceMadop, MbloTeke, MonuTop. bapeeper. [lepeada cooOleHHH.
Pameﬂ 4. nJTaHHpOBHEIHE B TMaK€THLIXx CHCTCMAX. HJI.';IHHPOB&HHC B HHTEPAKTHBHBLIX CHCTEMAX.
CucteMmpl peanbHoro spevenn. llmanumposanne norokos. Knaccnueckne 3agayuu B3aUMOIEHCTBUA
MPOLIECCOB.

Pasgea 5. Vipasienne navstsio. Bupryaibias navsth. CTpaHHIHAs OPraHu3alua NamMsaTH, TabIHiib!
CTpaHWI. AJrOPUTMBI 3amemexus crpasui: amoput™m LRU, amropurm WSClock, anroputm
"pabounii Habop".

Pasnen 6. CucreMbl CTpPaHHYHOW OpraHM3aliMKM NaMsTH. YTpaeieHue 3arpy3koil. Pasienexue
IPOCTPAHCTBA KOMaHA M JanHsx. COBMECTHO HCTONB3yeMble cTpaHHIbl U Oubmmoreku. IlommTika
ouncTKH crpanun. Mutepdeiic supryanrsuoil namata. CerMeHTalMsa CO CTPAHHYHOH opra"u3sanuei
HamsiTH.

Pasnen 7. ®aiinossie cucrtemsl. CroiicTa daiinos. MaioBbie CHCTEMBI C JKYPHAIBHON CTPYKTYPOH.
Kypranmupyembie Qpaiinossie cuctemsl. Bupryansheie dainiosbie cucteMbl. HermpoTuBOpeIMBOCTH OC.
Ouenka nponssogutensHocti OC.

Pasneda 8. Beox # BbiBOA HHGOpMaLHK. YCTPoilcTsa 1 KOHTPOJIIepsl yCTPOHCTB BBOla-BbIBOAA. BBOI-
BBIBOJI, OTOOpAKAEMBIH Ha @JPECHOC MPOCTPAHCTBO. [IpAMOl 10CTY K MaMATH.



Pasnen 9. T1O BBona-BeIBOIA. BBOI-BEIBO/, YIIPaBISEMBIA TIPEPBIBAHMAMHU. BBO/I-BBIBOJL C MOMOLIBIO
DMA. O6pabotuuku npepbiBanuif, IpaifBepbl yctpoiicts. Crod abGeTpaklu 0T 0GOpYIOBaHUS
(HAL).

Pazpen 10. Annaparsas yacTe JWCKOB. AJIFOPHTMEI TITTAHMPOBAHMS TIEPEMENeHUs 0JI0Ka TOIOBOK.
OGpabotka ommOOK. AmnmapaTHas CoOCTABISIOWAs d9acoB. IlporpaMMmupyeMmble  TalMepel.
[Tonb3oBarenbeknil HHTEpdeiic BBOga-BBIBONA. YIIpaBIieHHe IHEProNoTpedIeHHEM.

Paspen 11. BzammoOnoxuposka. Bemrpyxaemble ¥ HeBmITpYKaeMble pecypebl. Y CIOBHS
BOZHMKHOBCHHS PECYPCHLIX B3auMOONOKHPOBOK. OGHapyKCHHE B3aUMOOIOKUPOBOK PasHLIX THIIOB.
VKIOHEHHE 0T B3aUMOOIIOKHPOBOK, a1rOpUT™M OaHKHpA.

Pasnen 12. TlpesoTBparnienne B3auMOGIOKHPOBKH. ATaKa YCIOBUS B3aUMHOTO MCKITIOUeHHS. ATaka
YCIIOBHS YACPKAHUA U OXKMIaHHA, ATaka YCIOBHS HEBBIIPYKACMOCTH, ATaKa YCIOBHSA LUKIHYECKOTO
oxuanus. J(Byxdazsoe O1okuposanue. AKTHBHAs B3aUMOOIOKUPOBKA. 3aBHCAHHE.

Pazpen 13. Texuomormm supryanmsaiu. [ HUepBH30pEI MEPBOTO M BTOPOI0 THnd. AlnapaTHas
HOAJEepIKKA BIOKEHHBIX Tabauu crpanun. BosspaiieHue nmaMsaTd. BupTyanusaius BBOJa-BhIBOJA,
broxu ynpasnenus naMsaThio IpU BBOe-BbIBOIE. JJOMEHBI yCTPOHCTB.

Pasnen 14. BupryanbHble MamMHBI Ha MYIBTHSIEPHBIX IEHTPalbHBIX Mpoieccopax. OGnaka B
Ka4yecTBe YCIyrd. Murpanss BUPTYaIbHLIX MalliH. Y CTaHOBKa KOHTPOJILHLIX To4eK. BupTyanuzauus
Ha rnpuMepe npoaykros VmWare.

Paznean 15. MHuorolporeccopable cucTeMbl. HU3KOYPOBHEBble KOMMYHHKAITMOHHBIE ITPOrPAMMEI
MYJIBTHKOMIILIOTEPOB.  PacnpencicHHas COBMECTHO — HCHOJB3yeMas TamMate. [lmaHuposanue
MYJIbTHKOMITBIOTEPOB. BBI30BEI ya1eHHbIX NpoLeayp. banaHcupoBKa HArpy3KH.

Pasgen 16. Yipasienue jgoctynoM K pecypeam. Peanusaiust popMambHBIX Mojieseli 6e301MacHOCTH B
ONCpPalHOHHEIX cHcTeMaX. Peanusauus xpunrtorpaduueckux cxem B OC. Kpuntompoueccopbl u
KPUIITONPOBAMAePbl. AYTEHTH(UKALMS U ABTOPHU3ALIMS B COBPEMEHHBIX OMEPaIHOHHBIX CHCTEMAX.
Pazpea 17. Arakm nepenonHenns Oydepa. Ataku, HCIOIB3YONIME (GOPMATHPYIOMIYIO CTPOKY.
VKazaTeIH Ha HECYIECTBYIOLIME 00BeKTHL. PasbMeHOBaHHMe HyneBoro ykaszaress. llepemosnenue
HEJIOUUCICHHBIX 3HAaYeHHH. ATakd, HCHOAB3YIOLIME BHeApeHHe KomaHi. Mucafigepckue araku.
BpenoHoCHBIE POrpaMMBL.

Pasgen 18. bpamamayspbl. AHTUBUPYCHBIC TEXHOIOTHH. DIEKTPOHHAS I[OMMMCHL I[IPOTPAMM.
"Tropemuoe 3axmouenne”. OOHapyKeHHe MPOHUKHOBEHUS HA OCHOBE MoxeH, VHKancyIMpoBaHHBIi
ko/1. CoBpeMeHHBIe Hccle/loBaHus B 00:1acTi 6€301MaCHOCTH OTIEPAIHOHHBIX CHCTEM.



5. ObPA3OBATEJIbHBIE TEXHOJIOTUH

M3yyenue THCOMILIMHLI NpEanonaraeT He TONBKO 3alOMMHAHME M MMOHMMAHHC, HO M AHAIM3,
CHHTe3, pedrexcuro, (opMHUpPYeT YHHBEPCATbHBIE YMEHMS M HABBIKH, SBISIONIMECS OCHOBOIL
CTaHOBIIEHHs Oakanaspa 1o HanpasireHno «MHbopmannorHas 6e30MacHOCTbY.

H1s peanusaunu KOMIETEHTHOCTHOTO MHOJXOAA Ipelsaractcs WHTETPUPOBATH B YUeOHBI
Iponecc  WHTEPAKTHBHBIE 00pasoBATENbHBIE TEXHONOTHH, BKIOYas HHOOPMALMOHHEIE U
KOMMYHHKKalmoHHbIe TexHOJI0Iuu (MKT), npu ocyiecTBienun pasinasbix BUI0B yueGHOH paboThr:

pazdop KOHKPETHBIX CUTYALMH:

YueOHYIO THCKYCCHIO,

3IEKTPOHHBIE CPeICTBA 00yUeHUs (CIaM-TeKITHH).

Jlekuponupie 3aHATHA TPOBOAATCS B Ay AUTOPHH, 000PYIOBAHHON TIPOEKTOPOM, YTO MO3BOMSET
COYETATh AKTHBHBIE H HHTEPaKTHBHBIE (OPMbI IPOBEICHHS 3AHATHIA.

Kax TpagmuuonHble, Tak W JEKIUMM MHHOBAIIMOHHOTO XAapakTepa MOTYT COIPOBOMKIAATHCS
KOMIIBIOTCPHBIMH  CradiiamMu unM  craiig-nekuusmu, OcHoBHOe TpeGoBaHHe K ClOalii-TeKuuw —
NPUMEHEHHE  JHHAMUYECKHX  3(Q(]PeKToB  (aHUMHPOBAHHBIX  OO0BEKTOB),  (DYHKIMOHAILHBIM
HA3HaA4YCHHCM KOTOPBIX HABISSTCH HEU"J'IH,Z[HU-OSPEBHOC HPEeOCTABIICHHC HHQJOpMaHHH, CIOMKHOW JJIs
MOHUMAHHSI U OCMBICNICHHA OakanaBpaMH, a TaK)ke WHTCHCHQHKAUMSA W AuBepcH(UKAIUS YUeOHOro
mpolecca.

VIenpHBIH BeC 3aHATHIA, IIPOBOIMMBIX B HHTEPAKTUBHBIX (GopMax, olipejeisercs IIaBHOM
enpio OLIOI] Gakanmapuara no nanpasieHno 10.03.01, 0coGCHHOCTBIO KOHTHHIEHTA 00YUAOIHXCS
U CoJepiKaHneM KOHKPeTHBIX AHCLMILIMH, H B I[EI0M, B y4eOHOM Npoliecce OHM COCTABISIOT He MeHee
30 rpoLeHTOB Ay AUTOPHBIX 3aHATHIA.

3aHATHA TEKUHMOHHOTO THIA 7 COOTBETCTBYIOIUX TPYIII CTYAEHTOB COMIACHO TPeOOBAHMIM
CTaHIapTa BBICIIEr0 0Dpa3soBaHMs HE MOTYT COCTaBIATH Oojee 45 MPOLEHTOB 4yIUTOPHBIX 3AHATHH.
[Tporpamva AUCUUILIMHBI COOTBETCTBYET J@HHLIM TPeOOBAHUSIM,

TaxuMm oOpasom., npuMeHEHHE MHTEPAKTHBHBIX OOpa3OBATENBHBIX TEXHOJOTHM NPHAACT
MHHOBAIlHOHHBIN XapaKkTep IMPakTHYECKH BCEeM BHIaM yueOHBIX 3aHATHH, BKIOYas JeKuuoHHbIE. [Tpu
OTOM JIETIAeTCsd aKLEHT Ha pa3sBHUTHE CAMOCTOITENBHOTO, NPOAYKTHBHOIO MBIIUIIEHHA, OCHOBAHHOI'C Ha
JUATOTMYECKUX THAaKTHYECKUX NpHeMax, cyOBeKTHOH no3uuuy 00yJaiomerocs B 00pa3oBaTeIbHOM
mpouecce. TeM caMbIM CO3JAKOTCS YCIOBHS NS PealH3allMi KOMIIETEHTHOCTHOIO IOJX0Ja NpH
U3YYCHHH JJAHHON JUCLIUILTTHEL

6. OUEHOYHBIE CPEACTBA JAJ151 TEKYUIEI'O KOHTPOJISI YCIIEBAEMOCTH,
MMPOMEXYTOYHOM ATTECTAIIAU IO UTOI'AM OCBOEHUS JUCLIATIJINHBI U
YYEBHO-METOIUYECKOE OBECIIEYEHUE CAMOCTOSTEJIBHON PABOTBI
CTYJIEHTOB

I[J'IH TEKYIINETO KOHTPOJIA YCIIEBACMOCTH Ope/IaraeTcs MCII0JIb30BaHHUE peﬁTHHFOBOﬁ CHCTEMBEI
OLCHKM, KOTOpas HOCHT HHTErPHPOBAHHBIH XapakTep W YYHTBIBACT YCICIIHOCTH OakanaBpa B
pasjaM4YHBIX BHIAX Y4eOHOH  [NesITEeNBHOCTH, CTeNeHb CchOPMHPOBAHHOCTH Vv  OakajlaBpa
OOIIEKYIbTYPHBIX H TPO(eCcCHOHATHHBIX KOMITETEHIHIA.

[IpumepHbIi epedeHs 3aJaHHi 171 TEKYIIMX KOHTPOJIBHBIX MEPOTIPHUATHIA:
Bomnpocs! pefitunr-konTpo.as Nel
. Ilonsitue npouecca.
. [loHsaTHE aIpecHOro NPOCTPaHCTBRA.
. Ilonsirue daitna.
. lloHATHE BBOA-BLIBO14A.
. llonsTHe mwmHEL
. CucreMHBIE BBI3OBDI.
. MOHOHUTHBIE CHCTEMEI.
. Muxpospa.
. BuptyaipHbIe MalluHbL.
10. Mozgens mponecca.
11. IlnaHupoBaHne B UHTEPAKTHBHBIX CHCTEMAX.
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12. TlnanupoBaHue B cHCTEMax pPeajbHOIO BPEMEHH.
13. [l1annpoBaHue NOTOKOB.

14, Knaccuveckue 3a7a4y B3auMOIEHCTBHS IPOLECCOB.
15. BupryaiibHasi 1amMsTh.

16. CtpanuyHas opraHu3allds aMsTH.

17. ANTOpHTMBEI 3aMEILEHHUs CTPAHHILL.

18. Asaropurm LRU.

Bompocs! peliTHHr-KonTpoJst Ne2
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. Aaropurm WSClock.

. Anroputs™ "pabounii HaGop".

. YipaBneH#e 3arpy3koi.

. Pazjieienne npocTpaHcTBa KOMaH L U JTaHHBIX.

. COBMECTHO HCIIONB3YEMble CTPAHHIELI U OHOJIHOTEKH.
. TTonMuTHKA OYUCTKH CTPAHUIL

. Uarepdeiic BUpTYaAILHOH MTaMsITH.

. CerMeHTalns co CTpaHHUYHOR Opranu3auuei namMsaTH.
. @aitnosele cuctembl. CBoiicTBa (haiioB.

10, ®@aiinoBbie CUCTEMBI C KYPHAILHOH CTPYKTYPOH.

11

12

. AnmapaTHas cocTaBstoLlas yacos. IIporpaMmupyeMble TaiMepHI.
[Toab30BaTeIbCKUH HHTep¢elc BBOJA-BBIBOAA ~ KIABUATYPA, MBI, MOHHTOP.

13. YrpasieHue SHepronoTpedIeHueM.,

14, BuirpykacMmble H HEBLIPY/KAEMBIC PECYPChL.

15. YcI10BHS BO3HUKHOBEHHS PECyPCHBIX B3aUMOOIOKHPOBOK.
16. O6napyKeHre B3auMOOI0KHPOBOK Pa3HEIX THITOB.

17. YKIoHEHHE OT B3auMOOIOKHPOBOK, a1FOPUTM OaHKUpPa.
18. Ataka yCI0BHsI B3aUMHOTO HCKIIHOUEHHSL.

19. Ataka yCI0BHS yep/KaHUs B OXKHIaHHA.

Bonpocsl peiitunr-koHTpoas Ne3

l.

O GO ~1 Oy bh s Ld ba

ATaka yCcIIOBHS HEBBII'PYIKaeMOCTH.

. ATaka yCIOBHSA UMKIHUYECKOro OKHIaHHs.

. IByx(asuoe GrokupoBaHue. AKTHBHAs B3aUMOOJIOKHPOBKA. 3aBHCAHUE.

. TexHOIIOTHH BAPTYAIM3alHK. ["HIIepBU30PbI [IEPBOTO M BTOPOrO THIIA.

. AnnaparHas TOACPKKa B/IOYKEHHBIX TaOnuIl cTpaHull. Bo3BpaliecHue naMsTH.
. [lnanupoBaHne MyIbTUKOMIIBKOTEPOB.

. BB130BEBI y1Q/I€HHBIX TPOIELyP.

. banancupoBKa Harpy3Ku,

. Peanuzanust popMaibHbiX Modeael 6e30nacHOCTH B ONEPalHOHHBIX CUCTEMAX.

10. Peanuzarus kpuirrorpaduuecknx cxem B OC.

11
12
13

. Kpurrorpoeccopsl 0 KpHITONPOBaiIephl.
. AyTeHTU(UKALHS W aBTOPH3ALUS B COBPEMEHHBIX ONEPALIHOHHBIX CHCTEMaX.
. Araku nieperioiiHerns Oydepa.

14. Araku, ucronb3yomue GopMaTHPYIOIIYIO CTPOKY.

15
16
17

18.

19

20.

21

22
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. YKazaTenu Ha HECYLIECTBYIOLINE 00BEKTHI.

. PazpimMeHoBaHKe HYJIEBOTO yKa3aTells.

. IlepeniomHeHUE UETOUYUCICHHLIX 3HAYCHHI,

ATaKu, UCHOIB3YIOIIME BHEJAPEHHE KOMaH I,

. AHTUBUPYCHBIE TEXHOIOIHH.

DIeKTpOHHAS MOAMUCH IIPOrPAMM.

. BamuTa Koja Tura "TopeMHoe 3aKnodeHue’.
O0HapyKeHHe [IPOHUKHOBEHHS HA OCHOBE MOJIEJIN.
3. UnkancynipoBaHHbId KOJI.



Hepeqem. BOIIPOCOB K JK3aMeHY (l'l[]O]\-le}KyTO‘-IHOﬁ arrecranum
ﬂlflCI_[l‘ll'l.."lHHbl):

[TousTe npouecca.

IlonsTHe anpecHOro MPOCTPaHCTRA.

[TousiTre ¢aia.

[TousTHe BBOJA-BBHIBO/IA.

llonsiTHE IIUHBL.

CHcTeMHBIE BBI30OBEI.

MOHOIHUTHBIE CUCTEMBI.

Muxposiapa.

BupryalibHble MallluHEL.

Mojienb nporiecca.

CocTOostHIE TIPOLIECCOB.

MonaemupoBanue peKuMa MHOIO3aJauHOCTH,
[Moroxu B POSIX.

Peajim3anust IOTOKOB B 110/1b30BATE/ILCKOM [IPOCTPAHCTBRE,
Peasn3anuus noToKoB B siipe.

I'nbpuHasS peaau3alus MOTOKOB.

AJTOPUTM aKTUBAIINY TUIAHUPOBIIMKA.
Cocrg3aTeIpHbIe CHTYALMH.

Kputnueckue obnacty.

CUHXPOHH3AIIUOHHBIC IPUMUTHBEL.

Cewmadop.

MpeioTexc.

Monurop.

bapbepsi.

[epenaga coodineHni.

[InanupoBaHue B MaKeTHBIX CHCTEMaX.
[[1anupoBanye B HHTEPAKTHBHBIN CHCTEMAX.
[TnanupoBanue B CUCTEMAX PEaTbHOIO BPEMEHHU.
[InanupoBaHue MOTOKOB.

Knaccuyeckue 3anaun B3aMMOACHCTBUS IPOLIECCOB.
BupryansHas namMsTh.

CrpanuyHas OpraHu3alIis MaMsaTH.

AJTOPUTMBI 3aMEIEHHs CTPaHHIL.

Anroputm LRU,

Anropurm WSClock.

Anropur™ "pabounit nadbop".

YnpasneHue 3arpy3Koii.

Paznenenue npocTpancTBa KOMaHA U JaHHLIX.
COBMECTHO UCITOJIb3YEMBIE CTPAHHUIIBI M OMOJIMOTEKH.
[ToruTHka OYMCTKH CTPAHHIL.

NuTepdeiic BUPTYAILIIOH MaMATH.

CerMeHTanus Co CTPAaHUIHON opraHu3anueil naMsTy.
Daiisiosble cuctemsl. CBoifcTra (aiinos.

({alinoBble CHCTEMBI ¢ KYPHAIBHON CTPYKTYPOH.
Kypuampyemsle hait1oBbIe CHCTEMBIL.
Bupryanesbie GailToBeIe CHCTEMBL.
Henpotuopeunsocts OC.

Ouenka npoussoautensnocti OC.

YeTpolcTBa H KOHTPOJUIEPh] YCTPOHCTB BBO14-BBIBOIA.

no HTOramMm OCBOEHHH



BBoa-BeIBO, 0TOOpaxaeMblil Ha aIpecHOe IPOCTPAHCTRO.

[Tpsimolt gOCTYT K namsiTH.

ITO BROIA-BBIBOIA.

BBO/1-BBIBO/I. YIIPAB/ISEMbIii [IPEPbIBAHHSIMH.

Broxa-BeiBoa ¢ noMotiso DMA.

O0paboTHHKHU MpepbIBaHuil, ApaiiBepbl YCTPOHCTB.

Cnoit aGctpakuuu ot odopynosanus (HAL).

AnnapartHas 4acTh JHCKOB.

ANrOpUTMBI IJIAHUPOBAHUS ITepeMelieHus 610Ka ronoBOK.

ObpaboTka omuboK npu 0OpAICHHH K KECTKOMY IUCKY.

AnnaparHas cocTapIstomas 4acos. [IporpaMMupyemeie TaitMepsl.
ITone3oBaTensckuit wHTEPdEHc BBOIA-BEIBOIA - KNABHATYPA, MBILIb, MOHUTOD.
YipaglieHUe 3HEPromnoTpedIeHneM.

BrirpyicaeMble U HeBBIIPYKaeMbIe PECYPCHL.

YeToBUS. BOSHUKHOBEHHS PECYPCHBIX B3aUMOO10KUPOBOK.
OBHapyxeHUe B3aUMOOIOKUPOBOK PasHbIX THIIOB.

YKIOHEHHE OT B3aUMOOIOKHPOBOK, allrOPHTM DanKupa.

ATraka yCJI0BHS B3aUMHOI'O UCK/IIOHUEHUS.

ATaka yCIIOBHS yAepKaHUS U 0XKUJ1aHusl.

ATaka yCcIOBUS HEBLITPYIKAEMOCTH.

ATaka yCIOBHS LHKIHYECKOTO OKUIAHNS.

JByxdazuoe 0j0KUpoBanne. AKTHBHAS B3aUMOOIOKAPOBKA. 3aBHCaHNe.
Texnonorun BupTyanu3auuu. [ UepBU30ps! IEPBOTO U BTOPOro THIIA.
AnmapatHast oAACPHkKKa BI0KCHHBIX Ta0aull cTpanul, BoiBpalenue namsTy.
Bupryanuzanus BBoJa-BbIBOIA.

bioku ynpasieHHs aMsThIO IPH BBO/IE-BBIBOJIE.

JlomMeHb! YCTPOHCTB.

BuptyanbHble MalluHbl Ha MYILTHAIEPHBIX LeHTPATbHBIX [IPOIIECCOpax.
Ob1axa B KauecTBe yCIyTIH.

Bupryanusanus Ha npuMepe mpoaykToB VmWare.
MHoronpoleccopHble CUCTEMBL.

KoMMyHUKallMOHHBIE TPOrPaMMBl MYJIbTHKOMITBIOTEPOB.
PacnipenenenHas COBMECTHO HCIIOIb3yeMast HaMsiTh.

[LranupoBanue MyJIETUKOMITBIOTEPOB.

Bb130BBI y1aIeHHBIX IIPOLEIYD.

banancupoBka HAIpPy3KHu.

Peanuzarus hopMaibHbIX MO/1elieil 6e301acHOCTH B ONIEPAIlHOHHBIX CHCTEMAX.
Peanusanust kpunrorpaduueckux cxem s OC.

Kpunronponeccops! 1 KpUITONPOBai1ephL.

AyTeHTH(HKAIMS 1 ABTOPU3ALINS B COBPEMEHHBIX OLIEPAIlHOHHBIX CHCTEMAaX.
Artaku nepenonHenns oydepa.

ATaxH, UCTOIB3YIOMHUE GOPMATHPYIOLIYIO CTPOKY.

Vxa3zaTtenu Ha HeCyUeCTBYIOmUe 0OBEKThI.

Pa3zpiMeHOBaHNE HYJIEBOTO yKa3aTe/ls.

[lepenonueHne LHenOYMCAEHHBIX 3HAUYEHHH.

ATaku, UCNOMB3YIOLINE BHEAPEeHHE KOMaH/I.

Wucaiinepckue araku.

BpeaonocHbIe mporpamMmel.

Bpanamayspel.

AHTHUBUPYCHBIE TEXHOJIOTHH.

DIeKTPOHHAS ITOAIHCH TIPOrPaAMM.



¢ 3amwuTa Koja Tuna "TropemHoe 3aKkmodYeHue".
e OOHapy)XeHHEe TPOHHKHOBEHHS HA OCHOBE MOJIEIIH.
e nkancynupoBaHHBIH KOJI.

Bonpoce! n 3aganns g/1s caMocTosITeIbHOI padoTsl erygenToB: (Kaxias Tema paccunTana Ha
6 4acos).
. Mexanusmel ynpasienus namateio B OC Windows
. Opranmsanus cucremusix Ber3oBoB OC Windows
. Crpykrypa sijipa onepannonroii cucteMslr Windows
. Mexanusmel ynpasienud namsiteio B OC Linux
. Opranusanus cucremusix Boi3oBoB OC Linux
. CTpykTypa siipa onepaimoHHoi cucremsr Linux
. Konrekers! 6e3onacuoctn SELinux
. Mexanusmer Data Execution Prevention (DEP)
. PanioMuzanus npoctpadcTBa aapecos (ASLR)
10. Muakancynsaius koaa B MOOUIBHBIX ONCPAITHOHHBIX CHCTEMaXx
11. APT-yrpo3sl ¥ 3amura OT HUX B COBPEMEHHBIX OTIEPALHOHHEBIX CHCTeMax
12. EFI u cucteMsl 10BepeHHOM 3arpy3Ku.
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Ilepeuens Tem nabopatopubix pador: (Kaxaas nabopatopHas paboTta paccunTaHa Ha 4 yaca)

JlaGopaTopuas padora Nel. Cosjianie MHOIOIIOTOYHOTO IPUATIOKEHUS JIJIsi 0OMEHA TEKCTOBBIMH
cooOmeHnsIMH. [IpoeKTHpOBaH e KIHEHT-CePBEPHOI apXUTCKTYPEI TPHIIOKEHHS.

JlaGopatopuas padora Ne2. Co3anue MHOTOIIOTOUHOIO MPUIOKEHUS A1 0OMEHA TeKCTOBBIMH
coobuieHusiMu. PazpaboTka oTOKOB, pealn3yromuX J0CeTyN K 0a3e JaHHEBIX, M0JIb30BATeTECKHNH BBO/I-
BBIBO, JOCTYI K COKETaM U CCTCBBIM HHTepdeHcam.

Jla6opaTopunas padora Ned, Co3aanne MHOTOMOTOYHOTO TIPHIIOKEHUS A1 0OMeHa TeKCTOBBIMH
coobienusMu. CHHXpOHU3AIMS TIOTOKOB, pa3paboTka HEOOXOJWMBIX IPUMHUTHBOB CHHXPOHHU3AIIHH,
3ajleficTBOBaHME MOACCH "Tpou3BANTENb-0oTpeOuTeL". Peanusanus oOMena nundopmannei Mexy
noTokaM# Ha 0a3e CHHXPOHHU3HPOBAHHBIX CTPYKTY] JaHHbBIX.

JlabopaTopnas pabora Ned. Co3anre MHOIOMOTOYHOI'O HPHIIOKEHUS I 00OMeHa TeKCTOBBIMH
COOOMIEHUAMHU. 3alUTa KIHCHTA H CepBepa OT KOMHpOBaHUA. Peanm3aius cTaTHUECKOH 3aIINTHI (OT
oOparHoii pa3palOTKM), JAMHAMMYECKOH 3aliMThl (OT OTJIAAKH) M KOHTPOJSl LEIOCTHOCTH ISt
[pelOTBpallleH U HECAaHKIIHOHUPOBAHHOH MOAM(HUKAIIMH HCITOTHIEMBIX (aii1oB.

Jlaboparopuas padora NeS. Co3zzanue MHOIOIOTOUHOrO MPUICKEHUA 418 00MeHa TEeKCTOBLIMU
coobmernsMH. TecTHpoBaHHE. OTNaAKa. YNaKoBKa MNpHIOKeHHs B aucTpuOyTtuB. Harpyszounoe
TECTUPOBAHUE IPUITOKEHNS.

JlabopaTopnasi pabdora Ne6. AHanu3 3alUMIIECHHOCTH INPHIOKCHHA. 3HAKOMCTBO CO CpeJoH
auzaccemOnupoBanus. CraTuueckuil aHanu3 Koda. AHaTH3 CTPOK M CHCTEMHBIX BBI3OBOB.
O0HapyKeHHe YIIaKOBIIMKA H A paTOpa K4,

Jlaboparopuas padora Ne7. Ananu3s 3alMINEHHOCTH NpHIoKeHus. JuHaMUYyecKHil ananus u
otnaaka. Mouuropunr namstu. Jleoddycxkauus koga

Jlabopatopnass padora N8. Ananu3 3aummiieHHocTH rpunoxeHus. Crocodsr  obxoaa
MEXaHU3MOB KOHTPOIIA HenocTHocTy. OfHapy kenue 1 MoIMeHa HMHTOBCTABOK, KOHTPOJILHBIX CYMM,
XAII-CYMM.

Jlaboparopnas pabora Ne9. AHanu3 3aiMIEeHHOCTH IPUIOKeHNs. TecTupoBanue Ha 3alIuTy OT
arak TMna "oTKa3 B 0OCIy:XKHBaHUM', aTak, o/pa3yMeBalOIIUX YAATEHHOE UCIOIHEHHe KOoIa U aTak,
3aKTIOYAONIMXCS B JHHAMMUYECKOH moaMeHe OubInoTex.

Ilepeuens Tem H 3agaHuil K KypcoBoii padore:

Kypcogas pabora pazzensercs Ha aBe HacTu: paspaboTKy NpuioKeHus 171 oOMeHa TeKCTOBBIMH
coobmenmamu 1o cetsM TCP/IP B samMuieHHOM HWCIHOMHEHUM W aAHAIM3 3allMIMEHHOCTH 3TOr0
[IPUIIOKEHUS UHAUBUIYAILHO MO BapuaHTaM. B Xoge pa3paloTKH CTYyACHT MMEET IIpaBo BLIOMpaTh

A3BIK Pa3spaboTKU M CPECTBA 3AUINTLI U3 MTepeHHs NpeIBapuTEIbHO UM H3YUEHHBIX (HalpHMep, B X04e
H3YYEHUS JUCIHIIIAHEL "S3bIKK porpamMMupoBaHus’).



PaGory MokHO pa3buTh Ha psia 3TANOB:

- NPOCKTHPOBAHME KIWCHT-CCPBEPHOH APXHUTEKTYPLI NPUIIOKEHHS: - pa3padoTKa MOTOKOB,
pealM3yIOIIUX A0CTYN K Oase JaHHBIX, TIOIb30BATEILCKHH BBOI-BBIBO/, AOCTYI K COKETAM M CETEBLIM
uHTepQeiicam: - peasmsauus obvera nHpopMarmeil Mex/ly NOTOKaMH Ha 0a3e CHHXPOHH3UPOBAHHBIX
CTPYKTYp MNaHHBIX; - peaJM3alus CTAaTHYCCKOH 3aIlMTHI, JHHAMHYECKOH 3alllUThl H KOHTPOIs
LEIOCTHOCTH: - TECTHPOBAHME M OTIAAKA; - CTATHYECKUH aHAIM3 KoJa; - AMHAMHMYECKHIH aHalIH3 U
OT/ajIKa ¢ IeNlbi0 00X0/1a 3alUThl: - TECTHPOBAHWE HA BO3MOMKHOCTE 00X0/18 MEXAHU3MOB KOHTPOJIS
LEJIOCTHOCTH.



7. YHEBHO-METOJIUYECKOE 1 THPOPMAIIMOHHOE OBECIHEYEHUE
AUCHUTTIJINHBI

a) OcHoBHas inTEpaTypa:
1. Onepanponnbie CHCTeMBL, cpesl 1 oboouku: Yaetroe nocodue / T.JL. Tapreika, .U, TTonos.
- 5-e m3J1., nepepad. u gom. - M.; @opym: HUAI| UHOPA-M, 2013. - 560 c. ISBN 978-5-91134-743-
7, Pexxum poctyna: http://znanium.com/catalog.php?bookinfo=405821
2. Omnepaununonnsie cuctemsl. OcHoBel UNIX: VyeGroe mocobue/Baspeniok A.B., Kypsimesa O.K.,
Kyrenor C.B. u ap. - M.: HUI] UHOPA-M. 20135. - 184 c¢.: ISBN 978-5-16-010893-3, Pesxum
aoctyna: http://znanium.com/catalog.php?bookinfo=504874
3. bamnel II. H. Mudopmaunonnas GezonacHocts W saumTa uHbopmanuu: Yuebnuk / I1. H.
bamner, A. B. babam, E. K. Bapanosa. - M.: PUOP, 2013, - 222 c. - ISBN 978-5-369-01178-2
Pesxum nocrtyna: http://znanium.com/catalog. php?bookinfo=405000

0) JonoHuTenbHas JUTEpaTYpa:

1. Hasapos, C. B. Omnepanuonnele cpeibl, CHCTeMBI H 000J04kd. OCHOBBI CTPYKTYPHOH H
(yHKuMoHanTEHOH opranusauun: Yue6. mocobue / C. B. Hazapos. - M.: KYJIULI-TTPECC, 2007. -
504 e ISBN 978-5-91136-036-8 Pesxim JlocTyna:
http://znanium.com/catalog.php?bookinfo=369379

2. Tanendaywm, Duzapro. CoBpemMeHHbIe oNepallloHHbIe cHeTeMbl -Modern operating systems : nep.
c aurn. / D. Tanenbaym .— 2-e n3n. — Cankr-IlerepGypr : [Tutep, 2007 .— 1037 c. ISBN 5-318-
00299-4 ISBN 978-5-318-00299-1.

3. Onepannonssle cuctemsl. OcHoBel UNIX: VueGuoe nocobue/ BaspeniokA.b., KypsuuesaO.K.,
KyrenosC.B. u ap. - M.: HUL] MHOPA-M, 2015. - 184 c¢.: ISBN 978-5-16-010893-3. Pexum
noctyna: http://znanium.com/catalog.php?bookinfo=504874

B) Ilepnomueckne n3panns:

1. Kypnan «Bompocol 3aLIUTBI HHpOpMALTHIY. Pexum Jocryna: http://i-
vimi.rw/editions/detail. php?SECTION _ID=155/;

2. Kypman "Information Security/Mudopmanuonnas 6GezomacHocts". PesuM  gocrymna:
http://www.itsec.ru/insec-about.php.

3.  ExeMecA4HBII  TeopeTHHeCKMH M TNPUKIAJHON  HAYYHO-TEXHMYECKHH  KypHAT
«HMudopmanuoHHbie TeXHOIOIHWY», Pesxkunm joctyia http://novtex.ru/IT/.

r) IIporpammuoe obecnevenune n Mutepner-pecypest:

ObpaszoparenbHblil ceprep kadenpst U3U.— Pexum octyna: http://edu.izi.visu.ru
Wudopmannonnas obpazosarensuas ceTh.- Pexxum goctyna: http://ien.izi.vlsu.ru
Buytpusysosckue nzganus Bal'V.— Pexum noctyna: http://e.lib.visu.rw/

HMHTYUWT. HannonameHeiit o1kpeiThiil yHusepeuter.— Pesknm poctyna: http:/www.intuit.ru/
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8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
AUCHUITINHBI (MO/LY JI51)

ayn. 408-2, JIekuuoHHas ayIuTOPHA, KOJHUYECTBO cTyaeH4YecknX mecT — S0, momans 60 M2,
OCHallleHWe: MyIbTHMeAuiHOe ob0opynoBaHue (MHTepakTHBHas gocka Hitachi FX-77WD,
npoexrop BenQ MX 503 DLP 2700ANSI XGA), noytdyx Lenovo Idea Pad B5045

ayn. 427a-2, naboparopusi CeTeBBIX TeXHOIOTHH, KOJMYECTBO CTYUEHYECKHX MecT — 14,
IIomank 36 M2, ocHallleHUe: KOMILIOTepHbIH kiace ¢ 8 pabounmu craniusmu Core 2 Duo E8400
¢ BbIXoJAoM B Internet, 3 mapmpytusaropa Cisco 2800 Series, 6 mapuipytuszaropos Cisco 2621, 6
kommyraropoB Cisco Catalyst 2960 Series, 3 xommyratopa Cisco Catalyst 2950 Series,
kommyTatop Cisco Catalyst Express 500 Series, npoextop BenQ MP 620 P, skpan HacTeHHBIH
pyjloHHbli. JluneHsnoHHoe IporpaMMHOe obecriedeHne: onepauuoHHas cucrema Windows 7
IIpodeccnonansuas, oducubiil naxer npunoxenuit Microsoft Office TlpodeccrHonanbHbIl TTHOC
2007, GecnnaTHO pacmpocTpaHsAeMoe MporpaMMHoe obecredenue: JuHelika HHTerpHPOBAHHBIX
cpex paspaborku Visual Studio Express 2012, nporpamyusli mpoaykt Buptyanusanuu Oracle VM
VirtualBox 5.0.4. cumy:sitop cetu nepenauun ganusix Cisco Packet Tracer 7.0, naTerpupoBanHas
cpena paspaboTku nporpammuoro odbecrneuyerus Intelli] IDEA Community Edition 15.0.3.

aya. 4276-2, YHII «KommnekcHas 3ammra 00beKTOB WH(OpMATH3ANMKY, KOIHYECTBO
cTyieHdecKux MecT — 13, mromans 52 M2, ocHaIleHHe: KOMIBIOTEpHBIN Kinacc ¢ 7 padoummu
cranusMu  Alliance Optima P4 ¢ BeixogoMm B Internet, xommyrtarop D-Link DGS-1100-16
MyIbTUMeIUANBI koMmnekT (npoexktop Toshiba TLP X200, sxpan HacTeHHBIH pynoHULIH),
npudop ST-031P  «Ilupanbs-P» MHOroQyHKUMOHAIBHBIA MOMCKOBBIA, npudop «Ynau-2»
MOMCKOBERIH, BHOpoakycTHyeckui reneparop myma «CoHata AB 1My, wvmuTaTop paboTsl cpeiacTs
HEIErabHOTO cheMa HH(OpMaiuu, padoTaommx no paguokadany «lllumoBHuk», aHanmsarop
ciuektpa «GoodWill GSP-827», uwmmmkxarop noas «SEL SP-75 Black Hunter», ycrpoiictBo
OJIOKHpOBaHHS padOTEI CHCTEM MOOMILHOH ¢BA3M «Mo3aiika-3», yeTpOHCTBO 3alIHTH TeNe(OHHEIX
neperosopos oT npochyumuBanug «llpokpyer 2000», auktodon Edic MINI Hunter, noxatop
«PonHuk-2K» HenuHeHHBIA, KOMIJIGKC [POBEIEHUS aKYCTUYECKMX W BHOpPOaKyCTHYECKHX
namepenni «CopyT MUHH-A», BHaeopeructpatop uudposoii Best DVR-405, reneparop Illyma
«"'HOM-3»,yueOHO-HCCIe/I0BaTe/IbCKII  KoMIUIeke  «CBepXITHPOKONOJIOCHEIE — OEecHpOBOIHbLIE
ceHcophble cetu» (Nano Xaos), ckanupyoiuid npuemuuk «lcom IC-R1500», ananusarop cereit
Wi-Fi Fluke AirCheck ¢ axTuBHON aHTeHHOH. JIMIeH3MOHHOE mporpaMMHOc ofecreueHHe:
Windows 8 [lpodeccuonansuas, oducubiit naker npunoxkenuit  Microsoft — Office
[Ipodeccnonansupiit mmoc 2010, OecraTHO pacrmpocTpaHsemMoe MporpaMMHoe obecleueHHe:!
THHENKA MHTErpupoBaHHbIX cpea paspaborku Visual Studio Express 2012, uHCTpymeHT
UMUTAIMOHHOTO Mojeidposanust AnyLogic 7.2.0 Personal Learning Edition, nHTerpupoBanHas
cpesa paspaborku mporpammuoro obecneuenus Intelli] IDEA Community Edition 14.1.4.



Paboyas mporpaMMa AHCIHILTHHEI COCTABICHA B COOTBETCTBUHM ¢ TpeGopanusmu ®I'OC BO no

Hanpasiieauto 10.03.01 «MuabopmanMonHas Oe3onacHocTs» npobuas «KoMImiekcHas 3ammuTa

00DLeKTOB HudoOpMATH3ALMHY /
Pabouyo nporpammy coctasut gotenT kadeapst U3U k.1.H. Monaxos FO.M. i ﬂ :

4

(®HO, noanucs)

Peuenzent
(upescTaBuTens pabotomartens) 3amectuTens pykosoautenf PAIL 000 «Mudollentpy

K.T.H. Bepruaesckuii [1.B.

(MecTo paboThl, AOMKHOCT, (D‘?Eﬁ, nonﬁcs}

[Tporpamma paccMoTpeHa u o100peHa Ha 3aceaanun xadeaper _ U3U

IIporokon Ne 4 or J§ /2. /6 roma //\4
3aBenyromuii Kadeapoit _A.T.H., npodeccop /M.IO. Monaxos/
(@HO,UOMB)

Pabouast mporpaMma paccMoTpeHa ¥ ofo0peHa Ha 3acefaHuu Y4eOHO-METOANYECKON KOMUCCHH

nanpasienust 10.03.01 «MupopManmonHas Oe3onacHocTh» npoduns «KoMmiekcHas 3aiura

00BLEKTOB MH(OOPMATH3AIIHIY

IIpoToxom No % or 18 /4) /§ rojga

[Tpencenarelib KOMUCCHH JI.T.H.. ipodeccop /M.IO. Monaxos/

V
WO, nmoxamucs)

JIMCT INEPEYTBEPKAEHHWSA
PABOYEN MPOT'PAMMBI JUCIHUIIJIMHBI (MOY.JIST)

Pabouas mporpamma oxobpena Ha Q01 10w yUeOHBIH roa

[Tporokou 3acenanus kadeaper No 4 oT 23.0d8 ro,ua/_/J[
3aBenyiomui kaeapoi A.T.H., npodeccop /M.FO. MoHaxos/

((‘DHO,W)V

JUCT HHEPEYTBEPKJAEHUSA
PABOYEM ITPOI'PAMMBI JJUCIHHUILIAHBI (MOIYJIS)

Pabouas nporpamma ogo6peHa Ha yueOHBIH ros
[IpoTokon 3acenanus kageapsr Ne 0T rojaa
3asenyomuii kapeapoit 1.T.H., mpodeccop /M.10. Mounaxos/

(PUO, monmuces)



[Tpunoxenne

Munncreperso odpasosanus u Haykn Poceniickoii @eneparun
DejiepalibHOE IOCY/IAPCTBEHHOE OHOUKETHOE 00PA30BaTETBHOE YUPEKICHNE
BBICIIEr0 00pasoBanus
«BragamMupeKkuii rocy1apeTBeHHbII YHHBEPCUTET
uMenn Anexcanapa I'puropsesuyua u Huxonas I'puropsesnua Cro.1eToBBIX»
(Bary)

Huctutyt

Kadeapa

AKTyalln3HpOBaHHast

pabouas nporpamma
paceMoTpeHa u 0g00peHa

Ha 3acejlaHnH Kadepbl
nporokonNe  or__ 20 1.

3aBenyroumni kagenapo

(nonnucs, ®UO)

AKTyanu3auus padoueil nporpaMmbl JHCHHIIHHbBI

{HAHWMEHOBAHKUE JHCLUR [I.']]{Hl:l)

Hamparnenune 1moaroroBku
[Tpodune/mporpaMma noaAroTOBKH
VpoBens BeICIIEro 06pazoBanus

®opma 0OyueHms

Bramumup 20



Pabouas mporpamva y4eOHOI QHCIMIIHHLL AKTYalH3MPOBAHA B YaCTH PEKOMEHyeMOH

JMTEpaTyphl.

AKTyaIH3alus BRIIOTHEHA:

(noanuce, aosskHoeTs, GHO)

a) OCHOBHAs JTUTEparypa:

0) nonmoTHUTeIbHAS JTHTEpaTypa:

B) LIEPUOTHYECKUE U3 1aHNS

B) HHTEPHET-PECYPCHIL:




