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1. HEJIM OCBOEHUA TUCIHHIT/THHbI

Lleasvu  ocBoeHMS JMCHMILIMHBI  «[IporpaMMHO-anmapaTHblC  CPEOCTBA  3ALLUTEL
HHQOPMALMKY SBISIFOTCA obecleYeHue NOArOTOBKH OaKaJaBpOB B COOTBETCTBHH ¢ TpeOOBAHUSIMU
@I'OC BO wu yuyebnoro mnana no Hanpapieruro 10.03.01 «Mudopmanuonnas 6e30nacHOCTBY;
GopmupoBanue y OakalaBpoB NpoQecCHOHANBHBIX HABBIKOB IO JKCILTyaTalli¥ H OOCTYKHBAHHIO
anraparypbl, 00OpyZOBaHMs M IIPOrPAMMHOr0 OOECIIEYeHHs, CBSI3aHHBIX C: -o0ecredyeHueM
0€30IIaCHOCTH JAHHBIX; - IMHQPOBAHUEM U 3ALIUTOH OT HECAHKIIMOHHPOBAHHOIO MOCTYIIA; -
NPO(PECCHOHANBHEIX HABBIKOB BBISBICHUA U YHHYTOKCHHS KOMIIBIOTEPHBIX BHUPYCOB; -
IIPOTUBOJCHCTBHS  HAPYIIEHHSM CETEBOM 0O€30IMaCHOCTH C  HCHOJIB30BAHHEM  Pa3THMYHBIX
[IpOrpaMMHBIX M aIllapaTHBIX CPEJICTB 3alllUThl; -HABLIKOB paboThl CO CIENUAIBHON TeXHHYECKOH
JIHTEPATYPOH; -CO3daHUE TPEACTABICHHSA O NMPUHIUIIAX, METOJAX W CPEICTBaX BBISBICHHSA VIPO3
0e30IaCHOCTH  HMH(QOPMAIMOHHBIX CHCTEM; -pasBHUTHE CIOCOOHOCTEH K JIOTHYECKOMY H
AITOPUTMHAYECKOMY MBIIIIEHUKD M OCYIIECTBJICHHUIO IPOBEPKH 3alUINIEHHOCTH O00BEKTOB Ha
COOTBETCTBUE TPCOOBAHUAM HOPMATHBHBIX JOKYMCHTOB,

2. MECTO JTUCUHHUIIVIMHBI B CTPYKTYPE OITIOI1 BO BAKAJTABPUATA

JlanHag OUCHHUIUIMHA OTHOocUTcsa K 0a30oBod uvacth bnoka bl (kox B1.6.13). B yueOnom
IaHE MIPEIYCMOTPEHbI BUABI YUeOHOM HESITEIBHOCTH, 0DECIeUHBAIONIHE CHHTE3 TEOPETHYECKHX
NEKIAH ¥ 1abopaTopHBIX PadoT.

JducnunnuHa w3ydaeTcs Ha YETBEPTOM Kypce, TpeOOoBaHHS K «BXOTHBIMY» 3HAHUSIM,
YMEHHAM W TOTOBHOCTAM (OpEpeKBU3UTAM) OOYYAIOLIErocs ONpeaesroTcs TpeOOBaHMSIMH K
YPOBHIO MOJAIOTOBKH MO Kypcam «OCHOBbI WH(pOpMAIMOHHONW 0€30TacHOCTHY, «ATMNapaTHbIE
CpeNCTBa BBEIYMCIMTEIBHON TCXHHUKW», «Kpunrtorpadpuyeckue MeTOABI 3aUIATH HHOOPMAIIHHY,
«TexHnuyeckas 3awura HHGOpMALUUY 110 HanpaBiaeHuto noaroroku 10.03.01 «MudopmammnonHas
Oe30I1acHOCTb», KBaW(Pukauuu - OakanaBp. Kpome Toro, jif TpaMOTHOI'O HCIIOJIB30BaHHs
[IONIYYEHHBIX 3HAHUH B MPO(CCCHOHAIBHON MAEATEILHOCTH, TpeOyeTcss H3YYECHHE KYpCOB
«Maremaruxa»; «MHpopMaTHkar.

Kypc TecHO B3auMOCBS3aH € JPYTHMH IUCUMIUIMHaMHM. OH SBISeTCS ITOJIE3HBIM  JIIS
M3YYCHUSA TaKUX OHCHUIIHH KakK «[lonuTUKKM HHQOopMalMOHHON 0€30MacHOCTH B KOPHOPAaTUBHBIX
HC», «OpraausanuoHHoe ¥ npaBoBoe obecrieyeHre HHGoOpMallHOHHON Oe3omacHocTy, «CHcTema
3aUTHl HH(POpMaIlMK Ha PEeNPUITHN», « KoprmopaTHBHBIE HHPOPMAI[MOHHEBIE CHCTEMBIY.

3. KOMIIETEHIMHU OBYYAIOHIETI'OCSI, POPMUPYEMBIE B PE3VIIBTATE
OCBOEHHUA JUCIHHHUTITJINHbBI

B pesynrbrare OCBOCHHMS AMCUMILIMHLI OakanaBp [JO/DKEH 00damaTh CIeOyIOIIHMH
NPO(PECCHOHATBHBIMA KOMIIETEHIUSMHU:

IIK-1 — cnnocoOHOCTBIO BBIIONHATE padOThl 110 YCTAHOBKE, HACTPOHKE B OOCIYKHUBAHHUIO
MPOrpaMMHEIX, MPOrpaMMHO-alapaTHbIX (B TOM YHCIC KPUOTOTPa@HYECKHX) U TEXHHYECKHX
CPEACTB 3alluThl MHPOPMAIIHH;

[IK-6 — c110cOOHOCTBIO IPUHMUMATH YYACTHE B OPraHU3allUU U ITPOBEJEHUM KOHTPOJIBHBIX
IIPOBEPOK PabOTOCIOCOOHOCTH W A(PPEKTHBHOCTH IPUMEHSIEMBIX IMPOrPaMMHBIX, MPOrpaMMHO-
amnmapaTHeIX U TEXHUYECKUX CPEICTB 3alluThl HHOOPMAIIHH.

B pe3yibTare OCBOEHHsA AMCLIAIIIMHBI OOYYAOLIMACS NODKEH JIeMOHCTPUPOBATH CIICAYIOIINE
pe3yIbTaThl 00Opa30BaHUA:

1) 3Harb: - OCHOBHBIE CpeACTBA M CIOCOOBI oO0ecnedeHuss HWHOOPMAIIHOHHOM
0e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM; TpeOoBaHUS K 3amMIIeHHBIM AC;- KpHTEPUH OLIEHKH
3()(PEKTUBHOCTH 3alUIIEHHOCTH; TUIIBI U BHIBI IPOTPAMMHBIX U IIPOrPAMMHO-AINAPaTHBIX CHCTEM
3alIUThl MHQOpMAIMM, - MeTOjIbl MueHTHhuKanus mojs3oBareiei KC-cyObekTOB JjocTyIia K
JAaHHBIM; CpEeACTBA M METOIBI OTpaHHU4YEHHs JocTyna K ¢ainaM; annaparHo-IporpaMMHBIC
CpeacTBa KpUNTOrpayuuIecKo 3alIuThl HHPOPMALIUH; - METOIbI H CPEJACTBA OrPaHUYCHHUS J0CTYIIA
K KoMIoHeHTaM DBM; - MeToBl 3amMTHI MporpaMM OT HECAHKIIMOHMPOBAHHOTO KOIMHWPOBAHMUS,
METO/bI 3alIUTEI IpOrpaMMHBIX cpeacTB oT uccinegoBanus (1IK-1; 11K-6);



2)  ¥Ymerb: - KBAIH(QHUIMPOBAHHO OIEHUBATL 00JIACTH IIPUMEHEHHS [IPOrPaMMHO-
annapaTHOTO CPEJCTBA 3alIUTHI C YYETOM clielr(pUKa 00beKTa 3allMThl; IPUMEHATE cpeacTsa B,
cpeicTBa IIporpaMMHpoBaHus 1718 3(G(EKTUBHOH peanus3alndyd  annapaTHO-IIPOrpaMMHBIX
KOMILIEKCOB 3aJ@HHOIO KadecTBa W B 3aJlaHHBIE CPOKU; IIPOBOJWUTH MCIIBITAHUS OOBEKTOB
MpodeCCHOHAILHON JEATCIHPHOCTH; - TPOM3BOAUTEL YCTAHOBKY, HACTPOMKY M OOCIYKHBaHHE
MporpaMMHO-anmapaTHbIX CPeACTB 3allUThl HH(POPMALlMM, - CTaBUTh MW pellaTh 3adadyd,
BO3HHMKAIOIIIME B IIPOIlECCe IIPOSKTHPOBAHMS, OTJIAJKH, HCIBITAHUN M 3KCIUIyaTallud CHUCTEMHBIX
nporpaMMHEIX cpeacTs (I1K-1; TTK-6);

3) B.iagers: - HaBLIKAMH OCBOEHHS, BHEOPEHHMS U COIPOBOKICHHUS IIPOrPaMMHO-
alapaTHeIX CPeJACTB 3alluThl HHpOpManuu Ha O00BEKTax pasIuyHOr0 THIIA; - HAaBBIKAMH
COIPOBOKIACHUS TMPOTpAMMHO-aNIapaTHLIX CpPeACTB 3alllUThl HMHQOPMALMM; - HaBBIKAMH

KOHCYIbTHPOBAHMSI IEPCOHANA B Ipoliecce UCIoIb30Banus ykazaHHbix cpencTs (I11K-1; I1K-06).

YV  oOy4aeMmbIx B TIpolecce HM3Y4YCHMS  JUCUUIUIMHBI  JOJGKHBI  BBIpaOATBIBATHCS
IOMOIHATEILHEIE KOMIIETEHIIHH, ¢ y4eToM TpeboBaHUM paboTonaTenei:

- CTII0COOHOCTH OCYINECTRIIATE DKCILUTYATAIIMOHHO-TEXHUYECKOe 00CIIy)KUBaHUE IIPOrPaMMHO-
alapaTHbIX KOMIUIGKCOB  3allliThl  HHGOpMAalMH  COIVIacHO TpeOOBaHWAM  HOPMATHBHO-
PaCIOPSIOMTENBHBIX JOKYMEHTOB U JOKYMEHTALUU TPOU3BOAUTENEH 000pyI0BaHH.



4. CTPYKTYPA U COAEP KAHUE TUCHUITVIMHBI
O61mast TPYA0EMKOCTh JUCIMILTHHEI COCTAB/ISET S 3a4eTHRIX eIHHuUII, 180 Jacos.
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CucTeMa pasrpaHuYeHHA
DOCTYMA K HH(pOopMaLHn
(apXUTEKTYpa CHUCTEMBI,
KOHIIETIIHA TTOCTPOEHUS
CUCTEM pasrpaHHYeHHA
A0CTYTIA; MOJIETTH
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KOMIIbIOTEPHBIX BUPYCOB;
TEXHONOTHH OOHAPYKEHHA
BHPYCOB; aHTMBHPYCHBIE
KOMILIEKChI; OLeHKa
AHTHMBHUPYCOB; TpeOOBaHUA K
CpeacTBaM aHTHBHPYCHOH
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O0b11as xapakTepHCTHKA
[porpaMMHO-anmnapaTHbIX
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UIeHTU(PUKATOPOB
(upenTdguratopkel eToken,
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SenselLock, LOCK u 1.1.)
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5. OBPA3OBATEJ/IBHBIE TEXHOJIOI'HH

M3yyeHnue QUCHUILIMHEI IIPEIIOaraeT He TOJBKO 3allOMHHAHKE U TOHMMaHHE, HO U aHAJIH3,
cHHTe3, petrexcuio, (GOPMHpYeT YHHBEpPCAbHbIE YMEHHS M HABBIKH, SBISIOLINECS OCHOBOM
cTaHOBIIeHUs Oakasaspa 1o HamnpasieHHio «Mudopmanronnas 0e3011aCHOCTEY.

Jlns peaTu3aliy KOMIETEHTHOCTHOTO MOAXO0IA MpeiaracTcs HHTECrpHUpOBaTh B yUCOHBIH
MpoLecc MHTEPAKTHBHBIE 00pa3oBaTeNbHbIC TEXHOJOTHHM, BKIIOYas HMH(GOPMAIMOHHBIE U
KoMMmyHHKaruoHHble TexHosnoruun (MKT), mpu oCylIecTBI€HHHM pasjIHYHBIX BHIIOB y4e0HOU
padOThL:

pa3bop KOHKPETHBIX CHTYaLlUH;

yueOHYIO JTUCKYCCHIO;

3EKTPOHHBIE CpeICTRa 00yueHus (cnaia-neKun).

JIeKIIMOHHBIE 3aHATUS IPOBOIATCA B ayJIUTOPHH, ODOPYIOBAHHOHM MPOEKTOPOM, HYTO
[103BOJISIET COYETATh AKTHBHBIE ¥ WHTEPAKTUBHBIE (DOPMBI IIPOBEIIECHHS 3aHATHIL.

Kak TpaIWIIHOHHBIC, TAaK W JCKLHM MHHOBAIMOHHOIO XapakTepa MOTYT COIIPOBOXKIATHCA
KOMIBIOTEDHBIMH ClIaiijaMi HId craia-nekuusmu. OcHOBHoe TpeboBaHHE K CHAHUA-JIEKIMH —
HpUMeHeHHe JjuHamMuueckux S(QexToB (aHHMHMPOBAHHBIX 00BEKTOB), (YHKIHOHAIbLHBIM
Ha3HAYCHHEM KOTOPHIX SBJISETCS HArJIIHO-00pa3Hoe NMpeAcTaBIeHne HHOOPMALIHH, CIOXKHOHN 1A
TOHUMAHHUS ¥ OCMBICTEHHS OaKaTaBpaMi, a Takke HHTEHCHOHKAIMS U JUBEpCH(pHUKALIUS YIeOHOTO
poilgecca.

VeapHBIH BeC 3aHATHH, IPOBOJMMBIX B MHTEPAKTUBHEIX (HOpMax, ompeaessieTcs riaBHOH
nenpio  OIIOIT Gakamaspmara no Hampasiaenuro 10.03.01, 0coGeHHOCTBIO KOHTHHICHTA
0OYUAIOIMXCH ¥ COJIEPYKAHUEM KOHKPETHBIX JUCLHILUIMH, U B LEIOM, B yueOHOM NpPOLECCE OHM
cocTaB/IOT He MeHee 30 MpoLeHTOB ayIuTOPHBIX 3aHATHH.

3aHsSTHS JIEKHUOHHOTO THIA 7 COOTBETCTBYIOIIMX TIPYyIN CTYAEHTOB COIVIACHO
TpeOOBaHMAM CTaHAApTa BBICIIETO OOpa3oBaHMS HE MOIYT COCTaB/iTh Oonee 45 MNPOINEHTOB
ayIHTOPHBIX 3aHsATHI. [[porpaMva JUCIHIIINHLI COOTBETCTBYET JaHHBIM TPEOOBaHUAM.

Taxum o0pazoM, NpUMEHEHHE HHTEPAKTHBHBIX 0Opa3oBATE/IBbHBIX TEXHOMOTMH IPHUIACT
WHHOBAIL[MOHHBIN XapakTep IPakTHYeCKH BCEM BHAAM y4eOHBIX 3aHATHH, BKIIIOYas JICKIHOHHBIC.
[Ipu oTOM [eiTaeTcss AakKIeHT Ha pa3BHTHE CaMOCTOATCIBHOrO, MPOAYKTHBHOTO MBIIITICHHS,
OCHOBAHHOTO Ha TMAJOTHYECKUX AUIAKTHYECKHX IpUeMaX, CYObeKTHON MO3HIMH 00ydYaromerocs B
oOpasoBarelpHOM  Imporecce. TeM  camMbpiM  CO3OAlOTCS  YCJIOBHA  JUld  pealn3aluu
KOMIIETCHTHOCTHOIO TI0X04a MTPU U3VUEHHH TaHHOH THCIMIIIMHEL

6. OLIEHOYHBIE CPEACTBA JIJIs TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH,
MPOMEKYTOYHOM ATTECTALIMU 110 UTOI'AM OCBOEHUSA TUCITAILIMHBI 1
YYEBHO-METOJINYECKOE OBECIEYEHUE CAMOCTOSTEJIBHON PABOTDI
CTYJAEHTOB

JIng TeKyIiero KOHTPONS YCIEBaeMOCTH TpeAdaraeTcs HCIOAb30BaHHE PEHTHHIOBOH
CHCTEMBl OIIEHKH, KOTOpas HOCHT WHTErPHPOBAHHBIA XapakTep M YUYHTHIBAET YCIEIIHOCTB
GakanaBpa B Pa3IMYHBIX BHAAX yueOHOMW JIeATebHOCTH, CTeneHs chOPMHUPOBAHHOCTH Y DakaiaBpa
OOIIEKYILTYPHBIX U MpodecCHOHATBHBIX KOMIIETCHITHH.

[TpuMepHBIN MTepedeHsb 3aJaHui 11 TEKYIIUX KOHTPOJIBHBIX MEPOTIPUSTHH!
Bonpockl pedTHHT-KOHTpOJiA Nel:
o llpenMer U 3aJa4M TPOTrPaMMHO-aNapaTHON 3aIUTEI HH(POPMAITHH.
o MnentTudukanus nojs3oBareneil (CyObeKTOB 10CTYIA K JAHHBIM ).
e IIpoTtoxo:asl naeHTH(GUKAIHH/ ayTeHTHDUKAIUU (000OIIEHHBIH aITOPHTM).
e [lpoTokoasl HueHTH(GUKAUN/AYTEHTH(QUKALMHY (Ha OCHOBE anroputMa RSA).
o IlpoTokonsl uaenTHGUKaKu/ayTeHTHHKanun (cxema Qelre-Ouara-1llamupa).
[TpoTokosel uaeHTH(PUKAIINE/ ayTeH T GuKanuy (cxema Iib-1 amaiisi).
[IpoToxons! uaeHTuuKanum/ayreHTuruKanum (cxema LllHoppa).
o [IpoToKoIEI HACHTU(UKAIINY C HYIEBOH Nepeaayent 3HaHUH.
e [Iporokon Kerberos.



[Ipotoxo:asr S/Key (RFC 1760), PAP u CHAP.
[Ipotokoaer OpenlD, Windows Live ID.

IIporoxoner LDAP, OpenLDAP,.

EnuHas cucteMa HaeHTHQHKAIMK U ayTeHTU(HuKaruu PO,
CucreMa pasrpaHAYeHHUs JOCTYIAa K HH(POpPMAaLHH.

Bonpocs! pedTHHI-KOHTPOIs No2:

Mertoasl B cpencrBa 3alllMTBl MMPOTPaMM OT KOMIBKOTEPHBIX BHPYCOB (CHHCOK YTOYHSIETCH

€XKETO/IHO ).

® 00D &6 0 0 00 e D O 0

O630p npoaykroB kommanud AVG Technologies.

O630p npoaykToB komnanuun AVAST Software (ALWIL).
0630p pojaykToB Avira GmbH.

O030p nmpoayktoB BitDefender.

O630p mpoayktoB Dr.Web.

O630p npoayktoB G Data Software AG.

O0630p npoayktoB Microsoft.

0630p nmpoaykToB ESET.

O0630p mpoyKTOB Symantec.

O630p npoaykroB Panda Security.

O630p npoaykroB 3A0 «Jlaboparopusa Kacniepekoroy.
00630p npoaykroB Agnitum Ltd.

O030p nmpoaykToB McAfee.

H T.n.

[IporpaMMHBIE W amnmapaTHbIE CPEACTBa 3alIUTHl (CTIHCOK YTOUHSETCA €KETOAHO MO PEEeCcTpy

dCTHK):

O O £ 0 0 OO 0 o &0

ITAK Cobonb / Pocomaxa / KpunToH.

ATIKII "KontureHT".

C3U vGate.

Honeypot Manager.

CrucTeMa KOMILIEKCHOrO yrnpasiaeHus desonacHocTero KYb.

C3H ot HC/[J "Crpaxx NT".

[TporpammHbie komIuiekcsl 3auuTel vHGopMaurdd ot HCJI Dallas Lock.

KonTyp uadopmauHoHHor OesonacHocTy SearchInform.

CpeacTBa KOHTPOJIA 3AMIMIIEHHOCTH OT HeCaHKIIHOHHUpOoBaHHOTO noctyma «AUCT»,
CpeacTBO (hUKCALIMK ¥ KOHTPOJISI UCXOTHOTO COCTOAHUSA MporpaMMHoro komriekca "OHMKC".
CucTema 3alIAThl KOHQUACHIHATBEHON MHpOpMaLUUKU U nepcoHanbHbeIX NaHHbIX oT HC/[ M konmupoBaHus

Secret Disk.
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CpeacTBO CO3JaHKa MOEIH CHCTEMbI padrpaHuyeHus goctyna «Pesusop-1» («Pesuszop-2»).
[TporpammHoOe cpeAcTBO 3allUThl HHGOPMALHK OT HECAHKLMOHMPOBAHHOIO A0CTYIA «Iruaaty.
IIporpamMHoe cpeacTro 3aiuuTsl HHGopmauuu «Crypton Locky.

CSP VPN Client /Server / Gate.

[Tporpammusiii koMrieke DeviceLock

KomrmekcHas cicTeMa 3alUThl OT HECAHKIIMOHHpOoBaHHOro fnoctyna Diamond ACS.

Cepeep 6e3onacHocTH DioNIS,

[Iporpammubiii komnneke "InfoWatch Traftic Monitor”

Cucrema KOHTPOJIs 3alUIIEHHOCTH M COOTBETCTBUS cTanjapraM «MaxPatrol».

YerpolcTBO npegoTspalieHus ceteBblX atak Proventia Network Intrusion Prevention System.
CucTema YIIpaBIeH A CKPBITOM MapKUPOBKOH MeyaTHbIX KOMUH DokyMeHToB «SafeCopy».
[TporpammHo-anmapaTHeii KoMmmeke SafeNet.

[1O ViPNet.

AnnapaTHO-MPOrpaMMHBIN KOMIJIEKC 0OHApYKEeHUSA KOMIBIOTEPHBIX aTtak "Apryc'.

CucreMa 3aLATEl HHOOPMALIMK OT HECAHKLIMOHHPOBAHHOIO A0CTYIA «Aypan.
[TporpammHuo-annaparias cucreMa 3amutel kHGopmauuu ot HC I «biokxocT-ceThy.
[TporpamMMHbIF KOMITIEKC «DAEKTPOHHbBIN 3aMOK «BHTA3E.

[TakeT nporpamm «3ACTABA»

MeskceTeROl DJKpaH ¢ paclIMpeHHOW (YHKIMOHAIbHOCTBIO, KOMMYHUKauuoHHbIH 1ieHTp "MBK
apuyra'.



[IK «AHaiu3aTop nporpaMMHoro kojua «Ksasapy.

IIporpammuoe cpeacTtso 3aiuTe nHpopMauuu « KPUITTOH-LIIHUT».

ArnmnapaTHO-IIpOrpaMMHEIH KOMITIEKC JOBEPEHHOM 3arpy3ku «Jlabupunt-J13».
ArnnapaTHO-IIporpaMMHbId koMIlieke «l laHUHpbY.

[Iporpamma rnoucka U rapaHTHPOBaHHOTO YHUUTOKEHUS Ha AuckaX « TERRIER».

[TporpaMma (hPHKCALIHK M KOHTPOJIS HCXO/IHOI0 COCTOSHHUA MPOrpaMMHBIX KOMILIeKcoB « T'padaper».
AHalin3aTOp UCXOOHEIX TEKCTOB IporpamMm « I purony.

Cucrema oOHapyKeHHS KOMITBIOTEPHBIX aTak «Dopnocty.

[lepcoHallbHOE CpeCTRO KpunTorpaduyueckoh saliuTel HHGopManuu "Llnnxka"”.

U T.[I.

DIEKTPOHHBIC UACHTUDUKATOPHI:
Kommanuu "Anamgaud P J" (eToken).
Komvnanuu "Anagnun P J[." (JaCarta).
Komnanuu "Anagnus P.J1"/ Maxim (iButton).
SafeNet (Sentinel).

3A0 «Axtue-codT» (Guardant).

3A0 «AxktuB-cohT» (Rutoken).
WIBU-SYSTEMS AG (CmDongle).
WIBU-SYSTEMS AG (WibuKey).
3A0 "Cexbrons0" (SenselLock).

000 "Actpoma" (LOCK).
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Bonpochk! peTHHr-KOHTPOJIsI Ne3 (JI0MOJHHTENbHO K BonpocaM 1 ¥ 2 peHTHHI-KOHTPO.Is):
CrocoOBI BHEJIpEHHMS 3aKJI1a10K.

Knaccudukaius HeleK1apupOBaHHBIX BO3MOKHOCTEH [IPOIPaMMHOTO 00OeCcIeYeHus.
MeToIbI BCKPBITHS HeeKIapHPOBAaHHBIX BO3MOKHOCTEH MPOrpaMMHOr0 00ecreyeHHs.
[Tonxob1 BEIIBICHUS 1eEeKTOB B IPOIrPaMMHOM O0ECIIEYEHUH.

MeToabl B CIIOCOOBI 3aIUThI IPOrpaMM OT UCCIEOBAHHS.

[Toaxoas! k 3amuTe nporpaMM OT HECAHKIIMOHHPOBAHHOTO KONMMMPOBaHHA.

ITepeyeHp BONMPOCOB K IK3aMeHY (MPOMEXKYTOYHOH ATTECTAUHH 110 MTOraM OCBOEHHS
AHCHHILIAHDBI):
JK3aMEHAIlMOHHBIN OUIIET COCTOUT M3 4-X BOIIPOCOB.
Bompocsl 1 u 2:
1. IIpeaMer H 3amadd MporpaMMHO-armapaTHOW 3amuThl HHGopMmanuu. [Ipeamer U OOBEKT
3aIIUTHL. MeTOIBI M cpeIcTBa 3aIIUThl MH(MOPMALUHA U IPEeIOTBPALLIEHHA 1OCTYIa K HEH.
2. Wnentudukanms monp3oBareire (CyObeKTOB jocTyna K JgaHHbM). Mnentudukarus,
ayTeHTHGHUKAIMS ¥ aBTopuzanmg. OnHo u asyxdakTtopHas HUIeHTH(HKAUUs. [UMIoBOH alrOpHTM
ayTeHTU(hUKALUU [10JIb30BaTEIEH.
3. Unentndukamus moib3oBarelei (CyObEKTOB JOCTYNA K JaHHBIM ). buoMeTpUYeCcKe pH-3HaKH,
KOTOPEIE MOTYT OBITh HCITOJIB30BAHBI [IPU UACHTUQUKALIUH.
4, Texmomoruii aBToMaTH4yeckod wuaeHTU(UKanuu. LlITpuxoBble KOABI (CHMBOIHKH). Pamno-
JacTOTHASA MACHTH(PUKALUSI.
5. Cuctema pasrpaHvucHus goctyna K uHpopMandd. PyHkuuoHanpHble 0Onoxku. KoHoemnuus
MOCTPOCHHUS.
6. MexaHH3MbBl VIpaBIeHHs JOCTYIIOM (MOJIeIHM pa3rpaHHyYeHus JOocTyla). JJUCKpermoHHOEe
VIIPABJICHHUE JTOCTYIIOM.
7. MexaHu3MBI YIPaBISHUS J0CTYIIOM (MOJENH pa3rpaHHyYeHus gocTyia). MangaTHoe yrpaBieHHe
JIOCTYTIOM.
8. MexaHH3MBI YIIPaBICHUS JOCTYIOM (MOJEIH pasrpaHUdCHUs JOCTYIIA). Y IIpaBICHHE JOCTYIIOM
Ha OCHOBE POJIEH.
9. HamexHOCTb CHCTEM pasrpaHudeHus moctyna. MHTEHCHBHOCTB OTKasoB. (CpejlHee BpeMs
BOCCTAHOBJICHHSI CUCTEMBbI 3alIUTEI TIOCJIC OTKa3a.
10. Metoas! nmpenorsparmenns yreuek uz KC. Knaccuduxanus saytpeHaux M T-yrpos.
11. Metoup! npeoTBparnenus yredek u3 KC. 3akoHHBIH IepexBaT JaHHBIX.
12. Metonsl npenorspamenns yreuek n3 KC. O6obuieHHbIH npouecc Beidopa cuctem DLP.



13. Metoasl 1 cpeacTBa 3alWTHI IPOrpaMM OT KOMIIBIOTEPHBIX BUpYCOB. O0ILas XapakTepucTHKa
1 KJIacCH(pHKAaLHS.
14, MeToap! ¥ cpeicTBa 3alIUTHI IPOrpaMM OT KOMITBIOTEPHEIX BUpPYcOoB. O0Ias xapakTepuCTUKa
CpejICTB HEHTpaIH3allui KOMITBIOTEPHBIX BUPYCOB. MeTobl 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.
15. MeTtonpl 3alIuTel TIporpaMM oT uccieaosanus. Chepa npumMeHeHUs. KOMIIOHEHTB! CHCTEMBI
3aMIUTHL H UX (PYHKIIHH.
16. CmocoOn1 3alMThl HpOrpaMM OT MCCJIEI0BaHMs. 4-€ Kiacca CIloCO00B 3allHTHI.
Bompoc 3:
B npuBeneHHOM Jalee CIHCKE YKAKUTE MPOrpaMMHO-alNapaTHBIE CPEACTBA (MHHHMYM 3),
KOTOPbIE MOT'YT UCITOJIB30BATHCS:
. 171 KOHTPOJIA YTeUEK U KaHAJIOB PaclpocTpaHeHus 3aluaeMoi HH(pOPMaLHAH.
. IJIS pa3rpaHU4YeHUs JOCTyIa.
. JJTS OpraHA3aI|H JIOBEPEHHOU 3arpy3KU BLIYUCIIUTEIBHON CUCTEMBEI.
KaK 2JICKTPOHHBIN 3dMOK.
. KaK MEXXCETEBBIE SKPaHEl.
mis opranuzarus VPN.
. 715 aHaJIM3a UCXOIHBIX KOJOB MPOrpaMM C LEIbI0 BLISBICHUS 3aKIa0OK.
. KaK cpeacTBo ¢ukcanuu coctosnus 110.
IIPUBEJIETE OTUCAHUE WX OCHOBHBIX (YHKIUMH, cBejeHHs O Hanuuuu cepruduraro GCTOK
(kmace sammmenHoctH AC, kmace MCIIAn, yposens 3ammimmenHocta MCIIIH, yposers HJIB,
kinacc M3, OV 1), ©Cb (ranmuune), Munoboponsl PO (Hanuyme).
[TAC3U (mepeuens yrounsercs o peectpy PCTOK): CSP VPN Gate; CSP VPN Server; Honeypot
Manager; ViPNet BOX; ViPNet CUSTOM; AIIKILI Kontunent; VBK Kompsuyra; Kommiekc
DeviceLock; Kommiaexe Diamond VPN/FW; Kommiexe Ideco ICS 3; Kommueke InfoWatch Traffic
Monitor; Kontyp Wb Searchinform; ITAK SafeNet; ITAK Apryc; [TAK Jlabupunt-/13: IIAK
Ilannupe; 1TAK Cobonb; IIAK Pocomaxa; ITAK Kpunrton; [IAK OIICY-IP; lla-ker mporpamm
"SACTABA"; I[IK3HU Dallas Lock; [IO TERRIER; ITO Pesuzop-1 (PeBuzop-2); I10 Tpada-per;
[10 Tpuron; [10 ®UKC; Ceprep DioNIS; C3U Crypton Lock; C31 Diamond ACS; C3U Secret
Disk; C3U Secret Net; C3U TrustAccess; C3U vGate; C3U Aypa; C3U baoknoct-2000/XP; C3U
Broxxocr-cets; C3U Munka; C3U Bruma+; Cucrema KVYb; Cucrema ®oprnoct; CK3 MaxPatrol;
YcrpoiictBo Proventia Network IPS.

Bonpoc 4: Tect no nporpaMMHo-anapaTHeIM CpeacTBaM 3allliThl HHQOpMAaLHH.
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B wavame xaxmod mabopaTtopHOl pabOThI HPOBOAUTCA KPATKUNA MHCTPYKTaX M OOBICHEHHE
TOTIONTHUTEIBLHOTO TEOPETUYECKOr0 Marepuaia, HEOOXOIUMOI0 IJIA BBIMOJIHECHUS TPAKTHIECKOIO
safganusi. [Ipuem nabopaTopHBIX padOT MPOXOJUT B [IBa 3Tana:
1) meMoHCTpaLMs Pe3yIbTaTOR BEIIOJIHEHHUS padOTHL;
2) mpeacTaBIeHUE W 3alluTa (OTBET HA TEOPETHYECKHE BOMPOCHL, CBA3AHHBIE C BRINOIHEHHEM
MpaKTHYECKUX 3aJJaHHM ) OTUeTa 1Mo nadbopaTtopHoi padorte.

PesyiapraroM 1LpOXOMXIAEHUS KaXKJI0ro 3Tana fABJIAETCS OLEHKA, BBICTAB/IieMas [0 IIKale
3auTeHo/He3a4TeHo. bannael 3a nabopaTopHyw paldOTy BBICTABIAIOTCH IIPH HAIHYHU 3a4€TOB II0
BCEM IJTanam Ipuema padoThL

Tembl 1aboparopHbIX padoT:

. Kopnoparuszbie MeskceTeBbIe 3KpaHbl Ha 0ase criequaiu3upoBaHHbIX JUCTPHOYTHBOB:
MEKCETeBBIE PKpaHbl Ha 0aze Linux;

OcHoBnl koHpurypuposanus Netfilter/Iptables;

CpencTBa MeKCeTeBOro 3KkpanupoBanus ycrpoicers Cisco. ACL;

KondurypupoBanue BUpTyaibHou yacTHOH ceT (VPN);

. Cuctema oOHApYKEHHS BTOPKEHHUH;

N e



CamocrosrenbHas paboTa cTyleHTa LpeiloiaraeT HHIXBHAYAIbHYIO paboTy ¢ AMTepaTypoH Iph
MOATOTOBKE K JEKUMAM H J1adopaTopHbIM 3aHATHAM. KOHTpoaL camocTosTe bHOH paboThl
IIPOBOJUTCS B ITpoLecce caqyu 1abopaTOpHBIX padoT.

Bompocsl 1 3ajaHuA ISl CAMOCTOSTE. ILHOMH pabdoThI CTY/1EHTOB:

1) Cucremsl OuomMeTpudecKor HIeHTU(DHKALKH.

2) MexaHnu3MEBI yIIpaBIeHUS JOCTYIIOM (peanu3alius B COBPEMEHHBIX OllepallMOHHBIX CHCTEMAX).

3) Pa3paboTyukn aHTUBHPYCHBIX CpeAcTB 3amuThl, 110,

4) IlporpamMmHoO-annapaTHble CpeACTBa 3alUThI (CPEACTBA KPUTITOrpadhMIECKOM 3aIIHTHI).

5) IlporpammHoO-anapaTHbie CpejicTBa 3allMThl (CPeACTBa 3al[UTHEl OT HECAHKIIMOHHUPOBAHHOI'O
IOCTYIIA).

0) [IporpamMMHoO-anmapaTHble CpejCcTBAa 3allMThl (CPEeACTBA 3aIllHTHl HHGOOPMAIIHM CETEBOTO
TEUCTBHS).

7) CHcTeMBl HeHTPAIU30BaHHOTO YIIPABICHUS YICTHBIMHE 3aIIUCAMU U IIPAaBaMu JOCTYIIA.



7. VAEBHO-METOJIMYECKOE U UHOOPMAIIMOHHOE OBECIIEYEHUE
TUCIUATLINHBI

a) OcHoBHad JIHTEpaTypa:

1. Baumer, I[I. H. MudopmaiimonHas Oe3omacHocTh M 3armurta uHbopmaruu: Yuyebnuk / I1. H.
bamnel, A. B. babam, E. K. bapanora. - M.: PUOP, 2013. - 222 c. Pexum pocrymna:
http://znanium.com/catalog.php?bookinfo=405000

2. MHTennexTvaibpHble CUCTEMBI 3amuThl wHbopmanuu: y4ed. nocodue/ Bacunpes B.U. - 2-e usi.,
HCIIP. 51 OIL. M: MalHOCTPOCHUE ; 2013. -
http://www.studentlibrary. mfankJISBNQ?SSQ-ﬂ-Z?S%TS html 172 c.

3. [Iporpammuo-aniapatHas 3amuta uHGopMamuu: Yuebuoe nocobue / I1.b. Xopes. - 2-e n3jn.,
uerp. U gom. - M.: ®opym: HHUI[ HMHOPA-M, 2015. - 352 c¢., PexuMm pgocryna:
http://znanium.com/catalog.php?bookinfo=489084

0) JlomoJIHHTE/ILHAS JIMTEPATYPA:

1. CucreMa 3alIUTEl HHOOPMAIMH OT HECAHKIIMOHHPOBAHHOTO JOCTYIA Ha OCHOBE IIPOrpaMMHO-
anmapatHoro kominiekca "Secret Net 5.0" / [lomewmikun A.A., Koporkux HM.B. - HoBoen6.:HI'TY,
2012. - 47 G ISBN 078-5-7782-1990-8 PexxuMm JOCTYMa:
http://znanium.com/catalog. php?bookinfo=556699

2. besomacHoCTs W yIpaBiieHHEe JOCTYIIOM B MHGOPMAIMOHHBIX CHCTeMax: Y4edHoe mocobue /
A.B. BacuaskoB, U.A. Bacuabkos. - M.: ®opym: HUL[ UHOPA-M, 2013. - 368 c., Pexum
moctyma: http://znanium.com/catalog.php?bookinfo=405313

3. AJO. IllepbaxkoB. CoBpeMeHHas KOMIBIOTEpPHAs OE€30I1aCHOCTh. [EeOpeTUYEeCKHEe OCHOBBL

[IpakTHueckue acrnekTol, Yuebnoe nocodue. - M.: Kamwxaemi wMup, 2009. - 352 c. -
http://www .studentlibrary.ru/book/ISBN9785804103782.html

B) lleproaguueckue H3gaHu:

1. Kypuan «3ammra undopmauuu. Mucaiiay ISSN 2413-3582, Pexxum gpoctyna: http://inside-
zl.ru/pages/about.html;

2. Kypuan «Cnenrexnuka u Csa3b», Pexxum moctyna: http://www.st-s.su/

r) [lporpammuoe odecnevyenne i HHTEepHET-pecypceol:

1.  OOpa3osartenbHblit cepBep kabenpsl U3U1.— Pexum noctyna: http://edu.izi.visu.ru

2 MadopmammonHas oOpazoBaTenbHas ceTh.- PexxuM goctyna: http://ien.i1zi.vlsu.ru

3.  BuyrpuBy3osckue uzjganus Bal'y.— Pexum moctyna: http://e.lib.vlsu.ru/

4 MHTYWT. HanuoHaTBHBIA OTKPBITHIN YHUBEpCUTET.— Pesxxum noctyma: http://www.intuit.ru/



8. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
JUCHHUITIMHBI (MOJYJIA)

aym. 408-2, JlekunoHHas ayIUuTOPHS, KOJIUYECTBO CTydeHYeCcKHX MecT — 50, mmomans 60 m2,
OCHalllcHHe: MYIbTHMeIUHHOe o00o0pynoBaHHe (HMHTepakTHBHas pgocka Hitachi FX-77WD,
nmpoexkTop BenQ MX 503 DLP 2700ANSI XGA), noytOyk Lenovo Idea Pad B5045

ayn. 427a-2, naboparopusi CETEBBIX TEXHOJIOIMH, KOJMYECTBO CTYIEHYECKHX MecT — 14,
momanb 36 M2, ocHallleHHe: KOMIIBIOTEpHEIH KiIace ¢ 8 pabounmu cranuusmu Core 2 Duo E8400
¢ BRIXOJ0M B Internet, 3 mapmpytusatopa Cisco 2800 Series, 6 mapmpytuzatopos Cisco 2621, 6
kommyTatopoB Cisco Catalyst 2960 Series, 3 xommyrtatopa Cisco Catalyst 2950 Series,
kommyTaTtop Cisco Catalyst Express 500 Series, npoextop BenQ MP 620 P, skpaH HacTeHHBIH
pyJNOHHBIA. JIWlleH3HMOHHOE TporpaMMHOe oOecledeHHe: oreparMoHHas cucrema Windows 7
[IpodeccrnonanibHasl, opucHbl naker nmpuioxkerud Microsoft Office IlpodeccnonanpHblii IIHOC
2007, OecmaTHO paclIpoCTpaHsIeMOe NporpaMMHOe oOecreueHHe: JHHEHKa HWHTErpHUPOBAHHBIX
cpen paspadoTku Visual Studio Express 2012, nporpaMMmHEbIi npoaykT Buptyannsanun Oracle VM
VirtualBox 5.0.4, cumynsarop cetn nepenaun pauubix Cisco Packet Tracer 7.0, mHTerpumpoBaHHas
cpena paspadoTku nporpaMmHoro odecnevenus IntelliJ IDEA Community Edition 15.0.3.

ayn. 4276-2, YHI[ «KomnnekcHas 3ammra o00beKTOB HWHGOPMATH3ALMUY», KOJIMYECTBO
CTYIACHYECKHX MeCT — 15, mmomane 52 M2, oCHalleHHe: KOMIIBIOTEPHBIM Kjace ¢ 7 pado4yuMmu
crannuamMu  Alliance Optima P4 ¢ Beixomom B Internet, xkommyratop D-Link DGS-1100-16
MYTBTHMCIHAHBIA KoMIeKT (mpoekTop Toshiba TLP X200, skpaH HacTEHHBIA pPYIOHHBIH),
npudop ST-031P «Ilupanepsa-P» MHOroQyHKUMOHATIBHBIM MOUCKOBEIM, mpubop «YiaH-2»
TIOUCKOBBIN, BUOPOAKyCTHYECKHH reHepatop myMa «CoHata AB 1My, umuTaTop paboThl CPEACTB
HeJETATPHOI0 CheMa WH(pOpMaluy, padoTarommx mo pamuokanany «lllumoBHuMK», aHamM3aTop
cuektpa «GoodWill GSP-827», wmaumxarop nomns «SEL SP-75 Black Hunter», ycrpoiicTBo
OMOKMpOBaHKs pabOTHI CHCTeM MOOUIBHOM cBA3U «Mo3aiika-3», YCTPORCTBO 3aIIUTEL TeIe)OHHBIX
IeperoBopoB 0T mnpociywuBanus «lIpoxpycr 2000», mukrodon Edic MINI Hunter, moxatop
«Pomgauk-2K» HelIMHEHMHBIH, KOMIUIEKC INPOBEACHHMS aKyCTHYECKHX H BHOPOAKyCTHUYECKHX
u3MepeHuH «Cnpyt MHHH-A», BUIeopeructparop uudposoit Best DVR-405, remeparop Illyma
«l'moM-3»,yueOHO-Hceae1oBaTenbCKult  KoMIUleKe  «CBEpXIMMPOKOIONOCHBIE — OECIPOBOAHBIE
CeHCOpHBbIe ceTh» (Nano Xaos), ckanupyonwmit npueMHuK «Icom [C-R1500», amanusarop cereit
Wi-F1 Fluke AirCheck ¢ axkTtuBHOU anTteHHO#. JIMIEeH3WOHHOE MpOrpaMMHOE OOecIeUeHHE:
Windows 8 Ilpodeccuonancuas, oducHbI nakeTr npunokeHuii  Microsoft  Office
[Ipodeccronaneeiii mmoc 2010, OecriaTHO pacmpocTpaHsieMoe IPOrpaMMHOE oObecredeHue:
THHEHKa HHTErpUpOBaHHBIX cpel paspaborku Visual Studio Express 2012, HHCTpyMeHT
MMUTAITMOHHOTO MoaenuposBarud AnyLogic 7.2.0 Personal Learning Edition, maTerpupoBannas
cpena paspaborku nporpammHoro odecreuerus IntelliJ IDEA Community Edition 14.1 4.



PaBouasi mporpaMMa AMCLUMILTHHBL COCTABICHa B COOTBETCTBUM ¢ Tpebosanusmu I'OC BO mo

nanpasinesnio 10.03.01 «Mudopmannonnas GesonacHocTby npoduib «KoMmiuiekcHas 3amura

00BeKTOB MHPOPMATHZALIHUY /

Pa6ouyio nporpammy coctaBui gonesT kadenpet U3W k.1.H. Boponud A.A.

(®PHO, noamnucs) y‘//

Perensent
(mpexcraBuTenb paGoTomatens) _K.T.H. AOpamo Koncrantun ['epMaHOBMY BeIyINHi
CIENHATUCT YIIPABICHUSA NOJIEPKKH
TEXHOJIOTHH Y,

M ;
(mecTo paﬁc'mf/)rmnﬁ@},érh, OUO, noanuce)
[Iporpamma paccMoTpeHa i 0100peHa Ha 3aceiguuu Kadenpst _ 31
Tpotokon Ne _ # or 18 /2 |6 ronma /\/4
3asejyronmii kadepoi JI.T.H., mpodeccop /M.IO. Monaxos/
o~
(D ,\(Oﬂ/l'mcr,)

PaGouas mporpaMma paceMOTpeHa W 000peHa Ha 3ace/laHid y4eOHO-MEeTOIUYECKOH KOMUCCHH

nanpasinesns 10.03.01 «Mudopmannonnas GesonacHocTb» npodbuab «KoMmrnekcHas sammra

00BEKTOB HHMOPMATH3 ALK

[Tporoxom Ne Z-/ OT 22? Y /é‘ roja w /_/.]
IIpejcenaTens KOMUCCHH JLT.H., Ipodeccop \ /M.IKO. Monaxos/
?CDHE\IZOILHHCL)

JINCT MIEPEYTBEPKIEHUS
PABOYEN IMTPOT'PAMMBI JUCLUAINIIAHBI (MOIYJI5])

PaGouast mporpamva oo6pena na LY#/ {8 yueGueri rox
TMpotoko 3acenanus kapenpsr Ne 7 or LR P8 /1 roma

3aBenyrommi Kabeapoi _J.T.H., npodeccop t /M.IO. MoHaxoB/

( AITHCh)

JIMCT MEPEYTBEPK/IEHMS
PABOYEI ITPOI'PAMMGEI JUCIIUTIJIMHBI (MOJYJIS)

PaBouas nporpamMma oj1o0peHa Ha yueOHbIH roj
[Ipotokon 3acemanus kadeapsr No OT romga
3apeyronuil kadeapoi JI.T.H., npodeccop /M.IO. MoHaxos/

(®HO, moammcs)



[Ipuinoxenue

MuHHCTEpPCTBO 00pa3oBanns H HaykHu Poccuiickoit Deaepanuu
denepaTpHOE TOCYIAPCTBEHHOE OFO/IKETHOE 00pa3oBaTe/IbHOE YIPEKIAEHHE
BBICIIIEr0 0Opa3oBaHusd
«BraguMHpCKHIl rocy1apCcTBeHHBLIH YHHBEPCHTET

uvenu Anexcanapa I'puropreBuua u Huxonas I puropsesuva CTo/1€TOBBIXY
(Bal'y)

HHCTHTYT

Kadenpa

AKTyaIA3UpPOBaHHAaA

paboyas nmporpamMma
paccMoTpeHa U 0o100peHa

Ha 3ace/laHUuM Ka(ephl
poTOKOI No 0T 200 T

3aBenyIOMHAH Kapeapou

(mopmuce, PHO)

AKTyajqm3anus pado4yeH nporpaMmmMsbl JHCLHHILIHHBI

(HAMMEHOBAHHE JHCUHNIHHbI)

Hamnpagsnenue 110AroTOBKH
IIpoduns/mporpaMma MoAroTOBKU
YpoBenb BeICHIEro 0Opa3zoBaHU

dopma 0byueHus

Braagumup 20



Pabouas mporpaMMa y4eOHOH OUCHHIUIMHBI aKTYaJU3UpPOBaHa B YaCTH PEKOMEHIYEMOH

JIATEpaTyphl.

AKTyanu3anus BbIIIOJIHEHA;

(MoAIUCh, 10/DKHOCTL, PHO)

a) OCHOBHAs JIUTEpaATypa:

0) ZOMONHUTENbHAS TUTEpATYpa.

B) IIEpHOIAYECKHE U3/IaHNA;

B) HHTEPHET-PECYPCHI:




