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IEJU OCBOEHUSA JHCHRITIMHbBI

[[esMH OCBOGHHA AMCLMIIAHEL «[IpOrpaMMHO-annapaTHble CPEACTBA 3alUMThl WHQOPMALMH) ABIAKOTCH
obecnedyeHne MOArOTOBKH GakalaBpos B cOOTBETCTBHM ¢ TpeGopanmamu ®IOC BO u yd4eGHOro mniaHa ro
Hampasiermo 10.03.01 «MupopmaimonHas 6e30MacHOCTb»; POPMHpOBaHHE Yy fakanaspoB NpodeCcCHOHANBHBIX
HABBIKOB M0 9SKCIUTyaTallmM M OGCIyXHBaHMIO armapaTypbl, 000pyNOBaHHWA M NPOrpaMMHOIO obecreueHus,
CBA3AHHBIX ¢ -obecreueHyemM 0e30MacHOCTH JaHHBIX, - IIAGPOBAHMEM H 3ALIMTON OT HECAHKUHOHHPOBAHHOIO
JocTyna, -I'I]JO[iJGCCHOHEl.’]beIX HABbIKOB BhLISRICHKA H YHHYTOXKEHUA KOMIIBIOTEPHBIX BHPYCOB! -
MPOTHBOAEHCTBUA HAPYLLICHHAM CeTeBOil  0E30MacHOCTH ¢ WCNOMNBL30BAHMEM  PasiMUHbIX  MPOrPAMMHBIX M
aNMapaTHbIX CPEACTB 3ALHTLI, -HABBIKOB paboThi CO CNEUUATBHON TEXHUYECKOHU JIMTEPATYPOIi; -co3jlaHue
NpeacTaBIeHHs O MPHHLMITAX, METOAaX W CPCACTRAX BhISBICHHA yTPO3 6e30MacHOCTH HHPOPMALMOHHBIX CHCTEM -
pa3sBUTHE CHOCOOHOCTEH K OrHYECKOMY M alrOpHTMHYECKOMY MBILICHUIO H OCYILECTBICHHIO TPOBEPKH
3AUHUIEHHOCTH 00BEKTOBR HAa COOTBETCTRHE TDGG()BaHH}H\'I HOPMATHBHBIX JOKYMCHTOB.

MECTO JUCHUIIJIMHLI B CTPYKTYPE OOII BO (BI1O)

Jlannas mUCHUIUIMHA OTHOCHTCS K Oazopoil yactu bioka Bl (koa b1.5.16). B yueOHOM rulaHe IpeayCMOTPEHbI
BHIbI Y4eGHOHN A€ATENLHOCTH, 00€CTIEYUBAIOIIME CHHTES TEOPETHIECKHX JICKLUMH 1 nabopaTopHbIX paboT.
JIMCUMIUINHEA M3ydaeTcs Ha YeTBepToM Kypce, TpeOOBaHMS K «BXOAHbIM)» 3HAHMAM, YMEHHAM H FOTOBHOCTAM
(mpepexBuzuTam) 00Yy4alOLIEroCs ONPENeNsAoTCs TpeOOBaHWAMH K YPOBHIO MOIrOTOBKH MO KypcaM «OCHOBBI
HHPOPMALMOHHON 6e30MacHOCTHY, «ATNApaTHble CPEJCTBA BHIYMCITUTENLHOW TCXHHKMY, «Kpunrorpaguueckue
METOBI 3aIHUTel MHbopManu», «Texuuyeckas sauura WHGOPMALMUY) MO HANPABJIEHWIO NMOArOTOBKH 10.03.01
«HHpopmanMonHas Ge3onacHocTsy, kBanu(ukaluuy - Gakanasp. Kpome Toro, s rpaMOTHOTO HCMONB3OBAHHSA
NOMY4YeHHBIX 3HAHMH B TPOQECCHOHATLHON [esTeIbHOCTH, TpeOyeTcs HW3ydeHHE KypeoB «MarteMaTuka»,
«MndpopmaTHKar.

Kypc TecHO B3aUMOCBA3aH ¢ APYIHMH AMCLMILTEHAMHA. OH SBIAETCS MOJe3HBIM NS W3yYeHUs TakuX DHCLHMIIHH
Kak «YnpaeieHHe MHQOPMALMOHHON 0e30MacHOCTbiOY, «OpraHM3auMOHHOE W NpaBOBOC obecrieueHHe
uHbOpMaUMOHHO# GesonacHocTry», «CHCTEMA 3aLUMTHI MH(OPMALMK HA NIPEANPUATHHY, «3awmta uHopMaulH B
xopnopatuHeX UC», «Ciyikba nHdopMaloHHOH 0€301aCHOCTH Ha NPEATIPHATHH.

KOMIIETEHUHAN OBYYAIOHIETOCs, ®OPMHPYEMBIE B PE3YJIbTATE

OCBOEHUSA INCLMIIVIMHBI

4.

B pesyipTaTe OCBOEHMS AMCUMILIMHBL Oakanasp [ojxeH o0nagaTh CaelylOUIMMH npo(ecCHOHANbHBIMH
KOMMETEHLUSIMH:

ITK-1 — cnocoGHOCTEIO BbLINONHATL paGoThl 110 YCTAHOBKE, HACTpOHKe H OOCIY)KMBAHMIO MNPOrPaMMHBIX,
MPOrpaMMHO-aNNapaTHLIX (B TOM YMC/IE KPHITOrPaUYeCKNX ) H TEXHIHECKHX CPE/ICTB 3aIUTHI HH(OpMALIUH;
MK-6 — croocoBHOCTLIO TIPHHMMATH y4YacTHe B OpPTraHW3auWd M MPOBEACHHH KOHTPOJBHBIX TMPOBEPOK

paboTocnocoBHOCTH U 3PPEKTHBHOCTH NPUMEHACMBIX TIPOrPaMMHBIX, MPOrPaMMHO-ANNAPaTHBIX U TEXHUYECKUX
CpedcCTB 3alIUThl HHQOPMAaLKK.

COJEPKAHME JUCILUILIAHBI

BBeeHue (ITpeaMeT M 3a1auy NporpaMMHO-anNapaTHOM 3aKThl HHYOPMALIMH; METObI M CPEACTBA 3ALUHTI
MH(OPMALKMH W MPeIOTBPALICHN!S HECAHKIIMOHUPOBAHHOTO 10CTYyNa)

WUneHTundukauna 1 ayTeHTH(uKkauus (MIeHTHGUKAIKA nonb30Batelel (CyObeKToB IoCTyna K IaHHBIM);
npolieypa HAEHTHPHKALMHK U ayTeHTHPUKALMHK; OIHOGAKTOPHAs U IBYX(haKTOpHAs Hie HTHQHKALMH,
GHOMETPHYECKHE METOIbI HIEHTHDHMKALMN U aYTEHTH(HKALIMH; TEXHOTOr MM aBTOMATHUYECKOH HICHTHHKALM K]
NpOTOKOJIbI MACHTHGHKaLn ay TeHTH(HKaUNK (0000IICHHLIA a/IrOPHTM, HAa OCHOBE AIrOpUTMa RSA, cxembl
®eitre-duata-Lllamupa, Dab-Tamais, IHoppa); npoToKoiILl HASHTHGHKALMH C HyIEBOW TIepeaayeH IHAHWH;
npotokonbl Kerberos, S/Key (RFC 1760), PAP n CHAP, OpenlD, WindowsLive ID, LDA P, OpenLDAP.)
CucTeMa pasrpaHHueHHs 10CTyNa K MH(HOPMaLMK (apXHTEKTYPA CHCTEMb, KOHLIETUHSA MOCTPOCHHSA CHCTCM
pa’npa}mqe}mﬂ AoCTYhna, MOIelH pa"HpE'lHH‘!C!IHﬂ J0OCTYNE, HAOEWHOCTE CHCTEM pa’.arpalmqeﬂuﬂ ,LlOCT}'I'Ia)



MeTo/Ib! # CPEICTBA 3AIIMTEI POrPaMM OT KOMIIbIOTEPHLIX BUDYCOB (XapaKTEPHCTHKA W KacCHpHKallHs
KOMIIBIOTEPHbIX BUPYCOB; XapaKTePHCTHKA CPEICTB HEHTPANU3alMKM KOMIBIOTEPHBIX BUPYCOB; TEXHOJIOTHH
0GHapYeHUs BUPYCOB; AHTHBHPYCHbIE KOMIIEKCHI; OLEHKa aHTHBMPYCOB; TPeGOBAHHA K CPENICTBAM
anTuBMpycHo# 3aumTel OCTIK Poccnu; kiaccuukanms MeTOJO0B 3allMThl OT KOMITBIOTEPHBIX BUPYCOB)

O61mas XapakTepHCTUKa MPOrpaMMHO-aIIapaTHBIX CPEICTB 3allMThl HHpOpMaLMK (KraccuuKalms CpeiCTB
3aLIUTHI; FOCYAAPCTBEHHbI PEECTD CEPTH(HMLMPOBAHHEIX CPEACTB 3aLUMThI HH(OPMALMH; KpaTkas XapaKTepHCTHKa
cpenctsa samuthl C3U SecretNet, [TAK Kpunron, HoneypotManager, KMBSearchInform, SecretDisk 1 T.1.)
O611as XapaKTEPUCTUKE HIEKTPOHHBIX MICHTHOHKATOPOR (HIEHTHDUKATOPEI eToken, JaCarta, Maxim (iButton),
Sentinel, Guardant, Rutoken, CmDongle, WibuKey, SenselLock, LOCK u 1.11.)

3aLIHTe IPOrPAMM OT MPOrPAMMHBLIX 3aKNa10K (C10co0bI BHEPEHUS 3aKNAN0K; KIACCHPHKaLHUs
HeIeK1apHPOBaHHbIX BOSMOKHOCTEN

MpOrpaMmMHOro obecneyeHus;

METO/Ibl BCKPBITHS HEAEKJIapHPOBAHHBIX BO3MOKHOCTEI; M0X0/Ibl BbIABIEHUS 1e(EKTOB

B MPOrPAMMHOM 00€CTeUeHUN; BO3MOKHbIC METO/IbI 3aIIHThI)

MeTo/bl M CIocOOb! 3ALUUTLI TPOTPAMM 0T HCCITET0BAHHS

[Moaxoab! K 3aLIKMTE NPOrpaMM OT HECAHKUHOHUPOBAHHOIO KOMMPOBaHH

Apxurexrypa [TAC3H (koHQUrypaunu CpesicTs 3alUUTbl; METO bl PEATHIALMH; ¢$yHKIHOHAT U 0COOEHHOCTH
HCIIONB30BAHMA)
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