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1. HOEJN OCBOEHMA JUCHUIIVIMHBI

Llens ocBOEHUS MUCHUILUIMHBI (MOYJIs) «AIMUHUCTPUPOBAHKE HH(DOPMAITMOHHBIX CUCTEM)
(KPUC) - oBnaseHue CTyJIEHTaMHU TEOPETHUYECKUX U MPAKTHUYECKUX OCHOB aJIMHUHHUCTPUPOBAHUS
nH(}pOpPMaAITMOHHBIX CHCTEM; croco0oB YIpaBJICHHUS HH(})OpPMAITMOHHBIMHU CETIMH,
AQIMAHUCTPUPOBAHUS OMNEPALNMOHHBIX CHUCTEM, TPUIIOKEHUH, CETeBBIX W HH(POPMAIMOHHBIX
CEpBUCOB, 0a3 TaHHBIX; POPMUPOBAHHUE Yy CTYJACHTOB CIEIUAIbHBIX 3HAHUW B 00JIACTH yIPaBICHUS
COBPEMEHHBIMH CHCTEMaMH HHPOPMAIIMOHHOW 0€30MaCHOCTH | 3aIUThI HH(OPMALIUH.

3amauu.

® 3HAKOMCTBO C 33J[a4aMH aJIMUHUCTPUPOBAHHS HH(POPMALIMOHHBIX CHCTEM;

®3HAKOMCTBO C  OOmel  dSBoMOIMEH  MOAXOJOB K  aIMHHHUCTPUPOBAHHUIO
UH(POPMALIMOHHBIX CUCTEM;

® OCBOCHHEC TCOPCTHYCCKUX W OPraHU3allMOHHO-MCTOJUYCCKHUX BOIIPOCOB W MCTOIHK
AJIMUHUCTPHUPOBAHUS I/IH(bOpMaI_[I/IOHHBIX CHCTEM ,

® I3y4CHHE OIPEIEICHUH, KOHUENIUUM M CTPYKTYpPbl MHOIOYPOBHEBBIX MOJENIEH
3Tl UH(GOPMAIIMOHHBIX PECYpPCOB CPEACTBAMHU aIMUHHCTPUPOBAHUS MH()OPMAITMOHHBIX
CUCTEM;

®©OCBOCHME HAaBBIKOB II0 OPraHM3alMd M  BBIIOJIHEHUIO  THUIIOBBIX  3aJa4
aJIMAHUCTPUPOBAHUS HHPOPMALMOHHBIX CHCTEM MPEIIPUITHUS;

® yMEHHUE HCIOJIb30BaTh TEXHUUYECKOE M MPOrpaMMHOE oOecreueHue, NPUMEHIEMOe B
npoleccax aAMUHUCTPUPOBAHUS HH(POPMALIMOHHBIX CHCTEM.

2. MECTO JUCIUIIJINHBI B CTPYKTYPE OIIOII

JucuumimHa «AJIMUHUCTPUPOBaHUE HWH(POPMALMOHHBIX CHCTEM» HAXOAMUTCS B 4YacTu
yueOHoro miaaHa, GopMupyeMoi ydacTHUKaMHU 00pa30BaTeIbHbIX OTHOIICHUH.

IIpepeKBU3UTEI TUCHUTUIMHBL: «AJIITOPUTMHA3ALMS U IPOIPAMMHUPOBAHUEY;
«BpluucnurenbHbIe CHCTEMBI, CETH U TEIEKOMMYHUKaUNY; « HbOpMalmoHHbIE CHCTEMBI U
TEeXHOJOTHNY; «ba3bl JaHHBIX»; «YTpaBieHHe HHOOPMALIMOHHBIMU PECYPCAMU».

3. INTAHUPYEMBIE PE3YJIBTATbHI OBYUYEHUS 11O AUCHUIIJIMHE

®opmupyemsbie | Ilnanupyemsie pe3yibTaThl 00y4eHHs MO JUCLUIUINHE, HaumenoBanue
KOMIIETEHIINH B COOTBETCTBUU C MHJMKATOPOM JTOCTHKEHUS OLICHOYHOI'O
(xom, KOMIIETEHIINU CpeacTBa
coZepIKaHue Nunukatop noctmkenus | PesynpTaThl 00yueHus 1o
KOMITETEHIINH ) KOMITETEHIINHT JUCLUIUINHE
(xom, comeprxaHue
WHJUKaTOpa
1K - 6 [IK-6.1. 3Haer npaBuia 3HaTh! IPUHLHNIIBI Bomnpocs! k pelTrHr-
CoCOBHOCTE BHEJPEHHUS, alaNTalluu U YCTaHOBKH U KOHTPOJISIM, OTYETBI
NPHHEIMATH HaCTpOMKHU pa3BepTHIBAHUS 10 J1JabopaToOpHBIM
\aacTHe BO MH(OPMAIMOHHBIX CHCTEM. | KOMIIOHEHTOB pabotam
N _— [IK-6.2. YMmeert BHEAPATH MH(OPMaLIMOHHBIX
MH(pOPMalOHHbIE CUCTEM, IPUHLIUIIBI
MHQOPMAIMOHHBIX CUCTEMBI B OPTaHU3AlMSIX | 3alIUTHI JAHHBIX B
CHCTEM. Pa3IMYHBIX BUJIOB MmaciTadax
NeSITeIbHOCTH. MIPEATPUSITHS,
[1K-6.3. Bnaneer MIPOTOKOJIBI COBMECTHOU
HaBbIKAMH HaCTPOMKH U paboThI ¢
ajganTanuu WH(OPMAIMOHHBIMHU




KOHOMHUYECKUX pecypcamu.

MH(POPMAIIMOHHBIX CUCTEM | YMeTh: paboTarh B
KOMaH/Ie TIpH
BHE/IPCHUU
UH()OPMAIIMOHHBIX
CHCTEM Ha BCEX CTa/IusAX
’KM3HEHHOTO LIUKJIa
CHCTEMBI.
BiajgeTh: HaBbIKAMHU U
CpeacTBaMu
aIMHHUCTPUPOBAHUS
UH(POPMAIIMOHHBIX
CHCTEM C IPUMEHEHUEM
JTYYIIUX MPAKTUK
aIMHHUCTPHUPOBAHMUSL.

[1K-7 [1IK-7.1. 3naer npaBuna 3HATB: TEXHOJIOTUU Bompocs! k pedTHHT-
CII0COBHOCTE IKCILUTyaTalluH U cOopa, HaKOIUICHHS, KOHTPOJISIM, OTYETHI
HacTpanBaTh, COTPOBOXKICHUS X 00paboTKu, mepenavu u 10 JIA0OPaTOPHBIM
S KCILTYATHDORATS MH(QOPMAIIMOHHBIX CUCTEM. | paclpOCTpaHEHHS paboTtam

[IK-7.2. Ymeer uH(popMaLuu;
MCONPOBOXKIATh
HKCIUTyaTUPOBATh YMeTb: BbISBIATD
MH(pOpMALHOHHEIE nH(POPMAIOHHBIE MH(POPMAIMOHHEIE
CHCTCMBI 1 CHCTEMBI OpraHu3aIni NOTPEOHOCTH U
CCPBHCBHI. Pa3JIMYHBIX BUJIOB paspabarsiBarh
JEATEILHOCTH. TpeOoBaHHUS K
IIK-7.3. Baaneet UH(pOPMaAIITHOHHBIM
HaBBIKAMH CHCTEMaM;
COIIPOBOKICHUS Buaaners: HaBBIKaMU
MH(OPMAIMOHHBIX CHCTEM. | HACTPOMKH,
OKCILTyaTaIluH U
COIIPOBOXKICHUS
MH(OPMaLMOHHBIX
CHCTEM M CEPBHCOB.

4 OBBEM U CTPYKTYPA JUCIUIIJINHBbI

TpynoeMKOCTh JUCIUILINHEI COCTABIISET 5 3a4eTHBIX e11., 180 gac.

TemaTnuyeckui njiaH
(¢hopma o0yuenusi — ouHasi

KonTakTHas pabota DopMbI
o0yJaronuxcs TEKYIIEro
C MeJaroru4ecKuM KOHTPOJIA
= pabOTHUKOM & yCIIEBAEMOCTH,
% % dhopma
= g 5 © | IPOMEXYTOUHON
Ne HaumenoBanue teM u/nnu 3 g = é aTTecTaIun
n/n pa3zesnoB/TeM JUCLHUTTUHBI § = g g | (no cemecmpan)
o )
S 2
an @)

Jlexun
[pakTHyeckue 3aHATHS
JlaboparopHsie pabOTHI
6 hopme npaxmuueckotl

Nn0020MmosKu




Pazgen 1. OcHoBHBIE NMOHATHS
aIMMHHCTPUPOBAHUS ulo
0e3omacHOCTH

WH()OPMANMOHHBIX CHCTEM

1-2 | 2 4 14

Pasznen 2. AAMUHHCTPUPOBaHUE
onepanuoOHHBIX

cuctem Windows wu Linux.
OTeuyecTBEHHBbIE pelIeHUsT [IJIs1
CHCTEM C KPUTHYECKOM

MH(PACTPYKTYPOH.

Paznen 3. Co3nanme Active
Directory. ba3oBble cpeacTBa
aAMUHUCTPUPOBAHUS L
ynpasjeHHs: Ao0MeHOM. OCHOBBI
aAMMHHCTPUPOBAHNS
10JIb30BaTes el JOMeHa.

56 | 2 4 14 1-p1it p-K

Paznen 4, MexaHu3MBbI
rPyNnoBoii MOJUTHKHU, CIYyxKOa
pacnpeaeJeHHOM daiinosoit
cuctembl DFS

Pasznen 5. MeTtonsl H
TeXHOJIOTHH 3aLUTHI
HH(OPMANMOHHBIX CHCTEM. 7 10 2 4 14
MHoroypoBHeBasi Moje/Ib

CHCTEMBI 3aIIMTHI HHpOpMaLUH

Paznen 6. OcHoBHBIE BHABI
yrpo3 OezomacHoctu HC wm
uHpopmauuu. Cpeacra u
Meroabl 3ammtel HC m

11- .
HCNOJIb30BAHUS 7 12 2 4 14 2-oli p-K
HHGOPMALMOHHBLIX  PecypcoB.
Cucrtembl pe3epBHOIo
KONMPOBaHUSA "
BOCCTAHOBJICHHUSI TaHHBIX.

Pasznen 7. OcHOBBI
aIMUHHCTPUPOBAHNS
KOMIbIOTEPHbIX cereii. 13-
Cermenranus ceTeid. 14
MapmpyTusamnust B ceTsax
TCP/IP

Pasnen 8. OcHoBBI 15-
aAMUHUCTPUPOBAHUS 6az | 7 16 2 4 14
JTaQHHBIX

Paznen 9. 3amura mepmMmertpa
HHGpOpPMALMOHHOMH CHCTEMBI. 17- 2
Me:xkcereBoii 3kpaH. Cucrema 18
00HApYKEeHHsI BTOPKEHU.

4 14 3-mit p-k

Bcero 3a 7-ii cemectp 18 36 126 3auer

Hannuue B nucuunnuae KIT/KP -

HToro nmo aucuunianHe 18 36 126 3auer




TpynoeMKoOCTb JUCHUILIMHBI COCTaBISAET 4 3aueTHBIX €11., 144 yac.

TemaTrnueckuii nian
¢dopma o0yueHust — 3a0uHast

n/m

HauMmenoBauue teM n/vinn
pa3aesoB/TeM AUCIIMILTAHE

Cemectp

Henens cemectpa

KoHnrakTHas pabora
oOyJaromuxcs
C MeJIarOrHYeCKIM
pabOTHUKOM

Jlekiun

[pakTuveckue 3aHATUS
JlaboparopHbie pabOTHI
6 ghopme npakmuueckou

n0020MO6KU

CaMocTosTenpHas
paborta

DopMBbI
TEKYILETOo
KOHTPOJIA

yCIIEBAaEMOCTH,
¢dbopma
IIPOMEKYTOUHOU
aTTeCTaluu
(no cemecmpam)

Pasgen 1. OcHoBHBIE NOHATHS
aIMUHHUCTPUPOBAHUS "
0€30IMacHOCTH
HH()OPMANMOHHBIX CHCTEM

1-2

13

Pa3znen 2. AAMUHUCTPUPOBaAHUE
OnepanuoOHHBIX

cucteM Windows wu Linux.
OTeyecTBeHHbIE pelIeHusT AJsl
CHCTEM C KPUTHYECKOM

HMH(PPACTPYKTYPOM.

13

Pa3nen 3. Co3ganue Active
Directory. ba3oBble cpeacTBa
aIMUHHUCTPUPOBAHUS "
ynpagsjieHusi 10MeHOM. OCHOBBI
aIMUHUCTPUPOBAHUS
moJib30BaTeJieil JoMeHa.

14

1-pr1if p-x

Paznen 4, MexaHu3MBbI
TPYNNoBoOii MOJUTHKH, CIYxKOa
pacnpenaeJeHHOM daiinosoit
cuctembl DFS

14

Paszpnen 5. MeTtoasbl "
TeXHOJIOTHH 3aIIMTHI
HHPOPMALMOHHBIX CHCTEM.

MHoroypoBHeBasi Moje/b
CHCTEeMBbI 3allIUTHI HHGOPMAIUH

10

14

Pasnen 6. OcHOBHbIE BHIbI
yrpo3 OezomacHoctu HC wm
udpopmanuu. Cpeacrta u
meroabl 3ammutel HC m
HCIOJIL30BAHUS
HHG(OPMALMOHHBIX  PecypcoB.
Cucrembl pe3epBHOIo
KONMPOBAHUS "
BOCCTAHOBJICHHS TAHHBIX.

12

14

2-o1i p-K

Paznen 7. OcHoBBI
aAMMHHCTPUPOBAHNUSA
KOMIILIOTEPHbIX ceTei.

14

14




Cermentanus ceTeid.
MapmpyTru3anusi B ceTsax
TCP/IP
Paznen 8. OcHOBBI
15-
8 | axMuUHHMCTpHpOBAHHUS 6az | 8 16 1 1 14
JAHHBIX
Paznen 9. 3ammra nepumerpa
HH(OPMALMOHHOA  CHCTEMBI. 17- .
g | MHGpopMamuC 8 2 | 2 14 3-1if p-x
Me:xcereBoii 3kpaH. Cucrema 18
00HApPY:KeHHUsI BTOPKEHHId.
Bcero 3a 8-ii cemectp 10 10 124 3auer
Hammune B muctimiummue KIT/KP -
HToro mo aucuunainne 10 10 124 3auer
TpynoeMKoCTh TUCIMILTMHBI COCTABIISET S 3a4eTHHIX €., 180 Jac.
TeMaTH4YeCKHI IJ1aH
dopma oGyueHusi — 3a0uHasi (YCKOPeHHOe 00y4ueHue)
KonTakTHas pabota Dopmbl
o0yJaronmxcs TEKYIIETO
C IeJarortyeCKnuM KOHTpOJ'DI
< pabOTHUKOM = YCIIEBa€MOCTH,
<
% = = | 2 = popma
B L = = g T « | MPOMEXYTOUHOH
No H / 5| 2 = S | 8 g E
o ANUMCHOBAHHUC TEM HU/UJIU O 8 % = g < g 8 aTTecTalun
n/m pa3/ieoB/TeM TUCHMILIMHBI 3 = - o = S §| 5 & | (no cemecmpam)
o 5] = g = S|l &
5| 2| B 2 | § 5| 2
5 Q a, N
T = o) ) NESS)
2 S| e
= o = =
X o) N\
8. CRES
= = ©
1 Paznen 1. OcHoOBHBIE NMOHATHS
aIMUHUCTPUPOBAHUS w| o 12 1 05 19
0e30aCHOCTH '
HH(POPMANMOHHBIX CHCTEM
Pa3znen 2. AnMuHNCTpUpOBaHUE | 5
onepanuoOHHbIX
cucteM Windows wu Linux.
2 3-4 0,5 21
OTeuyecTBEHHBbIE pelIeHUsT [IJIsi
CHCTEM C KPUTHYECKOM
HH(PACTPYKTYPOIi.
Pa3nen 3. Co3nanue Active | 5
Directory. ba3oBble cpeacTBa
aIMHHHCTPHUPOBAHNUSA 71 .
3 A pup 56 | 0,5 0,5 19 1-p1if p-k
ynpasieHHus1 A0MeHOM. OCHOBBI
aIMUHHCTPUPOBAHNS
moJIb30BaTeJieil JIOMeHa.
Pasznen 4. Mexauu3mbl | 5
IPYIIOBOIl MOJUTHKH, CJIVKOa
4 | 'PY ! > CLyaHOa 7-8 | 05 0,5 19
pacnpenesieHHO# (aiinopoii
cucrembl DFS
Pasznen 5. MeTtoabl u| 5 9-
5 | rexHosoruu 3AMTHI 10 0,5 0,5 19
HH(POPMAINMOHHBIX CHCTEM.




MHoroypoBHeBast MO/ eJIb
CHCTEMBI 3aIIUTHI HHpOpMAUN
Paznen 6. OcHoBHbIE BHABI | S
yrpo3 OezomacHoctu HC n
uHpopmanuu. CpeacrtBa u
MeETOAbI 3aIUTHI HcC " 11-
6 | ucmoab3oBaHuUsN 12 0,5 0,5 19 2-o1i p-K
MH(POPMALMOHHBIX  PeCypcoOB.
CucreMbl pe3epBHOro
KONMUPOBAHUS "
BOCCTAHOBJICHHUSI TAHHBIX.
Paznen 7. OcHoBBI | 5
aIMUHUCTPUPOBAHUS
7 | KOMIBIOTEPHBIX CeTeIZl. 13- 05 05 19
CermeHranus ceTeil. 14
Mapupyruzauus B ceTsx
TCP/IP
Paznen 8. OcHoBbI | 5 15-
8 | axMuUHMCTpUpOBaHUS 0a3 16 0,5 0,5 19
JAAHHBIX
Pasnen 9. 3amura mepumerpa | 5
9 HHq)opMaunj)HHOifl CHCTEMBI. 17- 05 05 19 3-ni p-k
MesxkcereBoii 3kpanH. Cucrema 18
00HApPYKEeHUS BTOPKEHHH.
Bcero 3a 5-if cemectp 4 4 172 3auer
Hammune B muctiniummue KIT/KP -
Hroro no pucuumninxe 4 4 172 3auer

Conep:kanue JJEeKIIUOHHBIX 3aHSATUH MO JUCHUIJINHE

PA3JIEJI 1. OcHOBHbIC IOHATHS AIMUHUCTPUPOBAaHUS U 0€30aCHOCTH HH(POPMALIMOHHBIX
CUCTEM

PA3JIEJI 2. AIMUHUCTPUPOBAHUE ONEPALIMOHHBIX
CHUCTEM WINDOWS M LINUX. OTEUECTBEHHBIE PEILIEHUSI 151 CHCTEM C
KPUTUYECKOH
UHOPACTPYKTYPOM.

PA3JIEJ 3. CO3JAHUE ACTIVE DIRECTORY. BA3OBBIE CPEJICTBA
AJIMAHUCTPAPOBAHUS NYTPABJEHUSA JTOMEHOM. OCHOBBI
AJIMUHUCTPUPOBAHMS MOJAb30OBATEJIEN JOMEHA. CO3JIAHUE ACTIVE
DIRECTORY. BA3OBBIE CPEJICTBA AJIIMAHUCTPUPOBAHMS U YIIPABJIEHUS
JJOMEHOM. OCHOBBI AJIMUHUCTPUPOBAHMS MOJb30OBATEJIE JOMEHA.

PA3JIEJI 4. MEXAHU3MBI I'PYIITIOBOM MOJIUTUKH, CJTYKBA PACIIPEJIEJEHHOM
®ANJTIOBOM CUCTMBbI DFS

PA3JAEJ 5. METO/bI U TEXHOJIOT'UHN 3AHIUTHBI THOOPMAIIMOHHBIX CUCTEM.
MHOI'OYPOBHEBAS
MOJAEJIb CUCTEMBI 3ALLIUTHI THOOPMALIUMN.




PA3/IEJI 6. OCHOBHBIE BHU/IbI YT'PO3 BE3OITACHOCTHU UC U UH®OPMAIINU.
CPEACTBA U METO/bI 3AIUTHI UC 1 UCITOJIB3OBAHMUSA
NH®OPMALIMOHHBIX PECYPCOB. CUCTEMBbI PESEPBHOI'O KOIITUPOBAHUA U
BOCCTAHOBJIEHUSA JAHHBIX.

PA3JIEJI 7. OCHOBBI ATIMUHHACTPUPOBAHUS KOMIIBIOTEPHBIX CETEI.
CEI'MEHTAIUA CETEMU.

MAPHIPYTU3ALIUA B CETAX TCP/IP
PA3EJI 8. OCHOBbI AIMUHUCTPUPOBAHUS BA3 IAHHBIX.
PA3JIEJ 9. BAIIUTA HEPUMETPA WH®OPMAIIMOHHOM CUCTEMBI.
MEXCETEBOM DKPAH. CHACTEMA OBHAPYKEHUS BTOP)KEHUIA.

Couepmaﬂne NMPAKTUYECCKUX 3aHATHII 10 TUCIHUILIIINHE

1. YcTaHOBKa W HaudalbHas HACTPOWKA OTEUECTBEHHBIX ONEPAIlMOHHBIX
cuctem Astra, PenOC, Dnnbpyec.

2. VYcranoBka u HavaibHas KoHurypamus cepepa bl MS SQL Server.
@DakTOopbl, BIUAIOLIME HAa IPOU3BOAUTEIBHOCTh CUCTEMBI. [lapaMeTpbl yCTaHOBKHM U UX
Ha3HAYCHUE.

3. AJMMHHCTpaTUBHbIE 3aja4ud  ynpaieHus cepsepoM bJ[.  OOmas

xapakrepuctuka CYBJl MS SQL Server. Komnonentst MS SQL Server, ycranoBka u
HACTpOHKa KOMIIOHEHTOB. OOBEKThl aAMUHUCTPUPOBAHHUS.

4. PesepBHOe KkonupoBaHME M BOCCTAHOBJICHHE [JaHHBIX. Mogenu
BOCCTaHOBJIEHUS JJAHHBIX, X 0cOOeHHOCTH. CTpaTeruy pe3epBHOIO KOMUPOBAHUS U UX
CBSI3b C MOJIENISIMU BOCCTAHOBJICHHUSI.

S. Pasrpannuenune nocryma x bJ[. Paspemenus na ypoHe BJI, Tabmun,
NpeCTaBICHNN, OTACTBHBIX MoJiei. NTHCTPYMEHTHI pa3rpaHHUeHHs! JOCTYTIA K TaHHBIM.
6. Be6-cnyxObl 1 BeO-cepBuchl B HMHTepHeT. OCHOBHBIE TNPOTOKOJIBI

NPUKIAIHOTO YPOBHSI, MCIIOJNb3yeMble s nepenauu JaHHbIX B MHtepHer. KimeHt-
cepBepHbie TexHosioruu. I[lpomaiimepsr yciyr HWurtepHer. BeG-cepepsl. OCHOBHBIE
NOHATUS: BeO-cepBep, BeO- y3el, BeO- TNPUIOKEHHE, BHUPTYAIbHbIM KaTaJor.
WHcTpyMeHTHI yripaBieHus BeO-ciry:x0aMu

1. bezonacHocTh MH@OpMaMOHHBIX cucteM. [lonuThka mHpOpMalMOHHON
0e30MacHOCTH. YTpaBiIeHUe T0CTYNOM K (aiinoBsM pecypcaM. [lIndposanue daitnossix

pecypcoB.

8. bezonacnocte uHpopmannoHHbIX cepBucoB HMurepuer. Iludposanue
WnTepuer kananos. [Iporokon SSL. Iludpossie cepruduxaTs
9. PacueTsl agpecHOro mnpocTpaHCTBa MpH KOH(MUTYpPUPOBAHUM CETEH.

Mapmpytusarms BTCP/IP ceTsix.

Copaepxxanue 1a00paTOPHBIX 3aHATHI M0 IMCHUIIJIMHE
1.YcranoBka u HauanbHas kKoH¢urypamus cepsepa b MS SQL Server.
@DakTOophI, BIUSIONIAE HAa TPOM3BOIUTEIHHOCTh CHUCTEMBI. [lapaMeTpel yCTaHOBKM M HX
Ha3HaYEHUE.
2. llludposanne MHTEpHET KaHAJIOB.

5. OHEHOYHBIE CPEACTBA JJIA TEKYIIEI'O KOHTPOJIA
YCHEBAEMOCTH, IPOMEXYTOYHOM ATTECTAIIMA IO UTOT'AM
OCBOEHUA JANCHUITINHBI n YUYEBHO-METOAUYECKOE
OBECNIEYEHUE CAMOCTOSATEJbHOM PABOTHI CTYJIEHTOB



5.1. Texymmii KOHTPOJIb YCIIEBAEMOCTH
PeliTHHI-KOHTPOJIb 3HAHUH CTYACHTOB
PeliTHHr-KOHTPOJIB 1
. OcHOBHBIE (DYHKIIMM aIMUHUCTPATOPA

. «30J10ThIe» TIPaBUIIa AJIMUHUCTPATOPA

. CTpyKTypa BBIUHCIUTEIEHOW CUCTEMBI

. IIporpamMmHoe obecriedeHne eneHue 1o GyHKIIMOHATEHBIM BO3MOKHOCTSIM
. OcHoBHbIE ypoBHHU (csi0u) coBpeMenHoro [10

. OnepanoHHbIe CUCTEMBI (OTIpeIesIeHHEe, KI1acCUUKAITH)

. OcHoBHbIe (pyHKIIMOHANBHBIE 3a1auu OC

. TpeboBanus k cepBeproit OC

O© 00 N O O b WDN PP

. OcHOBHBIE TpeOOBaHUS K COBPEMEHHOMY CEpPBEPY

10. KonTposaep momeHa

11. Ochacrka "LlenTp anmunuctpupoBanus Active Directory”

12. IlpaBa nocryma B NTFS

13. Distributed File System (DFS)

14. GPO (Group Policy Object)

15. Xapakrepuctuku ciyx0 Active Directory, OowsexTsr Active Directory
16. JlomeHHast MOJIEIIb

17. Yetsipe 6a30BbIe MOJIENIN OPTaHU3AIMH JOMEHOB

18. Kakue ycnoBus nomkHa obecrieunBaTh HH(GOPMAIIMOHHAS CUCTEMA st
yCcHenHoro yHKIuOHUPOBaHUS ?
19. Uadopmannonnas 6ezonacuocts NC

PeiiTHHI-KOHTPOJIb 2
1. 3ampocs! nporecca-kiareHTa Moy T CP
2. KoH(uaeHmanbHOCTb, IETOCTHOCTb, JOCTYITHOCTb, ayTEeHTUYHOCTb, alleJUINPYEMOCTh
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6. MeTo/1bI ¥ TEXHOJIOTHH 3AIUTHI IIEJTOCTHOCTH HHPOPMAIIUN

7. MeTo/ibl M TEXHOJIOTUH 3aIUTHI IOCTYITHOCTH HH(POPMAITUU

8. OpraHu3alMOHHBIC METOIbI 3aIIUTHI KOH(PHUICHIIMATBHOCTH HHPOPMALIUU

9. MHKeHepHO-TEXHUUECKUE METO/IbI 3aIIUThl KOH(DUICHIIMAIBHOCTH HHDOpMAITHH
10. Bo3MOskHBIE IPUYMHBI TOTEPH JAHHBIX

11. TIporiecc mIaHUPOBAHUS CUCTEMbI PE3EPBUPOBAHUS U BOCCTAHOBJICHUS TAHHBIX
12. TInanupoBaHue pe3epPBUPOBAHUS U BOCCTAHOBJICHHUS TaHHBIX

13. BapuaHTbI pe3epBHOTO KOITUPOBAHHMS

14. RAID maccus 1,5,10,50

15. Moesb mocTpOeHHsI KOPITOPATHBHOMN CUCTEMBI 3alIUThl HH)OpMAIUH

16. OcnoBHble BUIBI yrpo3a OezonacHoctu MC u napopmanun
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Kpunrorpadus, knaccupukamy KpUIToaIropuTMOB
BpenonocHble mporpamMmbl U X KiIacCUpUKAIUs
[IporpamMmHBbIe 3aKIaAKN
TposiHCKHI KOHb, OCHOBHBIE BUJIbI TPOSIHCKUX IIPOIPaMM M UX BO3MOKHOCTH
Kommnerotepusiit Bupyc. Knaccudukanus nporpaMMHBIX BUPYCOB
YepBb — BpeIOHOCHAS Mporpamma
OcHoBHBIE BUIbI TPOSTHCKUX MPOTPAMM U MX BO3MOXKHOCTH
AHTUBHPYCHI, METOJIbI 0OHAPYKEHUS BUPYCOB
DBPUCTHUYECKUE METO/IbI OOHAPYKEHUSI BUPYCOB
. Monynu anTHUBUpYCa
. MexcereBoi 3KkpaH
. Cucrema oOHapyKEHUS BTOPKEHUHN
. DTansl npoekTUpoBaHue CTpykTyphl Active Directory
. bazoBble MozienTn opraHnu3alyu JOMEHOB
. Ipara nocryma Windows (NTFS)
. Ipasa nocryma UNIX/Linux
. 3anyck nporpammsi B "niecounuie” (Sandbox).
. Kimaccudukanus meto1oB odbecriedeHusi HHPOPMAIMOHHOM OE30ITaCHOCTH
. CTpyKkTypa cCHCTEMBI 3alllUTBl OT Yrpo3 HapylIeHUS KOHQPHUACHUUATHLHOCTU
uH(popManuu
5.2. Ilpome:xkyTouHasi aTTecTanusi (3a4er)

Bonpocs K 3a4eTy 110 JUCHUIINHE
«AIMUHUCTPUPOBaHNE NHPOPMALIMOHHBIX CUCTEM

Xapakrepuctuku ciyx0 Active Directory, O6bextsr Active Directory
OcHoBHbIe BUBI yrpo3a 6e3onacHocty IC u nadopmaru

Mopnynu anTuBHpyCa

OcHoBHble pyHKIMHU anmuHKucTpaTtopa MC

Distributed File System (DFS)

AHTHBHPYCBI, METO/IbI 0OHAPYKEHUSI BUPYCOB

TpositHCKHI KOHB, OCHOBHBIE BUbI TPOSHCKUX MPOTPaMM U UX BO3MOXKHOCTHU
ITporpammHoe oOecrieueHue JeneHue no (HyHKIMOHATbHBIM BO3MOKHOCTSIM

. Xapakrepuctuku cinyx0 Active Directory, O6nexTsl Active Directory
BpenoHocHble TporpaMMbl U UX KJIaCCHU(PHUKAIHS

Kontponnep nomena u ciyx6s1 Active Directory

KondunenmmanpHocts U 1enoctHocts MC, MeToabl M TEXHOJOTMH 3allUThI
KOH(UIEHIIMATBHOCTH H(OpMaLUn

Mozens NOCTpOEHUsT KOPIOPATUBHOM CUCTEMBI 3aLIUTHI MH()OPMAIIH
YTrpo3bl ypOBHS IPUIIOKEHU I

YTpo3bl ypOBHS JaHHBIX

VYrpo3sl ypoBHS X0OCTa

YTrpo3bl ypoBHS CETU

YTrpo3bl ypoBHS IEpUMETpa CETU

GPO (Group Policy Object)

[InannpoBaHue pe3epBUPOBAHUS U BOCCTAHOBIEHUS JaHHBIX, RAID mMaccuBbl
Cucrema oOHapy>xeHus Bropxenuii IDC

JlomeHHast Mojieb, CTPYKTYypa Karasora Active Directory

3anauu agmMuHUCTpUpoBanus b/l

Apxurektypa nHpopmarnoHHol 6e3omnacHocTH cepBepa b/I.
OTteuecTBEHHBIE CUCTEMBI Il KPUTUUECKON MH(DOPMAIIMOHHON HH(PACTPYKTYpHI



5.3. CamocrosiTesibHas padoTa o0y4yaromerocs
TeMbl ISl CAMOCTOSITEJILHOM PA0OTHI CTYIEHTOB

Pexxumpl ayrentuduxamuu B MS SQL Server: nposepka nogimuaHocTr Windows, mpoBepka
cpeactBamu MS SQL Server, undpoBbie cepTuhUKATHI.

3amura gaHHbix  cpeactBamu  CYBJl. HMcnonb3oBanue poisieBot  moxenu. Pomu
nosib3oBarenel Ha ypoBHe cepBepa bJI. MHCTpyMeHTBI  yIpaBieHHs  POJISIMU
nosib3oBateneit. CyonrekTsl 6e3onacHocT b1,

CpenctBa monuTopuHra u ananm3a paborsl MS SQL Server. Mcnonb3oBaHue cpencts
MOHMTOPHHTIA JIJIsl IOBBIIICHUS ITPOU3BOIUTENBHOCTH cepBepa b/l

OcnoBubie cnyx0b61 MS SQL Server 2008, ux QyHKIMM W Ha3HayeHUsA. VHCTPYMEHTHI
yIpaBieHUs cly:k0aMu. YUyeTHbIE 3allUCH JJI1 aBTOMAaTUYECKOT0 3aMyCcKa CIIykO0.

Co3nanrie u ynpaBieHue BeO-cepBepoMm ¢ mnomonibio Jlucneruepa IIS. Coxpanenue
KOH(UTYypaluu U BOCCTaHOBJIEHHE pabOThl BeO-cepBepa.

Cepsuc FTP, ¢ynkmum m nHaznauenuwe. Co3nmanue M KOH(uTrypupoBaHue ftp- cepsepa.
HHCTpyMEHTBI yIIpaBiIeHHUs], PEIIEHUE OCHOBHBIX aIMUHUCTPATUBHBIX 33/1a4.

[ToutoBbie cmyx0b1. Tumbl mouToBbIX cepBepoB. Ciyx0s1 SMTP B Windows. 3amaumn

AJIMUHUCTPHUPOBAHUC ITIOYTOBBIX CCPBEPOB.

8. PasBepreiBanme matGopMbl W HaYaJIbHOE

aJIMUHHUCTpUpOBaHuEe web-cepBepa Ha

wiatdopme Linux ¢ ucnons3oBanuem 6ecriatHoro [10 Apache 2.

CDOHI[ OLCHOYHBIX CpPpCACTB JIsI IMPOBCACHHUA aTTECTAllUU YPOBHSA C(bOpMI/IpOBaHHOCTI/I
KOMHGTGHHI/Iﬁ 06yqa}onmxcs[ IO JUCHMITIIMHE 0(1)0pMJI$IeTCH OTACJIbHBIM JOKYMCHTOM.

6. YYEBHO-METOJANYECKOE U TH®OPMALMOHHOE OBECIIEYHEHUE

JUCIHUIIVINHBI

7.1. Kuuroooecne4yeHHOCTh

HaumeHoBaHue 1utepatypsl: aBToOp, Ton Kuuroob6ecneueHHOCTh
Ha3BaHUE, BUJ U3AAHUS, H3IaHU Hammuue B anexTponHoit Oubnuorexke Bnl'Y
M3JIATENbCTBO

OcHOBHas IUTEpaTypa

Becmanos, JI. A. AnMuHuCTpuUpoBaHHE 0a3
JAHHBIX M KOMITBIOTEPHBIX CeTel: ydeOHoe
nocobue / A. U. Kocriok, J. A. Becnanos;
HOxHb1it  demepanbHBI  YHUBEPCHTET. -
Pocros- nHa-Jlony; Taranpor: W3matenbcTBO
IOxHoro ¢enepansroro ynusepcutera, 2020.
- 127 c. -

ISBN 978-5-9275-3577-4.

2019

https://znanium.com/catalog/pro
duct/1308403

benenskas, M. H. AnmunuctpupoBanue B
WH(OPMAITMOHHBIX  CHCTEMax: yaeOHoe
noco6ue /it By3os / M. H. benenskas, C. T.
Manunosckuit, H. B. SIkoBenko. - Mockga:
Iopsiuas nmuuus-Tenexom, 2018. - 408 ¢. - ISBN
978-5-9912-0418-7. -

2018

https://znanium.com/catalog/pro
duct/1195564

Chrues, 0. H. 3amutaundopmanuu 1
nH(pOpMaIMoHHas 0e30MacHOCTh:  y4deOHoe
nocobue / FO.H. CprueB. — MockBa: UHOPA-
M, 2021. — 201 c. — (Bsiciiee oOpa3zoBaHue:
bakanaspuar). — DOI 10.12737/1013711. -
ISBN 978-5-16-014976-9.

2019

https://znanium.com/catalog/pro
duct/1013711
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JlononHuTENBHAS IUTEPATYPa

Kenun, A. M. CaMoyuuTeIh CHCTEMHOTO 2016 https://znanium.com/catalog/product/10
aamuaKcTparopa: Camoyuantens / Kennn A.M., 01864

Komucamaenko /[.H., - 4-¢ u3a., mepepad. u fo1.
- CII6:BXB-IlerepOypr, 2016. - 528 c.ISBN
978-5-9775-3629-5

HBaHoB, H.A. CucremMHOe 2017 https://znanium.com/catalog/product/94

aJMMHHCTPUPOBAHNE MIEPCOHAIBHOTO 4597
KOMITbIOTEPA [DIEKTPOHHBIN pecype]| : Kypc
nexkuuit / H.A. HBamoB. - M.. MMHCHU-
MOCKOBCKMHTOCYJaPCTBEHHBIM CTPOUTEIbHBIN
yauBepcutet, 2017. - 170 c. - ISBN 978-5-
7264-1620-5

7.2. llepuoauvecKkue u3IaHus
Kypnan «OTKpPBITBIE CHCTEMBI.
Kypnan «apopmannonnsie pecypcesl Poccum.
Kypnan «lIpuxiagnas uHpopmMaTHKa.
Kypnan «THpopMaLOHHbIE TEXHOJIOTUH.
5. AnmunuctpupoBanue cereii Windows u Linux: xypHan uist mpoecCHOHaIOB. —
HNudomnpecc.

NS

7.3. UnTepHET-pecypchl
http://ru.wikipedia.org— CBOOOIHAS  DHIMKJIOMEIUS «Bukuneaus»
http://www.businesslearning.ru— «/Ilucranimonsoe odyuenue. busnec oo6pazoBanue GecriaTHOE
http://www.gpntb.ru— «"ocynapcTBeHHas myOIMYHas Hay4YHO-TeXHHUECKas Ondmuorexa Poccumny
http://www.microsoft.com- caiitkommanuu Microsoft Corporation http://www.oracle.com— caiit
xkommnarud ORACLE http://www.osp.ru— xypHai «OTKpbITbIEe cucTeMbD» hitp://www.rsl.ru—
«Poccuiickas rocymapcTBeHHas OnOIHoTeKa
http://www.mstu.edu.ru/study/materials/zelenkov/toc.html
http://www.intuit.ru/department/database/databases/- «HannoHanbHbIi OTKPBITHIH YHUBEPCUTET
NUHTYUT»
Cepsep nH(pOpMAIMOHHBIX TEXHOJOTHI: www.citforum.ru YueGusriii ientp Softline:
www.edu.softline.ru
WHTepHeT — yHUBEPCUTET HH(DOPMAIIMOHHBIX TEXHOJOTHI WWW.intuit.ru
XKypnan Linux Format: http://www.linuxformat.ru/- Pexxum noctyna - cBo601b1i. OnepaiuoHHbIe
cucreMbl AstraLinux: https://astralinux.ru/products/ OniepamrionHasi cuictemMa Ha OCHOBE sipa
Linux: https://redos.red-soft.ru/

S.MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JJUCHUIIJIMHBI

Jns peannzanuy JaHHOHN AWCHUIUIMHBI UIMEIOTCS CHIEIMAbHBIEC TOMEIIEHHS 1711 TIPOBEICHNUS 3aHATHI
JIEKIIMOHHOT 0, TIPAKTUYECKOTO THIIA, TPYIIIOBBIX M MHANBUAYAJIHHBIX KOHCYJIBTAIHI, TEKYIIIET0 KOHTPOJIS U
MPOMEXYTOYHOM aTTeCTallly, a TaK )Ke MOMEIIEHHs IJIs1 CAMOCTOATENILHON pabOThI.

[IpakTnyeckue u gaboOpaToOpHBIE 3aHATHSA MPOBOISATCS B KOMIBIOTEPHBIX Kiaccax Kadeaper BTuCY
111-3, 117-3, ocHamICHHBIM COBPEMEHHBIMU TIEPCOHATBHBIMH KOMIIBIOTEpAMH C  YCTAHOBJICHHOW
oneparonHoi cuctemoit Windows 8 (10).

[HomerenusiMu AJ151 caMOCTOATENILHON paboThl sBsitoTCA ayauropun 111-3 u 118-3.

[Ipn u3yyeHNH TUCIUIUTUHBI WCIONB3YETCs CIenyrolllee MporpaMMHOe oOecrieueHue: BUPTyalbHas
marmHa OracleVirtualBox, omeparnmonnsie cuctembl MS Windows 8/10, LinuxMint 20, AstraLinux,
RedOS.
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PaGouyto nmporpamMmy cocTaBuil / H.A. I'panycoB, K.3.H., TOUEHT

/MHHCL)
Penensent (mpeacraBurens padboToaarens):
I"'enepanbhblil nupexktop OO0 «<AUTUM» - E.A. YnanoB

. (@HHCL)

[Iporpamma paccMoTpeHa U 0100peHa Ha 3aceTaHuH Kadeapsl BTuCY

[TpoTokon Ne 1 o1 31.08.2021 rona

3aBenyromuii kKageapoit ,/? A.B. I'panycos
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Pabouas [mporpamMma pacCMOTpCHa U oI[06peHa Ha 3aCCJaHuN y‘le6HO-MeTO,I[I/I‘ICCKOI71 KOMHUCCHU

Hanpasnenus «l[Ipuknannas nandopmarukar
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[Ipencenarens komuccuun B.I'. UepHos
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JIUCT IIEPEYTBEPK/IEHUSI
PABOYEMN ITPOTPAMMBI TUCIHATLIAHBI

Pabouas mporpamma omo6pera Ha 20 rg/ /20 ”% yueOHBIH To1a

ITpoTokon 3acenanus kapempsl Ne / ot 7. . »&V/rozl 3

3aBenyromuit kadempoit

K.B.Kynukos

(e

Pabouas mporpamma ono6pera Ha 20qu(/ /20 A3 y4eOHBIH Toaa

IIporoxon 3acenanwms kademprr Ne /£ OT/'{J., A é/&rpga

.

3aBemyromuit kahenpoit

K.B.Kymukos

Pabouag nporpamma ono6pena ua 20 /20 y4eOHBI roga

[IpoTokox 3acenanus kaenprr Ne oT roma

3aBenyromuit kadenpoi

K.B.Kynukos

Pabouas mporpamma omo6pera Ha 20 /20 y4eOHBIN Toa

IIpoToxoi 3acemanms kadenprr Ne oT roma

3apemyromuit kahenpoit

K.B.Kymuxos




