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1. HEJX OCBOEHUA JUCHUIIVINHBI

Lenbto OCBOGHUS AUCHUILTUHBI «AJAMHHUCTPUPOBaHNeE U 0€30MACHOCTH MPOTrPaMMHO-
HHGOPMALMOHHBIX CHCTEM» SIBISCTCS OBJIAJICHUE CTYICHTAMU TEOPETHYECKHX M IpaKTHYe-
CKMX OCHOB aJIMUHUCTPUPOBAHMUSA MH(POPMAIIMOHHBIX CUCTEM; CIIOCOOOB YIIpaBIeHHUS UHPOpMa-
IIHOHHBIMHU CETSAMH, aIMHUHUCTPUPOBAHHS ONIEPALIMOHHBIX CHCTEM, IPUIIOKCHUH, CETEBBIX M HH-
(dbopMaLMOHHBIX CEpPBUCOB, 0a3 MaHHBIX. Take popMupoBaHHE Y CTYACHTOB CIIEIUAIBHBIX 3HA-
HUI B 00JIACTH YNIPaBICHUS COBPEMEHHBIMH CHCTEMaMH MH()OPMAaMOHHON 0€30IacHOCTH | 3a-
MIUTHI HHPOPMALIUH.

2. MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuuiuimHa «AJIMUHUCTPUPOBaHWE M 0€30MaCHOCTh MPOTrPaMMHO-WH(POPMALMOHHBIX
CHCTEM» OTHOCUTCSI K BApMATUBHOW YacTH y4yeOHOTro IjaHa 0akajJaBpOB [0 HAIPABJICHUIO MO-
rotoBkd 09.03.02 — MHpOpMALIMOHHBIE CUCTEMBI M TEXHOJOTHH. [MCIUIUINHA JIOTUYECKH, CO-
JIEP/KATEIIBHO U METOJUYECKH TECHO CBS3aHA C PAIAOM TEOPETHUYECKUX NUCLUIUIMNH M IIPAKTHK
MH(OPMALMOHHBIX CUCTEM. I YCHEIIHOro M3y4eHHUs] TUCLUIUIMHBI CTYJAEHTBI JTOJIKHBI ObITh
3HAKOMBI C JUCHUIUIMHAMH «/H()OKOMMYHHKAIIMOHHBIE CUCTEMbI U ceTn», «MHCTpyMeHTalb-
HBIE CpeAcTBa MH(POPMAIIMOHHBIX cUCTeM», «HpopMaTuka», «YrpaBieHnue AaHHBIMIY, «Tex-
HOJIOTMH 00paboTKU MHpOpMaLuuy, «PacnpeaeneHHbIe TPOrPaMMHbBIE CUCTEMBbI».

JlucumiiuHa siBJISETCS OCHOBOM I YCIIEUTHOIO IMPOXOXACHUS OaKajaBpaMu IeJaroru-
YEeCKOW IIPAKTUKH, BBIIIOJIHEHUS U nocaenyomen 3amutel BKP.

3. KOMIIETEHIIMHU OBYYAIOILIETOCS1, ®OPMUPYEMBIE B PE3YJIbTATE
OCBOEHMSA JUCHHUAIIJIMHBI

B pesynbrare ocBOo€HHS MPOrpaMMbl y BBITYCKHUKA JOJKHBI OBITH C(HOPMUPOBAHBI 00-
HIEKYJIbTypHBIE, 001IenpodeccuoHanbHble U MPOo(ecCHOHaNbHbIE KOMIETEHIUH.

- IOHUMaHUEM CYIIIHOCTH U 3Ha4eHUs! NHPOPMALMHU B pa3BUTHH COBPEMEHHOTO MH(OpMAaIIMOH-
HOro 00I11ecTBa, COOJIIO/IEHHE OCHOBHBIX TpeOOBaHMH K MH()OPMAIIMOHHON 0€30I1aCHOCTH, B TOM YHCIIE

3aiuTe rocyaapcrBenHoi Tainsl (OITK-4);

- BIIaJICHUE IIMPOKOM 00IIeil moaAroToBKoi (0a30BBIMU 3HAHUSIMU) ISl PEIICHUS TMPAKTUYECKUX

3a/1a4 B 00;1aCTH MH(OPMAIIMOHHBIX cucteM u TexHouoruit (OITK-1);

- CIIOCOOHOCTBIO y4aCTBOBAThL B pa60TaX M0 10BOJAKE U OCBOCHHUIO I/IH(i)OpMaI_II/IOHHBIX TEXHOJIO-

Tl B X0J1e BHEAPEHHS U dKCIUTyaTaluy nHdopmarmonusix cucrem (ITK-15).

B PEIYIbTATC OCBOCHUA IUCHUIIIINHBI 06yqarom1/n71051 AOJDKEH AEMOHCTPHUPOBATH CIICAYHOIINC

pe3yabTaThl 00pa30BaHUS:

1) suamo:

- OCHOBHBIE MOHATHS aJMUHUCTPUPOBAHUSA WHPOPMALIMOHHBIX CHCTEM; OCHOBHBIE 33/1a4l aJIMUHHU-
CTpaTopa ONEPANMOHHOW CUCTEMBI M TOCTYIHBIN JIs1 YIIPABICHUS ONEPAMOHHON CUCTEMOW WH-
crpymentapuii (OITK-4, OITK-1, TTK-15);

- OCHOBHBIE 33/1a4H aJIMUHHUCTPATOpa cepBepa 0a3 TaHHBIX U JIOCTYIHBIN U1 YIPaBJIECHUs CEpBEPOM
0a3 JaHHBIX MHCTPYMEHTAPHUH; CTPYKTYPY OCHOBHBIX Y0 agmuHucTprpoBanus (OITK-4, OTIK-
1, ITK-15);

- TPUHLMIBI TOCTPOEHUSI U OPraHU3aLMI0 (PYHKIIMOHUPOBAHUS BBIUMCIUTEIBHBIX CETeH, UX (PyHK-

[IMOHAJIBHYIO U CTPYKTYpHYto opranuzanmto (OITK-4, OIIK-1, T1K-15);



OCHOBHBIE TOHATHS HH(OPMALMOHHOW OE€30MacHOCTH M HAIPaBJIEHUS 3alUThl WHGOPMALUH;
CTaHAapThl UH(GOPMALMOHHON 0E30MaCHOCTH pacHpeieieHHbIX cucteM U aHanu3 yrpo3 (OITK-4,
OIIK-1, I1IK-15);

MeXaHU3MBI 0OecTieueHUs] HH)OPMAIIMOHHON 0€30MaCHOCTH; PHHIIMITBI IOCTPOSHHS ¥ HAIpaBJIe-
HHsL pabOT MO CO3IAHUIO CHCTEM HH(MOPMAIHOHHON 0E30MACHOCTH M METOIOJIOTHH 3alUThl MH-
dopmanuu (OITK-4, OIIK-1, ITK-15).

2) ymemn:
MPOBOAUTH MHCTAUIAIHIO, KOH(PUTYPUPOBAHUE U 3arPy3Ky OINEPAIIMOHHBIX CHCTEM, B TOM YHCJIC
CETEeBBIX; AMAarHOCTUPOBATH U BOCCTAHABIMBATH OIEPAIIMOHHBIE CUCTEMbI MPU COOSX U OTKa3ax
(OIIK-4, OITK-1, TIK-15);
UCTIOJIb30BATh MPOTPaMMHBIE CPEICTBA MOHUTOPUHIA ONEPAIIOHHBIX CPEJCTB M YTHIIUTHI CeTe-
BBIX ITPOTOKOJIOB B MHTEpecax 3(PpPEeKTUBHOCTH M ONTUMH3AINH OlepaiioHHbIX cucteM (OITK-4,
OIIK-1, TIK-15);
MIPOM3BOINTH KOH(DUTYpHUPOBAHUE POJICH KOHTPOJIIEpA IOMEHA M €r0 OOBEKTOB; YIIPABIISTH ITOJIb-
30BaTeNIIMU JIOMEHA M cepBepa 0a3 aHHBIX; UCIIONb3Yysd WHCTPYMEHTABHBIE CPENICTBA OMEpall-
OHHOM CHCTEeMBI, ypaBiaTh nosb3oBareasmu (OITK-4, OIIK-1, TTK-15);
KOH(UT'YpUpOBaTh amnmaparHble U MPOTrpPaMMHBIE CPEJICTBA CUCTEMbI; 00ECIIEUUTh MPOTOKOIUPO-
Banue u ayaut VC, KOHTpOJIb U yIpaBiieHUE A0CTyOM, KOHTpoJb 1enoctHoctH (OIIK-4, OIIK-1,
[1K-15);
MIPOBOJIUTH OIICHKY yrpo3 0e30macHOCTH O0beKTa WMH(GOpPMATU3AIUK; PEATM30BBIBATH IMPOCTHIE
UH(POPMAIIMOHHBIE TEXHOJIOTUH, peau3yronme MeTo sl 3anmTthl nHpopmarmu (OITK-4, OIIK-1,
[TK-15).

3) sradems:
CrelMaIbHON TePMHUHOJIOTHEH, OCHOBAaMU aIMUHUCTPUPOBAHUS U G€30MacHOCTH MH(pOPMAIMOH-
HbIX cucteM (OITK-4, OIIK-1, TTK-15);
KOH(UTypUpOBaHUEM, OTJIAJIKU, U OOCITYyKMBaHHEM OCHOBHBIX CIYO KOPHOPAaTHBHON KOMIIbIO-
tepHoit cetu (OI1K-4, OIIK-1, TTK-15);
npueMamu paboThl B MHTETPUPOBAHHON cpefie aqMUHUCTpupoBaHus Microsoft server 2012;
METO/IaMU U HHCTPYMEHTAITbHBIME cpezicTBamu 3anmThbl HHpopmarn (OT1K-4, OITK-1, ITK-15);
HaBBIKAMH MPOrPaMMUPOBAHUS AJITOPUTMOB Kpunrorpapuyeckoit 3amutsl nHpopmanuu (OITK-4,
OIIK-1, TIK-15);



4. CTPYKTYPA U COAEPKAHUE JUCIIUITJIMHBbI

OO01m1ast TPyI0EMKOCTh TUCIUTUTHHBI COCTABIISIET S 3a4eTHBIX enuauilpl, 180 daca.

/o

Paznen
JTHUCUHIIIAHBI

Cemectp

He,uenﬂ ceMecTpa

Bunbr yue6Hoit paboTsl,
BKJTIOYAs CAMOCTOSITEITBHYIO
paboTy CTyIeHTOB
U TPYOEMKOCTh (B yacax)

[IpakTnueckue
CPC

JlabopaTopHEie
3aHATUS

Jlexun
paboTHI

O6beM yueOHOH
paboThI
C IPUMECHEHHNEM HH-
TepaKTHBHBIX METO-
J0B
(B yacax / % aynu-
TOPHBIX 3aHATUIN)

DopMBI TEKY-
IIeTO KOHTPOJIISA
yCIIeBaeMOCTH

(no nedensim
cemecmpa)
®opMma npome-
JKyTOYHOH aTTe-
CTalluH (no ce-
Mecmpam)
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OCHOBHBIC HOHATHS aJIMHU-
HUCTPHUPOBAHUC U Oe3omac-
HOCTb I/IH(I)OpMaI_lI/IOHHLIX
CHCTEM.

1,2

1 gac / 25%

OrnepalioHHbIE CUCTEMBI

3,4

2 yac / 25%

bazoBrie CpeacTBa
anmuHUCTpHpoBanus Win-
dows 2012 Server. Ympas-
JIEHHE JOMEHOM. Active
Directory

5,6

2yac/ 16%

MexaHu3M rpynnoBou
[MonuTukw, daitnoslii cep-
Bep, cinyxba DFS

7,8

3uac/25%

MeTo 1Bl B TEXHOJIOTHH 3a-
IIATH HHPOPMAITMOHHBIX
cucteM. Moaens nocrpoe-
HUSI KOPIIOPATUBHOM cHCTe-
MBI 3aIUThI HHPOPMALIUU

9,10

249ac/25%

OCHOBHBIE BUJIBI yTPO3a
6e3onacuoctu VIC u nH-
¢dopmarmu. Kpunrorpadus,
KJIaCCH(HKALIMU KPHIITO
anropuTMoB. OCHOBBI
Kpurrorpaduu

11,12

2 yac / 25%

CucTeMsl pe3epBHOTO KO-
MTUPOBAHMSA U BOCCTAHOBIIE-
HUS TaHHBIX. D HEKTHB-
HOCTBH HH()OPMAITOHHBIX
CHCTEM

13,14

24gac /25%

BpenoHnocHsle mporpaMmbl
n uX Knaccudukanys. AH-
tuBHpychl. [IpuHImn pado-
TBI. AJITOPUTMBI OOHapyxe-
Hus BpefoHocHbIX [10.

15,16

2 yac / 50%

MexcereBoit akpan. Cu-
creMa OOHapyKeHHS BTOP-
JKeHU. MexaHu3M paboThl
(atiepBosia

17,18

2 yac/25%

Peittunr-
KOHTpOJb Nel
(5,6 Henenn)

PeiiTunr-
KOHTpOJIb Ne2
(11,12 menemn)

Peittunr-
KOHTpOJb Ne3
(16,17 nenenn)

HUTOI'O

36 36 72

18 wac /25 %

DK3aMeH




5. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

B npouecce npenogaBanus AUCIUILTAHBI TPUMEHSIOTCS MYJIbTUMEANIHbBIE 00pa30BaTeib-
HbIE€ TEXHOJOIMH IIPU YTEHUH JIEKUUI U MPOBEACHUH JIAOOPATOPHBIX 3aHATUH, UHTEPAKTUBHBIC
o0pa3oBaTesbHbIE TEXHOJIOTHH IPY OPTaHU3AIMH CAMOCTOSATENILHONW pabOThI CTYIEHTOB.

JUis peanu3anuy KOMIETEHTHOCTHOIO TMOJX0/1a MpeiaraeTcs UHTErpupoBaTh B y4eOHBIH
npolecc MHTEPAKTHBHbBIE 00pa30BaTENIbHBIC TEXHOJOTHH, BKIIOYas MH(POPMALMOHHBIE U KOM-
MyHuKanuonHsle TexHoioruu (MKT), npu ocymecTBieHnn pa3aMyHbIX BUJOB y4eOHOM paOoThI:

- yUeOHYIO TUCKYCCHIO;

- 3JIEKTPOHHBIE CpelcTBA 00y4YeHHUs (ClalA-TEeKIUH, JIEKTPOHHbIE TPEHAXKEPbI, KOMIIbIO-
TEPHbIE TECTBHI).

JIeKIIMOHHBIE 3aHATHSI IPOBOASTCSA B ayAUTOPUSX, 000PYIOBAHHBIX KOMIIBIOTEPAMH, 3JIEK-
TPOHHBIMHU IPOEKTOPAMH, YTO MO3BOJISET COUYETATh AKTUBHBIC U MHTEPAKTUBHBIE (JOPMBI IPOBE-
JeHUS 3aHATHH. UTeHue JIeKIUH COPOBOXKAAETCS IEMOHCTpAIMel KOMIIbIOTEPHBIX CIIaiiI0B.

JIabopaTopHble pabOThI IPOBOATCS B KOMIIBIOTEPHOM KJIACCE.

6. OHEHOYHBIE CPEJACTBA JUISA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTALIAU 110 U'TOI'AM OCBOEHUS JIUCIIH-
IVIMHBI 1 YYEBHO-METOANYECKOE OBECIIEYEHUE CAMOCTOATEJIb-
HOM PABOTHI CTYJIEHTOB

JIJist TeKyIero KOHTPOJISl YCIIEBAEMOCTH TPejIaraeTcsl UCIOIb30BaHNE PCUTHHTOBOW CH-
CTEMBbI OLICHKHU, KOTOPasi HOCUT WHTEIPUPOBAHHBIN XapaKTep U yYUTHIBACT YCICIIHOCTh CTY/CH-
Ta B Pa3IMYHBIX BUIAX YUCOHOU JIEATEIHHOCTH, CTEIIEHb C(POPMHUPOBAHHOCTH Y CTYACHTA 00IIIe-
npodecCHoHaNBHBIX U MPOodeCCHOHATBHBIX KoMIeTeHIHH. [IpoMexxyTouHas arTecTamus — K3a-
MCH.

CamocrosiTenbHas padoTa 00y4aromnXcsl 3aKJII0YaeTCs B CAMOCTOSATEILHOM U3yUYE€HUH OT-
JeNbHBIX TeM. KOHTpOIb BBIMIONIHEHUS CAMOCTOATEIBHOW pabOThl MPOBOAUTCSA MPU TEKYIIMX
KOHTPOJIbHBIX MEPONIPUATUAX, 1 HA HpOMG)I(}ITO‘IHOﬁ arTecTaluu 1o uToram OCBOCHUA.

IIpumepHBbIii IepeyeHb BONPOCOB ISl TEKYIIUX KOHTPOJIbHBIX MepONpUATHI

PeiiTunr-koutposan Ne 1

1. OcHoBHBIE GYHKIIUN aIMUHHCTPATOPA

2. «3omn0ThIe» MpaBUiIa AAMUHHUCTPATOPA

3. CTpyKTypa BBEIYHACIUTEILHON CHCTEMBI

4. TlporpammHoe oOecrieueHue JeseHne no QyHKINOHATBHBIM BO3MOXHOCTSIM
5. OcHoBHBbIE ypoBHHU (cnon) coBpeMmeHHoro [10

6. OmnepanoHHBIE CHCTEMBI (OTIpeeTICHHE, KITaCCH (UKATIHS)

7. OcHoBHBIE (yHKIMOHANBHBIE 3a1aun OC

8. TpeboBanus k cepseproit OC

9. OcHoOBHBIE TPeOOBaHUS K COBPEMEHHOMY CEpBEPY

10. Kontposep nomena

11. Ocnactka "Llentp anmunuctpupoBanus Active Directory”

12. TlpaBa noctyma B NTFS

13. Distributed File System (DFS)

14. GPO (Group Policy Object)

15. Xapaxkrepuctuku ciayx0 Active Directory, O6nextsr Active Directory



16.
17.
18.

19.

JloMeHHas MOJIENTh

Yetpipe 0a30BbIC MOJICIH OPraHU3AIUU JOMECHOB

Kaxkue ycioBust 1omkHa oOecrieunBaTh HHPOPMAIIMOHHAS CUCTEMA JIJIsl YCIICIIHOTO
(YHKINOHUPOBAHUS

HNudopmannonnas 6ezonacuocts NC

PeldTHHr-KOHTPOJIL Ne 2
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3anpocsl npouecca-kiauenta moayiao TCP
Kon¢uaeHmansHOCTb, HEIOCTHOCTD, TOCTYITHOCTb, ayTEHTUYHOCTh, alleJUINPYyEeMOCTh

HanexHocth, @yHKIIMOHATBEHOCTE, D dexkTuBHOCTD, [Ipon3BoguTensHOoCcTh MC
Hanpasnenus 3amutsl nHGopmaruu B MC

Mertoap! 1 TexXHOIOTHH 3amuThl nHopMarwu B UC

MeToap!l ¥ TEXHOJIOTHH 3alUTHl KOH(QUACHINAIBHOCTH HH(pOpMaIim

MeTo/1bl ¥ TEXHOJIOTMH 3alUThI LETOCTHOCTH UHPOpMAUU

MeTo/1bl ¥ TEXHOJIOTMH 3alUThI JOCTYITHOCTH UH(pOpMAaLUK
OpranuzalvoHHbIE METObI 3aIUTHI KOHGUICHIIMATLHOCTH HHOPMAIIUU

. UHKeHepHO-TeXHMYECKHUE METObI 3allUThl KOH(PHUICHINATBHOCTH HH(pOpPMAIHH
. Bo3MOskHBIE MPUYMHBI TIOTEPH JTAHHBIX

. TIporiecc mIaHUpPOBaHUS CHCTEMbI PE3€PBUPOBAHHUS U BOCCTAHOBJICHHS JTAaHHBIX :

. [lmanupoBanue pe3epBUPOBAHUS U BOCCTAHOBIICHUS JAHHBIX

. BapuaHThI pe3epBHOTO KOTTMPOBAHUS

. RAID maccus 1,5,10,50

. MoJienb mocTpoeHusI KOPIIOPATHBHOW CUCTEMBI 3alTUTHl HHPOPMAITUU

. OcHoBHbIe BUbI yrpo3a 6e3omacnocta MC u nndopmanuu

PeliTuHr-konTpoanb Ne 3

©CoN bR wDdE
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Kpunrorpadus, knaccupukanuy KpUNToalIropuTMoB

BpenoHocHble TporpaMMbl U X KJIACCU(PHUKAIHS

[TIporpammHBbIE 3aKTaaKH

TPOSIHCKUM KOHb, OCHOBHBIE BUIbI TPOSTHCKUX IIPOTPAMM M MX BO3MOKHOCTH
KoMmnbioTepHbIi Bupyc Knaccudukaius nporpaMMHBIX BUPYCOB

YepBb — BpeIOHOCHAS ITporpamma

AHTHBHPYCHI, METO/IbI OOHAPYKEHUSI BUPYCOB

ABPUCTHUECKUE METO/IbI OOHAPYKEHHS BUPYCOB

MOJYJIH aHTUBHpYCA

. MexceTeBol sKkpaH

. Cuctema obHapyxenus Bropkenuit IDC

. Cxema pabotsl IDS

. MexceTeBoil 3kpaH, NPUHIUIIBI BUJBI

. OCHOBHBIE BUBI TPOSTHCKUX NMPOTPaMM M UX BO3MOXKHOCTHU
. DTambl IPOEKTUPOBaHUE CTPYKTYpHI Active Directory

. ba3oBble MOzieNIN OpraHU3auy 1IOMEHOB

. Merononoruu onenku UT



18. Metogonoruu oreaku UT, TCO IlonHast cTOUMOCTD BiIafeHUS

19. Metononoruu onenku MT, Cucrema cOanancupoBaHHBIX mokazareneit (Balanced
Scorecard)

20. tunst IDS - y3nossie (HIDS) u cereBrie (NIDS).

21. IIpaBa nocryna Windows (NTFS)

22. IlpaBa nocryna UNIX

23. UT-cepBuC XapaKkTepu3yeTcs psAIOM MapaMeTpoB, Kakue?

24. [InaHupoBaHKe CTPYKTYPhI OpraHU3allMOHHBIX TIOPa3ICIICHHUI

25. Mexanu3M paboThl daiiepBoiiia

26. 3ammyck nporpammsl B "necoynnne” (Sandbox).

27. Knaccuukanust MeTo10B odecrieueHus HH(HOPMAaIMOHHON 0€301MacHOCTH

28. CTpyKTypa CUCTEMBI 3aIUTHI OT YIPO3 HAPYLICHUs KOHPHUICHIIMATBHOCTH HHPOPMALIUU

29. OCHOBHBIEC IPEUMYIIECTBA, MPEIOCTABIsIEMbIe CTyk00ii karanora Active Directory:

30. Ctpykrypa karanora Active Directory(usndeckast u Jorudeckasi)

31. B ¢daiine karanora Active Directory coaepxxurcsa nuadopmanus Kak o JOTHUECKOH, TaK U
0 (hU3HYECKON CTPYKTYpax.

32. Tumnb! yyeTHbIx 3anuceid Active Directory

IIpumepHBbIii NepevYeHb BONPOCOB K 3K3aMeHY (IIPOMeKYyTOYHOM aTTeCcTAlMu 110 UTO-
ramM OCBOEHMS 1M CHUIIHHBI)

Xapakrepucruku ciyx0 Active Directory, Oobektsr Active Directory

OcHoBHBbI€ BUBI yrpo3a 6e3onacHocty UC u nnpopmanuu
MOJYJIM aHTUBUpPYCa
OcHOBHBIE PYHKIIMU aAMUHUCTpATOPA

Distributed File System (DFS)

AHTUBHUPYCHI, METO/Ibl OOHAPYKEHUSI BUPYCOB

[Iporpammuoe obecnieueHue eaeHue mo PyHKITMOHAIBHBIM BO3MOXXHOCTSIM
XapaxTepuctuku ciyx6 Active Directory, O6sextsr Active Directory

BpenonocHble mporpaMMbl U WX KJlaccu(puKarus

10.KonTposiep nomena u ciyxx0b1 Active Directory

©OeNOOwdDE

11.KonduaeHunaibHOCTh U 11e10CTHOCTh MC, METOIbI M TEXHOJIOTHH 3aIlUThHI
KOH(PHUASHIINATIBHOCTH HH(POPMAITUN

12.Mopenap OCTPOCHHS KOPIIOPATUBHOM CHCTEMBI 3aITUTHI HH(GOPMAIIUH

13.GPO (Group Policy Obiject)

14.TInaHnpoBaHuE Pe3epPBUPOBAHUS U BOCCTAHOBJIEHUS JaHHbIX, RAID maccus
10

15.Cucrema o6HapyxeHust Brop:kenuii IDC

16.J/lomMeHHast MOAEIb, cTpyKTypa KaTtanora Active Directory
17. Metononoruu orieHku UT, TCO IlomHast cTOUMOCTD BlIafgeHUS
18.Tp0$IHCKI/II71 KOHb, OCHOBHBIC BHJIbI TPOSHCKUX IIPOrpaMM U UX BO3MOJKHOCTHU



10.

11.

12.

13.

14.

15.

16.

17.

IIpuMepHBbIH epeyeHb 3aJaHUl J1JI1 CAMOCTOATEILHON padoThl CTYA€HTOB

Cepsepsl b/I. Cuctemsl ynpasneHus: 6a3aMu JaHHBIX. AJIMUHUCTPATUBHbBIE 33/1a4l
yrpasieHus cepsepom b/I.

Oo6mas xapakrepuctuka CYBJl MS SQL Server 2008. ApxuTexktypa BbIYHUCIHU-
tenbHOU cpeabl. Komnonentst MS SQL Server 2008, ycraHoBka M HacTpoiika
KOMITOHEHTOB.

OcHOBHBIE 3a/1auu aJIMUHHUCTpUpOBaHUS 0a3 naHHbIX. CTPyKTypa pesiUOHHON
bJl. ®usnyeckas u gorudeckas ctpykrypa bJl. O0beKkThl a AMUHUCTPHUPOBAHUS.
Crpyktypa 0a3bl nanHbix B MS SQL Server 2008. CucteMHble U MOJIb30BATENb-
ckue Tabnuibl. HazHaueHne cucTeMHBIX TaOIuIl, XpaHUMBIX MTPOLIETYP.
Apxurektypa unhpopmannoHHoi 6ezonacHoctu cepsepa bJl. Pexxumbl ayrentudu-
kauuu B MS SQL Server: nmposepka nommaHoctd Windows, mpoBepka cpeJicTBa-
mu MS SQL Server, mudpoBbie cepTUHUKATHI.

3amura nmanHbix cpeacrBamMu CYBJl. Hcnonws3oBanue poneBod mopaenu. Pomum
noJib3oBaTesiel Ha ypoBHe cepBepa bJl. THCTpyMeHThI ynpaBiieHUs: pOIsIMU MOJIb-
30BaTeNeH.

Cy6bextnl 6e3onacHoctu B/, Ponu mons3oBareneit Ha ypoBHe 0a3bl naHHbIX. MH-
CTPYMEHTHI YIIpaBJICHUs pOJISIMU NOJb30BaTeneil Ha ypoBHe b/I.

VYcranoBka n HadaneHast KoHburypamus cepsepa bJl MS SQL Server 2008. ®ak-
TOPBI, BIUAIONINE HA MPOU3BOIUTEIHLHOCTh CUCTEMBI. [lapamMeTphbl yCTaHOBKU U MX
Ha3HAuYECHUE.

CpenctBa MoHuTopuHTa M aHanm3a padboter MS SQL Server. Mcmonns3zoBanue
CpEIICTB MOHUTOPHWHTA JIJIsl TOBBIIICHUS TPOU3BOAUTEILHOCTH cepBepa b/l.
OcHoBable ciyx0b1 MS SQL Server 2008, ux ¢ynkuun u HazHauenus. Muctpy-
MEHTBI YIIPaBJICHUS CITy>)kKOaMU. YYeTHbIe 3alucy AJs aBTOMaTHYECKOTo 3amycka
CITy 0.

@aitnibl 6a3bl naHHBIX. JKypHalbl TpaH3akUui, X Ha3HaueHHe. IHCTpyMEHTHI co-
3MaHUs, yaaueHus: u ynpasieHus ¢ainamu bJl, xypHanamu Tpanzakiuii. Onepa-
topsl Transact-SQL.

Pe3epBHOE KONMMpPOBaHME W BOCCTAHOBIICHHWE AaHHBIX. MOJENIM BOCCTAHOBJICHHUS
JAHHBIX, X 0cOOeHHOCTU. CTpaTeruu pe3epBHOrO KOMUPOBAHUS U UX CBSI3b C MO-
JIEJISIMU BOCCTAHOBJICHUSI.

Co3nanne u ymnpabiieHue nojb3oBarenbckumMu b/l. IIpucoenunenne u orcoeauue-
Hus bJ[. PezepBHoe konupoBanue b/I.

Pasrpannuenue noctyna k bJI. Pa3pemenus na yposue BJI, Tabnun, npeacrasie-
HUH, OTJACNBHBIX TOJIeH. THCTpYMEHTHI pa3rpaHUYeHHsI TOCTYTA K TaHHBIM.
BeO-cimyx0b1 1 BeO-cepBuchl B MHTepHET. OCHOBHBIE MPOTOKOJBI MPUKIIATHOTO
YPOBHSI, UCTIOJB3yEMBbIC IS Tiepenayu AaHHbiXx B WuTepHet. KnneHTt-cepBepHbIe
texHoJsioruu. [IpoBanaeps! yciyr UHTEpHET.

Be0b-cepsepsl. Ciayx0b1 IIS B Windows. OcHoBHble MOHsTHS: BeO-cepBep, BeO-
y3el, BeO-MPUJIOKEHNEe, BUPTYaJbHBIN Katajnor. HCTpYMEHTHI ympaBlieHHs BeO-
ciyx0amu. [{ucneryep IIS.

Coznanue u ynpaBiieHHe BeO-cepBepoM ¢ nomotnbio Jucneruepa IIS. Coxpanenue
KOH(HTrypamu 1 BOCCTaHOBJICHHE paObOTHI BeO-cepBepa.
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CepBuc FTP, ¢ynkiuuu u HazHauenue. Cosnmanue u koHpurypuposanue ftp-
cepBepa. MTHCTpYMEHTHI yIipaBieHUs], PEIIEHHEe OCHOBHBIX aIMUHUCTPATUBHBIX 3a-

auy.

[ToutoBsie ciyx0Ob1. Tumbl moutoBbIX cepBepoB. Ciayx661 SMTP B Windows. 3a-
Jlayv aIMUHACTPUPOBAHUE IMOYTOBBIX CEPBEPOB.

be3zonacHocth nH(popMannoHHbx cucteM. [lonuTtrka nHbopMamonHoil 6e3omac-
HOCTU. YTIpaBlieHHWEe O0cTynoM K (aiinoBbiM pecypcam. [lludposanue daiinosbix
pecypcoB.

be3omacHocts mHpOpManmoHHbIX cepBucoB MuTtepHer. [lludpoanue Nutepuer
kaHaioB. [Ipotokon SSL. [{udpoBbie cepTUhUKATHI.

7. YYEBHO-METOANYECKOE U THOOPMALIMOHHOE OBECIIEYEHUE

JUCLUIINHbBI

Ocnoeénas numepamypa.

1. TenexoMMyHUKallMOHHBIE CUCTEMBI U ceTH: YueOHoe nocodue. B 3 tomax. Towm 2. -

Pamuocssass, paauwoBemianue, TtenesuaeHue / Ilom pen. mpodeccopa B.IL
[lyBanoBa. - 3-¢ u3a., crepeorun. - M.: ['opsiuast muuus-Tenekom, 2014. - 672 c.:
ni. - ISBN 978-5-9912-0338-8.
http://www.studentlibrary.ru/book/ISBN9785991203388.html

. QHGKTpOHHOC n3JaHuc Ha OCHOBC!: I/IHTCHHCKTyaHbHBIe HHTCPAKTHUBHBIC CUCTCMbI U

TEXHOJIOTHHU YHpaBJICHUA YAAJICHHBIM JOCTYIIOM (MGTOI[I)I U MOJCIIN YIIPABJICHUA
MPOIIECCaMHU 3aIIUTHI M COMTPOBOXKICHUS MHTEJNIEKTYalIbHOM COOCTBEHHOCTH B CETH
Internet/Intranet): Yue6Hoe nmocodwue. 3-¢ uzn., nom. - M.: COJIOH-TIPECC, 2014. -
340 c. - ISBN 978-5-91359-132-6.
http://www.studentlibrary.ru/book/ISBN9785913591326.html

Windows Server 2012 Hyper-V. Kuura perientoB [DaeKTpoHHBIH pecypc] /
Jleangpo Kapsanwo ; Ilep. ¢ anrn. Crnunkuna A.A. - M. : JIMK Ilpecc, 2013. -
http://www.studentlibrary.ru/book/ISBN9785940749059.html

4. Node.js. Pa3paboTka cepBepHbIX BeO-TIpHiIox)eHUW B JavaScript [DneKTpoHHBIHA

pecypc] / Xoppon /. ; Ilep. ¢ anrn. Cnunkuaa A.A. - M. : JIMK Ilpecc, 2012. -
http://www.studentlibrary.ru/book/ISBN9785940748090.html

0) Hdononnumenvuas tumepamypa

1.

Omudep B. I'., Omudep H. A., Komnbrotepasie ceTu. [IpuHIUIIBI, TEXHOJIOTHH, IPOTO-
KOJIBI : yueOHoe mocooune — 3-¢ uzn. — Cankr-IlerepOypr : [Turep, 2008 .— 957 c. :
wi., Tabn. — (YueOHuk st By30B) .— bubnumorp.: c. 919-921 .— And. ykas.: c. 922-
957 .— ISBN 978-5-469-00504-9.

MensHaukoB, B.I1. UapopManmoHHbIe TEXHOJIOTHH : y4eOHUK /ISl BY30B I10 CIICIHAb-
HOCTSIM "ABTOMAaTH3WPOBAHHBIE CUCTEMBI 00pa0OTKH HH(OPMAIINY U YIIpaBIeHUs ",
"Nndopmanmonnsie cucteMsl 1 TexHoiorun" / B. I1. MenbHUKOB .— 2-€ u31., cTep.
— Mocksa : Axkagemust, 2009 .— 425 c. : ., Tabn. — (Briciee npodeccrnoHanbHOe
oOpa3oBanue, MudopmaTrka U BeIYUCIUTENbHAS TeXHUKA) .— bubmumorp.: c. 417-419
— ISBN 978-5-7695-6646-2.

Opios, /] 0. Cetn DBM u cpenctBa koMMyHuKauui : yaeOHoe nocobue : B 2 4. / [1.
1O. Opinos ; Bnagumupckuii rocynapctBernbiil yausepcuret (Bial'Y) .— Brangumup :
Bnagumupckuii rocynapctBennsiit yausepeuteT (Bal'Y), 2008- .193 ¢. U3nanue Ha



np. Hocurene: Y. 1 [Dnexrponnsiit pecype] .— b.m., 2008 .— ISBN 978-5-89368-835-
1.

4. Acraxosa U.®. KomnbiotepHble Hayku. [lepeBbsi, OnepalioHHbIE CUCTEMBI, CETH
[OnexTponnsiit pecype] / Acraxoa U.®., Actanun UK., Kpsokko U.b., Kyopskos
E.A. - M. : DUSMATIIUT, 2013. -
http://www.studentlibrary.ru/book/ISBN9785922114493.html

8) nepuoouyecKue u30aAHUsL:
1. BecTHUK KOMIBIOTEPHBIX U HH(POpMaoHHbIX TexHosnoruit ISSN 1810-7206.

2) uHmepHem-pecypcol

WWW.edUu.ru — moprai pocCHiCKOro o0pa3oBaHus

www.elbib.ru — mopran poccuiickux JIEKTPOHHBIX OHOINOTEK
www.eLibrary.ru — Hay4Has 3JeKTpOHHas: OMOIHOTEeKA

WWW.intuit.ru - uaTEpHET YHUBEpCUTETA HH()OPMAITHOHHBIX TEXHOIOT Ut
library.vlsu.ru - nayunas 6ubnuoreka Bnl'Y

Www.cs.vIsu.ru:81/ikg — yueOusiii caiit kadenpsr UCITU Bal'y
http://www.studentlibrary.ru/ - DnekrporHas OUOIMOTEKAa TEXHUIECKOTO By3a

NoabkowhE

8. MATEPHAJIbHO-TEXHWYECKOE OBECIIEYEHUE
JUCLUIINHbBI

Jlexuuu nposozsTes B ayautopuu kadenpsl MCIIN, o6opynoBaHHON MyIbTUMEIUHHBIM
MPOEKTOPOM C SKPAaHOM, C HCIOJh30BAaHUEM KOMILIEKTa crnaifioB (ayn. 410-2, 404a-2, 414-2,
314-3).

JIaGopaTopHble 3aHATHs IPOBOJATCS B KOMITbIOTepHOM Kiacce kadenpst UCIIU, Bal'y
CO CHNEUMATU3UPOBAHHBIM MPOIPAMMHBIM OOECHEYEHHEM U MYJIbTUMEIUWHBIM IPOEKTOPOM C
skpaHoM (aya. 404a-2, 414-2, 314-3).

DneKTpoHHbIe yueOHble MaTepuaibl Ha yueOHoM caiite kadenpst UCITU Bal'y.

Hocrtyn B UHTEpHET


http://index.lib.vlsu.ru/cgi-bin/zgate.exe?follow+11488+RU%5CVLSU%5CELEKTR_IZDAN%5C2112%5B1,12%5D+rus
http://www.edu.ru/
http://www.elbib.ru/
http://www.elibrary.ru/
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