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1. HEJX OCBOEHUA JUCHUIIVINHBI

Lenbto OCBOGHUS AUCHUILTUHBI «AJAMHHUCTPUPOBaHNeE U 0€30MACHOCTH MPOTrPaMMHO-
UHGOPMAIMOHHBIX CHCTEM» SBIISCTCS OBIIAJICHHE CTYACHTAMH TCOPETHYECKUX M IpPaKTHUe-
CKUX OCHOB aJIMUHUCTPUPOBAHHUS MHPOPMALMOHHBIX CUCTEM; CIIOCOOOB yIpaBieHHsI HHPOpMa-
IIHOHHBIMHU CETSAMH, aIMHUHUCTPUPOBAHHS ONEPALIMOHHBIX CHCTEM, IPUIOKECHUH, CETEBBIX M HH-
(opManMOHHBIX CEpBUCOB, 0a3 MaHHBIX. Take popMuUpoBaHHE Y CTYACHTOB CIIEHUAIBHBIX 3HA-
HUI B 00JIACTH YNPaBICHUS COBPEMEHHBIMH CHCTEMaMH MH()OPMALMOHHON 0€30IacHOCTH | 3a-
MIUTHI HTHPOPMALIUH.

2. MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuuiuimHa «AJIMUHUCTPUPOBaHUE M 0€30MaCHOCTh MPOTrPAMMHO-WH(POPMALMOHHBIX
CHCTEM» OTHOCUTCSI K BAPMATUBHOW 4acTH y4eOHOro IjIaHa 0akajaBpOB 10 HAIPABJIEHUIO MOJ-
rotoBkd 09.03.02 — MHpOpMaLMOHHBIE CUCTEMBI M TEXHOJOTHH. [[MCIMIUIMHA JIOTUYECKH, CO-
JIEP/KATEIIBHO U METOJUYECKH TECHO CBSA3aHA C PAIAOM TEOPETHUYECKUX NUCLMIUIMH U IIPAKTHK
MH(OPMALMOHHBIX CUCTEM. I YCHEIIHOro M3y4eHHs! JUCLUIUIMHBI CTYJAEHTBI JTOJIKHBI ObITh
3HAKOMBI C JUCHUIUIMHAMH «/H()OKOMMYHHKAIIMOHHBIE CUCTEMBI U ceTu», «MHCTpyMeHTalb-
HBbIE Cpe/cTBa MH(POPMAIIMOHHBIX cuctem», «MHpopmaruka», «YnpaBieHue TaHHbIMWY», «Tex-
HOJIOTMH 00paboTKU MHpOpMaLuny, «PacnpeaeneHHbIe TPOrPaMMHbBIE CUCTEMBbI.

JlucuminiiuHa siBJISETCS OCHOBOM Ui YCIIEHUIHOIO IPOXOXACHUs OaKanaBpaMu IeJaroru-
YEeCKOW MIPAKTUKH, BBIIIOJIHEHU U nlocaenytoniei 3amutel BKP.

3. KOMIIETEHIIMHU OBYYAIOILIETOCSl, ®OPMUPYEMBLIE B PE3YJIbTATE
OCBOEHMSA JUCHHUAIIJIMHBI

B pesynbpTare 0CBOCHHS MPOrpaMMBl y BBITYCKHUKA JOJDKHBI OBITH chopMUpOBaHBI 00-
IIEKYJIbTypHbIE, 001IenpodeccuoHaNbHbIe U IPOPECCHOHATbHBIE KOMIETEHIIUH.

- TIOHMMaHUEM CYIIHOCTH ¥ 3HaueHUs MH(OpMALK B Pa3BUTHH COBPEMEHHOTO MH(OpMAIIOH-
HOro 00I11ecTBa, COOJIIO/IEHHE OCHOBHBIX TpeOOBaHMH K MH()OPMAIIMOHHON 0€30I1aCHOCTH, B TOM YHCIIE

3aiuTe rocyaapcrBenHoi Tainsl (OITK-4);

- BIIaJICHUE IIMPOKOM 00IIeil moaAroToBKoi (0a30BBIMU 3HAHUSIMU) ISl PEIICHUS TMPAKTUYECKUX

3a/1a4 B 00;1aCTH MH(OPMAIMOHHBIX cucteM u TexHouoruit (OITK-1);

- CIIOCOOHOCTBIO y4aCTBOBAThL B pa60TaX M0 10BOJAKE U OCBOCHHUIO I/IH(i)OpMaI_II/IOHHBIX TEXHOJIO-

Tl B X0J1e BHEAPEHHS U dKCIuTyaTay nHdopmarnmoHusix cuctem (ITK-15).

B PEIYIbTATC OCBOCHUA IUCHUIIIINHBI 06yqarom1/n71051 JAOJKEH JEMOHCTPHUPOBATH CIICAYHOIINC

pe3yabTaThl 00pa30BaHUS:

1) suamo:

- OCHOBHBIE NMOHATHS aJMUHUCTPHPOBAHUS HHPOPMALIMOHHBIX CUCTEM; OCHOBHBIE 337a4l aMUHH-
CTpaTopa ONEePallMOHHONW CUCTEMBI U TIOCTYIHBIN JIJIS1 YIIPABJICHHS ONIEPALIMOHHON CHCTEMOM UHCT-
pymenrapuii (OITK-4, OIIK-1, TTK-15);

- OCHOBHBIE 33/1a4H aJIMUHHUCTPATOpa cepBepa 0a3 TaHHBIX U JIOCTYIHBIN U1 YIIPaBJIEHUs CEpBEPOM
0a3 JaHHBIX MHCTPYMEHTAPHUH; CTPYKTYPY OCHOBHBIX Y0 agmuHucTprpoBanus (OITK-4, OTIK-
1, ITK-15);

- TPUHIMIIBI TOCTPOEHUS U OpraHu3aluio (PyHKIIMOHUPOBAHUS BBIYMCIUTENBHBIX CeTeH, X (yHK-

IIMOHATIBHYIO U CTPYKTYpHYto opranuzanuto (OITK-4, OIIK-1, T1K-15);



OCHOBHBIC TIOHSTHS WH(OPMAIMOHHOW OE30MaCHOCTH W HAIpaBJICHHs 3alluThl HH(GOPMAIHH;
CTaHJAPTHI MH()OPMAITMOHHOW O€301MacCHOCTH pachpeeieHHbIX cucTeM U aHamm3 yrpo3 (OITK-4,
OIIK-1, I1IK-15);

MeXaHU3MBI 0OecrieueHnst HHHOPMAIIMOHHON 0e301aCHOCTH; MPHHIIUIIBI TOCTPOCHHS M HAIpaBJie-
HHsL paboOT MO CO3/IAHUIO CHCTEM HH(OPMAIMOHHON OE30MACHOCTH M METOIOJIOTHH 3aIlUThl HH-
dopmanuu (OITK-4, OIIK-1, ITK-15).

2) ymemn:
MPOBOANUTH MHCTAUIAIHIO, KOH(PUTYPUPOBAHUE M 3arPy3Ky OINEPAIIMOHHBIX CHCTEM, B TOM YHCIIE
CETEeBBIX; AMAarHOCTUPOBATH U BOCCTAHABIMBATH OIEPAIIMOHHBIE CUCTEMbI MPU COOSX U OTKa3ax
(OIIK-4, OITK-1, TIK-15);
UCTIOJNIb30BATh MPOTPaMMHBIE CPEICTBA MOHUTOPUHIA ONEPAIIOHHBIX CPEJCTB M YTHIIUTHI CeTe-
BBIX MIPOTOKOJIOB B MHTEpecax 3(PpPEeKTUBHOCTH ¥ ONTUMH3AINH orepaioHHbIX cucteM (OITK-4,
OIIK-1, TIK-15);
MIPOU3BOIUTH KOH(DUTYPUPOBAHKE POJICH KOHTPOIUIEpA IOMEHA B €T0 OOBEKTOB; YIIPABIIATh MOJTb-
30BaTeNIIMU JIOMEHA M cepBepa 0a3 JaHHBIX; UCIOJNB3Ysd WHCTPYMEHTAILHBIE CPEICTBA OMepall-
OHHOM CHCTEeMBI, ypaBiaTh nosb3oBareasmu (OITK-4, OIIK-1, TTK-15);
KOH(UT'YpUpOBaTh anmaparHble U MPOrpaMMHBIE CPEICTBA CUCTEMbI; 00ECTIEUUTh MPOTOKOIUPO-
Banue u ayaut VC, KOHTpOJIb U yIpaBiieHUE A0CTyOM, KOHTpoJb 1enoctHoctH (OIIK-4, OIIK-1,
[1K-15);
MIPOBOJIUTH OIICHKY yrpo3 0e30macHOCTH 00beKkTa WMHGPOpPMATHU3ALMHU; PEAIU30BbIBATH MPOCTHIE
UH(POPMAIIMOHHBIE TEXHOJIOTUH, pean3ytomme Meto sl 3ammThl uHpopmarmu (OITK-4, OIIK-1,
[TK-15).

3) sradems.:
CIELMAIbHON TEPMUHOJIOTHEH, OCHOBAaMU aIMUHUCTPUPOBAHUS U O€30MacCHOCTH MH(OPMALMOH-
Hbix cucrem (OITK-4, OTIK-1, ITK-15);
KOH(UTypUPOBaHUEM, OTJIAJIKU, U OOCITyKMBaHHEM OCHOBHBIX CIIYO KOPHIOPaTUBHON KOMIIbO-
teproii cetr (OIMTK-4, OTIK-1, ITK-15);
npueMamu paboThl B MHTETPUPOBAHHON cpefie aqMUHUCTpupoBaHus Microsoft server 2012;
METO/IaMU U HHCTPYMEHTAITbHBIME cpezicTBamu 3anmThbl HHpopmarn (OT1K-4, OITK-1, ITK-15);
HaBBIKAMH NIPOrPaMMUPOBAHUS aJITOPUTMOB Kpunrorpadudeckoi 3ammrsl nHpopmanuu (OITK-4,
OIIK-1, TIK-15);



4. CTPYKTYPA U COAEPKAHUE JUCIIUITJIMHBbI

OO01m1ast TPyI0EMKOCTh TUCIUTUTHHBI COCTABIISIET S 3a4eTHBIX enuauilpl, 180 daca.

/o

Paznen
JTHUCUHIIIAHBI

Cemectp

Henens cemectpa

Bunbr yue6Hoit paboTsl,
BKJIFOYAsl CAMOCTOSITEIILHYIO
paboTy CTyIeHTOB
U TPYOEMKOCTh (B yacax)

[IpakTuueckue
CPC

JlabopaTopHbie
3aHATHS

Jlexmun
paboThI

O6beM yueOHOH
paboThI
C IPUMCHEHHEM MH-
TepaKTHBHBIX METO-
J0B
(B yacax / % aynn-
TOPHBIX 3aHATHHN)

DopMBI TEKY-
IIeTO KOHTPOJIISA
yCIIeBaeMOCTH

(no nedensim
cemecmpa)
®opMma npome-
JKyTOYHOH aTTe-
CTalluH (no ce-
Mecmpam)

2

13
o
~
o)

10

OCHOBHEIC ITIOHATHUS aIMH-
HUCTPHUPOBAHUC U Oe3omac-
HOCTb I/IH(I)OpMaI_lI/IOHHLIX
CHCTEM.

1,2

1 gac / 25%

OrnepalioHHbIE CUCTEMBI

3,4

2 yac / 25%

bazoBrie CpeacTBa
anmuHUCTpHpoBanus Win-
dows 2012 Server. Ympas-
JIEHHE JOMEHOM. Active
Directory

5,6

2yac/ 16%

MexaHu3M rpynioBou
[MonuTykwu, aitnoelii cep-
Bep, cinyxba DFS

7,8

3yac/25%

MeToBI B TEXHOJIOTHH 3a-
IIATH HHPOPMAITMOHHBIX
cucteM. Moaens nocrpoe-
HUS1 KOPIIOPATUBHOM CHCTE-
MBI 3aIUThI HHPOPMALIUU

9,10

249ac/25%

OCHOBHBIE BUJIBI yTPO3a
6e3onacuoctu VIC u uH-
¢dopmarmu. Kpunrorpadus,
KJIaCCH(HKALIMU KPHIITO
anropuTMoB. OCHOBEI
Kpunrorpadun

11,12

2 yac / 25%

CucTeMsl pe3epBHOTO KO-
MTUPOBAHMS U BOCCTAHOBJIE-
HUsE AaHHbIX. DddexTs-
HOCTh UH(OPMALIMOHHBIX
cucTeM

13,14

2 4gac /25%

BpenoHnocHsle mporpaMmbl
n ux Kinaccudukanys. AH-
tuBHpychl. [TpuHunn pado-
TBI. AJITOPUTMBI OOHapyxe-
Hus BpefoHocHbIX [10.

15,16

2 yac / 50%

MexcereBoii axkpan. Cuc-
TeMa 0OHapyKEeHUS BTOP-
JKeHU. MeXaHu3M padoThI
(atiepBomia

17,18

2 yac /25%

PeiiTunr-
KOHTpOJb Nel
(5,6 memenm)

Peiitunr-
KOHTpOJIb Ne2
(11,12 menenwn)

Peittunr-
KOHTpOJb Ne3
(16,17 nenenn)

HUTOI'O

36 36 72

18 wac /25 %

DK3aMeH




5. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

B nporiecce npenogaBaHus TUCIUIUIMHBI TIPUMEHSIOTCS MYJIbTUMEIUWHBIE 00pa3oBaTelb-
HbIC TEXHOJIOTHUHU MPH YTCHHUH JICKIIUH W MPOBEACHUH JIAOOPATOPHBIX 3aHATHH, HHTEPAKTUBHBIC
00pa3oBaTeNbHbBIC TEXHOJIOTHH MPU OPTAHU3AIMH CAMOCTOSTEIILHON pabOThI CTYICHTOB.

s peanuzanyy KOMIETEHTHOCTHOTO TMOJXO0/a Mpe/iaraeTcs HHTErPUPOBaTh B YICOHBIN
MPOIIECC MHTEPAKTUBHBIC 0Opa30BaTEIIbHBIE TEXHOJIOTHUH, BKIIOYAs WHPOPMAIIMOHHBIE U KOM-
MyHuKanroHnHele TexHojoruu (MKT), mpu ocymiecTBiIeHN pa3IMUHbIX BUIOB Y4eOHOH pabOTHI:

- yUeOHYIO TUCKYCCHIO;

- DJIGKTPOHHBIE CpPEeACTBA 00y4YeHUs (CIalI-JICKIIUH, FJICKTPOHHBIC TPEHAXKEPHI, KOMIThIO-
TEPHbIE TECTBI).

JlekoHHBIE 3aHATHS MPOBOASATCS B ayIUTOPHAX, 000PYJOBAHHBIX KOMITBIOTEPAMH, DIICK-
TPOHHBIMH TTPOEKTOPAMH, YTO TMO3BOJISIET COUETATh AKTHUBHBIC U HHTEPAKTUBHBIC ()OPMBI TIPOBE-
JICHUS 3aHATUNA. UTeHUE JeKIUH COTPOBOXKAACTCS JEMOHCTPALIMEH KOMIIBIOTEPHBIX CIIAl]10B.

JlaboparopHbie pabOTHI TPOBOISTCS B KOMITBIOTEPHOM KJTacce.

6. OHEHOYHBIE CPEJACTBA JJISA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MPOMEXYTOYHOM ATTECTALIMU 110 U'TOI'AM OCBOEHUSI TUCIIATI-
JIMHBI U YYEBHO-METOINYECKOE OBECIIEYHEHUE CAMOCTOATEJIb-

HOM PABOTHI CTYJIEHTOB

JUist TeKyIero KOHTPOJIs YCIIEBaEMOCTH TpeAIaracTcs MCIOJIb30BaHNEe PEHTHHTOBOM CHC-
TEMbI OIICHKH, KOTOPasi HOCHUT MHTETPUPOBAHHBINA XapaKTEP M YYUTHIBACT YCIICHIHOCTh CTYCHTA
B Pa3JIMYHBIX BHUJIaX Y4EOHOW ACSITEIHLHOCTH, CTCIICHb COPMUPOBAHHOCTH y CTyJEHTa 0OIIe-
npoeCCUOHATIBHBIX M NPOQECCHOHANTBHBIX KOMIeTeHIUH. [IpoMexyTouHas aTTecTanus — dK3a-
MEH.

CamocrosiTenbHas paboTa 00y4arouuxcst 3aKJII0YaeTCs B CAMOCTOATEIILHOM H3YYEHHUH OT-
JENbHBIX TeM. KOHTpOJIb BBIMOJHEHUSI CAaMOCTOSTEIILHOW paOOThl MPOBOJIUTCS TPU TEKYIIHX
KOHTPOJIBHBIX MEPOIIPUATHUSAX, U HA IPOMEKYTOUHON aTTECTALMU II0 UTOTaM OCBOCHHSL.

IIpumepHBbIii NepedyeHb BONPOCOB VIS TEKYIIUX KOHTPOJIbHBIX MEPONPUATHI
PeiiTunr-koutposan Ne 1

OcHoOBHBIE GYHKIIMU aIMUHHCTPATOPa
«30J10ThIe» MTPaBUIIA AIMUHHUCTPATOpa
CtpyKTypa BBIYMCIUTENBHON CUCTEMbI
[TporpamMmmMHoOe obecrieueHue 1eeHHe M0 PYHKIIMOHAIBHBIM BO3MOKHOCTSIM
OcHoBHbI€ YpoBHH (ci10M) coBpemeHHoro [10
OnepanvoHHbIE CUCTEMBI (OIpeieeHHe, KiIacCu(pUKaLns)
OcHoBHBIE QyHKIMOHANBHBIE 3a1aun OC
TpeboBanus k cepBeproit OC
OcHoBHBIE TPeOOBaHMSI K COBPEMEHHOMY CEpBEPY
. KonTponep nomena
. Ocnactka "LlenTp agmunuctpupoBanus Active Directory"
. IIpaBa nocryna B NTFS
. Distributed File System (DFS)
. GPO (Group Policy Object)
. Xapakrepuctuku ciyx0 Active Directory, O6wexTsl Active Directory
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16.
17.
18.

19.

JloMeHHas MOJIENTh

Yetpipe 0a30BbIC MOJICTH OPTaHU3AIUU JOMECHOB

Kakue ycioBust 1omkHa oOecrieunBaTh HHPOPMAIIMOHHAS CUCTEMA JIJIsl YCIICITHOTO
(YHKINOHUPOBAHUS

HNudopmannonnas 6e3onacunocts UC

PeldTHHr-KOHTPOJIL Ne 2
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3anpocsl npouecca-kiauenta moayiao TCP
KonduaeHmansHOCTb, EIOCTHOCTD, 10CTYITHOCTb, ayTEHTUYHOCTb, alleJUInPyeMOCTh

HanexHocth, @yHKIIMOHATBEHOCTE, D dekTuBHOCTD, [Ipon3BoauTenpHocTh MC
Hamnpasnenus 3amutsl uHbopmaruu B C

MeToap! 1 TeXHOIOTHH 3auThl nHopMarwu B UC

MeTo/Ibl ¥ TEXHOJIOTHH 3aIIUThI KOH(DUISHITMATEHOCTH HH()OpMALIUN

MeTo/1bl ¥ TEXHOJIOTMH 3alUThI LETOCTHOCTU UHPOpMALIUU

MeTo/1bl ¥ TEXHOJIOTMH 3alUThl JOCTYITHOCTH UH(pOpMaLUK
OpranuzanvoHHbIe METOIbI 3aIUTHI KOH(PUICHIIMATLHOCTH HH(OpMaLIUu

. UHKeHepHO-TEXHUYECKUE METOIbI 3aIMThl KOH(PHICHIIMAIBHOCTH HH(OpMAaLUN
. Bo3MOskHBIE MPUYMHBI TIOTEPH JTAHHBIX

. TIporiecc mIaHMPOBaHUS CHCTEMbI PE3€PBUPOBAHHUS U BOCCTAHOBJICHUS JaHHBIX

. [lmanupoBanue pe3epBUPOBAHUS U BOCCTAHOBIICHUS JAHHBIX

. BapuaHThI pe3epBHOTO KOITUPOBAHUS

. RAID maccus 1,5,10,50

. Mojienb mocTpoeHwsI KOPIOPATHBHOW CUCTEMBI 3alIUTHl HHPOPMAITUN

. OcHoBHbIe BubI yrpo3a 6e3omacuocta UC u nndopmanuu

PeliTuHr-konTpoanb Ne 3
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Kpunrorpadus, knaccupukanuy KpUNToaIropuTMoB

BpenoHocHble TporpaMMbl U X KJIACCU(PHUKAIHS

[IporpamMmHBbIE 3aKTaaK1

TPOSIHCKHI KOHb, OCHOBHBIE BUbI TPOSTHCKUX IIPOIPAMM M MX BO3MOKHOCTH
koMmnbloTepHbIi Bupyc Knaccudukaius nporpaMMHBIX BUPYCOB

UepBb — BpeAOHOCHAS ITporpamma

AHTHBHPYCBI, METO/IbI OOHAPYKEHUSI BUPYCOB

IBPUCTHUECKUE METO/IbI OOHAPYKEHHs BUPYCOB

MOJYJIH aHTUBHpYCA

. MexceTeBol sKpaH

. Cucrema obHapyxenus Bropkenuit IDC

. Cxema pabotsl IDS

. MexceTreBoil akpaH, NPUHIUIIBI BUBI

. OcHOBHBIE BUBI TPOSHCKUX MPOTPaMM M UX BO3MOXKHOCTHU
. DTansl IPOeKTHUpOBaHUe CTPYKTYphl Active Directory

. ba3oBbIe MOzIENIN OpraHU3auy IOMEHOB

. Merononoruu onenku UT



18. Metononoruu onenku T, TCO IloaHass cTOMMOCTE BlIagCHUS

19. Metononoruu onenku UT, Cucrema cObanancupoBaHHBIX mokazareneit (Balanced
Scorecard)

20. tunst IDS - y3nossie (HIDS) u cereBrbie (NIDS).

21. IIpaBa nocryna Windows (NTFS)

22. IlpaBa nocryna UNIX

23. UT-cepBUC XapaKTepu3yeTcs PsAIOM MapaMeTpoB, Kakue?

24. [InaHupoBaHKe CTPYKTYPhI OpraHU3aIIMOHHBIX TIOAPa3IeIICHHUH

25. Mexanu3M paboThl ¢aiiepBoiiia

26. 3ammyck nporpammsl B "mecoynnne” (Sandbox).

27. Knaccuukanusi MeTo10B odecnieueHus HH(HOPMAIMOHHON 0€30MacHOCTH

28. CTpyKTypa CUCTEMBI 3aIlUTHI OT YIPO3 HAPYUICHUsI KOH(PHUIECHIIMATHbHOCTH HHPOPMALIUU

29. OcHOBHBIE IPEUMYIIECTBA, IPEIOCTABIsIEMbIE CIYk00i1 katanora Active Directory:

30. Crpykrypa katasora Active Directory(dusndeckast 1 JJOTHIECKas)

31. B ¢daiine karanora Active Directory coaepxkurcsa nundopmanus Kak o JOrHUECKOH, TaK U
0 (hU3HYECKON CTPYKTYpax.

32. Tumnb! yyetHsix 3anucent Active Directory

IIpumepHBbIii NepevYeHb BONPOCOB K 3K3aMeHY (IIPOMeKYyTOYHOM aTTeCcTAlMu 110 UTO-
ramM OCBOEHMS 1M CHUIIHHBI)

Xapaxtepuctuku ciay:x6 Active Directory, O6bsextsl Active Directory

OcHoBHBbI€ BUBI yrpo3a 6ezonacHoctr MC u nnpopmanuu
MOJYJIM aHTUBUpPYCa
OcHOBHBIE PYHKIIMU aAMUHUCTpATOPA

Distributed File System (DFS)

AHTUBHUPYCHI, METO/Ibl OOHAPYKEHUSI BUPYCOB

[Iporpammuoe obecnieueHue eaeHue mo PyHKITMOHAIBHBIM BO3MOXXHOCTSIM
XapaxTepuctuku ciayx6 Active Directory, O6bsextsr Active Directory

BpenonocHbie mporpaMMbl U UX Kiaccupukarus

10.KonTtpomnep nomeHa u ciy0s1 Active Directory

©OINOOhwhE

11.KonduaeHunaibHOCTh U 11e10CTHOCTh MC, METOIbI M TEXHOJIOTHH 3aIUThHI
KOH(pUISHIIUATIBHOCTH HH(POPMAITUU

12.Monenb moCTpOeHUsI KOPIOPATUBHON CUCTEMBI 3aIUTHI HH(POpMaIUn

13.GPO (Group Policy Obiject)

14.TInaHnpoBaHue pe3epBUPOBAHUS U BOCCTAHOBJICHUS JaHHbIX, RAID maccus
10

15.Cucrema o6HapyxeHust Brop:kenuii IDC

16.]loMeHHAass MOJIEIIb, cTpyKTypa Katanora Active Directory
17. Metononoruu oneaku T, TCO IloaHass cTOMMOCTE BlagCHUS
18.TposiHCKUIT KOHB, OCHOBHBIC BHIBI TPOSTHCKUX MPOTrPaMM U UX BO3MOXKHOCTH



10.

11.

12.

13.

14.

15.

16.

17.

IIpuMepHBbIH epeyeHb 3aJaHUl J1JI1 CAMOCTOATEILHON padoThl CTYA€HTOB

Cepsepsl b/I. Cuctemsl ynpasneHus: 6a3aMu JaHHBIX. AJIMUHUCTPATUBHbBIE 33/1a4l
yrpasieHus cepsepom b/I.

Oo6mas xapakrepuctuka CYBJ[ MS SQL Server 2008. ApxuTekTypa BbIUYHUCITHU-
tenpHOM cpeapl. Kommonentet MS SQL Server 2008, ycraHoBKa W HacTpoiika
KOMITOHEHTOB.

OcHOBHBIE 3a/1auu aJIMUHHUCTpUpOBaHUS 0a3 naHHbIX. CTPyKTypa pesiUOHHON
bJl. ®usnyeckas u gorudeckas ctpykrypa bJl. O0beKkThl a AMUHUCTPHUPOBAHUS.
Crpykrypa 6a3bl nanHsix B MS SQL Server 2008. CucteMHbIe U IMOJIb30BATEIb-
ckue Tabnuibl. HazHaueHue cCUCTeMHBIX TaOIuUI, XPAaHUMBIX MTPOLIETYP.
ApxutekTypa uHpopManoHHoU 6e3omacHocTr cepBepa bJl. Pexxumbl ayrenTudu-
karmu B MS SQL Server: npoBepka nmouymmHHOCTH Windows, MpoBEpKa CpecTBa-
mu MS SQL Server, mugpoBbie cepTU(HUKATHI.

3amura nmanHbix cpeacrBamu CYBJl. Hcnonws3oBanue poneBod moxaenu. Pomum
noJib3oBaTesiel Ha ypoBHe cepBepa bJl. IHCTpyMeHThI ynpaBiieHUs: pOIsIMU MOJIb-
30BaTeNeH.

Cy6bextnl 6e3onacHoctu b/, Ponmu mons3oBareneit Ha ypoBHe 6a3bl JaHHBIX. MH-
CTPYMEHTHI YIIpaBJICHUsI pOJISIMU MOJIb30BaTeseil Ha ypoBHe B/I.

VYcranoBka u HadanmeHas koHpuryparus cepepa b/l MS SQL Server 2008. dak-
TOPBI, BIUAIONINE HA MPOU3BOIUTEIHLHOCTh CUCTEMBI. [lapamMeTphbl yCTaHOBKU U MX
Ha3HAuYECHUE.

CpenctBa MoHuTOpuHTa W aHanm3a padotel MS SQL Server. Ucmoms3oBanue
CPEICTB MOHUTOPUHTA JJIs TOBBIIICHUS POU3BOAUTENBHOCTH cepBepa b/I.
OcHoBuble cinyx0b61 MS SQL Server 2008, ux ¢ynkuuu u HazHauenus. Muctpy-
MEHTBI YIIPaBJICHUs CITy>)kKOaMU. YYeTHbIE 3alucy A aBTOMaTHYECKOTo 3amycka
CITY 0.

®aiinbl 6a3bl maHHBIX. JKypHaIIbl TpaH3aKIUi, UX Ha3HaueHue. THCTpyMeHTHI co3-
JaHus, yoaneHus u ynpasienus ¢aitnamu b/l sxypHanamu tpanzakiwmii. Onepato-
psl Transact-SQL.

Pe3epBHOE KONMMpPOBaHME W BOCCTAHOBIICHHWE AaHHBIX. MOJENIM BOCCTAHOBJICHHUS
JAHHBIX, UX 0coOeHHOCTU. CTpaTeruu pe3epBHOrO0 KOMMPOBAHUS U UX CBSI3b C MO-
JIEISIMA BOCCTaHOBJIEHUSI.

Coznanue u ynpasieHue noisb3oBatenbckumu b/I. IIpucoenunenue u orcoeaunne-
Husa b/l. PezepBHoe konupoBanue b/I.

Pasrpanuuenue noctyna k bJ/l. Paspemenus Ha yposue bJl, Tabnun, npencrasie-
HUW, OTJIEJIBHBIX MOJIEW. THCTpyMEHTBI pasrpaHrYeHUs JOCTYyIIA K JaHHBIM.
Be6-cimyx0p1 1 BeO-cepBuchl B MHTepHET. OCHOBHBIE MPOTOKOJBI MPUKIATHOTO
YPOBHSI, UCTIOJB3yEMBbIC IS Tiepenayu AaHHbiXx B WuTepHet. KnneHTt-cepBepHbIe
texHoJsioruu. [IpoBanaeps! yciyr UHTEpHET.

Be0b-cepBepsl. Ciayx0b1 IIS B Windows. OcHoBHble MOHsTHS: BeO-cepBep, BeO-
y3el, BeO-MPUJIOKEHNEe, BUPTYaJbHBIN KaTajgor. MHCTpYMEHTHI ympaBiieHus BeO-
ciyx0amu. [{ucneryep IIS.

Coznanue u ynpabiieHHe BeO-cepBepoM ¢ nomotibio Jucneruepa IIS. Coxpanenue
KOH(UTypaluy U BOCCTaHOBIIEHUE pabOThI BeO-cepBepa.
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19.

20.

21.

CepBuc FTP, ¢ynkumm u nHaznauenue. CoznaHue U KoHpurypupoBanue ftp-
cepBepa. THCTpyMEHTHI yIpaBiieHUsl, pEIIEHHEe OCHOBHBIX aIMUHUCTPATUBHBIX 3a-

auy.

[TouTtoBble ciyx0Obl. Tumnel moutoBbix cepBepoB. Ciayx661 SMTP B Windows. 3a-
Jlayv aIMUHACTPUPOBAHUE IMOYTOBBIX CEPBEPOB.

be3zonacHocth nH(popManmoHHbx cucteM. [lonuTnka nHbopMamoHHo# Oe3omac-
HOCTH. YTIpaBJICHHE JOCTYyNoM K ¢aiinoBeiM pecypcam. [ludpoBanue ¢aitnoBbix
pecypcoB.

be3omacHocts mHpOpManmoHHbIX cepBucoB MuTtepHer. [lludpoanue Nutepuer
kaHaioB. [Ipotokon SSL. [{udpoBbie cepTUhUKATHI.

7. YYEBHO-METOANYECKOE U THOOPMALIMOHHOE OBECIIEYEHHUE

JUCHUIINHBI

Ocnoeénas numepamypa.

1. TenexoMMyHUKallMOHHBIE CUCTEMBI U ceTH: YueOHoe nocodue. B 3 tomax. Towm 2. -

Pamuocssase, paawoBemianue, Ttenesuaenue / Ilom pen. mpodeccopa B.IL
[lyBanoBa. - 3-¢ u3a., crepeorut. - M.: [opsiuas imuaus-Tenekom, 2014. - 672 c.:
ni. - ISBN 978-5-9912-0338-8.
http://www.studentlibrary.ru/book/ISBN9785991203388.html

. QHGKTpOHHOC n3JaHuc Ha OCHOBC!: I/IHTCHHCKTyaHbHBIe HHTCPAKTHUBHBIC CUCTCMbI U

TCXHOJIOTHHU YHpaBJICHUA YAAJICHHBIM JOCTYIIOM (MCTOIH)I U MOJCIIM YIIPABJICHUA
IPOIECCaMHK 3aIUThI U CONIPOBOXKICHUS UHTEIUIEKTYaIbHON COOCTBEHHOCTH B CETH
Internet/Intranet): Yue6Hoe mocobwue. 3-¢ uzn., nom. - M.: COJIOH-ITPECC, 2014. -
340 c. - ISBN 978-5-91359-132-6.
http://www.studentlibrary.ru/book/ISBN9785913591326.html

Windows Server 2012 Hyper-V. Kuura perientoB [DaeKTpoHHBIH pecypc] /
Jleangpo Kapsanwo ; Ilep. ¢ anrn. Crnunkuna A.A. - M. : JIMK Ilpecc, 2013. -
http://www.studentlibrary.ru/book/ISBN9785940749059.html

4. Node.js. Pa3paboTka cepBepHbIX BeO-TIpHiIOx)eHUW B JavaScript [DneKTpOoHHBIHA

pecypc] / Xoppon /. ; Ilep. ¢ anrn. Cnunkuna A.A. - M. : JIMK IIpecc, 2012. -
http://www.studentlibrary.ru/book/ISBN9785940748090.html

0) Hdononnumenvuas tumepamypa

1.

Omudep B. T'., Onucep H. A., Komnsrorepsie cetu. [IpuHIHIbI, TEXHOIOTHH, IIPOTO-
KOJIBI : ydeOHoe nmocobune — 3-e uzn. — Cankr-IlerepOypr : [Tutep, 2008 .— 957 c. :
wi., Tabn. — (YueOHuK st By30B) .— bubnumorp.: c. 919-921 .— And. ykas.: c. 922-
957 .— ISBN 978-5-469-00504-9.

MensHaukoB, B.I1. UapopManmoHHble TEXHOIOTHH : y4eOHUK /ISl BY30B I10 CIICIHATIb-
HOCTSIM ""ABTOMaTH3MPOBAHHBIE CUCTEMbI 00pa0OTKM MH(OPMAIK U yIpaBIeHUs ",
"Nndopmanmonnsie cucteMsl 1 TexHoiorun" / B. I1. MenbHUKOB .— 2-€ u31., cTep.
— Mocksa : Axkagemust, 2009 .— 425 c. : ., Tabn. — (Bricmiee npodeccruoHanbHOe
oOpasoBanue, MudopmaTrka v BeIYUCIUTENbHAS TeXHUKA) .— bubmumorp.: c. 417-419
— ISBN 978-5-7695-6646-2.

Opios, /] 0. Cetn DBM u cpenctBa KoMMyHUKanui : yaeOHoe nocobue : B 2 4. / [1.
1O. Oprnos ; Bnagumupckuii rocynapctBensbiii yausepcureT (Bal'Y) .— Branumup :
Bnagumupckuii rocynapcrBennsiit yausepeuteT (Bal'Y), 2008- .193 c. U3nanue Ha



np. Hocurene: Y. 1 [Dnexrponnsiit pecype] .— b.m., 2008 .— ISBN 978-5-89368-835-
1.

4. Acraxosa U.®. KomnbiotepHsle Hayku. JlepeBbs, onepaliOHHbIE CUCTEMBI, CETH
[OnexTponnsiit pecype] / Acraxoa U.®., Actanun UK., Kpsokko U.b., Kyopskos
E.A. - M. : DUSMATIIUT, 2013. -
http://www.studentlibrary.ru/book/ISBN9785922114493.html

8) nepuoouyecKue u30aAHUsL:
1. BecTHUK KOMIBIOTEPHBIX U HH(pOpMarmoHHbIX Texnosnoruit ISSN 1810-7206.

2) uHmepHem-pecypcol

WWW.edUu.ru — moprai pocCHiCKOro 00pa3oBaHus

www.elbib.ru — moprain poccuiickux JIEKTPOHHBIX OHOINOTEK
www.eLibrary.ru — mayunas snexkTpoHHas OubIHOTEKA

WWW.intuit.ru - uHTepHET yHUBEpCUTETA HHDOPMAIIMOHHBIX TEXHOJIOTHIA
library.vlsu.ru - nayunas 6ubnuoreka Bnl'Y

Www.cs.vIsu.ru:81/ikg — yueOusiii caiit kadenpsr UCITU Bal'y
http://www.studentlibrary.ru/ - DnekrporHas OUOIMOTEKAa TEXHUIECKOTO By3a

NoakowhE

8. MATEPHAJIbHO-TEXHWYECKOE OBECIIEYEHUE
JUCLUIINHbBI

Jlexumu npoBoastcst B ayauropuu kadenpsr UCIIH, o6opynoBaHHOM MyIbTUMEAUHHBIM
MPOEKTOPOM C SKPAaHOM, C HCIOJb30BAaHUEM KOMILIEKTa crnaifoB (ayn. 410-2, 404a-2, 414-2,
314-3).

JlaGoparopHble 3aHATHUS TPOBOAATCS B KoMIbloTepHOM Kiacce kadeapsr UCIINU, Bal'y
CO CICIHMATU3UPOBAHHBIM MPOTPAMMHBIM OOECIICYCHUEM U MYJIbTHMEIUWHBIM TPOSKTOPOM C
skpaHoM (aya. 404a-2, 414-2, 314-3).

DneKTpoHHbIe yueOHbIe MaTepuaibl Ha yueOHoM caiite kadenpst UCITU Bal'y.

Hoctyn B UnTEpHET


http://index.lib.vlsu.ru/cgi-bin/zgate.exe?follow+11488+RU%5CVLSU%5CELEKTR_IZDAN%5C2112%5B1,12%5D+rus
http://www.edu.ru/
http://www.elbib.ru/
http://www.elibrary.ru/

PaGoyas nmporpamMma JIMCHMIUIMHBI COCTaBIeHa B cOOTBeTCTBHU ¢ TpeboBanusmu ®I'OC BO
1o Hanpasiaenuio 1moarotoeku  09.03.02 — MHpopManmoHHbIe CHCTEMBI M T€XHOJIOTHH, TPpoduib

ITOJArOTOBKH ((I/IH(bOpMaI_II/IOHHbIC CUCTEMbI H TEXHOJIOTHH .

Pabouyio nmporpamMmmy cocTaBui K.T.H., jo11. kad. UCITN
Canex X.M.
Penensent (v QZ( K.T.H., reHepaibHblit qupexrop OO0
}/ «Cucremuspnii noaxoa» Illopuxos A.B.

[Tporpamma paccMoTpena u ofo0pena Ha 3aceganuu kadeapsr UCIINA

IIpotroxon Ne #/7 ot _06.€% 75 rona

3apeyronmii kadeapoi /l% W Kuranos U.E.

PaGouyas mporpamMmma paccMOTpeHa M 0700peHa Ha 3acelaHuu y4eOHO-METOMYECKOH KOMUCCHH
HaINpaBlIeHus _ L2F L7 €X - /{Cffﬁ/),;ctdqxauaéze CLLeTecetdt w VANl OLOZLLL
Ipotokon Ne # or_06.0¢. /5 rona

v

;/7(
[Ipencenarens KOMHUCCUH !/'— ) Kuranos U.E.



JIMCT NEPEYTBEPXXKJIEHUSA
PABOYEM INPOI'PAMMBI JTUCHUATIIMHBI

PaGouas nporpamMmma ozo0peHa Ha ,Zé’/é//¥ __ yueGHBIH roj.

ITporokon 3acenanus Kadenpsr No { or_old-04/6 rona.
3aBenyrommii kaheapoii ‘ 9077 zﬂcwf /.8
&

PaGouas nmporpamma ono0peHa Ha L0778 _y4eOHBIii roj.
TTporokon sacenanus kapenpsi Ne 7 ot 7004 /# rona.
3aBenyroumii kadenpoi / : %CJ((’ 2é e(/f’fg & 5.

PaGouas mporpamma oo6peHa Ha SO/ / /7 y4eOHBIH roj.

I[Iporokoun 3acenanns kapeapbr Ne /  or 3004 /8 rona.

3apeyroumii kadenpoit é@ _— Tlyzaecsb £

Pa6ouyas mporpamma oj00peHa Ha yueOHBIN IO/,
I[Iporokoun 3acenanus kapenpbl Ne oT ~_roja.
3aBenyromuii kadenpoi

Pa6oyas mporpaMma oj00peHa Ha y4eOHBIH roj.
ITporoxon 3aceaanust Kadeapsr Ne oT roja.

3aBenyromuii kadenpoi

PaGouas mporpamma oj00peHa Ha y4eOHBIH TOJI.

IIpotokon 3acenanus Kadenpni No oT roja.

3aBeyromuii kapenpoii

PaGouas mporpamma ofo0peHa Ha y4eOHBIH TOI.

IIporokoi 3acenanust Kadenpbl Ne oT roja.

3aBenyromuii kapenpoi




