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1. IEJX OCBOEHU JUCHUITTIMHBI

Lenbio ocBOEHUS TUCHUILIUHBL «AJIMMHUCTPUPOBAHHE U 0€30M1aCHOCTH MPOrPAMMHO-
HHG(pOPMANIMOHHBIX CHCTEM) SBJSICTCS OBJIAJICHUE CTYJECHTAMU TEOPETHUYECKUX U MpPaKTHUYe-
CKHUX OCHOB aJIMUHHCTPUPOBAHUS MHPOPMAIIMOHHBIX CHCTEM; CIIOCOOOB yIpaBieHus nHpopMa-
LIUOHHBIMH CETSAMH, aJIMUHUCTPUPOBAHUS OMIEPALIMOHHBIX CUCTEM, MPUIIOKEHHH, CETEBbIX U MH-
(dbopMaImOHHBIX CEPBUCOB, 06a3 AaHHBIX. Takke popMHpOBaHUE y CTYACHTOB CIICUATbHBIX 3HA-
HUI B 00J1aCTH YIpaBJiIeHHUS COBPEMEHHBIMU CUCTEMaMHU WH(OPMAIIMOHHON 0e30MacHOCTH U 3a-
HIUTH HTHPOPMAIIHIH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII

JucuumiuHa «AJMUHUCTPUPOBAHUE W 0OE30MACHOCTH MPOTrPaMMHO-HH(GOPMAIIMOHHBIX
CHCTEM» OTHOCHUTCS K 0053aTeNIbHON YacTH y4eOHOro IIIaHa.

3. IINTAHUPYEMBIE PE3YJIBTATBI OBYUYEHUS 110 JUCHUITVIMHE

[Tnanupyemble pe3yabTaThl O0yYEHHUS MO AMCLUILIIMHE, COOTHECEHHBIE C IUIAHUPYEMBIMU
pesynpratamu ocBoeHust OITOI1

dopmupyeMbIe
KOMIIETCHIIUU

(xom, comepxanue
KOMITCTCHITHH)

[Tnanupyemsie pe3yabTaThl 00y4YeHHUS 110 TUCLUIUIMHE, B
COOTBETCTBHHM C MHIAWKATOPOM JOCTHUKEHHUS KOMIETSHIIUU

Nuaukatop 10CTHKEHUS KOM-
TETEHIUN
(k00, codepoicanue unouxamopa

Pesynbrarel 00yueHus no
JHCIUIUIAHE

HaumeHnoBaHue o1e-
HOYHOT'O CPE/ICTBA

OIIK-3. CnocobeH
pemats craHJapTHBIC
3a7a4m pogeccro-
HaJIbHOM e TEeIIHHO-
CTH Ha OCHOBE HH-
(hopManmoHHO# 1
oubnmorpaduaeckoit
KyJIbTYpBI C IPUMeE-
HeHueM uHdopmanu-
OHHO-
KOMMYHHUKAIMOHHBIX
TEXHOJIOTUH U C yue-
TOM OCHOBHBIX Tpe-
OoBaHMiT HHPOpMa-
IIMOHHOH 0e301MacHo-
CTH

OIIK-3.1. 3HaTh: IPUHIIHIIGI,
METOJIBI ¥ CPEACTBA PEIICHUS
CTaHAAPTHBIX 33/1a4 podeccH-
OHAJIBHOH JIeSITeIbHOCTH Ha OC-
HOBE WH(POPMAIIMOHHOW U OMO-
JOTpaUuECKOi KyJIBTYPHI C
IIpUMEHeHneM nH(popMannoHHo-
KOMMYHHUKAIIMOHHBIX TEXHOJIO-
I'MH M C yYETOM OCHOBHBIX Tpe-
OoBaHuit nHPOpPMALIMOHHOI
0€30IacHOCTH

OIIK-3.2. YMeTb: pemath CTaH-
JApTHBIE 3a/1a4¥ podeccro-
HaJIbHOM JAeATebHOCTH Ha OC-
HOBE WH(POPMAIIMOHHOW U OMO-
JoTpaUueCcKOi KyJIbTYpHI C
IIpUMEHEeHneM nH(popMannoHHoO-
KOMMYHHUKaIIMOHHBIX TEXHOJIO-
T'Mi ¥ C yYETOM OCHOBHBIX Tpe-
6oBaHM HHPOPMALTMOHHON
0e30macHOCTH

OIIK-3.3. IMeTh HaBBIKH: OATO-
TOBKHM 0030pOB, aHHOTAIHH, CO-
cTaBjeHus pedepaToB, HAYIHBIX
JIOKJIAJIOB, ITyOHKanuii u 6uo-
norpaduu o Hay4Ho-
nccie0BaTeNbCcKol padore ¢
ydeToM TpeOoBaHM HH(pOpMALH-
OHHOH 0€30I1aCHOCTH

3HaeT: IPUHLUIIBL, METObI 1
CPE/ICTBA PEIICHHS CTaHIapT-
HBIX 33/1a4 IpodeccrnoHaIBbHOM
JIeATeIbHOCTH Ha OCHOBE MH-
(hopmanoHHO 1 OUOITHOTpa-
(ruecKoil KyJIbTYpHI C IIpUMe-
HeHHeM nH(popMannoHHO-
KOMMYHHUKaIMOHHBIX TEXHOJIO-
TMH U C YYETOM OCHOBHBIX
TpeboBaHui HHOOPMALIMOHHOM
6e30MacHOCTH

YMeer: peliaTh CTaHJapTHBIE
3aauu mpodeccHoHaIbHON
JIeITeIbHOCTH Ha OCHOBE MH-
(hopmaroHHO 1 OUOITHOTpa-
(ruecKoil KyJIbTYpHI C IIpUMe-
HeHHeM nH(popMannoHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIO-
TMH ¥ C yYETOM OCHOBHBIX
TpeGoBaHUH HHPOPMATMOHHON
6e3omacHOCTH

VmeeT HaBBIKU: OJIOTOBKH
0030pOB, aHHOTAIINM, COCTaB-
neHns peepaToB, HAYIHBIX
JIOKJIAJIOB, ITyONHUKanuii u 6uo-
arorpadyy 10 HayYHO-
HccIeI0BaTeNbCKON padoTe ¢
ydeToM TpeboBaHui HHDOP-
MalMOHHOHN 0€30I1aCHOCTH

TecToBblE BOIPOCHI
[IpakTuko-
OpUEHTHUPOBAHHOE 3a]1a-
HUE

OIIK-5. Crioco6en
HUHCTAIUPOBATh
MPOTPaMMHOE U arl-
mmapaTtHoe obecrede-

OIIK-5.1. 3HaTh: OCHOBBI CH-
CTEMHOT0 aIMUHUCTPUPOBAHUS,
apmuaucTpupoBanus CYB/],
COBPEMEHHBIE CTaHAAPThI MH-

3HaeT: OCHOBBI CHCTEMHOTO
a/IMUHUCTPUPOBAHMUS, aMHU-
nuctpuposanns CYB/I, co-
BpPEMEHHBIE CTAHAPThI HH-

TecToBbI€ BOIIPOCHI
IIpaxTuko-
OpUEHTHPOBAHHOE
HUE

3aaa-




Hue 11t nHdopma-

LMOHHBIX U aBTOMa-

TU3UPOBAHHBIX CH-
cTeM

(hOopMAIIMOHHOTO B3aHMOICH-
CTBHS CUCTEM

OIIK-5.2. YMeTh: BBLITOIHITE
MapaMeTPUICCKYH0 HACTPOUKY
UH(POPMAIMOHHBIX U ABTOMATH-
3HPOBAHHBIX CUCTEM

OIIK-5.3. IMeTh HAaBBIKA: MH-
CTAJUISILIMK IPOTPAMMHOTO U aIl-
mapaTHoro obecriedeHuss HHpop-
MAaIlMOHHBIX ¥ aBTOMATU3UPOBaH-
HBIX CUCTEM

(OpPMaIIOHHOTO B3aUMO/ICH-
CTBHUS CUCTEM

YMeeT: BHITOJIHATH apamMeT-
pHUECKYIO HACTPOIKY HH(POP-
MAaIMOHHBIX ¥ aBTOMAaTU3HPO-
BaHHBIX CUCTEM

VimMeeT HaBBIKH: HHCTAUIALHN
MPOrPaMMHOTO U alIIapaTHOTO
obecriedennst HHPOPMAIOH-
HBIX M aBTOMAaTH3UPOBaHHBIX
CHCTEM

OIIK-7. Cocoben
OCYILIECTBIIATH BEIOOD
wiaTGopM U UHCTPY-

MEHTJIbHBIX MPO-

rpaMMHO- ammapar-

HBIX CPEJICTB IJIs
peanuzaruu HHPOP-
MAaIlMOHHBIX CUCTEM

OIIK-7.1. 3HaTh: OCHOBHEBIC
1aT(hOPMBI, TEXHOJIIOTUH U UH-
CTPYMEHTAIIbHBIC POTPaMMHO-
ammapaTHbIC CPEACTBa IS pea-
JTU3AIMHA UHPOPMAITMOHHBIX
CHCTEM

OIIK-7.2. YMeTh: OCyLIeCTBIAT
BBIOOD TIATGOPM U HHCTPYMECH-
TaJBHBIX IIPOTPaMMHO-
ammapaTHBIX CPEICTB I pea-
TU3a THPOPMAITHOHHBIX
CHCTEM, IPAMEHATH COBPEMEH-
HBIC TEXHOJIOTHH peaIn3aliui
HH(POPMAIMOHHBIX CUCTEM.
OIIK-7.3. IMeTh HaBBIKHU: BIIaJIe-
HUS TEXHOJIOTHUSAMH U HHCTPYMEH-
TaJbHBIMU POTPAMMHO-
amnmapaTHBIMU CPEICTBAMH IS
peanuzanuy HHGOPMAITHOHHBIX
CHCTEM

3HaeT: OCHOBHBIE IIAT()OPMEL,
TEXHOJIOTUH ¥ MHCTPYMEH-
TaJbHbIE IPOrPaMMHO-
anmnapaTHbIE CPEJICTBA JUIs
peanuzanuy HHGOPMALMOH-
HBIX CHCTEM

YMeeT: ocylecTBISATh BEIOOD
wiaTopM U HHCTPYMEHTAJIb-
HBIX IPOrpaMMHO-AIIapaTHBIX
CPEICTB JUIS pealIU3alliii HH-
(OpMaMOHHBIX CUCTEM, TIPHU-
MEHSATH COBPEMECHHBIEC TEXHO-
JIOTHH peanu3anuy HHpopma-
IMMOHHBIX CUCTCM.

MeeT HaBBIKH: BJIaACHU
TCXHOJIOTUAMU U UHCTPYMCH-
TaJIbHBIMU IIPOrPAMMHO-
armnapaTHbIMU CPEACTBAMU IJId
peanuzanu HHGOPMAaLMOH-
HBIX CHCTEM

TecToBbIE BOIPOCHI
[IpakTuko-
OpPUEHTHPOBAaHHOE
HUE

3ajaa-

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHBI

OO11as TpyI0EMKOCTh JUCITUTLTHHBI COCTAaBISET 4 3aUeTHBIX eqUHUIB], 144 yaca.

TemaTnyeckuii njian
(popma oOyueHnus: — ounas

KonrakrHas pabora 00y-
YaOIIUXCS
C Ie/IarOrMYECKUM paboT- |
HUKOM 2
é 2 ®DopmBI TEKY-
e
S . . = z | LICro KoHTpons
= - = g 2 2 YCIIEBAEMOCTH,
Ne | HammeHOBaHME TeM W/WIIH pa3/ieNioB/TEM IHC- | 3 D &= 8 3 4
g o = 3 o <l 5 ¢dopma pome-
i LUTLTAHBL 5 = 3 2 £ 2|8 i
= ® | KyTO4HOIi arTe-
©l ¢ 2 3 £ 3|3
o % = S £l 5 CTaluu (1o ce-
e 2 ) = mecmpam)
= >l o (=
: g |8 |&
[3) o < =
= = = @
1 | OcHOBHBIE MOHATHS AIMUHUCTPUPOBAHHE K 6 | 12 4 3
6e301acHOCTh HH(POPMAIIMOHHBIX CHCTEM. '
2 OnepanoHHbIE CUCTEMBI 6 3,4 4 4 5
3 |Ba3oBsle cpencTBa Peiitunr-
anmuauctpuposanus Windows 2012 Server. 6 | 56 4 8 3 KOHTpoJIb Nel
Vnpasnenne nomeHoM. Active Directory




KonrakrHas pabora 00y-

YaOMINXCsl
C [IelarOrH4ecKuM pador- | =
HUKOM 8
g 9 DOpMBI TEKY-
a,
=
ol 8 = . = = IIEro KOHTPOJIst
= = = g ] = yCIIEBAEMOCTH,
Ne | HaumeHOBaHUE TeM W/UIIM pa3fesioB/TeM JUC- | 3 o) = S 3} 4
o = s ] = ¢dopma pome-
/o LUTUTAHBI z w < o, g5 8 N
O 5 o o E 2| g | KyTouHOH aTTe-
3 % = S 2|5 CTaluu (no ce-
T 3 53 EElS Mmecmpam)
5 = o &l 3
= |E |2 |2E|S
= E o 2, Q
2 |3 |8 |8
(5] o < k=
= = = m
4 | MexaHH3M TpYNIIOBOH 7,8
. . 6 4 8 5
[MonuTukw, daitnoelii cepsep, ciyxbda DFS
5 |Metoapl 1 TEXHOJIOTHH 3aIUTHI HHYOPMALIH- 9
OHHBIX cHCTeM. MOIenb IMOCTPOSHUS KOPIIO- 6 16 4 4 3
PaTUBHOM CHCTEMBbI 3aIIUTHl HHPOPMAIHU
6 |OcHoBHbIe BUIBI yTpo3 O6e3onacHocTH VIC 1 Peiitunr-
nHpopmanuu. Kpunrorpadus, xnaccuduka- 6 l1112] 4 4 4 KOHTpOJH Ne2
LUK KPUNTO anropuTMoB. OCHOBBI KPHUIITO- ’
rpadun
7 | CucteMsl pe3epBHOIO KOIMUPOBAHUS U BOC-
CTaHOBJICHUs AaHHBIX. D) HEeKTHBHOCTH NH- 6 (13,14 4 4 5
(OpPMaIOHHBIX CHCTEM
8 | BpemoHOCHBIE IPOTPaMMEI U UX Kinaccuduka- | 6 |15,16
. AHTHBHPYCHL. [IpuHIHT paboTH. ANro- 4 3
pHUTMBI 00HapyXeHus BpenoHocHbIX [10.
9 |MexcereBoii skpan. CricTeMa 0OHAPYKECHUS 6 17,18 4 4 5 Peiitunr-
BTOpKeHuil. Mexanu3m padboTsl (aiiepsosnia KOHTpOJb Ne3
Hamnune B qucnumumue KIT/KP
Hroro nmo pucuuminue 36 36 36 |Dk3amen, 36u.




TemaTnyeckui miaan

¢hopma o0yueHusi — 3a04Hast

KonrakrtHas pabora 00y-

YaFOILUXCA
C MEIarOrHYecKuM pador- | s
HUKOM 2
s 9 DopMEI TEKY-
S — & | mero KOHTPOJISI
a| 38 = o) 5 8
= S = g 2 = YCIIEeBAEMOCTH,
Ne | HanmeHOBaHME TEM W/WIIN Pa3fENoB/TeM Juc- | & o w S o A
= © = 8 ® <| 5 dopma mpome-
n/n LUILIUHBI 5 & s a £ 5| & .
o 5 o o £ &| 5 |XyrouHoH arte-
3 E i g £ 5 CTaluH (no ce-
T g & =gl Mmecmpam)
= |£ |§ |28|d
= = o o,
: |2 |8 |5
) o < =
= = = m
1 | OcHOBHBIC TOHATHS AAMUHUCTPHUPOBAHHE U 7 1 10
6e301acHOCTh HH(POPMAIIMOHHBIX CHCTEM.
2 OnepauHOHHHe CHUCTEMBI 7 1 13
3 | BbazoBsle cpeacTBa
anmunauctpupoBanus Windows 2012 Server. 7 1 2 10
VYnpasnernue nomeHoM. Active Directory
4 | MexaHHU3M IpynnoBoi
y . 7 1 1 13
[Monmutukw, daitnoBerii cepsep, cnyxba DFS
5 |Meroapl 1 TEXHOJIOTHH 3aIUTHI HHYOPMALIH-
OHHBIX CHCTEM. Moielb IOCTPOCHUS KOPIIO- 7 1 1 10
PaTHUBHO CHCTEMBbI 3aIIUTHl HHPOPMAIHU
6 |OcHoBHbIe BUIBI yTpo3 O6e3onacHocTH VIC 1
nHpopmanuu. Kpunrorpadus, knaccuduka- 7 1 1 11
LIUH KPUNTO anropuTMOoB. OCHOBBI KPHUIITO-
rpapun
7 | CucteMsl pe3epBHOIO KOIMUPOBAHUS U BOC-
CTaHOBJICHUs JaHHBIX. D HEeKTHBHOCTH NH- 7 1 1 13
(OpPMaIOHHBIX CHCTEM
8 | BpemoHOCHBIE IPOTpaMMBI U UX Kiaccuduka- | 7
uusi. AHTHBHPYCHL. [IpuHIHTT paboThl. AJNro- 1 10
pHUTMBI 00Hapy)eHus BpegoHocHBIX [10.
9 | MexcereBoii skpaH. Cucrema oOHapYKEHHs 7 13
BTOpKEHUI. MexaHu3m padoThl (paliepBosiia
Hamnune B qucnumumue KIT/KP
Hroro nmo pucuuminHe 8 6 103 | Dk3ameH, 274.




TemaTnuyeckuii niian
(¢opma o0yueHus: — 3a04Hasi yCKOpeHHAast

KonrakrtHas pabora 00y-
YaFOILUXCA
C MEIarOrHYecKuM pador- |
HUKOM 2
s 9 DopMEI TEKY-
S — & | mero KOHTPOJISI
a| 38 = o) 5 8
5| = = g g £ | ycnesaemocTH,
Ne | HanmeHOBaHME TEM W/WIN Pa3AeioB/TeM IHc- | & o w S o A
= © = 8 ® <| 5 dopma mpome-
n/n LUILIUHBI 5 & s a, £ 5| & .
o 5 o © E 2| g |XyrouHoi arre-
= 2 o
3 E i g £ 5 CTaluH (no ce-
T g & =gl Mmecmpam)
= |£ |§ |28|d
= = o o,
: |2 |8 |5
) o < =
= = = m
1 | OcHOBHBIC TOHATHS AAMUHUCTPHUPOBAHHE U 4 1 10
6e301acHOCTh HH(POPMAIIMOHHBIX CHCTEM.
2 OHepaLIPIOHHBIe CHUCTEMBI 4 13
3 | BbazoBsle cpeacTBa
anmunauctpupoBanus Windows 2012 Server. 4 1 2 10
VYnpasnenue nomenom. Active Directory
4 | MexaHHU3M IpynnoBoi
y . 4 1 1 14
[Monmutukw, daitnoBerii cepsep, cnyxba DFS
5 |Meroapl 1 TEXHOJIOTHH 3aIUTHI HHYOPMALIH-
OHHBIX CHCTEM. Moielb IOCTPOCHUS KOPIIO- 4 1 1 10
PaTHUBHO CHCTEMBbI 3aIIUTHl HHPOPMAIHU
6 |OcHoBHbIe BUIBI yTpo3 O6e3onacHocTr VIC 1
nHpopmanuu. Kpunrorpadus, knaccuduka- 4 1 1 11
LIUH KPUNTO anropuTMOoB. OCHOBBI KPHUIITO-
rpapun
7 | CucteMsl pe3epBHOIO KOIMUPOBAHUS U BOC-
CTaHOBJICHUs JaHHBIX. D HEeKTHBHOCTH NH- 4 1 14
(OpPMaIOHHBIX CHCTEM
8 | BpemoHOCHBIC IPOTpaMMBI U UX Kiaccuduka- | 4
uusi. AHTHBHPYCHL. [IpuHIHT paboThL. AJro- 1 10
pHUTMBI 00Hapy)eHus BpegoHocHBIX [10.
9 | MexcereBoii skpaH. Cucrema oOHaApYKEHHs 4 13
BTOpKEHUI. MexaHu3m padoThl (paliepBosiia
Hamnune B qucnumumue KIT/KP
Hroro nmo pucuuminHe 6 6 105 | Dk3ameH, 274.

Coz[ep)lcalme JeKIMOHHBIX 3aAHATHI 10 U CIMILJIHHE

1. OcHoBHBIE NOHATHS aMUHUCTPUPOBAHHE U 0€30MaCHOCTh HHPOPMALIMOHHBIX CHCTEM.

OnepalmoHHbIE CUCTEMBI

3. bazoseie cpencra agmunuctpupoBanus Windows 2012 Server. YnpaBieHne J0MEHOM.

Active Directory

Mexanusm rpynnoBoii [Tonutuku, daitnossiii cepsep, ciyx6a DFS

5. Meronbl ¥ TEXHOJOTUH 3aIIUTHI HHPOPMAIIMOHHBIX cUcTeM. MoJieb MOCTpOeHHs KOp-
MOPATUBHOM CUCTEMBI 3aLUTHI HH(OPMAIH

6. OcHoBHBIC BUBI yrpo3 0e3omacHocty MIC u mHpopmanuu. Kpunrorpadus, knaccupu-
Kalluy KpUNTO anroputMoB. OCHOBBI KpUNTOrpadguu

N
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7. Cuctembl pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBJIEHUS JaHHBIX. D(PPEKTUBHOCTH UH-
(bOpMaITMOHHBIX CUCTEM

8. BpemonocHsle mporpaMMsbl U UxX kiaccudukanys. AHTUBUpYChL. [IpunHiun paboTsl. Al-
rOpUTMBbI OOHapYX)eHUs Bpea1oHOCHBIX 110.

9. MexcereBoii 3kpa. Cuctema oOHapyKEHHS BTOp>)KeHH. MexaHu3M paboThl (aiiep-
BOJUIA

Coz[epmanne .J'Iaﬁ()paTOPHLIX 3aHATHH 110 AU CIMILINHE

JlaboparopHast pabota Nel. OnepaiinoHHBIE CHCTEMBI

JlaGopaTtopHnas padota Ne2. ba3zoBrie cpencrBa anmuarcTpupoBanus Windows 2012 Server.
VYnpasnenue gfomeHom. Active Directory

JlabopaTtopHas padota Ne3. Mexanusm rpynmnoBoi [lomutuku, $haitoBelil cepBep, ciyxoa
DFS

JlaboparopHas pabota Ned. MeTo bl M TEXHOJIOTUH 3aIIUTHI HH()OPMALIMOHHBIX CUCTEM.
Monenbs nocTpoeHus: KOPIOPaTUBHOM CHCTEMBI 3alllUThl HH(OpMaLUn

JlaboparopHas pabota Ne5. OcHoBHBIE BuABI yrpo3 OezonacHoctu MC u undopmarmu.
Kpunrorpadus, knaccupukanuu Kpunto anroputMoB. OCHOBBI Kpunrorpadun

JlaboparopHas pabota Ne6. CructeMbl pe3epBHOTO KOIMMUPOBAHUS U BOCCTAHOBJICHHUS JIaH-
HBIX. D((HEKTUBHOCTH UHPOPMALTUOHHBIX CUCTEM

JlaboparopHas padota Ne7. MexcereBoii akpan. Crucrema oOHapyKeHUs BTOp>KeHU. Me-
XaHW3M paboTHI (aiiepBouia

5. OHEHOYHBIE CPEJICTBA JUIAA TEKYIIEI'O KOHTPOJIA YCIIEBAEMOCTHU,
MMPOMEXYTOYHOM ATTECTAIIMHA IO U'TOT'AM OCBOEHUS TV CIIU-
IVIMHBI 1 YYEBHO-METOANYECKOE OBECIIEYEHUE CAMOCTOSATEJIb-
HOW PABOTHI CTYJIEHTOB

5.1. Tekymuii KOHTPOJIb yCIIeBAEMOCTH

HepequL KOHTPOJIBHBIX BOIIPOCOB U 3aJaHUH JJIs IMMPOBEACHU TCKYLICT'O KOHTPOJIA:

PeiituHr-konTposans Ne 1
OcHoBHbIE QYHKIIUU aIMUHUCTPATOPA

«30J10TBIe)» TTPaBHUIIA AIMHUHHUCTPATOPA

CTpyKTypa BBIYHCIUTEIHHON CUCTEMBI

[TporpamMHoe oOecrnieueHue AeeHne N0 (HyHKIMOHAIBHBIM BO3MOKHOCTSAM
OcHoBHbIe YpoBHH (c110u) coBpemeHHoro [10

OmnepalnoHHbIE CUCTEMBI (OTIpeieIeHNe, KIIacCu(pUKaIINA)

OcHoBHble QpyHKIIMOHATBHBIE 3agaun OC

TpeboBanus k cepBeproit OC

©oOoNOORrwDdDE

OcHoBHBIE TPeOOBaHUS K COBPEMEHHOMY CEPBEPY

[EN
o

. KonTposep nomena

-
-

. Ocnactka "Llentp agmuaucTpupoBanus Active Directory"

. IIpaBa nocryna B NTFS

. Distributed File System (DFS)

. GPO (Group Policy Object)

15. Xapakrepuctuku ciyx06 Active Directory, OowexTsl Active Directory
16. JlomeHHas MOJIEeTTh

e
A W DN



17. Yetsipe 6a30BbIC MOJICTTH OpTraHU3AIMH JIOMEHOB

18. Kakue ycnoBus qoikHa 00ecredynBaTh HHPOPMAIIMOHHAS CUCTEMA [Tl YCIISIITHOTO
(YHKIMOHUPOBAHUS

19. Undopmanmonnas 6e3onacHocts MC

PeiiTuHr-KOHTpPOIBL Ne 2
3anpocsl npouecca-kiauenta moayiao TCP
KonduneHnmaapHOCTb, IETOCTHOCTD, TIOCTYITHOCTh, AyTeHTUYHOCTD, alleJUInPyeMOCTh

Hanexunocts, @yHKIMOHATBHOCTD, D hekTuBHOCTS, [IponzBoaurensuocts UC
Hanpasnenus 3ammrtel napopmanuu B UC

Mertoap! 1 TeXHOIOTHH 3auThl nHGopMarwu B UC

MeTonbl ¥ TEXHOJIOTMH 3allMThl KOH(GHUAESHIHATBHOCTH HH(OpMaLUU

MeTonbl ¥ TEXHOJIOTMH 3alMThI LIEIOCTHOCTH HHPOPMALIUU

MeTobl ¥ TEXHOJIOTHH 3alMThI JOCTYITHOCTH UH(OpMaIK
OpraHu3anroHHbIE METObI 3aIIUThl KOHPHIEHIIMATbHOCTH HH(OpMAIUU

©CoOoN bk wNME

[EEN
o

. UHKeHEepHO-TEXHHYECKUE METOBI 3alIUThl KOH(DHICHIIMATHPHOCTH HH()OpMAIIUN

[EEY
[EEY

. Bo3MoxHbIe IMPUYIUHBI IOTCPU JaHHBIX

[EEN
N

. IIpouecc nuaHupoBaHusl CUCTEMBI PE3EPBUPOBAHNS U BOCCTAHOBIICHHUSI IaHHBIX :

[EEN
w

. [limanupoBaHue pe3epBUPOBAHUS U BOCCTAHOBJICHUS TAHHBIX

[EEN
IS

. BapuaHTBI pe3epBHOr0 KOMUPOBaHUS
. RAID maccus 1,5,10,50
. Moienb mocTpoeHUsI KOPITOPATUBHOM CHCTEMBI 3aIlIUTH HHGOPMAIIH

N e
~N O O1

. OcHoBHbIe BUIBI yrpo3a 6e3onacHocta C u uapopMamm

PeiiTMHr-KOHTPOJIBL Ne 3
Kpunrorpadus, kiaccupukanuy KpunToaIropuTMoB

BpenonocHsie mporpaMMBbl M UX KJIaCCU(PUKALIHS

[IporpamMmHBbIE 3aKTaaK1

TPOSIHCKUW KOHb, OCHOBHBIE BUJIbI TPOSIHCKUX ITPOTPAMM U UX BO3MOKHOCTHU
KoMmmbloTepHbIN Bupyc Knaccudukaius nporpaMMHBIX BUPYCOB

UYepBb — BpEAOHOCHAS ITpOrpaMma

AHTUBHPYCHI, METOJIbI OOHAPYKEHUS BUPYCOB

HBPUCTUYECKHE METO/Ibl 0OHAPYKEHHS BUPYCOB

© oo Nk owdE

MOJYJIM aHTUBHpPYCA

[EEN
o

. MexceTreBoM 3KpaH

[EEY
[EEY

. Cucrema o6Hapy-xeHus Bropxkenuit IDC
. Cxema pabotsl IDS

[N
w N

. MexceTeBol 3KpaH, MPUHIIUIIBI BUJIBI

. OCHOBHBIE BUJIbI TPOSTHCKHUX MTPOTPaMM U UX BO3MOKHOCTHU
. DTamnsl IPOEKTUPOBaHKE CTPYKTYphI Active Directory

. bazoBbie MO OpraHu3alnuu JOMEHOB

. Meronmonornu orneaku UT

e e Y
0 ~NOo U

. Merononornn oneaku UT, TCO IlomHAas cToMMOCTh BIaIeHUS

[EN
[(e]

. Metononoruu ornenku UT, Cuctema cOanancupoBaHHBIX MTokazaTeneit (Balanced
Scorecard)

20. tumsl IDS - y3nossie (HIDS) u cetessie (NIDS).

21. IIpasa nocryna Windows (NTFS)

22. Ilpasa noctyna UNIX



23.
24.
25.
26.
27.
28.
29.
30.
31.

32.

NT-cepBuc xapaktepusyercs psIoM MapaMmeTpoB, Kakue?

[TnanupoBaHue CTPYKTYPHl OPTaHU3AMMOHHBIX TOAPa3ICICHHIA

Mexanu3m paboTsl (aiiepBoiiia

3armyck nmporpaMmel B "mecounurie” (Sandbox).

Knaccugukarus merooB odecnieueHust HHGOpMAIIMOHHON 0€30I1acHOCTH

CTpyKTypa CUCTEMBI 3aIIUTHI OT YIPO3 HAPYIICHUS! KOHPHICHIIMATbHOCTH HHPOPMALIUU
OCHOBHBIE TIPEUMYIIIECTBA, IPEIOCTaBIsIEMbIe CiTyk00ii karanora Active Directory:
Crpykrypa katanora Active Directory(duzndeckas u Jorudeckas)

B (aitne karanora Active Directory comepkutcst nHGoOpMaIus Kak o JOTHYECKOH, TaK U
0 (hM3UYECKON CTPYKTYpax.

Tunel yaeTHbIX 3anmceit Active Directory

5.2. IIpoMe:KyTOYHAS ATTECTAIMS [10 HTOraM OCBOCHUS TUCIUTUINHBI (IK3AMEH)

IlepeyeHb BONPOCOB K IK3aMEHY:

©ooNoakrwd

N
= O

12.
13.
14.
15.
16.
17.
18.

Xapaxtepuctuku ciayx0 Active Directory, Oobsextsl Active Directory
OcHosHble Bubl yrpo3 6ezonacHoctu UC u nundopmarmn

Monynu anTuBUpyca

OcHoBHbIE HYHKITUU aIMUHUCTPATOPA

Distributed File System (DFS)

AHTI/IBI/IpbeI, METOAbI O6H&pY)K€HI/I}I BHUPYCOB

HpOFpaMMHOG o0ecrieyeHune ACJIICHUC 110 (bYHKI_II/IOHaJ'IbHBIM BO3MOXHOCTAM
XapaxTepuctuku ciayx0 Active Directory, Oonextsr Active Directory
BpenonocHble iporpaMMel U UX Ki1accu(UKaLus

. Konrpomnnep nomena u cimyx06s1 Active Directory
. KOH(l)I/IIIGHHI/IaJ'II)HOCTI) " OCJIOCTHOCTDH I/IC, METOABI U TECXHOJOTHHU 3alllUThI KOH(i)I/II[eH-

UATBHOCTH UH(OpMAIHH

Mogenb MOCTpOeHUST KOPIOPATUBHOM CUCTEMBI 3alIUThI HH(OpMAaIIUN

GPO (Group Policy Object)

[TnanupoBaHue pe3epBUPOBAHUS U BOCCTAHOBICHUS NaHHBIX, RAID maccus 10
Cucrema oOHapyxenus BTopskenuit IDC

JomenHast Mojielb, CTPYKTYypa Karanora Active Directory

Merononoruu onenku UT, TCO IlonHass cCTOUMOCTE BJaIeHHS

TposHCKHI KOHB, OCHOBHBIE BUJIBI TPOSHCKUX IMPOTPAMM U UX BO3MOXKHOCTH

5.3. CamocTosiTe/IbHAsA padoTa 00y4arouerocs

CaMocTosTenpHas paGOTa 06yanOH_II/IXC}I 3aKJIII0YacTCA B CAMOCTOATCIIbHOM U3YUYCHHUU OT-
JCIBHBIX TEM, HpaKTH‘IeCKOﬁ peannsanun TUIMOBBIX 33}13HI/II71 10 3THUM TE€MaM. KOHTpOJ’IB BBITIOJI-

HCHHUA

CaMOCTOSTEIbHOM pa6OTLI MMPOBOAUTCA IIPHU TCKYHIUX KOHTPOJIBHBIX MCPOIIPUATHUAX.

VY4eOHO-MeToIuUecKoe 00eCIIeUYeHNEe CaMOCTOsTEIbHOM PaboThl — OCHOBHAs JiuTeparypa [1-4],
JIONIOJTHUTENbHAs TuTeparypa [1-3].

ITepeyennb 3axaHnii 17151 CAMOCTOSITEILHON PaG0OTHI CTYICHTOB

Cepgepsl B/I. Cucremsbl ynpasienus 0a3aMu JaHHBIX. AJIMUHUCTPATHBHbBIE 3ajauyl yIpaBiie-
Hus cepBepoM b/I.

O6mas xapakrepuctuka CYBJ[ MS SQL Server 2008. ApxurekTypa BBIYUCIUTEIBHON Cpe-
ne1. Kommonentst MS SQL Server 2008, ycTaHOBKa M HACTpOWKa KOMIIOHEHTOB.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

OcCHOBHBIE 33/1a4l AIMUHUCTPUPOBaHUs 0a3 maHHbIX. CTpykTypa pemsiiuonHoi bl duznue-
cKkas 1 jJoruueckas crpykrypa bJl. O0BbeKTsl aIMUHUCTPHUPOBAHHUS.

Crpykrypa 6a3sl qanabix B MS SQL Server 2008. CuctemHbIe U TIOJIB30BAaTEIbCKUE TaOIH-
1pl. Ha3HaueHne cCuCTeMHBIX TaOIUI, XPaHUMBIX IPOLETYD.

Apxutektypa uH(popmaImoHHoi Oe3omacHocTu cepepa bJl. Pexxumbl ayreHTudukanuu B
MS SQL Server: nposepka noanuaHocti Windows, posepka cpeacrsamu MS SQL Server,
udpoBbie cepTUPHUKATHI.

3amura nannubix cpencresamu CYBJI. Mcnons3oBanue posieBoit Mmoaenu. Ponu nonb3oBaTeneit
Ha ypoBHe cepBepa bJl. UHcTpyMeHTBI yrpaBiaeHUs POJISIMH MOJIb30BaTENICH.

Cy0nexTsl 6e3omacHoctu b/I. Ponu monk3oBateneit Ha ypoBHe 0a3bl JaHHBIX. THCTpYMEHTHI
yIpaBJICHHs POJIIMU TOJib30BaTesneil Ha ypoBHe B/I.

YcraHoBka u HavanbHas kKoHpurypanus cepsepa bJI MS SQL Server 2008. dakTopsl, Bius-
IOILIME HA TPOU3BOAUTEIIBHOCTD CUCTEMBI. []lapamMeTpbl yCTaHOBKYM M UX Ha3HAYEHUE.
CpenctBa MmoHuTOpUHTa U aHanmm3a pabotel MS SQL Server. Mcnons3oBanue cpecTB MOHU-
TOPHHTA JUIsl HOBBILIEHUS IPOU3BOAUTENBHOCTH cepBepa b/l

OcuoBubie cinyx061 MS SQL Server 2008, ux ¢yHKumM u Ha3HadeHUs. VHCTpyMEHTHI
yIpaBiIeHUs cly:k0aMu. YUeTHbIE 3allMCH JJI1 aBTOMAaTUYECKOTO 3amyCcKa CIyk0.

@aiinel 6a3p1 naHHBIX. JKypHanbl TpaH3aKIUil, WX Ha3HaueHWe. VIHCTpYMEHTHI CO37aHus,
ynaneHus u ynpasnenus daitnamu b/, sxypraanamu tpanzakuuii. Oneparopsl Transact-SQL.
Pe3epBHOE KOMMpOBaHME U BOCCTAHOBJIEHHE JAaHHBIX. MOJEIN BOCCTAHOBJICHUS JaHHBIX, UX
ocobeHHocTH. CTpaTeruu pe3epBHOTO KOMUPOBAHUS U MX CBSI3b C MOJEISIMH BOCCTaHOBIIE-
HUSL.

Co3pnanne u ynpaieHue nosib3zoBaTenbckumu BJI. Tlpucoenunenue u orcoenunenus BJI.
PesepBHoe xonupoBanue b/I.

Pasrpannuenue goctyna k bJl. Pa3pemenus na ypoHe bJI, Talnwui, npeacraBieHHi, oT-
JIeJIbHBIX MoJiel. IHCTpyMEHThI pa3rpaHuyeHus 10CTya K JAaHHbBIM.

Be6-cny:xk0b1 1 BeO-cepBuchl B MHTepHeT. OCHOBHBIE MPOTOKOJBI MPUKIAJAHOTO YPOBHS,
UCIIONIb3YEMbIE JIsl mepefaun naHHbIX B MHTepHer. Kimenrt-cepBepHble TexHoioruu. IIpo-
Baiiiepsl yeuyr MuarepHer.

Beb-cepeeprl. Ciyx0b1 IIS B Windows. OcHOBHBIE MOHATHUS: BeO-cepBep, BeO-y3en, BeO-
MPUIIOKEHUE, BUPTYAIbHBIN KaTtanor. MTHCTpyMeHTHI ynipaBieHus BeO-cinyx0amu. Jucnerdep
1S.

Co3nanue u ynpasneHue Be6-cepBepoM ¢ nomouisto Jucneruepa IIS. Coxpanenue KoHPUTY-
paluu ¥ BOCCTaHOBJIEHUE pabOThI BeO-cepBepa.

Cepsuc FTP, ¢ynkuuu n Haznauenue. Co3nanue M koH¢purypupoBanue ftp-cepsepa. Nn-
CTPYMEHTBI YIIPaBJICHHUS], PEILIEHUE OCHOBHBIX a/IMUHUCTPATUBHBIX 3a]1a4.

[ToutoBeie ciyx0bl. Tunsl moutoBeIX cepBepoB. CiayxOb1 SMTP B Windows. 3agaun agmu-
HUCTPHUPOBAHUE MTOUYTOBBIX CEPBEPOB.

besonacHocTs mHPOpMaMOHHBIX cucTeM. [lomuThka WHOOPMAMOHHONW O€30MacHOCTH.
VYnpasnenue qoctynom K (aitnioBeim pecypcam. [lludpoBanue daitnoBeIx pecypcos.
bezonacnocts mHpopMannoHHbIx cepBucoB Murepuer. lludpoBanne MHTEepHET KaHANOB.
[Tporokon SSL. [{udpossie ceprudukatsr.

®DoH/T OIEHOYHBIX CPEJACTB ISl MPOBEICHUS aTTECTAIlMd YPOBHS CGHOPMHPOBAHHOCTH

KOMIIETECHITUI 06yqa1011114xc;[ IO JUCIHHUIIIIMHE O(I)OpMJ'ISICTCSI OTACIIbHBIM JOKYMCHTOM.



6. YYEBHO-METOJUYECKOE U UHO®OPMAIIMOHHOE OBECHEYEHUE
JUCHUIINHBI

6.1. Kuuroo0ecnmeuyeHHOCThH

HanmeHnoBaHue quTepaTypsl: aBTOp, Ha3BaHHUE, BH]
U3JIaHUs, U31aTEIbCTBO

Ton
HW30aHUS

KHHUT'OOBECITEHEHHOCTD

Hanuuue B anexTpoHHoM Kartanore 9bC

OcHOBHasl JIUTEpaTypa

TenexoMMyHHKAalMOHHBIE CHCTEMBI M CETU: Y 4eOHOE I0-
cobue. B 3 romax. Tom 2. - PagnocBsi3b, paJnoBelianue,
tenesunenue / [ox pen. npodeccopa B.I1. lllyBarnosa. - 3-¢
u3 M., crepeotil. - M.: T'opsias nmunus-Tenexom, 2014. -
672 c.: wi. - ISBN 978-5-9912-0338-8.

2014

http://www.studentlibrary.ru/book/ISBN978599
1203388.html

DNeKTPOHHOE W3/1aHUE Ha OCHOBE: MHTEIIeKTyallbHbIe
MHTEPAKTUBHBIC CUCTEMBI U TEXHOJIOTHH YIIPABJICHUS y/ia-
JEHHBIM 10cTynoM (MeTobl M MOJIEIIH YIIPaBICHHUS IIPO-
[[eCCaMH 3all[UThI U COMPOBOKICHHS HHTEIUICKTYaIbHOM
cobcTBeHHOCTH B ceTH Internet/Intranet): Y4e6Hoe moco-
6ue. 3-e usx., non. - M.: COJIOH-ITPECC, 2014. - 340 c. -
ISBN 978-5-91359-132-6.

2014

http://www.studentlibrary.ru/book/ISBN978591
3591326.html

Windows Server 2012 Hyper-V. Kuura penenTos [iek-
TpoHHEIA pecypce] / Jleanapo Kapsamnso ; [lep. ¢ anr.
CnuakuHa A.A. - M. : JIMK IIpecc, 2013

2013

http://www.studentlibrary.ru/book/ISBN978594
0749059.html

Node.js. PazpaboTka cepBepHBIX BEO-TIPUIIOKEHUN B
JavaScript [DnexTponnsiii pecype] / Xappon /1. ; Ilep. ¢
anr1. CiuakuHa ALA. - M. : JIMK Ilpecc, 2012.

2012

http://www.studentlibrary.ru/book/ISBN978594
0748090.html

JlonoHUTEIbHAS JTUTEpPATYypa

Menbnukos, B.I1. MadopmanmoHHbIe TEXHOIOTHH : y4eo-
HHK IS By30B IO CHIENATIBHOCTSM "ABTOMAaTH3HPOBAH-
HBIe CHCTEeMBI 00paboTKH NH()OPMAIUH U yIIpaBiIeHus",
"NupopmanroHHble cucteMsl ¥ TexHonoruu" / B. I1.
MensHHUKOB .— 2-¢ u31., cTep. — MockBa : Akanemus,
2009 .— 425 c. : ui., Tabn. — (Breicmee mpodeccrnoHab-
HOe oOpa3oBaHue, MHpOpMAaTHKa U BEIYUCITUTENbHAS TeX-
HUKa) .— bubmwmorp.: c. 417-419 .— ISBN 978-5-7695-
6646-2.

2009

Opuios, /1 FO. Ceru 3BM wu cpencrtBa KOMMYHHUKAIHH :
yue6Hoe nocodue : B 2 4. / [. FO. Opinos ; Bragumupckuii
rocynapcTBeHHbIH yHuBepcuteT (Bnl'Y) .— Bmaaumup :
Bramumupckuii rocynapctBeHHbIN yHEBEpeuTeT (Bal'Y),
2008- .193 c. Uznanue Ha np. Hocurene: Y. 1 [DmekTpoH-
Hbli pecypc] .— B.m., 2008 .— ISBN 978-5-89368-835-1.

2008

http://e.lib.vlsu.ru/bitstream/123456789/1349/3/
00962.pdf

AcraxoBa 1.®. KommnblorepHsie Hayku. [lepeBbs, onepa-
IIUOHHBIC CHCTEMBI, CETH [ DIEKTPOHHBIH pecypc] / AcTtaxo-
Ba U.®., Acranun UK., Kpspkko U.B., Kyopsikos E.A. -
M. : DUSMATIINT, 2013

2013

http://www.studentlibrary.ru/book/ISBN978592
2114493.html

6.2. [lepuoanyeckue N3IaHUA

1. BecTHHMK KOMIBIOTEPHBIX U MHPOpPMaIMOHHBIX TexHonoruit ISSN 1810-7206.
2. Cospemennble HaykoeMkne TexHoiorun ISSN 1812-7320

6.3. UuTepHeT-pecypchl

el o

CrynenTta»
6. http://e.lanbook.com/ - snekTpoHHO-OMOIMOTEUHAS CUCTEMa U3JIATeIbCTBA «JIaHb
7. https://visu.bibliotech.ru - snekrponno-6ubHOTEUHAs cricTema Bial'yY

8. http://elibrary.ru/ — nayunas snekTpoHHasi OUOIHOTEKA

http://www.edu.ru/ — ®enepanpHblit mopran «Poccuiickoe 0Opa3oBaHHe»
http://window.edu.ru/ — Eauroe oKHO AOCTyIa K 00pa30BaTeIbHBIM pecypcam
http://library.visu.ru/ - nayunast Gubnmorexa Bnl'Y
http://ispi.cdo.visu.ru/ — yueOnsrii caiit kadeapsr MCIIU Bal'yY

5. http://www.studentlibrary.ru/ - snexTpoHHO-OMONHOTEYHAsE cUCTEMa

«KoHcynpTaHT



http://www.edu.ru/
http://window.edu.ru/
http://library.vlsu.ru/
http://ispi.cdo.vlsu.ru/
http://www.studentlibrary.ru/
http://e.lanbook.com/
https://vlsu.bibliotech.ru/
http://elibrary.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITIMHBI

Jliia peanuzanuy JaHHON AMCHUIUIMHBI UMEIOTCS CHElHalbHbIE MOMEIICHUS ISl POBe-
JICHUS 3aHATUH JICKIIMOHHOTO THIIA, 3aHITHIA MPAKTUYECKOT0/1ad0paTOPHOrO THUIIA, TPYIIIIOBBIX
U UHIUBUAYAIbHBIX KOHCYJIbTALMM, TEKYIIETrO KOHTPOJSI U MPOMEXYTOUHOM aTTECTalluU, a TaK-
JKe TIOMEIICHHUS JISl CAMOCTOSTEIbHON PaOOTEHI.

Jlexumu mipoBonsATes B ayauropun kadeapsl MCIIM, o6opynoBaHHON MYJIbTUMEIUHHBIM
MIPOEKTOPOM C JKpPaHOM, C MCIOJh30BAaHUEM KOMILIEKTa ciaifoB (aynm. 410-2, 404a-2, 414-2,
314-3). JTabopaTopHble 3aHATHS IPOBOAATCSA B KOMIIbIOTEpHOM Kitacce kadeapsr MCIIN co cre-
UATH3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUEHUEM U MYIbTUMEIUMHBIM MMPOSKTOPOM C DKPAHOM
(ayn. 404a-2, 414-2, 314-3).

[TepeueHsb UCTIOIB3YEMOT0 JTUIICH3UOHHOTO MIPOTPAMMHOT0 00ECIICUCHHS:

- onepanronHas cucrema Microsoft Windows 10;

- oducHslit maket Microsoft Office 2016.
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JIMCT IIEPEYTBEPXJIEHUWSA
PABOYEN ITPOI'PAMMBI JUCIATLIMHBI

Pabouast mporpamMmma ogo0OpeHa Ha y4eOHBIN TOT

[TpoTtokon 3acenanust kKapeapnr Ne OT roaa

3aBenyrommii kKageapoit

Pabouast mporpamMma ogo0OpeHa Ha y4eOHBIN TOT

[Tporokon 3acenanus kadeapsl Ne OT rojaa

3aBenyronuii kKageapoi

Pabouas nporpamma ogoOpeHa Ha y4eOHBIN TOJT

[Iporokon 3acenanus kadeapsl Ne oT roja

3aBenyromnuii kageapoit
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Pabouas nporpamma ojo0peHa Ha y4eOHBIH roj

[Iporokon 3acenanus kadeapst Ne OT roaa

3aBeayromuii kadenpoit

Pabouas nporpamma ojo0peHa Ha y4eOHBIH roj

[TpoTokoun 3acenanus kadenpsr Ne oT roja

3aBenyromuit kadeapoit
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