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1. HEJX OCBOEHUA JUCHUIIVINHBI

Lenbto OCBOGHUS AUCHUILTUHBI «AJAMHHUCTPUPOBaHNeE U 0€30MACHOCTH MPOTrPaMMHO-
UHG(OPMALMOHHBIX CHCTEM» SBIISCTCS OBJIAJICHNE CTYACHTAMU TEOPETUUECKUX U MPAKTHYECKUX
OCHOB aIMHHHCTPUPOBAHUS MH(DOPMAIIMOHHBIX CUCTEM; CIIOCOOOB yIpaBJieHUs MHPOPMALIUOH-
HBIMH CETSIMH, a]IMUHUCTPUPOBAHHS ONIEPAIMOHHBIX CHCTEM, TPUIIOKEHUH, CeTeBBIX U HH(pOpMa-
IIMOHHBIX CEPBHUCOB, 0a3 MaHHbIX. Takke GOPMHUPOBAHUE Y CTYACHTOB CIICIHATBHBIX 3HAHUN B
00JIaCTH yNpaBICHUS COBPEMEHHBIMH CHCTEMaMH MH()OPMAaMOHHON 0E€30MacCHOCTH M 3aIUTHI
uHpOpMaLnH.

2. MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuuiuimHa «AJIMUHUCTPUPOBaHUE M 0€30MaCHOCTh MPOTrPaMMHO-WH(POPMALMOHHBIX
CHCTEM» OTHOCHUTCS K BAPMATUBHON YacTH y4e€OHOTro IJJaHa 0aKajaaBpOB 10 HAIPABJIEHUIO IIOJT0-
toBKkH 09.03.02 — MHpOpMALIMOHHBIE CHCTEMBI M TEXHOJOTHH. J[MCIMITIIMHA JTIOTHYECKH, COJIep-
KaTeJabHO U METOIMYECKH TECHO CBSA3aHA C PAJIOM TEOPETHUECKUX AUCLUILIMH U IPAKTUK HHOP-
MAaIMOHHBIX cucTeM. /sl yCcemHoro u3y4yeHus: AMCUUILINHBI CTYJEHTBI JOJKHBI ObITh 3HAKOMBbI
¢ qucuuiIMHaMu «THPOKOMMYHUKAIIMOHHBIE CUCTEMBI U CETH», «IHCTpyMEHTaIbHbIE CPECTBA
UHPOPMALMOHHBIX cuctem», «MHpopMaTikay, «YpaBieHrue AaHHBIMIY», «TexHomoruu obOpa-
60TKu nH(OpMarmny, «PacnpeneneHHble IPOrpaMMHbIE CUCTEMBDY.

JlucumiiuHa siBJISETCS OCHOBOM I YCIIEUTHOIO IMPOXOXACHUS OaKajaBpaMu IeJaroru-
YEeCKOW IIPAKTUKH, BBIIIOJIHEHUS U nocaenyomen 3amutel BKP.

3. KOMIIETEHIIMHU OBYYAIOILIETOCS1, ®OPMUPYEMBIE B PE3YJIbTATE
OCBOEHMSA JUCHHUAIIJIMHBI

B pesynbpTaTe 0CBO€HMS IPOrpaMMBbl Y BBIITYCKHHMKA JIOJIKHBI ObITH C(hOPMHUPOBAHBI OOIIIE-
KyJIBTYpHbIE, 0011enpohecCHOHaNIbHBIE U MPO(eCcCHOHAIbHBIE KOMIIETEHIIUH.

- TIOHMMaHUEM CYIIHOCTH U 3HaueHUs] MHPOpPMALUK B Pa3BUTHH COBPEMEHHOTO MH(OpPMALIHOH-
HOro 00I11ecTBa, COOJIIO/IEHHE OCHOBHBIX TpeOOBaHMH K MH()OPMAIIMOHHON 0€30I1aCHOCTH, B TOM YHCIIE

3aiuTe rocyaapcrBenHoi Tainsl (OITK-4);

- BIIaJICHUE IIMPOKOM 00IIeil moaAroToBKoi (0a30BBIMU 3HAHUSIMU) ISl PEIICHUS TMPAKTUYECKUX

3a/1a4 B 00;1aCTH MH(OPMAIIMOHHBIX cucteM u TexHouoruit (OITK-1);

- CHOCOOHOCTBIO y4aCTBOBAaThH B pa60TaX 10 1OBOAKE 1 OCBOCHHIO I/IHq)OpMaLII/IOHHLIX TEXHOJIOTUH

B XOJI€ BHEIPEHHUS U IKCIuTyaTary nHdopMarmonnsix cuctem (ITK-15).

B PE3YyJIbTaTC OCBOCHUA JUCITUILINHBI 06yqa101u1/117lc;1 JAOJIKEH JEMOHCTPHUPOBATH CIICAYIOIIUC pC-

3yJIbTaThl 00pa30BaHuUs:

1) suamo:

- OCHOBHBIE MOHATHS aJMUHUCTPUPOBAHUSA MH(DOPMALIMOHHBIX CHCTEM; OCHOBHBIE 33/1a4l aJIMUHHU-
CTpaTopa ONEPALMOHHOW CUCTEMBI M TOCTYITHBIN JJIsl YIIPABICHUS ONEPAMOHHON CUCTEMOW WH-
crpymentapuii (OITK-4, OITK-1, TTK-15);

- OCHOBHBIE 33/1a4H aJIMUHHUCTPATOpa cepBepa 0a3 TaHHBIX U JIOCTYIHBIN U1 YIPaBJIECHUs CEpBEPOM
0a3 JaHHBIX MHCTPYMEHTAPHUH; CTPYKTYPY OCHOBHBIX Y0 agmuHucTprpoBanus (OITK-4, OTIK-
1, ITK-15);

- T[IPUHIMIIBI TOCTPOEHUS U OPTaHU3aALNI0 (PYHKIIMOHUPOBAHHS BHIYHMCIUTEIBHBIX ceTel, NX (QyHKIIU-

OHAJBHYIO U CTPYKTYpHY0 opranu3anuio (OI1K-4, OIIK-1, TTK-15);



OCHOBHBIC TIOHATHS HH()OPMAIIMOHHOHN 0E30MMaCHOCTH M HAITPABIICHHS 3alIUTHl THPOPMAIIUH; CTaH-
JapThl THGOPMAITMOHHON O€30MTAaCHOCTH pacIpeieIeHHbIX crucTeM B aHanmu3 yrpos (OITK-4, OIIK-
1, TIK-15);

MeXaHH3MBI 0OecTieueHUst HH)OPMAIIMOHHON 0€30MIaCHOCTH; PHHIIMITBI IOCTPOSHHS M HAIpaBJIe-
HHS pabOT 110 CO3/IAHMIO CUCTEM HH(DOPMAIIMOHHON 6€301IaCHOCTH M METOI0JIOT MM 3aIUThI HH(OP-
marun (OITK-4, OIK-1, TTK-15).

2) ymemn:
NPOBOJUTH MHCTAIUALIMIO, KOH(PHUTYPUPOBAHHE M 3arPy3Ky OINEPAllMOHHBIX CHCTEM, B TOM YHCIIE
CETEBbIX; JMAarHOCTUPOBATh U BOCCTAHABIMBATH OINEPALMOHHBIE CUCTEMBI IPU COOSIX M OTKa3zax
(OIIK-4, OIIK-1, [1K-15);
UCII0JIb30BATh [IPOTrPAaMMHBIE CPE/ICTBA MOHUTOPHHIA ONIEPALIMOHHBIX CPEICTB U YTUIIUTHI CETEBBIX
MPOTOKOJIOB B MHTEpecax 3(h(HeKTHBHOCTH 1 onTHMHU3aIH oreparimoHHbix cucteM (OITK-4, OITK-
1, I1K-15);
NPOU3BOJNTH KOH(HUTYPUPOBAHHE POJICH KOHTPOIUIEpA JOMEHA U €r0 OOBEKTOB; YIPABIAThH MOJb-
30BaTeISIMU IOMEHA U cepBepa 0a3 TaHHBIX; UCIIOJIb3YsI HHCTPYMEHTAIIbHbIE CPEJICTBA ONEPALIOH-
HO CUCTEeMBI, yIpaBisiTh nonbk3oBaresivu (OITK-4, OIK-1, TTK-15);
KOH(UTypHUpOBaTh allapaTHbIe U IPOrpaMMHbIE CPEICTBA CUCTEMBI; 00ECIICUUTh IPOTOKOINPOBA-
Hue u ayaut C, KOHTpoIIb U yIpaBJieHHE JOCTYIIOM, KOHTpoJIb nenoctHocTH (OIK-4, OTIK-1, ITK-
15);
IPOBOAUTH OLIEHKY yrpo3 0e30MmacHOCTH 00beKTa HH(POpMaTHU3aiK; PEATU30BbIBATh IPOCTHIE UH-

(dbopMaIoOHHbIE TEXHOIOTHH, PeaIn3yIomIue MeTo bl 3amuThl nHpopmanuu (OITK-4, OIIK-1, T1K-
15).

3) srademn.:
CIeLMaIbHON TEPMUHOJIOTHEH, OCHOBAaMU aJIMUHUCTPUPOBAHUS U O€30MacHOCTH MH(OPMAIMOH-
ubix cucrem (OITK-4, OTIK-1, ITK-15);
KOH(UTypUPOBaHUEM, OTJIAJIKH, U 00CITY>KHBAaHUEM OCHOBHBIX CITY>KO KOPIIOPAaTUBHON KOMITBIOTEP-
Hoii cetn (OI1K-4, OIIK-1, I1K-15);
npueMamu paboThl B MHTETPUPOBAHHON cpefie aqMUHUCTpupoBaHus Microsoft server 2012;
METO/IaMU U HHCTPYMEHTAITbHBIME cpezicTBamu 3anmThbl HHpopmarn (OT1K-4, OITK-1, ITK-15);
HaBBIKAMH NPOrPaMMUPOBAHUS AJITOPUTMOB Kpunrorpaguyeckoit 3amutsl nHpopmanuu (OITK-4,
OIIK-1, TIK-15);



4. CTPYKTYPA U COAEPKAHUE JUCIIUITJIMHBbI

OO01m1as TPyI0EMKOCTh TUCIUTLTHHBI COCTABIISIET S 3a4eTHBIX enuauilpl, 180 daca.
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Paznen
JTHUCUHIIIAHBI

Cemectp

Henens cemectpa

Bunbr yue6Hoit paboTsl,
BKJIFOYAsi CAMOCTOSITEIILHYIO
paboTy CTyIeHTOB
U TPYOEMKOCTh (B yacax)

[IpakTuueckue 3a-
CPC

JlabopaTopHubie
HATHSA

Jlexmun
paboThI

O6bem yaebHoit pa-
00THI
C IPUMEHEHHEeM HMH-
TepaKTHBHBIX METO-
J0B
(B yacax / % aynu-
TOPHBIX 3aHATHHN)

DopMBI TEKY-
IIeTO KOHTPOJIISA
yCIIeBaeMOCTH
(no nedensim ce-

Mecmpa)
®opMma npome-
JKYTOYHOMH arrTe-
CTalluH (no ce-
Mecmpam)

2

(6]
()]
]
[ee]

10

OCHOBHEIC ITIOHATHUS aJIMHU-
HUCTPHUPOBAHUC U Oe3omac-
HOCTb I/IH(I)OpMaI_lI/IOHHLIX
CHCTEM.

1,2

1 gac / 25%

OrnepalioHHbIE CUCTEMBI

3,4

2 yac/ 25%

bazoBrie CpeacTBa
anmuHUCcTpHUpoBanus Win-
dows 2012 Server. Ympas-
JIEHHE JOMEHOM. Active
Directory

5,6

2yac/ 16%

MexaHu3M rpynioBou
[MonuTykw, daitnoelii cep-
Bep, cinyxba DFS

7,8

3yac/25%

MeTo/ Il ¥ TEXHOJIOTHH 3a-
HIATH HHPOPMAIIMOHHBIX
cucreM. Mojielns moctpoe-
HUsI KOPIIOPATHBHOMN CH-
CTEeMBI 3aIuThl HHHOpMa-
07031

9,10

249ac/25%

OCHOBHBIE BUJIBI yTPO3a
6e3onacaoctu IC u nH)pOp-
manuu. Kpunrorpadus,
KJIaCCH(HKALIMU KPHIITO aJl-
roput™MoB. OCHOBBI KPHIITO-

rpadun

11,12

2 yac / 25%

CucTeMsl pe3epBHOTO KOIIH-
pPOBaHUS ¥ BOCCTAaHOBJICHHUS
JaHHbIX. D) DHEKTHBHOCTD
nH(OPMAIMOHHBIX CHCTEM

13,14

2 4gac /25%

BpenoHocHble nporpaMMEl
n uX Knaccudukanys. AH-
tuBHpychl. [IpuHINN pa-
60Tbl. ArOpUTMBI 0OHApY-
XKeHUs BpegoHocHBbIX [10.

15,16

2 yac / 50%

MexcereBoit akpan. Cu-
cTreMa OOHapyKeHHS BTOP-
xKeHni. MexaHu3m paboTsl
(atiepBomia

17,18

2 yac /25%

PeittunHr-koH-
TpoJb Nel
(5,6 Henenn)

Pelitunr-koH-
TpoJib Ne2
(11,12 menenwn)

Pelitunr-kon-
Tpoib Ne3
(16,17 nenenn)

UTOoro 180 u.

36 36 72

18 wac /25 %

Dk3ameH, 36




5. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

B niporiecce npenogaBanus JUCIUILTAHBI TPUMEHSIOTCS MYJIbTHMEIUHHBIE 00pa30BaTeib-
HbIC TEXHOJIOTHUHU NPH YTCHHUH JICKIIUH W MPOBEACHUH JIAOOPATOPHBIX 3aHATHH, HHTEPAKTUBHBIC
00pa3oBaTeNbHBIC TEXHOJIOTUH IPU OPTAHU3AIMH CAMOCTOSTEIILHON paOOTHI CTYICHTOB.

s peanuzanyy KOMIETEHTHOCTHOTO MOX0JIa Mpe/jiaraeTcss HHTETPUPOBAaTh B yUCOHBIN
MPOIIECC MHTEPAKTUBHBIE 00Pa30BaTEIbHBIC TEXHOJIOTHH, BKIIOYast HHPOPMAIIHOHHBIE H KOMMY-
Hukaronubie TexHosoruu (MKT), mpu ocymiecTBiIeHUN pa3IMvHbIX BUIOB YUICOHOM paOOTHI:

- yUeOHYIO TUCKYCCHIO;

- DJICKTPOHHBIE CPEeACTBA 00y4YeHUs (CIalI-JICKIIUU, dJICKTPOHHBIC TPEHAXKEPHI, KOMIIBIO-
TEPHbIE TECTBHI).

Jlek1oHHBIE 3aHATHUS MPOBOAATCS B ayIUTOPHIX, 000PYAOBAaHHBIX KOMIIBIOTEPAMHU, JIEK-
TPOHHBIMH TTPOEKTOPAMH, YTO TO3BOJISIET COUETATh AKTHBHBIC U MHTEPAKTUBHEIE (DOPMEBI ITPOBE-
JICHUS 3aHATUNA. UTeHUE JIEeKIUN COTPOBOKAACTCS IEMOHCTPAIIMENH KOMIIBIOTEPHBIX CJIAi/10B.

JlaboparopHbie pabOThI TPOBOIATCS B KOMITBIOTEPHOM KJ1acce.

6. OHEHOYHBIE CPEJACTBA JUISA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MMPOMEXYTOYHOM ATTECTALIAM 110 U'TOI'AM OCBOEHMUSI TUCIIHU-
IVIMHBI 1 YYEBHO-METOANYECKOE OBECIIEYEHUE CAMOCTOATEJIb-
HOM PABOTHI CTYJIEHTOB

Jst TeKyliero KOHTPOJIsl YCIEBAEMOCTH MpejiaraeTcs UCIoJIb30BaHUE PEHTUHIOBOM CH-
CTEMBI OLIEHKH, KOTOpasi HOCUT MHTETPUPOBAHHBIIN XapaKTep U YUUTHIBAET YCIEIIHOCTh CTY/IEHTa
B PA3JIMYHBIX BUAAX YICOHOH IEATEITHPHOCTH, CTENIEHb CPOPMUPOBAHHOCTH Y CTY/ICHTA OOIIEIPO-
deccroHanbHBIX U MpoecCHoHaNbHBIX KoMIeTeHIHH. [IpoMexyTouHas aTTectanus — 9K3aMeH.

CamocrosTensHas pa60Ta 06yqaloumxc;1 3aKJIII0YacTCA B CAMOCTOATCIIbBHOM HM3YUCHUUN OT-
JACJIBHBIX TEM. KOHTpOJH) BBIIIOJIHCHHS CAMOCTOSTEILHOMN pa6OTI)I IMPOBOAUTCA ITPU TCKYIIHUX KOH-
TPOJIBHBIX MCPOIIPUATUAX, U HA HpOMe)KYTOqHOﬁ aTTeCTalluu 110 UTOraM OCBOCHHA.

IIpuMepHbIi NepedyeHb BONPOCOB Il TEKYIIHUX KOHTPOJIbHBIX MEPONPUATHI
PeiituHr-konTposans Ne 1

OcHoBHbIE QYHKIIUU aIMUHUCTPATOPA

«30J10TBIe)» TTPaBHUIIA AIMHUHHUCTPATOPA

CTpyKTypa BBIYUCIUTENBHON CUCTEMBI

[TporpamMHoe oOecrnieueHue AeeHne N0 (HyHKIMOHAIBHBIM BO3MOKHOCTSAM
OcHoBHbIe YpoBHH (c110u) coBpemeHHoro [10

OmnepanoHHbIE CUCTEMBI (OTpeieeHne, KIacCuPUKaIMs)

OcHoBHble QyHKIIMOHATMBHBIE 3agaun OC

TpeboBanus k cepBeproit OC

OcHOBHBIE TPEOOBaHMS K COBPEMEHHOMY CEPBEPY
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. KonTposep nomena

[EEN
[EEN

. Ocnactka "Llentp agmuaucTpupoBanus Active Directory"

. IIpaBa nocryna B NTFS

. Distributed File System (DFS)

. GPO (Group Policy Object)

15. Xapakrepuctuku ciyx06 Active Directory, OowexTsl Active Directory
16. JlomeHHas MOJIEeTTh

e
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17.
18.

19.

YeTtoipe 6a30BbIC MOJIETN OPTaHU3AINHU JOMECHOB

Kakue ycioBus 1omkHa obecrieunBaTh HHPOPMAIIMOHHAS CUCTEMA ISl YCIICHTHOTO
(YHKIMOHUPOBAHUS

HNudopmannonnas 6ezonacuocts NC

PeldTHHr-KOHTPOJIL Ne 2
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3anpocsl npouecca-kiauenta moayiao TCP
Kon¢uaeHmansHOCTb, HEIOCTHOCTD, TOCTYITHOCTb, ayTEHTUYHOCTh, alleJUINPYyEMOCTh

HanexHocth, @yHKIIMOHATBEHOCTE, D dexkTuBHOCTD, [Ipon3BoguTensHOCTh MC
Hamnpasnenus 3amutsl uHbopmaruu B C

MeTtoapl U TeXHOJI0THH 3amuThl nHopmaruu B UC

MeTo/1bl ¥ TEXHOJIOTHH 3aIUThI KOH(DUISHITMATEHOCTH HH()OpMAIIUN

MeTozapl ¥ TEXHOJIOTHH 3aIIHUTHI IIEJTOCTHOCTH HH(OpMAIUU

MeToapl ¥ TEXHOJIOTHH 3aIIUTHI JOCTYITHOCTH HHGOpMAIIIT
Opranu3anroHHBIC METO Bl 3aITUTHI KOHPHUICHIIMATLHOCTH HHPOPMAITUU

. IH)xeHepHO-TeXHUYeCKHe METO/Ibl 3aIUThl KOH()UICHIMATBHOCTH HH(DOpMaILUK
. Bo3MOXHbIE TPUUUHBI IOTEPU TaHHBIX

. IIporecc miaHUpOBaHUS CUCTEMbI PE3EPBUPOBAHUS M BOCCTAHOBIICHHSI JaHHBIX

. IlnanupoBaHue pe3epBUPOBaHUS U BOCCTAHOBIICHUS JaHHBIX

. BapuaHTbl pe3epBHOT0 KONMPOBaHUS

. RAID maccus 1,5,10,50

. Mozens mocTpoeHus: KOPIOpaTUBHOW CHCTEMBI 3alIUTHI HH(POpMAIIUN

. OcHoBHbIe BUIBI yrpo3a 6e3onacHocta C n uapopMarmm

PeliTuHr-konTpoanb Ne 3
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Kpunrorpadus, knaccupukanuy KpUNToalIropuTMoB

BpenoHocHble TporpaMMbl U UX KJIACCU(PHUKAIHS

[TporpaMMHBIE 3aKIaKH

TPOSIHCKHI KOHb, OCHOBHBIE BUbI TPOSTHCKUX IIPOIPAMM M MX BO3MOKHOCTH
koMmnbroTepHbIi Bupyc Knaccudukaius nporpaMMHBIX BUPYCOB

UepBp — BpeAOHOCHAS ITporpamma

AHTUBHPYCHI, METO/IbI OOHAPYKEHUS BUPYCOB

IBPUCTHUECKUE METO/Ibl OOHAPYKEHHS BUPYCOB

MOJlyJIN aHTUBUpYCa

. MexceTeBol sKkpaH

. Cuctema obHapyxenus Bropxenuit IDC

. Cxema pabotsl IDS

. MexceTeBoil 3kpaH, MPUHIUIIBI BUJBI

. OcHOBHBIE BUBI TPOSTHCKUX MPOTPaMM M UX BO3MOXKHOCTHU

. DTansl NpoeKTHUpOBaHUe CTPYKTYpbl Active Directory

. ba3zoBele MOZIENM OPraHU3aluy JOMEHOB

. Merononoruu onenku UT

. Metononoruu onenku UT, TCO IlonHass cTOMMOCTD BiIaJIcHHS



19. Metononoruu onenku UT, Cucrema coanmancupoBaHHBIX Tokasaresnei (Balanced
Scorecard)

20. tunst IDS - y3nossie (HIDS) u cereBrie (NIDS).

21. IIpasa nocryna Windows (NTFS)

22. IIpaBa noctyna UNIX

23. UT-cepBuC XapaKTepu3yeTcs psIOM MapaMeTpoB, Kakue?

24. [InaHupoBaHKe CTPYKTYPHI OPraHU3alMOHHBIX TIOJPa3IeIICHHUH

25. Mexanu3M paboThl daiiepBoiiia

26. 3ammyck nporpaMmsl B "mecounurie” (Sandbox).

27. Knaccuukanust MeTo10B odecrieueHus HH(HOPMAaIMOHHON 0€301MacHOCTH

28. CTpyKTypa CUCTEMBI 3aIUTHI OT YIPO3 HAPYIICHUs KOHPUICHIMATBHOCTH HH(POpMAIUU

29. OcHOBHBIEC IPEUMYIIECTBA, IPEIOCTABIsIEMbIe Cy)k00i1 karanora Active Directory:

30. Ctpykrypa karanora Active Directory(usudeckast u Jorudeckasi)

31. B (aitne katanora Active Directory comepkutcst mnHGoOpMaIus Kak o JOTHYECKOH, TaK 1
0 (hU3HYECKON CTPYKTYpax.

32. Tunb! yyeTHbix 3anucend Active Directory

IIpumepHBbIii NepevyeHb BONPOCOB K 3K3aMeHY (IIPOMeKYyTOYHOM aTTeCcTalMu 110 UTO-
ramM OCBOEHMS 1M CHUIIHHBI)

Xapaxtepuctuku ciay:x6 Active Directory, O6bsextsl Active Directory

OcHoBHBIE BUIBI yrpo3a 6e3onacHocty UC u nnpopmanuu
MOJYJIM aHTUBUpPYCa
OcHOBHBIE PYHKIIMU aAMUHUCTPATOPA

Distributed File System (DFS)

AHTUBHUPYCBI, METO/Ibl OOHAPYKEHUSI BUPYCOB

[Iporpammuoe obecnieueHue eaeHue mo PyHKIIMOHAIBHBIM BO3MOXHOCTSIM
XapaxTepuctuku ciayx0 Active Directory, O6sextsr Active Directory

BpenonocHbie mporpaMMbl U UX KJIacCU(PUKALIUS

10.KonTtpomnep nomeHa u ciyk0s1 Active Directory

©OoNo o

11.KonduaeHunaIbHOCTh U 1Ie10CTHOCTh MC, METOIbI M TEXHOJIOTHH 3aIUThHI
KOH(HIEHIIMATTbHOCTH UH(POPMALIHH

12.Monenb moCTpOeHUsI KOPIOPATUBHON CUCTEMBI 3aIIUTHI HH(OPMAITIT

13.GPO (Group Policy Object)

14.TInaHnpoBaHue pe3epBUPOBAHUS U BOCCTAHOBJICHUS JaHHbIX, RAID maccus
10

15.Cucrema o6HapyxeHust Brop:kenuii IDC

16.]JloMeHHAss MOJIEIIb, cTpyKTypa Katanora Active Directory
17. Metononoruu orenku YT, TCO IloaHast CTOMMOCTE BIaAECHUS
18.Tp0}IHCKHﬁ KOHb, OCHOBHBIC BHUbI TPOSHCKUX IIPOTPaMM U UX BO3MOKHOCTU



10.

11.

12.

13.

14.

15.

16.

17.

18.

IIpumepHBIi epedyeHb 3aIaHUI AJIS1 CAMOCTOSITEIbHON PadoThI CTYICHTOB

Cepsepsl b]I. Cuctrems! ynpasienust 6azaMu JaHHBIX. AIMUHUCTPATUBHBIC 331a4H
yrpasienus cepsepom b/l

O6mas xapakrepuctuka CYBJI MS SQL Server 2008. Apxutextypa BbIUUCIUTEIb-
Hol cpeabl. Komnonentst MS SQL Server 2008, ycTaHOBKAa M HACTpOWKa KOMIIO-
HEHTOB.

OcHOBHBbIE 33/1a41 aIMUHUCTpUPOBaHus 06a3 naHHbIX. CTpyKTypa pensiiuuonHon b1,
®uznueckas u gorudeckas ctpykrypa bJl. O0beKkTh aAMUHUCTPUPOBAHUS.
Crpyktypa 6a3sl qanubsix B MS SQL Server 2008. CucteMHbI€ U IOJIb30BaTENbCKUE
Tabnuipl. HaznaueHne CUCTEMHBIX TaOJUI, XPAHUMBIX MIPOLEAYD.

Apxutextypa unpopmannoHHoi 6e3omnacuoctu cepsepa b/l. Pexxumbl ayrenTHdU-
karuu B MS SQL Server: mpoBepka noamuaaoctr Windows, mpoBepKa cpeicTBaMu
MS SQL Server, nudpoBsie cepTuduKaTh.

3amura nanubix cpeacramu CYB/I. Mcnonbs3zoBanue poneBoit Moaenu. Poiu nosis-
30Baresiel Ha ypoBHe cepBepa b/[. MHCTpyMeHThI ynpaBieHus poIsiMU NOJIb30BaTe-
JEeN.

Cy6wektnl 6e3omacnoctu b/I. Ponu nons3oBateneii Ha ypoBHe 6a3bl JaHHbIX. MH-
CTPYMEHTHI YIIPABIICHUS POJIIMU MOJI30BaTENEN Ha ypOoBHE B/I.

VYcranoBka u HavanpHas koHurypanus cepsepa bJI MS SQL Server 2008. dax-
TOPBI, BIUSAIOIINE HA MPOU3BOJUTENBHOCT CUCTEMBI. [lapaMeTpbl yCTaHOBKU U UX
Ha3HaYEHUE.

CpenctBa MoHuTOpuMHTa W aHanm3a pabotet MS SQL Server. Mcnoms3oBanwue
CPEIICTB MOHUTOPHUHTA J1JIsl OBBILICHUS IPOU3BOAUTENILHOCTH cepBepa b/l
OcuoBubie ciyx061 MS SQL Server 2008, ux d¢byHkuuu u HazHaueHus. UHCTpy-
MEHTBI YIPaBJICHUS CIyKOaMU. YUETHBIE 3alUCH JJIsi aBTOMATHYECKOTO 3amyckKa
CITYKO.

®aitnbl 6a3sl naHHBIX. JKypHaIIBI TpaH3aKUWi, X Ha3HaYeHHE. IHCTpyMEHTHI co-
3/aHus, yAaJeHus U ynpasieHus ¢ainamu bJl, sxypHanamu Tpanzakuuid. Omepa-
Topsl Transact-SQL.

Pe3epBHOE KONMMpPOBAHWE W BOCCTAHOBJIICHUE AAHHBIX. MOJENH BOCCTaHOBJIEHUS
JTAHHBIX, UX 0COOEHHOCTU. CTpaTeruu pe3epBHOTO KOMTUPOBAHUS U X CBS3b C MO/IE-
JSIMUA BOCCTaHOBJICHHUSI.

Co3nanue u ynpasieHue nonb3oBaresnbckuMu b/l. Ilpucoeannenue n orcoeanHe-
Hus bJl. PezepBHoe konupoBanue b/I.

Pasrpannuenue noctyna k bJl. Pa3pemenus na yposue bJI, Tabnuu, npencrasie-
HUH, OTJAENbHBIX NOJIeH. THCTpyMEHThI pa3rpaHUueHHUsl TOCTYTA K JTAHHBIM.
Be6-cmy»x0n1 1 BeO-cepBuchl B MHTEpHET. OCHOBHBIE MPOTOKOJBI MPUKIIATHOTO
YPOBHSI, UCTIOJNb3yEMbIE JUIsl Tiepenayu AaHHbiX B WMuTepHer. KineHT-cepBepHbIe
texHosnoruu. [IpoBaiiaeps! ycayr UHTEpHET.

Be6-cepepsl. City:x0bi IIS B Windows. OcHoBHbIE TOHATHS: BeO-cepBep, BeO-y3el,
BEO-TIPUIIOKEHHE, BUPTYalIbHBIA KaTanor. MIHCTpyMEHThl yrpaBieHUs BEO-CIyXK-
o6amu. Jlucneruep IIS.

Cosznanue u ynpasieHHe BeO-cepBepoM ¢ momotipio Jucnerdepa IIS. Coxpanenue
KOH(Urypaluu 1 BOCCTaHOBJIEHHE PaObOThI BEO-cepBepa.

CepBuc FTP, ¢pynkuuu u HazHauenue. Co3nanue u koHpurypuponanue ftp-cepsepa.
HNHCTpyMEHTHI yIpaBleHus, pellieHne OCHOBHBIX aJIMUHUCTPATUBHBIX 3a/1a4.



19. [loutoBble cayx0b1. Tumnbl moutoBeix cepBepoB. Ciayxk0b61 SMTP B Windows. 3a-
Ja4y aJIMHHACTPUPOBAHKE MTOUYTOBBIX CEPBEPOB.

20. bezonacHocTh MHGOPMAMOHHBIX cucTeM. [lomuThka nHPOpPMaIMOHHOW Oe3omac-
HOCTHU. YTIpaBJlieHHEe T0CTYIOM K (haiiinoBbiM pecypcam. lludposanue daitnoBbix pe-
CYpCOB.

21. bezonacHocth nHpOpMaoHHbIX cepBrcoB UnTepuer. LlIndpoanue MurepHer ka-
HasoB. [Ipotokon SSL. [ludpossie cepTudukato.

7. YYEBHO-METOJNYECKOE U THOOPMAIIMOHHOE OBECIIEYUEHUE
JUCHUIINHBI

Ocnogénas numepamypa.

1. TenexoMMyHUKallMOHHBIE CUCTEMBI U ceTH: YueOHoe nocodue. B 3 tomax. Towm 2. -
Panunocesi3e, paguosenianue, Tenesuaenue / [lon pea. npodeccopa B.I1. llyBanosa.
- 3-e u3n., crepeorun. - M.: [Nopsiuas muaMsA-Tenexom, 2014. - 672 c.: un. - ISBN
978-5-9912-0338-8.
http://www.studentlibrary.ru/book/ISBN9785991203388.html

2. DIEeKTpOHHOE M3/aHKe Ha OCHOBE: VIHTeIeKTyallbHbIe MHTEPAKTUBHBIE CHCTEMBI U
TEXHOJIOTHH YIIPABJICHUS YIAICHHBIM JOCTYIOM (MeToabl U MOACIH YIIPaBICHUS
MPOLIECCaMHU 3aIIUTHI U COMPOBOXKACHUS MHTEJUIEKTYaIbHON COOCTBEHHOCTH B CETH
Internet/Intranet): Yue6Hoe nocobwue. 3-¢ uzn., nom. - M.: COJIOH-ITPECC, 2014. -
340 c. - ISBN 978-5-91359-132-6.
http://www.studentlibrary.ru/book/ISBN9785913591326.html

3. Windows Server 2012 Hyper-V. Kuura petieniroB [ QaekTpoHHbI# pecypc] / Jleanapo
Kappanbo ; Ilep. ¢ anrn. Cmunkuna A.A. - M. : JIMK Ilpecc, 2013. -
http://www.studentlibrary.ru/book/ISBN9785940749059.html

4. Node.js. Pa3paboTka cepBepHbIX BeO-TIpHiIOkeHUW B JavaScript [DneKTpoHHBIH
pecypc] / Xoppon . ; Ilep. ¢ aurn. Cnunkuna A.A. - M. : JIMK Ilpecc, 2012. -
http://www.studentlibrary.ru/book/ISBN9785940748090.html

0) Hdononnumenvuas tumepamypa

1. Omudep B. I'., Omudep H. A., Komnbrorepusie cetu. [[pUHINIIBI, TEXHOIOTUH, TPOTO-
KOJIBI : ydeOHoe nmocobune — 3-e uzn. — Cankr-IlerepOypr : [Tutep, 2008 .— 957 c. :
wi., Tabn. — (YueOHuK st By30B) .— bubnumorp.: c. 919-921 .— And. ykas.: c. 922-
957 .— ISBN 978-5-469-00504-9.

2. Menbaukos, B.I1. MndopMarioHHbIe TEXHOJIOTHH : y4eOHHK JUIsl BY30B I10 CIIEIMAb-
HOCTSIM ""ABTOMaTH3UPOBAaHHBIE CUCTEMBI 00pa00TKM MH(OPMAIK U yIpaBiIeHus",
"Nudopmanmonnsie cucteMsl 1 TexHoiorun" / B. I1. MenbHuKOB .— 2-€ u3x., cTep.
— Mocksa : Axkagemust, 2009 .— 425 c. : ., Tabn. — (Briciee npodeccrnonanbHOe
obpa3oBanue, MudopmaTrka 1 BeIYUCIUTENbHAS TeXHUKA) .— bubmumorp.: c. 417-419
— ISBN 978-5-7695-6646-2.

3. Opios, /I HO. Cetu DBM wu cpeacTBa KOMMYyHHKAIIHIA : yaeOHOE mocodue : B 2 u. / JI.
1O. Opinos ; Bnagumupckuii rocynapctBersbiii yausepcuret (Bal'Y) .— Brangumup :
Bnagumupckuii rocynapcerBennsiil yausepeutet (Bal'y), 2008- .193 ¢. U3nanue Ha
np. Hocurene: Y. 1 [Dnexrponnsiit pecype] .— b.m., 2008 .— ISBN 978-5-89368-835-
1.

4. Acraxosa 11.®. KomnbroTepHble Hayku. JlepeBbs, onepariioHHbIe CUCTEMBI, CETH
[DnexTponnsii pecype] / Acraxoa N.®., Actannna UK., Kpsixko U.b., KyOpsikos
E.A. - M. : DUSMATIINT, 2013. -


http://index.lib.vlsu.ru/cgi-bin/zgate.exe?follow+11488+RU%5CVLSU%5CELEKTR_IZDAN%5C2112%5B1,12%5D+rus

http://www.studentlibrary.ru/book/ISBN9785922114493.html

8) nepuoouyeckue u30anus.
1. BecTHHK KOMITBIOTEPHBIX U MH(GOPMAIIMOHHBIX TexHoorui ISSN 1810-7206.

2) uHmepHem-pecypcol

Www.edu.ru — mopTan pocCHICKOro 00pa3oBaHust

www.elbib.ru — mopran poccuiicKuX 37IEKTPOHHBIX OHOIHOTEK
www.eLibrary.ru — Hay4Has 3JIeKTpOHHasi OMOIHOTEKa

WWW.Intuit.ru - ueHTepHET yHUBEpCUTETa HHPOPMAITHOHHBIX TEXHOJIOTHIA
library.visu.ru - nayunas 6ubnuorexa Bnl'Y

WWW.CS.VIsu.ru:81/ikg — yueonsrii caiir kadeapsr UCIIN Bal'y
http://www.studentlibrary.ru/ - Dnekrpornas OMOIMOTEKAa TEXHUYECKOTO By3a

NoakowdE

8. MATEPHMAJIbLHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUTIINHBI

Jlexuu nipoBogsTcs B ayautopuu kadenpsl UCIIU, o6opynoBaHHON MyIbTHMEIUHHBIM
MIPOEKTOPOM C IKPAHOM, C HCIIOIh30BAaHMEM KOMIUIEKTa CinaiioB (ayn. 410-2, 404a-2, 414-2, 314-
3).

JIaGopatopHbie 3aHATHS IPOBOIATCS B KOMITbIoTepHOM Kiacce kadenpsr UCIIU, Bal'y
CO CIENMATU3UPOBAHHBIM MPOTPAMMHBIM OOECHEUYEHUEM U MYJIbTHMEIUWHBIM MPOEKTOPOM C
skpanom (aya. 404a-2, 414-2, 314-3).

DneKTpoHHbIe yueOHbIe MaTepuaibl Ha yuyeOHoM caiite kadenpst UCITU Bal'y.

Hoctyn B UHTEpHET


http://www.edu.ru/
http://www.elbib.ru/
http://www.elibrary.ru/

PaGoyas nporpamMma JIMCUHILIHHBI COCTAaBACHA B COOTBETCTBHH ¢ Tpebosanusmu ®I'OC BO
no nanpasiennio noarorosku  09.03.02 — MupopManHOHHBIC CHCTEMbI H TEXHOJIOIMH, NPOpHIL

noaroroBku «MudopMaiHoHHbie CHCTEMBI H TEXHOIOTHH .

K.T.H., ou. kad. MCITH
Canex X.M.

PaBouyio nporpaMmy cocTaBmi

Peuensenr (/QF K.T.H., TeHepaibHbiii aupexrop OO0
L «Cuncremusiii noaxoa» Illopukos A.B.

I[Tporpamma pacemoTpena i onodpeHa Ha 3aceganun xadenps UCITA
Mporokon Ne 7 or 3024 /% rona.

-

3aseyiomuit kadeapoit ,’_4 i — Kuranos U.E.

PaGouas nporpaMma paccMOTpeHa H 0J100peHa Ha 3ace/laHu Y4eOHO-METOAMYECKOH KOMHUC-

cun Hanpasiaeuus nojaroroskn 09.03.02 — MudopmaiMoHHbie CHCTEMBI B TEXHOIOIHH

Mpotokon Ne 7 o1 3004 /4 rona.
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[Ipesacenarens KOMHCCHH L/ B i Kuranos U.E.
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JINCT HEPEYTBEPXJAEHUWS
PABOYEN ITPOT'PAMMBbI JUCLUIIINHBI

Pabouas mporpamma ogobpeHa Ha A0(§ / 79 y4eOHBIH roA.

A P
Iporokon 3acenanus kadenpst No 7 or %008/ £rona.
N

3aBexyrommit kadenpoit /’/%7 U & qucequiot
4

PaGouas mporpamMmMa oo0peHa Ha ,,g,('//?/x’ib’ y4eOHBII To.

’ 7 /0
HpOTOKOH 3accaaHus Ka(l)e[[p];l No { or_Jd (? [)g XV'/FOHa.
e

V) . o0,
3aBeayromuii kadeapoi v/ . & ) lfz(f:«w‘feffg
/P

PaGouas nporpamma oj1o0peHa Ha y4eOHBIH TOA.

IIpoTokon 3acenanus xadeapsr Ne oT roja.

3aBenyrommii kadempoit

Pa6ouas nporpamMma ojo0peHa Ha y4eOHBI! ro,.

ITporoxon 3acenanus xadenpsr N oT roja.

3apenyrommuii kadeapoi

Pabouas mporpamma ogobpeHa Ha yueOHBIH TOA.

[Iporoxon 3acenanus xadenps No oT roja.

3aBenyromuii Kadempoii

Pa6ouas mporpamMma oj00peHa Ha y4eOHBIN IO,

[TpoToxon 3acenanus kadeapsr No oT roja.

3aBenyrommii kadenpoit

Pa6Gouas nporpamma ogo6pena Ha y4eOHBIH T,

[Iporoxon 3acenanus kagpeapnr No oT roja.

3aBenyrommii Kapenpoit




