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Llesin ocBOCHMS AU CHMILTUHBI

Llenpto OCBOGHHUS IHMCHMIUIMHBI SIBISICTCS OBJIAQJICHHE CTYJICHTAMHU TEOPETUYECKUX U
NPAaKTUYECKUX OCHOB aIMHHHCTPUPOBAHUS MH()OPMAIIMOHHBIX CHCTEM; CIIOCOOOB YIpaBICHUS
UH(QOPMAIIMOHHBIMU  CETSAMH, AJMHUHHCTPUPOBAHUS OIEPALOHHBIX CHUCTEM, NPHIOKCHUH,
CeTEeBbIX M HMH(OPMALMOHHBIX CEPBUCOB, 0a3 naHHBIX. Tarkke (OpMUpOBaHHE y CTYJCHTOB
CIeIUabHBIX 3HAHUH B OOJIACTH YIPABJICHUS COBPEMEHHBIMH CHCTEMaMH HH(pOPMAIMOHHOM
0€30IaCHOCTH U 3aIIUTHI HHPOPMALIUH.

[Lnanupyembie pe3yJbTaThl 0CBOCHHS AUCHHUIIIUHBI

B pesynbpTate ocBOEHHUS AMCHUUIUIMHBI OOy4aromiuecs JOJDKHBI 00JIafaTh CIEIYIOIIMMHU
o0miernpodecCHOHATEHBIMU B TPO(GECCHOHATTEHBIMI KOMIIETCHIIUSMHU:

— BIIQJICHHEM ILIUPOKON o0O0Iield MOArOTOBKOM (0a30BBIMM 3HAHHUAMH) IS PELICHUS
NPaKTHYECKHX 33]a4 B 001aCTH HHPOPMAIIMOHHBIX cucteM 1 TexHosoruit (OITK-1);

— TMOHMMAaHHEM CYIIHOCTH U 3Ha4eHUs HWHQPOpPMAMM B PA3BUTHH COBPEMEHHOTO
WH(pOPMAITMOHHOTO OOIIECTBA, COOIIOJICHHE OCHOBHBIX TpeOOBaHM K WHGOPMAIIMOHHON
0€30MacHOCTH, B TOM YHMCIIC 3aliTe rocyaapcrBenHon TaiHbl (OI1K-4);

— CIOCOOHOCTBIO y4acTBOBaTh B PadOTax IO JOBOJAKE U OCBOCHHIO MH(POPMAIMOHHBIX
TEXHOJIOTHH B XOJI¢ BHEPSHUS U dKCILTyaTalnu nHpopmanuoHHeix cucteM (I1K-15);

B pe3ynbrare 0CBOCHUSI JUCIMTUTMHBI 00yJaIOINICS TOJDKEH JEMOHCTPUPOBATH CIIETYOIIHE
pe3yabTaThl 00pa30BaHuUS:

3HaTh: OCHOBHBIE TOHATHS AJAMUHUCTPUPOBAHHUS WH(POPMAIMOHHBIX CHCTEM; OCHOBHEIC
3aJja4u aIMUHHUCTPATOpa ONepallMOHHON CUCTEMBI U IOCTYIIHBIN AJIs1 YIpaBIeHUs ONepalluOHHON
CHCTEMOW WHCTPYMEHTApHii; OCHOBHBIE 3aJaud aJIMHHHCTpaTopa cepBepa 0a3 MaHHBIX |
JOCTYIIHBIA Il yIIpaBJIEHUsI cepBEpOM 0a3 JaHHBIX MHCTPYMEHTapU; CTPYKTYPY OCHOBHBIX
CIIy’)KO aIMUHHCTPHPOBAHUS; TMPHUHIUIBI TOCTPOCHUS W OPraHU3aluio (yHKIMOHHPOBAHUS
BBIYUCIUTENbHBIX CeTed, MX (YHKIHMOHAIBHYIO M CTPYKTYPHYIO OpraHU3alli0; OCHOBHBIE
NOHATUS MH(OOPMAIIMOHHON 0€30MacHOCTH M HaNpaBIeHHs 3allUThl HHOOPMAIHH; CTaHIAPTHI
MH(POPMALIMOHHOM 0€30MacHOCTH pacHpeleeHHbIX CUCTEM M aHajdu3 Yrpo3; MeXaHH3MbI
oOecnieueHnss UHPOPMAIIMOHHON 0€30MacHOCTH; MPUHIUIIBI TOCTPOECHUS U HaIlpaBJIeHUs padboT
[0 CO3JIaHUIO0 CUCTEM HMH(OPMAIIMOHHON 0€30MacHOCTH M METOJIOJIOTHH 3aIlUThl MH(OpMaIu
(OIIK-1, OITK-4, T1K-15).

YMeTh: IPOBOANUTH HHCTAIISAINIO, KOHQUTYPUPOBAHUE U 3arPy3Ky ONEPALIIOHHBIX CUCTEM,
B TOM YHCJIE CETEBBIX; JHATHOCTHPOBATH M BOCCTAHABINBATH OTICPAIIHOHHBIE CUCTEMBI TTPH COOSIX
U OTKa3ax; HCIOJb30BAaTh MPOTrpaMMHBIE CPEACTBA MOHUTOPHHIA ONEPALMOHHBIX CPEJCTB U
YTUJIMTHI CETEBBIX MPOTOKOJIOB B MHTEpecax A(P(PEKTUBHOCTH M ONTHMHU3AIUHU OTEPAIIHOHHBIX
CHCTEM; IPOU3BOANTH KOH(QUT'YpUPOBAHHE poOJieil KOHTpOJUIepa JIOMEHAa U €ro OOBEKTOB;
YIIPaBJIATH TOJIb30BATEISIMH JIOMEHAa W cepBepa 0a3 JaHHBIX; UCIONB3YsS WHCTPYMEHTAIbHbIC
CpeZCTBa ONEPALIMOHHON CUCTEMBI, YIIPABIIATH OJIb30BATENSIMU; KOH(DUTYPUPOBATH anmapaTHble
U TIPOTPaMMHBIE CPEJICTBA CUCTEMBI; 00ECTICUYNTh MPOTOKOoNMpoBanue u aynut MC, KOHTpOIb U
ylpaBjIeHUEe JOCTYIOM, KOHTpPOJIb IIEIOCTHOCTH; MPOBOJIUTH OLIEHKY yrpo3 0e30macHOCTH
00beKTa HMH(POPMATH3AINK, PEATN30BBIBATH TMPOCThIE HWH(GOPMAIMOHHBIE TEXHOJOTHH,
peanu3yroire MeTo bl 3amuThl uHGopmanuu (OITK-1, OITK-4, [TK-15)..



Bananers: crieniuanbHON TEPMHHOIOTHEH, OCHOBAaMH aIMHHUCTPUPOBAHUS U 0€30MTaCHOCTH
WH()OPMAIMOHHBIX CUCTEM; KOH(PUTYPUPOBAHKUEM, OTIIAJIKH, U OOCTYKUBAHHEM OCHOBHBIX CITY)KO
KOPIIOPaTUBHOM KOMIIBIOTEPHOM CE€TH; INpueMaMu paboThl B HHTETPUPOBAHHOM cpene
agMuHuctpupoBanus Microsoft server 2012; mMetogamMu ¥ HHCTPYMEHTAIBHBIMH CPEICTBAMU
3amuUTel  UHGOPMAIIMK; HABBIKAMH MPOTPAMMHUPOBAHUS AJITOPUTMOB KPUIMTOTpahUUISCKOM
sanmthl napopmanuu (OITK-1, OITK-4, TIK-15).

OcHoBHoOe coepkaHue TUCHUILINHBI

OcHOBHBIE IOHATHUS 3IMUHUCTPUPOBAHUE M O€30MACHOCTh MH(DOPMAIIIOHHBIX CHCTEM.

OnepalvoHHbIE CUCTEMBI.

baszoBsie cpencrra.

anmunuctpupoBanns Windows 2012 Server. Yrpasienue nromerom. Active Directory.

MexaHu3M rpyIioBou.

[TommuTrkwy, daitnoBsiii cepsep, ciyxoa DFS.

Meroapl ¥ TEXHOJOTHMHM 3alIMThl  MH(OPMAIMOHHBIX cUCTeM. Mojenb HOCTPOCHUs
KOPIOPATUBHOM CUCTEMBI 3aIUTHI HH(POPMAITIH.

OcHosubIe BB yrpo3a 6e3zonacHoctu UC u uapopmanmu. Kpunrorpadus, kiaccupuxamum
KPHIITO anropuT™MOB. OCHOBBI KpUNTOrpaduu.

CucteMbl  pe3epBHOTO KOIUPOBAHWST W BOCCTAHOBJICHUS JAHHBIX. J(PQPEKTHBHOCTH
UH(POPMAIIMOHHBIX CUCTEM.

Bpenonocuele mporpamMel M ux kimaccudukammsa. AHTHBUPYCHL [IpuHIMn paGoTsl.
Anroputmbl 0OHapykeHust BpeoHOCHbBIX [10.

MesxcereBoii 3kpal. Cucrema 00HapyXKEHHUSI BTOp)KeHU. Mexanu3M padoTsI (aiiepBoiria.



