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1. HEJIM OCBOEHUA JUCHUIIJINHBI

Lenbto ocBoeHUst AUCHUIUIMHBI "CeTH U TEIEKOMMYHUKALUMU'" SIBJISIETCS] U3y4YE€HUE OCHOBHBIX
MIPUHIIMIIOB IOCTPOEHHUS CYLIECTBYIOIIMX BBIYUCIUTEIbHBIX CETEH.

3aiaun: pacCMOTPEHHUE YCTPOMCTBA, CTPYKTYPhl, OPraHU3AIMH U aPXUTEKTYPbl KOMIIbIOTEPHBIX

ceTel mepenauu HHQOpMaLMH,

CTaHAapTOB U HOPMATUBHBIX JOKYMCHTOB.

U3Y4YEHUE METOJOB IIPOCKTUPOBAHUS CETEH;

paccMoTpeHHe

2. MECTO JMCHUIIVIMHBI B CTPYKTYPE OIIOII
Jucuunnuza «CeTy U TeIEKOMMYHHUKALUU) OTHOCUTCS K 0053aTe€IbHON YacTH.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHUSA IO JUCHUIIJINHE

[Inanupyemsle pe3yibTaThl

O6y‘-ICHI/I$I 10 JUCHUIIINHE,

COOTHCCCHHBIC

C IUIAHUPYEMBIMHU

pesynbratamu ocBoeHust OIIOII (koMneTeHIMsAMU U UHIMKATOPaMU JOCTUKEHHSI KOMITETEHIIUIN)

dopMupyemsle
KOMIIETEHIIN N

(kom, conepkanue
KOMITETEHIIHH )

[Inanupyemblie pe3yabTaThl 00YUCHUS 110 TUCITUIUINHE, B
COOTBETCTBUM C MHJIMKATOPOM JOCTHXKEHHUSI KOMIIETEHIIUU

Nuaaukarop qoCTHXEHUS
KOMIICTCHIIUHA
(x00, codeparcanue UHOUKAMOPA

PesynbTarer 00y4eHus mo
JTUCITUTLINHE

HaumenoBanue
OLIEHOYHOTI'O CpPECTBA

OIIK-1 Crnocoben

OIIK-1.1 3Haet oCHOBHEBIE

3HaTh OCHOBHEIE

TecToBbIE BONPOCHI

MIPUMEHATh HOHATHSA MH(POPMATHKH; rOCY/[apCTBEHHBIE I IpaKTHKO-
€CTECTBEHHOHAYUHbIE | NPUHIMIIBI IPOrPAMMHOIO MK TyHapO/IHBIE CTAH/APTH OpHEHTHPOBAHHOE
1 OOILLEWH)KEHEPHBIE | YIpaBJICHHS; CIIOCOOBI .
Ha oopmiieHHe Tpaduueckoit | 3amaHue

3HAHUSI, METOIbI KOJIUPOBAHHUsI JAHHBIX; BUJIbI
MaTeMaTHIECKOTO 00pabOTKU JaHHBIX 1acTH pasiHBIX IOKYMCHTOB
AHAIH3a U OIIK-1.2 VMeer YMeTh HHCTAIUIUPOBATh
MOJICJINPOBaHK, (opmanu3oBaTh MOCTaBlIeHHY0 | IIPOrpaMMHOE obecrnieuenne
TEOPETUYECKOTO U 3a/ia4uy, CBA3aHHYIO C 111 ’HGOPMAIIMOHHBIX U
SKCIIEPUMEHTAIBHOTO | 00pabOTKOI TaHHBIX B paMKaxX ABTOMATH3MPOBAHHBIX CHCTEM
HCCIIeIOBaHUs B 3aJITaHHOM MPEJIMETHOMH 00J1acTH BriazeTs cpesicTBaMu
npogecCHOHATBHON OIIK-1.3 Braneet cpeactsaMu MOTOTOBKH, Pe/AKTHPOBAHIS
JEATEIIbHOCTH TOJIFOTOBKH, PEJAKTHPOBAHIA 1 | 1 dhopvteHHs TEKCTOBOF

oopmIteHHSs TEKCTOBOM JTOKYMEHTAIIHH, TPadUKOB

JOKYMEHTAINH, IpadHKoB
OIIK-3 Cnocoben OIIK-3.1 3HaeT OCHOBHBIE 3HaTh OCHOBHBIE TTPUHITHITHI [Ipaxruko-
pemaTthk CTAaHAAPTHBIC | IIPUHIUIBI IOCTPOCHUS U IIOCTPOEHUS U UCIOJIB30BAHUS | OPUEHTHPOBAHHOE
3a1a4un HCTIOJIb30BAHUS CETEBBIX CETEeBBIX TeXHOTOIH 1 3anaHme

npodecCHOHATBHON
JesTeIbHOCTH Ha
OCHOBE
nHGOPMAIIMOHHON U
oubmmorpaduyaeckon
KyJIBTYPBI €
PUMEHEHHEM
nH(pOPMAITMOHHO-
KOMMYHHKAIIHOHHBIX
TEXHOJIOTHH U €
YYeTOM OCHOBHBIX
TpeOoBaHU
MH(POPMAITMOHHON
0e30IMacHOCTH,

TEXHOJIOTHI 1 0a30BBIE
TPUHIUIIBI CETEBOU
0e30IacHOCTH

OIIK-3.2 YmMeet HacTpauBaTh
ceTeBble HHTEPEHCH
KOMIBIOTEPOB, KOMMYTATOPHI U
MapIIpyTH3aTOPEI

OIIK-3.3 Bmaneer
MIPOTPAaMMHBIMH CPEJICTBAMHU
HACTPOUKH CETEBBIX CITyKO

0a30Bble IPUHLIUITEI CETEBON
Oe3omacHOCTH

YMeTh HaCTpanuBaTh CETEBHIC
nHTEep(ECH KOMITBIOTEPOB,
KOMMYTATOPBI 1
MapIIpyTH3aTOPBI

Bnaners nporpaMMHBIMU
CpEACTBaMHU HACTPOUKHU
CETEBBIX CITYKO

OIIK-4 Cnocoben
Y4acTBOBAThH B
pa3paboTke
CTaHJIaPTOB, HOPM U
MPABUII, & TAKKE

OIIK-4.1 3naeT HOPMBI ¥ IPaBHJIY
oopmIteHHSs TOKYMEHTau|
OIIK-4.2 YmeeT pa3pabaTbiBaTh
HOBYIO TEXHHUYECKYIO
JOKyMEHTAITUIO

3nats HopMmer 1 paBmita
odopmirerns rpaduaeckoit
JIOKyMEHTAIIH

YmeTs pa3zpabaTeiBaTh HOBYIO
TEXHHUYECKYIO JIOKYMEHTAIHIO

TecToBEIC BOIIPOCHI




TEXHUYECKON OIIK-4.3 BnazneeTt HaBbIKaMU BrnaneTs HaBbIKaMu pabOTHI €

JOKyMEHTAIIH, paboThI C KOMITBIOTEPOM KaK KOMITBIOTEPOM KaK CPE/ICTBOM

CBSI3aHHOM C CPEACTBOM O(OPMIICHHS odopmirerns rpaduueckoit

podecCHOHATBHON OTYETHOM TOKyMEHTAIU! 4acTH OTYETHOM

JIeSTeIIFHOCTBIO; JIOKyMEHTAITUH

OIIK-5 Cnocoben OIIK-5.1 3HaeT NpUHLHUIIEI 3HaTh NpUHLIMIEI TocTpoeHus | IIpakTuko-
WHCTaJUIUPOBATh MTOCTPOEHUS COBPEMEHHBIX COBPEMEHHBIX OpHEHTHPOBAHHOE
HpOrpaMMHOC 1 MH}OPMALHOHHBIX 1 BBIYUCIIMTENBHBIX CETEN 3alaHue
anmapaTHoe ABTOMAaTU3MPOBAHHBIX CUCTEM

obecrieueHue st
HHGOPMAIIMOHHBIX U
ABTOMATU3HUPOBAHHBI
X CUCTEM;

OIIK-5.2 YmeeT nondupath
apaMeTphl TPOrPaMMHOTO
obecrieueHus

OIIK-5.3 Bnageet HaBBIKAMU
WHCTAJUIAIUH TPOTPAMMHOTO
obecrnieueHus

YMeTs mondupath napameTphl
IIPOrpaMMHOTO U anmapaTHOro
o0ecrieueHHs CETEBBIX CPENICTB
Bnaners HaBbIKAMU
WHCTAJUIALNK U HACTPOHKH
MPOTPaMMHOT0 00ecreYeHu s

OIIK-6 Criocoben

OIIK-6.1 3HaeT HOPMBI U MTPaBUIIY

3uate HopMsbl 1 npaBuna

TecToBEIE BOIIPOCHI

pa3pabaTbIBaTh 0(hOpMIIEHHS IOKYMEHTALMK TIPH | ohopMIICHHS JOKYMEHTALHH TIpaKTHKO-
Ou3HeC-TIIAHEI 1 TIaHUpOBAHIH BHCAPCHHA TIpY IJIJAHMPOBAHUHU BHEJPEHHS | OPMEHTHPOBAHHOE
TEXHHUYECKUEC CETEBbIX TEXHOJIOI'UH CEeTEBEIX TEXHOMOIHi 3ananHue

3a/1aHus Ha OIIK-6.2 YmeeT pa3pabaTbIBaTh

OCHAIIIEHUE OTJIENIOB, | HOBYIO TEXHUYECKYIO YMeTh paspabaTsIBaTh HOBYIO

J1a00PaTOPHIA, JIOKYMEHTAIUIO TEXHUYIECKYIO IOKYMEHTAIINIO

oucos OIIK-6.3 BiazseeT HaBbIKAMH Brajets HaBBIKaMU PabOTHI C

KOMIIBIOTEPHBIM U pa6OTbI C IporpaMMHBIMU IMpOorpaMMHBIMHU CPEICTBAMU

CETEBBIM cpexacTBaMu Ui opopMIIeHHS Jutst ohOPMIICHHS OTUETHOM

000pyIOBaHUEM; OT4ETHON TOKYMEHTALUH JIOKyMeHTaLHH

OIIK-7 Cnocoben OIIK-7.1 3HaeT BO3MOKHOCTH 3HaTh BO3MOKHOCTH IIpakTuko-
y4acTBOBATh B COBPEMCHHBIX BBIMUCIMTEIBHBIX | COBPEMEHHBIX OPHEHTHPOBAHHOE
HaCTpOIKe M HaJlaZke | ceTeil U UX XapaKTePHUCTHKU I —— v — 3anaHme

IIPOrPaMMHO-
anmnapaTHbIX
KOMIIJIEKCOB

OIIK-7.2 YMeeT nIpuMEHSTh
COBPEMEHHBIE CETEeBbIC
TEXHOJIOTHU

OIIK-7.3 Bmameetr MeToanKaMu
MIPOSKTUPOBAHUS
BBIYHCIIUTEIBHBIX CeTei

XapaKTEePUCTUKI
YMeTh NpUMEHSITh
COBpPEMEHHBIE CETEBbIC
TEXHOJIOTHH

Bnanets MeTonukamu
MPOEKTHPOBAHUS
BBIYUCJIMTEIBHBIX CETCH




4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoeMKOCTb TUCIUITIMHBI COCTABISIET 9 3a4eTHBIX eAMHHULL, 324 yaca

Temarnueckuii njiian
¢opma 00yueHus — ounasi

KonrakrtHas pabora Dopmbl
obyJarormmxcs TEKYIIETO
C MeJIarOTM4YE€CKUM KOHTPOJIA
= pabOTHHUKOM w YCIIEBAEMOCTH,
= . = | = % popma
= E = g % 5 « | IPOMEKYTOUHOI
Ne HaunmenoBanue Tem u/unn E 5 E e S % é aTTeCTaINH
n/n pasenoB/TeM AMCIIATLTAHEL 3 % = & E § § § £ | (no cemecmpanm)
S| | B| E| £33
28] 2] 559
= < S
c| £ &°F
21 8| <
= = ©
1 BBenenne B ceTeBbIE TEXHOJIOTHH. 3] 1-2 | 2 2 10
DusnyecKuil ypoBEHb.
2 CemuypoBHEBasi MOJEIIb OTKPBITHIX 6 34 |2 2 10
cuctem OSI
3 KananpHblii ypoBeHb. KommyTarus. 6 56 |2 2 10 PeliTHHT-KOHTPOIIL
Nel
4 CereBoii yposenb. [P anpecarusi. 6 7-8 |2 2 4 10
5 MapupyTtuzanusi. 6 9- 2 2 10
10
6 TpancropTHbIil ypoBeHb. [IpoTokoinsr | 6 11- | 2 2 10 PeiiTuHT-KOHTPOJIb
TCP u UDP. 12 Ne2
7 CriocoObl TapaHTUPOBAHHOM 6 13- | 2 2 4 10
nocTaBKy B mpoTokose TCP 14
8 TyunenupoBanue B cetu. VPN, 6 15- | 2 2 4 10
Proxy, NAT u PAT. 16
9 [puknamueie nporokosnst HTTP, 6 17- | 2 2 6 10 PeliTuHT-KOHTPOJIb
FTP, DNS, DHCP 18 Ne3
Bcero 3a 6 cemectp: 18 | 18 18 90 | 3awer, Kypcosas
pabora
10 Turnbl KOMMyTaIUy. 7 1-2 | 2 16
11 | CrekupoBaHHE KOMMYTATOPOB. 7 34 |2 16
12 | XapakrepucTuku u Kiaccuukanms 7 56 |2 16 PelTHHT-KOHTPOJIb
KOMMYTAaTOpOB Nel
13 | Unrepdeiicel yrpaBieHus 1 7 7-8 |2 4 16
HavyallbHOE KOH(UTYpUPOBaHHE
CETEBBIX YCTPOICTB
14 | TexHonorust BUpTyanabHBIX 7 9- 2 4 16
nokanbHBIX ceteit (VLAN). 10
15 | IlpoTokoisl MOKpHIBAOLIETO JiepeBa | 7 11- | 2 4 16 PelTHHr-KOHTpPOIIB
(STP). 12 Ne2
16 | HomomHuTensHbIe GYHKIMNA 7 13- | 2 6 16
KOMMYTATOPOB. [IpHOpUTETHI 1 14




KadeCTBO OOCITYKIUBAHUS
ArperupoBaHue OPTOB,
Be3omacHOCTh Ha KaHAJTFHOM YPOBHE
17 Oco0eHHOCTH OpTaHU3aIUN 7 15- | 2 16
GecrpoBOHEIX ceTeit 16
18 IP Tenedonus 7 17- | 2 16 PelTuHr-KOHTPOIB
18 Ne3
Bcero 3a 7 cemectp: 18 18 144 3aver
Hannuue B nucuumnne KIT/KP Kypcopas pabota
Hroro no nucuumnivHe 36 |18 36 234 3aver, KypcoBas
paboTa, 3a4er
Conep:xaHue JIEKIINOHHBIX 3aHSITHI M0 THCIHILUINHE
Paznen 1. BeeseHue B ceTeBble TEXHOJIOTHH.
Tema 1. TepmuHOMOTHS.
Tema 2. CranmapTsl B cepe CETEBBIX TEXHOIOTHH.
Tema 3. ®uznyeckas peanu3aiys CETEBOTO0 B3aUMOJIEHCTBUS Y3II0B.
Tema 4. IIpoBoaHbIe 1 OECTIPOBOIHBIE JIMHHUHU CBSI3H. THIIBI KabeseH.
Paznen 2. CemuypoBHeBas Mojeb OTKpbIThIX cucteM OSI. TTOCT 28906-91
Paznen 3. Kananeneii ypoBenb. KoMmmyTtarus. OTimdns KOMMYTaTOPOB OT KOHIIEHTPATOPOB.
Paznen 4. CeteBoii ypoBenb. IP anpecanus. IPv4 u IPV6. [lpuHiune! pa3aeieHust Ha MOACETH.
Pazgen 5. Mapuipytuszanus.
Tema 1. OTnuunsa MapuIpyTHU3aIui OT KOMMYTAIIHH.
Tema 2. Tabmuiia MapIIpyTH3aIKH.
Tema 3. Ctatnyeckas ¥ TMHAMUYECKasi MapIIPy TH3AIIHSL.
Tema 4. [IpoTOKOJIBI MapIIPY TU3AIHH.
Paznen 6. TpaHCTIOPTHBINA yPOBEHB.
Tema 1. Ommmuns npotokosioB TCP u UDP.
Tema 2. CTpyKTypa 3aroJIOBKOB TPAHCIIOPTHOTO YPOBHSL.
Tewma 3. [Iporexypsl yCTaHOBJICHUS COSAMHEHHS U pa3pbIBa COCTMHECHHUSL.
Paznen 7. CriocoObl rapaHTHPOBAaHHOM mocTaBky B mpotokosie TCP. ITosst 3aronoBka u duaru mporokosa TCP.
Paznen 8. TyHHenupoBaHHUe B CETH.
Tema 1. VPN.
Tema 2. Proxy. NAT u PAT.
Pazgen 9. [IpuknamHabie TPOTOKOJIBI
Tema 1. IIporoxom HTTP.
Tema 2. IIporokon FTP.
Tema 3. IIpotokon DNS
Tema 4. IIpotokon DHCP.
Pazgen 10. Tumsl kommyTaiuy. [IpHHIIATIEI OpraHU3alid KOMMYTHPOBAHUS KaapoB. Bo3MoKHBIE ammapaTHbIe
pean3armm.

Paznen 11. CtekupoBaHHe KOMMYTAaTOPOB

Paznen 12. XapakTepuCTHKU M KiIacCH(DUKAIUS KOMMYTaTOPOB
Paznen 13. MuTepdeiics! yupaBiaeHUs B Ha9aaIbHOS KOH(DUTIYPHUPOBAHHME CETEBBIX YCTPOMCTB
Pasnen 14. Texuomoruss VLAN

Pazmen 15. TIpoTOKOIBI MOKPHIBAIOIIETO ISPEBA.

Tema 1. TIpotoxon STP

Tema 2. TIpotokon RSTP.

Tema 3. TIpotokoa MSTP.

Paznen 16. JlomomHuTeNbHBIE QYHKIIMA KOMMYTAaTOPOB.

Tema 1. [IpropuTeTHl 1 Ka4eCTBO 0OCITY>)KHBAHMUSL.

Tema 2. ArperupoBaHue IOPTOB.

Tema 3. be3omacHOCTh Ha KaHAJTHHOM YPOBHE.

Paznen 17. OcobeHHOCTH OpraHu3auy OECIIPOBOIHBIX CETEH.
Paznen 18. IP tenedonus

Coaeprxanue J1a00paTOPHBIX 3aHATHI IO JUCHHUILIMHE (cemecTp 6)
Jist mpoBeieHnst 1TabopaTOpHBIX pabOT HCHONB3YIOTCS TPOrPAMMHBIE MOEIIH.
1. IToctpoenne nporpaMMHO# Mozienu ceTH. Vicnons3zoBanue n ananu3 |IP axpecanmm.
2. Nzyuenue nporokosioB TCP u UDP




3. Uzyuenue nporokosnoB HTTP, FTP, Telnet, SSH.
4. Nzyuenue cepsucoB DHCP nu DNS

Coaeprxanue J1a00paTOPHBIX 3aHATHII IO JUCHUILIMHE (cemecTp 7)

1. UnTepodeticsl ynpapieHus 1 Ha4allbHOE KOH(HUTYPHPOBaHUE CETEBBIX YCTPOUCTB

2. TexHonorus BUPTyaJIbHBIX JOKaIBHBIX ceTeld (VLAN)

3. IIporokomsl mokpeIBaroero aepesa (STP).

4. JlononHuTeNnbHble (QYHKIUM KOMMYTAaTOpoB. [IpHOpHTETHI M KadecTBO OOCITy>KMBaHUS ATpEeTHpOBaHHE
opToB, be3onacHocTs Ha KaHAIEHOM YPOBHE

Conep:xaHue NPAKTHYECKUX 3aHATHH MO JUCHUIIHHE (cemecTp 6)

1. Beenenue B ceteBble TexHonoruu. Oocyxnenne TepmMuHosiorud. CtaHaapTel B cepe CETEBBIX TEXHOJIOTHH.
dusnyeckas peaau3anus CETCBOr0 B3aUMOJICHCTBUS y3710B. Turmbl kadenei. Kak mpon3BoauTcst 00KUM 8-MU KUITBHOTO
kabens BuTas napa Catb.

2. CemuypoBHeBasg Mojenb oTKpbIThIX cucteM OSI. I'OCT 28906-91. IIpuHIUIBI HCIIOIB30BaHUS IPOTOKOJIOB
pa3IMyHbIX YpOBHENU. IIpruMepsl IPOTOKOJIOB Pa3IMYHbIX YPOBHEM.

3. Kananbuelii ypoBeHb. KommyTtanus. OTian4uss KOMMYTaTOPOB OT KOHIIEHTpaTopoB. [IporpaMMHBbIe cpencTBa,
MIO3BOJISIIOIINE AaHATIM3UPOBAThH CETEBOW TpaduK.

4. CereBoii yposenb. IP anpecanus. IPv4 u IPv6. Tlpunimnel pa3aeneHus Ha IOACETH.

5. Mapupytuzanust. OTiinuusi MapuipyTa3auu oT kommyTauu. TaOnuia mapmpytusaimu. CraTrdeckas
JMHaMudeckast Mmapupyrtusanus. IIpoTokosnsl MapmpyTu3anyuy. Y THIIMTE KOMaHIHOW CTPOKH JJIS aHAJIM3a U HACTPOMKH
CETEBOI'0 YPOBHSI.

6. TpaucnoptHslii ypoBerb. Otinyus nporokosioB TCP u UDP. CrpykTypa 3arojoBKOB TpaHCIIOPTHOTO YPOBHSL
IIpouenyps! ycTaHOBIEHUS COSMHEHNUS U pa3pbiBa coeauHeHus. CpecTBa aHanu3a. [Ipumepsl mporpaMMUpOBaHHUS.

7. CrnocoOpl rapaHTHpOBaHHON gocTaBku B mpoTokosie TCP. Ilons 3aromoBka u ¢uiarm mporokoia 1CP.
Oco0GeHHOCTH IPOrPaMMUPOBAHHUS CEPBEPHBIX IIPHIIOKEHUH CO MHOKECTBOM OHOBPEMEHHBIX OAKITIOYEHHH.

8. Tyunemuporanwue B cetu. VPN. Proxy. NAT u PAT.

9. lMpuxnaausie npotokosbl. [Iporokon HTTP. IIpotokon FTP. ITporokon DNS. ITpotokon DHCP.

5. OHEHOYHBIE CPEJACTBA JJIs1 TEKYHEI'O KOHTPOJISI YCIIEBAEMOCTH,
MPOMEXYTOYHOM ATTECTAIIAU 110 UTOI'AM OCBOEHMS TUCIIATLINHBI
U YYEBHO-METOJAYECKOE OBECIIEYUEHUE CAMOCTOSTEJIBHOM PABOTHI
CTYJAEHTOB

5.1. Tekyuiuii KOHTPOJIb YCIIeBa€eMOCTH
(cemecmp 6)

Bomnpocel peiiTUHT-KOHTpOJIs1 Nel

1. Uro Takoe TeNIeKOMMYHHKAIIUH.

2. OTmmyre KOMMYTAIMKA KaHAJIOB OT KOMMYTAITUH COOOIICHHH.

3. Cranmaptsl B cepe CeTEBbIX TEXHOIOTHIA.

4. duznveckas peain3anys CETEBOTO B3aUMOICHCTBHUS Y3JI0B.

5. OTI4urs TPOBOIHBIX M OECIIPOBOIHBIX JIMHUN CBSI3U.

6. CymiecTByoOIIHe THITHI KaOeneit.

7. Cemb ypoBaeit Mmosenu oTKpbiThix cucteM OSI mo TOCT 28906-91

Bonpock! pedTHHT-KOHTPOJIsT Ne2
1. KananeHsii ypoBerb. Uto Takoe KoMMmyTammsi.
2. OTmunrst KOMMYTaTOPOB OT KOHIIEHTPATOPOB.
3. Cetenoii ypoBens. IP agpecariust.
4. Otmuns IPv4 u IPV6.
5. IlpuHIUIEI pa3aeneHus Ha MojaceTH B ceTsx IP.
6. [IpUHIUITEI MAPLIPYTU3ALUH B CETH.
7. OTIYKs MapIpyTH3aUKA OT KOMMYTalIHH.
8. CocTtaB Tabnuubl MapmpyTusanni. Kak oHa ucrons3yercs?
9. OTnnuns cTaTHYECKON M MHAMUYECKON MapIIpyTH3ALNH.
10. Kakue ObIBArOT MPOTOKOJIBI MAPIIPY TH3ALINH.



Bonpocs! peiiTuHr-kouTpoJst Ne3

. TpancnopTHBI ypoBeHb. OTIINYHS OT APYTUX YPOBHEH.

. Orymanst npotokonos TCP u UDP.

. CTpyKTypa 3aroJoBKOB TPAaHCIOPTHOT'O YPOBHSI.

. [Ipoueyps! ycTaHOBJIEHHS COSAMHEHUS U pa3phbiBa COEIMHEHHUS.
. Crtoco0ObI rapaHTHPOBAaHHOM TOCTaBKH B mpoTokoie T CP.
. [Tonst 3aromnoBka u hiaru nmporokona TCP.

. TynHenupoBaHue B ceTH.

. Opranmsanus VPN.

. Uro Takoe Proxy?

10. Pexxumbr mapmpytuzatopa NAT u PAT.

11. IlpuknasHble TPOTOKOINbI, TPUMEPHL.

12. Ocobennoctu potokona HTTP.

13. OcobennocTu npotokona FTP.

14. Ocobennoctu npotokona DNS

15. Ocob6ennoctu npotokona DHCP.

16. Ocobennoctu nmpoTokosos Telnet u SSH.

O 0 ~NONO1 A~ WP

(cemecmp 7)
Bonpocs! peiiTHHr-KoHTpOoIs Nel
. Tunel KOMMyTanuu.
. [IpuHIUIEBI OpraHn3aluid KOMMYTHPOBAHUS KaJpOB.
. BoaMo>xHBIE anmapaTHbIe peanu3aluil KOMMYTaTOPOB.
. Pe:XMMBI CUMIITIEKCHBIN, IOy IYTUIEKCHBIN U TYTJIEKCHBIM.
. CrexupoBaHie KOMMYTAaTOPOB B PEKUME KOJIBLIA.
. CTekupoBaHHe KOMMYTaTOPOB B PEKUME 3BE3bI.
. PacnmpenHbie BO3MOXKXHOCTH 10 CTEKMPOBAHUIO KOMMYTaTOPOB.
. BupTyanbHble CTEKM KOMMYTAaTOpPOB.

O INOT R WN -

Bonpockl peHTHH-KOHTpOJIsT Ne2

. XapaKTepUCTHKA KOMMYTaTOPOB

. Knmaccudukarus koMMyTaTopoB

. MaTepdeiicel ynpaBieHus 1 HaualbHOE KOH(PUTYpHPOBaHHE KOMMYTaTOPOB
. Texnomorust VLAN

. TerupoBanue kaapa. [lons Tera.

. Uem oTiiyaeTCsl TETHPYIOIUHA MTOPT OT HETETUPYIOIIET0?

. Ocobennoctu peanuzarmu Texuonoruu VLAN kommanun Cisco.
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Bonpockl peTHHI-KOHTpOJIst Ne3

. [IpoTOKOJIBI TOKPHIBAIOLIETO JIEpeBa.

. IIpotokon STP. Anroput™ (GyHKIHOHUPOBAHHMSL.

. IIpotokon RSTP. KiroueBsle 0COOCHHOCTH.

. IIpotokonr MSTP. CBsi3b ¢ TexHonorueit VLAN.

. JononHuTtenbHble PyHKIUA KOMMYTaTOPOB.

. [IpuoputeThl 1 Ka4eCTBO OOCITYKUBAHUSL.

. ArperupoBaHue TIOPTOB.

. ObecneyeHne 6e30MacHOCTH HA KaHAJTLHOM YPOBHE.
. OcobOeHHOCTH OpraHu3anuy OECIIPOBOJHBIX CETEH.
. KimtoueBrie ocobennoctu 1P Teneonnm
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5.2. IlpoMe:kyTOYHAsSI aTTECTALUSA
Bonpocel 15 3a4eta (6 cemectp)
1) Jlatb onpeneneHue TepMUHAM TEICKOMMYHHKAIHN, KAHAI CBS3H, TPAKT, CBS3b?
2) Onucatp OOIIyI0 apXUTEKTYpPy ceTH MHTepHET.
3) IlepeuncnuTh OCHOBHBIE HAIIPABICHHUS CETEBBIX TEXHOIOTHH.
4) Yem oTIM9atoOTCS TEPMUHBI CBSA3b U CETH?
5) B wem cxonctBa n pazmuuns cered LAN 1 WAN?
6) Uro Takoe ceTeBoi IpOTOKOIN?
7) Kakue ObIBatoT ypOBHEBBIE MOJIEIN CETH?
8) IIpnumeps! ceTeBoOit aapecayu.
10) Yto Takoe ceTeBoe MPUIIOKEHNE?
11) Yro Takoe cereBoii cepBuc?



12) IpuBenuTe mpuMepsl IPOTOKOJIOB M CEPBUCOB MPUKIIAHOTO YPOBHSL
13) B gem 3akiroyaeTcst poyib TPAHCIIOPTHOTO YPOBHS?
14) Kakossl 3agaun nporokosa TCP?
15) Kak peanmmsyertcst ynpasnenue TCP ceccueii?
16) KakoBsl 3agaun nporokosa UDP?
17) Yro Takoe IPv4?
18) Kak mpoucxoaut pasjenicHue ceteit Ha rpymisl |1P?
19) Kak npoucxoaut mapmpytusanus |P makera?
20) Kak nmpoucxomur anpecarmst 1Pv4?
21) IIpuBecTy mpuMeps!I aJIpecoB LI Pa3InYHbIX 3a1ad.
22) Hasnauenwue IP agpecos?
23) B xakoM cirydae UCIIONIB3yEeTCs IITI03?
24) Yto mpouCXOUT MPH MPOBEPKE HA CETEBOM YPOBHE?
25) Ha3znaueHue KaHaJIbHOTO YPOBHSL.
26) Kakue cyniecTBYIOT TEXHOJIOTHH KOHTPOJIS JOCTYIIA K Cpejie Tepeiadn JaHHbIX ?
27) Kak mpoucxoaur ajapecanus Ha KaHAJIBHOM ypOBHe?
28) OxapakTepu3oBaTh (PHU3MUECKUN YPOBEHb.
29) Uro Takoe CUrHaJ U KaK €ro MOXKHO 3aKO/IMPOBATH?
30) Kakue ObIBatoT (u3NYECKHe CpeIbl Iepeiadl CUTHAJIOB?
31) YUro takoe Ethernet?
32) Yto comepxat kaapsl Ethernet?
33) Meroasl qocTyma Kk cpene Ethernet.
34) Otnnyms KOHIIEHTPATOPOB OT KOMMYTAaTOPOB.
35) B uem 3akimogaercs padota mpotokosia ARP?
36) OCHOBHBIE IIATH T10 TVIAHUPOBAHUIO U CO3IaHUIO0 KaOeTbHON CETH.
37) Kak pa3paboTath aipecHyI0 CXeMy CeTH?
38) Kak pa3nenuTh ¥ BEIYUCIUTH MOACETH?
39) YUro takoe CISCO I0S?
40) Kak kon¢urypupyercs CISCO 10S?
41) Kakue ecTh BO3MOXHOCTH I10 JJOKYMEHTUPOBaHHIO U HabroneHuto 3a cetbto B CISCO 10S?

Bonpocs! Ha 3a4eTt (cemecmp 7)
1) U3 gero coctouT MapuipyTuzarop?
2) Yro takoe CLI u kxak ero ucrmonp3oBaTh?
3) Kak 3agath Tabauity MapiipyTu3anun?
4) Kak BbimonHsieTcst QyHKIHS BEIOOPA MyTH ¥ KOMMYTaluu?
5) U3 uero cocTouT HaCTpoifka MapIipyTu3aTopa?
6) Kak mocMOTpeTs HEITOCPEACTBEHHO MOACOEITHEHHBIE CETH B MapuIpyTH3aTope?
7) Uro takoe «next hop»?
8) Kak HacTpanBaroTCs CTATHYECKIE MapPIIPYyTHI?
9) Yro Takoe CyMMapHbIe MapIIPYTHl X MAPLIPYTHI [T0 YMOTIAHUIO?
10) Kax mpousBoauTcst ypaBieHHE U pa3pelIeHue MpooiieM CTaTUYeCKOi MapIIpyTH3aun?
11) Yto Takoe TUHAMHUYECKHE TPOTOKOIIBI MapIIPYTHU3AIHN ?
12) Knaccudukanns AMHAMHYECKUX IIPOTOKOJIOB MapIIPyTH3AIHH.
13) Yto Takoe MeTpuKu?
14) Yto Takoe aqMUHUCTpPATHBHAS AUCTAHIIUA?
15) ToaceTr B AMHAMHYECKIX TPOTOKOJIAX MAPIIPY TH3AIHH.
16) Uro Takoe BEKTOp paccTOSHUASA?
17) Kak mpoucxonut oOHapykeHHUE ceTeit?
18) Uro Takoe MapmIpyTHBIE TETIH?
19) Kak ncnoms30BaTh MPOTOKOIBI MAPIIPYTH3AIMANA BEKTOPOB PACCTOSHUS?
20) Tumsr KOMMYyTauH
21) TexHomOTHYECKAS pean3aIis KOMMYTaTOPOB
22) CrexnpoBaHHEe KOMMYTaTOPOB
23) XapaKTepuCTHKN KIaccu(DUKaus KOMMYTaTOPOB
24) Nntepdeiics! ynpasieHus 1 HaYaIbHOE KOH(PHUTYpHUPOBaHIE KOMMYTaTOpOB
25) Uro Takoe MOIHOKIIAcCOBask M OecKiraccoBast aapecanys?
26) Texuomorust VLAN
27) Yro Takoe CIDR?
28) [IpuopuTeThl 1 Ka4ecTBO OOCITY KUBaHMUS
29) Ilporoxomsi cepru STP



30) Otmuuns npotokosnoB STP, RSTP, MSTP

31) ArperupoBaHue NOPTOB KOMMYTATOpa

32) be3oracHOCTh Ha KAHAIEHOM ypOBHE

33) CrpykTrypa TaOnuIsl MapIIpy TH3AIHH.

34) Kak nporcxXoauT MpoIecc MoucKa Mo TadJHIe MapIIpy TH3AUH?

35) Opranuzanus 6eCIIpOBOIHBIX CETEH

36) Kak obecrieunBaeTcst 6€30MacHOCTb B OECIIPOBOIHBIX CETSIX

37) IP TenedoHus, BO3MOXKHBIC CIICHAPHH UCIIOIh30BAHUS

38) Uro takoe IP ampec?

39) Ipurnunst [P anpecanuun

40) Ormuus nporokonos TCP u UDP

41) Kak ycTanaBIuBaeTCs M pa3pbIBacTCs coeiuHeHne B nporokosie TCP

42) Kakumu cpeacTBaMu oOecriednBaeTcs Hajle)kHas nepeiada JaHHbIX ipotokosioM TCP
43) Kakumu cpecTBaMu 00eCIICYNBACTCS YIIPaBICHUE CKOPOCTH Tepeaurl TaHHBIX B mpoTokoje TCP.

5.3. CamocTosiTe/IbHAsI paGoTa 00y4arouIerocs.

CamocrosTenpHass paboTa 3aKiouaeTcd B H3YYEHHH COJCPXKaHUS TeM Kypca IO KOHCIEKTaM, y4yeOHHKaM H
JIONIOJIHUTEIHON JIMTEpaType, MOATOTOBKE K JIAOOPATOPHBIM M TPAKTHYECKUM 3aHSTHSIM, BBIMONHEHUM 3aJaHUW JUIs
CaMOCTOSITENILHON paboThl, 0(OPMIICHHH OTYETOB I10 JTA0OPATOPHBIM paboTaM, MOATOTOBKE K IPOMEXYTOYHON aTTECTalLlUH.

3anaHus Uil CaMOCTOSITENBHON paboThI CTYIEHTOB (cemecTp 6)
1) YerpolicTBa M yCIIyTrn UCHOJIB3yeMbIe JUTS TIOAJIEPIKKU CBS3U B CETAX Nepe/iau TaHHbIX U MHTepHeT.
2) Posb ypoBHel MpoTOKOJIa B CETAX Mepeaun JaHHbIX.
3) BaxxHOCTB ajpecaliiy ¥ MPUCBOSHUS KIMEH CXEM B Pa3IMYHBIX CJIOsX ceTel nepenayn AaHHbIX B [Pv4 u IPv6 cpenax.
4) IIpoexTupoBaHKE, PacUET, a TaKKe MPUMEHEHHE MAaCKH MoJIceTH U anpeca B IPv4 u cetn IPv6.
5) OcHOBHBIE IOHATHA CETH HA OcHOBe cTanzapTta Ethernet: cpena nepenadu, cepBUCH], OIEpaLyu.
6) Tloctpoenwue mpocroit Ethernet cetu ncmosp3yst KOMMYTATOPBI K MaPIIPyTH3aTOPBL
7) Wcnonp3oBanue Komaum uHTepdeiica komaumaHoi ctpoku Cisco CLI must BemonHeHus 6a30Boro KOH(OUTYPUPOBAHHUS
MapuipyTH3aTopa 1 KOMMyTaTopa.
8) [IlpumeHeHue OOLICHIPHHATHIX CETEBBIX YTWJIMT Uil NMPOBEPKH (DYHKIMOHMPOBAHMS HEOOJNBIION CeTH M aHaIM3a
NepeiaBacMbIX JaHHBIX.

3ajaHus Uil CaMOCTOSITENBHON paboThl CTYIEHTOB (cemecTp 7)

1) Ba3oBbie TPUHIMITEI KOMMYTAlUK H pabOTHl KOMMYTaTOPOB.

2) PacmmpeHHbIe TEXHOJIOTUH KOMMYTAITHH.

3) IIpoTokomns! AMHAMUYECKOH MapIIpyTH3aKu. JJMCTaHIIMOHHO-BEKTOPHBIE TPOTOKOIIBL. [IpOTOKOIBI COCTOSHNMS KaHAA.
4) Kon¢urypupoBanue u penierre 6a30BbIX Tpo0ieM B HEOONBIINX KOMMYTHPYEMBIX 1 MapUIPYTU3UPYEMBIX CETSIX.

5) Hactpoiika u paspeurerue npodaem VLAN.

6) Hasnauenwe u THITBI CIIMCKOB KOHTpOIs goctyma (ACL).

7) Hactpoiika, MoHuTOpHHT U pa3petenue npodiem ACL mis IPv4 u IPV6.

8) OcobenHoCcTH (PyHKIMOHUPOBaHUS ceTeBbIX ciryk0 DNS u DHCP.

9) Pabora u 0cOGEHHOCTH TIPUMEHEHHUS CITyKOBI Tparcsimu aapecos (NAT).

10) Hacrpoiika u pemenune mpobiem ciyk061 NAT.

Tewmbl 3a1aHuil Ha KYpCcOBYIO paboTy:

TunoBoe 3amaHue Ha KypcoByI0 paboTy mpexmonaraeT pa3paboTKy MPOTPaMMHOTO OOecIedeHus,
peanmsytomero (YHKIMH CETEeBOTO B3aMMOJACHCTBHS ISl pPELICHWS NPUKIAAHOW 3anmaun. llpuxmagHas 3amada
OTIpEIENAETCS] MHANBHUTyaTbHBIM BAPHAHTOM.

KypcoBast paboTa MOXET BBINONHATHCS KaK NMPOCKTHO-OPHEHTHPOBAHHAS, a 3HAYMT PA3ZCiATh CO3/AaBAEMYIO
CHCTEMY Ha TOJCHCTEMBI, CO3/1aBacMble OTICIBHBIMU CTy/ACHTaMH. Pa3JieieHre MOKET NMPOMCXOANTH MpU pa3paboTke
OTIENBHO KIMEHTCKOM W CEPBEPHOM YacTed MpOTrpaMMHON cHCTeMBL. Pa3ieneHme Tak e MOXKET OBITh CBSI3aHO C
peanm3aryel mporpaMMHOTO O0ECTICUeHHS TS Pa3IMYHBIX ONMEPalMOHHBIX cucTeM, HampuMmep, Microsoft Windows u
Linux.

BapraHTbl MHAMBUAYaNbHBIX 3aJaHUM JUIS KypcOBOTO IPOEKTHPOBAHMS (XapakTepusyeT HaOop pemraeMbIX
MIPUKJIAJHBIX 337ad) M0 CO3JaHWI0 NPHKIAJHOTO MPOTPaMMHOTO OOecCredYeHHs TeHepalun W O0OpabOTKH CETEeBOTrO
Tpaduka:

Yar-cucrema ¢ apXuTEKTYpOH cepBep — KIIMEHTHI.

Yar-cuctema 6e3 UCTIONB30BaHUS CEPBEpA.

Cepsep XMPP.

Kimment npotokona XMPP.

Cepsep HTTP.

Kimment npotokosna HTTP.



Cepsep FTP.

Kinuent nporokona FTP.

Knuent npotoxosna SMTP.

KienT nporoxkomna Telnet.

Cepsep DNS.

Knuent npotoxona DNS.

CerteBoii Moayib urpsl «lllamku.
CeteBoii Mozyb Urpbl «Mopckoi 60i».
CerteBoii Moaynb urpsl «l1laxmaten.
CerteBoii Moaysb Urpsl «Pesepcn».
CerteBoii MOIysb UTPHl «KpecTUKH-HOTUKI.

Jlng xaxJIoro BapuaHTa COIVIACOBBIBAETCS MCIOJIB3yeMBI MPOTOKoN TpaHcnopTHoro ypoBHs TCP uma UDP,
S3BIK  peaju3allid W ONEpalMoOHHAas CHCTeMa. BoO3MOXHO MHIMBUIyalbHOE 3aJlaHAE€ 110 COIJIACOBAHHIO C
MIPENoJaBaTeIeM.

@®onn  oueHouHblx MatepuanoB (POM) ans  npoBeneHHs  aTTeCTallMM — YPOBHS
c(OPMUPOBAHHOCTH KOMIIETEHIIMI 00ydYaromuxcsi MO0 JUCHUIUIMHE OQOPMIISIETCS OTIEbHBIM
JIOKYMEHTOM.

6. YYUEBHO-METOANYECKOE U TH®OPMALIMOHHOE OBECIIEYEHUE

JACIHUITINHBI
6.1. Knuroo0ecne4eHHOCTH
HaumenoBanue nutepaTypsl: aBTOp, Ha3BaHUE, BH]L T'on KHUT'OOBECIIEYEHHOCTbH
U3JaHUs, U3aTEILCTBO W3JaHUA

Hanuuwne B anextponnom karajore ObC

OcHoBHas JuTepaTypa

1. Texnonoruu pa3paboOTKU U CO3JaHUS KOMIbIOTEpHBIX cet{ 2013 http://www.studentlibrary.ru/book/ISBN97859
Ha ©Oaze ammaparypsl D-LINK [DrextponHBII pecypc] 1202879.html

VYuebHoe mnocobue it By3oB / B.B. bBapunos, A.
brnaromapos, E.A. bormanoBa u ap. - M. : T'opsiuas mHus

Tenekom
2. TlpockypsikoB, A. B. Kowmmbtotepusie cetu. Ocuof 2018 https://www.studentlibrary.ru/book/ISBN9785
MOCTPOCHUSI KOMITBPIOTEPHBIX CETEH M TEeJIEKOMMYHHKAIIHU 7527922.html

yuebHoe nocobue / [TpockypsikoB A. B. - Pocros u/J] : U3n-
0DV, 2018. - 201 c. - ISBN 978-5-9275-2792-2

3. BwluncnuTenbHas TEXHHKA, CETH W TelekommyHukary 2015 http://www.studentlibrary.ru/book/ISBN97859
[Onexrponnsiii pecypc] : YdebHoe mocobue mjisi By30B 1204927.html
I'pebemkoB A.1O. - M. : I'opsiuas nuaus - Tenekowm,. -

JlomioTHUTE IbHAS INTEPATYPa

1. Xomacesuy, O. P. HMudopmannonnsie kabemsHbie cer 2019 https://www.studentlibrary.ru/book/ISBN9789
yueb. -merox mocobue / O. P. XogaceBnd. - Munck : PUTI| 5038604.html

2019. - 194 c. - ISBN 978-985-503-860-4

2. Hbe, O. KommbroTepHble ceTH U Ciy)0bl ymaneHno| 2015 https://www.studentlibrary.ru/book/ISBN5940)]
nocryma / 6e O. - Mocksa : JIMK Tlpecc. - 336 c. - ISBN 0804.html

94074-080-4

3. Kogsran, H. M. Komnetotephsie cetn yueb. mocobue / H. || 2014 https://www.studentlibrary.ru/book/ISBN9789
Kogran - Munck : PUIIO, 2014. - 179 c. - ISBN 978-985-5( 5033746.html
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6.2. Ilepuoanyeckue u3IaHUA
Kypnansr (https://elibrary.ru/):

1. BeCTHUK KOMIBIOTEPHBIX U MH()OPMAITMOHHBIX TEXHOJIOTUH

2. BBIuncauTeIbHbIE TEXHOJIOTHH


https://elibrary.ru/

6.3. NuTepHeT-pecypcsl
http://www.studentlibrary.ru

http://library.visu.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

I[JI?I peair3anuun IIaHHOﬁ JUCHUIINIMHBI UMCHOTCA CIICHHUAJIBHBIC ITOMCIICHUA AJIA ITPOBCACHUA
3aHATUH JIEKYUOHHO2O0 muna, 3aHAMULL npaKmuttecxoeo/ﬂa60pamopH020 muna, 2pynnoevlix u
quueuéyaﬂbelx KOHcyﬂbmauuﬁ, mexKyweco KOHmpoJisit u npomeofcymowod ammecmayuu, a maxotce

nomewjenus: 0 camocmoamenvrou pabomol. IlpakTnueckue/nadopaTopHbele pabOThl IPOBOASITCS B
aymutopusix 424-2, 401-2, 412-2 u 416-2.
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