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Henp ocBoeHMs AuCHUIUIMHBT «3amuTa UH(pOPMALIHN»
npobieM W 3alad B o0NACTH HH(POPMAIMOHHON Gesorma

1. OEJX OCBOEHHS JINCIUANLIAHDI

O6y‘{€HI/IC CTYACHTOB METOJO0JIOTHH peIIeHUs

anmapaTa 1 KpUnTorpaQuueckux npeobpazoBanmit.

3anayu;

L4 OBH&I{GHHC HABBIKaMH aHaln3a 3allHIeHHOCTH I/IH@)OpMaHI/IOHHOI\/’I CUCTCMBI

* [3yyenue

IIPUHIUIOB  paboThI
KPHIITOCTOHKOCTH.

L4 (DOpMI/IpOBaHI/Ie HABBIKOB pa6OTbI CO CTaHOAPTHBIMH

C  KPUNTOIpaQMYECKHMH  aNropuTMaMd U

ONCHKOU ux

KpHHTOFpa(I)H‘-ICCKI/IMI/I aJlTOPUTMaMUu ¢

HUCIIOJIb30BAHHEM COBPEMEHHOI'O almapara OporpaMMHUpPOBaAHAS

2.

Hucumnmmna «3amumra uHdGOpMALEE» OTHOCHTCS K pasmeny b1.0.23 - O6si3aTensHble AUCHUILTHHDI
nanpasnenus 02.03.03 Marematudeckoe obecreucHue u aIMMHHUCTPUPOBAHUE HUH(MOPMALMOHHBIX CHCTEM.
Wsydyenwe AMCHMIUIAHEL TPOXOIMT B 7 ceMecTpe,

HPOrPaMMHPOBAHKSA, KOTOPBIC MOI'YT OBIThH IIOXYUYEHBI B PAMKAX JIMCI[HIIIHHEL «O0BEKTHO-OPUEHTHPOBAHHOE

IPOTPaMMHUPOBAHHEY,

3HaHNd, NONYYeHHBIC B paMKax M3yYeHHs IaHHON MUCLHIUIMHBL, MOTYT OBITh INPUMEHEHBI JJIsi

MECTO JUCHUAIJIMHBI B CTPYKTYPE OITOII BO

HAITHCAHUS BBITYCKHON KBaMM(pUKAHMOHHON paGoTHL.

3. INTAHUPYEMBIE PE3VYJIbTATBI OB YUYEHHUSI 110 JUCTHUTIJINHE

Kon popmupyembix

YpoBeHb 0cBOEHNS

IInaHupyemble pesynbratel 06yuenns no aucLUnInHe

Crocoben npumensime
COBpeMeHHbIT
Mamemamuyecxkutl
annapam, CeA3ANHLI C
RPOCKMUPOBAHUEM,
paspabomxot,
peanusayueni u oyenxoy
KAYeCmea npocpammuuix
NnpooyKmos u
NPOSPAMMHBIX KOM-
MIIEKCO8 6 PAIAUYHBIX
obnacmax wenoseyeckoti

KOMITeTEHIIHH KoMneTeHum' XapaKTePU3YIOLIUe 3Tallbl OPMHUPOBAHKS KOMIETEHIUIA
(mokazaresid 0OCBOEHUS KOMIMETEHUWH)
) 2 3
OIlIK-1 RONHOE 3Hate: 6a30Bble 3HAHUS, MOJIyYEeHHBIE B 001aCTH
Cnocoben npumensime MATEeMaTHYECKHUX U (MJIM) €CTECTBEHHBIX HAYK
Pynoamenmanvuvie YMeTh: Henosp30Bath 6a30BbIe 3HAHNS U3 06IACTH
SHAHUA, NOTYHEeHHbIE 6 MaTeMaTHYeCKUX U (UJIH) ECTECTBEHHBIX HAYK B 06IACTH
QOHBCTTY 3aIUTHI HHGOPMALHH
mamemamuyeckux u
Braniers: nasbikamu BEIGOpa METOIOR peleHus 3a1a4
(unu) ecmecmesentuix N
HAYX, U UCHOTI08aITS 3alIUTBI KHPOPMALHK HA OCHOBE TEOPETHUECKUX 3HAHMIH
ux 6 npogheccuoHabHOT
oeamenvocmu ) _|
OIlIK-2 noanoe 3HaTh: MATEMAaTUYECKHE OCHOBBI IPOTPAMMUPOBAHHS K

S3BIKOB IIPOrPAMMHPOBAHUS, OPraHU3aluy 633 NaHHBIX U
KOMIIBIOTEPHOTO  MOJIEJIMPOBAHHUS;  MaTeMaTHUECKUe
METOJIbI OTEHKH Ka9CCTBA, HANEKHOCTH U 3 (PEKTHBHOCTH
IIpOrpaMMHbIX NIPOAYKTOB B cepe 3allUThl HHPOPMALINH;
MaTEMATAYCCKHE METOJIbI OPraHM3aluK HHOOPMALHOHHOMN
OesomacHocTH  mpu  paspaGotke  u IKCIUTyaTallly
IPOTPaAMMHLIX IIPOJIYKTOB ¥ IIPOTPAMMHBIX KOMILIEKCOB;,
YMETb: OCYNIeCTBIATE 0G0CHOBAHHBIH BBIOOp JTAHHOTO
MaTeMaTHYECKOro ammapara [MpH pelieHuH 3aaay 3al[uThl
HH(popManuu,

| B.Ha,Z[CTB: HAaBbLIKAMU NMPUMECHCHHS MaTEMaTHUYECKOTO anngpaTa

CHOCTH C HCIOJb30BAHHEM MATEMATHYECKOrO

peamnonaracT HaJIn4yue Y CTYOCHTOB HAaBBIKOB




deamenvHOCHIU NP PELICHHM KOHKPETHbIX 3a/1a4 3aLUTbl HH(OPMaLNHK; )

OIlIK-3 nONHOE 3HaTh: OCHOBHBIE IIOJIOXKEHHUS U KOHIICTTIIUH IIPUKIIAJHOTO U
Cnocoben npumensme CHUCTEMHOTQ IPOrpaMMHUPOBAHUSL, ApXUTEKTYPhI
cospemenHuie KOMIIBIOTEPOR u ceTel; COBPCMEHHBIE SI3BIKH

ungopmayuonnsie
MEXHON02UU, 6 MOM
Yucne omeuecmeennble,
npu co30anuu

IIPOrpaMMHUPOBAHUS, TEXHOJIOTHH CO3JIaHMS 7
SKCIUTyaTaluy NPOrpaMMHbIX MPOAYKTOB M IPOIPAMMHEIX
KommuIeKcos; Exuunii peectp poccuifickux nporpamu.

npozpammbix YMeTb: OCYLIECTBIIATh 000CHOBaHHBIH ) BBIOOD
npoOYKmMOs u HCOOXOIMMBIX  WHGOPMAIMOHHBIX  TEXHOJIOIUH npu
npoepammHbLx PEIICHNUN 33/1a9 3aLMThI HHYOPMALIUK

KOMRANEKCOB PasIUNHO20 Bramers:  mpaktudeckumMm  HaBbIKaMH paspaboTku
HA3HAYEHUS HPOTPaMMHBIX NPOAYKTOB U NPOTPAMMHBIX KOMILIEKCOB

3aIUTB HH(OPMAIK

4. OBBEM U CTPYKTYPA JTUCLIJINHBI

TpynoeMKoCTh AMCLIMILIHHBI coCTaBNIAET S 3QUETHBIX €IMHUIL, 180  wacos
Buab yueboii
paboTbl, BKAIOYas
CaMOCTOATENbHYIO
paboTy CTYHEHTOB
- M TPYJIOEMKOCTD (B OBeM yuebHoli Dopmbl
= yacax) TEeKyLLEro
5 ' padore1, KOHTpONS!
Bl 2 = ¢ IpUMEHEHUEM
Ne | Hanvmenosanne tem u/unu pasuesnos/tem Q oy 5 yCMEBAEMOCTH,
S S E| & HHTEPAKTHBHbIX
n/n JTUCHAIITHHBI = = ) 8 METO0B hopma
O S < § g (5 wacax / %) NPOMEKYTOUHOM
T | 5 S| e S aTTecTalum
S| g| & @) (no cemecmpanm)
= g &
El 8
S| &
L= e
= =
=
1 Teopetnueckue OCHOBbI 3aluThi | 7 1-4 | 4 2 25 | 4/67 PERTHHT-KOHTPOITL
urpOpMalUU Nel (30.09-11.10.)
2 Kpunrorpadimeckne metonsr 3ammrel | 7 | 5- 28 12|25 | 30/75 PEHTHHI-KOHTPOIbL
MHbOopMaLIKK 14 No2 (11.11-22.11)
3 OcHOBBI KpUNTOaHaN M3 7 15- 12 2 24 | 3/75
16
4 OcHoBbI cTeraHorpadum 7 17- |2 2 25 | 3/75 PEHTUHT-KOHTPOJIb
18 Ne3 (23.12-31.12)
Beerosa 7 cemectp: | 18 36 18 99 | 40/73 JK3aMEH
(27 yacos)
Htoro no aucuumimne 7 |18 |36 18 | 99 | 40/73 JK3aMeH
(27 uacon)

Coneprkanue JICKIMOHABIX 3aHSITHI 10 AUCHHUILIHHE
«3amura napopMAnHI»

Pasnen 1. Teopetnueckue 0CHOBbI 3aIUTHI HHpopMaluu

Tema 1. Tlomstne wunpopmanuoHHOM 6GesomacHocTH. KioueBbie BOTIPOCEl MH(OpMAIMOHHOM
OezonacHoCTH.

PaccmatpuBaroTest MOHATHS SKOHOMHYECKOH W HH(OPMAITMOHHON GesonacHocTH. OnuchIBacTCs
oblast CTpykTypa HHGOPMANMOHHON GE30MACHOCTH C TOYKU 3penust TpebOoBaHMN HHGMOPMALUMOHHOM
OesomacHOCTH. PaccMaTpHBaIOTCS  KITIOUEBBIE BOIIPOCHI HH()OPMALMOHHONW 0(€30MacHOCTH: HAamo JId
SAIHIIATECS M YTO CHCAYET 3AlUINATE?  OT KOTO HAjo 3alluinaThes? OT Yero HAMO 3alHmaTscs? Kax
HAJI0 3alIUIATHCSA? YTO O0CCIIEUUT 3bGheKTHBHOCTD 3aMUTLI? BO YTO oboinercs paszpaborka, BHEJIPCHHC,
OKCIUTyaTalys, CONPOBOXKACHUE H PAa3BUTHE CUCTEM 3aAlIIUTHI?

Tema 2. Buner yrpos mHGOpMAamOHHON 6E30MaCHOCTH

Ilpusonares BHabl yrpos HHEbOPMALMOHHOMK OesomacHoCTH, KiaCCHPUKALMST HCTOYHUKOB yrpos u
3allIrIaeMol HHPOpMALUH.




Tema 3. OcHOBEI 3aKOHONATENLCTBA B 061ACTH 00CCIIEYCHYS HH(pOPMAIOHHOM 6e30nacHOCTH

PaccmatpuBaercs  mopmatuBHOM Gasza s 3allMTH HpopMannu, 3akoHozatrenbetBo CIIA u
EBpomnsr B chepe 3amurs uHpopmanuu. 3akoHonarenscTso PO B chepe 3amuTe uHpoOpMAamL.

Tema 4. IToctpoenue cucremsr MH(DOPMaIMOHHOI 6e30macHOCTH

PackprIBaloTCsl IIOHATHS OTBETCTBEHHOCTH W IIPOTPaMMBl  HHPOPMAIMOHHONW  6e30MacHOCTH.
Pacemarpusarores: Moienu urpopManmonHoi 6e3onmacHoCTH, TPEGOBAHUA H OCHOBHbIE 3TAIbI peanuzanyu
HH(QOPMAIMOHHOM G€3011aCHOCTH. Y Ka3hIBAIOTCS MEPONPUATHSA 10 3alIUTE UHPOPMAIUH, HPEMEHSIEMBIC B
OpranMsaunud. PaccmarpuBaercs MOHSTHE MOJUTUKHU 0e3011aCHOCTH, IPOBOAUTCS PACCMOTPEHHE METOJOB
dHaJIN3a 1 YIIPABJICHUA PHCKAMHU MPH peaiM3ariii HH(OPMAHOHHON 6e30MacHOCTH

Paznen 2. Kpunrorpaguueckne MeTOIb! 3aMHTEL HH(popMaIuu

Tema 1. OcHoBHBIE MOHATHS kpunrorpapun. Knaccupukanus mudpos.
PaccmarpuBarotess moHATHS Kpunrorpapuu, wnoda, mudpa, KPHITOrPAMMBDI, KPHITOrpahuIeckoro
fnpeobpasoBanusl, MHPPOBAHHUS, neumdposanus. IlpuBojutcst cxeM mpocreifimeit Kpunrorpahuieckon
cuctembl o IllenHony. PacemarpuBaercs knacendukarnmu MAPPOB MO PA3HLIM IIPH3HAKAM,

Tema 2. Knaccnueckas KpunTorpagus.
Pacemarpusarores ncropuveckue KpunTorpaduyeckue cuctems! (upd u mudGpoBaIbHbE ycTpoiicTna) ¢
APEBHEHINNX BPEMEH 110 cepeuubl XX B.

Tema 3. TlepecranoBoYHbIE M TIHAPE! 3aMEHEL
PacemaTpuBarotest mmgpe! nepecranoBok u 3aMEHBI, MOHOAN(ABUTHEIC U nosMandaBuTHEE. B KauecTe
pEMEpOB pacematpubaroTest mpel [esaps n Brokerepa. Y«asblBaloTcs METOIb! 1X KPUIITOAHANN3A.

Tema 4. Illupposanue raMmMupoBatueM u o/tHopasoBble 610KHOTH (nudp Beprama).

Paccmarpusaercst amroputM mmdposamus raMmmuposanreM ¥ wmudp Bepmama. [lokasnisaercs
KPUIITOCTORKOCTE mndpa Bepnama.

Tema 5. Cummerpuunbre mudpst. Cers Deitcrens,

PaccmatpuBaercst anroputy mmbpoBanms ¢ MCIOTbI0BAHMEM CeTH DeiicTens, a Tak JKe OCHOBHbIC
npeodpasyrorue (yHKUNH, HCTIONE3YeMble B JAHHOM anropurme. Ilpumepsl mmdposanus/nemunbposanis.
YKasbIBAIOTCS. METO/IBI KPHIITOAHATH3A JAHHOIO muppa.

Tema 5. Cummerpuanpie mudpsr, DES
Pacemarpusaetcst anropurtm mmdposanus DES, pexumel ero pabotsl (CBC;CFB;OFB). Ilpumepst
wugpoBanus/remndposanus. YKa3sBalOTC METOIBI KPUNITOAHAIK3a JAaHHOTO Hdpa.

Tema 6. Cummerpuunsie mudper [Lngp FOCT 28147-89, mupp Blowfish.
PaccmaTpuBaroTess  anropurMsl wupposannss 'OCT u Blowfish. Vkasemarorcs OPEUMYLIECTBA I10
cpasnenuio ¢ DES.

Tema 7. Cuvmmerpuunble mudpol. Anropurm Rijndael, mudp AES.

Pacemarpuparores anropurMsr upopanus Rijndael m ocHOBanHLIH Ha Hem AES.

Tema 8. Cuvmerpuunsie mudprL. Yipasnenue kirouesoit HHbOpMaIHei.
Pacematpusaercs [Iporokon Kerberos.

Tema 9. TToroxoseie mudpsr
Pacemarpusaercs nonstue motokosoro mudpa. THIE TOTOKOBLIX MHGPPOB, UX OTIMYHE OT OIOYHBIX.

Tewma 10. [Toroxoseie mudpsr. Hlupp RC4.

Pacemarpusaeres anropurm RC4, ero KPHITOAHATU3 U [IPUMEPHI UCIIOJIB30BAHMUS.

Tema 11. Accumerprunoe mupposasve,

PaccmatpuBaercs nonstre accuMerpudnoro wudpa. Ero omimune ot cumMeTpidsoro.

Tema 11. Acenmerpuanoe mmpposanue. Pacripenenenue ximoueit no cxeme Juddu-Xennmvarna

PaccmarpuBaetcst anropurw Hnddu-Xemmana, no3Bossrommit AByM aboHeHTaM, OGMEHHBAasCh
coobmenusiMH 110 HeBE30MmacHoOMy KaHajly CBSI3H, pacnpenesuTb MexKIy cobOH CeKpeTHBIH KITFoY
MU poBanHmsl.

Tema 12.Accumerpranoe mudposanue. HIngpsr RSA, Dnp-Tamais,

Pacemarpusaiotest kpunrorpaduyeckie cHCTeMBI Ha 0CHOBE anroput™MoB RSA u Diip-Tamars.

Tema 13. KomGurnposannas kpunrocucrema G poBaHms

PaccmatpuBaiotess MeTOBI  COBMECTHOTO  MCIONB30BANME CHUMMETPUYHBIX M ACCHMETPUYHBIX
mudpos.

Tema 14. Xom dynxuun. Anropurmer SHA-1 u N-hash,

Paccmarpusatores momstus Xsm Gymknum, naiprerca B ux ocobennoctel. Paccmarpusarores
peamsanmy Xom GyHKIuil o mudpoB Ha U3 OCHOBE IO anroputMam SHA-1 u N-hash.



Tema 15. Dnexrponnas umdposas mosmucs (OUID. Anropurm  (opmupoBamus JJIEKTPOHHO-
nu(ppoBoit mogmucu DSA.

Pacemarpupaercst monstue DL, a Taioke ec (hopmupoBanue Ha ocHOBe anroputma DSA.

Tema 16. 3ammra undopmaruu B IP cersx.

PacematprBaroTes ocHOBHBIE IPOTOKONBT ceTH WuTepHer, obecreunBatonye 3amury mudopMauu:
S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP u MexcereBbie 9KPaHBI.

Tema 17. Kpunroanropurmat npocrpaHcrsa Net.

PaccmarpuBaercs mpocTpancTBo umen IIpoctpanctso nmen Cryptography 8 NET Framework.

Tema 18. XML- kpurrrorpadus

Paccmarpusarores Bosmoxroctn XML —KpUITOTpa(uu, CPaBHUBAIOTCS pasIHuHble TUIbl XML —
HnoAmnucen

Pasnen 3. Kpunroanamus.

Tema 19. Kpunroananuz

PacemarpuBatorest mMeTonn!  Kpumroananmsa: YaCTOTHEIH, METOH IIONHOrO mHepebopa, araka Mo
KIo4am, Merox "Berpeunm rmocepemmne".  Kpumroanamms CUMMETPUYHBIX IIU(GPOB, KPUITOAHAINZ
ACHMMETPHYHBIX  MH(POB, KPUNTOAHATM3 XOI  (hYHKLHIL, KpUNTOaHaMK3 10 IT0OO0YHBIM KaHajaMm,
KBaHTOBBIH KPUIITOAHAIINS.

Pasyien 4. Ocnossl creranorpapuu

Tema 20. OcHoBs! cTeranorpagpun

Ilonsitne u BuAB! creranorpagum. Creranorpadus u nsobpascenns: merox LSB, creranorpagus u
BUJICO, cTeraHorpadus u ayamo. Creranorpadudeckue IPOrPAMMHBIE TTPOIYKTHI.

Coaeprxanne 1aGopaTopHbLIX 3aHITHI M0 THCIUIIMHE
Pasnein 1. TeopeTudeckie OCHOBBI 3a1IUTHI HHpopMaruu
Tema 1. Tlonstue wuHGOPMANMOHHON Ge30TACHOCTHL. Knrouesple  Bonpocsl  mHpopManmonuoi
6e3omacHocTH.
JlaGopatopnas paGora Nel. «Jluueiinpre KOHIPDYIHTHBIC  I'€HEPATOPBI  MCEBIOCAYYAHHBIX
moc/1e10BaTe/ILHOCTEH)
Msydenne u mporpaMmHas peanusanus THHEHHBIX KOHI'DYOHTHBIX I'€HEPATOpOB IICEBIOCIydaiHbIX
II0CJIEIOBATEIHLHOCTEH.
Jaboparopnast paGora Ne2. «IlogemereMbr HAPOILHON  ayTeHTHHHUKANUH  [0Jb30BATEIei.
Ieneparopbr maposneii. Onenxa crenen cToiikocTn HAPOJILHOH 3aIIHThI»
WcenenoBanne mapossHBIX  mOzCHCTEM ayTCHTH(OUKALMKE TONb30BaTelNell. Peanmsamus npocTeiiero
IefepaTopa naposiei, obanaromtero TpeGyeMoi CTOMKOCTBIO K0 B3OMY.
Pasyen 2. Kpunrorpadudecine MeTons! 3ammrb uHpopmarmu
Tema 1. Knaccuueckas KpUIITOI padusi
JlaGoparopnas padora Ne3. «Kaacemdeckas kpunrorpadus. Hludp esaps»
Wsyuenune u nnporpammaas peannsamus mmbpa Ilesaps.
Tema 2. Cammerpuunas Kpunrorpadgus
JlaGopaTopuan paGora Ned. «Cummerpuunas kpumrorpadus. Cern @eiicrensm
M3yuenne ocobennocreit u nporpammuas peanmsauus cetu Melcrens.
JlaGopaTopuas pa6ora Ne5, «Cummerpuunasn kpuntorpadust. [loToKoBbI mupp RC4»
Peanmusosats npocreiimmii moTokosplii IHQP ¢ CHMMETPUYHBIM KJIFOYOM Ha OCHOBEC anroputma RC4,
Tema 3. Accumerpuunas Kpuntorpadus
JlaGopaTopnas paGora Ne6. «ACCHMETPHYHBIE AATOPHTMEL WHOPOBAHUS AAHHBIX. AropuT™ RSA»
W3yants mpunimn paboTs! acHMMeTpHIHEIX anropuTMOB K POBAHKS HA IPUMEDE AMTOpHTMA RSA.
Tema 4. Kpunrorpadus 8 OC Windows
JIabopaTopnas paGora Ne7. «IIporpammuposanue KpUNTOrpaduyeckux nposaiiaepos Ha miatTgopme
NET: Anropurmel xomuposanus SHA-1 u MD5»
Hayuurbes uenomnpzosats KPHIITOrpaQuyecKue Iposaiaeps xom-ynkiuit B .NET Framework.
Pasnen 3. OcHosbl kprmrroananusa
Tema 1. luddepernmansuriii kpunroanams
JlaGopaTopuas paGora Ne§. «Inddepennunansapiii KpHOTOAHAIMS GIOYHBIX mwudpoB»
Wsyuante meron nuddepennmansroro KPHITOAHAIIN3a PUMEHUTENBHO K MHOTOPAYH/IOBBIM AlrOPHTMaM
Oirounoro mudporanus.



Paznen 4. OcHoss cTeranorpadun

Tema 1. CxpriTHe TexcToBol uHGOpMaIl B (atine nzobparkeHus

JlaGopatopuas paGora Nv9, «Creranorpaus. CkpbITHE TEKCTOBOI uHpopMauuun B daiiae
H300paKeHus

Peanusopsisats Merton LSB, koTopslil 3akmouaercs B 3amene ITOCNIEAHNX 3HAYAlIUX OMTOB B KOHTCHHEpE
1300paKeHHs Ha GUTHI CKPBIBAEMOTO COOBIIEHHS.

3. OBPA3OBATEJILHBLIE TEXHOJOI'UU
B npenojapammy jwmcmnimaer - «3awuma UHGopMayuu»  UCHOIB3YIOTCS  Pa3HOOGpA3HbIe
o0pasoBaTenbHble TEXHONOTUH KaK TPAajULUOHHbIC, TAK H C IPUMECHEHUEM aKTHBHBIX W MHTEPAKTHBHBIX
METOOB O0yYeHHS.
AKTHBHBIE ¥ HHTEPAKTHBHBIE METOIBI 00y UCHUS:
~  Humepaxmusnas nexyus (mema Ne 1-20 ),
— Ipynnosas ouckyccus (memaNe 2 );
—  Ananus cumyayuii (mema Ne 4 );
— [Ipumenenue umumayuonnvix modeneii (mema Ne 19 );
— Pasbop xouxpemnuvix cumyayuii (mema Ne 4 ),

6. OHEHOYHBIE CPEJACTBA JUISI TEKYLIEI'O KOHTPOJISI YCIIEBAEMOCTH,
NPOMEXYTOYHOI ATTECTAIMIU 1O UTOTAM OCBOEHMSI JUCHUTIJIMHBI U
YUYEBHO-METOAUYECKOE OBECHEYEHUE CAMOCTOSITEJILHOI PABOTbI
CTYJAEHTOB
Texymuii KOHTPOJIb yeeBAEMOCTH
KonTponbrbre BOpOCH! pedTHHT-KOHTpOIS:
Peimunz-konmpons 1
Bapuant 1
PassepHyTo OTBETHTEL Ha BOMPOCEL
Borpoc 1. KiroyeBbie Bonpock! HHGOpMALHOHHOH 6e30MacHOCTI.
Bompoc 2. Bujier yrpos urGopManuonsoit 6e30MacHoCTH.
Bornpoc 3. Anroputv nposeieHns aHanmsa 1 oleHKH YIpo3 UHQOPMAIOHHON GE30MACHOCTH.
Bapuanr 2
PasBepHyTO OTBETHTE Ha BOITPOCHL
Bonpoc 1. Cocrapistroniune un(popMarmonHo# 6e30macHocTy.,
Bomupoc 2. Mozess yrpossl nEGOpMANHOHHON 6e301IaCHOCTH.
Bompoc 3. OcHOBHEIE BUIEI 3alMIaeMOif UH(pOpMaInH,
Bapnanr 3
PassepHyTO OTBETHTE Ha BOMpOCHL
Bomnpoc 1. Bunet yrpos urdopMannosmoi 6e301acHOCTH.
Bormpoc 2. 3akoHonarenscteo PO B 06acty 3amuts UHpOpMaIKK,
Bomnpoc 3. Comepixanne moenu MHPOPMAIHOHHOM 6e30IaCHOCTH.
BapuanT 4
PassepHyTo oTBeTHTE Ha BOmpOCHL
Borpoc 1. Kitogessie Borpocs! MHOOPMAIMOHHOM 6e300aCHOCTH.
Boupoc 2. Buner mosienelt uugopMannonoit 6e301acHOCTH,
Boupoc 3. [Tonurtrka undopMamonno 6e30macHoCTH.

Peiitmune-xonmposns 2

Bapuanr 1

PassepuyTo oTBETUTE Ha BOIPOCHL.

Bomnpoc 1. Anroputv pacimdposanms TOCT 28147-89.

Bomnpoc 2. Anroputv pacnpenesenns kiouei 1o cxeme Hnddu-Xennmmana
Bomnpoc 3. Anropurm RC4

Pemmts 3amaygy.



3anasa Nel. Anrroputy mmdposamns rsa.

CreHepupyiTe OTKPBITEIN U 3aKpbITBIH KIIOYH B anroput™e mudposanus RSA, BeGpas npoctsie wrcia pHq
3 NIEPBOH COTHU. Jaudpyiite cOOOIIECHUE, COCTOSINEE U3 BAIINX uarranos: GHO.

Bapuanr 2

PasBepHyTo oTBETHTL Ha BOIPOCHL.

Boupoc 1. Anropurm pactmdposanus TOCT 28147-89. O6mast cxema.

Bonpoc 2. IlIudgp Blowfish

Bonpoc 3. TIpotokon Kerberos

3amaya Nel. Anroputm muppoanws rsa.

Peumnts 3amauy.

CreHepupyiTe OTKDHITBI M 3aKPHITHIH KITFOUH B anroput™me wudposanus RSA, BeiGpas 1pocTsie yncia puq
13 BTOPOY COTHH. 3amudpyiite coobIIeH e, COCTOAMIEE H3 BAIIMX unnnranon: ®HO.

Bapuanr 3

PassepHyTo 0TBETHTS Ha BOIPOCHL

Bompoc 1. Kaxue Gpynkumy MOryT nernonms3opatsest Ipy mupposanuu B cetu Oeficress?

Bonpoc 2. Onucars anropurm pacupenenenus kiro4en no cxeme Juddu-Xennmana

Bonpoc 3.0nucars anroputm RC4

Pemmts 3anauy.

3amaga Nel

Bomonuuts 3 paysna mudposanus u aemudposanus cetbio MeficTers coobueHme «2014», rne F=(L+n)mod
256 (mod — ocratok ot genenus), n — HOMED BapHaHTa.

Bapmanr 4

PaseepHyTO OTBETHTH Ha BOIPOCHL

Bonpoc 1. Kakumu csoitcTBaMit 06)1anaioT Xamr byHKIIN?

Bompoc 2. Onmcats anroput™ mudposanus Dis- Iamais

Bompoc 3. Onucars anropur™ mmdposanus DES

Pemmts 3amauy.

3apaua Nel,

Hcnonesys mmdp [esaps, sawmnpyire ceor damumuio Mmst Otdectso. Besmumnna C/IBUTa paBHA HOMEPY
BapranTa.

Peiamunz-konmpono 3

Bapmnanr 1

PassepnyTo oTBeTHTS HA BOMpPOCHL.

Bomnpoc 1. Kom6usnposanmas kpunrocucrema (G poBaHus
Bompoc 2. Anroputv hopmuposanis OeKTpOoHHO-1M(POBOi moamucn DSA
Bonpoc 3. IIporokossr SSL u TLS

Bomnpoc 4. Kpunroananus CUMMETPHYHEIX IH(BPOB
Bapuaur 2

PassepuyTo oTBeTHTE Ha BompOCHL.

Bomnpoc 1. Xsm ¢pynknun

Bonpoc 2. Anroputm SHA-1

Bompoc 3. ITporokon S/MIME

Bompoc 4. Kpurrroananus acuMMeTpruHbIx mudpos
Bapuaur 3

PassepHyTO OTBETHTS Ha BOIIPOCHL.

Boupoc 1. Dnextponnas mudposas moamuch
Bompoc 2. Anropurm SHA-1

Bompoc 3. Ilporoxon S/MIME

Bomnpoc 4. Kprnrroananus xem-dymximit

Bapmuawur 4.

PassepnyTo oTBeTHTS Ha BOIpOCHL

Bonpoc 1. Creranorpadudeckre MeTomb!

Bonpoc 2. Kpumrroanroparmer npocrtpaHcTBa Net
Bonpoc 3. YacroTueiit xpunroanamms



Borpoc 4. KsantoBsle kpunroanropurmsL,

IK3aMEHANMOHHbIE BOIPOCHI 10 JUCIMIINE:

. CTpyKTypa M OCHOBHBIE COCTABMISAIONIME HH(POPMALTOHHOH 6e30I1aCHOCTH

- Ob1me Bonpock! HEGOpMAIHOHHOM Ge3011aCHOCTH.

. Buaer yrpos undopmarmonsoii 6esomnacHocTy.

- 3akoHozaTeNbCTBO PD B 0651acTH HI(OPMAIMOHHOM Ge30aCHOCTH.

. Kmaccuueckas kpunrorpagus.

. ndp Lesaps.

. Cerp OQeiicrens.

- DYHKIIAH, HCTIONb3yeMble IPH H(PoBaHun B cetn Deiicrens.

. Airroput™ mudposanus [OCT.

10. Anropurm mugposanms Blowfish.

11. Anroput™ mumdporanus DES.

12. Anropur™ mudposanus Rijndael.

13. Anropurm mmdposannst AES,

14. TlotokoBsre mmdpsr. Anropurv RC4.

5. Anropur™m pacupenenenus xiroueit o cxeme Juddu-Xemmmana.

16. Anroput™ mudpopannst RSA.

17. AnropurM mudposarust Dib- amans

18. Anroput™ mudposanust SHA-1.

19. CpoiicTBa 0HOCTOPOHHUX (YHKIWH.

20. Kpunroanroputms! npocrpancrsa .Net.

21. IpoTokosis! 3ammThl HHGOpMALHH B IP cersx.

22. Metoan! kpunToaHamm3a

23. MeTtone! creranorpadum.

3apavu:

Jamaua Nol.

Wcnonesys umdp Ilesaps, samuppyite ceon Dammmuio Vms Otuectso. Benumna CIIBUTa paBHa HOMEPY

BapUaHTa,

3amada No2,

Bammdpyiite cioso AJIPABUT 1o ramme NADOHTX.

3amaua No3,

Bamudpyitre cioso AJIOABUT mudpomM Brkenepa ¢ xmouom MUP

3amaga Nod,

Coobmenne SOKYDIOLIGCWUUHO 3amu(pOBaHO MHU(PPOM BEPTHKATBHOM [IEpECTaHOBKH
( 1 2 3 4 5 6)

35 4 1 6 2

N O~ O\ N B L) R —

Pacundpomars coobmenue.
3amaga No5,
3ammnbpyiite npenoxKenue, NPHMEHUB CICAYIOIIYIO TEPECTAHOBKY CJIOB: MEHSIOTCSH MECTAMH IIEPBOE U

IIOCTICTHEE CIOBA, 3aTE€M BTOPOE U NPEANOCICAHES H T. .
3anada Ne6.

CKOJIBKO ONONHUTENBHBIX OUT HAZ0 100aBUTH K COOOIICHUIO MIMHOH 100 CUMBOJIOB, €CJIM KOAUPOBAHHE
OIHOTO CMBOJIA TpebyeT 80uT M Groumbi mudp paboTaet ¢ GroKaMHu JUIMHON 6461uTa?

3amaua Ne7,

Bemonnuts 3 paynna mmdpopanms u nemrpoBarus cetio PeficTens coobmenne «2016», roe F=(L+n)mod
256 (mod — ocratok oT genenus), n — HOMED BapuaHTa.

3amaua Ne§.

OTKpBITEIH TEKCT ¥ €10 MHGPOTEKCT UMEIOT AmuHY 40uta, JumHa Kiroda 36uTa. OYHKIUS u3BneKaeT |-piifu 3-
ui OMTBI KIIIOYa, HHTEPNPETHPYET MX KAK AECATUUHOE HHCJI0, BO3BOAHUT €r0 B KBAAPAT W MHTCPIIPETHPYET
pe3ynbTaT Kak 4-OHTOBYIO 1OCIEN0BATENLHOCTL, HaifTi PE3YNIBTAT 3aMIUPPOBAHUSL M PACUIKPPOBAHHS, €CIIU
NepBOHAaYaIbHBIA HCXOOHBIN TekeT —0111, kimrou—101.,

3amaua No9,



CreHepupyHTe OTKpBITBIH U 3aKPBITHIA KIIOUH B alropuTMe muposanus RSA, BEIGpaB IpocThie YHCIa P 1 |
13 epBoil coTHH. amudpyitte coobieHne, COCTOSIIEE W3 BallINX HHUIMANOB: ®UO.,
3agaua Nel0.
CKONBKO MMEETCs HATYPANBHBIX YHCEN, MEHBIIAX N=pq U B3aUMHO NpOCTHIX ¢ N, Ie p ¥ q — pasinyHbie
IIPOCTRIC YHCIa?
Bonpochb! 1asi KOHTPOJISE CAMOCTOSATE ILHOH padoThi:
1. Packpoiite MOHSITHS HHPOPMAIMOHHON ¥ SKOHOMHYECKOH 6e30MacHOCTH.
2. Tlepeunmcnure M ONUIIATE BHJBI HCTOYHUKOB Yrpo3 MHGOPMAIUOHHON GE30MACHOCTH W MX
0COOEHHOCTH.
VYKaKKTe OCHOBHBIC BHBI 3ALUINACMON HH()OPMALHH.
Omnunirre MeXyHAPOIHOE 3aKOHOJATENIECTBO B chepe 3amuThl HH(OPMAIIHIL
OnuivTe cTanaapThl 1 3aKoHOAaTeNnsCTBO PO B cdepe 3amursl HEGOpMAIHH.
YKaxkuTe OCHOBHBIE ACTIEKTHI TIOCTPOCSHMSI CHCTEMBI HHMOPMAIIHOHHO 6e3011aCHOCTH.
Cdopmynupyitre mporpamMmy HH(OPMAIMOHHOH G€30I1aCHOCTH.
[Ipwunciure monem HHGOPMATMOHHOM GE30IACHOCTH, YKAXKHUTE HX OCOOCHHOCTH.
9. KaxoBBI 0OCHOBHBIC STAITbI PeaH3aliie MOJIEIH HHGOPMAITHOHHO Ge300acHoCcTH?
10. Kaxue meponpusitis 1o 3amure nHbOPMAIUE TPOBOAITCA B OPraHH3AIHAX?
11. Kakum obpazom popMupyeTcs nonuTuka 6e30MacHOCTH B OpTaHH3aIIN?
12. Kakum 06pa3oM NMPOM3BOAUTCS YIIPABICHHE PUCKAMH B CHCTEMAX HH()OPMAILIMOHHOM Ge30MacHOCTH.
13. Kax onenusaeTcs 50 HEKTHBHOCTD U PeHTAGCIBHOCTE CHCTEM HH(DOPMALHOHHOI GE30IaCHOCTH,
14. Kakne MeTomONOTHH OLEHKH 6e30macHoCTH  HHGOPMALIHOHHON CHCTEMBI CYILECTBYIOT M
HCIOIB3YIOTCS CETOTHS?
15. Yro Takoe xpunrorpadmyeckas samura uaGopManin?
16. Kakue xiaccuuxanny mudpos CymecTBYIOT Ha CCrOIHSIIHAN JICHb?
17. Onummre mupde! 4 ycTpoHcTBa KINACCHUYECKOH KpUITorpadu.
18. B yem 3akimodaeTcs CyTh MOACTAHOBOUHBIX U TIEPECTAHOBOUHBIX IIH(BPOB?
19. Packpoiite cyts mmbpa Lezaps.
20. Ommure ¢ p Bixerepa.
21. VkaxuTe 0CHOBHBIE TIPUHITHIIEL ITH(PPOBAHHMSA TFAMMHPOBAHHCM.
22. Kak ncnonp3yercs mudpoBaHUE METOZIOM OJHOPA30BOTO GIOKHOTA?
23. B yeM 3aKyoyaeTcst CyTh CHMMETPHYHON Kpanrorpaduu?
24. Kax dhopmupyercs cers Deifcrena?
25. Kaxum o6pa3zoM oprann3oBans! mudper Ha ocHobe cetn Deiicrens: TOCT, Blowfish?
26. Onummure mugpp DES.
27. Onvmnre nprHImn neicrsus mudpos Rijndael, AES.
28. KaxoBbl 0cOOEHHOCTH IIOTOKOBOTO MH(POBaHUS 10 anroputMy RC4?
29. Vkaxute OCHOBHBIE IIPHHIIAIIE] ACCHMMETPUYHON KPUITOrPahHH.
30. Omumrare mudp RSA.
31. Onumure MaTeMaTHyecKyto 6a3y mudpa b [amans.
32. Chopmynupyiite momsitue DT
33. Onummure DSA anroputM dopmuposanus D111,
34. Chopmynupyiite OHSTHE X3III K ET0 OCHOBHEIE CBOHCTRA.
35. Omummute anroputmel SHA u N-hash.
36. OmumuTe MaTeMaTHYeCKyIo 6a3y anroputMos tuna MD.
37. Kakum  o6pasoM  MpoHM3BOAMTCS  KOMOMHMPOBaHME  CHMMETPHYHOM W ACCHUMETPUYHOM
kpunrorpaduu?
38. Kaxum 00pa3oM peanusyroTCs U HCIIOJIB3YIOTCS KPUITOMPOBAiAepHI Ha nnardopme NET?
39. C ucnonb3oBaHUEM KaKHX IPOTOKOIOB OCYIIECTBIAETCS 3amuTa nHdopMarud B IP cersx?
40. Kakue oCHOBHBIE METOABI KPHIITOAHAIIH3A CYIIECTBYIOT?
41. Packpoiite ocHOBHBIE MeTO(BI TH(POBOH CTeranorpadum.
DOHA OUEHOYHBIX CPENCTB JUIS NPOBEACHUS ATTECTAIMH YPOBHS CHOPMUPOBAHHOCTH KOMITCTEHITHIA
00y4aIMUXCsl O/ JUCIUILTAHE O(GOPMIIETCS OTHEIBHEIM JOKYMEHTOM.
7. YYEBHO-METOJUYECKOE H UH®OPMAIITMOHHOE OBECIIEYEHUE

JIACIHUTILINHBI

i A

7.1. Knuroo6ecneueHHOCTD



rHal/IMeHOBaHl/Ie JIUTEPATYpPBI: aBTOp,
Ha3BaHWe, BUA U3AAHUs,
M3/1aTeNbCTBO

["oa u3nauuns

KHUT'OOBECHEYEHHOCTD —‘

Konuyectro IK3EMIIAPOB
3nanui B 6ubarorexe Bal'Y g
cooTtBeTeTBAM ¢ OT'OC BO

Hanuuue 8 anextporHoit
oubnuoreke Bal'V

3

4

OcHosHas nuteparypa*

1. A.O. Kyuepuxk, A 1O, Jiekcun,
ILH. Byxapos, A.}O. Llarypuna
Kypc nexunit no aucunnnume
«3awmmta nndopmawryy / Bnagum.
TOC. YHU-T HMeHU AJlekcanapa
[puropbesuua u Hukonas
I'puropsesrua CToneToBbIx, —
Branumup: Usn-so Bal'y

2017

http://e.lib.vIsu.ru/bitstream/12
3456789/6466/1/00702.pdf

2. Kyuepuk A. O. ,byxapos JI. H.
Hoaukosa O. A., Camblirkuu B, .
MeTonuueckue yxkasanus no
BBINOJIHEH IO 1aB6OpaTOpHBIX paboT
0 [MCcUUnnnte «3awura
nadopmauum» Bragum. roc. YHH-T
UMeHH AJlekcanzpa I'puropsesuua u
Hukonas I'puropsesuua
CroneToBblx; Buanumup: Uzn-so
Bal'v

2017

http://e.lib.visu.ru/bitstream/12
3456789/5886/1/00678.pdf

3.bonenora D.A., Undopmaunonsstii
Mup XXI Beka. Kpunrorpadus -
OCHOB& UH(QOPMALIMOHHOH
besonacnocTH [DsekTpoHHbIi
pecype] / Bonenosa 3.A. - M. :
Jawkos n K

2018

http://www.studentlibrary.ru/bo
ok/ISBN9785394030314.html

HononaurensHas nure parypa

! ABepyenkos B.1.,
Kpunrorpaduueckune metomn
3amuThl HHdpopMauuu
[Dnextponubiit pecypce] /
ABepuenkos B.U. - M. : GJIMHTA.

2017

2. Appouiva C.M., Hucxpertnas
MaTematnka. Moynsphas anre6pa,
Kpunrorpadus, KoamposaHue
[OmexTponHsiit pecypc] / Asnommn
C. M., HabeGun A. A. - M. : JAMK
Ipece.

2017

http://www.studentlibrary.ru/bo |
ok/ISBN9785976529472.html

http://www.studentlibrary.ru/bo
ok/ISBN9785940744083.htm|

3. Bupiokor A A., Undopmauunonnas
| 6€30MacHOCTS: 3alinTa 1 HamazeH e
[DnekTponHbiit pecype] / Buptoxos
A A -M.: IMK Ipecc,

2017

http://'www.studentlibrary.ru/bo
ok/ISBN9785970604359.htm|

-

*ne bonee 5 ucmounuxoe

7.2. llepuonuyeckue usganms

1. Xypuan "3amura uHpopmanuu. Uucaiin",

2. Mudopmarntus u 6e301acHOCTb, - Pesxim JocTryna:

izdani ya/informatsiya-i-bezopasnost/

- Pexxum nocryna: http://www.inside-zi.ru/

http://cchgeu.ru/science/nauchnye-

3. Information Security. - Pesxxim JlocTyna: hm)://www.itsec.ru{

7.3. UnTepuer-pecypepr

1. Oner I'pannunsy, Bramumup Kuses Besonacuocts MH(POPMALHOHHBIX CHCTEM. — Pesxnm J0CTyIIa:
https://www.intuit.ru/studies/courses/13 845/1242/info

2. Onbra Jlanonuna Kpunrorpaduueckue ochosst 6esomacrocty, —

https /Iwww.intuit.ru/studies/courses/? 8/28/info

Pexum nocryna:



3. I'anuna bacanora OcHOBEI Kpunrorpaduu. — Pexxum goctyma:
https://www.intuit.ru/studies/courses/691/547/info

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JAACITATIJINHBI

Jmst peammsanyuy JaHHON MMCHHIUIMHBL MMEIOTCH CIICLHABHBIE MOMELIEHUST ISl [IPOBEAEHHUS
SAHATHH NeKYUOHHO20 MuUNd, 3ansmuil 1a60pamopHozo muna,

JIaGopatopHele paboTeI IPOBOSTCS B aya. 100-3, 106-3, 5116-3, 511r-3.

llepedens HCMOIB3YEMOT0O MHICH3HOHHOTO Iporpammuoro ofecrieuenus: MS Visual Studio

Pabouyro mporpammy cocTasr Byxapos J1.H. "‘é“

(®UO, nonnucs) /!

Penenzent , N S SR il
(mpencrasutens paboTomaTens) Ton G/ f,/IL/f/ M }{L -lepue ~ flaest {/} 0 ’fé,z)/
< (mecTo pa6OTLI; AospkHocTh, OHO, noamnucs) & 4
IIporpamma pacemorpena u o106pena Ha 3ace aHuu Kadenpol , te [7 A"
MporoxonNe A or A)320 ropa = ,
3aBenyrommii kadempoii = < ,:f: DALN L8
(®UO, nopnucs)
PaGouas mporpamma paccmotpena u  onoGpeHa Ha SaceiaHHH Y4eOHO-METOMYECKO! KOMUCCHH
Hanpasienus OX 03 (3
[IpotoxonNe 4 or 3704)0  rona - /
[pencenarens koMmuccuu = (S /%7)6’2’/( Cr ety
(PHO, noanucs)

JINCT IIEPEYTBEPKJIEHU S
PABOYEN ITPOI'PAMMEI ANCHUTINHBI

PaGouas nporpamma ofo6pena ma yueOHBIH rog

IIporoxoun 3acenanus xadeapsr Ne or roja

3apeayroumii kKadepoit

Pa6owas nporpamma omo6pena ma YyUYEOHBIH ro

Hporoxon 3acenanus xadeapsr Ne 0T roxa

3aenmyromuit kadempoit

Pa6ouas nporpamma ono6pena na YUEOHBIH o1

IIpotokon 3acenanus kapemper Ne OT roja

3asenyrommuit kadeapoit




