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1. UEnr4 OCBOEHLTflI [Lrulr4rrJrl{Hbt
Ifelr ocnoeHl4t II4cuI4IIJII4HrI <3aqnra IzHrpopuarl r4v>> - o6yueuze cryAeHToB MeroAonoruu perxeHuf,npo6leu 14 3al'aLr s o6racrn uH$oprvraqptoHHofi 6esonacuocrr4 c rrcroJIb3oBaHLIeM I'IareMarl4qecKofo
ailrrap ar a r.r Kp 14 rrro rp adt z v e c x u x n p e o 6 p as o e anuia.
3ana'ru:

t Osra.4eHI'Ie HaBbIKavrn aHaIru3a 3arrlnrrleHHocrrz r4HQopMauuonHofi cgcreMbro vrzy\eHue npaHql{noB pa6oru c Kpunrorpa$zvecxzuu aJrfopr4'rMaMr,r v. orlr3FrKoil r4x
Kpr4rrrocrofrxocru.

t OopnrnpoBaHl4e FIaBT,IKoB pa6oru co craH.qaprHbrMrr r(pr4nrorparprzuecxzl,rz B,{fopry1y414,n c
14 CTI O JIb3 O B AH II C M CO B P EM C H H O f O A[ N AP ATA TIP O IP ANI M 14 P O B AH I4,

2. MECTO AI4CUI,IIJII4HbI B CTpyKTypE olrotr Bo

[acqzununa <3ar1nra uH$opu arJrrzr>> orHocurcq

HanpaBneHux 02.03.03 MarelraruqecKoe o6ecneqeHue

Zsyueuue AacrlunnrrHbr rrpoxo4.rr s 7 ceMecrpe,

rlporpaMMrrpoBaHLrfl, Koropr,re Moryr 6urt no.rryrreHbr B

np orp aMMr.rpoB aH14 e ).

3Hanu'[, rIoJIyqeHHbIe B paMKax kr3yqeHr4g. Aaunc,ft Ar4clrr4rlJrrrHbr, Mof r 6r,rrr npprMeHeHr r nrrfl
HarrvcaHzre, aunycruofi xnalu$uxaquossofi pa6orrr.

3. fIJIAHI,IPYEMbIE PE3YJIbTATbI OEYTIEHI4'I rroAI{CUI4IIJII,IHE

Koa SoprtanpyeMbrx
rounereuqnfi

Vpoaeur ocBoeHat
rcoutneteuqnu I

flnaHupyenrbre pe3yJt brarsr o6yue u nr no llr,icufi njl u He
xapaKrepu3)/rorr{He 3Tanbt $oprvr z po saH H_q Ko M rr ere s uu il

(ll9Iqg3l94 H ocBoeHH fl xouneresquu )I z

^ =-= 
3

JHarb: oa3oBbre 3HaHLrfl, nonyrreHHr,te s o6racrv
MareMarr4qecKr4x u (utm) ecrecrBeHHbrx HayK
Ylrell: Izcrro,Ilb3oBart 6asosrre 3HaHr4f, uz o6lagtu
MareMarr4qecKr.rx u (uttu) ecrecrBeHHbrx Hayr( s o6.nacrr4
3auLITbr Uus,cplasqrt
Bla4ert: HaEbrKaMr4 nrr6opa MeronoB peneHrz, 3a1\aq
3aulr4Tbr uH$opuaqlrrz Ha ocHoBe reoperuqecxzx srranzi

OTIK-]
Cnoco6eu npumeHnmb

QyudaueuntarbHue
3HQHUt, noryHeHHde s

o6nacmu
MAnleMAmUvecKW U

(utu) ecntecmleHHbtx
HAyK, U UCnOrb3ocamb

ux c npotpeccuo u aLt au o it
denmetauocrnu

noIHoe

OIIR-2
Cnoco6eu npuMeHnmb

coapeueuuuui
MameMamltHecrcuil

annapam, censauuutit c
npoeKmupoBaHr.teM,

paspa6omrcoil,
pearuLa4ueil u o1eurcoil
KAHeCmq a np ozp aJVMHbtX

npodyrcmoa u
npozpaM.MHbLX Koril-

meKCOB G pa3nuaHbm
o6r ac n tnx rt en oae q ec tto it

nonHoe 3Harb: MaTeA{a'rHqecKr4e ocHoBbI rlpofpaMMHpOBaH:,1^fl pr

.rr3brKoB nporpaMMr,IpoBaHrzr, opraHr43arluu 6as AaHHbrx H
KOMIIbTOTepH()ro MOAenr4poB aHr4fl; MaTeMaTr4LrecKI4e
MeroAbr orIeHKz KaqecrBa, Ha4dxcHocrz z e$$exrtrBHocra
nporpaMMHbrx rrpoAyxToB B c$epe 3aulr4rr,r uHsotrrnaaquu;
MareMarr4 qec Krre Merolbr opraHr43 arluz au$ opuaqzonHofi
6esonacuocrlr npu paspa6orx e u oKcrrJryararlrru
npofpaMMHbrx npoAyKTOB r.r [pofpaMMHbrx KoMnJreKcoB ;
Yrrert: ocyxleorBnrrb o6ocHosaHHrrfi ntr6op raHHoro
MareMarl4 r{ecr(of o ailnapara npl4 pelreH ukr 3anaq 3 aulr.ITbl
uuSoplraqzu;
B.narerr : Haerlleytlp! rgll x hfl N4 areMaruqecKoro aD napara

It pa3reny EI.O.23 - O6rsarerbHbre Ar4cuurrrr4Hbr

lr a4.MprHucrpr4po B aHr4 e rzn tp oprra aur4 o H Hbrx c pr creM.

fipeAnonaraeT HaruLII4e y cTyAeHTOB HaBbrKoB

paMKax Av crlr4 nnr4Hrr < O 6texrHo-opr4 eHTHpoBaHHo e



dennlenuuocmu
_ 
rrph pe[eHHH r(oHKperHbrx 3aAaq 3aurr4Tbr uucbopvaquzl

OIIR-3
Cnoco6eu npuv4eHnmt

co6pen4eHHbte

uuQtopua4uoHHbte
mexHoJto?uu, 6 nlOM

vuclle omeHecmgeHHbte,

n.pu cosdauuu
npoepatvu4Hbtx

npodyxmoa u
npo2pa"r,tMHbtx

t{oMrueKcO8 pA3IUUHO?O

HA3HAHCHUN

nonHoe 3 u ars : ocH o BHr,re l'oro)'teHa.f, r4 r(oHrlenq Lrkr rrpvru.*IiH o f o 14

cr4cTeMHOfO [pofpaMMHpOBaHLrfl, apxaTeKTypb]
I(oMnbrorepoB Lr cereii; coBpeMeHHbre .fl3brKu
npofpaMMHpoBaHr4r; TexHOJrOfr{r4 co3narrr4, vr

3l(CnJryaTauv H rrpofpaMMHbrx rrpoAyr(To B Z npof paMMHbrx
KoMrrJreKcon; E4zutrii peecrp pocczficxux nporpaMM.
Vuerr: ocyqecrBnrrb o6ocHoeaHHr,rfi sbr6on
ueo6xoArzvsrx unsopvraqzor{Hbrx rexHoJrofl{ ii nou
perxeHr4r4 3a4aq 3arrlr4rbr un$opnraqrzu
BlaAerr: ilpaKT[rlecKr4Mr4 HaBbrKaMr4 parpa6orxu
nporpaMMHbrx npoAyKToB LI npofpaMMHbrx KOL{rrJreKcoB
3 arur4 Tbr uH 0 lpM arlrdr4

4.
Tpy4oerr,rnocrb Ar4cur4nJrzHbr

oEbEM r4 CTpyKTypA AI4CUTI[JII4Hbr
cocraBJr{er _ 5 3arrerHbx eAvH}rrL l g0 qacoB
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25I Teoperuvecxze ocHoBbl 3arqr4Tbl
uHQopvaqun

7 1-4 /1 4/67 pefiru Hr-rourpols
Nel (30.09-ll.l0.)

2 Kpumorpar[uuecrue MeroAbr 3arlurbr
nuQopnaauun

7

t4
28 t2 25 30t75 pe ilrnH r-rco Hrpo,rr

Nr2 (l Lll-22.11)
3 OcHosrr Kp H rroaHarr43a 1

o
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A OcHoetr crerauorpa$r,r u 7 1-
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-JBcero:a Z_ cevecrp: l8 36 l8 99 40t]3 3K3AMCH

(27 qacoB)
[,1roro no ar.{cut4rrnr4He 7 l8 36 t8 99 40t73 3K3aNleH

(27 qacos)

<<3arqura uH0opMiarlulr))
Pa:4er L TeoperuqecKr4e ocHoBbr 3arrrrrbr uufbpuarluu
Teua 1. flousrze r4H0opMarlraoHuoft 6e:ona'rocrz. K*oqesrre

6egonacnocru.

C o4eprraurr e Jr eKrln o H H brx s alsr\iir n o A r.r cuunJr r{H e

Bonpocbr r4HeopMauzonuofr

PaccuarpuBarorct rro]F,fl"tufl oKoHoMtlrrecKofi r4 r4HftopMarl]roHHoft 6esonacuocrz, ouzclrsaercq
96ttlu" crpyKrypa lrH0opMaul4oHHofi 6esonacHocrr{ c r,cqKu 3peHlr rpe6oBaHr4fi r4H6opMerur4oHHofi
6esonacnocru. Paccn'tarpzBarorctl KJIIoT{eBr,re Borrpocbr aucpoprraauronrofi 6egonacuocrz: Hano .ru3auvuarlctr lI t{To cneAyer 3all{zuarb? or Kofo HaAo 3arlllaularrcs? or qel'o Haro 3aqr4ruaucs? KaK
HaAo 3allluurarbc.s? '{ro o6ecnevur e$$exrl4BHocrb :arunru? Bo r{To o6ofilercq pa:pa6orxa, BHeApeHHe,
3KorrnyaTaqru, co rpo B o )KIeH rre Lr p a3BzrTpre c rr cTeM S aruzru ?

T ewa 2. Bra4rr yrpo3 anQopnraqzoHHofi 6eg olacuocrpr
flpzno4rrct BI4AbI yrpo3 IauQoprraaquonuofi 6esonar;uocrr4, KJraccr4 $uxaryun rrcrorrHr41oB yrpo3 r{

3 arrlu1qaeM ofi lrrrQ oprr,r aryn.



Teva 3' ocHosH 3al(oHoAareJlbcrBa n o6racrz o6ecneqeunn uucfopnraquosuofi 6esonacuocru
PaccuarpuBaerct HopMarI4BHoi't 6aza Anr 3arur4rr,r rzuQoptuarJr4v. 3aroHo4areJrbcrBo CIIIA n

Enpour,r n cQepe 3arrlurbr unrfopuaqvu. 3axosolarenbcrBo pcD s ob.p.3arrlr4rbr rlH$opnaqzu,
Teva 4. flocrpoeuze cr{creMbr ranrf opvaqaousofi 6e:onacuocrn
Pacrplmarorcl IIoHsrI'If, orBercrBeHHocrt4 kr rrporpaMMbl lzHcpopnaaqu ouuofi 6egonacHocru.

PaccuarpzBalorct MoAenI'I zu$oprr,raquouuoft 6esonacuocru, rpe6on aHlfl. Lr ocHoBHbre 3Talbr peanv3arJLr.
t'iHQopuaqzouHofi 6e:olacsocrz. VKasrIBalorcfl Meponp[slr4r r]o 3arllr.rre zHdropuaq 

^ , np *"HreM6re B
opraHI43aIII4Ia' Paccvarp 6esonacHocrlz, npoBoAr4Tcs paccMorpeHr.re MeroAoB
aHaJr43a 14 yIIpaBneHI.rt p opM€rrllroHHoft 6esonacHocrr4

PasAer 2. Kpunro rr zuflgplraquu
Teva l, o cHosurre roH-srt4s Kpr4rrrorpacf zu, Itraccu0,xaqzr urz@poe.

PaccuarpzBalorctl rroHflTnfl, I(pl4nrofpa Quu,- r{JTror{a, ,rrrqrpu, nprnroapuMML,r, Kpr,rnrorpar}uuecxoro
npeo6pasoBaHrrfl' ruzsponauut, lemu$poBaHl4q, llpuno2lrarc.s cxeM rpocreiuefi rpznrorpaQuuecrofi
cI'IcreMbI no llleHnouy' cu$uxa|,uu uin$pon no pa3HbrM npv3Haxa^,{.

Tervn2.Itlaccaq
lPaccltarpnBalorc'tl I4cro uqecKue crrcreMbr (rurap$ u mz$ponaJrbHbre ycrpoficrna) c
Apeouefiurux BpeMeH Ao cepeArrHrr XX e.

Tenaa 3. flepecrauoBoqHr,re z lruQprr 3aMeHr,r.
PaccltarpzBalorct ruz@prr nepecraHoBol( u 3aMeHbr, naour:an$au{THbre ra norza,rrpaBr,rrHbre" B naqecree
IrpIrMepoB paccMarpl{Barorc.fl utudlpu l{e:apx u Burreuepa. Yr<asHsarorcs MeroAEr HX Kpr4rrroaHa-[H3a.

Ter'ra4,Illz$ponaHI4e raMMI'IpoBaHI4eM r{ oAHopa3osrre 6Jror<uoru (ruu@p Bepuarraa).
PaccuarpuBaerct anfopplrM rula$poeaHrar raMMr,rpoBaHr.reM vr ulvop tsepuaua. floxra:rreaercq

Kpr{[Tocrofi r<ocrl urzSpa BepHanaa.
Tenra 5, Czuuerpzr{Hbre ruutfprr. Cert @eftcrerrr.
PaccltarpuBaercs anfopl4TM rurz0poeaHkrtr c r4crrorb3iogaHr4eM cera oefrcrerrfl, a raK )Ke ooHoBHbre

n-peo6pa:ylotqne Synrqzn, ucronb3yeMbre B AaHHoM anfopr.rrMe. flpznaepu ruacpponauunlgetuucpponaHux,
VKasr,le arorcr MeroAbr Kpr4nro aH anr.r3 a IaHHo f o ruz Spa.

Teua 5. Czvlnaerpzvutre uucpprr, DES
PaccnarpuBaerct anfopt4rM uuzrpponauul DES, pe)orNrbr ero pa6orrr (cBC;cFB;oFB). flpuvepu

nru$poaanutlgeutu$poBaHl4t. Yxasrnarorc.s Merorr,r Kpr4nroaH anLBaAaHHofo ulz$pa.
Terr,ra 6. czvuerpuuurre mu$pu. lllud,p focr 2g14.7-gg,rrrul0p Blowfish.

PaccltarpzBallc, anfopt4rMlt uasponauz.r foCT vr Blowfish. vxasr,rearcrcq rper{M}ulecrBa rro
cpaBHeHr4ro c DES,

ndael, ruu$p AES.
r{ ocHOBaHHrth ua Heu AES.
moqenofi zHQopnraquefi.

Teir,ra f . iloroxoesre ruraSpu
noro uru0pa. Tznrr norol(oBblx muspon, krx orJrv.q{1re or 6roqngx.
. illtaf,p RC4.

Terr,ra I 1.Acc^uerpr.rrHoe .d;J#fl:a*arrpr3I'I 
rpIIMepbI I4cllorrb3oBa*r4n"

PaccltarpnBaerct IIoH{TI're acclzMerplzrrHoro uruspa. Ero ouaqze or crrMMerprrr{Horo.
eneHr4e xmoqefi no cxeMe [uQ$u_XeJrnMarra
a, no:lnolnor4ufi AByM a6oueurav, odNreHrasa_scr

pacnpeAenr{rb Me)KAy co6ofi cexperurui KJrroq

Teua I2.Accr.Merpuquoe uuspoBaHr4e. rIIzQpu RSA, 3nr-fanrar.s,
PaccuarpzBalorct Kpl4tlTorpafiuvecrcue cr4creMbr Ha oc)HoBe anfopr4TMos RSA u 3lr-fanrall.
Terrl a 1 3 . Kou 6znupo B aHHas Kpr4nro crrcrerra a'ru@p oB il'r4rr
PaccvarpuBalorc.' MeroAbI coBMecrHoro LIcrroJIb3oBaHr4e ckrMMerpl..IqHbrx v accllMe,rpar{Hbrx

tuuQpon.
Tewa 14. Xeru {yHrqnu. Alropr.rrMbr SHA_l u N_hash,
PaccuarpuBalorct IIoHtrI4.s xeur $ynx|Luu, gafi.g)r(erca v ux ocooeuuocrefi. paccuarpzBarorc,

peanI43aIII4I{ x3IrI QyHxqzfi u ruuspon Ha 143 ocHoBe rro anropr4TMana SHA-l z N-hash.



Tenra 15. 3lexrpouual quQponar rroAnr4cb
qucpponofi rroAnr4crr DSA.

(3IID. Alropuru cfopuuponaural 3rreKrpouHo-

Paccl'tarpuBaerctl IIoHtrHe 3LI[, a raro(e ee $opuupo]laHr4e Ha ocHoBe anropr4TMa DSA.
Telra I 6.3aulura uHOopnraqun s Ip cersx.
PaccuarpuBalorc.fl ocHoBHbIe nporol(onbl cerr4 tr4urepuer, o6ecneqzsarc[Ir4e 3arrlrrr)/ uu$opvaqza:

S/MIME, SSL z TLS, IpSec, sKIp, ISAI(MP r.r Me)r(cereBbre or(paHbr.
Tenra I 7, I{prznroanropr.rrMbr rrpo crpaFrcrsa .Net.
PaccuarpuBaerctl npocrpaHcrBo HMeH llpocrpancrBo r4MeH Cryptography n .NET Framework.
Tenra 18. XML- xpurrrorpa$ur
PaccltarpuBalorcq Bo3l\4o)I(Hocru XML -I(pr4nrorp arfiuu, cpaBHrrBaro ratr pa3nr4HHbre rr4rrbr XML -nonlucefr
PasAer 3. Kpunro aHanLr3.
Tenaa I 9. ItprznroaHanv3
PaccltarpnBalorc.s Merorbl I(pl{nroaHaJrr{3a: qacrorHrrfi, MeroA noJrHoro nepe6opa, urar<a ro

KJIIOT{aM, Meror "Bcrpevl4 rocepe4zHe". I(punroaHa.ru:l cr4MMerpzrlFrbIX urz$pon, nprnroun-ra
acIrMMerpIzr{HbIX nn0pon, I(pHrIToaHanIr3 x3III $ynxquft, KplrnroaHaJrri3 rro no6o.rHrrN4 KaH€rJraM,
Keauroerrfi Kpr4nroaHanr43.

Pa:Aen 4. Ocuostr creraHorpa$uz
T eva 20. OcHonrr creraHorpa$zz
floH'srue 14 BI4AbI creraHorpa$urz, Crera.uorpaSnx u zso6paxc eHll: MeroA LSB, creraHclrpacpu.a u

BrzAeo, crefaHofpa$un u ayruo. creraHorpadruvecrae tlpof paMMHBre nponyKrbr.

Cogepxauu e .na6 op aropH r,rx g anfl rufi rr o A' cufi rrr,rr{H e
Pa:le.n I. TeoperuqecKr4e ocHoBr,r 3arrrr4Tbr mc|opruuru'renaa 1' llossrue znsopnaaqzoHnofi 6egonacuocru. Itruo.resrre Bonpocbr zurpopuaquosuofr
6esortacnocrz.

'IIa6oparopHan pa6ora "l\lbl" <<JIuHefisrre r(oHrp.r3HTHr,re reHeparopr,r rceBAocJryqafrHux
rloc!'IeAoBarentnoc:refi >>

J[4sy'reHae v npofpaMMHas peanlr3allu.s :uaHefiHrx Kor{rpyoHTHbrx reHeparopoB rrceBAoc,ryvafrurx
rocJleAoBarelruocrefi .

Jla6oparopuan pa6ora J\b2. <<flogcucreurr napo.nr,uoit ayreurut[u*arluu rroJrr,3oBarerefi.
fenepaTopsr napo.nefi. oqeuxa cre[eHrr crofirocru napc,,rrruofi 3arrlr.rrr,r)>
14ccle4onanue IIaponbHblx noAcI4creM ayreurzQunutl"" nom:oearerefi. pearusaqus npocrefi'rero

rpe6yerr,rofi crofixocrrrc r(o B3noMy.

AEr 3arrlr4Tbr uH(ropvaquu

J Ib3. <K.ua.1""..*uo Kpr{rrrorpar[ua. IIIuQp I{e:apa>V afl peanu3aqur run$pa l]e:apr. ^

T rpunrorparfur
rorpaSHn. Cerr @efr cre,rq)
ceru (Deftcrerq.

rorpa{rur. floroxoerrfi muep RC4))
pHrrHbrM r(JrrorroM Ha OCHOBe a,rropzrrraa RC4.

<<AccuruetputlHble aJlropltrMr,r nrr.rtpponaHLrfl AaHHr,Ix. A,rropurrvr RSA>
uMMerprzr{Hbrx anropHrnron uru:dr poBaHrrr Ha rrpr4Mepe anroprrrMa RS A.
Windows

JlaboparopHan pa6ora J\b7. <IrporpanrMrnpoBaH'e r(purrro.pasuvecxux nponafiAepoB ua nrarrloplre.NET: Anropnrubr x3rrrupoBaHnrr SHA-I u MD5>
Hayuarlcr I{crloJlb3oBarb Kpl{rlrorpafruvecxue nponafi4epu xslr-QyHxqzfi s .NET Framework.
PasAer 3. OcHostr KprrnroaHaJrz3a
Tenaa I . la@SepeHqualtHufi KprznroaHanr43
Jra6oparopnan pa6ora i\b8. <<!nQ{repeHIrIraJrr'Hr,rfi rcpumro aluJrrr36roqnr,rx uraepon>>Lrzyuu't' MeroA aa0$epenq"art"toio KpIrIIToaFr aJrv3a npur\4eHr4TeJrr,Ho r( MHoropayHAoBbrM arr,cpurMaM6noqHoro urusponauua.



Pa:Aen 4. Ocsonrr creranorparpuz
Terraa 1. Crprrrue rerccrosofi uu$opl,rauuu z rlafirc
JIa6opa'ropnan pa6ora Jfb9. <<Crerarrorpat[un.
z:o6paxeuut>
PearlisossrBarb r\{eroa LSB, roroprrfi 3ar(Jrroqaerc.f,
zso6paxreu Lrs. Ha 6urrr crptrBaeMof o coo6rqeHur,

t43o0pit)KeHvq

Crcpsrrue rerccnosofi un{opuaquu n tpaiine

B 3aMeHe rrocneAHr.rx 3HaqarrIHX 6uros s KoHreftHeDe

5. OEPA3OBATEJIbHbIE TEXI{O JIOII/'IIB [pe[oAaBaHI4I4 AITcIII4[II4 HLI <<3au1uma uu(topuat4uu> flcnoJrb3yrorcrr pa:uoo6pa:urre
o6pa:onareJllHble TexHoJIofuIr KaK TpaAI4qI{oHHbre, TaK 14 c npuMeHeHZeM ar(TrrBHbIX rr rIHTepaKTr4BgErx
MeroAoB o6yveuur.

AKrzsurre u LrHTepaKTr.rBHbre MeroAbr o6y.reuzx:
Irlumep arcmur Han neKqun (meu a lW _!J_Q.) ;
fpltnnoaan ducrcyccun (meua Na _2 ),.
Auanus cumyaquil (meua Ne_4);
If puueu e uue un4u,nxaquo rrHbtx uo d e n e ii (meu a Ne _!2),
Pas6op KoHKpemHux cunxyat4uit (meua lW_4_),

6. OIIEHOqHbIE CPEACTB A TNfl TEKYIUE|O ITOHTPOJI'N YCTIEBAEMOCTI4,
fIPoMEII(vrotIHorZ nrrncrAlllakl flo I4lorAM ocBoEHLrflAI4crII4n rvl1brvr

YqEEHO-METOAI4IIECKOE OEECIIEIIT]HI4E CAMOCTO.flTETbHOII PA.SOTNT
CTYAEH'TOB

Tercyurufr xourpolr ycnenaetrocru
KoHrpolrubre Bonpocu pefi rzru.-KoHTporq:

Peitmunz-xoumpont I
Ilapuaur 1

Pasnepuyro orBeruTr, Ha Borrpocbr.
Elonpoc l. Kmoqeerre Bonpocbr unfiopnaaqraoHuofi 6egoracnocrn.
El onpoc 2. Bul;r. yrpo3 nn$opuaqzouuofi 6esonacHocrz.
Eionpoc 3. AnropzrM rlpoBereHafl aHarr43a Lr oueHr(r{ yrpo3 nusopnaaquosuofi 6egouacnocru.
Bapuanr 2
Pa^:nepuyro orBerrzTb Ha Borrpocbr,
Boupoc L Cocrasrrrcuve raHsopnraqnouuoft 6egonacuocrz:.
Bonpoc 2, Molent yrposbr zu$opuaqzoHuofi 6esonacHocrpr.
Bonpoc 3. Ocuosurre Brzlr,r 3arurzruaeMoft uHsoprvr ar\r4v,
Bapuaur 3
Pasnepuyro orBeruTs Ha Bonpocbr,
Bonpoc 1. Bu4sr yrpo3 rau$opnaarlzonuofi 6esonacHocru.
Bonpoc 2. 3arosoAareJrbcrBo p(D n o6racrr4 3arr4rbr uH0opnrzLquu,
B onpoc 3 . co4epxaHr4e MoAeJrn rznsopnaaurzoHnofi 6esonacrrocrr4.
Bapuanr 4
Pa:nepnyro orBerr4Tb Ha Borrpocbr.
Borpoc 1. Kfto.{esrre Bo''pocbr raH$opnraqaoHsofi 6egonacnocrz.
B onpoc 2 " Bu1t r uoAelefi lrH$ opnraquosHofi 6esouaurocru.
Bonpoc 3. flolurnxa zn$opuauzonHofi 6e:onacsocrz.

Peiimuuz-xonmponu 2

Bapuaur I
PasnepHyro orBerldrb Ha Borrpocbr.
Bonpoc l. A,rropurr pu.-r,ipoBaHu, |OCT 2g147-gg.
Bonpoc 2. AnropzrM pacnpeAeJreHr,.s x*o.refi ro cxeMe {zS$u-XeJrJrMaFra
Bonpoc 3. Alropurr,,r RC4
Pelrzrr 3aAarry.



3aAa.ra J\01. Anropurnl ruuSpoBaHu, rsa.
Crenepzpyftre orxpurnfit u sarprrrrrft KJrror{H B aJrfopr4TMe lrz$ponauuq RSA, nrr6pan
vs nepnoft corHl4. 3arun$pyftre coo6rqeHlze, cocro{rqee r43 Barrrux r,rHr{u[anoB: cDI4O.
Bapuaur 2
Pa:nepHyro orBerr4Tb Ha Borrpocbr.
Bonpoc 1. Arropurnr pacruu0poBaHr4.f, focr 2gr4l-gg. o6urar cxeMa.
Bonpoc 2.lnugp Blowfish
Bonpoc 3, Ilpororor Kerberos
3araqa Nb I . Anropurna uz$poBaHr4.fl rsa.
Peruurt 3aAaqy.
CreHepupyftre orxpuu'tit u:anprntrfi rsrror{r4 B anropr.rrMe lrusponanml RSA, ntr6pan
a: nropoft corHl{. 3aruz$pyfire coo6uleHl4e, cocrorr{ee r43 Barrr4x r{Hr,rrlzanoB: el4o.
Bapuanr 3
Pa:nepuyro orBern.r.b Ha Borrpocbr.
Bonpoc 1. Kaxue $ynxutaz Moryr r.rc[onb3oBarbc, npn
JBonpoc 2. Otucarr, anropr{TM paclpeAenenus rlroqefi
Boupoc 3.Ouzcarr anropurrr,r RC4
Peuvrr 3arar{y.
3aaa.ra J\bl
Br'ruoruzTE 3 payH4a [ra@ponanvfl. pr rernLrsponanul cerbro @eficrers coo6qenue <<2014>),r4e F:(L+n)mod
256 (mod - ocraroK or AeJreHr{{), n - HoMep BapHaHTa.
Bapuaur 4
Pa:nepHyro orBerr.rrb Ha Bonpocbr.
Bonpoc 1. I(axuuu csoftcreaMu o6laAaror xorrr SyHxqzu?
Bonpoc 2, Onuca-rb anfopr{rM lrusponanra_fl 3ru- fauzurs
Bonpoc 3, Onucarb anropr.irM urusponanuq DES
Penrurs 3a1avty.
3aaaqa Nbl.
I'Icnolrsyx Ixu0p I{esapl, saurraQpyfire cBoI4 @auururo .wNrs or\ecrno, BeruqHHa cABVra p'BHa HoMepy
Bapr'raHTa.

Peilmunz-xoumponu 3
Bapuanr I
Pa:nepnyro orBerr4Tb Ha Bolpocbr.
B onpoc I . Kou6unupoBaHHa.s Kprzrrro cr4erenra ruzSpoBaHz_g
Ei onpoc 2. A:rropurna s opuupo Bal:afl. 3rerrponHo :ursponc,fi no4nucz D S A
Eonpoc 3, llporor<onrr SSL z TLS
B onpo c 4. Kpznroa Halrr43 czMMerpr,rqutrx uruspon
Bapuawr 2
Pa:nepnyro orBerrrrb Ha Bonpocbr.
Bonpoc L Xsru Synxqzu
Bonpoc 2. Anropurrvr SHA-l
Bonpoc 3, Ilpororcor S/MIME
B onpoc 4. KpanroaHaJrpr3 acrrMMerprrr{Hr,rx lrzspon
Bapzaur 3
Pa:nepnyro orBerrzrb Ha Boflpocbr.
Bonpoc 1. 3nexrpouua_a qz$poBafl norrl4cb
Bonpoc 2. Alroparrr,r SHA-1
Bonpoc 3. llpororol S/MIME
Bonpoc 4. KpanroaHaJrr{3 xen-$yHxr1zfi
Bapuaur 4"

Pi*nepnyro orBerr4Tb Ha Borrpocbr.
Bonpoc L CreraHorpa$uvecxne MeroAbr
B onpo c 2, Kprznroanropr4TMr,r rpocrpaHcrea .Net
Bonpoc 3 " 

r{acrorurrfi xpznroaHanr.r3

rrpocTbre qr4cna p r4 q

rrpocTbre qr.rcna p 14 q

rxv QpoBaHr4r4 B cerv (Deficrels?
ro cxeMe !u$Su-XennMaHa



Bonpoc 4. Itsaurosbre r(pr4nroanropr4TMEr.

uoHr+oit 6egolacHocrz

3. Bu4rr yrpos ran$opuaquounofi 6esonacHocrz.
4' 3axoHorareJrbcrBo Po e o6racru zuflopvaqrzoH'oi 6esonacHocrz.
5, I0raccz.{ecxar xpznrorpatf ur.
6. lllugp I{esapr.
7. Cert Oefrcrels.
8' @yuxr1ur4, zcrroJrb3yeMbre upu ruz$poBaHr4rr B cerr.r @eficrerq.
9. Anroprzrnl urz$ponanus |OCT.
I 0. Anroprzrlr ruufrponanras Blowfi sh.
I L Anropurrvr ruusposauuq DES.
1 2. Anropurna mzspoeauz,a Rijndael.
13. Anroprzrna uusponauuq AES.
14. floroxoerre urz{rpu, Anroprzrnr RC4.
15. AnropzrM paclperereH'.f, rc*o.refi [o cxeMe lzSSz-XenJrMaHa.
I 6, Anropurrvr urr,r$ponaHus RSA.
17. Anropurlr uu$ponaHut Olr- faNazuls
18, Anropuru urur$ponauns SHA-1.
1 9, CeoftcrBa oAHocropoHHr.rx $ynrqufi .

20. KpznroanfopurMbr rrpocrpaucrsa .Net.
2l. flporoxonbr 3aqvrrr zucpopru ar\r4Lr B Ip cerqx,
22. Mero lbr Kpr4nroanatrv3a
23. Meroau crefaHofp a$uu.
3ala.rH:
3aaaqa J\bl.
I'Icnolrsyl trIl40p I{esapl, sauuspyftre cBor4 Oalrzruro .Znrq or.{ecrno. BeruqrrHa cABr4ra p6BHa HoMeDV
Bapr.l aHTa,

3aaaqa J\b2,

3arna0pyfire crroBo AIIOABI4T lo rarr,rrr,re I,II@HTX.
3aaaqa N3.
3aruz$pyfire crroBo AJI@ABI4T ruz0povr BnNeuepa c Krrro,roM MI4p
3aaaqa }ls4,
Coo6rueuue SoKYDIOLIGCWUUHO:aurnfrponano uuQtrroM BeprnKanruofi nepecraHoBKr4

(r23 4 s 6\
\3 54162)

Pacurarf povarr coo6rqeHue 
"

3aaaqa Ns5.

3auz$pyfiTe npeAnox(eHlle, npzMeHI4B cneAyrorqyrc nepecraHoBKy cJroB: MeH flrorcfl, MecraMr4 rreDBoe a
rrocneAHee cJroBa, 3aTeM BTOpOe U npeAnocneAHee Li T.A"
3alaqa J\b6.

Cxolrxo rononHl'ITeJIbHbIX 6ur ua4o 4o6anzrr r coo6qeuzrc rnr4Hofi 100 czMBoJroB, ecna KoArrpoBaHue
orHoro cI4MBona rpe6yer 86ur z 6ro'Iurrfi rul40p pa6oraer c 6roralru 4rzuofi 646ma?
3aaa.ra N7,
BrrnolnuD 3 payu4a [ruQponaH:,ilfl.lr [er]lrsponanzx cerbro (>eficrers coo6rqeHue (2076>>,rae Ir==(L*n)mod
256 (mod - ocraroK or AeJreHr{r), n - uorraep BaprzaHra.
3aaaqa J\sS,

Orrprnrtfi TeKcr z ero [rusporeKcr HMeIor AnuHy 46ura, A.nprHaKnroqa 36ura. @yHxqzr H3BrreKerer 1-rIfira 3-uit 6utst KJroqa, rrHTeprrperrrpyer Izx KaK Aec.srl4r{Hoe r{I4c)JIO, Bo3BoAr4T efo B KBanpar 14 HHTerplperripyerpe3ynbrar rar 4-6zroBylo nocneAoBareJlbHocrr,, Hafiru pe3yJrbral 3arrrz$poBaHl,fl. z paclrzQpoBaHus, ecJrrrrepBoHar{alrnuft ucxo4ntrfi TeKcr -01 I I . xnroq_1 01 .

3aaaqa l\s9,



Crenepupyftre ompuruftu saxprrrufi Knroqr{ B anropvrMe uru$ponaurzs RSA, ntr6pan npocrr,re quona p rr q
u: nepnofi corHIl. 3arun$pyftre coo6qeHr4e, cocrorrqee Ia:t Batrrllx rlHr,rqrraJroB: TDLIO.

3ana'n }lbl0"
Cxolrro i4Meerc-f, llarypanr,Hblx qprceJr, MeHbrrrr{x N:pq Id B3ar4MHo rrpocrbix c N, r4e p r{ q -- pa3nllrrHbre
IIpOCTLIe'rnc;:n?

1. Pacr<pofire noH.trTu.fl LrH(fopuaqraounoft r4 oKoHoMr4ueoxoft 6egonaqrocrz.
2. flepeuuclure Lr orII4IIrI4Te BrIAbr r4croqHr.rKoB yfpo3 ran$opuaquonnofi 6esoilacHocrra v r4x

oco6enuocrn.
3. Yxaxrzre ocHoBHbre Br4Ar,r 3atrluuaeMofi zusopuaL\vv.
4. Onzurzre MexAyHapoAHoe 3aKoHorareJrbcrBo n c{repe 3arrlrrrbr zn(fopnaaqrzu.
5. Onuruure craHAaprbl 14 3aKoHoAareJrbcrBo PO n c$epe 3arlr.rrbr rau(fopnaaquz.
6" Yraxcure ocHoBHbIe acIreKTbI nocrpoer{r4.tr crrcreMbr rzu(fopnaaqnonnoft 6egonacnocrz"
7 . CSoprrrylupyfire rporpaMMy ran@oplraqzounoft 6esonacHocrr4.
8. flpuuuclure MoAeJrI{ raH$oprrraquounofi 6egonacuoo'lrr, yKaxr{Te r.rx oco6eHHocrr.r.
9. KaKosrI ocHoBHLre 3TarIbI peaJrtaa\krr.r Mo.4enrz ran$opuaqraoHHofi 6esonacnocrz?
10. Karue Mepolpz-srLrfl.rro 3arrlr.rre nH$oprvraqnr4 npoBoAstcflB opranzsaqzxx?
1 1. Kaxuv o6pasoru (popuzpyercs ronrrrrrKa 6egonacuocrrr B opraHzsaquu?
12. Itar<urr.l o6parorvr npoI,I3BoALITcs ynpaBneHrre prrcKaMr4 B cr4creMax znsopnraquouHofi 6esoracnocrz.
13. Itax olleHlrBaercx sS(fexu.IBHocrr, u peHra6enbHoc'rb crzcreM rzusoprvraqraoHnoft 6esonacnocru
14. Karrae MeroAoJIorI4LI oIIeHKI{ 6esonacuocrz un(fopmaqraonnofi crrcreMbr cyuecrByror r.r

ucrronb3yTorcx cero4nr?
1 5, r{ro raKoe Kpr4rrrorp aQ rauecxax 3 atrlr4Ta raH S oprr,raqnra ?
16. Kar<ue xraccuSuxaquu uru0poB cyurecrByror Ha cefoAHslllnnfi reHr?
17. Onuumre urup$sr u ycrpoficrBa KJraccuqecrofi rpnnrorpa$zz.
18. B qena 3aKrlloqaerc.a cyrb rroAcraHoBoqubrx Lr rrepecrraHoBoqHbrx lru(fpon?
19. Pacr<pofire cym lru$pa I_{esapr.
20. Onuumre uruQp Brzxceuepa.
2I . Y xaxure o cHo BHbre rrpt4 Hrlr4rru uru $pon aHr.r{ raMMr{poB aHr4eM.
22. Kat< uclonb3yercx urzdpoBaHr.re MeroAoM olHopo3 oBoro 6loxuora?
23. B qeu 3aKJrroqaercff cyrb cr,rMMerpr4qnofi rpznrorpadruu?
24. Kax Qopuupyercs cerb (Deffcrers?
25. Karurr,r o6pasonr opraHlr3oBausr mzspbr Ha ocHoBe oerrl @eficrens: |OCT, Blowfish?
26, Onuumre urv$p DES,
27. Onuumre rpr{Hrlran Aeftcrsus uruspon Rijndael, AliS.
28. Kaxonu oco6enuocrr4 rroroKonoro ruz0poBaHr4s no anroprrrnay RC4?
29, Y xaxure o cH o B Hbre nprrHrlr{nbr accr4MMerpravHofi rcpznrorp a(f ran.
30. Ouunrlrre urn$p RSA"
31" Onurnrare MareMarr4trecKylo 6asy nrraQpa 3lr fanaalq.
32. C$opuynnpyftre roHrrlre 3II|I.
33, Onlrlrvre DSA anropr.rrM (popnrzponanux 3lf,ll
34. C$opuyrzpyfire roH.srue xorrr u ero ocHoBHr,le ceoficrsa"
35" Ouuruure anropr4rnau SHA z N-hash.
36. Onwsmre MareMarr4qecKyro 6a:y alropr.rrMoB rzua MD"
37. Kaxuna o6pa:orr,r [pol,I3BoAlzrc-rr rorra6unrapoBaH]rc czurraerpraunofi u acczverpuuHofr

Kpr.rrrrorpa$uu?
38" Kannu o6pa-rorra peanlr3ylorct LI IzcrroJrb3yrorc-{ Kpt4rrrorrponafi4eprr na nnarsopiue .NET?
39. C ucnoJIL3oBaHpIeM KaKI4x rlporoKonoB ocyqeorBrrl;,ercs3aulr.rra rzn(foprraaqz[ e IP cer-f,x?
40. Kaxue ocHoBHbre Mero.{br Kpr4nroaHanr43a cynlecrnyxrr?
4 1 " Pacrpofire ocrosHbre MeroAbr qlr$ponofi creranorpac$un.
@oHr olleHoqHr,rx cpeAcrB Ans npoBeAeHr4.rr arrecrarquz ypoBH.f, csopnrzpoBaHHocrr.r roulereHqzfi
o 6yvarorqzxc{ rroA rrru\vnnr4ne o S opuruercr orAenbnbr M AoKyMeHToM.

7 . yIrEEHO-METOAr4rIECKOE r4 rIH@OI'MAIII4OHHOE OEECfrErrEHrIE
AI,ICUI4TIJII4HhI

7.1. Ksuroodecue.reHHocrr>



HauMeHoaaHrre nureparypbr : aBTop,
Ha3BaHt4e, BVL L.FI.aHUfl 

>

rl3AareJrbcrBo

foa ugtraHul I(H1.1 [OOEECfI EI{EI I H OCTb

Ko,t Hqecreo 3K3eMrtnrpoB
u3\aHvil a 6u6luorexe BrfV

coorBer()rBr{u c O|OC BO

Halnyue n orel<rpouHofi
6u6ruorexe BrfV

l. A.O. Kyvepur, a.tO. lter<uln
[.H. Eyxapoe, A.tO. Lllarvpnua
Kypc lexqzi llo Ancur,rrrJrurHe
<3arqrra r,rHrlopuarlarz t> I BrartaM.
roc. yHZ-T. r,rMeHr,r AlexcauaDa
fpnropoenuva n Haxolar
I-paroprenrva Cr:orerosblx. -
lSraAnvrap: Hsa-so BrfV

http://e. li b.vlsu.ru/bitstreard 1 2
3 4567 89 I 64661 1 t007 02.pdf

2. Kyvepur< A. O, ,Byxapon 4. ft.
I{oauKoea O. A., Cavururxr.ru B. [.
Meroarqecrr4e yKa3aH Hr no
Bbr noJrHeH!{ro la6oparopHurx pa6or
rro Azcqr4nnxue <3aulala
nnOopvaquu> BlaAum. roc. yHx_r
r,rMeHa AnexcaH4pa fpuroptenuua n
Hurorar fpuropuesuva
Croreroesrx; - BnaAautrp: I4sA-so
BrfV

http ://e. I ib. vls u. ru/bitstream/ I j
3 4 5 67 89 I 5886 I I I r)067 8.pdf

3.Eoneroea 3.A., I,lnSopMaur4oHHbrfr
uup XXI nexa, Kpunrorpa$ran _

ocHoBa u uQopuaqraoHuoft
6esonacuocru [3lerrpouuui
pecypcl / Eoreroea 3.A, - M. :

http ://www. studentl ribrary. rulbo
ol</lSBN978 5 39 40:t031 4.htnr I

NHI,'TEJIbHA' JIhTCI AeepveHros 8.14.,
Kpu nrorpaQaqecKHe MeroAbl
3aur4rbr r.t H$opuarlu u

[3nexrpoHHurft pecypc] /
Aeepqegrcoe B.14. - M.: OJII4HTA.

hftp://www. studentl i brary.ru/bo
ol</l SBN9785 91 6 529 47 2.html

2. AnaouuH C.M.,,{r.rcxperHar
MareMarr4Ka. MoAyrspHat alre6pa,
npunrorpaQr.r.a, KoArrpoBaHae

[Snexrponurrfi pecypc] / AnAolruu
C, M., Ha6e6Hs A. A. - M, : ,[MK

http ;//www. studentl illrary. ruroo
ok/l SBN 97 85 940i 4,4083 .html

3, Euptoxoe A.A., 14uQopMarlfioHHa,
0e3o llacHocrb: 3au(]jra v HananeHue
[3lexrpouuuri pecypc] / Bapoxon
A. A. - M. :nMK floecc.

http ://www.studerrtl i brary.ru/bo
ok/l S BN9 7 8 5 97 0 60 zI3 59 .html

+ue 6onee 5 ucmoquurcoa

7,2. IlepuoArrqecnne v3n annfl,

1' xypuan " 3 aurta 14 HOopMaII krr4. r4Hcafr A". - Pex(v M Aocryn a : hllplAyw! nsrdc.a, ru/
2'VIn$opxtaII4g,V6e:onacgocTb.-Pe}I(I4MAocTyna:bILplq9h@

tZdanl.vaZl ntormats i y a

3' Information Security. - pe)KuM Aocryrra: http://www,itsec.ruL/

7.3. ZurepHer-pecypcbr
I ' oner fpanvuuu, Bna4nr'lup Kuses BesoracHocrb r4H6opMarluoHHbrx ckrcreM. - pextzv Aocrvrra:

,ryo
oe3orracHo c.tu. _ pex<zna Aocryna:

blIp



3 ' f anuua Bacarosa ocuosrr Kpr.rrrrorpa(bura. - pexvn Aocryrra:

8. MATEPI4AJIbHO-TEXHI4IIECKOE OEECTIEIIEHI4E AI4CIII4IIJII4HbI
flnn peanwa\un 4auHoft ru,,\uwtuHbr l4Merorci{ crreuaaJrbHbre ,,ox,reureHr4 tr rns. [poBeAeHrz,

zangrufi neKt4uoHHozo mune, 3 yoeo munq.
Jla6oparopuue pa6orb 100_3, 106_3,51l6_3,5l lr_3.
flepeveur I4crlonb3yeM nporpaMMHoro o6ecner{eHur: MS Visual Studio

Pa6ovyro nporpaMMy cocraBr4 Jr

PeqenseHr
(npeAcraBurelr pa6oro4arenr)

flporparr,rvra pacc'r'peHa
llporoxol Ns 

--ut
3aselyrotqufi raQe4pofi

Pa6o'ns [porpaMMa
HanpaBneHux OX . tD 2
flpororol J\b

llpelcelareJrb KoMr{ccr{H

Pa6oqas nporpaMMa o4o6peHa Ha

flpororol 3ace4aHnfl, raQe4prr J\b

e

folIa

_ B)'xapos n.H.
((DaO, no4nr.rcr) r'

)c

\aHVu na{re4pu
(uecro pa6orrr, AoJr)r(Hocrb, OI4O, noan t4Q

2/
(Ot1O, noAnucr)

paccMoTpeHa 14 oAoopeHa HA Hla:a yqeoHo-Mero4zvecxofi KoMrzccrrr4

06 20

JIITCT TIEPEYTB EP}KAEHTIfl
PAE OrIEfr IIp of pAMMbI AI4CIIpIUII,IHbI

yve6nrrfi ro4

3ane4yroqzfi xa@e4pofi

Pa6oqa.s nporpaMMa o4o6pena Ha

flporoxor 3aceilaHr4fl. na$e4pu J\b

yue6Htrfi ro4

OT fo.4a

3ane4yroqzfi xa$e4pofi

Pa6oqas rporpaMMa oAo6peHa Ha

flpororor 3ace4aHufl. nafie4ptr j\b

yve6Huft ro4

3aselyrcqzfi xa$e4pofi

OT r-oAa


