
Mnnnc'repcrBo HayKrr r,r Bbrcrlero ooparonaHrrfl pofclrfi crcofi (Degepaquu
(De4epansuoe ro cyAapcrBeHuoe 6roAxerno e o6p l on{renrno e yqpe}KAeHr4e

Bbrculefo ooprBoBaHr{s

YTBEPXAA

flpoperrop
ro o6paso

,, OL ,,

PAEOqAfl rrporpAMMA ItrCUUIIr]I?rHbr
<3AIIII,ITA ZHOOPMAUZZ tr

(Ha r rueHona uue Aucr.tu n.nu u rr)

Hanpanneu[e [o.4roroBKr4

CI{CTEM

llpo (pznr/nporpaMMa noAroroBKr4

Yponeus Bhrcurero o 6pas onan ut laxanaspua^t

Oopua o6y.reuur orrHa4

TpyAoeurocrr
saq. eA,/ qac.

o opnra uporr.leNyTo.rno f
aTTeoTaur{I4

(sxgarr4eH/sa.rer/saqer c

SxsalreH
(27 uacou)

Bnaammp 2079



t. IIEJTI4 ocBoEHutr ilvctlr4n"ur,rnrr
I-{elr ocnoeH4fl' Ah)IJLTTIJII4HbI <3aqura rznOopuaqur,u - o6yveuue cryAQH,roB Mer.oAoJrofur pex1eHr4.[ npro6rev3aAarr e o6racrn nHQlopuaquonuofi 6e:onacuocru t rdcnorb3orBaHueM Ma,reMarr4rrecKol_o alnapararcpzurorpaQulreoKtax npeo6pasonaHafi .

3aaaqu:
o OsraAeHlle HaBbIKa Mu a*atrulr;a3arrlurleHHocru audropvaqzouHofi cacreMbro l{syueHl{e rlpurilIlklnon pa6orlt c KplrnrofpaSuvecrcnrulr anropr4TM4Ma n oqeHxofr }rx Kpr,rnrocrofino.:ru.o oopuupoBaHue HaBbIKoB pa6oru co craHAaprHbrMr tprznrorpa6r4r{ecr(r,Mr4 aJrfoprzrr\.{aM'

r4crroJrb3oBaHUeM OOBpeMeHHOTO A\ilapaTa rtporpaMMr4poBaHr,r,

2. MECTO AI{CIII4IXJIITHbI B CTPYKT,YPN OTOII BO

n, n? 
uHsopruraqu 1'C '23 - [J]rHbr HielpaBJreHLrtvL'vr ' 6ecneqeHue u$opnrar ,r{eHue AacqurrJrlzHr,rnpoxo eAnoJlaraer B6IKor] 

' lTopbre rtoryr 6rnrnoryr{eHbl B paMKax AucqunnHHu <O6rexruo-opl4eHTapoBaHHoe [porpaMMrrpoBaH]re),
3uauut', noJIyqeHHbIe B paMKax vgyqelkrfl 4aHnofi Ar.rcqalnr,rHbr, Moryr 6rrrr lpulreHeHbr AJrs HanprcaHuflermycxuofi xna-rrzSrErcaquoHsofi pa6orrr.

3. IIJIAHI4PYEMbIEPE3YJIbTATbIOEYqEHI,Tfl IIOAI4CUI4II.N,THE

V

u

Koa 0oprurupyeMbrx
xounereuquft

Ypoaenl ocBoeHut
KOMleTeHurII4

lllauupyervr ure pe3yJrbrarbr o6yu ea llo Ar4ctIIl[J]tHe xapaKTepa3yroqze sTarrsl
BaHr4r KoMlereuulrii IIOK€l3a'reJllI OCBOeHr4f, KOlvtIIeTeHIIr4t t

uux orpagrqeuafil

3uarl: o6ulue [pr{Hurrrr'r lpoeKrHoro troaxoaa x peruennro sia**uurr'
r.ruQopuaquu; neo6xo4rnabre Anfl ocyulecrBJreHr4s 3arqr4rbr r,trQopNrarluu [paBoBbre
HOPMbI; METOAHKII NNAHI{POBAHIIT NPO9XTNOft PA6OtrT; METOAI4KI4 OIIEHKI4
pecyp co€uxocrrl npoe*ra, orpannueuziii rr prrc KoB e r-o Bbr rroJrHeHrr', ;Yruerr: Qoprtlynuposarb rro3BoJrtroruad Aocrrqu qeru qpoeKTa B3ar.rMocBf,3ilHHbre
3araqr4; orlpeAeJltrb AocrI{)I(I'IMbIe oxI'lAaeMbIe pe3ynbrarbr peueHr4.rr nocra.BJreHHrrrx
3aAaq 3aurr,rrrr un$opuaqun; r.rurepnpdrr4poBarb r4 yrrrrrbrBar6 rrpirBoBbje HopM6r c
yverorra cneqnQ nxu [poeKTa; oqeHr{B arb r4Mero u{r4e c, Marepr,{aJr'rrbre H
HeMaTepr4zrnbHbre pecypcbr H ofpaHrfreF[,

p ea\13arlr4r4 rrp oeKTa KaK COBOK.yrrHocTr.r

rzn$ gprr,rauuv ; oru,r roM pa6or.u rJ rpaB oBblM 14

orrbrTpM peurn3zar].uvl flpoeKra B .ycJroBr4rx

3uaru : 6asoe'e sHaurlr, nor[,r errHiieli;6Lafi ni ilreMaru.r ecK,4 x 
" 

(r r")
ecTecTBeHHbrx HayK
vueu: nc[oJlb3oBarl 6agonrte 3HaHUA ur o6racrz MareMarrrrrec kwx u I s,v Melb: rlcrloJlb3oBarb o€BoBbIe 3HaHUA Ur O6ractz MareMarlrqecxrx a (ala)
ecrecrBeHHbrx HayK e o6racrt,r 3arurrrr,r nusoplraquu
BraAerr: HaBbrxaMlr ntr6opa MeroaoB p*rurn- 3aAaq 3allr,rrnr r,rurpopvraurn rra
ocHoBe re op e'r.vrrec K ux atau uit

3uarg : ttareuarlrriecKl4e ocHoB )oBaHltt,
opraHl43arluil 6a: Aaurux v nqecKr4e

Bra4err; HaBbrKaM,r [pr.rMeHeHr4rr r,rhrenaar^recxoro alnapari:I npr4 perrreHrdz
KoHKperr{brx 3aAaq 3arqr,rru raHrbopvrau du:
3Hat: ocHoBHbIe rloJroxeHrL h 4or{qefiqau fipr.rKna.[Frol-o 14 ct4 cTeMHOfo

BlaAerr: [paKrr4rrec*r4Mr4 HaBbrKaM" parpi6ot*r4 rrporpaMMHbrx rrpoAyKroB z
qporpaMMHbrx KoM rrneKcoB 3aurr4Tbr nnrf optra{uu



oBbEM I4t C TpyKTypA AI,ICI{UIIJII4HbI

Cogepxanne JreKrIr{ouHsrx sauqr.llfi rro ArrcqurrJrr{He
<<3au1ura nnQopuaqun>

P_a:aen 1. Teoperuvecxue ocHoBbr 3aurrrrbr H"QopMa,I"a
Ter'ra 1' rloH'srHe un$opruraqnonHoft 6esonacHocir4. Knroqesbre Bonpocbl aHQoprr,raquousofi 6egonacnocru.Paccuarpnealorci'I noHtrHfl 3KoHoMuqecxofi n un$oprr.raqnonsofi 6eso[acHocrn. olucur Baercfl o6qa;rcrpyKrypa rau$opvaqzoHsofi 6eson cHocrl4 c ror{KII 3peHr{}r rpe6ondHafi aH$opnraquonuoii 6esonacHocra.Paccn'tarpuaalorcs KJIIoLIeBbIe Bonpocbr uHQopnraquosuoft 6esc,racHocrr4i HaAo Jrrz 3arrlr4qar r>cs n qro oneAyersaquqarr? or Kofo HaAo 3alrllqa ,es? or r{ero HaAo 3arqurqarsc.r? KaK HaAo szLqarqarrcr? qro o6ecneqare$Qenrrannocrb 3arIHTbl? so qro o6oft4ercr paspa6orrca, BHeApeHr4e, sxc[rlyararrur{, colpoBo}r(AeHHe Ll pi 3BVTwe

cI4CTeM Saqurat?
T eva 2. B r,r4rr yrtrlo:r uu$ opr,aaquonHofi 6 esonacHocla
llpunoA'rrcr BUllbI yrpo3 uusopuaquouuofi 6eeonacuocrlr, (nacou$uxaqz.r ncror{Hr4KoB yr.po3 vr3arluruaeMofi uHQoprr.raqnrz.

Ter'ra 3' ocHoelt 3aKoHoAareJlbcrBa s o6racru o6ecneqenzx rzu$opr'r4quouuofi 6esonacuocru
Paccnaarpueaerct HopMarHeHofi 6asa glr,3arrrHTbr au$oplraqzu, 3ar<lrHo4areJr[,crBo Cl[A r.r Esponu n c$epe

1zrrr vrn$opMa\u4.
30IIacHocTL
unau uuQopuaqaouuofi 6qlonacHocru. paccuarpnBarorc.rr
v ocHoBHr,re prarbr pearulca\vfir un$opnrarlraouuofi

vTe r4HQOpMarltuu, rrpHMeHreMbre B OpraHn3arluH.
BOArjTCs paccMotlpeHr4e MeTOAOB aHaJlH3il A ynpaBneHr4flpLrcKaM a rpa petrrruaqun uH$op ruauzo sso ff 6esonacH ocrr4

Pas4en 2. Kpunronpa$uvecxae MeroAbr 3arqurr,r auQoplraquu
aSuxaqur rlrz$por.

KplrnlorpaMMbr, Kpr4nrorpafi uuecroro npeo6pa: (..tBaHr4fl 
,

efiruefi npunrorpa$nqecroft cucreMbr no LileHnoHy.
3HAKAM,

cucreMbr (.rp$ z uraQpoozurr,Hbre ycrpofic.nna) cAy,DLtvrtuft^ Dpstuert AU (JvpfjALlHbI 
^.2l 

B,

4.
T AOeMKOCTb Ar.{cuHnJI}tHbt cocTaBnser 5 2.2 )THbIX eAlHIzu, I qacoB

.Nb

iln
Ha[Nleuos aHr.re reM u I utu paz ge non/ren,t

AI{CIl14|]nIIHbI

F

c

F
(J
C)

o

o
(D

Bu4u y,le6uofi
pa6oru, BKJrroqarl

caMocToflreJrbHyK)
pa6ory cryAeHToB
r4 rpyAoeMKocr+ (B

qacax) O6rev yre6uoii
pa6orn,

c npr4MeHeHr{eM

14HTepaxT14BHr,rx

MeTOAOB

(s uacax I Yo)

(Doprulr

reKyilIero
KOHrponf,

ycIIeBaeMocTI4,

$oprraa
npouex<y'ro.ruofi

ATTECTAUI,II{

(no ceuecmpau)

a
Y
C)

F

o
c)

o
O

3
a
|-

F

G

(.)

H

Q
O

I Teopern recxue ocLroBr,t 3arur4Tbt
an0oprr.raqur

7 I-4 4

n
2 4/66

30lts peilrr4Hr-KOHrponb

J\'e l

2 Kpunrorpa$ll.recKr4e MeroAbr 3arurlrbr
uuOopnlaqun

1 5- l0 t2

J Ocnosrr Kpr4nroaHilrh3a 7 I 1-16 2 2 24 3/7 5 pi9fiTr4Hr-KoHTpoJrb

l,l!2A Ocuonu creranorpa{ruu 1 n-18 z 2 Jt t) pr;firwur-roulpolr
Nb3Bcero sa L cerraecrp: l8 36 l8 99 40t73 3r(3aMeH
(21.7 tacon)

u All0ilr4IIJII4He 7 l8 36 l8 99 40/73 3I(3aMeH

(2t7 vacor)

Tenra 3. flepecrauonor{Hbre r.r uru$plr 3aMeHbr.



Paccuarpnuarcrct ruuQpr'r [epecraHoBoK t'I 3aMeHrr, vroHoarQaBarHbre vt notual$a[iarHbre, B xaqecrse rrpzMepoBpaccMarpr.{Barcrcr urzQprr I_{esap.a u Buxeuepa. x KpznroaFra.rrz3a,
Teua 4. luu$poeanr.re raMMrrpoBaHpreM r.r trir"op Bepuava;,
Paccuarpunaercr aJrropHrM ruuQpon v ruu$pr b.prruru. llorca:jrmaercsrcpHnrocroftnocrl urnQpa Bepuarua.
Tevra 5. Cuutrerpu.rHrre uruQprr, Ce.rr <Deficrem,

TIOJIb3OBAHNEM PETI4 @CftCrCIX, A TAK )I(E OCI]OBHbIE
aJrfoprzrMe. flpurr,repu url$ponauzr/geurz$pouaHur.

pexur\4br efo pa6oru (CBC;CI]B;OFB). l.Iprznreprr
aJrr43a AaHHoro ruzQpa.
9, uu$p Blowfish.

lowfish' yrcasrrilarcrcr rpenMyurecrBa no cpaBn{eHr,rrc c

l, ura$p AES.
HosaHHsrfi ua uev AES.
enofi anQopuaqgeft.

Tenra 9. [oroKoetle runsprr
oKoBbrx run$poq, hx ornrrqpre or 6noqnux.

Mepbr acfl oJrb3oBaHr.rr,

. Ero o'ruaque o,r cr4MMerpl4rlrHofo.
Hze xlroqefi no qxeMe {v$$u_XerurMaHal
nol*ou1zft 4nyl,t a6 oneuratr, o6ue Hzlltl,fltcb co o 6 uleuu.a uu
6ofi cercperHrrfi ttlroq nra(rpoeauzx.
A, 3ls-fatran.a.
ocHoBe arfopu.r.MoB RSA rz 3ls_lauars.

Terraa I 3 . KoNr6rzHHpoBaHHar Kp r,rnrocr.{creva ur rlQpo BaHAs
Paccruarpanalorct MeroAbl coBMecrHofo HcnoJrb3oBaHr.re cr4MMerpzuAux u acclrMerpwvHr,x uuQpoa.
Terraa 14. Xeru $yr+r<quH. Anropurrrau SHA_l n N_h rsh.
Paccuarpunalorcfl ilaHflT:flq xsu $yurcqau, gaitgt<erca 14 vx oco6eHsocrefi. paccuarpuBarcTcr peut*3ar\r4L.

xeur Qyuxqufi n rurz$poe Ha lr3 ocHoBe no aJrropfirrrranr sHA-l fi lrr-hash.
Teua 15' 3lerrpornar qz0ponas roArucb (3qD. Anropzru SopuzpoaaHur 3rrercpouHo-qr6posofi

noAnucra DSA. I 'I- -

Paccnarpveaercr rroH.qrrae 3{lI, a Taor(e ee SopnaupoBaHue Ha ocHoBe alropzm,ra DSA.
Terr,ra l6.3aqzra lrn$opnaaqaa s Ip cer.sx.

pner, o6ecneqr4Baroulne 3arrlnry an{ropnraqzu: S/MIME,

znaeu Cryptography s .NET Framework.

Paccnarpnralorc'fl Bo:3Mo)KHocrra XML -Kpr4nrorpa $uu, cpasnuBarorglr pas,lnqr{bre ranrr XM]L -uo4lr,rcefiPa:4el 3. KpranrozrH€utl43.

Terr,ta 1 9. Kpnnroanzuru:r
Pacctrarpaearorct

,'ncrpe{u nocepe4zue,,. 
bIH, MeroA fIoJ'IHqfo nepe6opa, araKa no rulFotraM, MeroA

Kp'nroaHarrrz3 x3rx syurr *u lf#:i""Ti#,H:;T.il,n,,liXl#l'o'.n"* 
urragpoe,

Pa:4er 4. Ocuosu creraHorpa$za
T er.r,a 20. OcHosrr creranorpa$uu
floH'srne v B:flAI;t crerauorpa$vn. creraHorpaSar w uzodpax<eHr,rr: MeroA LSJB, creranorpaQnn vt Bkr*eo,creraHorpa$vrfl a ay AHo. Crerauorpa$uvecnrae npofpaMMHbre rrpoAyKrbr.

pasAen l. reoperr,rv""n". o*,rf;#::ffilffienY;"f;''. 
gauq'ufi rro Ar{crrr{rrrrr{He

Teua 1' rousrHe uuQopuaquouuoft 6egonacuocru. Krrcqenbre Borrpocbr arrpopnaauuounofi 6egonac;uocru,Jra6oparopnan pa6ora J\tl. <<JruuefiHrre KoH.pyeHTHbre reHeparopbr rrcerBAoc.nyuafiurrx
rro cJreA oB are.l s u o crefi >>



H:yveHne H nporpaMMHa, pearu.napfr nauefiurx
rrocneAoBareltuoctefi .

KoHrpy3HTHbrx reHeparopoe l.rceBAoc,ryuafiHux

ayreHrur[nKarIHr{ nom,sosarer,effi. leHeparopbr
)

rroJrmoBareJrefi. pealugarlas [poctrefiurero reHeparopa

IfVIU

agun. IIIu0p Idprapn>

aQun. Cerr, (De[icrersD
@eficrerq.
aQnn. fforoKosbrfi runtpp RC4)
HbrM KrlrolroM Ha ocHoBe anropzrua llC4.

uruQponanr4fl AaHHr,rx. Anropulv IRSA)
porlaHarr Ha rlpr{Mepe alropurnaa llSA.,

ff::#:1T11,,i:::::j'1."$^n:XfXrpoBaHr{e KpqrrrorpaQuuecrcux nponansepoB Ha nrarQopnar; .NEr:Arropurmu x3rrr[poBannq SHA_I u MD5>
xeur-$yHrqzii B .NET Framework.

Hayvnrrca fi crroJrb3oBarh r(pnrrrofpaQuvecrcae npoeafr4epur
PasAer 3. Ouronrr Kpnnloa.Hzrrrlr3a

[ToaHaJrn3 6.to.lnux uruepon>>
MeHHTeJrbHo K MHofopayHAoBsrM nJrfopt4TMaM 6rroqsoro

€DKEHIZ'

e rencr.onoft uu{ir:pnaaqun e Qafi.ne [3o6pa)KeHiltfi))
3aMe*re [ocJreAHHX 3FIaq€rrIZX 6U'OS e xoHTe[Ueoe

5. OEPA3OBATEJIbHbIE TEXHOJIOfVIIflB npeno4anaH]qu rwcr\krnJllHbl <<3att4unn uurpopuaquz)) t4crroJrb3yrorcs pasHclo6pasurre o6pa:oBa],enbHbreTexHoJIorHa KaK TpaAHIII{oHHble, TaK H c rIp}IMeHeHI4eM aKTpIBHbIX Iz IrHTepaI(TuBHbIX I\{e'roAoB o6y.reuzl.ArrusHrre u rzHTepamTrzBHbre MeroArr o6yveuur:
I4umeparcmusHan JxeKqun (meua lW _l:U),
lpynnoean ducrcyccun (meua lW_2);
Auatus cumyat4uit (meua lW_4),
Ifputteueuue Lr,^,Mmaquouuurx ttodeneft (meua lW lg );
Pas1op KoHKpemHbtx cumyaquil (meua Ns_4)

6' oIIErIoqHhrE CPEACTBA AJltfl TEKYIIIETO KoHrpoJIq )icrrEBArcNrocrpr,[poMEXyTOrrHorz ATTECTAqTTu [o trTorAM OCBOEHmfl,4r4CIIr4rrJrrrr{bI Lr yqmBHo_
METOAT'IuECKOE OEECIIEqEHT4E CA MoClTo.f,TEJIbrlOIZ t,anotu CTti/,tIEHToB

Korrrpolrusre Borrpoclbr pefiruur_rcoHTpone :
Peilmuuz-xoumpono I
Bapuanr I

Hofi 6esonacHocrr4.
IIACHOC'fI4.

BapnaHr 2 
t\eHKH yfpo3 nn$opn'raquoHsoff 6e:lonacuocru.

e30rIact{ocT14.

e30IracHocTH.
pMar{xH.



Bapuanr 3
Pa:nepnyro orBeruTb Ha Bonpocbr.
Bonpoc l. BlrArr yrpos ran$opMaur4oHHofi 6esonacuocrz.
Bonpoc 2. 3arcoHoAarerbcrBo PO e o6racrH 3arJHrbr un$opuaquu.
Bonpoc 3, co4eprxaHr4e MoAeJru nnQoprvraquonsofi 6esonacHocru{.
Bapuanr 4
Pasnepnyro orBerr,rrb Ha Eonpocbr.
Bonpoc I. Kruoqenrre Bonpocbr unQopmaquoHsofi 6egonacuocru.
B onpoc 2. Bulst uo4elefi lrHQoprr,raquoHnoft 6egouacrocrz.
Boupoc 3. floluruna nnQoprr,raquousofi 6esolacHocru.

Pefimunz-xonmpono 2
Bapuaur 1

Paseepnyro orBeruTb Ha Bonpocbr.
Bonpoc 1. Anropr,nrvr pacluu$poeanns |OCT 2Bl47-89.
Bonpoc 2. Anropr.mv pacilpeAeJreuu-r Krroqefi ro cxeMe {ra$Sn-XenJrMaH4
Bonpoc 3. Alropurrr,r RC4
Peruurt 3aAaqy.
3aAaqa J\b1. Anropz.ru rlrz$ponaHrrr rsa.
CreHeprapyfire orKpblrblfi u :anprtrrtfi ttrtrcqu B anfoparMe uruQponauraq RSA, err6pae rpocrbre qncna p v qv3 nepnofr
corHr,r. 3aurrzSpyfire cocl6qeune, cocrosr{ee rd3 Ba[rzx rrHurrr,rnJroB: oI,Io.
Bapuanr 2
Pa:eepuyro orBeruTr, Ha Borlpocbr.
Borpoc 1. Alropurnr pacuruspooanr.rq |OCT 2\l4j-Bg. O6rqax oxeMa.
Bonpoc 2. llln$p Blowfish
Bonpoc 3. Iporonol Kerberos
3aAaqa J,,lb1. Amopurl,r ruusponaHrrr rsa.
Peurnru sa1a'uy.
CreHepnpyfire orKpbrrbrfi u sarprnsrfi zurro.ru B anfopr,trMe rurlQponaHr" d.SA, nu6pae rpocrbre qracJra p A qw nropol
corHl,r. 3arra0pyfire coo6rqeuue, cocrorrqee r43 Barrrux rlHur{r4arroB: oI,Io.
Bapuaur 3
Pasnepnyro orBerrarb Ha Borrpocbr,
Bonpoc 1' Kanue $yHnqrzrz Moryr LIcnoJrb3oBarbcr npu uruQporaHlru B ce'rg @eficreLrs?
Bonpoc 2. onucaru ztrlr()purM pac[peAenennr xrrc.{efi no cxeMe {r.rQQra-XelJrMaHa
Bonpoc 3.Onucart anropuru RC4
Peurarr 3aAaqy.
3alaqa Jllb 1

BunorHuru 3 payH4a ruuSponauar rz AeruraQpoBaHHr cerbro oeficrerg
- ocTaToK OT AeneHr4.rr), n -- HoMep BaprzaHTa.

Bapuanr 4
Pa":nepuyro orBernrb Ha Bonpocbr.
Bonpoc L Karuua cnoiicr.saturu o6laAaror xsur Synrcquu?
Bonpoc 2. Ormcars anroprrrM uruQpoaaHz.s Orl- faMaa.s
Bonpoc 3. Ouucars arrroprirM ura$ponaHuq DES

cod6r4euue <<2014r>, r4e F:(L+n)mod 256 (mod

Peururu 3aAaqy.
3a.qaqa ]llbL
I4cnormyr IxH$p {esapr, saruu$pyftre cBoI{ oauunnn ZNrq Or.recrso. Berzquu a q\BnrapaBHa HOMepy BapuaHra,

Peilmuuz-xonmpono 3
Bapuaur 1

Pa":uepnyro orBerzTb Ha Bonpocbr.
Bonpoc L Kov6nnnpoBaHr{ar Kpunrocacrerr,ra uruspo BaH:as.
Bonpoc 2. Amopurv $opvrnponaunr grercrpouno-qraSposofi noAnrdcz DsA
Bonpoc 3, llporoxolu SS[, ra TLS
Bonpoc 4, KprluroaHaJru3 cuMMerpur{Hbrx uraQpon
BapuaHr 2
Pa:nepnyro orBerr,rrb Ha Bonpocbr.
Bonpoc 1. Xeru Qynrcqnu
Bonpoc 2. Anropa'rrvr SHA-1
Bonpoc 3. llporoxon S/MIME



B onpoc 4. KplrnroaHiurr.B acr.rMMerpuqHbrx IuHQ poB
Bapuanr 3
PasaepHyro orBerurb Ha rro[pocbr.
Boupoc l. SlercrpouHar qurpponaf, rroAnrrcb
Bonpoc 2. Anroprarlr SHA-1
Bonpoc 3. flpororcol S/MIME
Bonpoc 4, Kpnnroananr.r3 xeu-$yHxqafi
Bapnanr 4.
Pasnepuyro orBerrdrb Ha Borrpocbr.
Bonpoc 1. Creranorpa{tu'recrcue MeroAsr
Bonpoc 2. Itprznroalropu'rMbr npocrpaHcrsa .Net
Bonpoc 3, t{acrorHsrfi xpnnroaHallr:
Bonpoc 4. KsaHrostre Kpr.rrrroanfopurMbr.

l. crpyxrypa H ocHoBHbre cocraBJlflrorrlae un0oprr,raquosHoft 6egonacHocrra
2. O6rque Borrpocbr nH$oprvraquousofi 6esonacHocra.
3. Bn4rr yrpos unQopMarlrzoHHoft 6esonacHocru.
4. 3anoHo4areJrbcrBo Po n o6nactz ausopruaqnosHofi 6esonacHocru.
5 . Kraccu.{ecKaf, Kpr,rnrorpaSur.
6. lllz$p I-(esapr.
7. Cerr Oeficrers.
8, @ynnqnr,r, HcrroJrb3yeMbre trpu ulrz$pooaHrau B cerpr @efic'rerq.
9. Anropnrv uru$pouanzl |OCT.
I 0. Anropzrrvl nuQporaHrz-{ Blowfish.
I l. Anropurru uru$ponanrls DES,
I 2. Anropurrra ura$ponanux Rijndael.
I 3. Anropraru urrz$pora.ur.rq AES.
14. lloroxoetre mnQprr. A.nropurrvr RC4.
15, AnropurM pacilpeAeJreHnr KJrroqefi no cxeue ln$Qu-XeiurMaHa,
16. Anropra'ru ruu$ponaurq RSA.
17. Anroparu uruSpoeaHus 3rr- faualg
I 8. Alroparrra uru$ponanr,rq SHA-1.
I 9. Ceoficrsa oAHocroponurzx $yunqzfi .

20. Kpr,rnroaJrropr.rrMbr rrpocrpaHcrea .Net.
21. llporoxoJrbr 3arqr.rrbl rzn$oprraaqrErz n IP cerrx.
22. Merolt r KprrnroaHaJrrrBa

23. Meroltr creranorpadrza.
3aaa.rn:
3alaqa J,{b 1 .

Zcnolrsyr IUuQp I{esapr, saul,rQpyftre cBorr oanulmo I4Naq Olrecrno. EQuEvrzHa cAnufa paBHa HoMepy BapnaHra.
3aaaqa J,{b2.

3aruur[pyfire crroBo AnOABI,IT rro raMMe I4,IIOHTX.
3alaqa J,{b3.

3auru$pyfire crroBo AJI@ABI4T ruuQpona Bnxeuepa c xnrcqoira MLIp
3alaqa Jt4.
Coo6uleHue SOKYDIOLIGC\ TUUHO saruuQponaHo lruspoM BeprnKanr{ofi nepecraHoBKr4

(1,23455\
\3 541.62)

Pacuru$porraart coo6rqeuue.
3alaqa Jtlb5.

3auruSpyftre flpeAnoxeHae, rrpHMeHr4B cneAy]oqyrc nepecraHoBKy
cJroBa, 3aTeM BTOpOe u npe,4nocJreAHee H T.A.
3aaaqa }lb6.

cJIOB: MeHirrol'cj{ MecTaMr4 IIepBOe H nocJleAHee

Cnolsxo AonoJlHurensnsx 6ur Ha4o go6aenrb K coo6ureuuro gluHofi 100 curraeoroB, ecJrr4 KoArapoBan{ne oAHor,o
cLrMBoJra rpe6yer 86ar ra 6loqnsrfi rrHop pa6oTaer c 6loxauu Aru1oit 646t|[ra?
3aaaqa J\!7.
Brtnoffrnrl 3 payH4a uruQponannr z 4eruraQpoBaHr,r.q cerbro @eficrer.fl coo$ulenne <<2076>>,r4e F:(L+n)mOd 256 (mod
- ocraroK or 4eleuur), n - HoMep Bapr,raHTa,
3aaaqa J',1b8.



Orxprnufi reKcr 14 ero uuutQporeKcr LIMeIor Anldlry 46vta, ArrvHaKJrroqa 36ura. q>yunqul a3BJreKaer l-stitvr 3-ufi 6urst
KJIIOqa' I'{HTepnperupyeT ux KaK Aectrl4qH0e tlucJlo, BO3BOAI4T ero B KBaApaT 14 HHrepnperl4pyer peyJrbrar xax 4-6zronyrc
nocJreAoBareJrbHocrb. Hairru pe3ynbrar sauutpponaHvrl v pacurz$pon anuh, eclu t[epBoHaqalrr,uuli ncxo4Hlrfi rercr _
0111, xnro.r-I01.
3aaaqa J\b9.

CrenepupyfiTe orKpblTblfr u sarprntlf KrIorIH B turropr4TMe uusponanus IRSA, nrr6pan npocrbre r{prcJra p H qv3 nepnof
corHr4. 3aunQpyfire coo6uleHrae, cocro.flulee u3 Baruax vHt4 IHaJroB: ol4o.
3aaaqa Nsl0.
Cnomno HMeercr Harypalr;Hbrx qpIceJI, rr,reuulux N:pq
Bonpocsr A.[q KoHrporlr caMocroqrerr,Hofi na6orsr:

a B3auMHo rrpocrbtx c N, r4e p v q- pa3rnrrlrbre npocrr,re ,tucla.?

1' Pacrpofire IroHtrl4i{ uuSopnraqaonnofi H 3KoHoMurrecxofi 6egonacsocru.
2. flepeuaclnre u onI{IrII4Te BI{AbI I4croqFIHKoB yrpo: zuQoprr,raq1ronudfi 6esonacHo crv Lr wxoco6es'ocrn.
3, VxaNrzre ocHoBHbre Br4Abr 3arrlr4rrlaeuoli uusopruaqrau.
4. onuurzre Me)q4yHapoAHoe 3aKoHoAarenbcrBo o c$epe 3ailIr.rrbr uu$opuaqur,r.
5. onuruure craHAirp'lbr 14 3aKoHoAareJrbcrBo p@ r cQope 3arrlrzrbl 

"n$op*uqr".6' Vraxure ocHoBEIbIe acIreKTbI nocrpoelrnr cr4creMbr zusoprr,raqraoHnlrii 6esonacgocrz.
7 . CQoprrlynupyfi're nporpaunry unQopuaquonHoft 6esonacHocru.
8' llpuvnclure MoAenI4 nusoprvraqrzosHofi 6esonacHocrr4, yK€DKHT9 ux oco6ennocru.
9. Kaxosrl ocHoBHbIe sralrbl peanrvrgarJrlr MoAeJrn uH$oprvraquounofi 6e:ronacugcru?
10. Kanue Meponpzlrrufl ilo 3auIHTe rzu$opvaqr.rv npoBoArrcrr B opfaHuoaqu.rx?
1 1. Karur'r o6pasovr tfopur,rpyercr rroJrrzrtrKa 6esonacHocrr..r B opraHusatjuu?
12. Kaxurvr o6pa":ou [poI43BoAI4Tct ynpaBneHr.re pr{cKaMa B cucreMax rarlSoprr.raqraonHoft 6egonaonocru.
l3' Kax oqeHzBaercx erf$erctnrHocrb u penra6emHocrb cucrena uu$opuaquonuori 6egonacuocru.
14. Kaxze MeroAononrl4 oIIeHKI,I 6esonacHocrr krlfopuargzouHofi l"c..r"r cyrqecrByror ra r4crroJrb3yrorct

ceronH{?
1 5 . tlro raKoe Kpr4rrrorpa$ r.ruecx aA 3arJ:aT a auQ oprr,raqrEra?
16. Karsle xraccz$nrcaquu uru$poB cyqec'rByror Ha celoAHrrxHlrfi aerrt?
I7. Onuurrare urr.rpQr,r u ycrpoficroa Krraccurrecrofi npurnorpa$Hz.
18. B qerr,r 3aKJrroqaercrL cyrb noAcraHoBorrHbrx r,r nepecraHoBorrHbrx uraftpon?
19. Pacrpoftre cyrb ruz$pa I{esap.r,
20. Onmure uru$p BnxeHepa.
2 | . Y rcax<ure ocHoBHbre rrpr4Hrlunbr ruuQpo aaHraq raMMu poB aFru eM.
22. Karc HcrroJrb3yercr uu$pooaHrre MeroAOM oAHopa3osoro 6roKHora?
23. B qeu 3axJrroqaercr cyrb craMMerpr.rqHofi xpanrorpa$uz?
24. Kat< $oprr,rupyercr cerb Oeficrenq?
25. Kaxr'rv o6pasonr opI'aFIH3oBaHu uzspu Ha ocHoBe ceru Oeficreng: I|C)CT, Blovdsh?
26. Onmmre ruraSp DIiS.
27. Ormnure npuHrll4rr geficrnzr ruu$por Rijndael, AES.
28. KaKosrr oco6ensoc'ru rroroKoBoro ruu$poraHv{ lro alropzruy RC4?
29 . Y rcat<ure ocHoBHbre rTpnHrlr4nbr accrzMMerprzqnofi xpunrorpaSun,
30. Onuurure uratfp JRSA.

31. Onrzruare MareMarilrrecKyro 6ary ruuspa 3rt fardar.fl.
32. CSopvrynrlpyfire noulrue gI[I.
33, Onraurrare DSA alrropr.{TM QopvrraponaHrzr 3l_t[.
34. C$opuylupyfire noHqrue x3rr H ero ocHoBHh,re csoficrea.
35, Onuurare iurropr4TMsr SHA a N-hash.
36. OnuurrEre MareMarzr{ecKyro 6ary anroprarnaon runa MD.
37. Karcvvr o6pasorvr npoH3BoAI4Tc.s Kor,{6uuapoBaHue cuMMerpnquoft u 4ccr.rMerpzr{uofi xpuu.rorpa$uu?
38. Kanunr o6pa:ou peanu3ylorcfl H I,IcrroJrb3yrorc.fl Kpr.rnronpoBafi4epu ira nnarQopue .NET?
39. C ncnolb3oBaHlleM KaKI{x npororonoB ocyulecrBJrflercf, 3anlr,rra znsopnlaqu" u fp cersx?
4 0. Karcue o cHo BHbre MeroAbr Kp r4rrroaHanra:ta cyrlecrryror?
4 1 . Pacr<poftre ocHoBI{bme MeroAbr qusponori crerauorpa$uu.

@oH4 oqeHoqHblx cpeAcrB,qJIt [poBeAeHI4JI zlTTecrarrur4 ypoBHq csoprvruponaHHoort4 KoMnereHqaft o6yuaxlrquxc.a
tro Alrcqunnrzue o$opnrnrrercr orAenbHbrM AoKyMer{ToM.



7, vtIEEHo-METoAI'rqECKoE [I I{H@OPMAII,rOHHoE OEECr]EqEHrrE ArlcrlurrJlrHhr
7.1. Knuro06ecne.reHHocrr

Harur,reuosauue Jrr4Teparypbl : aBTop, Ha3BaHue, B lrA
u3 EaHVI fl , r43,4aTe JI b CTB O

lol
V3TAHVfl

I KHI4I-OOEECNEL tEHIItOCTb

Kormrebrso 3x3eMnJrrrpoB
us/:ap^uft n 6u6luorexe BnfV
s coorsetcrsuu c @fOC BO

Halrqrle n

e:rexrpounofi
6u6luo'rexe BnfY

I | 2 | g---T 4
Har rureparypa*

1, A.O. Ky.repax, A.IO. Jlexcun, [.H. Eyxapon, A.IO.
Illarypr.rHa Kypc nexqraft rro Ar{crlr4rrJrrtre <3aurnra
nuQoprraaqzu> / Bnaarzv, roc, yHr.t-r r4MeHr{ AlexcauApa
fpuroprenrua u Huxolas lfprzroprenuva Croneronrrx, -
BnaAuuup: l'I:g-no BnlV

2017 Irttp :/ie.lib.vlsu.ru/bitst
reatn|723456789/6466

l1100702.pdf

2. Kyrepurc A. O. ,Eyxapon [. H.
Honuxona O. A., Caurrruxuu B. ,{. Mero4r.ruecrue
yKa3aHr,rr rro BbrrroJrHeHruo la6oparopurrx pa6or no
Ar4cur{rrrrrHe <3arqr.rra uHQopuaqzu> Bnaglrtlr, roc. yHr,r-
r r4MeHr4 Anexcau4pa fpzroprenuva u Hrarolas
fpuroplenuqa Croleronrrx; _- BlaAnaup: I,I:.q-eo BrfV

2017 http://e. lib.vl su.ru/bitst
rean/123456'/8915886

/l/0067E.pdf

3.Eorenosa 3.A., I,InQoprraaqnournrfi ruzp XX- seKal
KpnnrorpaQr{r - ocHoBa znQopuaquouuofi
6esonacuocru f3nexrpoHnr,rfi pecypc] / Eonenona O,A.
M.:Aaurxost.tK

201 8 lrttp://www,studentlibr
ary,ru/book/IlsBN978

5394030314.html

,I[ouorunr IEJIbHA' JII{TI
I ABepqeHxon B.I,I., KpunrorpaQnqecKrre MeroAbr
3ar{}rrbr lruQopuaqun [3lexrponurrfi pecypc] /
AsepqeHxoa B.I4. - M. : @JI}IFI]A,

2017 http ; //www. strrdentlibr
ary.ru/book/IliBN978

5q765).947) htrnl
2. AsAo[]uH C.M., ,{ncxperHaf, MareMarr.rKa.
MoAyrspuar alre6pa, rpurrorpa$u.r, KoArrpoBaHr.re

[3nexrpoHnuil pecypc] / AnAourus C. M., Ha6e6us A,
4. - M. : {MK flpecc.

2017 http ://www.studentlibr
ary.ru/book/IfiBN978

59407 44081\,htmI

3, Buprcror A.A., I4uQopMarlr4or{Har 6egonacnocrr:
3alrlr.rra r4 HaraAeHrre [3lerrpouuufi pecypc] / Euprorcon
A. A. - M. : AMK llpecc.

20t7 http l//www. shrdentl ibr
ary.ru/book/ISBN978

5970604359.htm1
7,2. flepno4rqecn[e r{3,qaHr{s
1, Xypnan "3alqura uH$rtpivraqnu.Hucafrg". - pexuu Aocryla: http ://www. |iside-zi.ru/
2. VuQoptnraqur a 6esonacHocrb. - Pexuvr Aocryrra:
bezopasnost/
3. Information Security. - Pexuu Aocryrra: http://www.itsec.rul
7.3. llHrepHer-pecypcbr
1. oner fpaHuvnH, Bna4uurap K[ses BesonacHocrr nn$opuarlr4oHHbrx cr4crieM. - pexurra Aocryila:
https ://rvww. intuit.ru/studieslSourses/ I 3 8 45 / I 2 4
2. Onsra Jlanounua KpunrorpaQaqecKue ocHoBbr 6egonaurocru, -- Pexpru Aocryna:
https : //www. intuit.ru/studies/ssulsgs/ry2_E[do
3. fanlaHa Eacarosa oqrosr,r xpunrorpa$uu. - Pexuna Aocryna: https://w,uvw.intLrit,Lu/studies/cour ses;|jpll5tlllir-rfo

8. MAT'EPTIAJIbHO-TEXHI4TIECKOE OBECIITqi:rurN IU4CIUIIIJIPIH]bI

fioMeuleHarr An.s rtpoBfr4eHnfl, :lawsruit

Jla6oparopuue pa6o'rnr npoBoAqrc.q B ayA.l00-3, 106-3, 51l6-3, 51lr-3.
Iepeueul ncrloJrmyeMoro nHIIeHsr4oHHofo [porpaMMHoro o6ecneqegur: MS Visual Studio

lm peanu3a\vftr .qauuofi Aacr{zrIJIr{HbI vMelorcr cleuuaJrbHbre
,n e Kqu o wt o e o mun q, s aunmu it n a6 op amopH o e o m un a.
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Pa6ouyro rporpaMMy cocraBlrJr Byxapoe n.H.

Peqeu:enr
(npe.qcmnprrelr pa6oroAarers)

(rrae6ro pa6o OZO, nognflporparrarr,ra paccMorpeFra r{ oAo6peHa Ha sacelralrru

JaBeAyroqufi xa(pe4pofi

Pa6o.ras [porpaMMa paccMorpeHa v o, Ha 3AC9AaHLTW yue6uo-uero4z.recrofi KoMr4CCr,r[HarrpaBJreHr.It

llpororon Ne
llpe4ce4aren

(ol4o, no4nzcr)
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Ilpororor saco1alyrs. ra(p e4pu J\b

3ane4yroquft rca$e4poft
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3AAIUTA uH@OPM4qmU
o6pasonarg*noft rporpaMMbr HarrpaBJreHur [orroroB r<u 0 2. 0 3. 0 i

aduuuucmpupol oHue uu eopuaquoHHbtx cr,rcmeM, Hanpa

3au. ra$egpofi

Bsecenu rzgMeHeHlrf, n .rao:m/pa:genu
pa6ouefi nporpaMnrr (HoMep v !{aTa npoToKoJra

vecKoe odecneueuue u
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