MuHuCTEPCTBO HAYKH H BhIcuiero oGpasopanus Poccniickoii Denepannn
DenepanpHOE TOCYIAPCTBEHHOE BIOIKETHOR Oﬁpﬂ:iOB;TGJIBHOC yUpexIeHue
BBICIIETO 0Opa3OBaHHSA |
«Baajumupcknii rocy apeTBeNHbIi yHHBEpCHTeT
uMeHH Astekcanipa I'puropsesuya u Hukonan I'puropsesnua Croserosnixy
(BaIy)

VIBEPRJIAIOS o

I[Ipopextop | 5 e G
110 00pa30oBaTEILHOH Aes

PABOYASA TTPOI'PAMMA JJUCITUTIJIMHBI
«3AITUTA UHOOPMALIMU »

(HAHMEHOBAHWE AUCUMILIIHHDI)

Hanpasnenue moxrorosku 02.03.03 Matematiueckoe o0ecieueHie i AIMHHHUCTPUPOBAHUE HH(OPMATTHOHHBIX
CHCTEM i

[Tpouis/mporpamma moarorosku [IpoekTupoBanue u 3ammTa HHGOPMAIMOHHEIX CHCTEM 1 623 TAHHBIX

YpoBeHs BEIcIIero o6pa3oBanus GaKagaBpyuaT

@opma o0ydeHus ouHag

DopmMa mpoMeKyTOUHOMN
c ) TpynoemMKkocTh Jlekunu, ?;?::;:I J'lagopar CPC, aTTeCTALMH
EMEETD 3ad4. efl,/ 4ac. yac. s ? pal Tl qac, (3x3amen/3aueT/3aueT ¢
: ke OUEHKOM)
7 5/180 36 - 18 99 NGH
(27 yacos)
Hroro 5/180 36 " 18 99 i
(27 dacoB)

Biagumup 2019



1. UEJH OCBOEHHUS JUCIHUILTHHBI

Uenb ocBoeHns nucummIHHEbI «3ammura MH(DOpMALMKM) - 00y4eHHe CTYICHTOB METONONOrHM peuleHus npobiiem u
3aa4 B o0macTd  MH(OPMALMOHHON GE30MACHOCTH C MCTNOJIB30BAHUEM  MATeMATHYECKOTO — annapara ©
KPUOTOrpapuuecKuX npeodpa3oBaHuii. |
3anaun: :

¢ OsnazieHne HABBIKAMH AHANIN3A 3ALMIIEHHOCTH HH(OPMALIHOHHOMN CUCTEMbI

* U3yyenne nmpuHOKMIOB paboTs! ¢ KPUNTOrpaduuecKUMH AITOPUTMAMH 1 OLEHKOH HX KPHIITOCTORKOCTH,

* QopMHpOBAaHHME HABBIKOB paGOTHl  CO CTaHJAPTHRIMHU IkpnrlTorpaqueCIcHMH ATOPUTMAMH ¢

HCTOJIb30BAHUCM COBPEMECHHOIO anmnapara [pOrpaMMUPOBAHUS |

2. MECTO JUCHUIJIMHEI B CTPYKTYPE OIIOII BO
|

Hucuunnnna «3aumra undopMatumy otHOCHTCS K pasjeny 51.0.23 - O6si3arenbuble AHCIAMIAHDI HAIIPaBIeHYS
02.03.03 Maremarnueckoe obecrieueHye u AUMHHHCTPUPOBaHHE HHGOPMALMOHHBIX cHcTeM, M3yueHne AMCIMIIHHBI
TIpOXOAMT B 7 cemecTpe, MPEANo/araeT HaTM4HE Y CTYIEHTOB HaBLIKOBJnporpammupoaaﬂuﬂ, KOTOpBIE MOTYT GbIThH
TOJIyHCHEI B paMKaX TUCUUITAHEL «O6BEKTHO-0PHEHTHPOBAHHOE POrPaMMHPOBAHHE .,

3HAHUA, MOSYYCHHBIE B PAMKAX H3YYeHHs JAHHOMN AVCIUIIMHBL,| MOTYT OBITh NMPUMEHEHbI VIS HAIIMCAHUS
BBITTYCKHOH KBaTU(DUKALHOHHON paGoTEL. |

3. IVIAHUPYEMBIE PE3YJIbTATBI OfoqEHIZ(H IO JUCOUILIMHE

Kon dopmupyemeix | Vposens ocsoenus Inanupyembie pesysibratel o6yueHis no AMCUMMTHHE XapakTepU3yIOIIyeE Tarlb!

KOMIIETEHIIHIH KOMIETEHIHH (opMupoBaHKs KOMNETeHLIMI (ITOKA3aTeN U OCBOSHMS KOMIIETEHIIMH)
! 2 3
VK-2 nonnoe 3HaTh: OOILME NPHHLUIIEI IPOEKTHOTO TIOAXO0MA K PEUICHHIO 3a/1a% 3aLIUTH

HH(pOpMaIUH; HeOOXOAUMBIE [UTs OCYWICCTBIICHHS 3aUMThI HHOPMALIMH [PABOBbIE
HOPMBI; METO/IMKH INAHUPOBAHMS IPOEKTHOI paboThl; METOANKH OLEHKU
PECYPCOEMKOCTH NPOEKTA, OTPAHUYEHHH U PHCKOB €T0 BBIITOJIHEHAS;

VMets: hopmynuporars TIO3BOIIAIOINUE NOCTHYb LENN MPOEKTA B3aUMOCBI3AHEbIE
3alaqu; OTIPeNeNIATh NOCTIDKUMBIC 0XKUIAEMBIC Pe3yNIbTATEl PEIIEHNS TIOCTABICHHbIX
3a/iay 3aIUTh! HHYOPMALUY;, MHTEPIPETHPOBATE U YUHTHIBATS IIPABOBbIE HOPMBI C
Y4ETOM ClieUUKHA IPOEKTA; OLCHUBATD HMEIOUIHECS MarepUanbHble U
HCMATEPHANIbHbIE PECYPCHI M OTPaHUYEHHS

BiiageTs: npakTHYecKuM onsiToM PeaTH3aLMK IPOEKTA KaK COBOKYTIHOCTH
B3ANMOCBASAHHBIX 33124 3allHThI HHGOPMALUK; ONILITOM PaGOTE ¢ PABOBLIMU
MH(POPMALMOHHBIMU CHCTEMAMM; OTILITOM pealu3aLHy MPOEKTA B YCIOBHAX
TEXHHYCCKUX, OPraHH3aLMOHHBIX H PECYPCHBIX OrpaHHueHMUIT;

OlTK-1] nonHoe 3HaTh: 6a30Bble 3HAHMS, MOJly4EeHHBIE B 061ACTH MATEMATIECKHX v (unn)
eCTECTBEHHBIX HAYK |

YMeTb: nenonb30BatTh 6a30Bbie 3HAHKA U3 061ACTH MaTCeMaTHUECKUX U (ki)

€CTECTBEHHBIX HAayK B 00NacTH 3amHTb1jMH(bopMaunn

Bnanets: HaBbikamu BoiGOpa MeTOI0B qemeHm 3a8a4 3aiuTel KHDOPMAlUUY Ha

OCHOBE TCOPETUYECKHX 3HAHMUI

OITK-2 HONHOE 3HaTh: MaTeMaTHYECKHe OCHOBLI NPOrpaMMUPOBAHUS 1 A3BIKOB NIPOrPAMMUPOBAHHS,
OpraHusaliM 0a3 JAaHHBIX U KOMMLIOTEPHOrO MOJICTHPOBAHUSA; MaTeMaTHIECKue
METONLl  OLCHKH  KauyecTBa, HAMEKHOCTH M PPEKTHBHOCTH NporpaMMHbIX
NPOAYKTOB B Cepe 3auuthl HHOOPMALMM; MATEMATHUECKHE METOMbI OpraHuzaiun
HH(pOPMALHOHHOI Ge3onacHocTH npu pazpaboTke U KCIUIyaTaALLH HPOrpaMMHBIX
NPOLYKTOB M NPOTPAMMHBIX KOMIIEKCOE,

VMeTh: ocymecTsaTy 060CHOBaH b BBIOOP laHHOTO MaTeMaTHIECKOro annapara
NPH PEIICHHH 33124 3aLUTbI HHDOPMALIHHK;

BriageTe: HaBbIKaMM NpEMEHEHMA MATEMATHYECKOTO anmapara IpU pPeIIeHHH
KOHKPETHbIX 34/1a4 3a1UUThl HHGOPMAUHU;

OITK-3 noiHoe 3HATh! OCHOBHBIC [MONOXEHHS WM KOMLEIIAN MPUKIAAHOTO M CHCTEMHOrQ
pOrpaMMHUpPOBAHHS, APXUTEKTYPl KOMMbIOTEPOB M CETE: COBPEMEHHbLIE A3BIKH
NPOrPAMMHPOBAHHSA,  TEXHONOIMH  CO3MAHMA M IKCILTyaTALMI MPOrpamMMHLIX
HMPOAYKTOB H MPOrpaMMHBIX KOMIUIekcoB; Exnublif peectp poccutickux nporpamMm.
YMeTh: OCYyLUECTBAATL 0BOCHOBAHHBIH BLIGOP HEOBXOMMMBIX MH(OPMALMOHHBIX
TEXHOJIOTHI NPH PELIEHUN 32184 3aUUTE MHOPMALIK

Bnapets: npaxruueckumy Hasbixkamu jpa3pa60ﬂ<14 NPOTPaAMMHBIX TPOAYKTOB H
POrPaMMHbIX KOMTUIEKCOB 3aIIUThI HH(OPMALHH




4. OBBEM U CTPYKTYPA AUCIATLIVNHLI
TpynoeMKoCTs AMCHMIIMHBI COCTABASET S 3aYeTHbIX euHKY, , 180  wacos
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1 Teoperuueckue OCHOBBI 3auTel | 7| 1-4 4 2 25 | 4/66
unrdopMaIu
2 Kpunrorpapuueckue meroapl 3ammter | 7| 5-10 28 12125 | 30/75 PEHTHHT-KOHTPONE
nHbopManmn Nal
3 OcHOBBI kpunITOaHANM3a 7| 11-16 2 2 24 | 3/75 PEHTHHI-KOHTPONTb
Ne2
4 OcHoBHl cTeranorpaguy 7| 17-18 2 2 25 | 3/75 PEWTHHT-KOHTPOIb
| No3
Beero3a _7_ cemecrp: 18 36 18 |99 | 40/73 3K3aMEH
(27 gacos)
Hroro no qucuunauze 7] 18 36 18 99 | 40/73 9K3aMeH
(27 yacos)

Coneprxanne JIeKIHOHHBIX 3AHATHIA 10 AMCHHIINHE
«3amuTa nHGopManun» |

Pasnen 1. Teopernueckue ocHOBBI 3amuTEI HHOpMALHU ol

Tema 1. Tonsrre nHdopmaLmonHol GesonackoeTn. Kiouessre BOTIPOCHI HHPOPMALIMOHHOM GE30MaCHOCTH.

PaccmatpuBaroTcs noHsTHS sKOHOMHYECKOM U uHPOPMaLMOHHON GesonmacHocTH. OnuchiBaeTes olbwas
CTPYKTYpa WH(OPMALMOHHON GEe30MacHOCTH ¢ TOYKH 3peHust TpeOOBRAHHI MHPOPMAIMOHHONH GE30MACHOCTH,
Paccmatpusatotes kmouessie Bompoc MHDOPMaUMOHHOM Ge30MacHOCTH! Hajo JIM 3AIMMINATLCS M 9TO crieyer
3aIMIATE?  OT KOro HaJ0 3aIUMIIATECA? OT Yero Hamo 3AIMIIATECA?  KAK HAJO 3aIMIIATBCH? 4TO 0GECreyHT
addexTnBHOCTD 3amMTEI? BO YTO O6OMIETCS paspaGoTka, BHeApeHHe, DKCILTyaTaLus, COTIPOBOJKACHUE W Pa3sBUTHE
CHCTEM 3allUTHI? !

Tema 2. Buzpi yrpos undopmanmonHoit 6e3omnacnocty 3

ITpuBopsates  Busl yrpos  uHbopmalmonHol Oe30macHOCTH, KMacCU(pUKALMA HCTOYHUKOB yrpo3 ©
3alMIIaeMol HH(opMAaLH.

Tema 3. OcHOBBI 3aKOHOIATENLCTBA B OGIACTY 0GECIEUEHs MHPOPMALHOHHOI GesonacHocTH

Paccmatpupaercst HopmaTuBHOI Gasa 119 3amUTHI utdopmanmn. 3akoHogatemscteo CLUA u Espornel 8 chepe
3amuThl MHpOpMaLrn. 3akoHoaaTeNnbeTBO PD B cdepe 3aluuTEl HHPOPMALHH.

Tema 4. Tloctpoenue cuctemst uH(pOPMALMOHHOI Ge30nacHoCTH \

PackpbIBatoTes NOHATHS OTBETCTBEHHOCTH MPOrpaMMbl HHYOPMALMOHHO# Ge30MacHOCTH. Paccmarpusarorcs
Mozien  uH(opMaonHoit  Ge3onacHocTy, TpebOBaHUA ¥ OCHOBHBIC pTanm peainzanuy  UHGOPMaLMOHHOM
GesonacHocTH.  YkaswiBaioTes MEPOTIpUATHS 1Mo 3amuTe  WHPOPMALWH, TPUMEHSEMble B OpraHU3all|H.
Pacecmarpupaercs nowstue mosmrhky Ge3onacHocTu, NPOBOAUTCS PacCMOTpEHHE METONOB aHalM3a W YNpaBlieHHs
puckamu npu peanusauuu HHGOPMALMOHHOH Ge30TaCHOCTH 1

Paznen 2. Kpunrorpadudeckue MeTons! 3amurs UH(pOpMALY !

Tema 1. OcHoBHBIE NOHATHS Kkpuntorpapun. Knacendukauus mudpos.

Pacemarpusaiores mousTis KpunTorpaduu, 1itoya, wiudpa, KPUITOrpaMMbl,| KPHIITOrpauyeckoro npeobpasoBaHus,
HH(POBaHUS, JeumrppoBaHus. [lpuBoantes cxem npocretimeii KpUnTOorpadnyeckoil cHcTeMbl Mo UlenHony.,
Paccmarpusaeres knaccudukarmu WH(pPOB 10 PasHbIM MPU3HAKAM. |

Tema 2, Knacenueckas KpHrTorpadgusi. ;

Paccmarpusaiotes  McTOpuueckue Kpunrorpauueckie CHCTEMEI (wnpd v wmmpposanbHLe yerpoiicraa) ¢
ApeBHEHLINX BPEeMeH A0 cepeantbl XX B.
Tema 3. [epecranoBounsie u WIUQPEI 3aMEHbI.




Pacemarpusatores wngpel nepecraHoBok u 3aMEHbI, MOHOAI(DABUTHbIE 1 nonuangasutheie. B kauecTse npuMepos
pacemarpusatoTes mn¢ppst Liezaps u Bikernepa. YkasbiBaioTes MeTos! MX KpUIITOAHATH3a.

Tema 4. llludpoanue raMmupoBanreM 1 O[HOPa30BbIe GIIOKHOTHI (ﬁm(bp Bepnawma).

PaccMatpusaercs  anroputv  mmdposanus raMmmupoBanueM - u  mudp Bepnama. ITokaswisaercs
KPHNTOCTONKOCTh MM pa BepHama. ‘

Tema 5. Cummerprunbie mmopper. Cers Deiicres, 1

PaccmatpuBaercs anroput™ mmpoBaHus ¢ MCTONb3OBAHMEM cetd DelcTens, a Tak e OCHOBHBIE
npeobpasyioue  (yHKLIAM, UCTIONB3yeMble B JaHHOM  anropurMme. [Tpumepsr K poBAHN/ NEIUPPOBAHKS.
YKasbiBalOTCs METO/IbI KPUITOAHANIM3A JAHHOTO wudpa.

Tema 5. Cummerpuunbie mmdpsr. DES !
Pacemarpupaercs  anropurm wuposanus  DES, pexumsl  ero | pabotsl  (CBC;CFB;OFB).  ITpumeps
wkpposanus/teludposanus. YKasblBalOTCS METOMDI KpHITOaHaIM3a JaHHOro WHdpa.

Tema 6. Cummerpuunsie wngpsr. Hludp FOCT 28 147-89, mugp Blowfish.

Paccmarpupatores anropurme wrdposanus ['OCT u Blowfish. Vkasbibarores NPEUMYIIECTBA 0 CPABHEHUIO C
DES.
Tema 7. Cuvmerputnbie wudper. Anropurm Rijndael, mudpp AES.
PaccmarpuBatotes anropurmbl wudposanus Rijndael u ocHoBanubIif Ha Hem AES.
Tema 8. Cummerpuunble wudpsl. VipaeieHue kIoueBoil nHbOpMaIei.
Paccmarpusaeres [Mporokon Kerberos.
Tema 9. ToTokoBsIe wHdps!
Paccmarpusaercs nonstue norokosoro widpa. TUMBI MOTOKOBBIX IU(POE, X OTIMYHE OT GIOUHbIX.
Tewma 10. TTorokossie wudper. Lngp RCA. !
Paccmatpusaercs anropurm RC4, ero KpHNTOAHAJIU3 W IPUMEPB] HCNOB30BAHUS,
Tema 11.Accumerpuunoe mwudposanue, ‘
Paccmarpusaercs nonsitue ACCHMETPHYHOro tu(pa. Ero omnyme orlcuiMMeTpHYHOTO.
Tema 11.Accumerpuynoe wudposanue. Pacrpenenenue kioeit 1o gxeme Juddu-Xenimana
Pacemarpusaercs anroputm Juddu-Xennmana, MO3BOJIAIOIINH ABYM aOOHeHTaM, OGMEHUBAsACH COOOINCHUIMH
1o Hebe30macHoMy KaHaity CBA3H, pacnpeaesuTs MEy COGOH CeKpeTHBII Kirou mugpoBaHus.
Tema 12.Accumerpuunoe wngposanue. [udpsr RSA, Dnp-Tamans. |
Paccmarpupatores kpunrorpaduueckue cueTeMbl Ha OCHOBE anropurmos RSA u Dip-Iamans.
Tema 13. KoMGuHmnpoBantas kpunrocucrema wudpoBanms !
PaccMaTpuBaloTes METO/IbI COBMECTHOIO MCTONB30BaL e CHUMMETPHUHBIX K aCCHMMETPHYHBIX MINGPOB,
Tema 14. Xomw dyukumn. Anropurmsl SHA-1 u N-hash, ‘
Paccmatpupatores monstha xom gyskumm, fadimerca u ux ocobenrocTei. Paccmatpusarores peasnzaunu
Xo1 QYHKLMH 1 WKPOB HA K3 OCHOBE 110 anmroputmaM SHA-1 u N-hash. | '
Tema 15. Omextponnas mmbpopas nommmcs (BUID). Anropurm | dopmupoBanus ATCKTPOHHO-LUN(PPOBOIA
noanucu DSA. ‘
Pacematpupaeres nomstue DI a Takke ee opmupoBanue Ha ocHoBe anroputma DSA.
Tema 16. 3auiura nHpopmanwmu B IP cersx. ]
PacematpuBaloTes OCHOBHBIE TIPOTOKONE! ceTH MurepHer, 06ecnean§a}0mHe 3amurty unpopmauu: S/MIME,
SSL u TLS, IPSec, SKIP, ISAKMP u mexceressie 9KPaHkI. !
Tema 17. Kpunroanropurmb npoctpaHcTea Net, |
PacemarpuBaetest npocTpaHcTBO UMen [Tpoctpancrso umen Cryptography 8 NET Framework.
Tema 18. XML- kpunrorpadus |
Paccmarpusatorcea BosmoskHocTH XML —KpHITOrpadmu, CPABHHUBAIOTCA pasyiniHele THIB XML —moanvicei
Paznen 3. Kpunroananus, i
Tema 19. Kpunroananus 1
PacematpuBarorest meToasl kpunroananusa: HaCTOTHBIH, METOA NOAHOrO nepeGopa, aTaka Mo KArouaM, METOx
"BCTpeum Tmocepeanue”. Kpunroananus CHMMETPHYHBIX LUH(POB, KPHIITOAHAIM3 ACMMMETPUHHbBIX HUGpPOB,
KPUNTOAHANU3 X311 QYHKLMi, KPUNTOAHAIM3 MO NOGOYHBIM KaHanam, KBAaHTOBBIH KpUNTOAHAHS.
Paznien 4. OcHorsl creranorpadum
Tema 20. OcHoBI creranorpadmu ‘
Honstne v Bunbl creranorpadun. Creranorpadus v usobpaxenus: meron LSB, creranorpadus u Buneo,

creranorpagus u ayano. Creranorpabudeckue NPOrPAMMHBIE MPOLYKTHI.

Coaepxanne 1a60paTOPHBIX 3aHATHI 110 JHCUHATITHHE

Pasnen 1. Teoperuueckue ocHOBBI 3aruuTh UHbOpMalU ‘
Tema 1. Tlonstue unopmarmonHoit Gesonacuoctn, Kitouesnie BOMPOCHI HH(OPMALMOHHO} Ge30nacHoCTH.

JIaGoparopuas pabora Nel. «/Inneitnnie KOHIPYIHTHBIE ' TeHepaTopbI nCeBAOCTyIAHHBIX
[mocyaenoBaTebLHOCTEH



Wsyuenne w  nporpammuas PCaM3alUMA  JIMHEHHBIX  KOHIPYSHTHBIX T€HEPATOPOB  IICEBAOC/YYaHHBIX
NOCIeI0BATENEHOCTEH, |

JlaGoparopunasi paGora Ne2. «IMoacHeremMbl  mapobLHOi AYTeHTHOUKANNE N0Jb30BATEIE], I'eneparopbr
napo.ieii. Ouenxa crenenn cToiKocTH NapoJabLHOH 3aHTHD |

Hceneposanne naponembix noacucrem ayTeHTH(HKaLMK nonb3oBaTenel. Peatusaims MPOCTEHILETO reHepaTopa
naponel, obnapaomero TpetyeMoil CTOHKOCTIO Ko B3JIOMY. |

Pazpen 2. Kpunrorpaduueckie metop 3aLUKTBl HH(pOPMALIUY

Tema 1. Knaccuueckas KpHOTorpacdus

JaGopatopnas pa6ora Ne3. «Knacenueckas Kkpunrorpagus. Hugp Hbsapﬂ»

Msyuenue u nporpammuas peanusanus upa Lezaps. !

Tema 2. Cummerpuynas KpunTorpagus ‘

Jabopartopuas paGora Ned, «Cummerpuyunas kpunrorpagus. Cers @ejficrenn»

H3yuenue ocobennocreii u nporpammHas peanusauus cetu Oetictens.

JlaGoparopuas paGora Nes. «Cummerpuunas kpunrorpapus. ITotokoBsrit mmupp RC4»

Peannsosars npocreiiumii notokossrit WH(P ¢ CHMMETPUYHBIM KITFOYOM Ha OCHOBe airoputMa RC4.

Tema 3. Accumerpuunas Kpunrorpadgus ;

JlaGoparopuas paGora Ne6, «ACCHMCTPHYHbIE ATOPHTMBI uppoBanus JaHHBIX, Aaroputv RSAx

Msyunts npusumn paGorsr ACHMMETPHYHBIX a1TOPHTMOB H(POBAHUS Ha @pHMepe ainropurMa RSA.

Tema 4. Kpunrorpadus 8 OC Windows

JlaGopaTopnas pa6ora Ne7, «dIporpammupoBanne KpHnrorpapuveckux nposaiizepos na miargopme .NET:
AjropuTMBI xomuposanng SHA-1 u MD5» |

Hayuutbes uecnons3osars KpunTorpaduveckue nposainepol xour-pynxuuit 8 .NET Framework.

Pasnen 3. Ocrosml kpunroanamuza

Tema 1. Inddepenumanshpiii KPHIITOAHAJIN3 |

JlaGoparopnas paGora NeS, «duppepenunanbubii Kpunroanaauz 0.1049HbIX IHPPOBY»

Mayunte meton auddepentmaistoro KpUITOAHAIM3A NPUMEHHUTENBHO K MHOTOPAYH/I0BBIM anroputMamM GJI0YHOTO
LMQpoBaHus.

Pasnen 4. Ochosel creranorpaguu
Tema 1. Ckpsitie TekcToBoi uHbopmauun B daitne n3oGpaxkenns j

JlaGoparopuas paGora Ne9, «Creranorpadmus. CKpbITHE TeRCTOBON uHQopmaunn B paiine H306pasKkenus
PeanusosbiBate meron LSB, KOTOPBIH 3aKMOYACTCS B 3aMEHE IOCCIHHX 3Ha4amMX OWTOB B KOHTeifHepe
300pakeHns Ha GUTBI CKPLIBASMOTO COOBIIEHNA.

5. OBPA3OBATEJILHBIE TEXHOJIOT MU
B npenopasanun pucumnmmmer «3awuma unopmayuuy Menons3yoTes pasHooOpasHbie 0GpasoBaTesbHbIe
TCXHOJIOTHH Kak TPaAULMOHHBIE, TAK U C IIPUMEHEHHEM aKTUBHbIX 1 MHTEPAKTUBHBIX METOIOB o0yueHwus.
AKTHBHBIE ¥ HHTEPAKTHBHLIC METOMBI obyuenwus: |
~  Humepaxmusnas nexyus (mema M 1-20 );
—  Ipynnosas duckyccus (mema No 2 ), |
~  Ananus cumyayuii (mema N 4 ); ‘
— llpumenenue umumayuonnvix modenei (mema Ne 19 ); ‘
—  Pasbop ronxpemunvix cumyayuii (mema N 4 ). \
|
6. OLHEHOYHBIE CPEJICTBA JIJIsI TEKYIIETO KOHTPOJIA Y CIIEBAEMOCTH,
ITPOMEXYTOYHON ATTECTAIINA 11O UTOI'AM OCBOEHMSI AACHOUAIIIAHBI U YYEBHO-
METOAUYECKOE OBECIIEYEHUE CAMOCTOSITEJBHOM PABOTHI CTYJAEHTOB

Texyummii konTpob yCneBaemMocTi

KourponpHsie Bonmpoce: PEATHHT-KOHTPOIA:
Peiimunz-konmpons 1
Bapuanr 1
PassepiyTo orseriTs Ha Bonpocs!.
Bonpoe 1. Kniouessie Bonpocsi HH(DOPMALMOHHOM 6€30MacHOCTH.
Borpoc 2. Bune! yrpos undopmaunonnoi 6esonacHocTy. !
Bonpoc 3. Anropurm nposenenns ananusa u ouenku Yrpo3 uHbopMamoHHoH Ge3onacHoCTH.
Bapunanr 2 !
Passepiyro otBeTUTL Ha BONpOCHI. |
Bonpoc 1. Cocrarnsiomme uHpOpMaLOHHOH Ge30macHoCTH,
Bonpoc 2. Mogens yrpozs uHpopmaLmonHol 6e3onacHocTu,
Bonpoe 3. OchoBHbie BHbI 3aimmaemoii HMHDOPMaLHH,




BapuanTt 3 |
PasBepHYTO OTBETHUTH HA BOMPOCHI. !
Bonpoc 1. Buns! yrpos undopmaumonnoit 6e3onacHoCTH.

Bomnpoc 2. 3akonomatenscteo PO B 061acTH 3aIUTH MHQOPMALIHH.
Bomnpoc 3. Coaeprkanne Moze M HHGOPMALIMOHHOH GE30MACHOCTH., ‘
Bapuanr 4

PasBepHyTO OTBETUTH Ha BOMPOCHL.

Bomnpoc 1. Kimouesbie Bonpock! uH(GOpMaLMOHHOMN Ge30MacHOCTH.

Bonpoc 2. Bunpl Mozieneii uHGOpManuoHHOM 6e30macHOCTH.

Bormpoc 3. ITonuTika nHGOpMAHOHHOM 6e30MacHOCTH.

Peiimunz-konmpons 2

Bapmnanr 1

Pa3BepHyTO OTBETHTH Ha BOMPOCHL.

Bormpoc 1. Anroputm pacummdposarus FOCT 28147-89.

Bompoc 2. Anroputm pacnipenenenus xioued o cxeme Juddu- XeJmMaHa
Bompoc 3. Anropurm RC4

Pemure 3anauy. |
3anaua Nel. Anroput™ mmgpoBanus rsa. !
CreHepupyHTe OTKPBITEIN M 3aKPBITBIHA KITIOUHM B ANFOPUTME IHGPOBAHKA RSA, BbIOpaB npocTele uncna p 1 q U3 nepeoif
cOTHH. 3amudpyHTe coobILeHNe, COCTOAIIEE U3 BAIINX MHULIHAIOB: <I>HO

Bapnanr 2

Pa3BepHyTO OTBETHTE Ha BOTIPOCHI.

Bornpoc 1. Anropurm pactmdposanus FOCT 28147-89. O6mas cxema.

Bonpoc 2. Illugp Blowfish

Bompoc 3. TTporokon Kerberos

3anaua Nel. Anropurm mudposanus rsa.

Pewmnrs 3aauy.

CreHepupyiiTe OTKpPHITEIN ¥ 3aKPHITHIN KIKOUM B ANrOPUTME IIHPPOBAHMS RSA BBIOpAB MPOCTHIC HHCIIA P U ( U3 BTOPOLk
COTHH. 3amndpyfiTe coobLIeHNe, COCTOoMIEE U3 BAINMX HHULMAN0B: DUO., '

Bapuanr 3

Pa3sBepHYTO OTBETUTH Ha BOIIPOCHI, !

Borpoc 1. Kakue dynximm MoryT nenonb3osathes npu mudpopanuy B cetn Deficress?

Bonpoc 2. Ommcats anroput™ pacnpeaesieHns KIo4eif mo cxeme Tuddu- XeJmMaHa

Bonpoc 3.0nucars anropurm RC4

Pemuts 3anauy.

3amaua Nel

Beinontuts 3 paynia mudposanus v aemudposanus cetbio deticrens coo61uel-me «2014», roe F=(L+n)mod 256 (mod
— OCTATOK OT JIEIEHUA), N -~ HOMEp BapHaHTa. |

Bapuanr 4

PasBepHyTO OTBETHTH Ha BOIPOCHL.

Bomnpoc 1. Kakumu cpoiicrBamu 06:1a1ar0T Xt dyHKIHH?
Bonpoc 2. Onucars anropur™ mndposanus 3ib- [amanis
Bonpoc 3. Onucare anropurm mudposanns DES

Pewnts 3anauy. |

3agaua Nel, ‘

Hcnonssys mudp Lesaps, samudpyiite ceon Oamunmio Ums OtyecTro. Benuuuna cpura pasua HOMEPY BapHaHTa.

Peiimunz-xonmpons 3 !
Bapnanr 1

Pa3BepHyTO OTBETHTB Ha BOMPOCHI. :
Bonpoc 1. KomGunuporannas kpunrocuctema mudpoBaHus ‘
Bonpoc 2. Anroputm dopmnposanus Daektporuo-uudporoit noamucy DSA
Bonpoc 3. IIpotokonst SSL u TLS

Borpoc 4. Kpunroanans cuiMMeTpudHbIX mHdpoB

Bapnanur 2

Pa3sBepHyTO OTBETHTH Ha BOMPOCH.

Bonpoc 1. Xaw dyHkuun

Bonpoc 2. Anroputm SHA-1

Bomnpoc 3. [Iporokon S/MIME



Borpoc 4. Kpuntoananms acHMMeTpUYHBIX IHAPOB
Bapuant 3

Pa3BepHyTO OTBETHUTH Ha BOMPOCEHL.

Bonpoc 1. Drnexrponnas 1udgposas MoAINCh
Bomnpoc 2. Anropurm SHA-1

Bomnpoc 3. IIpotokon S/MIME

Bonpoc 4. Kpunroananus xenr-yHkuuit
Bapnanr 4.

PasBepHyTO OTBETHTH Ha BOMPOCHL.

Bonpoc 1. Creranorpaduueckue MeTop!
Bonpoc 2. Kpunroanropurmer npoctpancTsa .Net
Bonpoc 3. HYacToTHsIi kpunToananus

Bonpoc 4. KBaHTOBbBIE KPHITTOAITOPHTMBI.

JK3aMeHANHOHHbIe BONPOCHI 110 AHCHHUILIHHE:
. CTpyKTypa ¥ OCHOBHBIE COCTABIAIOLINE MHPOPMALIMOHHOMN Ge30MacHOCTH
. O6mue Bompocs! HHPOPMALHOHHON 6e30MacHOCTH.
. Buap! yrpos uHdopmatoHHol Ge30macHoCTH. |
- 3akoHozaTeNbCTBO PO B 061acTH MHBOPMALOHHOM Ge30MacHOCTH. ;
. Knaccuueckas kpunrorpadus. T
. HIngp Lesaps. :
. Cetb OeiicTens.
. DYHKUMH, HCTTONb3yeMble U IHdpoBaHuH B cetr DeiicTens. |
. Anropurm mudposanus TOCT,
. Anroput™ mmdposanus Blowfish.
. Anropurm uimdposanus DES.
. Anroput™ mudposanus Rijndael.
. Anroputm mudposanus AES.
. [lotokoBkie mmdpsr. Anroputm RC4,
. AlropuT™ pacnipesieNieHns Kimodeit mo cxeme Jiudpdu-Xennmana.
. Anroputm mwHbposanus RSA.
. Anroput™ mmbposanus Dnb- Namans
. Asiroput™ i posanus SHA-1.
. CBOJicTBA OTHOCTOPOHHUX (PyHKLIHMH.
. Kpunroanroputms! npoctpancrtsa Net.
. IIpotokonsr 3awuter uaGOpManuy B IP ceTsix.
. Merons! kKpuntoaHainza
23. Metogpl creraHorpagu,
3apnaun:
3agaua Nel, :
Hcenonesys mmdp Lesaps, saumdpyiire ceon damumuro Uma Otuectso. Benvunna casura paBHa HOMepy BapHaHTa.
3agaua Ne2, }
3amudpyiire cioBo AJIGABUT no ramme UJIOHTX. ;

|

ORI B~ WA~

D D)D) — = e b e e e e e e
N — o OVwoo~aa v hWNND=O

3agaua Ne3,

3ammdpyiite ciopo AJIOABUT mmdpom Brkenepa ¢ kintouom MUP

3apaua Ned4, |

Coobuwenne SOKYDIOLIGCWUUHO sammdpoparo mudpom BEPTUKAIBHO MepecTaHOBKH
(1 2 3 4 5 6)

3 5416 2
Pacmudpomars coobiienue.

3agaua Ne5.

3awmnpyite MpeUIOKeHHe, PUMEHUB CIIEAYIONIYIO TICPCCTAHOBKY CJIOB. MEHAKTCA MECTaMM II€PBOE W MOC/e[Hee
CJIOBA, 3aTCM BTOPOE M MPEATIOCEAHEE H T.1, :

3amaua Ne6. !

CKOJIBKO JIONOJIHUTENBHBIX GUT Hago M0GABUTH K COOBGIIEHHIO nHoM 100 cHMBOJIOB, ecin KOJIMPOBaHHUE OJHOT'O
cumBosta TpeGyeT 86Ut 1 G1o4HbI WKp paboTaer ¢ 610KaMH JHHOM 6461Ta?

Bapmaua Ne7. ‘

Beinomxnts 3 paynna mudposanus u remmdposanus cersio DeiicTes coobieHye «2016», rae F=(L+n)mod 256 (mod
— OCTaTOK OT [E/IEHHs), N — HOMEp BapHaHTa.

3amaga Ne§.



OTKpBITBII TEKCT U €r0 MUPPOTEKCT UMEIOT ATHMHY 46HTa, [UTMHA Kaoua 36uTa. @QyHKuus U3BNeKaeT 1-plity 3-mit GUTE
IJIOHa, HHTCPIIPETUPYCT HX KaK ACCATHYHOE YUCIIO, BOSBOAHUT €T0 B KBA/IPAT M HHTEPIIPETUPYET Pe3y/bTaT Kak 4-GHToByio
Tnocen0BaTe/IbHOCT. HalTi pesynbrar samugposanus 1 paclundpoBaHus, eclH HepBOHAYATLHBIA UCXOIHEIH TeKCT —
0111, xirou-101.

3amaua Ne9, !

CreHeprpyHTe OTKPBITBIA M 3aKPBITBI KIIOUH B anropurMe 1iudpoBanus RSA, BHIGPaB POCTEIE UMCHA P | ( U3 IEPBOIt
COTHU. 3auudpyire cooGLIEHHe, COCTOSIEE U3 BAIINX HHUIHANOB: DHO, |

3anada Nel0.

CKOJBKO MMeeTCA HaTy paTbHBIX Urces], MeHbLIMX N=pq 1 B3auMHO IIpocTsIX ¢ N, e p ¥ q — pas/iMuHbIe POCThIE UMCIIa?
Boupockb! 4151 KOHTPOJIA CAMOCTOATEIbHOM PAGOTDI:

1. PackpoiiTe moHsTHA HHPOPMALIMOHHOM U SKOHOMHYECKO 6e301‘[aCJHjOCTI/I.

2. IlepedncnuTe M OMMIUNTE BUIBI HCTOYHHUKOB YTPO3 HH(POPMALMOHHON GE30MACHOCTH 1 HX OCOBSHHOCTH,

3. VkaxuTe OCHOBHBIC BU/BI 3aLIMIIaeMOil HH)OPMALIHH. !

4. OnuwmnTe MeXITYHAPOIHOE 3aKOHOJATENBCTBO B Chepe 3aluTb HHpopMAaLHH.

5. Onuwure cTaHAAPTH! M 3aKOHOAATENBCTBO PD B cepe 3awmuTh MHOPMALIHHL.

6. VKaXHTe OCHOBHBIC aCHIEKTEI IIOCTPOEHHs! CHCTEMBI HH(DOPMALMOHHOM 6e30MaCHOCTH.

7. Copmymupyiite mporpaMmy HHQOPMALHOHHON 6e30MacHOCTH. |

8. Tlpuuncnnre Mosen HHGOPMALMOHHOMN G€30MACHOCTH, YKAXKHTE HX 0cOOEHHOCTH.

9. KaxoBbl OCHOBHbIE STAIBI PeAU3aL1K MOIETH HHOOPMAIIHOHHOMN 6630MaCHOCTH?

10. Kakue Meponpusitis 1o 3atuure MHQOPMALHH IPOBOAITCS B opraHuBanusax?

11. Kaxum obpasom dopMupyeTcs nonuTuka 6e30nacHOCTH B OpraHuzanun?

12. Kakxnm 06pasom npon3BoaUTCs yNpaBieHie PUCKAME B CHCTEMAX HUHDOPMALIMOHHOMN Ge30MacHOCTH.

13. Kaxk ouenmBaetcst 3peKTHBHOCTD M peHTAGEIBHOCTD CHCTEM UHGOPMALIHOHHOM GE30ITaCHOCTH.

14. Kakue MeTononoruy OuEHKH Ge30MacHOCTH MHMDOPMALIIOHHOM CHCTEMBI CYILECTBYIOT M HCIONbL3YIOTCS
ceronus? |

15. Yro Takoe kpunrorpadudeckas sammra HHGOPMAITUN? 1

16. Kakue xnaccuduxaimmn mudpos cyecTBYIOT Ha CeroHIIHUN JEHb?

17. Onumte mupdet 1 yeTpoHcTBa KiTaccH4eckoit KpHIrorpaduy.

18. B yem 3aKmouaeTcs CyTh MOACTAHOBOYHBIX H EPECTAHOBOUHDBIX urmppos?

19. Packpotite cyrs mndpa Llesaps. 3

20. Onnmyre wudp Brkenepa. |

21. YkaxuTe OCHOBHBIE MPUHLKIIB! IUNDPOBAHIT FAMMHPOBAHHEM. 1

22. Kax ucnions3yercst IH$poBaHie METOAOM OJHOPA30BOTO GIOKHOTA?,

23. B 4em 3aKII04a€TCS CyTh CUMMETPHYHOMH KpUnTorpadgun?

24. Kak dopmupyercs ceth Oeticrens? !

25. Kaxnm o6pasom opranusoBaHbl Kps! Ha ocHoBe ceti Deiictens: TOCT, Blowfish?

26. Onumure mudp DES.

27. Onwvmmre npuHuMn Aeticteus mmudpos Rijndael, AES.

28. Kakosbl 0cOGEHHOCTH MOTOKOBOTO IMU(POBAHHS T10 anroputmy RC4R?

29. YxaKuTe OCHOBHBIS IPHHIMIIB ACCUMMETPHUHOI KpHrTorpaun.

30. Onuuure mudp RSA. |

31. Onvmute MatemaTHdeckyro 6asy mupa b Famass.

32. Chopmynupyiire nousitue D1IT. !

33. Onuukte DSA anroput™ dopmuposanus DLTT. 1

34. Cdopmynupyiite NOHATHE X311 H €r0 OCHOBHLIE CBONWCTBA. ‘

35. Onuwure anroputmel SHA 1 N-hash.

36. Onummre MaTeMaTH4ecKyto Gasy anroputMos tuna MD.

37. Kaxum 06pasoM npoH3BOANTCS KOMOHHUPOBAHME CUMMETPHYHOM 4CCUMETPHUYHOMN Kpurrorpagun?

38. Kakum 06pasom peanusyioTcs U HCIONb3YIOTCS KPUIITONPOBAiAepbl Ha mnatgopme .NET?

39. C neronb3oBankeM KakUX MPOTOKOJIOB OCYLIECTBIISETCS 3aIMUTa MHGOpMaLwy B IP ceTsax?

40. Kakne 0CHOBHBIE METO/IBI KPHIITOAHAIN3A CYIECTBYIOT? i

41. PackpoiiTe 0CHOBHBIEC METOBI LIU(POBOIT CTEraHOrpaduy.

DOH) OLIEHOUHBIX CPEICTB TSl IPOBEACHHS ATTECTALIMH YPOBHS C(hOpMHUPOBAHHOCTH KOMIETEHIUH 06y YalOIMXCs
IO JMCLHUIIUHE OQOPMILIETCS OTAEIBHBIM JOKYMEHTOM.



7. YHEBHO-METOAWYECKOE U HTH®OPMAIIMOHHOE OBECIIEYEHHUE JAUCTUATTITHBI

7.1. KnnrooGeécne4yeHHOCTD

HaumeHoBanue urepatypsi: aBTOp, Ha3sBaHuE, B T'on KHUI'OOBECITEYEHHOCTB
H3[aHNs, U31aTeNBCTBO U3IaHus :
KomiecTBOo 3K3eMIIspoB Hanuuue B
n3fanuil B 6ubnnoTeke Bal'y 3JIEKTPOHHOM
B cooTBeTcTBHH ¢ DT'OC BO oubanoreke Bal'V
1 2 3 4

OcHoB

Has 1uTeparypa*

1. A.O. Kyuepuk, A.1O. Jlexcun, JI.H. Byxapos, A.IO.
arypuna Kype neximii no aucuuninge «3ammra
uH(opmaLum» / Bragum. roc. yHA-T uMeHH AnleKcarpa
I'puropsesrya 1 Hukosnas Iparopsesida CTONETOBBIX, —
Bragumup: Wsp-so By

2017

http://e.lib.vlsu.ru/bitst
ream/123456789/6466
/1/00702.pdf

2. Kyuepux A. O. ,Byxapos JI. H. 2017 http://e.lib.visu.ru/bitst
Hoewuxopa O. A., Cambukus B. [T, Metoauueckue ream/123456789/5886
YKa3aHHs [0 BBITIOJHEHHIO JTa00OPaTOPHEIX paboT 1Mo /1/00678.pdf
MMCUUIUTHHE «3amuTa uHpopManmu» Buanum. roc. yHn-

T UMeHd AnekcaHapa ['puropresuua 1 Huxooas

T'puropbesrya Ctonetossix; — Baanumup: Usg-so Bal'y

3.Bonenosa 3.A., Undopmaumonnsrit mup XXI Beka. 2018 http://www.studentlibr

Kpunrorpaus - ocoBa uHbOpMaLOHHOM
GesonacHocTH [DnekTponHbIi pecype] / Bonenosa 3.A., -
M. : Jamxos u K

ary.ru/book/ISBN978
53940303 14.html

JOmONHKUTEbHAS JINTEpaTypa

1 Asepuenxor B.I., Kpunrorpaduueckue Metoas! 2017 http://www.studentlibr
3aUTHI HHQOpMaiH [DNeKTPOHHbIH pecypc] / ary.ru/book/ISBN978
Asepuenkos B.1. - M. : ®JIMHTA. 5976529472 html

2. Asgomus C.M., JIucKpeTHAs MATEMATHEKA. 2017 http://www.studentlibr
MonysnspHas anreGpa, kpurrorpadus, KoaUpoBaHHE ary.ru/book/ISBN978
[Onextponnerii pecype] / Asgoumn C. M., HaGe6un A. 5940744083 html
A. - M. : IMK TIlpecc.

3. buprokos A.A., UHpopMaLHOHHAsA 6€30MaCHOCT, 2017 http://www.studentlibr
3aImuTa 1 HanaaeHue [QnekTpoHHs pecype] / Buprokos ary.ru/book/ISBN978

A. A. - M. : IMK TIpecc.

5970604359.html

7.2. Ilepuoanueckue H3TaHUSA

1. Xypuan "3amura uadopmarmu. Hucaiin”. - Pesxum goctyma: hitp://www.inside-zi.ru/
2. Mudopmaums u 6e3omacHoCTs. - Peskum gocTyna: http://cchgeu.ru/science/nauchnye-izdaniya/informatsiya-i-

bezopasnost/

3. Information Security. - Pexxum moctyma: http://www.itsec.ru/

7.3. HaTepHeT-pecypenl

1. Oner I'panuunn, Bragumup Kuses BesonacHocTs v

https://www.intuit.ru/studies/courses/13845/1242/info

2. Onvra Jlanonuna Kpunrorpaduueckue ocHOBBI Ge30MacHOCTH, — Peskim MoCTyna:

https://www intuit.ru/studies/courses/2 8/28/info

(bopMaLMOHHBIX CHETEeM. — Pexcum 10cTyra:

3. Taymna Bacanosa OcHoBbl kpumnrorpadun. — Pesxxum noctymna: hitps:/www.intuit.ru/studies/courses/691/547/info

8. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYEHUE AU CIIATTIINHBI

Z[JIH peanusauuyd JaHHOH AUCHUIUIMHBI HMEIOTCA CHeuHaIbHbIe

NeKYUOHHO020 MUna, 3QHAmMuN /ta60pam0pH020 muna.

JlaGopatopHbie paboTh mpoBogsTed B aya. 100-3, 106-3, 5116-3, 51 lir-3.
Iepeuern nenomp3yeMoro THLEH3MOHHOTO MPOrpaMMHOro obecrieyenus: MS Visual Studio

MOMEUICHHUsT OJId MPOBCAECHHU S 3aHATHN
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JIUCT NEPEYTBEPKJIEHUS
PABOYEN ITPOI'PAMMEBI HHCH@HHHHBI

Pabouag nporpamMma oxo0peHa Ha y4eOHEBIH rog

IIpotokon 3ac¢nanus xabenpsr Ne oT roja

3aBenyromuit kapenpoit

Pa6oyas IporpamMma ono6pena Ha y4eOHBIi rof

HpoToxon 3acemanus kadenpsr No oT roja

3asenyrommit Kadeapoit

Paboyas nporpamma ofno6pena na Y4eOHBII rof

[IpoToxon saceqanus Kagenprr No oT roxa

3asenyromuii kadempoit




JIUCT PETUCTPAIIMU U3MEHEHUWIA
B pabouyro mporpaMMmy JHCLUTLTHHEI
3ALJUTA HHOOPMAIIHH
00pa3oBaTe/IHON MPOrpAMMEI HaIpaBieHns NOAroToBKH 02.03.03 Mamemamuueckoe oGecneyenue u

AOMURUCTPUDOBAHUE UHPOPMAYUOHNLIX CUCMEM, HATIPABIEHHOCT: baxanaepuam

Homep BHeceHb! u3MeHeHus B yacTu/pasaens! Henonuurens OcHoranue

M3MEHEHHS paboueit mporpamMmel OHO (HOMep ¥ JaTa TIpOTOKOIIA

3aceaanus Kadeapor)

3aB. Kadeapoii /
Hoonucs DHO




