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1. UEnrr ocBoEHVrfl IV[CrIr4[nr{Hbr

[]erm ocnoeHzt nucqvIIJII4HbI <3arqura zH$opnaaq rrz>> - o6yueHrze cryneHToB MeroAonorr4ri peirrreHr4,
npo6nen'r u 3al.a.{ e o6racrz zusopnraquouHofi 6egonacuclcrrr c r4ctroJrr,3oBaHl4eM N,rareMarurrrecKofo
ailnap ar a r.r Kpr4nrorpacp u.re crcux np e o 6pa: o sau:air .
3aaa.M:

o OsrareHl4e HaBbIKaMu aHaJrLBa 3arq[u{eHHocrrr raH$opvaqraoHuori c14creMbr
o Izl:yqeHue npI4HIII{tIoB pa6our c r(pr4nrorpa$n.recxuvu aJrropr4TMaMr.r u o{eHxgft vx

KpHnrocrofixocrn.
t @opr'lnpoBaHlre HaBLIKoB pa6our co craHAaprHbrMr{ Kprrnrorpa{.ravecrzuu anropr4TMaMr4 c

14 crroJTb3OBaHr4eM COBpeMeHHOfO annapara IIpofpaMMr{poBaHr4s

2. MBCTO [Vtcr\rlnJlrrHbr B cTpyKTypE orrofr Bo

lucguntuua <3arqzra nH$opnaa\uzrr> orHocarc;r K pa3Aeny 81.O.23 - O6ggarelbHbre Ar4crlanJrr{Hbr

HaIIpaBneHI4t 02.03.02 OyH4anneuraJlbHat uusopntarura v uncpoprraaqr4oHHr,re rexHoJrofrTr4, I4:y.reHve

A.trcIII4IInI4HbI npoxoAl'Ir e 5 ceMecrpe, rrpe.4nonalaer Hanl4rrr4ie y cryAeHToB HaBbrKoB rrporpaMMrri,poBaH'fl,

Koropble Mofyr 6r'nr, nolyr{eHbl B paMKax ArrcqunnrrH <Teopra.a uHt|lopnaauuu>>, <<O6reKTHo-opr4eHr.r{looBaHHoe

nporpaMMrrpoBaHlre).

3uauu4 [onfreHHble B paMKax LI3yr{eHI4tI 4aHuofi Ar.rcrlr4r]Jrr4Hbr, Mofyr 6r,rrr rpr{MeHroHbr Anfl,

Hauvrcauns. nrnycxHofi rnalu$uraqraoHnofi pa6oru.

TIJIAHI4PYEMbIE PE3YJIbTATbI OEY IIEH VIfl TIO NZCUIIIJII4HE

Koa Qopn,lrzpyeMbrx
rcouneresuafi

Yposeuu ocBoeHHt
I(OMTCTEHUI4H'

fh aHapyena bre pe3yn brarsl o6yve H nr n o Ar4c uH nr H He
xapaKrepH3yK)uIUe 3Tan br $opv upo ea H Hr KoM neren ur.riZ

(norcjls arer'tr ocBoeHr4q rcon,t nereH qnu)
I 2 3

OIIR-1
Cnoco1eu npuM.eHrmb

QyudatteumarbHbre
3HQHUfl., nOIyqeHHUe B

o6nacmu
MqnleMqmuqecKux u
(Ltrxu) ecmecnrceHHbtx

HAyK, U Ucnorb3oqanlb
ux e npo(tecc uou anuuoii

denmenuuocntu

NOJ'IHOC 3sarr: 6a:oBste aiHaHtfl,, nonyqeHHr,te e o6racrz
MareMarr4 LrecKr4x u (wtu) ecrecrBeHHbrx HayK
Vntert: r4cnoJlb3oBarr, 6a:oer,re 3HaHr4tr rzs o6,Tacru
MareMarr{qecKr{x u (ulu) ecrecrBeHHbrx HayK e o6racl.z
3 arrlr4rbr ran$ opuaquu
Branerr: HaBbrKutMrz eu6opa MeroAoB pelreHr4q 3aAaq
3arql{Tbr rzu$opvral Lrv Ha ocHoBe reoperlzr{ecxux :uaultfi

OIIR-5
Cnoco6eu

uHcmaJrJtupoBamb u
conpoaocrcdanrc

npozpcti4M.Hoe

o6ecneveuue
uuclopuaquoHHbtx

cucmeM u 6as dauuwx, a

moM vucre
onleHecn,LBeHHO20

npoucxoctcdeHun, c
yHemoM

uuQtopuattruouuoti

nollHoe 3Harr,: [pr4Hur4nbr H ocHoBHbre npoqeAypbr ycraHoBl,ir4 r,I

aAMr4Hr4 crpr4poBa.Hlir uuSopnaaqr4 oHHbrx ctrcreM vr 6as
AaHHbrx; ocHoBHr,re rpe6oeanur uu$opuaqzonHofi
6e:onacno crr4 ; coAepr( asue E 1urtoro peecrpa poccuft crnux
rpofpaMM;
Yuerr: ocyqecrBnqrr o6ocHoeaHHtrfi nrr6op u
peanu3 aur4ro npo qeccoB ycTaH oBKr,t r.{ TexHaqecKo ro
corrpoBox(AeHur nHSopMarIVoHHr,rx cHcreM u 6a: gauulrx;
B l aAerr : H aBbrKaM H rrH craJrnrq uu u uactp oitxu
IIpOfpaMMHbrx Ko MIIJreKcoB, Irpr4MeHeHI4 r O CHOB CeTeBE,rX

rexnonorzfi
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Teoperr.ruecrne ocHoBu 3ar{arbr
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5 1-4 4 2 25 4t67 peEruur-xonrpolr
Nsl

2 KpunrorpaQrrsecKr4e MeroAbr 3arqrlTbr
unSopuauuu

5 5-
t4

28 12 25 30/1s pefiruur-rourpolr
I1b2

3 OcHosrt KprrnroaH€IJrr{3a 5 15-
t6

2 2 24 317 s

A Ocsonrr crerauorpalpuu 5 17-
l8

2 2 z) 3/7 5 pefirrzur-rompolr
Ns3

Zroro no,uI4culIIIJII4He 5 18 36 l8 99 40t73 SK3AMEH
(27'racos)

6esonacuocmu

4" OEbEM r{ CTpyKTypA lU,rCUI4rrJrr4Hbr
Tpy.loerur<ocrb AucrlulJrzHbr cocraBJrrer 5 3arrerHbrx e,4vHr4rl, 180__ qacoB

Cogepxarur e JreKrIuoHH[,rx 3 aHfl Tr{fi rro Arrcqu[JruHe
(<3aqrra il HQ opMarlrdrr)

P a:Ael L Teop erraqeoKr{e o cHoBbr 3 arrlr4Tbr r4H 0 opMarlr4trr

Teua 1. lloHsuae I4H$opN{auI{oHHofi 6esonacuocrz" Kffoqesrre Bonpocbr r.rH$opMar1r4oHHofi
6esonacuoctu.

Paccrr,tarpuBalorcs [oH.flTu.f, gKoHoMI4qeoKofi r] uH$opMaur.roHHofi 6egonacnocrn. Onucsreaercs
O6rqar crpyKrypa uuQopuaqlzoHHoft 6esonacuocrr{ c roqKr4 3peHr.rr rpe6onaHrafi rau$oprraarlr{oHHorz
6esonacHocrl4" PaccuarpuBalorcfl KrrorreBbre Borrpocbr r.rHQopMarlr4oHHofi 6egonacnocrz: HaAo lrkr
3alql4ularbct I4 tITo cneAyer 3alllI,IIIIarb? or xoro HaAo 3arlllqaTE,cx? or rrefo HaAo 3alUzrUarbc.,{? KaK
llano 3alllrllllarbct? rrro o6ec[euur eQ(felcrllBHocrb sarruarrr? ]lo qro o6ofigercx pa3pa6orKa, BHel(peHrre,
3KcnnyaTarll,Ir, cofrp oB oxAeHr4 e r,I p a3Br{THe cLrcTeM 3 aII{r4TbI?

Terua 2" Br.rArr yrpo3 un(bopMarlr4oHHoft 6esouacHocrz
flpuno4rrcf, BI4AII yrpo3 uH(bopMaIII4oHHoft 6esonacnoc'tr4, Kraccv(fzxaqra.a r4croqHprKoB yrpo3 14

3 arqlrrlaeMofi nnQ opnr a\vu 
"

Terr,ra 3. OcuosrI3aKoHoAareJILcrBa B o6nacril o6ecne.renral un(fopuarlaonnofi 6egouacuocru
PaccltarpuBaerc.s HopMarI{BHoit 6aza Ars 3nrrlr4Trr zusoplaa\vv. 3alcoHo4arenbcrBo CIIIA n

Jinponrr n c$epe 3axrplrbl IaH$opnaaquu" 3axouoAareJrr,crBo PCr s c(bepe 3arurrrbr ransoprr,raquz.
Tervr a 4 " flo crp o eHue cr4creMr,r zn(p opvraqzonnofi 6eg onacno crz
Pacxprrnarorcx IIoH.arIz.t orBercrBeHHocra vr [porp€rMMbr zu$opnraquonHoft 6esonaoHocrz.

PaccuarpuBalorc.fi MoreJIIl Ian$opnraqrloHHofi 6esouacHocrvr, rpe6onalrrs.vr ocHoBHbre srarrbr peutw3a\uzr
uu(foprraaquonsofi 6esonacnocrz. VKasrlBalorcr Mepolpr4rrrzifl rro 3arqure zn(fopnrar\vfir, [pr4MeHseMbre B

opfaHl43aUvz. Paccrr,rarpvnaercs. roHsrlle TIoJII4TaKI,I 6esouacHocrr4, npoBo.4[Tsr paccMorpeHrre MeroIoB
aHaIrr43av ytrpaBneHlltr pl4cKaMkr rrpil peanr43arluz znQoprr,raqvornrofi 6esonacuocrz

Paslen 2 " Kpunrorpa(f zuecxue Merolbr 3arrdrrrbr zn$op l,lzrqura
Tena 1. OuroeHrre rtoHsrptq Kpr4nrorpa$ura. Knaccu$urcaqul ruufpon.



PaccnaarpuBalorct tloHtrI4tI t<punrorpa$zz, KJrroqa, unrppa, Kp14rrrofpaMMbr, r(plrnrorpa4uu,ecroro
upeo6pa:oBaHtrfl., nu$ponauzr, geuruQpoBaH:zfl. IlpznoAurcfl cxel{ npocreitnefi npunroipatfzuecxofi
cl4creMbl lo lllesHoHy. Paccir,tarpl4Baercq rcraccusaraqau urufipoB rro pa3HbrM rrppr3Har(aM.

T ela 2. I(raccz.{ecKa.rr KpHrrorpaQur.
PaccNtarpzBalorctl I4cropl4r{ecKl4e I(pl4llTorparfrauecKr4e cacreMu (urup$ ra lrzrpponaJrbH1re ycrpoi.icrna) c
ApenHefinux BpeMeH Ao cepeAzHtr XX s.

Tenaa 3. flepecrauoBor{Hbre r.r nru$prr 3ar\{eHbr.
PaccvarpuBalorct ruutppu nepecraHoBol( u 3aMeHr,r, naouoarc[anlrrrrbre u no:ruar$aB7THbre. B xa,recrse
rlpIrMepoB paccMarpl4Balorcs tuu$psI I-{esapl u Buxteuepa. VKa:r,Balorcr MeroAbr HX r(pr4rrroaHanr43a.

Ten'ra 4' IIIuQponaHVe raMMI{poBaHueN,r u orHopa3oerre 6loKHoru (uu$p BepHanra),
PaccuarpzBaercfl' anropI,ITM tuusponaHux raMMrrpoBaHr{eM v ttt"$p Bepnanaa. flona:rrBaerc.q

Kpr.rrrrocrofixocm tltucppa BepHavra.
Terua 5. Czvlrerpuunue uruspu. Cem @eilcrer.fl.
PaccuarpaBaerct anropl'ITM urusponauufl c r{cnoJrb3oBaHzeM ceru OeficreJr.f,, a raK )Ke ooHoBHbre

npeo6pasyrcul4e nyHr<qzz, I4cnonb3yeMble B AaHHoM anfopr4rMe. llpzvepu urusponauuxl1orrtu$polraH1rfl.
V xa3 rnarorcs M ero.4r,r Kpr4 rrro aH arruga AaHH of o ruu Sp a.

Teua 5. CunluerpzuHr,re rrru$pu. DES
PaccuarpnBaercs arlropt4rM urzfponanzr DES, pe)KaMbr e|o pa6orrr (CBC;CFB;OFB). flpravreprr

rnra S po n an u n l geLltu$p o B aHH fl . YKas rIe arcTcs M eroAbr Kp u nro aH anus a AaH H o f o ru v S p a.
Telaa 6. cunruerpurrHbre ruuf,pu. lIfuSp focr 28147-gg, urr40p Blowfish.

PaccvarpuBalorcs anropl4rMbI uru$ponauzl fOCT v Blowfish. Yxasrrearcrcs nper4MyrrlecrBa rro
cpaBHeHr4ro c DES"

Ter,raT " cznrrerpuvnrre ruzsprr. Anropurvr Rijndael, ruu@p AES.
PaccltarpuBarorc-f, aJIropITrMbr ruusponanal Rijndael u ocHosauuufi sa nen,1 AES.

Teva 8. czurraerpzvnue ruz0prr. vnpaureHr4e xruoqesofi un$opnaauuefi.
PaccnarpuBaercr flpororol Kerberos.

Tevra 9. floroxoslre ruuQpu
PaccuarpnBaerc.f, rloHtrlde rloroKoBofo uru@pa. Tznu rroroKoBbrx uru$pon, rrx orJraqr4e or 6roqurx.

Teua 10. lloroxosrre uru$prr. lIIuSp RC4.
PaccvarpnBaerc-s anropt4TM RC4, ero Kpr4rrroaHanr43 r,r npr{Mep[,r ucnonb3oBaHr.rr.

Tervra I I .Acczvrerpr4qHoe nz$ponanze.
. Paccn'tarpprBaercfl tloHtrlre accl4Merpr{qHofo rluQpa. Ero or,na.rr4e or cnMMerpr4qHofo.

Teva I l.AccuuerpLIqHoe urz$ponaHze. PacnpeAeJreHr4e rrrcqefr ro cxeMe 4z4cpz-XeJrJrMaHa
PaccltarpuBaerc.q anropl4TM [z$Su-XeJrJrMaHa, nosnoLrnroulufi AByM a6oHeurau, o6MeHunarcr

coo6ueuaslta ro He6e:onaclloMy KaHany cBt3v, paclrpeAeJrr4rb Me)KAy co6ofi cerperHrrfi K,Jrroq
ura$ponauux.

Terua l2.AccprMerprzquoe uru0poBaHr4e, lrlu0pu RSA, 3nr-faMarq.
PaccvarpuBalorc-s Kpl4tlTorpatpuvecxue czcreMbr Ha ocHone anropr.rrMon RSA u 3rt-faMarq.
Tenaa 1 3 . Kona6 znupo BaHH as Kprrnro cr{ crervra ruu $po BaHr,rifl

PaccltarpuBarorc.s MeroAbl coBMecrHofo ucnoJrb3oBanue cHMMerp14r{Hbrx v accrrMeTDr.{r{Hbrx
ruu$1roa.

Tepra 14" Xeru Qyuxquu. Alropr.rrMbr SHA-l u N-hash.
PaccuarpuBalorcfl rloHtrt4fl xsru $yHxqun, aafi,g)r(erca Lr r4x oco6esHocrefr.

peaJIIr3aIIuI{ xslrl Synr<quft z urra0pon Ha r.r3 ocHoBe rro anropr{rManr SHA-l u N-hash"
PaccvarpuBerlorct

Teva l5. 3lexrpouuar quQponar roAtll{cb (3UD. Arropuru Sopnuponauu.a 3JreKrpoFrHo-
quQponofi noAnacr DSA.

PaccvarpuBaerc.s IIoHsrI4e 3l]il, a rarur(e ee $opiuupoBaHpre Ha ocHoBe anfopr.rrMa DSA.
Terr,ra 16. 3arqura raHQoprraaqzu s Ip cerqx.
PaccuarpzBalorc.f, ocHoBHbIe IlporoKonbr cerr{ Zurepuer, o6ecne.raea}oilIue 3aur4ry zur}opvsqvu:

S/MIME, SSL z TLS, IPSec, SKIP, isAI(Mp 14 Me)r(cereBbre 3KpaHbr.
Terrla I 7. I(prznro anf opLrrMbr npocrpaHcrsa .N et.
PaccvarpuBaerct npocrpaHcrBo vMeH flpocrpancrBo rrMeH (Jryptography n .NET Framework,
Terua 18. XML- xpunrorpatfur
PaccvarpzBalorcs Bo3Mox(Hocrra XML -Kpr{nrofp a$uu, cpaBFrr4Ba}orcr pa3naqH6re rrrrrbr XI\IL -

nolnpr cefi



Pa:4el 3, I{punroaHankrc.
Tevra 1 9, ItpvtnroaHarrLr3
PaccuarpuBalorct MeroAbI I(pl{nroaHaJrrl3a: qacrorsufi, MeroA rroJrHofo nepe6opa, araKa rro

KJIIoqaM, N4eroA "Bcrpe'u4 nocepe4zHe". I(punroaua.'tru: cuMMerpr4r{Hbrx ruu$pon, r(pr4IIToaHanr43
acI{MMerpI{rIHbIX IIIu$pon, IcprlnroaHanl43 xslu @yHxqrafi, Kpr4[ToaHanlr3 rro no6oqnsivr Ka]tuuaM.
KsaHrostrfi Kpr4nro aHanrr3.

Pasrer 4. OcHosrl crerauorpa$nu
Tenaa 20. OcHosrr crerauorparfuu
floHqrae v Bzrbr creraHorpa$zu. CreraHorpa$ur u z:o6pareHvfl,t MeroA LSB, creranolpa$nr v

Br.rAeo, crefaHofpad'ux u ayAlzo. crerauorpasuueclcue npofpal,{MHbre rrpoAyKTbr,

Cogepxauue "rra6 oparop n brx s aHrrrufi rro AV crluflJrv He
Pa:Aen I. TeoperurrecKze ocHoBbr 3auIVTbr uu$oprr,raquz
Tenaa 1. floHqrlae un$opnlauuouHofi 6esoracHocra. K.nro.{eerre Borrpocbr uuQoplraquouHofi
6egolacuocrz.
JIa6oparopHan pa6ora J\!1. <JIlrsefiHrre r(oHrpy3Hl'Hbre reHeparopr,r rceBAocr,ryqarfiHr,rx
rr o c.rreAo B are,trn o crefi >>

tr4syuenue n ilpofpaMMHa.f, peanl{3aul{s rusefinrx KoHfpy3HTHbrx feHeparopoB nceBAoclyvsfiurx
rrocneAoBarelrnocrefi .

JIa6oparopHan pa6ora l\!2" <<flo4cucremrr napo.ltrHoii ayreHru{rnKauuu rroJrb3oBarre.uefr.
f"eueparopu n apolefi . Oqeurca cre[eHrr crofi xocrra napolr,nofi 3 arrlr{Tbr))
I4cc.re4onauue lrapoJrbHblx rIoAclicreM ayreHradrzKarlr4rr no-rrrsosarerefi. Pezurasaqu-s npocrerZu]ero
feHeparopa lapolefi, o6laAaro[Iero rpe6yeuofi crofixocrbro Ko B3noMy.
Pa:lel 2. Kpznrorpa$uvecrue MeroAbr 3arrlr,rrbr rzH$oplraquu
Tenra I. KlacczqecKar Kpr4nrorpa$ux
JIa6oparopHar pa6ora J\b3" <<K.naccuqecKaq Kpurrrorpar[un. IIIur[p IlesapH>
LIzy ueuue 14 rrp o rpaMMHaq p eanu 3 arJzrs. ttru {l p a I]e: apr.
T ela 2. CuunerpurrHar Kpunrorpa$nr
Jla6oparopnan pa6ora J\!4. <Cunrrr.rerpuqHarr KpHrrorpaSun. Cerr, tDeilcrerfl)
I'l:yueHue oco6euuoctefr v [porpaMMH afl peaJrv3ar\mfl. cerv (Deficr:effr.

JIa6oparopHaa pa6ora J\!5. <<Cuuilrerpr{qHafl Kpurrorpa$lr:n. flororcossrfi urerOp RC4))
PearHsoearr npocrefturufi noroxosrrfi rxr4Qp c cr4MMerpr{qHbrM KJrroqoM Ha ocHoBe arropurva RC4.
Teva 3. Accuuerpur{Has Kprznrorpa$zl
Jla6oparopHat pa6ora l\b6. <<AcczuerpzqHr,re aJrropzTMu urnrppon aHttr AaHrrbrx. Arropurnr RISA))
I4sy'rvru ltpaHIII4n pa6orrt acl4MMerpurrHbrx aJrfoprzrMon urusponaHprs. Ha npr.rMepe a,rropurrra RSA.
Tevra 4. Kprznrorpatfnr n OC Windows
Jla6oparopuan pa6ora J\b7. <<flporpanrMrrpoBaHr{e KpHrrrorpar[uvecrcux uponafiAepoB Ha n.rar{roprue
.NET: Alropurubr x3rrrupoBaHuq SHA-I u MD5>
Hay'+urr,cr I4cIIonb3oBarI' KpvnrorpaQuuecxue lponaft4epsr xeru-rpynrqzfi e .NET Framework"
Pas,[er 3. OcHonu Kpr4nroaHanr.rsa
Terr,ra I . [uS$epeuqnalrnufi Kpr.rnroaHaJrr43
JIa6oparopHan pa6ora J\b8. <l{ur[r[epeHrrrraJrbHr,rfi rcpunro anttlrv3 6,roqnux urnQpon>
Z:yvurr Meror av$$epeulluanr,Hofo KpznroaHanu3a lpr.rMeHrrrerrbHo r( MHoropayHAoBr,rM anfopzrMaM
6ro.{Horo uruSponaHrar.
PenAel 4. Ocuoerr creraHorpafrzz
Tenra 1. Crprnue rer<crosoft un$opvraquu n Qafite u:o6paxena.a
Jla6oparopuan pa6ora J\t9. <<CrerauorpaQua" Crcprrrue rexcrosoii uusopmaqnu
uao6paxeHun>>

n t[rafi.le

Pe:a.:nv3ggutBarb MeroA LSB, xoropslfi aar,rrcqaercfl B 3aMeHe rrocJreAHrrx 3Haqaqr4x 6aroe e xoureiaHepe
z:o6paxreuvfl Ha 6uru cxpuBaeMoro coo6rqeHul.

5. OEPA3OBATEJII,HbIE TEXHOJIOfI4I4
B upenoAaBaHLII4 ALIoIII4IIJII4HII <<3au4uma uuStop.uatluu>> ucnonb3yrorcr pa:uoobpa:Hrre

o6panonareJlbHlle rexHoJIofHI4 KaK TpaAIrIII4oHHbIe, TaK r{ c nlpr4MeHeHr4eM aK'rr4BHbrx r.r r4HTepar(Tr.atBHbrx
MeroAoB o6yueuur,



AKrusurre r4 r{HTepaKTr.rBHbre Merolbr o6yveHzr:
IzlumeparcmuzHafl neKqun (meua Np l-20,);
fpynnoean duuryccun (meua Nb_2),.
Auanus cumltsyluil (meua Np_4_),
Ilpuueueuue uwumaLluoHHbtx uodeneil (mema Ne _12);
Pas1op trcHKpemHwx cumyaquil (meua IW_/),.

6. OIIEHOTIHbIB CPEACTB A [\Nfl TEITYIIIE|O ITOHTPOT.fl YCIIEBAEMOCTII,
rIP o ME xvr o qFI o tZ nrr n crAUIlIr rI o Irr o lAM o c B o E Hr,Ifl AI4 c III4ilJII4 HbI I4

YIIE E H O -ME T OAI,ITIE C K O E O E E C TIE II E I{ I4 E C AM O C T O'IT T] JIb H o IZ pa n cI TTT
CTYNEHTOB

T'enyulfi fi Kourpo.lI], ycrteeaeMocru
I(oHrpontnEre Borrpoctr peilruur-KoHTponq :

Peiltnuuz-xaumpono I
BapuaHr I
Pa:eepuyro orBervrb Ha Bonpocbr.
Boupoc l. Kffoqesrre Bonpocbr r,rH$opuaquouHofi be:onacsoc:ru.
B onpoc 2. Bu lsr yrpo3 raus opnaaquousofi 6egonaurocru.
Bonpoc 3. AnropurM npoBeAeHLrfl, aHanv3a r{ orIeHKr4 yrpo3 rzusopnaaqnosuoft 6egonacrrocru.
BapuaHr 2
Pa:aepnyro orBerrzrb Ha Bonpocbr.
Bonpoc l. Cocrasr.srcuue zHsopnraquosuofi 6egonacuocru.
Bonpoc 2. Mo.qenr yrpo3br unSoprraaqzonnofi 6esonacHocrz.
B onpoc 3 . O cHoeHrre Br.tAbr 3 arrlr4ulaeMofi aH t| opu a.rprv.
Bapnaur 3
Pa^:nepHyro orBerrrrb Ha Borrpocbr.
Bonpoc 1. Baalr yfpo3 r.rHSopnaaquosuoft 6esonacHocrz.
Bonpoc 2. 3axonoAareJrr,crBo P(D e o6racrr4 3arrrr4Tr,r vHrfopruaqzu.
Borpoc 3. Co4epx<aHrre MoAenu uu$opuaqzoHuofi 6e:onacuocrz.
BapuaHr 4
Pa:nepnyro orBerr4Tb Ha Bolpocbr.
Borpoc 1. Kffoqesrre Bonpocbr zu$oplraqzoHsofi 6esonacuocru,
Bonpoc 2. Bugr;. voAelefi zn$opnaqnonuofi 6esonacuocru.
Bonpoc 3. flolzruxa uH$opuaunosnofi 6esonacnocrli,

Pefimunz-xonmponu 2

Bapuaur I
Pa:nepHyro orBerr4Tb Ha Botrpocbr.
Bonpoc 1 , Anropurla paclru$p oBalr4fl, f OCT 28147 -89.
Bonpoc 2. AnropurM pacrpeAerre:g,Lrfl. xruoqefi ro cxeMe [zSSa-XeJrJrMaHa
Bonpoc 3, Amopurnr RC4
Peuurr 3aAar{y.

3araqa Nol. Anropuru ruz0poBaHr.rr rsa.
Crenepupyftre orxpulstfi u:axpr,nufi KJrrorrr4 B anfopr4TMe urusponaHus RSA, nr,r6pan npocrbre qvc,xap v q
us nepnofi corHIr. 3aurn{pyftre coo6rqeHue, cocrof,uee r.r3 Barrrr4x r4Hr4rluanoB: OZO,
BapuaHr 2
PasnepHyro orBerr.rrb Ha Bonpocbr.
Bonpoc 1. Anropzrnl pacurvr SpoBaHr4.f, f OCT 28147 -89. O6ruas: cxeMa.
Bonpoc 2. lIIuSp Blowfish
Bonpoc 3" llpororol Kerberos
3arAaua J\bl, Anropurn uru$poBaHrrr rsa.
Peruum 3a1a.ty,



CreHepIapyftre orxpurrtilu:axprtmtfi Knror{H B anropr{rMe lrra$poeaHzr RSA, nrr6pan [pocrbre r{Hcnap 14 q
z: nropofr corHI'I. 3alrrz0pyfire coo6ueHr.re, cocrorruee r43 BarrHX r.rHr4ur4aJroB: Otr4O.
BapzaHr 3
P a:nepuyro orBerr.rrb Ha Borrpocbr.
Bonpoc 1. Kaxue Syuxquz Moryr I{cnonb3oB arbcfl. npu ruz$po BaH:aLT B ceru (>eftcrers?
Bonpoc 2. Onucars aJlroplrrM pacrpereneHr4r KJrroqeft no cxeMe [n$rfz-XenJr]\4aHa
Eonpoc 3,OnrEcars zurropzrrra RC4
Peruun 3aIaLD/,

3ala.{a J\b I
BrnorHIau 3 payu4a uru$ponaH:afl u /LeurprsponaHrar cerbro (Deficrers coo6rqesze <2014>>, r4e F:(L+n)mod
256 (mod - ocraroK or AeneHr,rs), n - HoMep BapuaHra.
Bapuaur 4

Pasnepnyro orBerr4TF, Ha Borrpocbr.
Bonpoc 1, Karuir,rz csoficrnal4ra o6laAaror xorrr QyHKrIraH?
Bonpoc 2. Otucarc aJrropr4rN{ urusponaHz.s 3rt- faiMarq
Bonpoc 3. Onucarb anfoprrrM lradrponanus DES
Penrzrs sa2;aqy.
3aaa.ra }lb1.
Z.cnolr:yx IxI4Op l]esapx, saruafpyfire cBolz @avururo tr4nr (Jrqecrso. Berzlivla aABL1pa patsHii HoMepy
Bap14aHTa.

I>eilmuuz-xoumponu 3
BapuaHr 1

Pa:nepnyro orBerrrrr, Ha Borrpocbr.
B onpoc 1 . Konr6usnpoBaHHaq r(prznrocr4creua uru{p oBaHr4s.
B onpoc 2, Anropnru Q opnrnpo BaHLrfl. 3rerrpouuo-qu$ponofi n ornucu D S A
Bonpoc 3. llpororconrr SSL rz TLS
Borpoc 4. KprilroaHaJrr.r3 cr4MMerpvqur,rx uru$pon
Bapuawr 2
Pa:nepuyro orBerrrrb Ha Borrpocbr,
Bonpoc 1. Xsur SyHxqrlu
Bonpoc 2. Anropurv SHA-1
Bonpoc 3. llporoxor S/MIME
Bonpoc 4. KpznroaHanv3 acr4MMerpnrrHr,rx urufr pon
BaplraHr 3
Pa:nepuyro orBervrb Ha Bolpocbr,
Bonpoc l. 3nexrpoHHat quQpoBa.s iloAnr.rcb
Bonpoc 2. Anropurrvr SHA-1
Brxpoc 3. llporoxor S/MIME
Bonpoc 4. KpunroaHaJrr{3 xeur-$yurcqzfi
Bapnanr 4.
Pa:eepuyro orBerr'trb Ha Borrpocbr,
Bonpoc I . CreranorpaSrzuecrrre MeroAbr
B onpo c 2. KpuuroalroprzrMbr npocrpaHcrsa .Net
Bonpoc 3. 9acrorsrrfi rpunro aluil43
Bonpoc 4. KeaHrosbre Kpr4nroanfopr4rMbr.

l. crpyxrypa r4 ocHoBHEre cocraBrqroque vn@opivraquoHuofi 6egonacHocrz
2. O1tlue Bonpocbr unS opvaquonu ofi 6egonacHocru.
3. Braau yrpo3 uHQopvaqvonsofi 6esonacHocrz,
4. 3arcosoAareJrbcrBo P@ s o6racru uu$opvaquoHHofi 6esoracHocra.
5. K:raccuqecKa.{ rpunrorpa$nr.
6. llha$p I-{e:apr.
7. Cerr @eficrers.



E, oyHKrlr{v, r4crroJrb3yeMbre [pr4 rru0poBaHr,rr4 B cerv oeficrerrr,
9. Anropurrvr ruraf,ponanus fOCT.
1 0. Alropnrtr lru$ponanuq Blowfi sh,
I l. Alroprarrr,r ruz$ponanHq DES.
1 2. Alropurvr uzSponanur Rijndael.
13. Anroprariu ruu$poeanuq AES.
14. llororonue lru$ptr. Alropnrl,r RC4.
1 5. AnropurM pac[peAeJreHr,r{ rcrro.{efi ro cxeMe [ratf tf u-XeJrJrMaHa.
16. Anropuru ruuQponanrzs RSA.
17. Anropurna nu$ponalru-s 3m- fauals
1 8. Anropzrrr,r uru$ponanuq SHA-1.
I 9. CsoficrBa oAHocropoHHr4x tpyHxqraft .

20, I(pznroanropr.rrMbr npocrpaucrsa,Net,
21 . llporoxonbr 3arrlr4ru rausoprr,rarlrru B Ip cersx.
22. Mer o lbr Kpr,rrrroaHarru3a
23. Meroau crefaHofp a$uu.
3a4auu:
3aaaqa Nsl.
I4cnoll:yl rtrv0p I]esapx, sauruspyfiTe cBoI4 @avurzro IulNar{ Orqecrso. BeruqarHa cnrlzfa paBHil HoMeDV
BApr4aHTa.

3a4ava J\12.

3anru$pyftre crroBo AJIOABI4T no raruue tr4AOHTX.
3aaa.qa Nb3.

3auu$pyfire cnoBo ArI@ABI4T ruuQpou BurxeHepa c Krror{oM MI4p
3a4aua J\i04.

Coo6ulenue SOKYDIOLIGCWUUHO saurzfrponaHo uruspou BeprvKanbuofi nepecraHoBKr4
/I 23456.\
\E s41,62)

PacuruQporr,rarr co o 6rqeHrle.
3a4ava )'h5.
3aurn0pyfiTe rlpeAno)I(eHl{e, npI4MeHIzB cneryrcuyro [epecraHoBKy cnoB: MeH.flrorcfl MecraMr4 rrepBoe r4

llocnelHee cJroBa, 3aTeM BTOpOe V [peArrocneAHee uT.A.
3aaaqa J\s6.

Cxollxo IononHI4TeJIbHbIX 6ur uaAo Ao6asuts tt coo6ureur4Fo Anr,rHor1 100 crrMBoJroB, ecnr4 KoArrpoBaHr4e
oAHoro cI{MBona rpe6yer 86nr u 6loqsufi Ixr4 0p pa6oraer c 6lonauu Alusofi 646ma?
3alaqa J\s7,

BsllTorsurl 3 payn4a ruu$ponauLrr, 14 lLeLnntpponauur cerbro CDeficreff coo6rqeuue <<2016>, rae F:(.L rn)mod
21i6 (mod - ocraroK or AereHlls), n - nonrep Bapr4aHra.
3alaqa NbS.

Orrprrrufi TeKcr u ero [rusporeKcr I4MeIor AnIIHy 46ura, Anr4Ha rorrcqa 36ura. OyHrcqrar r43BreKaer l161itu 3-
uit 6utt'l KJIIorIa, I4HTepnperl4pyer I4x KaK Aecrrllr{Hoe r{r4cJlo, Bo3BoAIir efo B KBarpar Ir lrHTeplperr4pyer
pe3yJrbrar Itar 4-6zroBylo tlocneroBarenbHocrr. Hafirv pe3ynhrar :alruSpoBaH:afl u pacruri$poBaHrrs, ecJru
repBoHarrantnufi ucxo4uufi TeKcr -01 1 1 , xnroq-101 .

3eL4aua j\i19.

Crenepupyfire orxpr,ttstit u:arpr,nrtft KJrrorrr4 B anropr4TMe ururpponaHaq RSA, nrr6pan lpocrbre quona p v q
ze nepnoft corHl4. 3auru$pyfire coo6rqeHze, cocrorrrlee u3 Barrrux r4Hr4ur.ranoB: QLIO.
3aaa.ra }lb10,
Cxollxo I4Meercq HarypaJ'IbHbIX qvceJr, MeHbrrrHX N:pq H B3aI,IMHo npocrbrx c N, r4e p u q - pa3nr4qHbre
rlpocTbre \ucra?

I " Pacxpoftre roH.f,Tlzt zHsopuaquossofi Ir 3KoHoMprqecxoil 6egonaqrocru.
2" llepeuuclure v orrulrlnTe BI4Abr rrcroqHr4r(oB yfpo3 zH$oprvraquonnofi 6esonacnocru v vx

oco6euHocru.
3" YnaNure ocHoBHbre BVIbr 3auuqaeMofi uHsopva\w.
4. onutrrare Me)r(AyHapoAHoe 3aKoHoAareJrbcrBo n cQepe 3aqr4Tbr uH0opnaqzu.



5. Onuurure craHAaprll pr 3aKoHoAareJrbcrBo PO e c$epe 3aularbr un$oprvraqraz.
6. Ynaxure ocHoBHbIe acneKTbl nocrpoeHrd.fl crrcreMbr zn$opnaaquonnofi 6esonacHocru"
1 . CSopuynupyftre nporpavvy r.tr$opMarlr4oHHofi 6esoracnocra.
8. fTpuuuumre MoAenH rau$opnaaquoHnofi 6esonacHocrr4, yKalKlrre nx oco6euuocrz.
9. Kaxosrt ocHoBHbIe sraIIbI peanvsag:a MoAeJru unQoprvraqrzonnofi 6esonacHocru?
10. Kaxne Mepolpr,rflTHq rto 3aulr4Te uu$oplraqr4r{ rrpoBoAflTcf, r} opraHusaquxx?
1 1. Kaxuna o6pasonr $oprraupyerc{ rroJrr4TuKa 6esouacHocrr.r B opraHusa4uu?
12. Karunr o6pa:orr,r npoLI3BoAHTc.s ynpaBneHr{e pp{cKaMH B c}rcreMax unSopnraquonuofi 6esoracHocrr4.
13. Karc ol[eHuBaercr e$$exrneHocrb lr peura6emHocrb crrcreM uHQopruaquouuofi 6esouacHocrll.
14. Kar<rae MeroAoJlofnu oIIeHKI4 6esouacnoeru uH$opnaaqzousofi crrcreMbr cyuecrByror rr HcrroJrb3yrorc.s

ceroaHq?
I 5 . Hro raKoe Kp Hrrrorpa$uvecx afl 3arlur a n HS opnaaqur.r?

16, Kanr.re xlaccu$urcaqrau rurlSpoB cyrqecrByror Ha ceroAHstrrHt4fi AeHr?
17, OnnurrEre urup$u u ycrpoficrBa KJraccuqecxofi r<punrorpa(luz.
1 8. B qerra 3aKJrroqaerc s, cyrr, rroAcraHoBotrHbrx u nepecraHoBoyHbrX uru$pon?
19. Pacrcpoftre cyrr, uru $pa l{esap.r.
20. Onumure nra$p Buxeuepa,
2 1 . Vrcaxure ocHoBHbre ilpr4Hrlri[br uru$ponaHrzr raMMr{poBaHrrieM.
22. Karc Hcnonb3yerca uruSponaHr.re MeroAoM oAHopa3osoro 6roruora?
23, B qenr 3aKJrroqaercr cyrr, crrMMerpaquofi rcpunrorpa$uu?
24. Kax Qopuupyerc.s cerb Oeficrer.q?
25. Karnv o6pasovr opfaHu3oBanrr urnSpu Ha ocHoBe ceru (Defic'relr: IOCT, Blowfish?
26. Onu:ll'ure ruuQp DES.
2J. Onu:ulure rpuHrlr.m Aeftcrsus urn$pon Rijndael, AES.
28. KaKosr,l oco6enuocrlr rroroKoBoro muSponaHur no anropu'ruy RC4?
29 . Y xaxwre ocHoBHsre npuHulrrrbr acclrMMerpuqHofi np".rto.pu4"".
30. Onuurare uru$p RSA.
31. Onuurnre MareMarnqecKyro 6a:y urnSpa 3m farr.rarq.
32. CQopuylupyhre nonrrue 3I{lI.
33. Onrzruure DSA aJrfoprrrM $opnruponaHux 3I{fI.
34. C$opruynupyftre roH.srue x3rrr H efo ocHoBHbre csoficrsa"
35. Onrlrurzre anfopurMsr SHA ra N-hash.
36. Onarunre MareMarr4qecKyro 6a:y alroprzrrr,ros rura MD.
37. Kanrzu o6pa:onr [pot43BoAuTcr rou6usupoBaHrze cuMMerpilr{ttoitu accr4Merpuqnofi rpunrorpa$uu?
38. Itaxrzrr,r o6pasoru peiull,I3ylorcr rr HcrroJrr,3yrorcrr Kpvnronponaii4eprr Ha nnar$opnae .NET?
39. C racnolb3oBaHueM KaKux rrporoKoJroB ocyruecrBn.serc;r 3aqr4Ta rau$opvlaqzu s IP cer.flx?
40, Karcne ocHoBHbre MeroAbl Kpr.rrrroaHann3a oyulecreyror?
4I " Pacxpoftre ocHoBHbre N4eroAbr ura$poeofi crerauorpa$rzu.

Oou4 oIreHoqHbIX cpeAcrB AJIx rrpoBeAeHus arrecrarlrrn ypoBHs csopuuponaHHocrrr rcounereHqufi
o6yualo ulnxcs rroA AlrcunrrJrprHe o S oplrnr erc.s orAerbHbrM AoK)/MeHToM.

7 . yqEE HO-MET OAI,IIIE CKOE I,I r4H@ OPMATII,IOHHO E OBE CIETTEHI,IE

ALrCrII4trJr14Hbr

7.1" Knuro06eclc.reHHocrr>

HafinaeHoeaur4e nr4reparypr,r : aBTop,

HA3BaHIIe, BLII, W3 

^AHV\,I,I3NATEJIbCTBO

foa v:,(au[s KHZf O OEECIIETIEHHO CTb

Kornrec:rno 3x3eMnr.rrpoB
wznanuir s 6a6ruorere BnlV n

coorBercrBr4r'r c OfOC BO

Hannqne r slextpouuoff
6u6naorexe BrfV

I az 3 A

Ocuonnas lnreparypa*
1. A.O. Kyveprx, A.IO. Jlexcuu,
[.H. Byxapon, A.IO. lllarypnua
Kypc nerqufi no AHcrI[[JrrrHe
< 3anlrra uuQoprr,raquu > I B tap'uw.
roc. yHrr-T rrMenr4 AlexcaH4pa
fpraropsennva u Huxoras
Fpuropresu.Ia Crorerosrtx. -

2017 http ://e. lib.vlsu.ru/bitstream/ 1 2
3 4 5 61 89 I 6466 I 1 I 001' 02.o df



BlaAuuup: I4:a-so BrlY
2, Kpeprx A. O. ,Eyxapoa [. H,
I{oafixoea O. A., Cauuru-rrurH B, A.
Mero4uuecrlre yxa3aHfi r tlo
Br,rrrorHeHruo .na6oparopHux pa6or
no AHcuallJraHe <3autltra
nHQopvaqr.rn> BlaAr.ru. roc, yHr4-r
I4MerrH AlexcaHApa lpuropsenuua n

Huxorar fpuropter r.rl a

Croneroourx ; - B,raAav rrp: tr4sa-so
Ihf.V

2017 http://e. lib. vls Lr.ru/bitstneam/ I 2

3 4 5 61 89 I 5886 I I I 00 6] 8,odf

3.Eorenosa 3.A,, l,In$optraunoHurr fi
ur.rp XXI oera. KpunrorpaQur -

ocHoBa uuSopuauuoHHofi
6egonacuocrn [3ne rrpouuur fi
pecypcl / Eonerosa 3.A. - M. :

l[aruxon u K

20r8 http://www. studentl ibrary. ru/bo
ok/lSBN9785 3940303 I 4.htm I

,{ololuurelbHar Jr ureparypa
I Aeepreuxoe B.tr4.,

KplrnrorpaQnuecKue M eroAr,l
3arur4Tbr r.r uQoprraaunu

[3,rercrpon Huth pecypc] I
Anepueuxoe 8.14. - M. : @JItr4HTA.

2011 http://www.studentl i brary,ru/bo
ok/l S BN97 8 5 97 6 529 4'7 2.html

2. AeAoLUfiH C.M., ,{acrcperHar
MareMaruKa. MoayntpHas aa re6pa,
xpuurorpaQna, KoAUpoBaHue

[3rerrpounsrft pecypc] / AeAourr.{H
C" M., Ha6e6rzH A. A. - M. :AMK
flnecc.

2017 http ://www. studentl i brary. ru/bo
o l</l S BN 9 7 8 5 9 401 440113 .htnl

3. Buproxoe A.A., 14uQopMaqr.,oHHat
6egonacsocrb: 3aufiTa 14 HananeHHe

[3remrpoHHurfi pecypc] / Bnprcxon
A. A. - M. : nMK [pecc.

2011 hft p ;//www.studentl i brarry.ru/bo
o k/l S BN 9 7 8 5 91 06043 !t9 .hrml

aue 6onee 5 ucmoquuKos

7 .2 " IlepuoAr{qecKue *r3il lavs.

I " XypHan "3arqura uHSopMarI:avr.I4Hcair4". - Pexrr4M Aocryna: http://www.inside-zi,ru/
2, tr4nSoprua\prs.v 6egonacuocrr,. - Pelr(HM Aocryna: http://cchg'.q.ru/science/naucnnye-

iz!4.1r i )'ali n lio lm ats i v a- i -bezop as no st/

3" Information Security. - Pextzrra locryna: http://wwryv.itsec.ru/

7"3. LIHIepHer-pecypcbr
1, O:rer fpanuuzn, Bna4uvzp Ku.see BesonacHocrr uu{opMaqaoHHbrx crrcreM, - Perxzrra Aocryrra:
htlps

2. Otsra JlanoHzsa Kpunrorpa$uuecxae ocHoBbr 6esoracHocrz. - Pexrnn Aoc.ryna:
httpi : llw ww. intuit. ru

3. fa"rzsa Bacaroea OcHostr Kpr4nrorpabu^.- Pexruu Aocryna:
htlpg ://www.intuit.ru/studies/courses/69 1 /547linfo

8. MATEPIIAJIbHO-TBXHI4IIECKOE OEECIIEII]IHI4E AI4CIII4TIJII4HI,I
fitn peatu3arryLr AaHHofi AI4cIII{nJrr4Hr,r r4Merorcr crer,r4aJ]bHbre noMeqeHr{ s. rnfl. [poBeAeHuq

zartsluil. lx e Kr4u o HH o ? o m un q, s a u n m u il n a 6 o p anto p H o e o mune.
Jla6oparopuue pa6orbr npoBoA.srcfl B ayA. 100-3, 106-3, 5116-3, 51lr-3.
flepeueHr lrcronmyeMoro nvqeH3r4oHHofo nporpaMMHolo o6ecner{eHr4.s: MS Visual Studio



3ane4yroquft xa$e4poft

Pa6ouyro nporpaMMy cocraBr.rn

PeqeHseur
(npe4cranurelt pa6oroAare.nq)

Pa6o.ras nporpaMMa paclMorpeHa
HanpaBneHr4t

llporoxol Nt
[Ipe4ce4areJrb KoMr4ccr.ru

Pa6oqas nporpaMMa oAo6peHa na

flporoxor sace1ankrfl na@e4pu J\b

_ EyxepeEnH.
(OI4O, noanucr)

7-u

JrucT rIE P EyTB EP)KAE HI4fl
PAE OrIErz IIp O IPAMMbI Ar4C rlr4rrJrr4Hbr

yve6rmd ro4

fo.4a

3ane4yroqzfi r<a$e4pofi

Pa6o,ras nporpaMMa o4o6peua na

flporoxon sace1atns. xa$e4prr J\I

yue6urrfi ro4

OT foAa

3ane4yrorqnfi xa$e4poff

Pa6oqaq nporpaMMa o4o6peua Ha

flporor<or 3ace1attrfl xaQe4pu j\b

yue6nrrfi ro4

OT

3aeelyrcqlrfi xaOeapoft

t 
c.

(ttecro pa6orrr, AolxrHocru, OI4O, noAfI14cb)

, noAIII4Cb_)

Ha Ha 3ace4aHnvr yue6Ho-ruero4uuecrofi r(oMtrccr4r4


