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1. OEJU OCBOEHUS JUCIIUILINHLI

enb ocsoenus jmcrmmmuer «3amura uHdOpMANHAN» - O0yUYeHHEe CTYNEHTOB METOJIONOTHH PEleHUs
npobneM M 3a1a4 B 061aCTH HH(MOPMANHOHHOH GE30MACHOCTH C HCUOIB30BAHUCM MaTeMaTHYECKOro
anrapaTa i KPUITorpaMIecKux mpeobpazoBaHuil.

Sanaqu;

* OsnajeHHe HABBIKAMY aHAJIM3A 3aIUINCHHOCTH UH(QOPMALIMOHHOM CHCTEMBI

e 3yucuue

IPHHIUIIOB  pabOThI
KPHIITOCTONKOCTH.
* DOpMHpPOBAHME HABBIKOB PabOTHI CO CTAHJAPTHHIMHU

c

KPUNTOTPAQHUCCKAME  ailTOPUTMAMH ¥ OIEHKOH  HX

KpI/IHTOFpa(b HYCCKUMH aJITOPUTMaMU ¢

HCIIOJIb30BAHAEM COBPEMEHHOTO alrapara nporpaMMHupOBaHu s

2.

Hucuwnnmna «3amuTa WHGOPMAITHEY» OTHOCHUTCS K pasgenry b1.0.23 - OO6s3aTeibHble AUCLUIIHHEL
Hanpasnenus 02.03.02 DynjnamentanpHas wHOOPMATHKA U MHGOPMaLMOHHEIE TeXHONOTHH, M3yucHue
AUCLHILTAHBL IPOXOMUT B 5 CEMeECTpe, MPEANONAraeT HaTMYHE Y CTYACHTOB HABLIKOB IPOTPaMMHUPOBAHHS,

KOTOPBIE MOTYT OBITH MOJIYYEHBI B PAMKaX AMCUHILIAH « Teopus uupopMaLuiny, «OOBEKTHO-OPHEHTHPOBAHHOE

IPOrPaAMMHUPOBAHUEY .

3HaHI/IH, NOJYUCHHBIE B paMKax U3YUYCHUS JIaHHOH AMCHUIIIMHEI, MOTYT OBITB IIPUMEHCHBI 111

MECTO JMCHHUIIJIMHBI B CTPYKTYPE OIIOI BO

HAIMCaHUs BBITYCKHON KBaIMDUKAIIMOHHOM padoTEL.

3. INIAHUPYEMBIE PE3YJIbTATBI OBYYEHUSI 1O AUNCIUTIIMHE

Kon popmupyembix

YpoBeHb ocBoeHUs

[Inanupyemsbie pesyabTarsl 06YUEHUS N0 AUCLHMIMHE

UHDOPMAYUOHHBLX
cucmem u 6az OanHbvLX, 8
mMoM yucie
OMEUeCMBERH020
NPOUCXOJCOEHUS, C
yuémom
UHDOPMAYUOHHOT

KOMIIETeHUHH KOMIeTeHuuu' XapaKTePU3YIOLIKE 3Tanbl GOPMUPOBAHUA KOMMNETEHUMIH
(ﬂOK’dSElTeJ’IH OCBOCHUA KOMﬂeTeHLlHH)
] 2 _ _ 3
OIllK-1 nOAHOE 3HaTh: 0a30BbIC 3HAHUS, MOJIYYEHHEIE B 0614CTH
C’_ZOCO&’H npUMeHAms MaTeMaTH4eCKHX U (M) ECTECTBEHHBIX HAYK
pynoamenmansnvie YMETb: HCIOJIB30BATH Ga30BblE 3HAHUS U3 00JIACTH
SHOHUR, ROGMERHEL 6 MaTeMATHYCCKHX U (MIIM) €CTECTBCHHbIX HAYK B 001aCTH
obracrmy 3aIATH HHPOPMAITHY
MAMEMAMUYECKUX U
() ecmecmsennoi Buiagers: HappIKaMu BRIGOpA METOJOB PEITICHHUS 3a/1au )
HAYX, U UCRORB306AMS 3aMUTH! HHOPMAINK Ha OCHOBE TEOPETHYECKUX 3HAHUH
Ux 6 npogheccuoHaNbHOL
oesmenbrocmu I
OlIK-5 HONHOE 3HATh: HMPUHIMIEL ¥ OCHOBHEIE IPOUCAYPHI YCTAHOBKM U
Cnocoben aIMAHUCTPUPOBAHUS HHOOPMAIMOHHBIX CHCTEM U 0a3
uURCmaniuposams u JIAHHBIX;  OCHOBHBIE  TpeOoBaHMS  WHOOPMAIMOHHOM
conposoocoants besonacHocTy; conepixanne Enuoro peectpa poceniickux
npocpammHoe IpOrpaMy;
obecnevenue

YMeTh: 0CyIecTBISTh 060CHOBAHHEIH BRIGOD U
PeAIN3AIMIO ITPOXECCOB YCTAHOBKH U TEXHUYECKOr'O
COIIPOBOX/ICHHUS HH(DOPMALIMOHHBIX CUCTEM M 6a3 JaHHBIX;
Brianers: HaBbIKaMy HHCTAIUISINK U HACTPOHKH
IIPOTPAMMHBIX KOMIUIEKCOB, IIPUMEHEHHUS OCHOB CETEBBIX
TEXHOJIOTUH




bezonacnocmu | |

4. OBBbEM U CTPYKTYPA JTUCHUILINHBI

TpynoeMKoCTh TUCIIMIUIMHEI COCTaBISIeT S 3aUETHBIX CAUHUIIL, 180  4acoB
Bunpr yueGHoi
paboThl, BKIIOYas
CaMOCTOATENBHYIO
paboTy cTyIeHTOB
« H TPy ROEMKOCTS (B O06neM yuebHoi ‘COpHILI
= qacax) paBoTHI TEKYUIETO
Q s
el S = C IPUMEHEHHEM KorTpoI
Ne | HanMeHoBanue Tem w/unu pasjenos/rem | g o = 3 YCLIEBAEMOCTH,
S S = HHTEPaKTUBHBIX
n/n IICLIUTTHHBI 2 5 =z o popma
Cl 8| | 8% MSTogE IPOMEXYTOUHOH
o =i o Sy (B 1acax / %)
ox = g 0 Q arTecTalun
5 8 2 (@) (no cemecmpam)
= £ &
E | s
5 Q.
=
= K=
1 Teopernueckue OCHOBBI 3aUIUTEL | S 14 | 4 2 25 | 4/67 PEHTHHI-KOHTPOJIb
uHdopmManu Nel
2 Kpunrorpadudeckue meronsl sammrhl | 5 | 5- 28 12| 25 | 30/75 PeUTHHT-KOHTPOJTH
UH(popMau 14 Ne2
3 OCHOBBI KpUNITOAHAIN3A 5 |15 |2 2 24 | 3/75
16
4 OcHoBbl cTeranorpaguu 5 [17- |2 2 25 | 3775 peNTHHT-KOHTPONE
18 No3
HWToro no qucuymivte 5 |18 36 18 | 99 | 40/73 5K3aMEH
(27 gacos)

CoaepskaHne JIEKIIHMOHHBIX 3AHATHH 110 JHCHUILIHHE
«3amuTa nHPOPMAHID

Paznen 1. TeopeTnueckue OCHOBBI 3AIUTHL HHYOPMALN

Tema 1. Tlomsarne wundopmarmonnoit GesomacrocTr. KimoueBble BOmpPOCH MH(OPMALHOHHON
DezonacHOCTH.

PaccmarpuBaroTcss MOHSTHS 9KOHOMUYCCKOM W uHGOOPMANMOHHOM 6esomacHocTH, ONMUCHIBAETCS
obruast CTpyKTypa HH(pOPMAITHOHHON GE30MaCHOCTH ¢ TOYKH 3peHHs TpeGOBaHUil rHGOPMAITHOHHOM
beszomacnoctu. PaccmarpuBarorcst KifodeBble BONPOCH MHGOPMAIMOHHON GE30NACHOCTH: HAi0 1M
3alIMIIATBCA W YTO CIICAYCT 3alllMINaTh? OT KOTO HaJo 3aMMIATECA? OT Yero Hajo 3alllUmaThed? Kak
Hajo 3aUImaTses? 4ro obecnedut 53pHEKTHBHOCTD 3aUIMTE? BO YTO 0GOHAETCS paspaboTka, BHEAPEHHE,
OKCINTyaTalys, COIPOBOKACHAE U Pa3BUTHE CHCTEM 3aI{UTEI?

Tema 2. Bune! yrpos uHGopManuoHHo#i 6e30acHOCTH

IIpuBonsres BANBI yrpo3 MHPOPMALHOHHON Ge30macHOCTH, KiIacCuUKAIUs HCTOUHHKOB Yrpo3 H
3amuInaeMol HHQOpMAIIHH.

Tema 3. OcnoBBI 3aK0HOJATENBCTBA B 0ONacTH 0beceyenns HHGOPMAIMOHHOM Ge30IIaCHOCTH

PaccmarpuBacrcs  HOopMmaTwBHOM Oasa juis sammrel mapopManuy. 3axoHomarenbetBo CIIIA u
BpoIbl B cdepe 3ammTe! nHGopManun. 3akoHoaatenscrso PO B cdepe 3aiuTh HHHOPMALIHIH.

Tema 4. Iloctpoenue cucTeMbl HHPOPMAIIHOHHON GE30ITACHOCTH

PackpeiBaroTc 1IOHATUS OTBETCTBEHHOCTH W IIPOIPAaMMBEI  MH(DOPMAITMOHHOM GE30MacHOCTH.
PacemarpuBarores Mozien MHGOPMAITHOHHOH Ge30IIaCHOCTH, TPeGOBAHMS M OCHOBHBIEC STAITEI PCATH3AIAN
HHQOPMaIMOHHOH 6e30MaCHOCTH. YKa3bIBAIOTCS MEPOLPUATHS 10 3alluTe HH(POPMAIH, IPUMCHSICMEIE B
OpraHu3alnd. PaccMaTpuBacTCs NMOHATHE NONHTHKH OE30IIaCHOCTH, MIPOBOJMTCH PACCMOTPEHHE METOJIOB
aHaIM3a ¥ YIPaABIICHHs PUCKAMU IIPH pealu3alui MEGOpManoHHoNl 6e301aCHOCTH

Pasnen 2. Kpunrrorpaduueckue MeTo b1 3aliAThl HHGOPMAIHH

Tema 1. Ocnosnrle nonsitust kpuirrorpadun. Kiaccnduramus mmdpos.



PacemarpuBarotes momsitust  xpunrorpaduu, Kioda, mdpa, KPUOTOrPaMMbI, KPUNTOrpaduueckoro
npeobpasoBanus, MmuppoBanus, remmppopanus. IIpHBOAUTCIT cxeM IPOCTEHINEH KPUITOrpaPuUecKoif
cucremsl 1o lennony. PaccmarpuBaeres kiaccuduranuy mwudpos 1o Pa3HBIM PU3HAKAM,

Tema 2. Knaccnyeckas kpurnrrorpadus.
PaccmarpuBarorest ncropideckre KpUNTOrpagHUecKUe CHCTEMBI (mupdh u mmppoBanbHbe yeTpoicTBa) ¢
APEBHEHINMX BpeMeH 10 cepequnnl XX B.

Tema 3. IlepecranoBousbie v mUQpPLI 3aMeHEL.
PacemarpuBarotes mupsl mepecTaHOBOK M 3aMEHGL, MOHOAJI()aBUTHBIE U MOsMa(aBUTHEIE. B xadecTse
pUMEPOB paccmarpusaroTes muppst Liesaps u Buokerepa. Y ka3sBatores METOIB! X KPHIITOAHATH3A,

Tema 4. lllupposanre raMMUPOBAHUEM U OHOPA30BBIE GIOKHOTE (mmdp Beprama).

Paccmarpusaercst anroput™ mdpopaHHs TaMMHpOBAHHEM WU mwndp Bepnama. Iloxasbizaercs
KPUIITOCTOWKOCT, muppa BepHama.

Tema 5. Cummerpuunste mudpsr. Cets Deiicrens.

PaccmatpuBaeTcst aroput™ mH(POBAHAS ¢ HCIONB30BAHMEM CETH Delfcrens, a TaK e OCHOBHBIE
npeobpasyrowie QyHKITE, HCIIOIb3yEMBbIE B TAHHOM aJITOPHTME. Ipumepsr mudposanus/enmdposanus.
YKa3bIBAIOTCS METOMBI KPUIITOAHANM3A JAHHOTO MHdpa.

Tema 5. Cummerpuunsie mudpsl. DES
Paccmarpusaercs anroput™ mmdposanus DES, pexumsl ero paborer (CBC;CFB;OFB). ITlpumepsr
mwrGpoBanms/IemudPoBaHs. Y Ka3bIBAKOTCA METOb KPUITOAHATN3A JAHHOTO urudpa.

Tema 6. Cummerprunbte wudpsr, Hlugp FOCT 28147-89, mrdp Blowfish.
Pacemarpuparoress anropurmsl mmgpopanns 'OCT u Blowfish. Ykasbrearores NperMyIIecTBa 110
cpasHeHuo ¢ DES.

Tema 7. Cummerpuunsie mndpsr. Anroputv Rijndael, mugp AES.

Paccmarpupatorest anropurMel mudposanus Rijndael 1 ocnopamubii Ha Hem AES.

Tema 8. Cummerprunbie mudpel. YipasieHne KIOUeBoi uHdopManuei.
Paccemarpusaercs Iporoxon Kerberos.

Tema 9. IloToxoBbie mudper
Pacematpupaercst momsTie noTokoBoro mudpa. THIIB TOTOKOBBIX W (POB, UX OTIHYHE OT GIOYHbIX.

Tema 10. TTotoxosste mudpsr. Hugp RC4.

Paccmarpupaercst anropurm RC4, ero xpunroananus u IPUMEPHI HCTOTH30BAHMS].

Tema 11.Accumerpuunoe muppoBaHue.

. Pacemarpusaercs monsaTie accumerpranoro mugpa. Ero otmmune ot CUMMETPUYHOTO.,

Tema 11.Accumerpuunoe umdposanne. Pacipenencaue kiodeit o cxeme Huddu-Xennmana

PaccmarpuBaercst anroputv  Judu-XeuMana, M03BOJISIONHEH JByM a0OHEHTaM, OOMEHHBAsAChH
COOOINCHHAMU 110 HEeGE30MACHOMY KaHally CBS3H, DACIIPSLENUTH MEXIY COOOM CeKpeTHBIH Koy
A POBAHHS].

Tema 12.Accumerprunoe mudposanue. Iudgpsr RSA, Dnb-Tamans.

PaccmatpuBaroTest KpumrorpaQuueckue CHCTeMBI Ha OCHORE anroput™MoB RSA u Dnb-Tamans.

Tema 13. KomGunupoBanHas KpUITocHcTeMa IIM(POBAHIS

PaccmatpuBaroTcss MeTOiBI  COBMECTHOTO  MCIIONB30BAHUE CUMMETPUUYHBIX U aCCUMETPHUHBIX
uidpos.

Tema 14. Xom ynxrum. Anropurmel SHA-1 n N-hash.

Paccmatpupatorest mousiTHst xom  QyHKOHM, AadikeTca M HX 0COGEHHOCTEH. PaccmatpuBatoTest
peanusanuy xo QyHKIuit 1 mdpos Ha U3 ocHoBe 110 anropurmam SHA-1 u N-hash.

Tema 15. Dnexrponnas rumdposas nommucs (DIII). AJNTOpUTM  (OPMHUPOBAHKSA  DIIEKTPOHHO-
uudpoBoi moanucu DSA.

Pacemarpusaercst nomsitre D111 a raxoke ee GopMHPOBAHKE HA OCHOBE anroputma DSA.

Tema 16. 3amura undopmanuu B IP cersix.

PaccmarpuBaroTest OCHOBHBIE IIPOTOKONBI CETH Wureprer, obecneunBaromye 3aumry nHpOpPMaIiu;
S/MIME, SSL u TLS, IPSec, SKIP, ISAKMP u mexcereBbie JKpaHEL.

Tema 17. Kpunroanropurmsl mpoctpanctsa Net.

Pacematpusaetcst mpoctpancTso umen [1pocTpaHcTBO UMen Cryptography B .NET Framework.

Tema 18. XML- kpurnrorpadgus

Pacemarpusatores BosmoxxHoctn XML —kpuntorpaduu, CPaBHUBAIOTCA pa3iauuHble TAMBI XML —
rnoamucen



Pazpen 3. Kpunroananus.

Tema 19. Kpunroananus

PaccMaTpuBaloTcss METOAb! KPUITOAHATH3a: YAaCTOTHBIN, METOH IIOJHOIO nepebopa, araka o
Kfo4aM, MeTof "BCTpeuw mocepeauHe”. KpunroaHamms cuMMeTpHUHBIX MUQPOB, KPUIITOAHAIIHS
ACHMMETPHYHEIX  MH(pPOB, KPUNTOAHATH3 Xom (YHKUMH, KPUMNTOAHANM3 IO IOGOYHBIM KAHATAM,
KBaHTOBLIM KPUIITOAHAIIH3.

Paspen 4. OcHOBEI cTeranorpapun

Tema 20. OcroBEI cTeranorpaduu

[lonstue w Bujpl creranorpaduu. Creranorpadus u uzobpaxenus: metol LSB, creranorpadus u
BHJIEO, CTeranorpadus u aynno. CTeraHorpaduueckye IporpaMMHbIe TIPOJIYKTL.

Couepsxanne J1abopaTOPHBIX 3AHATHI M0 JUCHUILIHHE
Paznien 1. TeopeTndeckue 0CHOBBI 3aUTH HH(GOPMALIHT
Tema 1. Tlomstie wundopmarmonnoii GesomnacHocTd. KIro4yesble BOIIPOCBI  MH(GOPMALHOHHOK
OezonacHocTH.
Jlaboparopnas pabora Nel. «JlumeiiHble KOHIpYIHTHBIE reHeparopbl  ICeBJAOCTYYAHHBLIX
MoC/JaeI0BATEIbHOCTEH
MsydeHue w mporpaMMHas pealH3alis JIMHEHHBIX KOHIPYIHTHBIX TEHEPATOPOB  ICEBIOCTYUANHBIX
NIOCJICOBATEILHOCTEH.
JIabopartopnass paGora Ne2. «Ilopcucrembl NMApoOJBLHOM AyTEeHTHQUKALMY  N0JIb30BATENEil.
I'eneparoper naposieii. Ouenka cTenenu cTORKOCTH HAPOJILHOM 3aUTHI»
Vccnenosanue MapoiibHBIX [OACHCTEM AayTEHTHOMKALMK I0Jb30BaTelel. Peanmsams poCTeHIIero
TeHepaTopa apoJieit, 001a1aromero TpedyeMoi CTORKOCTBIO KO B3JIOMY.
Pasnen 2. Kpuntorpadudeckue MeToIbI 321U TH HHPOPMALHH
Tema 1. Kiaccuueckas kpunrorpadus
Jlaboparopnas paGora Ne3. «Knaccmweckas kpunrorpadus. HIudp Le3aps»
Wsyuenne u nporpammuast peanusanus mupa Leapst.
Tema 2. Cummerpuunas kpunrorpadus
JlaGopaTopnas pabora Ned. «Cummerpuunas kpunrtorpadus. Cers DeitcTeasm
MN3syuenune ocobenHocTelt 1 mporpaMmuas peanusays ceti Oeiicres.
JlabopaTtopnast paGora Ne5. «Cummerpuunas kpunrorpadus. IloTokoBbIii mugp RC4»
Peanusosarh IpocTeNLIIIT TOTOKOBLIH IIHPP ¢ CHMMETPUYHBIM KIIOYOM HA OCHOBE anroputma RC4.
Tema 3. Accumerprrynast kpuntorpadus
JlaboparopHas paGoTa Ne6, «AcCHMETPHYHBIE ANTOPUTMBI HIH(POBAHUS JAHHBIX. Aaroputm RSA»
W3yunts npunnun paboTel aCHMMETPUYHBIX AITOPHTMOB MU bPOBAHUS Ha npumepe ajiroput™ma RSA.
Tema 4. Kpunrorpadus 8 OC Windows
Jlabopatopnas paGora Ne7. «IIporpaMmmupoBanue KpunrorpadhuaecKux nposaiaepos Ha maatTdgopme
NET: Anroputmst xommuposanua SHA-1 u MD5»
Hayuurbcs ucronpsopats xpuntorpadudeckue nposaiineps: xam-dysxiuil 8 NET Framework.
Pasnen 3. OcHOBBI KpHIITOAHAIN3A
Tema 1. JTuddepenunansunii kpunroanamms
JlaGoparopnas padora Ne8. «/ludpdepenunanbapiii KPANTOAHATN3 GJIOUHBIX wndpon»
H3yuure MeToy muddepenuansHoro KpUITOaHATN3a TIPUMEHHTEIBHO K MHOIOPAYHIOBBIM aJIrOpUTMaM
OJ04HOrO MMH(pPOBAHHUS.
Paznien 4. OcroBe! creranorpaguu
Tema 1. CxpriTre TekcTOBOM HHpOPMAaNMK B (aiine H306paKeHus
Jaboparopuas paGora Ne9. «Creranorpadus. CKpbITHEe TEKCTOBOI anpopmanuu B aiie
U300 paskeHu
PeannsosbiBate MeTos LSB, KOTOpHIH 3aK/1104aeTCs B 3aMEHE [IOCTEHMX 3HAYALIUX OHUTOB B KOHTeHHepe
1300paykeHHs Ha OUTHI CKPBHIBAEMOTO COOOLICHHS.

5. OBPA3OBATEJIBHBIE TEXHOJIOTI'NU
B mpenosasanuy  mucnummuel  «Qawyuma  ungopmayuu»  MCHONB3YROTCS pa3zHo0Opa3HbIe
00pa3oBaTENbHbIC TEXHONOTHH KaK TPAJUMLIUOHHBIE, TAK B ¢ IPUMCHEHHCM AKTUBHBIX U HUHTEPAKTUBHBIX
METO/I0B 00YUEHHS.



AXTHBHbIE U HHTEPAKTHBHBIE METOIBI O0YIEHHUS;
—  Hnmepaxmusnas nexyus (mema Ne 1-20 );
— [pynnosas ouckyccus (mema Ne 2 );
—  Ananuz cumyayuii (mema Ne 4 );
— llpumenenue umumayuonnvix mooerei (mema Ne 19 );
— Pasbop xonxpemnvix cumyayuii (mema Ne 4 );

6. OHEHOUYHBIE CPEJACTBA JJISI TEKYIIET'O KOHTPOJISI YCIIEBAEMOCTH,
MPOMEKYTOYHON ATTECTALIMHU I10 UTOI'AM OCBOEHUSI JUCHOUIIJIMHBLI 1
YYEBHO-METOJIMYECKOE OBECIIEYEHHUE CAMOCTOSITEJILHOM PABOTBI
CTYJAEHTOB

Texymuii KOHTPOJIL yeneBaeMocTH

KonTponbHeie BOIIPOCH! peUTHHI-KOHTPOJIS:
Peiimunz-konmpons 1
Bapuanr 1
Pa3pepHyTO OTBETUTE Ha BOIPOCHL.
Bompoc 1. KirogeBble Bompocs! HH(POPMAIMOHHON Ge30I1acHOCTH.
Bonpoc 2. Bujsl yrpos nadopManuonnoit 6e30IacHOCTH.
Bomnpoc 3. Anroputv npoBeenns aHaIN3a U OLEHKH YIpo3 HHGOPMALIHOHHOM Ge30I1acHOCTH.
Bapuanr 2
Pa3pepHyTO OTBETHUTH HA BOIIPOCKL.
Bompoc 1. Cocrapistronue uHGOpManuoHHOH Ge3011aCHOCTH.
Bomnpoc 2. Mogens yrposst HEGOpManaoHHOH 6e300aCHOCTH.
Bompoc 3. OcHoBHbIC BH/IbI 3aMIMIIIAEMON HHPOPMATIHH.
Bapuanr 3
Pa3BepHyTO OTBETUTH HA BOIIPOCHI.
Bompoc 1. Bugsr yrpos undopmanuonnoi 6e30nacHoCTH.
Boupoc 2. 3akonomarenscro PO B 06nacTn 3amuTe! HHGOPMALHH.
Bompoc 3. Coneprxanne momenn uadopManioHHoil 6e300aCHOCTH,
Bapuanr 4
Pa3BepHyTO OTBETUTH HA BOIPOCHI.
Bonpoc 1. KitodeBbie Bopocsl HHGOpMAITMOHHOM Ge301acHocTy.
Bomupoc 2. Bugsr mogeneit nH(pOpManuoHHo 6e30MacHOCTH,
Bompoc 3. INTommtrka uhdopManuonHoii 6e30MacHOCTH.

Peiimunz-xonmpons 2

Bapuanr 1

PasBepHYTO OTBETUTH HA BOIIPOCKL.

Bomnpoc 1. Anroputm pacmmdposanus I'OCT 28147-89.

Bormpoc 2. Anroputv pacnpenesnerus kimoueit no cxeme udu-Xemmmana

Bompoc 3. Anroputm RC4

Pemmts 3amauy.

3agada Nel. Anroputm mud)poBanus rsa.

CreHepupyiiTe OTKPBITBIN U 3aKPBITHIN KIIOYH B aITOPUTME mudposanus RSA, BEIOpaB 1pocTeie uncia p u q
U3 MepBoi cotny. 3ammnppyite coobiuenue, cocrosuee u3 Bamux uauimanos: GHO,
Bapuant 2

Pa3BepHyTO OTBETHTH Ha BOIPOCHL.

Bonpoc 1. Anroput™ pactmdposarus TOCT 28147-89. O6miast cxema.

Bonpoc 2. HIugp Blowfish

Bompoc 3. Ilporokxon Kerberos

3amaqa Nel. Anroputm mudposanus rsa.

Perrutr 3amaqy.



CresepupyiiTe OTKPBITHIA U 3aKPBITIN KIIOUH B AJIFOPHUTME upposanus RSA, BeIGpas mpocThle Yucia p u q
U3 BTOPOH COTHU. 3ammu(pyiiTe COOBIIEHHE, COCTOSMEE U3 BalluX HHAIHA0B: DUO.

Bapuaur 3

PasBepHyTo 0TBETHTH Ha BONIPOCEL.

Bompoc 1. Kakue QyHKIHE MOTYT HCMOIB30BATHCS TIPH wrdposannu B cetu Deicrena?

Bonpoc 2. Onucarb airopuT™ pacopeneiie s Koveil o cxeme Jupdu-Xenmmana

Bompoc 3.0nucars anroputm RC4

Pemuts 3anauy.

3anava Nol

Brimosuuts 3 paynna mudposanus u Aeimu(poBanus ceThio OelcTeNs coobeHme «2014», rone F=(L+n)mod
256 (mod — ocTaToK OT #eseHus), n — HOMEp BapUAHTA.

Bapuanr 4

PasBepHyTO OTBETHTE HA BOIIPOCKL

Bompoc 1. Kakumu cBolicTBaMu 061afaroT X3 (GyHKIHH?

Borpoc 2. Onucars anroputm mmdposanus Dib- amans

Bompoc 3. Onucars anroputv mudposarus DES

Pemuts 3aynauy.

3agaua Nel,

Wcnonbsyst mmpp Lesaps, samudpyiite ceon ®ammmuio Ums OTuecto. Bemnuuna CIBMIa paBHa HOMEpPY
BapHaHTa.

Peimunz-konmpone 3

Bapuanr 1

PasBepHyTO OTBETHTE HA BOIPOCHI.

Bomnpoc 1. Kom6urnposantas kpunrocucreMa mudpoBaus
Bompoc 2. Anroput™ ¢popmupoBanus DnekrpoHo-idpoBoii noamcn DSA
Bompoc 3. [Tpotokonsr SSL u TLS

Bomnpoc 4. Kpunroananus cumMmeTpuanbIx mudpos
Bapunanr 2

PasBepHyTO OTBETUTH HAa BOIPOCHL.

Bonpoc 1. Xsm ¢pynxkuun

Bomnpoc 2. Anropurm SHA-1

Bomnpoc 3. ITporokon S/MIME

Boupoc 4. Kpunroaranus acuMMeTpHYHBIX ME(GPOB
BapuanTr 3

Pa3BepHyTO OTBETHTH Ha BOIIPOCHL.

Bompoc 1. Onexrponnas undposas moamucs
Bompoc 2. Anroputm SHA-1

Bompoc 3. [Tpotokon S/MIME

Bonpoc 4. Kpurrroananus xem-§yskmumii

Bapuanr 4,

Pa3zBepHyTO OTBETHTH Ha BOIPOCEHL.

Bomupoc 1. Creranorpaduueckue MeTos!

Bompoc 2. Kpunroanropursmel mpoctpascTsa Net
Bomnpoc 3. YactoTHblit KpHIToaHaius

Bornpoc 4. KBanToBbie KpUnTOAnropuTMEL.

IK3AMEHAIHOHHbIE BOIPOCHI 10 M CIHILIHHE:

1. CrpykTypa W OCHOBHBIE COCTABISIONMEE HHDOPMALHIOHHON GE30I1aCHOCTH
2. Obume Bompocs! HHGOPMAITMOHHON Ge30macHOCTHY.

3. Buasr yrpos uHdopMannonHoit 6e30macHoCTH,
4
5
6
7

. 3akoHoaTeIbeTBO PO B 06nactu HH(OPMAIMOHHO 6e301acHOCTY.
. Kimacenaeckas kpunrrorpadus.

. Mugp Lesaps.
. CeTp Oeticrens.



8. OyHKIMH, UCIIONB3yeMble MpH mubpoBanuy B cetn Deiicrens,

9. Anroputy™ ¢ posanus FOCT.

10. Anroput™ mudposanus Blowfish.

11. Anropurm mudposanns DES.

12. Anroput™ mudposanus Rijndael.

13. Anroput™ mudposanns AES.

14. IoToxoBsie mupsl. AnroputM RC4.

15. Anroputm pacnpenenenus kmodeit o cxeme Juddu-Xenmvana.,

16. Anroput™m mudposanus RSA.

17. Anroput™ mmdposanus Dib- Iamanst

18. Anroputm mudposanus SHA-1.

19. CpoiicTBa 0JIHOCTOPOHHUX ()YHKIIHIA.

20. Kpunroanropurms! ipoctpanctsa .Net,

21. Iporokons! 3aumTel uHGopManuH B I[P cersx.

22. MeToyp! KpuInTOaHAIN3a

23. Mertofs! cTeranorpadum.

3ajpauu:

3agaua Nel.

Wcnonssys mudp Ilesaps, samudpyiite ceon dammimio Vms OrdectBo. Benmunna cisura paBHa HOMEpY

BapUaHTa.

3agaua Ne2.

3amudpyite cnoso AJIGABUT no ramme MJIOHTX.

3agada Ne3.

3amudpyire cnoso AJIOABUT tmdpom Buskenepa ¢ kimrogom MUP

3agaua Ne4.

Coobmienne SOKYDIOLIGCWUUHO sammgposasno muppom BEPTUKAIBHOU MTepecTaHOBKH
(1 2 3 4 5 6)

35 4 1 6 2
Pacumdpomats coobmenue.

3ajaua Nos,
amudpyiiTe npeaIoKeHre, NPHUMEHHUB CICAYIOMYIO IIEPECTAHOBKY CJIOB: MEHSIOTCSI MECTAMH I[IEPBOE H

IIOCIETHEE CIIOBA, 3aTEM BTOPOE U IPEIOCIIEAHEE U T. 1.
3anaua Noeb.

CKOJBKO JONOJHUTEIBHLIX OUT HAO HOOABUTH K COOGLIEHHIO amiHoH 100 cMMBOJIOB, €Clli KOAMpOBAHHUE
OZHOTO CHMBOJIa TpeOyeT 8OUT 1 OI0uHBIH MK (pp paboTaeT ¢ GI0KaMu JUTHHON 6461uTa?

3ajiaua N7,

Bemmonnuts 3 paysna mudposanus u gemudpopasus cetbio OelcTens coodmenne «2016», roe F=(L+n)mod
256 (mod — ocTaTOK OT JIeJIEHNS), N — HOMEp BAPHMAHTA.

3amaga Ne§,

OTKpBITEI# TEKCT B €ro MH(POTEKCT UMEIOT JTHHY 461Ta, Inia Kiodya 361Ta. QyHKIWMs U3BNeKaeT |-biiiu 3-
Uil OWTBHI KIIIOYa, HHTEPIPETHPYET UX KaK JAECSATHUHOE YHCIIO, BO3BOJUT €ro B KBaJPaT ¥ HUHTEPIPETHPYET
pe3yJIbTaT Kak 4-OMTOBYIO IIOC/IEI0BATENBHOCTE, HallTh pesyibTar 3ammdppoBatnud u pacmudpoBanus, eciu
NEPBOHAYATLHBIA HCXOAHBIH TekeT —0111, ximrou—101.

3agaua Ne9.

CreHepupyiTe OTKPBITBINA 1 38KPLITHIM KIIOYM B aJITOPHTME nuppopanus RSA, BEIOpaB mpocThie wvcna p u q
13 IIEPBOM cOTHH. 3amudpyiite coobuieHue, COCTOANIEE U3 BAIIKHX HHUAIHANOB: DU,

3amaya Nel0,

CKOJIbKO MMeeTCsl HATypalbHbIX YHCEll, MEHbIIMX N=pq M B3aUMHO npocThix ¢ N, rie p U q — pa3IHyHbIE
IIPOCTHIE nca?

Bonpoce! JI1si KOHTPOJISI CAMOCTOSITENLHOI PaboTLI:

1. Packpoiite moHsTHs HHGOPMAITHOHHOM U SKOHOMUYECKOH GE30MaCHOCTH,

2. IlepeuncnuTe W ONHMIINTE BHABI MCTOYHUKOB yIrpo3 MHMOPMALMOHHOH OE30NMACHOCTH M HX
0COOEHHOCTH.

YKaxuTe OCHOBHBIE BHJIbI 3aIUIIAEMON HHOPMAIIHH.

4. Onmuumre MeXIyHApOAHOE 3aKOHONATENLCTBO B chepe 3aruThl uHpopManuy.

(8]



OnumnTte CTaHAApTEI U 3aKOHOAaTeNbeTBO PD B cdepe 3aiuTel HHGOPMAIHH.
YKa)KWTe OCHOBHBIE aCNIEKThI OCTPOSHHUS CUCTEMBI HHBOPMAIIHOHHOMN 6e30MacHOCTH.
Chopmynupyiite riporpamMmy HHGOPMAITMOHHOM 6€30MaCHOCTH.

Ipuuncnure MojieTH HHQPOPMALMOHHOM 6E30MACHOCTH, YKAKUTE UX 0COOEHHOCTH.
KaxoBel 0CHOBHBIE 3Tallbl peanu3aiuyi MoJe T HHHOPMAIMOHHOM 6€30TacHOCTH?

. Kaxue meporpustus no 3aummre uHdGopManiy MPOBOAATCS B OPraHU3aIusx?

. Kaknm obpazom dopmupyeTcs nonutuka 6e30macHOCTH B OpraHU3aiin?

. Kakum 06pazom npousBoAUTCs yIpaBlicHUE PHCKaMU B CHCTeMAax HWHOOPMAIMOHHON Ge30MMacHOCTH.
. Kak onenmnpaercs 3¢ dexTuBHOCTE U peHTabeIBHOCT CHCTEM UH(DOPMAIOHHOM 6e30MIacHOCTH.

Kaxue MCTOIOJIOMN OLICHKHU 0e300aCHOCTH HH(i)OpMaHHOHHOfI CUCTCMbI CYIICCTBYIOT U HUCHOJB3YIOTCA

Kaxuve wraccudukauu mudpoB cyLIecTBYIOT Ha CErOAHIIHAMN 1eHb?
Onuuure mupdE! 1 ycTpoiicTBa KITacCHYeCcKOM KpUNTOorpaduu.
B uem 3axirogaeTcs cyTh NOACTaHOBOYHBIX U MIEPECTAHOBOYHBIX IU(POB?

VYKaKuTe OCHOBHBIC TPUHLIMIIBI MU POBAHUA TAMMHUPOBAHHEM,
Kak ncnonpsyercs mudposaHre METOOM OIHOPa3oBoro 6JiokHoTa?

Kaxum o6pazom oprannszosans! mudpel Ha ocHoBe cetr Deiicrens: 'OCT, Blowfish?

KaxoBbl 0cO6€HHOCTH IOTOKOBOTO MIN(poBanust Mo anroputmy RC4?
VKa)uTe OCHOBHEIE IIPUHIIMIBI ACCHMMETPUYHOM KpUrrrorpadum.

Kakum 06pa3om npousBoauTess KOMOMHUPOBAHHE CUMMETPHYHON U aCCHMETPUYHOM KpUIITorpadhuu?
Kaxum 06pa3om peanusyroTes U UCIIONIB3YIOTCS KPUITOIpoBakiieps! Ha miatrdopme .NET?
C ucnonb30BaHMEM KaKMX POTOKOJIOB OCYLIECTBIIACTCS 3aniuTa nudopmamyu B 1P cersix?

5.
6.
7.
8.
9.
10
11
12
13
14.
ceronHs?
15. Yro Takoe kpunrorpaduueckas 3amura uHbpopMaru?
16.
17.
18.
19. Packpotite cyTts mmdpa Ilesaps.
20. Onumure mudp Bixenepa.
21.
22,
23. B uem 3akmovaercs CyTb CUMMETPHYHOM Kpunitorpadguu?
24. Kax dopmupyetcs cetb Deticrens?
25.
26. Ommmure nmop DES.
27. Onuiure npunimn aeficteust mmdpor Rijndael, AES.
28.
29.
30. Onwmurure mudp RSA.
31. Onumure MateMaTH4ecKyro 6asy mmdpa Db amars.
32. Copmynupyiite monstue D11
33. Onuwnre DSA anropurm dopmuposanus DI,
34. ChopmynaupyiiTe MOHATHE X311 H €r0 OCHOBHBIE CBOMCTRA.
35. Onuumnre anropurmel SHA u N-hash.
36. Onuuure MateMaTHyeckyto 6asy anropurMos Tuna MD.
37.
38.
39.
40. Kakve 0CHOBHBIC METO/[bl KPHIITOAHAJIM3A CYLIECTBYIOT?
41.

Packpoiite ocHOBHbIE MeTOABI LU POBOL cTeraHorpadum.

DoHJl OLEHOYHBIX CPEACTB JUId IPOBGIACHUS AaTTeCTAIldM YPOBHS CHOPMHPOBAHHOCTH KOMIETEHIUH
ofyuaromiuxces noA AUCLHMILTMHE 0hOPMIIIETCS OTEBHBIM JOKYMEHTOM.

7. YYEBHO-METOANYECKOE U UHO®OPMAIITMOHHOE OBECIIEYEHUE

JUCHUILIVTHBI
7.1. Knuroo6ecne4eHHOCTH
HauMeHOBaHKE NUTEPATypHI: aBTOP, I'on m3panus KHHUTI'OOBECIHEYEHHOCTH
Ha3BaHHUE, BUI W3IaHUs, =
U3 HATEIECTRO KonuiecTBo 3K3eMIUTPOR Hanu4ue B 2eKTpOHHOM
u3ganuii B 6ubsmoteke Bal'Y B oubimoreke Bnl'Y
cootBeTcTBHH ¢ @I'OC BO
1 2 3 4

OcHoBHas nuTeparypa*

1. A.O. Kyuepuk, A.1O. Jlekcum,
JIL.H. Byxapos, A.1O. lllarypuna
Kypc nexnmit o gucuurminge
«3amuTa nHGopMarny / Biagum,
roc. yHH-T UMeHU AJlekcanapa
I'puropwesrua 1 Huxoas
I'puropnesrya CTONETOBBIX. —

2017

http://e.lib.vIsu.ru/bitstream/12
3456789/6466/1/00702.pdf




Bnagumup: H3n-so Bal'y

2. Kyuepux A. O. ,Byxapos JI. H. 2017 http://e.lib.vIsu.ru/bitstream/12
Hosnkosa O. A., Camsiiuknn B, [, 3456789/5886/1/00678.pdf
Metoguyeckue ykasanus no
BBITIOJIHEHHIO TaGOpaTOpHBIX paboT
Mo AMCLUIUTHHE «3alnTa
uHpopmaunny Bragum. roc. yHu-T
uMeHn Aniexcanapa [puropsesuua n
Huxonas 'puropbesuua
Cronetossix; — Bnagumup: U3a-so

Bal'y
3.bonenosa 3.A., UHpOpMaUHOHHB! i 2018 http://www .studentlibrary.ru/bo
mup XXI Beka. Kpunrorpadus - ok/ISBN9785394030314.htm|

0CHOBa UH(OPMALUOHHOH
GesomacHocTH [DnekTponHbI i
pecypc] / bonenosa 3.A. - M. ;

Jlamkos n K

HomonuuTeNbHas IuTeparypa
I Asepuerkos B.H., 2017 http://www.studentlibrary.ru/bo
Kpunrorpagmueckue MeTomsl ok/ISBN9785976529472 htm]

3a11nThl nHGopManKn
[OnexTpoHHbIH pecypc] /
Agepuenkos B.1. - M. : ®JIMHTA.

2. Aspownn C.M., [luckpetHas 2017 http://www .studentlibrary.ru/bo
Marematika. Moaynsaphas anrebpa, olk/ISBN9785940744083.htm]
kpunrorpadusi, KOIUPOBaHKE
[OnexrpouHsiit pecype] / ABnomvn
C. M., Habebnn A, A. - M. : IMK

Ipecc. —
3. buptokos A.A., MudopmaLnonHas 2017 http://www.studentlibrary.ru/bo
6€30MacHOCTD: 3allMTa M HAMaAEHHE ok/ISBN9785970604359 . htm|

[OnexTpoHHBI pecype] / Buprokos
| A. A - M. : IMK TIlpecc.

*ne bonee 5 ucmounuroe
7.2. lleppognyeckue U3nanus

1. Xypuan "3amura uapopmanuu. Wrcaiin". - Pexum pocryna: http://www.inside-zi.ru/

2. Mudopmarus 1 6e30macHoCTb. - PexumM jgocTyna; http://cchgeu.ru/science/nauchnye-

izdaniya/informatsiya-i-bezopasnost/

3. Information Security. - Pesxxum mocryna: http://www.itsec.ru/

7.3. Uatepuer-pecypcnl

1. Oner I'pannunn, Bragumup Kusies BezonacHocTh HHOOPMALHOHHBIX CHCTEM. — Pexxum Jocryna:
hitps://www.intuit.ru/studies/courses/13845/1242/info

2. Onbra Jlanonuna Kpurrorpaguieckie ocHoBbI Ge3omacHocTr. — Pesxnm goctya:
https://www.intuit.ru/studies/courses/28/28/info

3. Tanuna bacanosa OcroBsl kpuntorpaduu. — Pesxum gocTyma:
https://www.intuit.ru/studies/courses/691/547/info

8. MATEPHAJIbBHO-TEXHHYECKOE OBECIHEYEHHE THCIUILINHBI

Jis peanusanuu JIAHHOM JMCIWILIMHBL HMEHOTCS CHEUMATBHBIE TOMCINEHHS U IIPOBCHEHHS
3QHATHHR 1eKYUOHHO20 MUna, 3aHAMUL 1a60pamopnozo muna,

Jlaboparopreie paGotsl nposoastes B ayi. 100-3, 106-3, 5116-3, 511r-3.

[lepeyens uCmoIIE3yeMOro JIMIICH3HOMHOTO IPOrpaMMHOT0 ofecreueruns: MS Visual Studio



PaGouyro mporpammy cocrasmn byxapos JI.H.
(®HO, noanwucs)

Penenzent 2% oin (YYD il tlord. )
(mpencraBuTeNb paboToaaTens) 'c'{i;"'-.f_l_‘.'-;iil"f_;’f (0 "P (gttuc ™ [waido L) C .

(mecto pa60Tbl nomicHocTsb, PO, noanucs) .
[Iporpamma pacemorpena u ono6peHa Ha 3aceqaHun ch(])e,upm f';‘/ 2/ )t
[Tpotokon No A or 3B R0 roma == A
3aBenyromuii Kapeapoi /“EPL’.% wen Ly

(Q)H@ nounncx:)
Pabouas HporpaMMa paCCMOTpeHa H ogjoﬁpeﬁa Ha 3ace/laHMu  y4eOHO-METONUYECKOM KOMHUCCHH
Hanpasnenns () ()%, () 2

[Tpotoxon Ne  { or 5/ 0%Z20 ropa — p
[Ipencenarens xomuccun T £ b ,U';mﬁi-/z’l[ A Ll
(®HO, noanucs)
JIMCT HEPEYTBEPKJIEHU S

PABOYEN ITPOTPAMMBI JUCHUTIJINHEI

PaGoyast mporpamma omoGpena Ha y4eOHBIH roj

IIpoTtoxon 3acenanus kadempsl Ne oT roaa

3aBeyromuii kahenpoit

Pabouas nporpamma onoGpena na yUeOHBIN TON

IIpoTokon 3acenanust kadenpsr No oT roja

3aBetyromui kadenpoi

Pabouas nporpamma ono6pena Ha yueOHBIN Toj

[1Iporokon 3acenanus xademper No 0T roja

3aBeyromuii kadeapoi




